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ABSTRACT 

Recent events have demonstrated the vulnerability of IT-systems of different companies, organisations or even 
governments to hacker attacks. Simultaneously, information technologies have become increasingly established 
and important for institutions of various branches. With respect to modern terrorism developments, cyber-
attacks may be used to physically harm critical infrastructures. This leads to a new dimension of cyber-attacks 
called “terrorist cyber-attacks”. 

This research-in-progress paper aims to develop a process model for data acquisition and support of decision 
making that seeks to enhance the security of public transportation in the context of counterterrorism. Therefore, 
a generic process model for terrorist cyber-attacks – produced in the research project RE(H)STRAIN1 – is intro-
duced as a basis for a decision support system (DSS). In the future, such models could improve the decision 
process by comparing the effectiveness of different security measures. 
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INTRODUCTION AND RESEARCH QUESTION 

As a result of increasing interconnection of systems and progressing digitalisation of processes, there is a rising 
dependence on IT systems across all industrial sectors including public transport. Analogous technology has 
been replaced by computerised (railway) control centres and in many cases e.g. railway signals and switches are 
operated automatically and remote-controlled (Tschirner et al. 2014; Kawalec and Rżysko 2016). IT support is 
used to control complex train systems (Chen et al. 2015), especially for high-speed railway traffic. Future rail-
way developments will make signalling on the tracks obsolete because trains will receive the necessary control 
commands directly via mobile communication services like GSM-R (cf. European Train Control System). This 
will enhance the density of train succession, create higher speed possibilities (Stamm 2011), but also lead to an 
even higher dependence on IT systems and networks. 

1 “Resilience of the Franco-German Highspeed Train Network”, Research for Civil Security funded by the 
German Federal Ministry for Education and Research and the Agence Nationale de la Recherche (France),Grant 
No. 13N13786 to 13N13790 
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In addition to IT utilisation, there is an increasing risk through cyber threats. In recent years, cyber-attacks have 
become more relevant by increased occurrence and induced damages, even such as data theft (World Economic 
Forum 2012, 2016). This paper discusses the question how basic characteristics of physical terrorist attacks are 
transferable to the processes of terrorist cyber-attacks. 

In particular, the focus will be on high speed traffic, since national high-speed trains are flagships of the national 
transportation services, technology carriers, and thus are attractive targets for terrorist attacks (Strandberg 2013).  

Very recent cyber-attacks were without consequences (McGoogan and Willgress 2016; Boyle 2016), but they 
showed the general ability of attackers to access IT-systems of transport infrastructure. It can be assumed that it 
is only a matter of time before cyber-attacks will cause physical damage to certain structural elements – a simi-
lar development were the Stuxnet cyber-attacks in 2007 to 2010 (Subhash Lakshminarayana et al. 2016; Bam-
bauer 2014). 

In the light of the above, the main idea of this research in progress paper is to create a better understanding of 
attack sequences through the use of process models. So called points of intervention (POIVs) where security 
measures can come into effect have been defined for attack processes. These POIVs pose a connection between 
the attack process on the one and security measures on the other hand. The goal of this paper is to present an 
outlook of how both, the process models as well as the POIVs as connective elements could be useful for devel-
oping a DSS that seeks to give recommendations regarding the implementation of the most effective security 
measures for certain POIVs.  

Furthermore, the research will show the necessity of a combined approach for countering physical and cyber 
terrorist threats. 

FORMULATION OF HYPOTHESIS: TERRORIST 

There is no internationally or legally binding definition of terrorism. However, various sources agree that the 
term terrorism describes violent, illegal action of one or more individuals against society or other targets. The 
aim of these actions is to influence the political and social behaviour according to the terrorist’s objective by 
creating fear and terror (18 U.S.C. § 2331; Department of Defense 2010; Department of Homeland Security 
2006). Typical terrorist objectives can originate from ideological, political or religious motives but divergent or 
mixed motives are not excluded. 

A multitude of different weapons and an equally high number of attacked assets can be observed for terrorist 
attacks that have been committed to date. Based on the analysis of previous attacks, which was conducted in the 
context of the research project RE(H)STRAIN, it was documented that railway traffic is an attractive target for 
attackers. This attractiveness is unaffected by the used weaponry, because the subjective impact of attacks on 
society (passengers) is high, due to the daily use of the attacked target. Examples for this effect are the attempt-
ed gun attack in a Thalys train in 2015, the attacks on the Metro in Brussels in 2016 or London in 2015, the 
knife attack in a German regional train close to Wuerzburg in 2016 or the axe attack in Germany at Duesseldorf 
train station (BBC News 2015, 2016; Gray 2015; Oltermann and Rawlinson 2016; BBC News 2017). 

All these examples as well as additional attacks have two fundamental observations in common. Firstly, the 
attackers’ intention, to create fear and terror, is rather similar despite the wide range of differing motives. Sec-
ondly, weapons were used to cause physical damage to people or tangible objects. Accordingly, the subsequent 
axioms on behaviour and intention of terrorists can be defined. They will serve as working hypotheses for this 
research. 

Table 1. Working hypotheses “terrorist” 

1. All terrorists aim to create a maximum of fear and terror in the 
targeted society. To achieve this goal, major damage to persons 
and/or property is done, independent of the chosen weapon. 

2. According to the first axiom and because terrorists seek suitable 
conditions to execute their attack, similar intentions of terrorists 
lead to a comparable process of planning and operating, regardless 
of the chosen weapon or the selected target/asset. 

PROCESS MODELLING AS AN OPPORTUNITY TO ASSESS PHYSICAL TERRORIST ATTACKS 

Based upon the hypotheses in table 1, it can be proven that neither the exact place of an attack nor the precise 
weapon are decisive for the evolving process steps – especially during the phase of preparation. The level of 
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abstraction in the generic process model neglects the choice of weapon, the choice of asset as well as the terror-
ists’ capability – and merely focusses on the modus operandi. This leads to a facilitation of the real processes 
but is useful in developing a generic process model. 

Of course, parameters such as chosen weapons and assets as well as the terrorist’s capability to carry out an 
attack influence the probability of detection and the extent of damage, e.g., different numbers of victims or dif-
ferent time of recovery; however, their impact on the processes of planning or preparation is limited. Conse-
quently, this process model may serve as a theoretical basis for further research. Assuming the rightness of the 
hypotheses, attacks can be described in this abstract process model, which can be further applied to all kinds of 
terrorist attacks. To develop a reliable process model, various iteration steps had to be taken. 

The process model in figure 1 incorporates all possible steps of the attacker, including the planning and execu-
tion of an attack. The developed process for physical attacks is based upon research results of previous projects 
(RiKoV2) as well as interviews with experts with a scientific background. In its current state, the process model 
does not account for the adaptability of the attackers. For example, the terrorists could try to avoid the security 
measures that they are aware of or integrate them in their planning process, so that they are not effective any-
more. 

All measures that might interrupt the attack process are referred to as measures of successful prevention. They 
deter, detect, or neutralise attacker or weapon. The points where these measures come into effect and interrupt 
or influence the attack process are referred to as “points of intervention” (POIVs) in the course of the project 
RE(H)STRAIN. The effect of different security measures at these POIVs was discussed within the project as 
well as with experts. By using such POIVs, it is possible to determine whether security measures are applicable 
or not for each step in the planning and execution phase. 

Currently, these POIVs are linked to an existing security measure database that was developed for public trans-
portation systems by the joint research project RiKoV (Brauner 2017). It contains additional information about 
current and future security measures for the prevention and mitigation of physical attacks. Referring to Brauner 
et al. (2015), the combination of a structural interview guideline for experts and a scenario process model in a 
semi-quantitative assessment methodology allows estimating the effectiveness of single and combined security 
measures in each POIV. The developed process model in RiKoV is able to assess physical attacks on public 
transportation systems and to estimate the change of vulnerability in the context of different security designs. 
The new process model presented in this paper will become a framework to assess security designs for cyber-
attacks that can have hidden or obvious effects (damages). Therefore, it can be used in risk and crisis manage-
ment systems to improve decision-making by end-users. In the following section, the development of a process 
model for terrorist cyber-attacks is examined. 

 

                                                           
2 Risks and costs of terrorist threats to railbound public transport (funded by the German Federal Ministry of 
Education and Research, Grant-No.: 13N12305) 
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Figure 1. Attack process model (physical attack) 
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TRANSFER TO CYBER-ATTACK PROCESSES – FORMULATION OF HYPOTHESES: CYBER TERRORIST 

Both frequency and dimension of cyber-attacks have increased in recent years. For this reason, we assume that 
this form of attack will be used by terrorists or has already been used, even if it has not been specifically proven. 
This includes classic cyber-attacks to disturb or destroy IT systems as well as attacks using IT systems to cause 
physical consequences (e.g. train crashes). The intention of a terrorist attack follows the similar heuristic behav-
iour explained in table 1. 

Generally, cyber-attacks can roughly be divided into five different steps. The first step comprises the gathering 
of intelligence using techniques such as social engineering. The initial intrusion of the asset, step two, is fol-
lowed by a phase of horizontal spreading to gain command and control in the targeted system, which can take 
up to several months. The intrusion becomes visible during the final steps, the escalation of privileges that even-
tually leads to the execution of the intended attack. Examples for this strategy are the already mentioned Stuxnet 
cyber-attacks from 2007 to 2010 (Subhash Lakshminarayana et al. 2016; Bambauer 2014) or the ongoing 
BlackEnergy-attacks against the Ukrainian power grid (Industrial Control Systems Cyber Emergency Response 
Team and Department of Homeland Security 2017). 

There is no common international definition for cyber terrorism, similar to the lack of exact definitions for ter-
rorism. The sources that mention the term at all often use definitions for terrorism, enhanced by including that 
cyber terrorism is a form of terrorism using the Internet as a weapon, i.e., using Internet technologies to attack 
computer systems (German Federal Ministry of the Interior 2017; Combs and Slann 2007; Federal Bureau of 
Investigation 2007; Tafoya 2011; United States Army Training and Doctrine Command 2007; Department of 
Defense 2016; Department of Homeland Security 2013). The sources emphasise that cyber-attacks can take 
place combined with conventional, i.e., physical attacks. This has to be considered by setting up security de-
signs. The hypotheses of table 1 can be adapted to cyber-attacks as follows: 

Table 2. Working hypotheses “cyber terrorist” 

1. All terrorists aim to create a maximum of fear and terror in the 
targeted society. To achieve this goal, major damage to persons and 
property is done, independent of the chosen weapon. 

2. According to the first axiom and because terrorists seek suitable 
conditions to execute their attack, similar intentions of terrorists 
lead to a comparable process of planning and operating, regardless 
of the chosen weapon or the selected target/asset. 

3. The goal of each cyber terrorist is to make the cyber-attack real, 
i.e., according to hypothesis one, creating physical damage by using 
IT systems as a weapon. 

4. The combination of a physical attack and a conventional cyber-
attack is possible. 

TRANSFER OF THE PHYSICAL PROCESS MODEL TO CYBER TERRORIST ATTACKS 

Due to the similarity of the hypotheses of physical and cyber terrorist attacks, we assume that the approach to 
create a process model can be transferred to cyber-attacks. In addition, three scientific and industrial experts 
confirmed this transfer as being possible. While two of the experts stated that the use of process modelling is an 
uncommon method in the sector of IT systems security, all agreed on the general transferability (Lo Iacono 
12/5/2016; Kuklok 12/28/2016). 

Based on the hypotheses, a generic process model was developed for cyber terrorist attacks, independent of 
weapons and targets. This enables the development of POIVs. As in the model for physical attacks, the adaptive 
capabilities of the attacker are not taken into consideration. 
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Figure 2. Attack process model (cyber-attack) 

These POIVs depict potential places within the process model where security measures can come into effect. As 
mentioned above, intervention in this context means that the attack is either interrupted or influenced in a fa-
vourable way from a counter-terrorist-point of view. That raises the question, which of the multitude of various 
security measures is most likely to influence or interrupt the attack process most effectively? In order to answer 
this question, an immense quantity of information has to be considered and processed. The subsequent section 
explains how the process model could contribute to providing recommendations to potential end-users (e.g. 
station service providers). Furthermore, it is discussed, which data could additionally be required for the future 
development of a DSS that deals with the implementation of security measures.  

ASSESSMENT OF REASERCH IN CONTEXT OF DECISON SUPPORT PERSPECTIVES 

In a world of  growing complexity and interdependency of business and industrial operations, decision support 
systems have gained popularity within various industrial branches over the last few years (Ishizaka and Nemery 
2013). In general, such systems aim to help decision-makers assess complex – even sparsely known – situations 
(Sprague 1980; Valverde 2011). In order to do so, DSS condense and organise information that was usually 
extracted from one or more databases. The outcome is valuable – meaning relevant – knowledge, which is use-
ful to estimate and evaluate the multifaceted consequences of different complex action alternatives (Valverde 
2011). Thus, the ranking of different alternatives can be considered a form of decision support. Weighting dif-
ferent alternatives with help of different factors and taking into account a large amount of information seeks to, 
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among others, enhance business performance – meaning in this context to enhance a system’s reaction to disrup-
tions. Of course, evolving expenses for the various forms of enhancement need consideration as well. Compar-
ing the costs for different organisational or technical security measures while also considering their potential 
effectiveness within an existent system and giving a recommendation about the most efficient solution could 
serve as an example. 

In the field of risk and crisis management, decision-makers usually consider various criteria when making their 
choices. For example, when assessing multifaceted vulnerabilities or predicting probabilities of the occurrence 
of certain events. In this context, there are different phases or situations where decision support tools can be 
helpful. Different projects in the past were concerned with decision support issues in the context of emergency 
response (e.g. SOCIONICAL3, STEP4 and many more). During planning phases, DSS can support the ranking 
of different assets regarding their vulnerability or their importance for an organisation or a society. A compila-
tion edited by Gheorghe (2005) describes the use of DSS for risk and vulnerability management – though main-
ly in the context of industrial risks (Spadoni and Bonvicini 2005). 

The focus of this paper is to provide support during planning phases (risk assessment). Although a process mod-
el that includes POIVs and a list of security measures forms a solid informational basis, it does not deliver suffi-
cient data for a DSS. Providing a mere summary of available security measures is not enough. Therefore, the 
effectiveness of each security measure, its respective costs as well as the possibility of implementation, need 
consideration, too.  

As the effectiveness of security measures is an important factor in the context of decision support in the exam-
ined field (Adler and Fuller 2009; Brauner 2017), a qualitative rating (high, low, none) for each security meas-
ure will be added to the database. This rating refers to the security measures’ effectiveness in relation to a cer-
tain attack process step. Especially from an economic point of view, costs and required effort for the implemen-
tation of security measures are decisive factors in the decision process. Adding these aspects to the process 
model will improve the groundwork for a DSS.  

In addition to the qualitative approach outlined above, agent-based simulations as well as real large-scale exer-
cises can assess the effectiveness of security measures more precisely. These methods have the advantage that 
they produce large amounts of data for evaluating and comparing security measures under different conditions. 
On the downside, simulations require large amounts of information to be processed and large-scale exercises are 
time-consuming and costly. Making use of the qualitative rating leads to a less precise, but quick assessment 
that produces transparent and comprehensible results. 

The approach presented above is not exhaustive. The paper is supposed to outline an idea that – if further devel-
oped – could become a DSS. As presented in the previous section, the process model for terrorist cyber-attacks 
derives from the model for physical attacks. Three experts with scientific research and industrial background 
have verified its general transferability but as some expressed their doubts regarding the universal applicability 
of the individual steps, the process model is currently still in the process of validation. Nevertheless, the holistic 
and universal model of attack process steps and the collection of available security measures are the basis for 
offering decision support in the context of identifying additional protection for IT-systems regarding terrorist 
attacks. With the process model as a basis and if all factors mentioned above are considered in a database, deci-
sion-makers will be able to make choices regarding most suitable and most effective security measures for their 
individual needs. 

CONCLUSION, OUTLOOK AND FURTHER RESEARCH 

The initially formulated research questions in this paper can be answered as follows: According to different 
experts, the basic characteristics of physical terrorist attacks can be transferred to cyber terrorist attacks. The 
development of attack processes is sparsely spread within the IT-community and possibly error-prone. A state-
ment can be made about how effective security measures are for each process step. The quality of such state-
ments is dependent on the quality of the available databases of security measures. It is difficult to depict the 
uncertainty regarding the different possible terrorist reaction to security measures or unforeseen obstacles. The 
recurring re-evaluation and continuation is essential for the successful use of the presented approach. 

The developed decision support framework will be validated by end-users. In addition, future developments will 
be used to continuously improve and adjust the process models. Through this, the inclusion of new events (of 
currently unknown dimensions) of physical and cyber threats will be ensured and will contribute to the process 

                                                           
3 http://www.socionical.eu/ 
4 https://www.fit.fraunhofer.de/de/fb/risk/projects/step.html 
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of decision-making regarding suitable security measures. It is important to keep in mind the discrepancy be-
tween reality and model that results from the abstraction of real processes. Additionally, the database of security 
measures will be extended and maintained to keep it up to date and expandable. 

The previously introduced hypotheses have to be discussed concerning the validation of changing terrorist be-
haviour in the future. Recent attacks support the assumptions, but new, yet unknown forms of terrorism could 
question these. Future research will be executed on new modi operandi including the combination of physical 
and cyber-attacks. To depict such attacks, parts of both process models will be fused. The processes of planning 
and preparing both – physical and cyber-attacks – might be comparable and only divide up into separate pro-
cesses during the execution of the planned attack. This approach could possibly contribute to the basis for a 
holistic risk management strategy. 

An adjustment of the process models based on the hypotheses may be necessary. Furthermore, the models 
should be validated and constantly improved with additional expertise. Even the development of a DSS based on 
the first results of this research in progress paper has to be critically evaluated with regard to its feasibility. 

For further research, it is planned to enrich the decision support framework with railway station relevant and 
specific data. This could allow the inclusion of further and more precise factors of vulnerability and therefore 
enable a more suitable and profound decision-making. Additionally, a concrete statement concerning the practi-
cability and feasibility of security measures could be possible. Another point is the implementation of the terror-
ists’ reaction to security measures, which could also be depicted by enriching the presented process model with 
simulation data. 
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