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ABSTRACT

Offshore wind farms in the German North and Baltic Seas have a key role to play in the context of the shift towards
renewable energy and in securing electricity supplies in the future. At the same time, however, shipping routes in
the North and Baltic Seas are among the busiest in the world, wind farms are increasingly being operated unmanned
and conflicts increasingly involve a hybrid element. From these constellations and competing interests, various
risk and threat scenarios emerge. By means of a survey among experts from offshore wind industry, this paper
first captures the subjective assessment of the risk situation in order to subsequently develop an approach for their
evaluation. The paper uses Bayesian networks in order to enable a risk assessment also under inclusion of uncertain
parameters.
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INTRODUCTION

Nowadays, both the North and the Baltic Sea rank among the most frequented maritime shipping routes worldwide.
At the same time, competing economic and ecological interests, e.g. the expansion of wind energy, undersea cable
and pipeline routes, fishing activities, and raw material extraction, are creating lines of conflict. In the future, a
further intensification of utilization is foreseeable due to the planned, considerable expansion of offshore wind farms
(Deutsche WindGuard GmbH 2020), the further increase of maritime traffic as well as novel approaches such as
the proposed hydrogen hub in the German sector of the North Sea. Especially for the reliable supply of economy
and society with energy generated from renewable sources, the consideration of the infrastructures emerging in
the offshore area as well as their safety and security is therefore of considerable relevance. The expansion of
offshore power generation leads to a centralization of the grid infrastructure, singular connection systems located
on offshore platform already reach transmission capacities of 900 MW, in the following generation capacities up
to 2,000 MW connection capacity are conceptualized and planned (Bundesnetzagentur fuer Elektrizitaet; Gas;
Telekommunikation; Post und Eisenbahnen 2022).
At the same time, a diversification of threats and risks has been evident in the safety and security domain for years.
Not only new threats have emerged in the cyber space (Kulev et al. 2019), but also the concept of hybrid threats
has gained significance, especially in the maritime environment (Savolainen et al. 2019). The spatially wide
distribution and open accessibility of infrastructures in the offshore area as well as the difficulties in the complete
control of these zones in combination with long intervention times result in special threat and risk potentials and
challenges for infrastructure safety and security.
Against the background of the increasing importance of the offshore wind energy infrastructure, especially for
securing electricity supply, the research project ARROWS aims at investigating which threats and risks exist for
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the offshore wind farms and how they can be analyzed and assessed. The aim of the project is to provide reliable
assessments of the risk and threat situation and to propose situation-specific safety and security measures on this
basis as well as to be able to prove their effectiveness in principle.
As part of the research activities underlying this paper, it will be explored which scenarios are relevant for the
safety and security of offshore wind farms. Following this, an approach for the assessment of threat or risk for the
identified scenarios is to be developed. The paper in this respect focuses on a survey conducted for this purpose
among professionals and experts with operational experience in the offshore wind industry and the analysis of this
survey to determine which scenarios are particularly relevant for the safety or security of offshore wind farms (c.f.
section Threat and Risk Scenarios). Furthermore, the paper outlines how process flow and Bayesian networks are
developed based on the survey results in order to be able to use them as a probabilistic assessment tool (c.f. section
Threat and risk assessment approach). A case study concludes the paper by demonstrating the basic usability of
the proposed approach (c.f. section Outlook).

METHODOLOGY

The following section of the paper describes the development and procedure of the survey as well as the population
surveyed, followed by a description of the process used for analyzing the data collected. It then introduces the
approach used to develop the qualitative process models and to derive meaningful Bayesian networks from them.
Figure 1 shows the approach applied for scenario development.

Figure 1. Proposed method for developing an approach for situation-specific risk/threat analysis

Survey Preparation and conduction

The primary data source for the collection of threat and risk scenarios that was used for this research is a survey
of employees and managerial staff in the offshore wind industry. The questionnaire for this was designed as a
semi-open questionnaire to be conducted without supervision. It is divided into the basic statistical questions, a
section on the assessment of threats to offshore wind farms and the preparation against these threats, e.g. through
safety measures and the criticality of individual components, as well as supplementary questions on events or
exercises that have been carried out in the past. The questions are predominantly designed as semi-open or closed
questions in order to be able to investigate the topic in more depth. Only a small proportion of the questions were
formulated as open questions in order to exploratively examine specific aspects of the topic. The target group of the
survey was employees with practical work experience who were already working on the platforms at the time of the
survey or who had worked offshore on the wind farms in the recent past. Explicitly excluded from the target group
were purely onshore-based employees of the respective companies. The survey was conducted primarily among
employees of German companies, although the nationality of the respondents was not included for data protection
reasons. For this reason, it is not possible to make a valid statement about the represenatativity of the selection of
respondents.
The survey was sent to the participants as an online survey and took place in the period from April to May 2021.
In total, the questionnaire was sent to 66 potential participants, 31 of which were returned with a response. The
responses received to the surveys were first anonymized in the course of the analysis - for this purpose, e.g. company
or specific location names were anonymized. The results obtained in this way were subsequently smoothed, i.e.
questions that were not answered unambiguously or in a way that could not be evaluated were removed from the
data set. The following evaluation of the survey was carried out for the quantitative questions with SPSS, for the
qualitative or free-text answers and comments with the MaxQDA software for qualitative content analysis.

Process model development

An adaptation of the Functional Resonance Analysis Method (FRAM) will be used as the approach to modeling
the processes. Hollnagel introduced the technique in the book “FRAM, the functional resonance analysis method:
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Table 1. Description of the aspects according to (Hollnagel.2012)

Aspect Abbr. Describtion Obligatory?

Time T Temporal aspects like start and end times or durations.
Temporal aspects can also be considered under the aspects
resource or precondition.

Control C The object/procedure that monitors/controls the function.
That could be e. g. a plan or instructions.

X

Output O Describes the result of a function. The output can be
material, energetic, or informational.

X

Resource R What is necessary that the function can take place? Re-
sources include materials, energy, information, skills,
software, or labour.

Precondition P Requirements that needs to be done/ present that the
function can take place.

Input I The input starts or activates the function. An input can be
material, energetic or informative.

X

modelling complex socio-technical systems”. The FRAM was designed to be applied specifically to socio-technical
systems because these are difficult to accurately model (Hollnagel 2012). The goal of a FRAM is to represent
complex systems and “systems of systems”. According to Hollnagel, a FRAM does not rely on an “abstraction level”
(Hollnagel 2016) because it does not model the components themselves. Instead, what is modeled is what the
components are supposed to do (Hollnagel 2016). Thus, a FRAM consists of functions and aspects. The functions
describe one or more activities that are necessary to achieve a defined goal or a step of the process. The function of
a FRAM is represented as a hexagon (c.f. Figure 2). The aspects show what circumstances are necessary for the
function to take place. (Hollnagel 2012) The aspects are described in Table 1.

The foundation for a FRAM can either be an event description or a Hierarchical task analysis (HTA). Event
descriptions are often used in case that a certain, past event should be studied, whereas the HTA allows to break
an entire task into sub-tasks until an elementary level of tasks is reached (Hollnagel 2012). For the resonable
development of an entire FRAM four steps are required. In the beginning the “identification and description
of function” takes place. The next steps are the “identification of variability” and the “grouping of variability”
followed by the “consequences of analysis” (Hollnagel 2012). For this paper the authors operate with frist of
the steps, the identification and description of the functions. The FRAM for the scenarios described in section
Definition of relevant scenarios can be seen in Figure 10.

Figure 2. An abstract function with all aspects included

Transfer into Bayesian networks

Methods already exist to develop a Bayesian network (BN) based on a qualitative model providing the starting
basis. The development process can be distinguished into the construction and the parametrization. During the
construction, nodes and edges are created, as Baysian networks are directed acyclic graph models. Nodes may
include information about events, results or consequences. They can be determined either cased on a qualitative
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risk assessment or process model. When a FRAM is used as the starting point, the functions and aspects simply
have to be translated into nodes and the arrows connecting the FRAM functions to be translated into edges. The
edges now represent the dependencies of the nodes, whereas the nodes can be connected either serial, convergent or
divergent. When all required nodes and edges are connected, the network structure is defined. The second step
of the construction is to define the hypotheses of the nodes. The hypotheses define the several states a node can
assume. The subsequent step is the parametrization of each node respective it´s individual hypotheses. Therefore it
needs to be divided between root nodes (nodes without parent nodes) and inner nodes (nodes with parent nodes).
For root nodes, the availability of a-priori probabilities is a necessary requirement. For inner nodes conditional
probabilities can be determinded, thereby the conditional probabilities depend on the parent node(s). Therefore the
node 𝐾 with the event 𝐸 and the hypotheses 𝐾 𝑗 has to be considered. The Bayesian formula can be seen in the
following equation. For root as well as inner nodes the sum of the probabilities per node needs to be equal to 1. The
different conditional probabilities for each state of the nodes are recorded in the transfer matrices. They need to
include every hypotheses of the connected nodes.

𝑃(𝐾 𝑗 |𝐸) =
𝑃(𝐸 |𝐾 𝑗 ) · 𝑃(𝐾 𝑗 )∑𝑛
𝑗=1 𝑃(𝐸 |𝐾 𝑗 ) · 𝑃(𝐾 𝑗 )

(1)

In the end of the parametrization of the Bayesian network the assignment of the 𝜋−, _− and BEL-vectors takes
place. For the calculation of the outcome of such a network, the aforementioned probabilities are used. The vectors
can be used to determine the evidences and the confidence values of the nodes. The definition of the values are
shown in the following equation.

𝜋(𝐾 𝑗 ) = 𝑃(𝐾 𝑗 ) _(𝐾 𝑗 ) = 𝑃(𝐸 |𝐾 𝑗 ) 𝐵𝐸𝐿 (𝐾 𝑗 ) = 𝑃(𝐾 𝑗 |𝐸) with
ℎ∑︁
𝑖=1

𝐵𝐸𝐿 (𝐾𝑖) = 1 (2)

Bayesian networks belong to the quantitative risk assessment methods. Therefore it is possible to not only roughly
estimate the probability of an occurrence of an event. Instead it is possible to determine a concrete probability for
the occurrence of the scenario (c.f. section Introduction). Furthermore when the network structure is developed,
it is possible to set observed parameters like wave height as fixed parameters and abductive as well deductive
conclusions can be drawn on unknown or unobservable parameters. Also it is possible to update the probabilities of
individual nodes and thus adapt the network to changes in the underlying process or scenario. A further advantage
of Bayesian networks is that also uncertain or incomplete knowledge can be included in the Bayesian networks.
Through the use of a graphical interface, the user is able to quickly learn about (in)dependencies of the processes or
infrastructure modelled.

THREAT AND RISK SCENARIOS

In the following section, the survey results are analyzed and discussed in some detail, as well as the survey results
are assessed with regard to relevant scenarios. Based on these survey results, the most relevant scenarios with
regard to risks and threats to offshore wind farms are elaborated as qualitative scenario descriptions, which in turn
form the basis for the process and probabilistic modeling.

Survey results and assessment

In the course of the survey, 31 valid returned questionnaires were received, which corresponds to a response rate
of 46.97 percent. In these questionnaires, there were a few questions that were not answered, but by marking the
number of participants (n) on each question, no data sets had to be completely excluded, but could be at least
partially evaluated. Due to the number and sample of participants in relation to the unknown composition of all
people working in the offshore sector, the survey does not claim to be representative. Nevertheless, it does provide
previously unavailable insights into relevant threat and risk scenarios and their perceptions as a starting point for
modeling the risk assessment of the fairly young offshore wind energy sector.
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Figure 3. Distribution of professional activities of survey participants, multiple answers possible

The 31 participants are distributed over almost all professions and positions to be found in the offshore wind sector
(c.f. Figure 3). Due to the possibility of multiple answers, a total of 71 answers were given, which corresponds to
an average of 2.29 answers per person. This indicates that it is relatively common for a single person in the offshore
sector to have more than one role on the same time.
The vast majority of respondents reported 5-10 years of work experience in the offshore sector (c.f. Figure 4). Only
a very small proportion of people have been working in the offshore wind industry for more than 10 years, which
seems logical considering the expansion of offshore wind farms in Germany, which has only been accelerated since
the 2010s. Corresponding to the mostly few years of professional experience of the interviewees, a large part of the
surveyed individuals also classify themselves as having good or even very good knowledge regarding safety and
security in the offshore wind industry (c.f. Figure 5).

Figure 4. Distribution of professional experience in
offshore wind of survey participants, n=31

Figure 5. Distribution for self-assessment safety/secu-
rity knowledge offshore wind, n=31

Within the next block of questions, the focus was on threat and risk scenarios and particularly vulnerable components
of the offshore platforms. Around 43 percent of respondents assume that an event will occur once every five years
that could seriously affect the functioning of offshore wind platforms or the provision of their core service, the
supply of electricity to onshore. Only a very small percentage of respondents expect a recurrence period of more
than twenty years; the majority of respondents expect significantly shorter periods. In this regard, the mean value of
the expected return period is around 11. 5 years, with a standard deviation of around 8. 5 years (c.f. Figure 6).
It is important to note here that the question did not ask about the probability of occurrence of a single event (e.g., a
collision), but rather sought to capture the totality of all potentially critical events due to the way the question was
formulated.
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Figure 6. Estimation of probability for occurrence of an event resulting in serious functional impairments, n=31

In order to further explore these replies, an open question was then asked about the most relevant, current threats
or risksto offshore wind farms. The qualitative analysis, after clustering and categorizing the answers received,
produced the following result:

Table 2. Qualitative analysis on the perception of currently most relevant threats and risks for offshore wind farms

Risk or Threat scenario Number of mentions

Cyberattacks 9
Technical failure/Poor maintenance 6

Natural hazards/Extreme weather 7
Terrorism 10
Sabotage 6

Human error/Organizational shortcomings 6
Collision with ships 9

Helicopter incidents/Fire on platform 4

It can be seen that a large proportion of respondents perceive intentional, man-made threats (terrorism and
cyberterrorism) as particularly threatening and relevant, as do accidental hazards (ship collisions). Threats and risks
from natural hazards (extreme weather events) rank behind these. Particularly noteworthy is the fact that workplace
accidents or hazards due to poor organization tend to be mentioned comparatively less frequently, although the
statistics on injuries or fatalities in the offshore sector show that a large proportion of injuries or fatalities result
from workplace accidents and that, by contrast, no fatalities from collisions or attacks have been reported in the
relevant databases. Accordingly, only 19.4 percent of respondents were able to report relevant events related to
safety or security from the past ten years. Among these incidents are several collisions with ships, one incident of
sabotage and one cyber attack.
In contrast, the percentage of respondents who believe that the wind farms or platforms are inadequately prepared to
deal with the threats is more than 60 percent (c.f. Figure 7). In a cross-analysis of employee function and perception
of preparedness, it appears that the majority of executives believe that the platforms are well prepared, whereas
the majority of staff members believe that they are not well prepared. In order to check and deepen the findings
from the responses, a closed question was used to determine how well the overall and the respective companies’
preparation is assessed based on incident response and contingency plans and documents. The results show that the
majority of respondents consider there to be at least limited inadequacies in the pre-planning for critical incidents.
However, only a small proportion of respondents believe that the overall pre-planning is not sufficient at all. Here,
again, the aforementioned pattern is evident, with executives tending to assume that preplanning is adequate or
that it could only be improved in certain areas, whereas employees express a much more critical view of incident
response pre-planning (c.f. Figure 8). There is no discernible difference between the general assessment and the
assessment for the respective company in the responses.
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Figure 7. Distribution of assessment regarding ade-
quacy of preparation of offshore wind farms to face
risks and hazards, n=31

Figure 8. Distribution of assessment of company’s
preparedness towards incidents considering existing
contingency plans, n=31

Regarding particularly critical or vulnerable infrastructure components, participants were asked whether there are
any elements in the wind farm or on the platforms that are considered particularly critical for the functionality and
provision of its core services. For this purpose, a semi-open question was asked, which allowed multiple answers as
well as own supplements. The answers received largely correspond to the findings in literature, since the control
systems and software and the control room in particular are regarded as critical elements. In addition, the cooling
system for the substation as well as the transformers as core elements of the platforms and the junction of the cables
leaving the wind farm were frequently mentioned as vulnerable elements. Systems for fire protection or for the
self-supply of the platform with energy as well as the basic structure and its integrity and accessibility, on the other
hand, seem to play a subordinate role (c.f. Figure 9).

Figure 9. Distribution of the assessment of critical or vulnerable areas and components of a platform, multiple
answers possible

To conclude the questionnaire, it was asked whether and with what regularity emergency drills are held and with
which stakeholders closer cooperation takes place for this purpose. The results revealed that less than ten percent of
the respondents were aware that an exercise had taken place at offshore facilities in which emergency scenarios
had been practiced in cooperation with emergency response authorities beyond the scope of the respondent’s own
company. This is also reflected in the fact that 51 percent of respondents state that existing emergency plans
are not exercised at all or are exercised only irregularly and at intervals exceeding one year. This is supported
by the stakeholders involved in the exercises in all cases. Medical care providers on the offshore platforms (18
mentions) and helicopter operators (15 mentions) were frequently mentioned, as was the Federal Maritime and
Hydrographic Agency of Germany (15 mentions) as the responsible regulatory authority. Following far behind, the
German Maritime Search and Rescue Service (10 mentions) and the Central Command for Maritime Emergencies
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Germany (9 mentions) as well as the Federal Police (6 mentions) were named as institutions responsible for maritime
emergency response.

Definition of relevant scenarios

Despite the limited total number of responses, the answers to the questions on relevant risk and threat scenarios
in particular allow initial findings to be derived and the individual scenarios named by the people surveyed to be
grouped and categorized. Two main sets of scenarios can be abstracted from the results of the survey. On the one
hand, there are man-made and deliberately induced threats such as terrorism, cyber attacks and sabotage by internal
or external perpetrators. On the other hand there are man-made but unintentional risks due to incidents such as
ships adrift without being able to maneuver or human and technical failures. An exemplary scenario is derived from
each of the two scenario groups in order to be able to investigate the applicability of the modeling approach to one
statistically graspable accident scenario and one statistically difficult to represent attack scenario. Based on this
hypothesis, the following qualitative descriptions of scenarios are defined.

Scenario 1: Ship drifting in waterway

A vessel anchored at deep-water anchorage in German Bight starts drifting during a storm because the anchors
do not provide sufficient mooring. In accordance with the incident response plans, measures are initiated by the
Maritime Traffic Control Center as well as the Central Command for Maritime Emergencies Germany to secure the
vessel before it can become stranded on the coast or enter a wind farm area.

Scenario 2: Waterborne attack on a platform

Using a small watercraft, a group of attackers with appropriate armaments and equipment approach the substation
offshore platform, which is openly accessible. The attackers attempt to land at and enter the platform with the goal
of disrupting the power supply from the platform to the power grid.

THREAT AND RISK ASSESSMENT

In the following section, the relevant scenarios sketches identified from the interview findings are elaborated as
qualitative FRAM scenario model, which in turn forms the basis for the modeling of a Bayesian network.

FRAM and Model Development

In section Process model development two methods to develop a FRAM have been described. For this work
a scenario description is used as a foundation for the FRAM. The scenario description can be seen in section
Definition of relevant scenarios. For the first scenario the three following possible reasons for the drifting of the
anchor should be investigated: mechanical breakdown, loss of cargo and human error (c.f. Figure 10). Thereby the
drifting good varies. While resulting from the mechanical breakdown and the human error the vessel itself drifts, for
the second reason only parts of the ship´s cargo drifts (not the vessel). Dai 2013 developed risk influencing factors
for a collision between a service vessel and offshore wind turbines. These risk influencing has been included as
aspects in the FRAM. For the reasons “loss of cargo” and “mechanical breakdown” as well as literature information
and expert knowledge have been used. The procedure for all three subscenarios has been similar. First the functions
have been determined and than the aspects have been included. The developed FRAM for the scenario "ship drifting
in waterway" can be seen in Figure 10.
To reduce the complexity of the resulting Bayesian network, not the entire FRAM is transferred into a Bayesian
network. Instead the extract of the FRAM between the functions “drop anchor” and “during manoeuvre connection
breaks/holds ” has been selected for the Bayesian network, as this part of the process is the most crucial. First the
functions have been translated into nodes. For a few functions, two functions could be merged into one function.
This has been necessary to avoid duplications in the hypotheses of the nodes. An example to illustrate this are the
functions "during manoeuvre the connection breaks” and “during manoeuvre the connection holds”. The negation
is in both cases the opposite node. After all functions have been included, the aspects have to be translated eigher
into nodes. Most of the aspects could be included in the BN, only aspects like “engineer on watch” which are not
possible to quantify are eliminated. As the last step of the model development the hypotheses per node have been
defined. Per node two hypotheses were defined. One hypothesis that supports the node and one that inhibits the
node. For example the node “connection during the manoeuvre” includes the hypotheses “breake” and “hold”.
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Figure 10. FRAM of the scenario ship drifting in waterway
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Parametrization and Assessment

For the parametrization, the data sources statistical data, literature information and reasonable assumptions based
on expert judgement have been used. The type of data source used depends on the type of node. For example the
wave height allows for the use of extensive historical datasets provided by weather services and public databases
like Copernicus (ERA5). For other nodes, data or probability valudes from literature could be used. For example
the node “drifting is recognized” bases on information by German Lloyd. In their publication ... they determined
a probability for the recognition of drifting (GL). The transfermatrice for this node can be seen in table 3 as an
example. Besides the literature information the probabilities are based on boundary conditions from the scenario
description. In case that statistical data and literature information are not available assumptions by the authors have
been made. With these procedure all nodes could be parametrized.

Table 3. transfermatrix for the node “drifting is recognized”

automatic position recording AIS yes no
anchor holds yes no yes no

yes 0 0.1 0 0
no 1 0.9 1 1

The Bayesian network resulting from the parameterization now allows to draw conclusions about the factors that
can favor or inhibit a collision between a drifting ship and a wind farm. The resulting mesh is shown in Figure 11.

Figure 11. BN for the scenario ship drifting in waterway
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Figure 12. BN for the scenario waterborne attack on a platform

For the second scenario a FRAM has been defined and also translated into a Bayesian network. The resulting
network for that second scenario is shown in Figure 12.

OUTLOOK

Of the above networks, a first plausibility test of the network was performed for the scenario of a drifting ship based
on a real scenario by defining the deterministic nodes in the network respectively incorporating existing contextual
information. By including these input parameters available from the real accident and incident reports, the transfer
matrices created in the network were used to determine how high the probability of a failure of the towing maneuver
and thus a risk for nearby wind farms could be in the context of the case study scenario. The case study revealed a
comparatively high probability for a failure of the towing connection under the conditions of a storm, which could
actually be observed in reality in exactly the same way. Accordingly, the exemplary case study can provide a first
indication of the basic usability of the approach.
In future, the approach needs to be further developed with regard to the interfaces to sensor systems available at the
Institute for the Protection of Maritime Infrastructures. By including available sensor data - if possible in real time -
such as Automatic Identification System data, radar data as well as weather data, the prediction can be adapted to
the respective current situation. The further development of the approach in cooperation with stakeholders from
maritime security could contribute to better ad-hoc situation assessment and evaluation in the maritime environment
in the future.
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