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ISCRAM 2020: Bringing Disaster Resilience into Focus
The 17th annual conference on Information Systems for Crisis Response and Management (ISCRAM
2020) was scheduled to be held in Blacksburg, Virginia from May 24th-27th, 2020. Unfortunately, due to
the widespread impacts of the COVID-19 pandemic, the conference organizers and the ISCRAM Board
decided to postpone the conference until May 2021. Even though we could not hold the conference as
originally planned, all papers accepted for presentation at ISCRAM 2020 are published in the conference
proceedings presented here, and the authors of these papers will have the opportunity to present their
papers at the 2021 conference. The 2021 conference will once again be hosted at Virginia Tech in
Blacksburg, Virginia, and it will take place during the week of May 23 rd, 2021.
The theme of ISCRAM 2020 is “Bringing Disaster Resilience into Focus.” These proceedings seek to
highlight resilience in Crisis and Emergency Management and to stimulate discussions that enable the
design of crisis and emergency management systems that contribute to more resilient organizations and
communities. We are pleased to present the accepted papers for ISCRAM 2020, which consist of
excellent contributions on a wide range of topics.
ISCRAM 2020 defined three types of papers: Completed Research (CoRe), Work In Progress (WiP), and
Practitioner. CoRe papers are longer in length and describe completed research studies. Only CoRe
papers may be candidates for the Best Research Paper or Best Student Paper awards. WiP papers are
shorter and meant to describe smaller, more focused research findings or research that is still in progress.
Both of these paper types (CoRe and WiP) undergo a rigorous peer-review process. They are included in
these proceedings and are also archived in the ISCRAM digital library. Practitioner papers (new this year)
are also shorter in length and are intended to meet the needs of practitioners, managers, professionals,
experts, and policy makers by being peer reviewed to high practical standards. The primary aim is to
provide insight into what real-world problems arise during emergencies, disasters, and crises, and how
such problems can be solved with the help of information systems. Practitioner papers are eligible for the
Best Insight/Practitioner Paper award. Accepted Practitioner submissions have been included as
extended abstracts in these conference proceedings.
The overall acceptance rate for the Completed Research (CoRe) papers at the conference was 61%.
• 49 CoRe papers were submitted, 30 were accepted
• 10 CoRe submissions were rejected as CoRe papers but recommended as WiP papers
• 8 CoRe submissions were rejected
• 1 paper was withdrawn
The overall acceptance rate for the short format papers (WiP & Practitioner) at the conference was 89%.
• 84 WiP & Practitioner papers were submitted, 75 were accepted
• 76 WiP papers were submitted, 68 were accepted, 7 were rejected
• 8 Practitioner papers were submitted, 7 were accepted, 1 was rejected
• 1 WiP paper was withdrawn
The program is completed with 5 workshops, 11 posters, and 4 demonstrations.
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Five criteria (relevance, significance, originality, validity, and clarity) were used to judge all types of
ISCRAM papers. However, some of these criteria are defined differently between the paper types. Papers
were submitted to one of nineteen tracks, which included:
• AI Systems for Crisis and Risks
• Analytical Modeling and Simulation
• Command & Control Studies
• Cross-Border Resilience
• Data and resilience
• Enhancing resilient response in inter-organizational contexts
• Ethical, Legal, and Social Issues
• Geospatial Technologies and Geographic Information Science for Crisis Management (GIS)
• Managing Privacy in Critical Infrastructures
• Planning, Foresight and Risk Analysis
• Practitioner-centered Logistics and Supply Chain Management in Crisis Response
• Resilience in Critical Infrastructures
• Social Media for Disaster Response and Resilience
• Technologies for First Responders
• Tool Talks
• Usability and Universal Design of ICT for Emergency Management
• Using Artificial Intelligence to exploit Satellite Data in Risk and Crisis Management
• Visions for Future Crisis Management
• Open Track
All authors of the papers in these proceedings have agreed to the ISCRAM 2020 Proceedings copyright
agreement. This copyright agreement and use license state that an author retains copyright. It also
permits any user – for any non-commercial purpose, including unlimited classroom and distance learning
use – to download, print out, extract, archive, distribute and make derivative works of an article published
in the ISCRAM 2020 Proceedings, as long as appropriate credit is given to the authors and the source of
the work and all derivative works are placed under the same license.
ISCRAM is a vibrant international community of researchers and practitioners, and the conference
organizers very much appreciate all of the hard work that numerous individuals dedicated to preparing for
a high-quality conference in 2020. We are very pleased, in particular, to recognize the efforts of the
members of both the Organizing Committee and the Program Committee (track chairs and reviewers) and
we thank them for their service. We would also like to thank our Partners and Sponsors for their
significant support of the conference. In addition, we would sincerely like to thank all of the authors who
submitted their work to ISCRAM 2020.
Even though we were not able to hold the conference as originally planned, we hope that you will enjoy
reading the great work found in these proceedings. We also hope that you join us in Blacksburg for
ISCRAM 2021, where much of this work will be presented!

xii

ISCRAM 2020 Proceedings, Blacksburg (USA)

Program Committee
Program Chairs
Amanda Hughes, Brigham Young University, USA
Fiona McNeill, Heriot-Watt University, Scotland

Workshop Chairs
Jaziar Radianti, University of Agder, Norway
Lyuba Mancheva, Université Grenoble Alpes, France

Practitioner Chair
Steve Peterson, National Institutes of Health, USA

Doctoral Colloquium Chairs
Anne-Marie Barthe-Delanoë, INP-ENSIACET, France
Rob Grace, Texas Tech University, USA

Posters and Demonstrations Chairs
Duygu Pamukçu, Virginia Tech, USA
Derya Ipek Eroglu, Virginia Tech, USA

Awards Committee Chair
José Canós, Universitat Politècnica de València, Spain

Proceedings Committee
Jun-Whan Lee, Virginia Tech, USA
Ruixiang Xie, Virginia Tech, USA
Steven Hoagland, Virginia Tech, USA

xiii

ISCRAM 2020 Proceedings, Blacksburg (USA)

Organizing Committee
Conference Chair
Christopher Zobel, Virginia Tech, USA

Conference Management and Logistics
Leland Shelton, Virginia Tech, USA

Media Development
Qiong Wang, Virginia Tech, USA

Local Arrangements Committee
Aaron Akers, Virginia Tech, USA
Kevin Heaslip, Virginia Tech, USA
Duygu Pamukçu, Virginia Tech, USA
Steve Sheetz, Virginia Tech, USA
Laura Szczyrba, Virginia Tech, USA
Laurel Travis, Virginia Tech, USA
Yang Zhang, Virginia Tech, USA

Social Media Chairs
Apoorva Chauhan, University of Waterloo, Canada
Tiffany Cousins, Virginia Tech, USA

ISCRAM Liaison
Caroline Rizza, Télécom ParisTech, France

xiv

ISCRAM 2020 Proceedings, Blacksburg (USA)

Sponsors

DRRMVT

xv

ISCRAM 2020 Proceedings, Blacksburg (USA)

Workshops
Workshop 1 : Workshop on Intelligent Crisis Management Technologies (ICMT) : Big Data
Analytics and AI for Disaster Risk Reduction
Anastasios (Tasos) Karakostas (Information Technologies Inst. - Ctr for Research and Tech. Hellas)
Claudio Rossi (Istituto Superiore Mario Boella)
Evangelos Sdongos (Institute of Communication and Computer Systems (ICCS))
Stefanos Vrochidis (Information Technologies Institute - Centre for Research and Technology Hellas)
Format: Dialogue between practitioners and researchers
Description: This workshop aims to provide a forum to advance the understanding of the current and
prospective opportunities and risks of AI for disaster management through discussing the current status
of AI technologies, their potential applications, as well as the ethical, legal, and social implications posed
by the adoption of these technologies. The workshop targets end users, industry partners, academic
researchers, and civil society. The main outcome of the workshop will be a white paper which will outline
the future directions of Big Data and AI for Disaster Risk Reduction.

Workshop 2 : Requirements for Software Enhancements to Support the Use of Social Media in
Emergency Management
Amanda Lee Hughes (Brigham Young University)
Starr Roxanne Hiltz (New Jersey Institute of Technology, USA)
Linda Plotnick (New Jersey Institute of Technology)
Muhammad Imran (Qatar Computing Research Institute, Qatar)
Robert Power (Commonwealth Scientific and Industrial Research Organisation, Australia)
Format: Dialogue between practitioners and researchers
Description: The workshop will support the theme of “bringing disaster resilience into focus” by focusing
on identifying the most important software enhancements/ systems that can be developed to improve the
usefulness of social media at all steps of disaster management, including preparation and recovery.
Topics will include:
1. Practitioners’ top needs for features to provide better automatic collection of and organization of
and display of relevant information from social media
2. Software designers and researchers’ assessment of the most important and feasible software
enhancements that could be accomplished in approximately the next year.
3. Policy issues such as control and security and privacy
Organization for future collaboration to produce the most useful and feasible new software prototypes
incorporating the identified features.
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Workshop 3 : Toward Continuity in Business Organizations
Hussain Abid Syed (University of Siegen, Germany)
Marén Schorch (University of Siegen, Germany)
Sohaib S. Hassan (University of Siegen, Germany)
Format: Hands-on session for techniques for crisis management ; Dialogue between practitioners and
researchers
Description: The workshop themes revolve around the concept of organizational disaster resilience.
There are certain practices like business continuity management and operational risk management, which
are successfully employed in big enterprises for accomplishing disaster resilience. These practices can
be tailored or reformed to be used in a wider context of all kind of organizations including small, medium,
micro, and meso enterprises.

Workshop 4 : User Diversity -- A Hands-on Guide to Universal Design of ICT for Emergency
Management
Weiqin Chen (Research Group for Universal Design of ICT, Department of Computer Science, Oslo
Metropolitan University, Norway)
Terje Gjøsæter (Research Group for Universal Design of ICT, Department of Computer Science, Oslo
Metropolitan University, Norway)
Format: Hands-on session
Description: Understanding the challenges of digital solutions in emergency management for diverse
users and situations through hands-on experiences.
Hands-on session for:
• Assistive technologies for underrepresented groups
• Appropriate use of mainstream technologies for diverse users

Workshop 5 : Transboundary crisis : information sharing challenges
Erik Borglund (Mid Sweden University)
Björn Johansson (Linköping University)
Monica Magnusson (Karlstad University)
Sofie Pilemalm (Linköping University)
Marcus Wiens (Karlsruhe Institute of Technology)
Format: Dialogue between practitioners and researchers
Description: In this workshop, two questions will be discussed. 1. What kind of information systems are
suitable for supporting sense making processes during transboundary crisis? 2. How can first responders
use technology to prepare for transboundary crisis and cross border collaboration?
The workshop topics include:
• Information sharing across boundaries
• Command and control across boundaries
• Prepare for transboundary crisis and cross border collaboration
• Prepare for recovery from transboundary crisis
• Cross border resilience
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Wang et al.

Flooding Control by Reinforcement Learning
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ABSTRACT

Flooding poses a significant and growing risk for many urban areas. Stormwater systems are typically used to
control flooding, but are traditionally passive (i.e. have no controllable components). However, if stormwater
systems are retrofitted with valves and pumps, policies for controlling them in real-time could be implemented
to enhance system performance over a wider range of conditions than originally designed for. In this paper, we
propose an autonomous, reinforcement learning (RL) based, stormwater control system that aims to minimize
flooding during storms. With this approach, an optimal control policy can be learned by letting an RL agent interact
with the system in response to received reward signals. In comparison with a set of static control rules, RL shows
superior performance on a wide range of artificial storm events. This demonstrates RL’s ability to learn control
actions based on observation and interaction, a key benefit for dynamic and ever-changing urban areas.
Keywords

Reinforcement Learning, Stormwater, Flooding Control.
INTRODUCTION

Flooding poses a significant and growing risk for many urban areas, with the potential to disrupt normal and
emergency operations, damage infrastructure, and cause loss of life (Galloway et al. 2018). Stormwater infrastructure
provides critical services in such cities by collecting and moving water (Viessman et al. 1998), with one of the main
goals being flood prevention. Traditionally, stormwater systems are designed as static systems with capacity for a
specified size of storm. However, increasing urbanization (UN 2018) and changing precipitation patterns from
climate change (Wuebbles et al. 2017) could stress stormwater systems beyond their designed capacity, leading to
reduced system performance and increase flooding.
One way to adapt traditional stormwater systems to changing conditions is to make them larger (e.g. replacing
small pipes with larger ones). These capital improvement projects are typically costly and disruptive for the
normal operation of a city. In fact, research suggests that such piece-wise improvements can degrade total system
performance (Emerson et al. 2005; Petrucci et al. 2013).
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Instead of capital improvement to increase the actual capacity of a stormwater system, real-time control of these
systems could increase their effective capacity in a more cost efficient way. With the current growth in the
applications of Internet of Things (IoT) and ubiquitous sensing, stormwater systems can be retrofitted with sensors,
valves, and pumps that are capable of real-time operation. By using the data provided from the sensors and
monitoring and controlling these structures in real-time, existing stormwater systems can handle larger storms
(Kerkez et al. 2016); this is known as active control.
One method of automating active control is with a type of machine learning called Reinforcement Learning (RL).
In RL, an agent interacts with its environment, and learns to optimize its behaviour in response to reward signals.
Some previous research in water resources engineering has used RL as an alternative to dynamic programming,
in part because of the ability of certain RL algorithms to overcome the curse of dimensionality associated with
dynamic programming (Delipetrev et al. 2016). For example, Lee and Labadie 2007 used Q-Learning, a specific RL
algorithm, in a two-reservoir system and successfully outperformed a stochastic dynamic programming approach.
Castelletti et al. 2013 have used batch reinforcement learning to design the optimal operation of a water reservoir to
meet multiple objectives. In their study, by using Q-iteration in combination with decision trees, they have shown
the feasibility of using such models for real-time control.
While RL has had some use for multi-objective reservoir management, there has been very little research using
RL for stormwater system control. Mullapudi and Kerkez 2018 have recently demonstrated the use of RL, with a
Deep Q-Network, for stormwater system control, providing new insights and challenges for future research. The
presented study advances knowledge of the use of RL for stormwater systems by using an RL agent suitable for
continuous action spaces.
The main contribution of this paper is to design and analyze an RL-based stormwater system for flooding control.
In particular, we propose a reward structure for environments where reward signals are sparse. The effectiveness of
our approach is demonstrated by the RL agent’s superior out-of-sample performance compared to a set of simple
benchmarks.
PROBLEM DESCRIPTION

In order to evaluate the use of RL for flood reduction, a simple stormwater system (Fig. 1) is simulated using the
U.S. Environmental Protection Agency’s Stormwater Management Model, version 5 (SWMM5). SWMM provides
an integrated environment for designing study areas, editing input data, applying user-defined control policies,
running hydrologic and hydraulic simulations, and tracking a variety of measurements (such as depth and flooding
at a storage unit) during simulations. The inputs to the SWMM simulation are time series of rainfall data; during
the simulation, rain falls on the subcatchments and is transformed into volumes of water in the storage units. From
the storage units, water flows through a single pipe to the system outfall where it exits the system. Flow out of the
storage units is controlled by two orifices (valves). The pyswmm (https://github.com/OpenWaterAnalytics/pyswmm)
Python wrapper for SWMM is used to enable the step-by-step running of a stormwater simulation as required for
RL.
In this system, flooding can occur at either storage unit (St1, St2) or at the downstream junction (J3). If water enters
the storage units faster than it drains out, the storage units can over-top and cause flooding. However, if flow out of
the storage units is not controlled, their combined discharge can overwhelm the capacity of the pipes downstream
and cause flooding. The problem, therefore, is to develop policies (mapping of stormwater system conditions to
valve positions) that can minimize or eliminate flooding for a variety of rainfall events.
A BRIEF INTRODUCTION TO REINFORCEMENT LEARNING

In machine learning, reinforcement learning (RL) (Sutton and Barto 1998) attempts to learning an optimal control
policy for an agent through sequential interactions with an environment. In the standard RL paradigm, an agent
observes their current state and takes an action based on its current control policy. The agent then receives a reward
from the environment and observes a state transition. The process then repeats. The ultimate goal of the agent is to
learn a policy through these interactions that maximizes expected future discounted reward. A key concept in RL is
exploration during the learning phase, where an agent takes actions simply to observe the associated reward. RL
can often require a large number of interactions due to the stochastic nature of the environment.
Sequential decision-making problems are often modeled as Markov decision processes (MDPs) which are composed
of the states, actions, rewards, a transition function, and a discount factor. Let S represent the set of states, and
let A represent the set of actions. Further, let B 2 S and 0 2 A. The reward function, which is represented by
A (B, 0, B 0), is assumed to be dependent on the state transition and the action, where B 0 represents the state after the
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Figure 1. A simple stormwater system
0 = P(B 0 |B, 0).
transition 1. The transition function represents the probability of a state transition and is written as %B,B
0
A discount factor W 2 [0, 1] is used to determine the present value of future rewards. (For example, a reward of 10
received in = time steps is only worth 10W = 1 now.) The sum of discounted future rewards at time C can be written
Õ
:
as ⌧ C = 1
:=0 W A C+:+1 , where A C = A (B C , 0 C , B C+1 ). A policy maps states to actions and can be written as c(0|B) and
represents the probability of taking action 0 in state B.

The expected future discounted reward when starting in B and following c is the value function and is written as
+ c (B) = E(⌧ C |B)
!
’
’
0
c 0
=
c(0|B) A (B, 0, B 0) + W
%B,B
0 + (B ) ,

(1)
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where E[·] is the expectation. The expected future discounted reward when starting in B, then taking 0, and
following c thereafter is called the &-value function2 and is written as
& c (B, 0) = E(⌧ C |B, 0)

= A (B, 0, B 0) + W
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An optimal policy is found by maximizing either the value function or the &-value function
!
’
⇤
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0
⇤ 0
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%B,B0 + (B ) ,
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and
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’
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(2)
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0 max & (B , 0 ).
0
0

(4)

An optimal policy can be estimated using dynamic programming if all of the components of the MDP are known
and the state and action spaces of the MDP are small enough to efficiently compute the value or &-value functions.
If this is not the case, reinforcement learning algorithms can be used to estimate the optimal policy.
In practice, it is often more convenient to work with &-value functions. For instance, suppose we have found the
optimal &-value function & ⇤ (B, 0), then an optimal policy can be obtained by choosing the action that produces the
largest &-value at the current state B, i.e., c ⇤ (B) = arg max0 & ⇤ (B, 0).
Many RL algorithms use the Bellman equation

⇥
⇤
& c (B, 0) = E A (B, 0) + WE0⇠ c [& c (B 0, 0)] ,

(5)

to calculate &-value function recursively:

& c (B, 0)

& c (B, 0) + UX,

(6)

1For some MDPs, the reward function may only depend on the current state B and the current action 0. In such cases, the reward function can
be denoted as A (B, 0)
2Also called the action-value function.
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where U is the learning rate and X = H & c (B, 0) is the temporal difference error. In particular, &-learning algorithm
(Watkins and Dayan 1992) uses H = A + W max0 & c (B 0, 0) to estimate the optimal &-value function & ⇤ (B, 0). For
continuous state and action spaces, the &-value function can be approximated by a neural network parameterized by
\ & . However, apply &-learning to continuous action spaces is not straightforward, as calculating max0 & c (B 0, 0)
requires an optimization over the entire action space at every timestep.
Instead of finding the optimal policy through value functions, policy gradient methods learn a parameterized policy
c \ by optimizing a performance measure (\) directly. Specifically, let (\) denote the expected return under
policy c \ from an initial state distribution, then \ can be updated through gradient ascent: \
\ + Ur \ (\). Note
that the estimated gradient in actor-only methods may have a large variance, as no information about previous
estimates is used in computing the gradient (Sutton, McAllester, et al. 2000; Grondman et al. 2012).
Actor-critic methods combines value function approximations with a parameterized policy function (Konda and
Tsitsiklis 2000). Specifically, the policy function (the actor) generates and executes an action 0 for the current
state B, and the critic updates the value function using the observed sample (B, 0, B 0). The value function is then
used in the policy gradient to update actor parameters. For example, consider a deterministic policy c \ , and a
critic & F (B, 0) that approximates the action-value function & c \ (B, 0), then the off-policy deterministic actor-critic
algorithm (Silver et al. 2014) updates the actor and critic parameters as follows :
X = A + W& F (B 0, c \ (B 0)) & F (B, 0)
F
F + U F Xr F & F (B, 0)
\
\ + U \ r0 &(B, 0)|0= c \ (B) r \ c \ (B)

(7)

Compared with actor-only methods, actor-critic methods can reduce the variance of policy gradients by making use
of the critic’s estimates of the expected returns, while still being able to generate continuous actions.
PROPOSED APPROACH

In this section, we will formally define the reinforcement learning environment for the stormwater system in Figure
1. The definitions of states, actions, and the reward function can be easily extended to more complex systems. For
control problems where reward signals are sparse, we propose a simple way to modify the reward function that
could lead to faster learning process and more robust policy. We also briefly describe the learning algorithm for our
experiments.
State and Action Spaces

At each time step, the state of the environment, s, is defined as observations of current depth and flooding
amount at different nodes in the stormwater system. Specifically, in our example system, s is a vector in R6 :
s = (31 , 32 , 33 , 51 , 52 , 53 ), where 31 , 32 , 33 are current depths at storage unit 1 (St1), storage unit 2 (St2), and
junction 3 (J3), respectively, and 51 , 52 , 53 are current flooding amounts at St1, St2, and J3, respectively.
Based on the state information and the policy, the agent then determines opening levels for both orifice R1 and R2:
a = (0 1 , 0 2 ), where 0  0 1 , 0 2  1. Note that under the current setting, the action space is continuous, so orifice
opening can be adjusted to any level between fully open (1) and fully closed (0).
Reward Function

As our objective is to minimize the total cumulative amount of flooding at St1, St2 and J3, it is natural to use the
following reward function for transition (s, a, s0) : A = ( 510 + 520 + 530). That is, the reward A is the negative of total
flooding observed at the next time step. However, since flooding may only happen occasionally, reward signals
during a learning trial will mostly be zeros. This will lead to a slow learning process and may increase the chance
of overfitting. In addition, as any arbitrary orifice setting will have the same impact during no-flood periods, the
learned policy could be too volatile and risky. For example, the valve could be fully closed at time C, fully open at
C + 1, and close again at C + 2, when there is no flooding or any rainfall at all. Policy of this type may be too difficult
or costly to implement in practice.
To accelerate the learning process and to make the RL-based policy more robust, we propose a new reward function
that will make use of a baseline control policy. Specifically, let a1 denote the action for state s under the baseline
policy (e.g., a policy from an expert), then the reward for transition (s, a, s0) is defined as
A = ( 510 + 520 + 530)

V · ka

a1 k1 = ( 510 + 520 + 530)

V · (|0 1

0 11 | + |0 2
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where V > 0 is a hyper-parameter that controls the degree of impact from the baseline on the reward function (we
choose V = 1 for our experiments described in the next section). It is easy to see that in order to maximize the
cumulative reward, the agent will try to follow the baseline policy if there is little flooding (i.e., 510, 520, 530 ⇡ 0),
which should help make the final policy more stable. When the amount of flooding is not negligible, the agent will
update its current policy according to the flooding situation, and will no longer be restricted to the baseline policy.
Learning Algorithm

As the action space in our problem is continuous, applying traditional value function-based RL algorithms (such as
Q-learning) is not straightforward. Finding the orifice opening levels that produce the largest & value will require
an optimization process over a continuous space at every time step. Discretizing the action space may create more
problems than it solves: we would need to decide what ranges of actions should be clustered together as one single
action and what its value should be. In addition, the total number of actions grows exponentially with the number of
control units, which significantly limits the scalability of the control system. While policy gradient methods can be
used for continuous control problems, as mentioned in the previous section, they may have a large variance, leading
to slow learning.
Therefore, to deal with continuous action space while reducing the variance, we will use an actor-critic algorithm,
Deep Deterministic Policy Gradient (DDPG) (Lillicrap et al. 2015), for its simplicity and popularity, to train our RL
agent. DDPG uses deep neural networks to approximate the Q-value function (the critic) and the policy function
(the actor). During each time step, an action is selected by the actor and executed, and the transition (s, a, A, s0) is
stored in a replay buffer. Then a mini-batch of transitions is sampled and used to update the critic by minimizing the
loss between outputs from the critic network and Q-values calculated from the target network. The actor network is
updated by following the policy gradient. Finally, the weights of target critic and actor networks are updated softly:
\0
g\ + (1 g)\, where \ 0 is the new weight and g << 1.
Recall that for our example, the state at a given time step is represented as a vector in R6 and the action is a vector in
R2 . Due to the simplicity of the state and action spaces, for experiments in the following section, we will use the
feedforward neural network structure for both the actor and the critic. Specifically, the actor has two layers with 16
neurons in each layer, and the critic consists of three layers with 32 neurons in each layer.
EXPERIMENTS

In this section, we demonstrate the effectiveness of reinforcement learning based stormwater control systems. First,
we introduce the experiment settings and the dataset. Then, we investigate some simple baseline policies, and show
that it is not always easy to outperform a common-sense baseline such as keeping the valves open at 50% all the time.
We then evaluate the RL agent’s learning and generalization ability through in-sample and out-of-sample analysis.
Data and Environment

Our stormwater system is created using the Storm Water Management Model (SWMM) developed by the U.S.
Environmental Protection Agency. We then generate 100 artificial storm events, and use them to create 100 SWMM
models that only differ in the rainfall input. The 100 storms are carefully selected such that: (i) they have a wide
range of intensities and (ii) the magnitude of each individual storm is large enough to cause flooding under the
baseline policy. Figure 2 shows two simulated storms where the rainfall time series for the two rain gages are plotted.
The pyswmm package is used to interact with the SWMM model (for example, to control the valve openings during
simulations). Simulation of each model lasts for 24 hours, and each time step during a simulation represents 15
minutes.
Baseline Policy

The simplest type of control policy for our stormwater system is to keep the two valves open at (x%,y%) level at all
times. Due to the symmetric nature of the system topology and model inputs, we consider the following baseline
policies: 10%, 25%, 50%, 75%, and 90% opening of both valves. Table 1 summarizes the results from running
these policies on all 100 SWMM models. As we can see, keeping the valves at 50% level generated the least amount
of flooding on average with a relatively small variance. Figure 3 shows depths and flooding at both storage units
and the junction node during the first storm under baseline policy (50%,50%). The cumulative amount of flooding
over the simulation period is 70.6 thousand cubic feet (MCF).
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Figure 2. Rainfall data from artificial storm events
Table 1. Flooding from Baseline Policies

Policy

Average of Total Flooding (103 ft3 )

Standard Deviation (103 ft3 )

(10%, 10%)

198.4

77.7

(25%, 25%)

96.3

64.8

(50%, 50%)

88.6

52.7

(75%, 75%)

98.8

50.7

(90%, 90%)

100.2

50.5

Rule-based Control Policies

Before we evaluate the RL-based policy against the static baseline policy (50%,50%), we would like to examine
another type of policies that could be described as control rules, and to see if we could obtain a better baseline by
simply switching to a dynamic policy. Expert knowledge is often required for designing complex control rules that
can utilize more than just local information. Extensive experiments may also be needed for tuning parameters in
order to achieve satisfying results. However, here we will just consider two simple policies that choose the target
setting for each orifice based solely on the depth of the corresponding storage unit.
In particular, as water level increases in a storage unit, to avoid or to mitigate flooding at the same unit, the
corresponding valve will be opened more to let water flow out. Under the first policy, valve opening, a, is linearly
dependent on the depth of storage unit, d, until the depth exceeds a threshold H=4 3, in which case opening will be
set to max_open=0.95. 4 Specifically, we have
(
0.95 ⇥ 3/
if 3 < ,
0=
0.95,
if 3
.
The second policy has four predetermined settings, corresponding to different intervals for the current depth of
storage unit. For example, if the current depth of storage unit 1 is between 1ft and 3ft, then the opening of orifice 1
is set to be 0.5. Figure 4 plots both policies.
3The full depth of each storage unit is set to be 5 (ft).
4Fully open a valve (i.e., set max_open to one) will send more flow to the downstream node J3, which could increase the risk of flooding. As
a compromise, here we choose 95% as the maximum opening level.
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Figure 3. Performance of the baseline policy during the first storm

Figure 4. Rule-based policies

We then test each policy against the fixed [50%,50%] baseline on all 100 storm events. As can be seen from Figure
5, both policies fail to reduce the total flooding compared with the [50%,50%] baseline.
Upon further investigation, the worsening of the situation is mainly due to more severe flooding at the downstream
node J3. Figure 6 shows that under both policies, the amount of flooding at J3 increases by roughly 20 thousand
cubic feet compared with the baseline for every storm in the dataset. This should not be surprising, since both
policies are sending more water (and at a higher speed) to the downstream node as water level in storage units
increases. Although this may lower the risk of flooding at storage units, their capacities may not be fully utilized. In
other words, water may be let out of the storage units unnecessarily and/or too early. During the peak of storms,
water level in J3 quickly surpasses its maximum depth (2 ft), causing intense flooding.
Overall, these experimental results from applying rule-based control policies illustrate that it is not always easy to
beat the common sense baselines (e.g., the [50%,50%] fixed policy). To find successful control rules, one need to
experiment with more structures and parameter values , while also taking more than local information into account.
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Figure 5. Comparison of total flooding

Figure 6. Comparison of flooding at J3

Performance of the RL-based Policy

We first experiment with training and testing the RL agent on the same storm event. In Figure 7, we plot the learned
policy (top panel) and the amount of flooding (bottom panel) during the first storm after 50,000 steps of training.
Both valves are kept approximately half open until the storm intensifies around t=40. As water accumulates more
rapidly in storage unit 2 than in unit 1 (see rainfall time series in Figure 2), valve 2 is opened more to let water flow
out. At the same time, valve 1 is fully closed to keep additional water from flowing to the downstream node J3.
When the capacity of storage unit 1 is eventually reached and flooding starts to happen around t=50, valve 1 is
quickly opened to mitigate local flooding while keeping the impact on node J3 low. The rainfall stops after t=65,
and each valve is turned into a partially open position to gradually reduce the water level in the corresponding
storage unit.
By dynamically controlling the valve openings, the RL agent is able to reduce the total amount of flooding to just
28.8 thousand cubic feet from 70.6 thousand resulted from the baseline policy (50%,50%) . It is worth noting that
flooding is distributed more evenly across all three nodes in the system. Compared with the baseline result (Fig 3),
although there is still some flooding at storage unit 1, the magnitude and duration of flooding at storage unit 2 and
the junction node J3 have been dramatically reduced by the RL-based policy. In particular, flooding at J3 stops after
60 time steps. In contrast, under the baseline policy, J3 remains flooded until the end of the simulation.
We also experimented with more training steps, and found similar results, indicating the policy shown in Fig 7 is
close to the optimal solution. Note that flooding is inevitable during some heavy rainfall events, given the physical
limitations of the stormwater system (for instance, the maximum depth of J3 in our model is only 2 ft).
To examine the learning ability of the RL agent and the impact of storm magnitude on its performance, we train the
RL agent for 10,000 steps separately for each of the 100 simulated storm events. The agent is then tested on the
same training storm, and total flooding is compared with the one from the baseline policy (50%,50%). Figure 8
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Figure 7. Policy and performance of the RL agent during the first storm

shows percentages of flooding reduced by the RL agent and the corresponding total flooding from the baseline
policy on all 100 storms. Table 2 reports the improvement of performance by the RL agent under different storm
strengths. We can see that when rainfall intensity is low and the system is less flooded under the baseline policy
(for example, when total flooding is less than 50 thousand cubit feet), the RL agent is able to significantly reduce
the amount of flooding, if not eliminate it altogether. For moderate storms that could cause a flooding of volume
between 50 and 100 thousand cubic feet , the agent can still reduce the amount of flooding by 53.8%. However,
under extremely severe storms, the effect of redistributing flow using RL is limited, as system capacity is quickly
reached to its maximum.
Table 2. Flooding reduced by RL agent

Storm Intensity

Baseline Flooding (103 ft3 )

Avg. Reduction

Std. Reduction

Low

[0,50]

94.0%

5.2%

Medium

(50,100]

53.8%

17.0%

High

(100,150]

32.2%

10.0 %

Severe

(150, 1)

13.2%

11.3%

Testing the RL-based Policy on Unseen Storms

To evaluate RL agent’s generalization ability, we train the agent using the first 50 storm events. During each iteration
of the training process, a sample storm is randomly selected, and the agent is trained for # steps. We then validate
performance of agents trained with different training time on the next 10 storms. After the validation process, the
agent with 150 iterations of 1000 steps of training is selected for testing on the remaining 40 events. Again, the
baseline policy (50%,50%) is used for comparison. In Fig 9, we plot percentages of reduction in flooding by the
agent against total flooding from the baseline policy on the whole testing set. Table 3 summarizes the results for
different storm magnitudes.
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Figure 8. Percentage of flooding reduced by RL agent on 100 storm events
Table 3. Flooding reduced by RL agent on the testing set

Storm Intensity

Baseline Flooding (103 ft3 )

Avg. Reduction

Std. Reduction

Low

[0,50]

88..5%

21.3%

Medium

(50,100]

45.8%

18.6%

High

(100,150]

35.6%

16.9%

Severe

(150, 1)

16.6%

8.4%

As we can see, the RL agent is able to reduce flooding considerably for low intensity storms. In some scenarios,
flooding is completely eliminated while the baseline policy leads to a total amount of flooding around 30 thousand
cubic feet. For medium and high intensity storm events, using RL-based dynamic control policy can still alleviate
flooding by 46% and 36% on average, respectively. Under severe storms, the system will quickly reach its full
capacity, and it will become more and more difficult for the RL agent to mitigate the flooding.
We find the testing results on unseen storm events quite encouraging, considering that only depths and current
flooding information has been taken into account by the agent when determining the valve positions. The current
policy could be further improved by having a more detailed representation of the state space . For example,
incorporating forecasts of rainfall into the state space could help the agent make better and timely decisions.
CONCLUSION

In this paper, we have developed a reinforcement learning based stormwater control system to mitigate flooding
during storm events. To accelerate learning and make the learned policy stable, we introduced a reward function that
trades off flooding reduction from the RL agent’s current policy with the risk of deviating from a known baseline
policy. We also investigated different control rules, and found that a static and neutral policy such as keeping
the valves open at 50% level could consistently outperform other simple baselines. This policy is then used as
a benchmark for comparison with the RL-based control policy. The out-of-sample results showed that the RL
agent is able to reduce the total flooding volume significantly for most synthetic storms in our dataset, indicating
good generalization ability of the RL agent and the overall effectiveness of our approach. The results of this study
revealed the potential of applying RL to stormwater control systems in order to reduce the risk of flooding during
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Figure 9. Percentage of flooding reduced by RL agent on the testing set

storm events. An optimal control policy could be learned automatically, without relying on expert knowledge to
design complex control rules.
A significant assumption in this work is that observations of depth and flooding amount at every node comprise
complete information about the state of a stormwater system, which could be an oversimplification. Additional
measurements (e.g., flow rate/velocity in pipes) may need to be included in state definition as well. On the other
hand, it could also be impossible to have complete information about the true underlying state, no matter how many
types of measurements are considered. In this case, in order to better understand the environment and to perform
well, the RL agent may need to consider long sequences of past observations (and actions).
We also assumed that the objective of the RL agent is to minimize the total amount of flooding during a storm event.
Under this assumption, the duration of flooding could be ignored: Some place may remain flooded for a long period
of time, although the magnitude at any given moment is small. In addition, each part of the system is treated equally.
This design may be questionable in the real world. For instance, populated areas should require higher priorities
than remote parks: any flooding occurred in the former should have heavier penalties. Future work in this direction
would consider alternative objectives in flooding control and correspondingly, reward functions with more complex
structures.
Future work would also include applying RL to more sophisticated and realistic models of stormwater systems. For
example, in coastal cities, tidal changes and storm surge can cause water to back up in pipes and prevent water flow
out of the system. A more challenging environment for the RL agent could then be built by incorporating tidal
movements into a SWMM model with multiple nodes and a complex network structure.
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ABSTRACT

Peaks in a time series of social media posts can be used to identify events. Using peaks in the number of posts and
keyword bursts has become the go-to method for event detection from social media. However, those methods suffer
from the random peaks in posts attributed to the regular daily use of social media. This paper proposes a novel
approach to remedy that problem by introducing a semantic decay filter (SDF). The filter’s role is to eliminate the
random peaks and preserve the peak related to an event. The filter combines two relevant features, namely the
number of posts and the decay in the number of similar tweets in an event-related peak. We tested the filter on three
different data sets corresponding to three events: the STEM school shooting, London bridge attacks, and Virginia
beach attacks. We show that, for all the events, the filter can eliminate random peaks and preserve the event-related
peaks.
Keywords

String Metric, Event Detection, Crisis Management.
INTRODUCTION

The past few years have shown a rise in the use of various micro-blogging services like Twitter for people to share
information (Atefeh and Khreich 2015). In Twitter, individuals, organizations, and governments spread and collect
information to obtain an accurate and complete picture of significant happenings in the world. It is, therefore, no
surprise that many researchers use tweets to detect and gather information about several events (Atefeh and Khreich
2015).
An event is a real-world one-time occurrence usually defined based on specific spatial and temporal properties
(Atefeh and Khreich 2015). Some types of events that have been studied in the literature include natural disasters
(e.g., earthquakes, floods, fires and typhoons), sports events, infectious diseases outbreaks, traffic incidents, riots,
terrorist acts, weather updates, conferences, exhibitions, and festivals. An event is a rare occurrence that will
change the normal tweeting behavior. By observing these patterns and looking at changes in the tweeting behavior,
information about events can be obtained. Finding information about an event allows local authorities to take timely
response to deal with the event and inform the public.
The purpose of this paper is to differentiate patterns specific to an event from those of routine tweeting behavior
thereby allowing a way to find the time of an event. Discriminating event signature and patterns from standard
tweeting patterns is not straight forward. Previous researchers have approximated standard tweeting patterns by
using different distributions, and deviations from this distribution were used to discriminate an event pattern. For
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Figure 1. SDF as a function of time for the London bridge attacks: The SDF function reaches a peak (a value
above 0) during the period of the peak containing event-related tweets (22h40)

example, the work in (Sakaki et al. 2010) used exponential distribution to approximate the tweeting pattern in a
time series of tweets. Another work showed that peaks in a time series of hash count and topic count of tweets can
be used to discriminate event patterns from standard patterns (Comito et al. 2017). However, such methods are
unable to identify new events and using a distribution to identify tweeting pattern is not very accurate. Furthermore,
these methods ignore retweets which can play an important role in identifying an event within a time window.
We use peaks to identify an event. The rise in the number of tweets after an event is attributed to people discussing
an event to express their opinions or inform others. Consequently, the position of the peak could be used as an
indicator that an event has occurred and can be used to find the time and location of an event. However, a problem
with using peaks to differentiate event-related behavior from standard tweeting behavior is how to determine which
peak corresponds to an event. A time series of tweets could have multiple peaks due to routine tweeting behavior.
For example, there could be more tweets in the day than in the night as people are more active in the day, which
would manifest as a peak. Therefore, it becomes necessary to find a method to find the peak that can identify an
event.
For this purpose, we propose a similarity-based method to accurately determine if a peak in time series of tweets
corresponds to an event or is just part of routine tweeting behavior. We hypothesize that if an event occurs, the
number of similar tweets in the peak following the event would be higher than other peaks occurring due to standard
tweeting behavior. We propose a string metric that measures the similarity between tweets and gives a higher value
for two that are more similar. Further, we introduce a similarity threshold: Two tweets that have a similarity measure
higher than the threshold are considered similar. The proportional decrease in the number of similar tweets in a
specific peak as the similarity threshold increases is referred to as decay. We use that decay as a part of a function
we call Semantic Decay Filter ((⇡ ) to detect which peak corresponds to an event. Therefore, the function (⇡
would have a peak around the same time as an event-related peak. Figure 1 gives an example of such a function,
assuming that the event-related peak occurs around 23h00. We empirically test (⇡ on three different twitter data
sets related to the STEM school shooting, London bride attacks, and Virginia beach attacks.
In summary, our goals in this paper are as follows:
Formulation and Algorithm: We propose finding a methodology to discriminate patterns generated due to events
from patterns related to standard tweeting behavior. We assume occurrence of peaks as manifestation of an event.
However, to determine the peak corresponding to an event we propose a novel approach of using similarity analysis
of the texts within the tweets.
Accuracy: Based on our experiments, we are accurately able to find peaks very close to an event at different
granularities.
Our proposed models can be applied to other micro-blogging systems and domains that have both time-series data
as well as be used to identify location of an event.
LITERATURE REVIEW
Event detection

Event detection looks at how to detect and analyze situations, such as a crises, using twitter data when an event
occurs. An important aspect of event detection is to identify patterns by looking at the behavioral change that occurs
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whenever an event takes place. For example (Wen and Lin 2016) looks at different ways people may respond to a
terrorist attack and their behavior during the recovery process. They use the Paris 2015 attack to verify the different
hypotheses. The behavioral change of the people is manifested through various ways in tweets, and this information
can be used to detect events. We consider the occurrence of a peak as the behavioral change when an event occurs.
There are many works found in the literature that look at event detection through tweets. A list of surveys of
techniques focusing on event detection in Twitter can be found in (Steiger et al. 2015), (Atefeh and Khreich 2015),
(Cordeiro and Gama 2016), (Garg and Kumar 2016), (Imran et al. 2015), (Ajao et al. 2015), (Hasan et al. 2018),
(Ozdikis, O uztüzün, et al. 2017) and (Zheng et al. 2018). Each of these surveys focuses on a specific aspect
of event detection. Steiger et al. (Steiger et al. 2015) categorize papers according to their academic discipline,
application, and methods and classify existing research into event detection, location inference, and social network
analysis. Atefeh et al. (Atefeh and Khreich 2015) event detection techniques are classified based on the type of
event, detection method, and detection task. Events are categorized as specified or unspecific detection methods as
supervised and unsupervised and detection tasks as new event detection or retrospective event detection. They
identify sparseness in tweets and vocabulary as a major challenge in detecting new events. The survey in (Cordeiro
and Gama 2016) and (Garg and Kumar 2016) provided an overview of event detection techniques in social media.
Imran et al. (Imran et al. 2015) surveyed event detection techniques based on their role in emergencies and disaster
management.
Most of the detection methods focus on the content of the tweets and use classification or clustering to detect events.
They improve detection by applying some form of modification in the text analysis part. For example, data fusion
has been discussed in (Alqhtani et al. 2015) to improve event detection. However, they implement data fusion
by combining text and images to improve accuracy. Another example is the work in (Weng and B.-S. Lee 2011)
that used text mining for event detection by grouping a set of words with similar burst patterns and then applying
wavelet transform and (Alsaedi et al. 2017) again used text analysis by focusing more on large-scale events. Another
collection of works that combine text analysis and clustering but not mentioned in the above surveys include (Li
et al. 2012), (Alsaedi et al. 2017), and (Doulamis et al. 2016).
Some works combined spatial and temporal aspects of tweets with different levels of scales for event detection.
For example, Abdelhaq et al. (Abdelhaq et al. 2013) divide the region of interest into grids, and then keywords
are extracted based on their temporal and geospatial properties and are then clustered. A cluster is defined as a
localized event if its keywords have a high burstiness degree. The Eyewitness(Krumm and Horvitz 2015) algorithm
looks through a corpus of geotagged tweets over localized regions in space and time for unusual spikes in tweet
counts. They discretize with a hierarchical triangular mesh and time as periods of lengths, which means there
can be different spatial and temporal resolutions. An event is defined as a peak above a baseline tweet count,
which is obtained through regression. The event is located within a triangle and time window. However, during
pre-processing, they removed retweets and repeat tweets, which we believe plays a significant role in event detection
and used the texts of the tweets within the peak to identify the events. The real-time version of (Krumm and Horvitz
2015) was implemented in (Comito et al. 2017) but they mostly focused on hashtags. The work in (R. Lee and
Sumiya 2010) presented a geo-social event detection method focusing on the geographical regularities of local
crowd behaviors to detect events. However, they had a fixed time window, and their geographic grids are created
based on a clustering-based space partition method.
There is one work found in the literature that used similarity analysis in finding the time and location of an event.
Dong et al. (Dong et al. 2015) a stream of tweets is taken at different spatial and temporal resolutions, similar words
are extracted to create a time series and a wavelet-based method is applied to measure the similarity of the time
series. Then different clusters are created that correspond to events of different temporal and spatial resolutions.
The work in (Quezada et al. 2015) identifies different levels of news coverage and its relationship with countries
looking at different spatial resolutions. Shao et al. (Shao et al. 2017) also looks at finding the location and time
of an event as well as predicting its occurrence using graphs. However, they require keywords to locate an event,
which means unknown events whose keywords are not known may not be detected.
Sakaki et al.(Sakaki et al. 2010) used the spatial-temporal information from tweets to find the epicenter of an
earthquake and trajectory of typhoons. First, semantic analysis of the texts in the tweets is done to extract the relevant
tweets. The authors assume that tweets follow an exponential distribution with time. The spatial information about
the event is estimated using Kalman filters and particle filters. Kalman filters and particle filters have also been used
for data fusion in sensors, e.g., in multisensor target tracking (Hall and Llinas 1997). Another work estimated the
event’s location by assigning probabilities using Dempster–Shafer (DS) theory to find an event’s possible locations
based on geotags, texts in tweets, and user profile (Ozdikis, Oguztuzun, et al. 2013),(Ozdikis, O uztüzün, et al.
2016). However, they only considered two levels of granularity and require coordinates and names for assigning
probabilities. This paper was extended to include fine-grained event localization in (Shahraki et al. 2019).
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The previous research has not focused too much on identifying unknown events or events whose prior information
is not known. Topic analysis and hashtags may not be effective in case of unknown events. Similarity analysis
has been used but only cosine similarity. In the next section we do reveal that our proposed similarity method is
much more accurate than cosine similarity. Furthermore, we can extend our method along the spatial domain too by
finding the similarity in the contents of the tweets distributed along the spatial domain.
String metrics

An important part of our approach proposed in the introduction is the string metric that computes the similarly
between tweets. A string metric or string distance function, defines a distance between every element of a set of
strings .Over the years, several attempts at defining an all-encompassing string metric have been carried out. The
most well-known of these is the edit distance (Levenshtein distance) (Levenshtein 1966). It counts the minimum
number of operations (deletion, insertion and substitution of a character) required to transform one string into
another. It also assigns a cost to each operation. The edit distance is called a simple edit distance when all operations
have the same cost and a general edit distance when operations have different costs. The edit distance has four
notable variants: Longest common subsequence (LCS) (Bakkelund 2009), the Hamming distance (Hamming 1950),
the Damerau-Levenshtein Distances (Damerau 1964), and the episode distance.
The the q-gram distance is based on counting the number of occurrences of common q-grams (strings of length
@ 2 N) in each string, the strings having a closer distance the more q-grams they have in common (Ukkonen
1992). The N-gram distance is an extension of the edit and LCS distance to consider the deletions, insertions,
and substitutions of N-grams. The use of N-grams enabled a certain number of new statistical methods for string
metrics originating from the field of samples and sets. The use of N-gram introduces the notion of statistical string
metrics, which are metrics that measure the statistical properties of the compared strings like for example, the
Sorensen-Dice coefficient and the Jaccard Index (Sørensen 1948)(Dice 1945),
Machine learning techniques have also been used to learn an embedding of words capturing the similarity between
them. As example, a method called local linear embedding computes a low-dimensional, neighborhood-preserving
embedding of high dimensional input. The method is applied to generate a two-dimensional embedding of words
that preserves their semantics(Roweis and Saul 2000).
Furthermore, feedforward neural networks have been used to generate a distributed vector representation of
words(Bengio et al. 2003). By predicting the next word giving the previous words in the context, the neural
network learns a vector representation of the words in its hidden layer (Mikolov et al. 2013). Another word vector
representation variant learns for each word a low dimensional linear projection of the one-hot encoding of a word
by incorporating the projection in the energy function of a restricted Boltzmann machine(Dahl et al. 2012)(Hinton
and Salakhutdinov 2009). Finally, GloVe learns a log-bi-linear model that combines the advantages of global
matrix factorization and local context window to produce a vector representation of word based on the word count
(Pennington et al. 2014).
Traditional similarity methods only look at the intrinsic properties of words. Word embedding methods, on the
other hand, do not take into account a second constraint, namely that non-standard spellings of a word should also
have similar vector representations. In the methodology section, we introduce the similarity measure that we will
use in this work, which balances between both constraints.
SIGNIFICANT PEAK DETECTION

Figure 2 show a time series of number of tweets for the three considered event. We can observe that the occurrence
of an event (red vertical line in Figure 2) is followed by a peak as there is a large change in the number of tweets
along the temporal dimension around. We define a peak as a local maximum. We also consider a point as a peak if
it is greater than = points before it and smaller or equal to = points after it. For simplicity we consider only adjacent
points, i.e. = = 1.
If there is a sequence of numbers of tweets varying with time or space, the position of the peaks can determine the
time or location of the event. However, not all the peaks are indicative of an event. Some peaks could also be due
to routine Twitter behavior and are part of a standard recurring Twitter pattern. These peaks can be removed by
passing the tweet count through a low pass filter. The low pass filter should remove any minor variations and large
peaks would be kept. We refer to such peaks as "significant peaks". However, a significant peak is not necessary an
event related peak. As Figure 2 shows, multiple significant peaks are present after different filter thresholds are
applied. Ideally all significant peaks should be caused by events. However, that is not always the case. For the
London bridge attack for example, peaks occurring before the event are bigger than the peaks that could be caused
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Figure 2. Effect of Filter Threshold

by the events. Therefore, low pass filter may not be ideal to identify peaks cause by events. The significant peaks
that are due to events are called event-related peaks. Event-related peaks can be used to identify the time (and or
location) of an event. Differentiating event-related peaks from significant peaks can be complicated and we propose
using a similarity based analysis to identify event-related peaks.
METHODOLOGY
Similarity methodology

As low pass filters are in some cases unable to find event-related peaks due to the random peak problem, the objective
of our methodology is to propose a filter that can remedy that problem. We hypothesise that the event-related peaks
would have a lot of similar tweets as users will refer more about an event in their tweets. To achieve this goal, we
define a semantic decay filter (⇡ based on a string similarity measure.
For the similarity measure we use the function (Lazreg et al. 2019) that maps words into real vector space R= in
such a way that the distance between two similar words (i.e., non-standard spellings of the same word, or words
used in the same context) will be the shortest distance between the corresponding mapping in the real vector space.
obeys two constraints. The first constraint is that the distance in real vector space between the mapping of a word
and its non-standard versions must be shorter than the distance between that word and non-standard versions of
other words. The second constraint is that the distance in real vector space between the mapping of words with
similar meanings must be shorter than the distance between words with dissimilar meanings.
To implement the first constraint, we use a denoising autoencoder. A denoising autoencoder is a neural network
that takes as input a vector with added noise and tries to reconstruct the original vector. By doing so, it capture
features and patterns in the vectors. If we consider the non-standard version of a word to be the noisy input of
the autoencoder than the latest will be able to capture pattern of relation between the non-standard and standard
versions of the same word in its hidden layer. For the second constraint we use a neural network that predicts a word
in sentence given its surrounding words (context). The word embeddings are considered to be the a weight matrix
in the first layer of the neural network. The embedding are learned to maximizes the log-likelihood of predicting the
correct words which will assure they contain patterns about the relationship of the word and its context. We call this
part a context encoder. Figure 3 shows the overall architecture of the neural network. The combination of both the
denoising autoencoder and the context encoder yield the function .
The function is most useful in the context of Twitter data because of the number of non-standard spelling and
spelling mistakes in the platform.
Semantic decay filter

Let )1 and )2 be two tweets composed of words [C11 , ..., C 1< ], and [C 21 , ..., C 2: ] respectively, and ⇡ be a similarity
measure in R= . The similarity between two tweets is the distance between the average of the embedding of the
words in both tweets:

(8<8;0A8CH()1 , )2 ) = ⇡ (

<
’
8=1

(C 18 ),

:
’
8=1

(C28 )).
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Figure 3. Overall architecture of the autoencoder in combination with the context encoder to find the similarity
between the words. In this figure, is a vocabulary, 0 8 2 , D is an initialization faction:
! R= , * is a real
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We choose ⇡ to be the cosine similarity which makes (8<8;0A8CH()1 , )2 ) 2 [ 1, 1]. A similarity of 1 will mean
that both tweets are completely identical. If we set a threshold 0 2 [ 1, 1] and we consider )1 and )2 to be similar
only if (8<8;0A8CH()1 , )2 ) > 0, then the number of tweets that are similar to )1 will decrease as 0 approaches 1. Let
= 0 0 , ..., 0 " be a series of number in [0, 1] where:
00 = 0

88 < 8; 0 8 < 0 9
0 " = 1.
Our hypothesis is that the tweets in an event-related peak will share a common topic and similarities as compared to
tweets in a random peak. If )1 is an event-related tweet in an event-related peak, the decay in the number of tweets
similar to )1 as 0 : 2 approaches one will be lower than in the case )1 is not event-related. Thus, the aggregated
decay in similarity over all the tweets in an event-related peak will be slower than in a non-event-related peak.
Let #C: be the aggregated number of similar tweets is a set of tweets )C = {)1 , )2 , ..., )= } posted during a time
window C for a threshold 0 : . #C: is given by the following equation:
#C:

=

= ’
=
’
8=1 9=1

1(8<8;0A 8C H ()8 ,)9 ) >0: .

(2)

Where:
1(8<8;0A 8C H ()8 ,)9 ) >0: =

(

1
0

if (8<8;0A8CH()8 , ) 9 ) > 0 :
otherwise

The decay _ C: is then calculated using the following equation:
_ C: =

1
0:

00

log

#C:

#C0

.
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Table 1. Summary of Real Data

Event Name

Event Date and
Time

London
Bridge
Attacks

06-03-2017
2216 hrs

Event Location
(latitude, longitude)
51.508056,
-0.087778

STEM School
Shootings

05-07-2019
1353 hrs

39.556,
-104.9979

Virginia Beach
Shootings

05-31-2019 1644
hrs

36.7509,
76.0575

Reference Name

LON (Location
0)
LON (Location
30)
STEM (Location
1)
STEM (Location
2)
STEM (Location
3)
- VIRG

Data Collection
Location (latitude, longitude)
51.508056,
-0.085717
51.50605,
-0.080155
39.58482,
-104.99790
39.58096,
-104.97928
39.55599,
-104.96067
36.77974,
-76.05750

Equation 3 is an exponential decay function used in many areas. Most notably in physics to calculate the radioactive
decay by just replacing 0 : with the time and #C: with the number of atoms. We used that analogy as source of
inspiration for Equation 3.
A special case can occur in which, during the time window C, the number of posted tweets is low. Nevertheless,
those tweets are similar or identical. In this case, will observe a low decay corresponding to depression in the
number of tweets. Thus, using the decay alone as an indicator is not sufficient. Our indicator is a linear combination
of the normalized decay and the normalized number of tweets |)C | in a specific time window:
(⇡

C

= U#>A<(|)C |) + V#>A<(_ C: )

(4)

where #>A< is a normalization function, U, and V are real numbers.
RESULTS AND DISCUSSION
Data

The raw tweets were collected directly from the Twitter API using the ’TwitteR’ package in R(Gentry n.d.). The
data set with their details are summarized in Table 1. The table shows the event name, the coordinates of the event
and the time at which the event occurred. The reference name refers to the name used for the data sets in the
experiments. The tweets were collected at different distances from the actual coordinate of the event. The "Data
Collection Location/Distance" column gives the coordinate at which the tweets were collected and the distance
from the event location. The tweets are aggregated into specific time windows. Figure 2 shows the plots of the data
set. The different time windows are representation of the number of tweets at different granularity. By different
granularity, we mean aggregating tweets at different time windows. Within these time windows, we find event
patterns and identify the pattern corresponding to an event.
Similarity decay

The first objective of this section is to verify the first hypothesis enounced in the methodology section; namely to
confirm if the decay in the aggregated number of similarities (Equation 3) in an event-related peak is lower than
the decay in non-event peaks. To do so, we compare such decay on three different events described in the data
subsection. We collected tweets form three different locations for the STEM school shooting, one location for the
Virginia shooting, and two locations for the London attacks. At each location, we compare the decay obtained on
the cluster of tweets shared in the 11 hours before the event and the 11 hours following the event for the STEM
school shooting, in the 16 hours before the event and the 16 hours following the event for the Virginia shooting, and
in the 11 hours before the event and the 11 hours following the event for the London attacks. The duration over
which we made the measurements was predicated by the duration of the event peak i.e., the time frames correspond
to the length of the event-related peaks.
Figures 4 to 7 show the aggregated number of similar tweets (Equation 2) for each event at each location for a
similarity threshold 0 : going from 0 to 0.9. The aggregated number of similar tweets was normalized to values
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Figure 4. Normalized aggregated number of similar tweets as a function of the threshold for STEM school shooting
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Figure 5. Normalized aggregated number of similar tweets as a function of the threshold for STEM school shooting
in location 30

between 0 and 1 for the sake of presentability and comparability. For example, at the first location in the STEM
school shooting (Figure 4), the number of aggregated similar tweets went down before the event from 1558 for a
threshold of 0 to 0 for a threshold of 0.9. After the event, it went down for 33656 for a threshold of 0 to 226 for a
threshold of 0.9. During the Virginia shooting, the number of aggregated similar tweets went down before the event
from 338028 for a threshold of 0 to 8 for a threshold of 0.9. After the event, it went down for 993755 for a threshold
of 0 to 1437 for a threshold of 0.9. On average, the number of aggregated similar tweets at the 0.9 threshold is at
23.66 before the event, and at 478.75 after the event. This result indicated that the number of nearly identical tweets
is 20 fold higher in an event-related peak.
Table 2 compares the decay (Equation 3) in the number of aggregated similar tweets as the threshold increases pre
and post-event (The decay of the curves in Figures 4 to 7). As the table shows, for all the data we tested, the decay
is, for all but one location in the London attacks, lower during event-related peaks. On average, the decay is 3.02 for
event-related peaks and 4,99 pre-event, which represents a 1.65 fold decrease. This result confirms our hypotheses.
Figures 8 to 10 divide the time over which the data collection was made into windows C of lenght 1 hours (Figure 10
and 9), and 5 hours (Figure 8). We choose those windows for each dataset based on the limitation of the required
minimum number of tweets (no less than 2) present in each time window. The figures show the number of tweets
Table 2. Decay in number of similarity

Data
STEM school shooting location 1
STEM school shooting location 2
STEM school shooting location 3
London bridge attacks 0
London bridge attacks 30
Virginia shooting

_ pre-event
8.45
3.01
5.74
3.91
4.20
4.63

_ post-event
1.97
1.37
4.26
3.21
4.83
2.52
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(blue line) together with the decay (Equation 3) in the number of similar tweets (orange line) in each time window.
The figures show a depression of the decay coinciding with an event-related peak. It is important to note that this
depression in the decay does not occur around other peaks in the number of tweets outside the event-related peak.
However, the figures show regular depressions in the decay occur every day in the early morning (between 5 and 7
am). This depression coincides with a low traffic time on Twitter at which a minimum amount of tweets is shared in
the areas of data collection (less than ten tweets). Upon examination of those tweets, we noticed that the majority
are automated and identical weather reports, thus the low decay. We mentioned the drawback of only using the
decay as a filter at the end of the methodology section which led us to define the function (⇡ .
Figures 1, 11, and 12 show the function (⇡ as a function of time for the considered event. For all figures, we
chose the parameters U = 1 and V = 1 in Equation 4. Those parameters grantee that (⇡ peaks around the
event-related peak. As the Figures show, (⇡ reaches a value higher than zero only around the event-related peak
6
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for all the events and thus can be viewed as an indicator. Table 3 compares the real-time of the event with the time
at which the significant peaks occur (see significant peak detection section) and (⇡ peaks. Note that, since we
use a 5 hour time window for the STEM school shooting, for example, the time of the peaks is the end of the time
window (2h03 for the STEM school shooting). However, the tweets were taken between 21h33 and 2h03. The Table
also shows, in the case of the London bridge attack where the event-related peak is submerged by other peak, if we
follow the significant peak approach, the event-related peak would be located 12h after the event. However, the
(⇡ can accurately detect the cluster of tweets related to the event, and peaks 36 minutes after the event.
CONCLUSION

This paper proposes to solve the randomly occurring peak-problem in analytics of social media posts. This problem
affects event detection methods from social media based on peak detection. We defined a semantic decay filter to
identify event-related peaks. The filter was tested on data sets from three different events at different granularities:
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Table 3. Event time according to the significant peak and the peak in SDF

Event
STEM school shooting
London bridge attacks
Virginia shooting

Event time
13h53
22h06
16h04

Significant peak time
2h03
19h40
23h31

SDF peak time
2h03
22h40
23h31

Difference between peaks
0h00
21h00
0h00

the STEM school shooting, London bride attacks, and Virginia beach attacks. Despite the small sample size of
the number of events, the filter showed remarkable performance in detecting the event-related peaks depicting
emergency events. In the future we wish to test the semantic decay filter on other different data sets and different
time series data to identify patterns that could identify an event and perform a statistical meta-analysis of the
obtained results. We also propose to extend the SDF to identify the location of an event at different granularities.
Finally, we believe that semantic analysis can also be done to find the type and location of an event. Out future work
also involves extending our work to other domains.
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ABSTRACT

Several social and politics studies present different analysis of women life in several conditions specially poverty
and family difficulties. Alienation and men influence are put on as main criteria in violence and conflicts
(Golombok et al, 1994). For instance, several women explain the conditions of their life under Integrism
organizations. Otherwise, understanding development success criteria will help development organizations to
enhance adapted development tools, considering different aspects like tradition and women life conditions. How
Knowledge Management techniques can help in these studies is a question of our research. We aim in this work
at showing the importance of modelling of two life conditions types: regression and progress.
Keywords

Women Conditions Life, Violence, Integrism Women Recruitment, Knowledge Management, Living
Condition’s Improvement, Tradition.
INTRODUCTION

According to the United Nations Secretary General, gender equality has advanced in recent decades we are leaving
in unprecedented global efforts to advance on women’ empowerment. For example, girls’ access to education has
improved, the rate of child marriage declined and progress was made in the area of sexual and reproductive health
and reproductive rights, including fewer maternal deaths. Nevertheless, gender equality remains a persistent
challenge for countries worldwide and the lack of such equality is a major obstacle to sustainable development
(Golombok et al, 1994, UNSG report, 2017). There are various inequity factors women confront. Women are the
population that suffers most from different forms of discrimination. All of them root women’s inferiority,
women’s dependence and as a matter of consequence, create a vicious circle of a domination system. Domination
systems of men over women are all the more pernicious and harsher when combined with extreme poverty, remote
living areas and conflicts. We discuss in this paper the fact that women are the population which underlive most
difficult living conditions especially when violence and tradition are combined. Modelling life conditions put on
the main factors of this violence and its consequences.
Women, especially in the developing world face violence on a daily basis

Both the UN Commission on the Status of Women and the annual reports of the UN Secretary General on
Sustainable Development Goals depict a sad picture of violence against women and girls worldwide. Suffering
from violence is another obstacle to benefit from and use basic human rights and to develop. Regardless by whom
this violence is perpetrated the impact on women’s living conditions is crucial and mostly hinders their and their
families’ development (Capel et al, 2016).
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According to the UN Secretary General, with available data from surveys conducted between 2005 and 2015, in
52 countries, (including only one country from the developed regions) 21 per cent of girls and women aged
between 15 and 49 experienced physical and/or sexual violence at the hands of an intimate partner in the previous
12 months. If 2016 considers, this part is of 19% in 87 countries. The reports of the UN Secretary General
additionally inform that human trafficking disproportionately affects women and girls, since 70 per cent of all
victims detected worldwide are female. Furthermore, the United Nations underlines and analyses the distribution
and the evolution of other violent practices against women such as child marriage, female genital
mutilation/cutting and slavery which still occurs. Violence represents a very strong domination bias and a key
obstacle to women’s empowerment. It is all the more difficult to overcome a violent system combined with
poverty and when gaining independence is at stake (Capel et al, 2016). However, international aid and
international development tools exist to combat violence against women and to help them empower themselves.
Women face domination systems inducted by tradition

The average amount of time spent on unpaid domestic and care work is more than threefold higher for women
than men, according to survey data from 83 countries and areas. Available data indicate that time spent on
domestic chores accounts for a large proportion of the gender gap in unpaid work (UNSG report 2017). UN and
national data also provide ground to acknowledge that women are still underrepresented in managerial and elected
positions. In the majority of the 67 countries with data from 2009 to 2016, fewer than a third of senior- and middlemanagement positions were held by women (UNSG report, 2017). Further investigation, which are not dealt with
in this paper, will allow to explain traditional tribal or clan human organizations and highlight how women are
considered as dependent and inferior beings (Mascara, 2009). In-depth study, which will be conducted on a later
stage, will be a supplementary argument to understand women’s poor living conditions. Building on this case,
additional ways of women’s empowerment will be found to support the demonstration that helping when to
alleviate obstacles to their development will lead to an overall upheaval of well-being and social conditions. They
will also conduct to suggest that stronger political commitment and more ambitious measures and quotas are
needed to boost women’s political participation and empowerment (UNSG report 2017). Even if the women
population worldwide is the first victim of domination systems, poverty and conflicts, they keep on playing play
a crucial role in families and are therefore specifically impacted by lives difficulties: crop and field works, children
socialization and education (UNSG report, 2017). Achieving gender equality and the empowerment of women
and girls will require more vigorous efforts, including legal frameworks, to counter deeply rooted gender-based
discrimination that often results from patriarchal attitudes and related social norms (UNSG report, 2017). If
domination systems (violence, tradition, etc) hinder women’s development, action has been taken a few decades
ago in the form of various development tools primarily addressed to women. Studies and analysis led by
international organizations, NGOs and independent think tanks and researchers demonstrate that specific
international tools when gender-specific have a greater positive effect when applied to women rather than men,
leading consequently to the disruption of a domination vicious circle and consequently to women’s’ empowerment
and communities better off.
Modelling women’s life situations, can promote the evolution of their conditions, even using education or helping
NGO to consider pertinent criteria in their development tools. In our work, main parameters have been put on in
order to show the influence of violence in women life conditions.
MODELLING WOMEN’S LIFE CONDITIONS CONSIDERING DIFFICULTIES
Models selection

Several techniques used to model life history are mainly based on statistics analysis (Winkler, et al, 1987;
DesJardins et al, 1999; Ellis, et al, 2007). In this type of models, influence criteria are put on linked to dates and
life conditions and events. In some conditions, there is small volume of data to analyze statistically and especially
as witness of some stories of progress or regression. The challenge of our work is to provide modelling techniques
that help to emphasize factors and criteria that influence these witness stories. These models can be very helpful
for deep studies to classify behaviors and life conditions in order to develop tools that support life changes. We
look then to use knowledge modelling techniques like used in knowledge engineering and especially in knowledge
Management. Knowledge management can be described as “the strategic objective to understand, support,
optimize and accelerate organizations’ development and innovation, in coherence and cross-fertilization” (Nonaka
et al, 1995, Hovland, 2003; Dieng et al., 2002). Some principles of these techniques put on the modelling of deep
knowledge and their role in organizations activities. While revisiting this theory, it is possible to describe and
moreover argue its usefulness and adaptation to the case studies on the lives and living conditions of women and
their community. Linking the why to how as preconized in knowledge Management structuring techniques help
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to emphasize the relation between influence factors and their impact in women life conditions.
When studying the impact of a tool on a human life, through written, visual or oral material, implicit knowledge
transmission is mostly at stake. Grasping the sense of the history we are being counted relies, in major part, on
indirect transfer which constitutes an alternative way of knowledge sharing (Ermine, 2002). Other techniques like
TextMining (Berry, 2004) are proposed in knowledge engineering to extract knowledge from text documents. In
this paper, we study only visual and oral materials. So, the analysis of these materials has been done manually.
Our objective to look at how specific events (related or not to development tools) influence a woman’s life
experience. History model with dates and main events can be then used adding to that influence between events
and live changing. In this framework, development must be emphasised as well. The MASK knowledge
management methodology (Ermine, 2002) offers two models which reveal to be useful for this purpose. In fact,
History model puts the emphasis on different events, their objectives and influence along a time thread (0).
Genealogy model shows a genealogy tree which would be complemented by arguments (positive and negative
effects) and by a main evolution trajectory (0). These two models from one side, are inherited from history
representation science and from another side help to put on the main concepts that influence the history. These
models are close to the those proposed in life conditions analysis in which influence factors and events are
presented related to time (Winkler, et al, 1987; Ellis, et al, 2007).

Figure 1. MASK History model (Ermine, 2002). History events are classified under point of views. Influence between
events and objectives are shown.

Figure 2. MASK Genealogy model (Ermine, 2002). Evolution factors are put on in order to understand different
threads.

These two models are used in our work in order to put on women living success histories by showing events and
evolution as lesson to learn. For that, different points of views are identified and are relating to our specific
analysis. This model will be submitted to future transformation and modification specifically when confronted to
experts, saying, the women experiencing self-empowerment through gender-focused international development
tools. The focus shall be put on showing key characteristics and turning point criteria in their life experience.
From our analysis of development tools and women’s social situation (Capel et al, 2016; Mascara, 2009; Reports
of the UN Secretary, 2018) different points of views can be identified to represent women’s living story. They
are:
● Conditions: poverty, exclusion, violence, traditions, marital status, age
● Interactions: husband, children, family, neighbors, …
● Social networking: women communities, associations, organizations, community and national authorities
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● Access to development tools: micro-finance services, training, programs, education…
● Self-confidence/self-esteem
These main points of views can guide the representation of women’s living conditions and their development. We
show below an illustration of this modelling based on an example of the revenantes: Women who coming back
from Daech organisations.
Modelling Women life regression: example of women conditions in Integrism organization

Some French women leaved their country to join integrism Daesh organization and went to Syria in order to help
fighters. They spent some time there. Then, they escape and came back to France. They spoke about their
adventure from the beginning: How they join the organization and their life conditions in Syria. The revenant
documentary 1,2 presents their adventure in this integrism organization. Different women spoke about their
conditions (Mary, Marion, Emma, …). When analyzing these different documentaries, main criteria related to
society references, tradition and conflicts can be put on. Historic Model shows the main elements that push
women to leave Integrism life conditions. 0 shows how the society and tradition weight influence women
conditions: as tending for stability (getting married, having children). In fact, most of these women history shows
that they look for stability. Getting family by marriage is a solution, related to the society reference, that Integrism
organization uses to push them to join their organization. Adding of that, tending for another society’s reference
in which the family is more present is an important element used by organization recruiters. Otherwise, Illusion
due to confinement and gender humiliation show cultural conflicts that help women to rebellion and tending to
freedom. In fact, we can observe the conflicts between cultural women rights in which these women have been
educated and those of Integrism organizations that tend to consider women as slave of men.

Figure 3. History model of Women conditions in Intergrism organizations

Modelling life’s history using genealogy model shows the reason of the life changing and several evolution
possibilities. For instance, family problems push women to search societal stability related to tradition as getting
married, having children, etc. Integrism organization can use this type of societal tendance to recrut members.
Cultural conflicts can help women to search their societal existence and leave humiliation conditions. 0 shows an
example of these influence life changing. This type of analysis emphasis main indicators to work on, in order to
avoid conflicts by making progress women life conditions. For instance, education help to making evolve society
references and changing traditions. Otherwise, showing this type of models with illustration of real-life witness
help in this education. We aim at annotate Movie documentary with some analysis criteria in order to sensitize
young women and men around this type of societal conflicts.

1

https://www.bfmtv.com/mediaplayer/video/les-revenantes-1034493.html

2

https://www.youtube.com/watch?v=4gFU672rxSk
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Figure 4. Genealogy model of Women conditions in Intergrism organizations

In these models, linking influence factors to the thread of women life shows the conflict between cultural
references and their impact on women decisions. It will be interesting to complete these models by narration
techniques with illustrations on real situations or simulated cases. In MASK method visual aspect is very
important to put on the main points of actions. So, illustrations with annotated videos or photos will have more
impact in education. Other works on progression life in poor conditions (Potemski et al, 2018) are also usefull in
these studies. Showing women fights to obtain their societal identity and recognition help to educate women in
developped country to realize their important societal role and emphasize the difference of cultures between
societies. For instance, the modelling of an example solar Mama extracted from a jordanian woman story3 (Iqbal
Mohamad,2017).
SOLAR MAMA EXAMPLE MODELLING

Wife and mother Rafea is leaving home for the first time to attend a college in India that is training rural women
to become solar energy engineers. Once there, she will join women like her from the developing world to learn
concrete skills to change their communities. Her history is an example of the success of women living in poor,
remote and difficult environments. In fact, the Jordan Ministry of Environment is the authority that invites in the
country the Indian Barefoot College program to train women in Ruwaished villages, to install and maintain solar
energy plans, with the aim for them to access electricity. In this village, some families are still installed in tents
and other ones in very modest houses. The training and education program has been presented to the whole village.
Among them two women (Rafea and Umm Badr) accepted to travel to India to follow training courses. Rafea has
4 children (4 to 14 years old), Umm Badr has old children. One the latter will serve as their chaperon when
travelling to India. This is due to tradition which impedes women to travel alone and obliges them to travel with
one of man of the family. Rafea takes care alone of her children, her husband has another family with which he
stays most of the time. She takes care also of her mother which lives with her in the tent. The husband of Umm
Badr is less traditionalistic and more open minded than Rafea’s one -who ask his wife to stop learning by threaten
her to take her children and place them in other families as housekeepers. Negotiation of traditions and rebellion
are then observed by the evolution of Rafea. Her successfully continues her training and obtains the solar energy
engineer diploma together with Umm Badr. The first solar energy association is thereafter installed by the Jordan
Ministry of Environment Ministry in the country. Umm Badr is installed as the director and Rafea as the training
coordinator of this association. Note that, Abou Badr (Umm Badr’s husband) who keeps on encouraging his wife
is nominated as the president of the association.

3

https://topdocumentaryfilms.com/solar-mams/
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Figure 5. Illustration of the influence tradition, conflict on women conditions’ life (Solar Mama Vidéo3)

Figure 6. Illustration of the influence of development tools on the evolution of women conditions’ life (Solar Mama
Vidéo3)

This is done to keep tradition respected which prevent women from leading alone. It is therefore important to
observe the role of the delegate from the Ministry of the Environment and of Abou Badr – both play a key role in
the negotiations with Rafea’s husband. The latter actually believes that “women cannot decide by themselves”
when Rafea decides to travel again to India and continue her training. He even tells her: “you start to decide by
yourself, I do not agree”. Since the training completed and back home, Rafea’s life has changed. She now lives in
a house, she has connected it to a solar and independent source of electricity. She is even presenting this
development to other women in the village. This has a critical impact on improving the inhabitants living
conditions. In this development program dedicated to women, the three analysis points are witnessed: poverty,
tradition and conflict. The impact of a development tool (the Barefoot College Program in our example) is
analyzed. Evolution of women’s life conditions is clearly shown and its influence on the village conditions.
Changes of old traditions are also observed. MASK history and genealogy models are used to emphasize key
points behind this type of life development (Error! Reference source not found. and 0). These models are
defined manually by analyzing the history. First of all, we identify objectives of the history the points of view
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identified in section 4.3: Poverty and Tradition. Influence between events related to these points of views are then
extracted. In Genealogy model, the impact development tool (Barfoot College Program) are analyzed in order to
put on positive and negative influence of women conditions for the success of this type of development tool and
the influence of this tool in women life. Development tools stakeholders could actually use the specific points in
order to implement successful programs. Failing conditions are therefore shown for this aim. For instance,
“starting by respecting traditions, using traditions to negotiate rebellion, exploiting government strategies, … in
order to install changes in an environment”.

Figure 7. History model of Solar Mamas’ development program

These models show the importance of life conditions and sharing stories to influence tradition changes and women
rights evolution. This work is still at its beginning, we aim at studying other women’s life stories and identifying
main success’ key points to potentially transform them in learning tools in different contexts and environments.

Figure 8. Genealogy model of Solar Mama’s development program
CONCLUSION

Domination systems of men over women are all the more pernicious and harsher that are behind some Intergrism
organizations and traditional education systems. Women are still considered as slave for the men as same as in
some traditional societies and evolving ones. Women aggression and harassing are more and more observed in
our society that pretend the respect of women rights. Showing the real face of these slavery conditions life will
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push women to be aware about some traditional societies. By putting on the main criteria behind these societies
can help women to be aware about the consequence of their engagements. Buy comparing two type of conditions
life (regression and progression), we observe same human objectives: family stability, tending for better life,
traditional references weight and the role of the man in this tradition, even in pretending human rights education
systems.
The main objective of our studies is developed models that support learning from witness stories in order to
enhance women life development. This paper presents first results of the exploration of women stories and
modelling by using some techniques of knowledge management method. Narration styles works will be studied
in order to define witness learning support showing reasons of women success. These techniques can help as same
development organizations to consider these reasons in order to adapt their tools as in women education.
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ABSTRACT

New crisis response and management approaches that incorporate the latest information technologies are essential
in all phases of emergency preparedness and response, including the planning, response, recovery, and assessment
phases. Accurate and timely information is as crucial as is rapid and coherent coordination among the responding
organizations. We are working towards a multi-pronged emergency response tool that provide stakeholders timely
access to comprehensive, relevant, and reliable information. The faster emergency personnel are able to analyze,
disseminate and act on key information, the more effective and timelier their response will be and the greater the
benefit to affected populations. Our tool consists of encoding multiple layers of open source geospatial data
including flood risk location, road network strength, inundation maps that proxy inland flooding and computer
vision semantic segmentation for estimating flooded areas and damaged infrastructure. These data layers are
combined and used as input data for machine learning algorithms such as finding the best evacuation routes before,
during and after an emergency or providing a list of available lodging for first responders in an impacted area for
first. Even though our system could be used in a number of use cases where people are forced from one location
to another, we demonstrate the feasibility of our system for the use case of Hurricane Florence in Lumberton, a
town of 21,000 inhabitants that is 79 miles northwest of Wilmington, North Carolina.
Keywords

Emergency Management, Semantic Segmentation, Inland Flood Modeling, Route Optimization.
INTRODUCTION

There is a need for a multi-pronged crisis planning and response system that incorporates several ways to layer,
encode and visualize relevant information and improve human decision-making (Van de Walle, 2007). We
propose a multi-pronged artificial intelligence (AI) emergency tool to improve a community’s resilience to natural
disasters such as hurricanes, wild fires, earthquakes and other types of emergencies or crisis events. As the
magnitude and impact of emergencies continues to increase, having tools to speed human decision-making is
1
2
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critical. In the age of big data and AI, emergency management personnel can benefit from using multiple data
sources and visualizations to improve their decisions in a crisis context. AI provides mechanisms to process this
large amount of data at speed which gives users reliable information more quickly, which in turn can accelerate
emergency planning and response. Our tool improves a community’s resilience in times of crisis. Community
resilience is defined as “the ability to adapt through the redevelopment of the community in ways that reflect the
community’s values, and goals, and its evolving understanding of external forces with which it must contend”.
By encoding input data from a variety of sources, including post-event damages from automated overhead images,
an accurate assessment of infrastructure damages can be made. All of these heterogeneous data layers work
together for a more accurate risk assessment. In this work we have focused on building tools for hurricane disaster
response though our approach could be re-purposed or expanded to other emergency events or use cases with
minimal structural changes.
In particular, Hurricane Florence is the wettest tropical cyclone on record in the Carolinas and made landfall
September 18, 2018 (Florence, 2018). According to the U.S. Geological Survey (USGS), most of the damage
caused in Lumberton and other areas in the Carolinas during Hurricane Florence were due to inland freshwater
flooding. The Lumber River runs through the city and crested twice at over 20 feet, well above the flood stage of
13 feet. The water flooded the city, highways and surrounding rural areas. More than 500 people were evacuated
and more than 500 structures were damaged. Accounting for the uptick in more frequent inland flooding is a
critical consideration in a modern, effective emergency ecosystem.
In this work we give an update of our current AI-driven emergency management tool with focus on adding and
using additional data layers and techniques. Our tool uses automated image analysis and inland flood modeling to
produce a system that augments human decision-making for faster and accurate evacuation routing before, during
and after crisis events, and has a feature to populate a list of lodging options in the affected area given the current
observed conditions. Though our work has not been deployed to real users in an emergency communication
context and is not introducing new algorithms, we feel its scientific contribution is to add relevant information to
maps prior to, during and after a natural disaster to augment human decision-making.
RELATED WORK

Inspired by previous work, we have built a tool that uses AI to encode several layers of data, has a user-centered
design framework to drive technical requirements and uses a shortest route Dijkstra machine learning algorithm
to improve route planning and communication before, during and after natural hazards. (Hilljegerdes, 2019) uses
agent-based modeling to calculate the shortest walking distance of evacuees to shelters prior to a hurricane.
(Zachry, 2015) describes a SLOSH model that provides probabilistic coastal storm surge model forecasts using a
sampling of meteorological forecasts. The National Water Model (NWM) provides coastal flooding information
but was not operational following Hurricane Florence in 2018 and does not model inland flooding (US Geological
Survey Flood Inundation Map Program). We also leveraged previous efforts to provide a method of translating
aerial image data into segmented and classified objects such as buildings and roads using semantic segmentation
computer vision techniques. Similar techniques have also been proposed to exploit satellite imagery to find a
variety of features such as buildings and roads (Prasad, 2016, Wurm, 2019, Bosch, 2019). None of the research
to date combines inland inundation modeling with computer vision semantic segmentation data layers to be near
real-time inputs for autonomous decision-making (such as route evacuation calculations with machine learning
algorithms) in a crisis scenario.
THE EMERGENCY RESPONSE TOOL

As shown in figure 1, a crisis or emergency event causes more uncertainty and more frequent communications.
Our multi-pronged emergency tool combines several techniques to reduce uncertainty, improve communication
and yields actionable insights from the data. We believe that combining several components such as inundation
level mapping and computer vision semantic segmentation and using them as inputs for calculating and displaying
the optimal evacuation route is a novel approach to create actionable information from data. As shown in figure
2, the five heterogeneous input data sources include Digital Elevation Model (DEM) land topography data,
semantic segmentation flood data, Open Street Map geospatial information (GIS) data, shelter location GIS data
and RoadNet GIS data. The input data sources are encoded using R software and then road flooding information
is provided to the user. The road flooding information shows which roads are flooded in a given area and form
the hazard risk for road analysis. After the input data is encoded, the information from that data can help a user
with a risk assessment which could include hazard risk for the roads, area and population. The risk assessment
layer of our emergency system output a display of damaged and non-damaged roads, which can augment human
decision-making and speed up decision-making time. Our tool increases a community’s resilience to natural
disasters and other types of emergencies, as well as improves emergency management personnel’s response by
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giving them the right information at the right time. Our tool can therefore improve overall resiliency to emergency
events by improving decision-making under uncertainty. In this section we describe our main components:
inundation maps, semantic segmentation for flooding detection, and the AI-driven front-end interface for routing
and lodging recommendation.

Figure 1. Effects of Emergencies

Figure 2. Components of the Emergency System
Inundation Maps

The first component of our holistic emergency resilience AI tool is a custom-made inundation map. According to
the USGS, a flood inundation map "shows where flooding may occur over a range of water levels in the
community’s local stream or river" (USGS Flood Inundation Map Program, 2018). Existing models focus on
coastal rather than inland flooding to show communities where flooding is likely to occur. Additionally, the
National Oceanic and Atmospheric Administration (NOAA) National Hurricane Center provides output from the
Sea, Lakes and Overland Surges from Hurricanes otherwise known as a SLOSH model (Zachry, 2015). The
SLOSH model includes the effects of hurricane winds along the coast but it does not include the effects of
precipitation on land from the prolonged extreme rains during a hurricane such as Hurricane Florence. The SLOSH
model is inadequate to determine inland flooding so more complex NOAA National Water Models are the closest
operational approximation data (USGS Digital Elevation Models, 2018). Version 1.2 (March 2018) of the NWM
currently predicts stream flow for the United States, but operational inundation maps for inland flooding across
the entire continental U.S. are still being tested. The NWM lacks post-disaster verified road flooding data. Since
operational inundation maps were not available for Hurricane Florence in 2018, we used USGS Digital Elevation
Models (DEMs) as a proxy. Even when Version 1.3 of the NWM becomes available, it will lack information on
actual conditions of the roads and structures post-emergency (Carswell, 2005). Low lying areas in the DEM have
spatial characteristics that determine the structure in inundation maps as shown in figure 3. The gray area inside
the red boundary is the area that is not flooded. The information from the inundation map can be used as input
data for the evacuation route calculation that will be described later. In addition to input for the evacuation route
calculation, the inundation data could determine which hotels are not in the flood zone for evacuees or response
personnel coming to the affected area to assist in recovery efforts.
Semantic Segmentation for Flooding Detection

The next component of our tool applies semantic segmentation, a computer vision (CV) technique which adds
near real-time overhead imagery information (McInness, 2018). We use publicly available data from the National
Oceanic and Atmospheric Administration (NOAA)’s Remote Sensing Division, which displays city and streetlevel images of Lumberton, NC as mosaic tile images. We used semantic segmentation to classify the images after
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Hurricane Florence at the pixel level into the categories of interest such as water, infrastructure and buildings
(Ishida, 2019 Kahn, 2019, Prasad, 2019, Wurm, 2019, Van Etten, 2018). Semantic segmentation can be used to
identify a wide variety of classes or features, such as roads, trees, and buildings. In our current work we used UNet to produce segmentation maps that identify the water / flooded segments (Ronnenburger, 2015) among other
features. U-Nets are a specific neural network architecture that can learn from the data to identify features of
interest at the pixel level by leveraging multiple feature map resolutions. In our Figure 4 example, blue regions
on the segmented image represent pixels classified as water segments on the map. For the purposes of routing, we
assumed that if the algorithm has detected any amount of water on a road; that road would be made inaccessible
by flooding.

Figure 3. (Left) Inundation map based on topography and digital elevation map. Non-shaded area is predicted to be
flooded. (Right) list of available lodging options given the flooding model.

Figure 4. Flood Mapping Before and After Hurricane Florence using Semantic Segmentation

Whereas pixel-level classification of an image is a laborious and time-consuming task for human analysts, we
quickly and inexpensively created maps of the affected area after Hurricane Florence in Lumberton, NC using
semantic segmentation. For practical disaster response, CV can be applied to the maps. Using aircraft to obtain
near real-time imagery and computer vision techniques produces near-real-time inundation maps. The only
limitation is the availability of visible and radar images after the emergency event has happened. The images used
for the analysis have such a high resolution that the speed for data ingestion and processing would be extremely
laborious for human analysts. The computer vision model substantially accelerated that effort. Both the SLOSH
information and the products from the image analysis become input for the route calculation algorithm. This
segmentation information can be used in a manner as described above to identify hotels or evacuation shelters not
lying in the flood zone (Figure 3).
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Figure 5. Route Mapping Calculation of Lumberton, NC
AI-driven and User-Centered Front-End Visual Interface

Now that there is transformed data about road flooding following Hurricane Florence from the inundation map
and semantic segmentation, this data can be used as input data with a machine learning algorithm to calculate the
shortest route from unsafe origination to a different safer destination. The AI augmentation tool combines usercentered design principles with transformed open street map data and road network strengths to calculate the
shortest path calculations using any number of machine learning algorithms, including the Dijkstra algorithm.
Building locations are necessary inputs to calculate evacuation routes. The building geometries we used for the
routing component in prior research were extracted using (Open Street Maps Overpass API, 2019). However,
certain areas – such as the affected area of Lumberton, NC - do not have well represented data in OSM. For these
areas, we depend on the Google Maps page for the building data. In this situation, our approach is to search for
the region of interest in Google Maps, zoom into the map at a depth of at least 17 (the minimum zoom level to
observe building features), and then computationally extract the locations of the building by using the RGB values
associated with the building and road features (241,241,241). The resulting geometries provide us with accurate
information about the location of each building.
The novelty of that AI augmentation component is that it takes a collection of data layers, including computer
vision-derived products and provides a crucial visual user interface to present the information to emergency
personnel. Unlike existing GPS maps, our interface provides another more in-depth layer of information about
locations (i.e. - a building is a hurricane shelter). This component highlights and communicates the safest
evacuation route from a user-selected origination point to a safer end point and can be used before, during or after
the natural hazard happens. This framework uses a human-centered design to drive technical requirements for a
decision-maker responsible for emergency communications. A secondary functionality of the tool is to provide a
list of available lodging options given the latest flooding maps produced by the computer vision model. Available
lodging can then be incorporated into the routing framework as additional safer destinations.
A user needs to perform three distinct actions, or clicks in order to find the best route to safety. In this iteration of
the mapping user interface, we added a gray button with the emergency name in the top right corner. First, a user
clicks on the gray Florence button and actual flood data from Hurricane Florence from the inundation map and
semantic segmentation is loaded on top of existing data as an additional information layer. As seen in figure 5,
then a user can click on the yellow building on Peterson Drive near Peterson’s Toyota, which is their origination
point. Next, a user clicks on their preferred destination or shelter building, shown as Lumberton High School with
a purple leaflet on the map north of the Aldi Grocery Store. After the user completes these three interactions with
the map, the shortest path is calculated based on road network strength described in previous research. The yellow
highlighted route is the recommended route the user should take to get to a safe destination or evacuation shelter.
In this use case, a user exits their building, proceeds South on Fayetteville Road past Farringdom Street, then
proceeds west on Kensington Street arriving at the evacuation shelter. If a route is closed due to flooding or other
circumstances, that segment can be deleted and a backup evacuation route is calculated.
FUTURE WORK

Future iterations of the system will include applying design framework improvements for another User Type - the
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Evacuee. The Evacuee might have slightly different usability and technical requirements than emergency
personnel and therefore potentially need a different design framework. Further usability studies may reveal other
additional features that would be helpful for both user types such as labeling text or simple word instructions in
multiple languages within the tool. We need to investigate how to update the map in near-real time during the
various phases of the natural hazard. Furthermore, there are common infrastructure challenges such as lack of
electricity and Internet that will affect successful implementation of the tool at scale. The next iteration of a visual
tool might include additional offline features that could be used in the event of these common infrastructure
challenges or other features that ingest data about an event based on a mobile device’s location and suggest actions
for the user.
We might want to consider additional considerations for the evacuation, hazard and recovery phases of an
emergency that are not currently included. Future work will include additional data that addresses the hazard risk
faced by populations in an emergency context, as well as including other spatial data that captures other hydrological features, road incline and other spatio-temporal vehicle traffic data. We also feel our work could be used
for a variety of other use cases specific to other types of natural hazard or emergency situations where people or
things are forced to move from one location to a different destination. There may additionally be other use cases
outside of the domain of humanitarian logistics such as city planning when construction closes certain portions of
roads or where users want multiple layers of information about a location in the same place on a map. Additionally,
we would want to deploy this system prior to, during and after a disaster event to evaluate its effectiveness,
responsiveness and the user experience with it.
CONCLUSION

Artificial Intelligence is being used to solve complex problems in both the corporate and private sectors. In this
work we use it for social good with an emphasis on combining AI Augmentation technology with other
components of planning and relief efforts in humanitarian logistics. Our emergency tool can be used in the context
of managing risks in crisis and emergencies and can be used by different types of users to plan for natural hazards
and communicate evacuation scenarios to improve resilience. Our tool is one example of how technology can
reduce human loss risk in the context of humanitarian logistics, and also how machines can be used in times of
great need to augment human decision-making capabilities. We believe there is still much more that can be done
with this technology but this is an initial step to help and improve human lives.
Our tool combines inundation maps and semantic segmentation to improve information given to emergency
personnel before, during and after Hurricane Florence. This information can augment human decision-making
and reduce the uncertainty created in emergency contexts. Improved decision-making increases community
resilience before, during and after an emergency. By combining transformed layers of heterogeneous data with
hydro-logical inundation models and computer vision semantic segmentation, our system provides emergency
response personnel and other stakeholders with timely access to relevant, comprehensive and reliable information.
Data on road flooding and other infrastructure damage related to the emergency event is automatically loaded into
the route analysis machine learning algorithm to provide a fast, near-real-time data source to inform disaster
response and communications. We demonstrate the feasibility of our system after Hurricane Florence in
September 2018 for the city of Lumberton, NC. Our current system can improve route planning, and allow
emergency personnel to initiate contingency plans by providing near real-time infrastructure-damage assessments.
We focus on safety and assisting people in already chaotic situations by emphasizing AI capabilities to learn and
redirect people as terrain may change during a natural hazard.
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ABSTRACT

The adoption of Artificial Intelligence (AI) technologies across various real-world applications for human
performance augmentation demonstrates an unprecedented opportunity for emergency management. However,
the current exploration of AI technologies such as computer vision and natural language processing is highly
focused on emergency response and less investigated for the preparedness and mitigation phases. The training
exercises for emergency services are critical to preparing responders to perform effectively in the real-world,
providing a venue to leverage AI technologies. In this paper, we demonstrate an application of AI to address the
challenges in augmenting the performance of instructors or trainers in such training exercises in real-time, with
the explicit aim of reducing cognitive overload in extracting relevant knowledge from the voluminous multimodal
data including video recordings and IoT sensor streams. We present an AI-infused system design for multimodal
stream analytics and lessons from its use during a regional training exercise for active violence events.
Keywords

Training Exercise, Emergency Preparedness, AI system, Learning Analytics, Responder Training.
INTRODUCTION

The recent years have shown the rapid and successful adoption of Artificial Intelligence (AI) techniques across
different processes and services of the private and public sectors (Wirtz, Weyerer, and Geyer, 2019). Examples
of such AI use-cases range from supporting human information processing in the customer services to real-time
information and knowledge management in the organizational workflows. A key driver for the recent interest in
such AI-infused information systems is the growing technological capabilities to collect a variety of data sources,
including physical sensing streams such as IoT sensors and drones, social and web streams such as microblogs
and news feeds, and so on. These data sources provide unprecedented access to big data during crises (Castillo,
2016), with redundant information in various modalities of data (e.g., text and videos). The significance of AI
technologies is recognized for their ability to help transform such big multimodal data into actionable knowledge
that could help diverse emergency management stakeholders.
There has been growing research interest in AI for emergency management, although the current focus on
designing AI-infused systems is heavily biased toward machine learning and natural language processing for
emergency response phase (e.g., AIDR system (Imran et al., 2014), CitizenHelper-adaptive system (Pandey and
Purohit, 2018)). Traditionally, researchers have shown different applications of AI technologies for emergency
management domain, such as multiagent systems for simulations (Dugdale et al., 2010), ontologies for intelligent
knowledge management (De Nicola, Melchiori, and Villani, 2019), and semantic data processing (Abel et al.,
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2012). There is a greater opportunity to exploit the AI technologies for all phases of emergency management,
from mitigation, preparedness, response, to recovery.
In this research, we focus on the emergency preparedness and mitigation phases, investigating the potential
application of the emerging AI technologies of computer vision and deep learning to address the challenges of
training and not response operation, toward the less explored space of learning analytics. This research study
complements the traditional focus of AI applications on simulation modeling for preparedness. We note that
response training is an essential component of the emergency services, especially those that may involve
interactions among different types of stakeholders. The collaborative work is an important part of the emergency
management profession (Saoutal, Cahier, and Matta, 2014). An Emergency response operation is a complex
environment that requires an incident response with multiple teams (e.g. fire and rescue teams, dispatch) to
efficiently and effectively carry out the required activities for the response mission. Simulation training and
emergency exercises provide a systematic experiential learning environment for the emergency management and
response personnel, to progress toward more efficient task coordination as well as effective communication
(Bannan et al., 2019). However, inefficient tools to assist the instructors in training simulation exercises and the
trainees may result in a less effective learning experience (Buck, Trainor, and Aguirre, 2006; Feese et al., 2013).
The traditional practice of the training instructors includes direct observation and radio-based audio
communication for collecting data on trainee behaviors and interactions and may not be as effective for largescale simulation exercises, especially with several exercise participant teams. The loss of valuable information
due to limited human resources for observations and human errors in the data collection limits the learning
feedback to an individual trainee and team during the training exercise debrief due to a variety of data-centric
limitations (Dubrow and Bannan, 2019). The incompleteness of the human-observed data can lead to the
inefficient extraction of behavioral knowledge from observed data for learning. The recent advancement in the
ability to sense and collect information through diverse multimodal data sources during the training exercises
could address our challenges of data-centric limitations (Purohit, Dubrow, and Bannan, 2019). Especially, video
streams through IP cameras, sensory information from wearable devices, as well as online microblog streams
from social web platforms present an opportunity to capture complementary and redundant information streams
for instructors during simulations and enhance debriefing sessions (Kranzfelder et al., 2011; Feese et al., 2013;
Dubrow et al., 2017). Prior research (Sawyer and Deering, 2013) indicates that the time when most learning occurs
during the training simulation exercises is the debriefing or after-action review session after a live simulation
training event, where the instructor and trainee responders reflect and discuss on their behavioral activities. Thus,
the capability of AI technologies to mine relevant behavioral events from the multimodal data streams and
integrate information from such unconventional sources at large-scale is invaluable. It has the potential to enrich
the information collected and analyzed for assisting the training instructors during debriefs (Bannan et al., 2019).
In this paper, we present a user-centered design of an AI-infused system for multimodal stream analytics to
augment the learning experience of trainees and assist instructors during the training debriefs through visual
presentation of relevant knowledge for learning feedback. We define training exercise as an event in which the
emergency service personnel simulate a real-life emergency response incident. The data coming from multiple
sensors deployed to capture exercise activities has varied modalities like videos, numbers, text, etc. that is referred
as multimodal data streams. The relevant information extracted from different data streams can assist instructors
in facilitating key pieces of information to provide enhanced trainee feedback through replaying targeted episodes
that are visualized through redundant data sources (e.g. video segments from IP cameras and signals from IoT
occupancy sensors, both presenting information of victims to be rescued in an area). Knowledge of multiple
behavioral events (e.g., time of inflection points of the meeting of responders and wounded victims/patients) can
be extracted from such data streams. The improved, integrated knowledge visualizations of the multimodal data
streams collected during a training exercise provide an improved awareness for reflection and experiential learning
for emergency service trainees during post-exercise debriefs.
In summary, the main contributions of this research are the following:
•

We design and develop an AI-infused system for scalable, real-time processing of multimodal data
streams during training exercises of emergency responders, to augment the learning experience of
trainees during training debriefs immediately after the exercises.

•

We demonstrate an application of the state-of-the-art AI techniques of computer vision for training
exercises, through a case study of the developed system for training debriefs during a full-scale training
exercise for an active violence event on a university campus.
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In the remainder of this paper, we first present the related works in the literature, followed by a theoretical
foundation to collect, process, and analyze multimodal data streams for an enhanced learning experience and
instructor feedback capabilities during training debriefs. We then present the system architecture for multimodal
stream processing, followed by a case study of employing the system during a training exercise and lessons
learned.
RELATED WORK

We discuss three areas of research relevant to this study on designing the AI-infused system for improving training
debriefs during emergency simulation exercises.
Emergency Services and Training Exercises.

Simulation training exercises are heavily utilized in the emergency management that ranges from tabletop
discussions to high-fidelity in-situ simulations (Buck, Trainor, and Aguirre, 2006). These different forms of
training are centered around specific types of team learning, coordination, and performance. Tabletop exercises
(TTX) are based on meetings without any operational activity and focus on helping the emergency managers plan
future response techniques such as damage assessment. Drill exercises focus on training for a single function
while functional exercises are more focused on the interactions between individuals, teams, and agencies when
responding to an event. Thus, for such training exercises, multimodal data collection of video and audio streams
can be valuable to study that can provide greater knowledge of the state of interactions at any point during training.
Lastly, the full-scale in-situ exercise type is a high-fidelity simulation that approximates the response to a real-life
emergency incident (California Hospital Association). While the full-scale exercises are the most realistic, they
also challenge training instructors to collect the most information from the full-scale exercise runs, due to a variety
of environmental factors such as noise, vision, and heavy equipment. Therefore, redundant information streams
captured by multimodal data collection methods are significant to collect, process, and analyze in real-time,
however, a major challenge is to process such multimodal data streams to extract knowledge for relevant behaviors
useful for the debrief sessions.
Multimodal Stream Analytics with Simulation and Training.

Prior research has demonstrated several applications of AI for stream analytics in different domains. For instance,
a variety of sensing methods, video surveillance, and audio communication technologies for data collection and
processing using cyber-physical systems are used in practice for the operations and training within the safetycritical applications in industries (Rajkumar et al., 2010). Similarly, the agent-based modeling, live-simulation
sensing, and virtual systems are practiced in the military training exercises, while leveraging the video and sensor
data streams for operational training purposes that require streaming data analytics (Buller et al., 2010). Likewise,
in the aviation domain, extensive use of simulation and training leverage audio communication and sensor data
streams to study team behavior and reflect on training processes. Similarly, open-source intelligence methods
used for modern surveillance and monitoring systems have extensively collected, mined, and integrated
information from open multimodal streams (Glassman and Kang, 2012). The above-mentioned illustrations of
streaming data analytics across different domains motivate our research to design a system for assisting training
instructors of emergency services during full-scale, live-simulation exercises, with an ability to collect, process
and analyze multiple data streams. Extracting and integrating relevant information from these multimodal streams
for behavioral events during a training exercise requires AI techniques for large-scale automated processing in
real-time.
AI Systems for Disaster Management.

There exist several efforts in the last two decades to develop information systems to assist emergency management
for real-time analytics, although heavily biased toward emergency response. While such systems for AI-infused
stream analytics in real-time incorporate multiple data sources, they often focus on different modalities to study a
specific type of disaster event for response (e.g., Twitcident (Abel et al., 2012), CrisisTracker (Rogstadius et al.,
2013), AIDR (Imran et al., 2014), Twitris (Sheth et al., 2014), CitizenHelper-Adaptive (Pandey and Purohit,
2018)). Most of these systems rely on the prebuilt machine learning models for data analytics that are based on
the datasets from prior disaster events to train and adapt for the current event with the incoming data, to provide
a real-time analytical system. To address the scarcity challenge of labeled data for training and updating the current
model, researchers have used transfer learning or domain adaptation methods, in addition to active learning
methods that enable expert feedback to revise the prebuilt models (e.g., CitizenHelper-Adaptive (Pandey and
Purohit, 2018)). However, majority of these systems have two limitations. First, these are primarily focused on
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processing social and web data streams, and second, the focus on extracting relevant behaviors from the data
streams is biased toward extracting intelligence to assist response operations, such as informative images with
damage infrastructure information (Alam et al., 2018). In contrast, this research focuses on designing AI-infused
system with machine learning models focused on real-time multimodal analytics for extracting relevant
knowledge, which helps augment the learning experience and the debrief discussions of first responder training
exercises.
THEORETICAL REASONING FOR ENABLING ENHANCED LEARNING AND TRAINING EXPERIENCE WITH
MULTIMODAL ANALYTICS

This section describes our three theoretical motivations to create a foundation of the design of AI-infused system
for multimodal analytics, which could help training instructors in providing enhanced learning experience to
emergency service trainees.
First, prior research in learning sciences and cognitive psychology has shown that many professionals have
difficulty reasoning about complex systems due to the unpredictability of multiple interacting elements that tax
working memory (Funke, Fischer and Holt, 2018). Further, events at one level of the system (e.g., individual
actions) can have unexpected consequences at another level (e.g., team and multiteam systems) (Wilkerson-Jerde
and Wilensky, 2015). In the complex socio-technical system of emergency management training, therefore, our
first design goal is to facilitate a systematic approach to seamlessly collect data of all states of training activity
through multimodal sources and efficiently process data for relevant patterns (AI technologies have an important
role to play in identifying patterns from large-scale streams) to assist the debriefing session.
Second, another important theoretical consideration is to understand why to conduct multimodal data analytics,
at which stages, and for whom. Research has shown that learning through reflection on action in a simulated
environment or live experience can enrich the source of objective information, which contributes to effective
feedback from the situation (Jenvald and Morin, 2004). Debriefing sessions after a training exercise provides the
opportunity for reflection on action. Although, discussion alone in the debrief may not be enough to enhance
learning, but rather an ability to visualize targeted replay information can enrich reflection in providing relevant
details immediately following the exercise. Furthermore, prior research (Ayers and Cierniak, 2012) has shown
that integrated information is more effective for learning especially if the individual components of information
are found to be less intelligible in isolation, or hard to interpret for any meaningful analysis. Instead, a strategic
information integration approach that avoids the split attention effect can lead to a more intuitive processing of
relevant information for enhanced learning (Chen, Woolcott, and Sweller, 2017). Thus, our system design goal is
to save time in providing relevant knowledge for learning feedback to instructors for trainee debriefs, with
appropriate redundancy from multiple data streams that can be captured in the integrated knowledge and
visualized for enhanced feedback.
Lastly, prior research on the design expectations of the first responders suggests that the responders wish to gain
an overall picture or mental model of the incident, which can be quickly inferred through information processing
of various available data sources. For instance, in a fire incident exercise, it is valuable for a commander to gain
information about the structure of the building, location, number of victims, and any hazardous materials on-site
immediately (Xiaodong, et al., 2004). This research study from the field studies notes the key factors essential to
address the technology design for relevant knowledge extraction for emergency managers as follows: a.)
accountability of resources and personnel that are critical to the management and coordination of response activity,
b.) assessment of the situation through multiple sources of information while avoiding information overload, and
c.) resource allocation for incident commanders that is essential for situational awareness.
In summary, the desired system should aim to save time for the efficient knowledge extraction from multiple,
redundant data streams for quick visualization of relevant behavioral events for debriefing feedback. This
approach allows trainees and instructors to browse content from multiple streams on the same visual dashboard
and learn. The systems should also reduce effort, by seamlessly collecting, analyzing, and frequently integrating
knowledge from the common information streams and eliminating the need for instructors to check several
dashboards for providing different feedback. Finally, the system should facilitate scalable monitoring of trainee
learning by allowing more instructor roles to access the same dashboard views.
CITIZENHELPER-TRAINING SYSTEM DESIGN

We utilized a user-centered design approach (Wallach and Scholz, 2012) to ideate, refine, and execute the design
of a multimodal stream analytics system, to support the training of emergency services. In the following, we first
go through the multimodal data collection pipeline, followed by machine learning (AI) models for data processing
and finally, visualizing the results to gain meaningful knowledge out of the multimodal data.
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Figure 1: System architecture for multimodal stream analytics.

Our overall system has 4 major components as shown in figure 1:
a.) Data Collection from multimodal data sources,
b.) Advanced Data Computation,
c.) Cloud Metadata Storage for storing the resulting pattern metadata from the previous component, and finally,
d.) Visualization Dashboard, which helps to interact with the knowledge embedded in the metadata of the
computed results from the multimodal data streams.
We describe each component in the following.
Multimodal Data Collection

This module of the CitizenHelper-training facilitates the collection and storage of multimodal data streams.
During a training exercise, one can collect data from different sensing sources. These sensing technologies
including wearables can be either static at certain locations such as IP cameras, occupancy sensors on walls, etc.,
or dynamic like drone devices, IoT sensors, etc. tied to a first responder or other exercise participants, such as
patients or victims. During an exercise, we collect data from all the sensing devices at the same time and store it
in a database for further processing in the Advanced Data Computation component.
Advanced Data Computation

In this component, all the collected semi-structured data from multimodal data sources are filtered to extract the
knowledge and output semantically structured metadata. Different steps are taken to obtain knowledge from the
raw data source. We explain each component that is present in this module with an example of a video data stream
input for better understanding.
Data Preprocessing and Event Detection

The first step of the Advanced Data Computation includes data preprocessing. In this approach, we try to identify
the events of our interests in the raw data that have been collected from different data sources. An event can be
defined as the change of signals from the stable state of the collected sensory data. During an activity, there can
be multiple possibilities of occurrence of events and each event may contain information that can be interpreted
as knowledge by the targeted user (training instructor).
For instance, in the case of video streams coming from a fixed IP camera during a training exercise, a sudden
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increase in the intensity of the person objects present in the background could indicate the possibility of the
beginning of an event. Although we would have data streams for the entire duration of the exercise since the time
the IP camera was active, the real information can be present only when there is a fairly large disturbance in the
normal influx of data (in this case, the sudden change in the content of video frames). Hence, our data
preprocessing step includes the detection process for the times when an event has occurred and conveys that
information to the next component for information filtering.
AI Engine

The next component of our Advanced Data Computation module is the machine learning algorithm that drives
the knowledge from the preprocessed raw sensory data. We call this an AI Engine. There are two sub-components
of the AI Engine: Training & Fine-tuning and Detection & Recognition. We will go through each sub-component
to better explain the working of an AI Engine.
1.

Training and Fine-tuning
To extract knowledge and insights from the event data, we need a robust machine learning model trained
for the relevant knowledge patterns. But since we only have a limited amount of data from an ongoing
or past training scenario, it is hard to create a robust machine learning model, as discussed earlier in the
related work. Hence, we use the transfer learning and domain adaptation techniques to leverage the model
already trained with a huge number of generic datasets (e.g., ImageNet (Deng et al., 2009) knowledge
base with person objects). Finally, we fine-tune the pre-trained generic robust model on a small but
relevant dataset (e.g., person objects of type firefighter for images/videos) of prior training scenarios to
make the final trained model.

2.

Detection and Recognition
Once we have the robust model from transfer learning with acceptable performance on the small dataset
relevant to a new exercise scenario, we use that model to filter targeted information by detecting and
recognizing semantically relevant objects from the input event data. Furthermore, once the first pass of
information filtering is done, we further analyze the data to extract more in-depth information that can
be useful to generate knowledge for the training exercise.

Cloud-based Metadata Storage

Once we have identified interesting patterns of relevant target objects out of the large event-centric data windows
of sensory data streams, we store it in the cloud database, such as Elasticsearch database. The reason to store this
information on the cloud is for faster processing for interactive visualization. Databases like Elasticsearch uses
the indexing technique, which is very efficient in getting search results in real-time.
Visualization

Once the filtered information of relevant pattern metadata is stored in the cloud in the Elasticsearch database, we
use the Kibana interface to visualize different time series patterns to gain knowledge. The reason to use Kibana
was its easier integration with the Elasticsearch database (also, Kibana is provided by the creators of
ElasticSearch), which gives benefits in handling different frontend interface changes and filters efficiently as the
user browses the dashboard interface in real-time. We used a hierarchal visualization approach for the dashboard
interface, in which as we go down on the interface, each visualization widget unpacks very specific information
to share knowledge. In this way, a trainee or instructor can follow a guided explanation of the relevant knowledge
one step at a time for discussion during debrief (example provided in the case study with Figure 3).
ILLUSTRATIVE CASE STUDY

We first describe the scenario of the simulation training and then, the system implementation and deployment.
Training Scenario

We staged an active violence incident (AVI) mass casualty live simulation exercise occurring in a large arena at
a university campus in the mid-Atlantic region of the U.S. Local fire, EMS and law enforcement first responders
participated the simulation-based multiteam training activity exercise to help better understand how these
technology systems can be used to enhance public safety and response effectiveness in emergency situations. This
scenario is part of continued research into smart building and smart first responder technology systems that can
help first responders save lives and improve public safety. This user experience design effort brought together
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leading innovators and researchers in artificial intelligence, learning science in the smart building/Internet of
things/smart first responder space to address mission-critical issues identified by emergency services and law
enforcement agencies.
Approximately 70 first responders, law enforcement personnel and volunteers participated in the simulated active
shooter scenario. Technologies tested included sensors and displays designed to improve the operational and
energy efficiency of the arena. Should an emergency occur these same videos and sensors can be available to help
responders more rapidly determine the location and type of emergency, help find victims more quickly and,
ultimately, save lives. The goals of the training simulation debrief after different scenario runs included the
questions related to specific events of interest, such as what was the time between the response dispatch to the
time of the neutralization of the shooter, time of interaction between the responders and victims or patients, etc.
We collected a set of such relevant questions for debriefing discussion and in-depth analysis via our prior
engagement with the regional first responder training exercise planners.
Implementing CitizenHelper-training Prototype

Figure 2: Citizen-Helper training system prototype implemented for video data during a simulation of an active
shooting emergency response exercise.

For this case study and demonstrating the role of AI technologies for multimodal analytics, we have specifically
focused on IP camera sensors, which provided video streams to understand the behavior patterns of different
category of person roles (actors) who participated in the training scenario. We describe the implementation of
each component of the CitizenHelper-training system in the following. The specific workflow of our system
implementation can be seen in Figure 2 and the final visualization dashboard can be seen in Figure 3.
Data Source

We set-up static IP cameras at different locations of the training site in the arena, which collected the video streams
throughout the training simulation exercise runs. For each IP camera that has been set up, we analyze its captured
video stream based on the proposed system architecture.
Data Collection and storage

Since the data from the IP camera are being generated continuously, our first task is to identify the start of an
event. Since this training exercise was a planned scenario, we fixed the start and end time of the exercise and
collected the video streams for only that duration. The frame rate of our installed camera was around 15 frames
per second, but for simplicity, we only took one frame per second to capture and extract the knowledge with
minimal information loss. We also resize the frame images to 224x224, since that is the required size for our AI
engine (machine learning model) and in this way, we optimize the space complexity. We store those images on
the server for further processing.
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Advanced Data Computation

Our primary task of analytics for this exercise was to identify different actors who participated in the emergency
response scenario and annotate them to one of the categories based on their role: Patient, Responder, Observer, or
Others. This automated annotation produced semantic metadata of relevant training actors over time, which
enables the visualization for relevant knowledge for discussion during debriefs. To do this task, we have
performed people detection using a pre-trained model followed by training and fine-tuning recognition model as
explained below.
1.

People (Actor) Detection
Our biggest challenge with training a people detection module was the lack of data. Hence, as discussed
in the system design, we used a transfer learning technique to conduct model training and fine-tuning.
We utilized pretrained FasterRCNN (Region-based Convolutional Neural Network) (Ren et al., 2015) to
detect people or actors in the training exercise. The adapted FasterRCNN model has a deep learningbased architecture of an Inception V2 model (Szegedy et al., 2016) and trained with the MS Coco dataset
(Lin et al., 2014). Coco is an extensive general image corpus that has over 200k images with 1.5 million
object instances over 80 image categories. "Person" is also one of the categories of the Coco dataset. This
is the key reason for choosing the model, as it can represent a generic structure of the people’s images
very effectively. Hence, with the trained FasterRCNN model, we detect different actors from the video
streams during the time of an event. We store this information to recognize and tag different actors next.

2.

Actor Recognition and Tagging
This step classifies different actors into different categories based on their role. This was a hard problem
as in video frames (images), there are very few differentiable cues in the detected actors to generate a
robust recognition model. Hence, we decided to fine-tune a pre-trained image recognition model. For
this implementation, we have fine-tuned a pretrained MobileNet (Howard et al., 2017) to detect different
types of actors from patients to victims based on their poses. MobileNet is the simpler deep neural
network models that are much faster than the traditional big deep models, but without losing much
efficiency. The reason we have used a smaller and much faster model to classify different actors was to
make the overall AI engine near real-time. Also, since we were testing our implementation in a controlled
environment, we believe that even a smaller model can achieve better results. Also, there is less chance
for the presence of an actor that can be an anomaly in the data. Hence, to fine-tune the data, first, we
have annotated the actors detected by the FasterRCNN model on video data from the past training
exercises to any of the categories of different actors. We use this weakly-labeled dataset to fine-tune the
MobileNet model. We first make all layers except the last layers untrainable so that it can retain the
trained weights to capture the generic information of the images (actors in this case). We make the last
layer before SoftMax trainable, which will learn the differentiable patterns for different actors in the
training set. Once we have the fine-tuned model ready, we use that model to recognize every actor in the
current exercise. The actor recognition in a video stream gives more specific information in the exercise
for more in-depth knowledge of an event, and thus, contribute significantly to the debrief discussions, as
we learned from the first responders during the training exercise.

Visualization, Interaction, and User Study

We used the combination of ElasticSearch (ES) and Kibana for storing the metadata as well as creating the
dashboard interface for visualization of relevant patterns, with an interactive interface for the targeted users.
Hence, after storing the information provided by the AI engine in the ES database, we created different
visualizations to extract knowledge from the data for training. Each visualization is in the order of providing
generic to in-depth information for learning and debriefs discussions, as shown in Figure 3. We describe each
component of our visualization below.
1.

Number of roles at a time: This line chart describes the intensity of actors of different roles at each
interval of time who were present near the specific location of a given IP camera. This gives us the idea
about the time in which there is a burst in actor occupancy that may signal a possible event of interest
for the responder teams. This type of visualization helps the trainers when and which camera to look at
during an exercise.

2.

Distribution of Responders and Patients over time: This area chart informs us about the number of
responders versus patients that were present in the vicinity area of the camera. This helps the trainer to
compare at what place there was a necessity of responders when the patients were more. Moreover, it
also warns about the places where there was an unusually large number of responders present than the
required based on the number of patients to treat.
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Time for Responder to Neutralize Shooter and Time for Responders to Rescue Patients: This visualization
conveys more specific information based on the analysis of the video streams of the entire event. It is
very important information for the trainees and instructor, as time is a key factor to consider during this
kind of active shooting response event. Also, it is actually very hard to infer this information by just
looking at the video or any other multimodal data stream. Hence, we have used two different types of
visualization: Gauge Meter, which is easy to visualize and total seconds, which can help in more in-depth
analysis.

Based on this type of visualization interface, trainees can better learn the insights explained by the training
instructor that would not be impossible in a short amount of time if they try to interpret everything just by looking
at the video or other multimodal data streams during the debrief session. The visual interface can also help the
trainees to not get distracted and overloaded with other information that is contained in the video streams but is
not necessary during an event for learning.

Figure 3. System dashboard from a simulation exercise run. From top, the first widget shows the time series data of
the occurrence of all identified person roles from the AI engine, followed by the second widget with temporal
distribution of specific roles of interest for debriefs discussion in the vicinity of a camera location, and similarly, the
widgets below showing the metrics of interest for debriefing. All the widgets are interactive and allow an instructor to
filter/focus a specific period on the timeline.
DISCUSSION - LESSONS LEARNED AND LIMITATIONS

This research has demonstrated a feasibility study on the role of AI technologies (particularly, computer vision
and deep learning) in enhancing the real-time data analytics capability of instructors to support post-training
debriefs of emergency response training. While the application of the proposed AI-infused system was
demonstrated for specific AI technologies, the system design is generalizable for data processing with other types
of AI techniques, such as natural language processing to process audio communication of the exercise participants
to provide more insights for enriching the debrief discussions.
Similarly, the application of these AI technologies could be explored using our AI-infused system for different
types of emergency scenarios, such as fire evacuation, or search and rescue during natural hazard events.
Additionally, while we focused on emergency response training, the proposed design of the AI-infused system
can be adapted and enhanced toward other types of training and learning environments, such as sports activities
and performing arts on university campuses.
We also note the factors for performance limitations from the implementation of our system. First, we limited
ourselves for manual error analysis-based evaluation of the AI techniques in the advanced data computation stage
of our case study and aim to address in an extended future study. Also, the performance of AI techniques can be
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severely limited by the scarce labeled data in the new exercise scenario, for fine-tuning the models for relevant
pattern recognition to extract knowledge from raw data. Thus, future work could explore ways to identify and
incorporate different related sources of data to enable better learning of relevant patterns through efficient domain
adaptation. Second, the external environment of the training exercise could also cause false-positive errors for the
prediction model in the pattern detection and recognition stage. For instance, in the initial testing of the object
recognition module, we noticed that the algorithm picked the person in the image on the wall in the background
at the scene of the simulation exercise. Thus, better awareness and remedy of such errors from the external
environment should also be considered in the future work direction. Lastly, the simulation training exercise,
especially the full-scale version, is a complex socio-technical environment with multiple actors, resources, and
user interactions. Thus, the resolution of patterns for the relevant behaviors for visual analysis might vary from
an instructor to an incident commander to a trainee of a specific team, and so, future work should consider
personalization of interfaces for different stakeholders of the emergency response training.
CONCLUSION

This paper presented a theoretically motivated design of AI-infused system to augment learning experience of
emergency responders in the simulation training exercises, by supporting instructors with multimodal learning
analytics for enhanced training debriefs. We demonstrated an application of AI methods of computer vision and
machine learning to process multimodal data streams in real-time, collected by diverse sensing technologies
during training exercises. We presented a case study of employing the developed system during a regional
emergency response exercise. The lessons learned from this initial prototyping inform the potential of leveraging
AI technologies for emergency preparedness and improving the experiential learning of trainees during training
debriefs, with an ability to conduct instant replays of relevant behavioral events extracted with the help AI
methods.
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ABSTRACT

Nowadays, rescue actors still lack backing to exchange information effectively and ensure a common operational
picture. Several studies report a low adoption of communication systems in rescue operations as well as a negative
position of actors to such systems. The real needs of stakeholders, simply put, are not satisfied by the offered
systems. Observing this circumstance through a user-centred design focal point, we notice that such issues
ordinarily originate from inadequate design techniques. For this reason, we aim to implement Rescue MODES, a
communication system oriented to support awareness amongst French actors in rescue operations based on their
needs. In this paper, we propose an approach and introduce a platform that allows final users to design system
interfaces in a customised way. This approach is based on an application ontology and an interaction model.
Keywords

Interactions, Modelling, Ontologies, Rescue Operations, User Interface Design.
INTRODUCTION

Rescue operations consist in saving properties and victims’ lives by involving public organisations as well as
private ones. In France, many public services are involved in such operations (Diederich et al., 2006). Rescuers
from various organisations have to collaborate in order to achieve successful operations. Moreover, each
participant must be aware of the situations and activities of others despite the location of each one (Chehade et
al., 2019a). Therefore, it is necessary to handle efficiently information exchange in order to maintain a real-time
operational picture for responders. However, the ability to quickly gather, fuse, and exchange relevant information
is still a challenge. Enormous information flow has to be managed and most of the decisions are made based on
this information. This complexity and information flow may lead to inefficient interactions between different
actors, which can influence situation awareness. Several communication support systems have been proposed in
the context of emergency response and rescue operations. Unfortunately, the majority of these systems are not
fully accepted by stakeholders (Elmasllari, 2019). Moreover, several recent studies reveal persistent
communication problems in rescue and emergency response domains (Chehade et al., 2019b).
To deal with these challenges, we propose to support communications and interactions between different actors
in order to reinforce situation awareness. Hence, we look forward to designing and implementing a
communication system aiming to simplify information sharing in rescue operations. This system is referred to as
MODES, which, stands for Medical and Operational Data Exchange System for Rescue Operations. In order to
be used by operational units, it is essential to design such a system in a way that meets their practical needs. In
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this consequence, we propose in this study a novel approach for user interface design that is the main interest of
stakeholders. This approach consists of a three-step methodology. A platform for designing interfaces that allows
users to design the interfaces by themselves is also proposed. The aim of passing through these steps is to propose
a usable system that is highly accepted by the stakeholders.
The remainder of this paper is divided into four sections. The first section discusses the related work. In the second
section, we describe the methodology that is based on an application ontology and an interaction model. Then, in
the third section, we present the proposed platform for user interface design. Eventually, the fourth section
concludes the paper.
RELATED WORK

The improvement of communication in rescue operations has been the topic of numerous studies over the past
decades. Several systems were developed to support information exchange. (Mallek et al., 2016) proposed an
information exchange system to be implemented in French ambulances. The objective of this solution was to
facilitate exchanges between medical regulators in hospitals and intervention teams on sites. However, this system
focuses on medical information without considering operational information. Moreover, several studies have been
carried out to improve situation awareness in rescue operations. For example, a first study was done by (Chehade
et al., 2018, 2019a) that aimed to support communication and data interpretation and thus to enhance awareness
in rescue operations. To this end, a domain ontology, called ResOnt, was proposed. Similarly, (Elmhadhbi et al.,
2019) proposed a modular ontology, called POLARISCO, to support semantic interoperability between
emergency responders. However, the two aforementioned works were limited to the creation of the ontologies. In
the same context, a public safety and emergency management ontology was proposed by (Chan et al., 2017) to
support communications between emergency response entities. Unfortunately, the proposed ontology is focused
on alert messages and does not cover all aspects of communication.
On the other hand, research on designing systems and interfaces for rescue actors has evolved lately. Several
studies proposed methods based on the participatory design approach as it has been done in (Kyng et al., 2006).
Unfortunately, this approach presents some disadvantages since it requires that designers and final users
participate together in defining user interfaces which will increase the complexity of the design process. Moreover,
it requires organising several interviews and focus groups and this will surely increase the costs (Abras et al.,
2004).
Yet, in most countries, communication during rescue operations is still limited to oral communication using radio
devices (Mallek et al., 2016). Indeed, most of the existing systems are not fully accepted by actors since they are
developed without examining the real needs of actors. Moreover, designing interfaces for users who work in
complex domains such as rescue operations is still challenging. In our opinion, the main reason behind this
emerges from the use of irrelevant methods to collect and understand user preferences. To deal with this issue, we
propose a novel approach that aims at supporting the design of a communication system’s interfaces oriented for
rescue actors. Thanks to this approach, final users will be able to define and design their interfaces in a way that
meets their preferences. For example, rescuers will be responsible for designing interfaces for the mobile
application that will be used at the intervention site. Whereas, operators will design interfaces required for their
work in the operational centers. Once done, each user will have his customised version of the system’s interfaces
depending on the selected preferences. Moreover, those users do not have to repeat the design of the system each
time they aim to use it during rescue operations. However, they will absolutely have the ability to suggest any
further modification to the system’s interfaces after having tested the system in real cases. Hence, the system
developed will absolutely be accepted by the final users. This approach follows a three-step methodology. In the
first step, we recommend constructing an application ontology to create a common vocabulary between different
users coming from different organisations, which will help to solve semantic heterogeneity problems. This
ontology shall cover rescue domain concepts as well as concepts related to the design of interfaces. Moreover,
relations between different concepts as well as ontology instances shall be defined on the basis of interactions.
Thus, as a second step, it is important to study interactions in order to identify the information required by each
user. Hence, this step necessitates examining and modelling interactions based on real practices. While in the third
step, we suggest allowing the users to design their interfaces based on these interactions by using a development
platform. More details about these elements are discussed in the following section.
DEFINING FLEXIBLE INTERFACES BASED ON ONTOLOGIES

As mentioned in the related work section, our aim is to design and implement a communication system for rescue
operations in France. To this end, a key first step consists in defining system specifications and interfaces based
on user requirements. However, in rescue and emergency response domain, defining these interfaces remains a
challenging problem. Therefore, we propose a design approach that consists of a three-step methodology as shown
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in figure 1. As we can see in this figure, the first step is the construction of an application ontology that includes
concepts related to the design of interfaces and those related to rescue domain. In order to manipulate the
processing of different inferences, it is important to define relations between different concepts and instances
based on interactions. Hence, the first step is interdependent with the second step that consists in examining and
modelling interactions based on real practices. The importance of the second step is to identify the information
required by each person based on her/his role, context, and tasks to achieve. While the third step requires allowing
the users to design their interfaces in a customised way. In this section, the methodology steps will be presented
in detail progressively.

Figure 1. Methodology steps
Step 1: Constructing an application ontology for designing interfaces in rescue operations:

A first step toward the design of any system oriented for a certain domain is the identification and definition of
the domain concepts. This means the creation of a vocabulary that makes use of appropriate terms to describe
entities as well as the relations between them. Moreover, effective communication requires a common
interpretation of the messages between different entities. Ontologies can be greatly beneficial to unify concepts
understanding and thus to create a common vocabulary (Gruber, 1993). Thus, we recommend the use of an
ontology as an entry point for designing interfaces for communication systems. Therefore, we take ResOnt
ontology that was defined in the work of (Chehade et al., 2018, 2019a) as a fundamental basis for defining different
concepts. ResOnt ontology was created by adopting the three-step methodology proposed by (Bachimont et al.,
2002). To this end, domain knowledge was acquired and validated by conducting an interview with a domain
expert. The main advantage of ResOnt is that it deals with aspects, components, and factors related to rescue
operations such as organisations, materials, actors, and tasks. Another reason for choosing ResOnt is that it
considers information and communication concepts, which represent important parameters for designing
communication systems. However, in the previous version of this ontology, concepts related to the design of
interfaces were not considered. We thus add these concepts to the ontology by reusing and integrating concepts
from two ontologies proposed for designing interfaces (Furtado et al., 2001; Paulheim & Probst, 2011). Figure 2
illustrates an extracted part showing the core concepts of the application ontology that was implemented in Protégé
software (Musen, 2015). After defining the concepts of the ontology, it is necessary to define relations between
these concepts as well as ontology instances in order to manipulate the processing of different inferences.
Therefore, we recommend defining these relations and instances based on interactions derived from real practices.
The result of defining relations is a conceptual model that can be specified based on the ontology instances. A key
first step toward the creation of this model is selecting what concepts are required for designing the interface based
on interactions. Related to interactions, and based on the interaction model that will be discussed in the second
step, the required concepts are the intervention phase, the subphase and the time instance, the person and her/his
role, the executed task as well as the groups of information related to the task, the information that compose each
group, and the communication device. On the other hand, related to the interface design, the required concepts are
the information search mechanism, the interaction way, the interface and its dimensions, the information access
mode, the interface component, the criticality and privacy of the information, the type and category of information,
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the data type, and eventually, the functionality.

Figure 2. Core concepts in the application ontology

Figure 3 represents the conceptual model derived from the application ontology. It shows the different relations
between the concepts required for the design phase. As we can see, each phase of a rescue intervention has a
subphase that starts on a time instance and has a participant actor. This actor exists in a location and executes tasks
that are associated with her/his role. Depending on the nature of the task executed, some groups of information
may be used or produced. In addition, each task is attached to a functionality such as consulting or fulfilment that
requires a communication device having its interface and dimensions. This functionality defines the required
mechanism for information search. It also defines the way of interaction as well as the mode of information access.
Moreover, a group of information has one or several information having each its properties. For instance,
information has a type, category, data type, and orientation. Furthermore, it has a degree of privacy and criticality
and it fits in an interface component. After having created a conceptual model, it is necessary to instantiate it. The
importance of this instantiation is to be able to make the required inferences and proposing the possible values to
the user during the design phase. To do this, we instantiate concepts related to interactions based on the interaction
model. Moreover, we instantiate concepts related to interface design by assigning a set of possible values to each
concept. At the end of this step, we obtain an ontological knowledge base that we can query in order to check the
tasks associated with each person according to her/his context and role. We notice that the context is a group of
concepts that are Phase, subphase, and location. Additionally, we are able to check what the requirements for each
task are in terms of groups of information and information. Moreover, it is likely to get the possible values for
each one of the properties defined for information as well as other concepts related to the interface design. These
queries can be executed by using SPARQL (W3C, 2013). The importance of these capabilities is that they are
essential for the functionality of the proposed platform that will be presented in the next section.

Figure 3. Conceptual model extracted from the application ontology
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Step 2: Examining and modelling interactions based on real practices:

The second key step toward designing the interfaces is examining and modelling interactions based on real
practices. The importance of this step is that is a key first step toward identifying the information required by each
user depending on her/his role, tasks, and context. In addition, it is the basis for defining relations between
different concepts and instances of the ontology as it has been mentioned in the previous step. Research on
modelling communications and interactions in emergency response and rescuing has evolved lately. A recent
study was conducted by (Chehade et al., 2019b) to analyse interactions in rescue operations. The main interest of
this study was to model interactions between different stakeholders. A structure model and an interaction model
were proposed. The convenience of the interaction model proposed is that the authors adopted an approach based
on French practices by analysing domain-related documentation as well as actors’ activities as it has been shown
in figure 1. Another advantage of this model is that it was constructed based on ResOnt ontology that was reused
in order to propose the application ontology presented in the previous step. Thus, the concepts used in the
modelling phase are the same concepts defined in this ontology. Therefore, we take the proposed interaction model
as a fundamental basis for examining interactions in French rescue operations. In order to create this model, the
authors defined several parameters to consider when analysing and modelling interactions. These parameters are
Actors and their Roles, Information or Data, Communication devices, Tasks and Operations, Time, and Location.
Moreover, the authors proposed to split a rescue operation into several main phases each includes many subphases in a way to facilitate the analysis of interactions. After having identified the required parameters, the
authors created a structure model that comprises all the defined parameters to consider. Figure 4 shows an
illustrative example of the proposed structure model. As we can see in figure 4, the proposed structure model is
based on two axes, a vertical one representing time and a horizontal one representing locations. On the time axis,
we can see the sequence of activities and actions with respect to time. While on the location axis, we can see
different locations in which an action occurs or information is being shared or consulted. Furthermore, this model
includes actors and their roles represented by an icon of a dummy person. This actor can execute a task represented
by rectangles with rounded corners. To do that, the actor needs access to some information. In addition, any task
can generate information to be exchanged with other actors. Information is represented by rectangles in the model.
Moreover, the proposed model also includes the communication device used to exchange or visualise information.
From this model, we can see that three types of devices are used in rescue operations so that information is
transmitted and received through three possible ways: Data communication via Mobile phones represented by
green mobile phone icons; Data communication via desktops represented by blue desktop icons; And voice
communication through radio devices, handsets or mobile phones represented by red circle icons. Afterwards, an
interaction model is developed and illustrated in the structure model. Figure 5 demonstrates a portion of this
interaction model. It represents actions and interactions during the alert phase that begins at T0. As we can see in
figure 5, at T0, a call is received in the Call Processing Centre (CTA). The CTA Operator receives this call and
starts by collecting information about the incident through landline phone. This task will produce several groups
of information. Following this task, the CTA Operator will have access to this information. Step 1 in figure 5
represents this task. At T0.1, the CTA operator finishes the first subphase that consists of alert reception and a
new subphase begins. Thus, the operator will consult information related to cartography and disponibility through
a desktop. This task will produce three groups of information that are centres, materials, and persons’ cartography.
Following this task, this operator will have access to the information that compose each one of these groups. Step
2 in figure 5 represents this task. This operator will then select the resources to engage. This task uses information
produced by the previous task. After that, the operator communicates this information to the Fire and Rescue
Centre (CIS) through a departure ticket via a desktop.
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Figure 4. Structure model

Figure 5. Interactions during the Alert phase

Steps 3 and 4 in figure 5 represent these tasks respectively.
Based on the interaction model, we can formalise interactions in order to define relations between different
concepts of the proposed ontology. This definition is then used to create a conceptual model and instantiate it as
it has been discussed in the first step.
Step 3: Designing the interface by the users:

After having constructed an application ontology and modelled interactions based on real practices, we move to
the last step. In this step, we suggest allowing the user to design the interface based on her/his role, context, and
the task executed. To this end, we propose a platform that will give the users access to various functionalities. The
description of this platform will be presented in detail in the next section.
PLATFORM FOR CUSTOMISATION OF THE DESIGN

As discussed in step 3, thanks to this platform, we aim to support the users in designing the system’s interfaces.
Several functionalities can be achieved through this platform: (1) Selecting an actor role and context; (2) checking
what are the tasks associated with the actor depending on her/his context and role; (3) checking what are the
groups of information and thus information that are attached to a task together with the functionality; (4) choosing
the requirements of each task in terms of communication device; (5) Designing the interface by positioning the
information with their groups in a given template; and (6) choosing the required values for information properties
through a list of possible values. In order to manipulate these different functionalities, we aim to adopt a technique
based on semantic information retrieval (Bansal & Chawla, 2014). Hence, we will be able to query the ontology
knowledge base and retrieve the relevant information as well as the template required for designing the interfaces
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based on the designer’s selections. The retrieved information will be then displayed to the designer in the platform
interface. Figure 6 shows the general architecture of the proposed platform. As we can see in this figure, designers
are supposed to interact with the platform interface through which they will select their choices. Based on each
selection, a JSON query will be generated in order to retrieve the relevant results. This query will be then converted
into a SPARQL query through a conversion framework. Afterwards, the obtained SPARQL query will be executed
by the inference engine that will search and retrieve the relevant results from the ontology knowledge base.
Therefore, results will be retrieved and sent back to the platform interface. In addition, this platform contains a
template generator that will generate templates based the on designer’s choices and transmit those templates to
the platform interface. After having discussed the general architecture of the proposed platform, let us move to
the mechanism of interface design. As cited at the beginning of this section, in the proposed platform, designers
have accessibility to several functionalities starting from selecting the context and role, passing by configuring
and checking each task requirements, until designing the interface and positioning the information. To this end,
we propose to split the platform interfaces into three different sections. The first section is the navigation and
selection of the main elements section. In this section, the designer will be able to select her/his role and context.

Figure 6. General Architecture of the proposed platform

Figure 7 represents the platform interface proposed to the aforementioned section. In this figure, we show the
actions that a designer is supposed to do in this section together with the queries generated with each action. As
we can see, the designer starts to design the interface. Thus, s/he will click on the “main elements to consider”
button. When the designer clicks, a query will be generated in order to retrieve what are the main elements to
consider based on the ontology. This query will be converted into a SPARQL query through the queries converter
in order to be executed on the ontology knowledge base. On the way back, the result of this query is a list of
elements to consider that will be displayed to the designer. As we can see in figure 7, the main elements to consider
are Phase, Subphase, Location, and Role. Afterwards, the designer will click on each element from the returned
list in order to choose its proper value through a set of possible values. At each click, a new query will be generated
and executed on the ontology knowledge base in order to retrieve the possible values for the selected element. For
example, when the designer clicks on Role, the SPARQL query will retrieve the possible roles that an actor can
have. After choosing the proper values for the four main elements, the designer will be oriented to the task
configuration section. In this section, the designer will be able to check her/his tasks based on the selected values
for the four main elements. Moreover, the designer will be able to select one of the proposed tasks in order to
check and select its requirements. Figure 8 illustrates the platform interface proposed to the task configuration
section. As we can see in this figure, as a first step, the designer will be asked to submit the values selected in the
previous section. Thus, s/he will click on “Submit the selected values” button”. When the designer clicks, a query
will be generated to retrieve the tasks associated with the designer based on his/her selections.
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Figure 7. Section of navigation and selection of main elements

This query will be converted into a SPARQL query as shown in figure 9. The SPARQL query shown in figure 9
aims at retrieving tasks associated with the CTA Operator during the subphase entitled “choice of resources to
involve”. On the way back, the result of this query is a list of proposed tasks that will be displayed to the designer
as shown in figure 8. After that, the designer will choose the task that s/he aims to configure. Hence, s/he will
select one of the tasks proposed in the list. Based on this selection, a query will be generated in order to retrieve
the requirements for the selected task in terms of information and their groups, as well as the functionality required
by the task. On the way back, the result of this query will be a set of groups of information attached to the task
together with the relation between the task and each group. This result also contains the information that composes
each group as well as the functionality required by the task. This result will be then displayed to the designer in
the task requirements list. In figure 10, we show a SPARQL query that aims to retrieve what groups of information
are attached to the task entitled “Selection of Resources”. Moreover, it allows us to retrieve the relation between
the task and each group of information. The result of the query is a list of these groups with their corresponding
relations. After getting the result, the designer will check the proposed requirements and make his/her
verifications. Based on this verification, s/he will suggest any addition or modification of the proposed
requirements in order to be considered in the development phase. In addition, the designer will be asked to confirm
the validity of task requirements as shown in figure 8. Based on this confirmation, the designer will move to the
next step in order to select the communication device required by the task. The importance of selecting the
communication device is to propose a relevant template based on the device interface and dimensions. Thus, s/he
will click on the “select the communication device button”. When the designer clicks, a query will be generated
and converted into a SPARQL query to be executed on the ontology knowledge base. On the way back, the result
of this query is a list of possible devices that will be displayed to the designer as we can see in figure 8.

Figure 8. Task Configuration section
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Figure 9. SPARQL Query and result for retrieving the list of tasks based on the actor’s role and context

After selecting the communication device, the designer will be oriented to the third section entitled “Information
positioning and configuration”. In this section, the designer will be able to design the interface by positioning the
information attached to the task together with their groups into a given template. Moreover, the designer will be
able to select each information and choose the required values for each one of the information properties. Figure
11 shows the platform interface proposed to the aforementioned section. As we can see in this figure, the first step
in this section is an automatic generation of a template through a generator. The input for this generator is the
selected communication device as well as the list of information and their groups presented in the previous section.

Figure 10. SPARQL Query and result for retrieving groups of information and their relation to a selected task

Whereas, the output is a relevant template containing this information with their groups. Afterwards, the designer
will be able to position the information on the template in a way that meets her/his preferences. Moreover, s/he
will be asked to click on each information from the template in order to specify its properties. Thus, the designer
will click on the information that s/he aims to configure. When the designer clicks, a query will be generated and
converted into a SPARQL query as shown in figure 12. The result of this query is a set of properties that will be
displayed to the designer as we can see in figure 11. Thus, the designer will click on each property from the
returned list in order to choose its proper value through a set of possible values. At each click, a new query will
be generated and converted into a SPARQL query that will be executed on the ontology knowledge base in order
to retrieve the possible values for the selected property. On the way back, the result of this query is a list of possible
values for the selected property that will be displayed to the designer as we can see in figure 11. For example,
when the designer clicks on Type, the SPARQL query will retrieve the possible types that information can have.
After choosing the proper values for the different properties, the designer will move to the next step. Thus, s/he
will be asked to submit her/his selections. Based on this submission, all the selected values will be retrieved and
included in an automatically generated report. Based on the choices of the designer, we will retrieve the generated
report as well as the designed template and develop the interfaces of MODES in a way that meets these choices.
To this end, regarding the server-side, we will adopt technologies oriented for web development such as C#,
ASPT.NET, Javascript, and HTML. Whereas, the client-side will be developed using technologies oriented for
mobile development such as Java and Android technologies. The result of this step is MODES that will be ready
for use by different stakeholders in order to communicate effectively in rescue operations. Figure 12 illustrates an
example of a SPARQL query that aims to retrieve the properties corresponding to the information entitled
“Address of CIS”. The result of this query is a list of properties together with the possible values for each property.
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Figure 11. Information positioning and configuration section

Figure 12. SPARQL Query and Result for retrieving information properties and their possible values

As cited in the related work and discussed in the third section, designing interfaces for communication systems
oriented for rescue operations is a challenging task. Numerous communication systems have been previously
proposed. Although several design techniques have been adopted, the developed systems are barely accepted by
stakeholders. Moreover, most of the design techniques are based on the participatory design approach, which is a
complex task in the domain of rescue. Therefore, we proposed a novel approach to designing interfaces of
MODES, a communication system oriented to support French emergency actors in rescue operations. Thanks to
this approach, users will have the ability to design the MODES system’s interfaces in a customised way based on
their role, context, and tasks by using a development platform. An important aspect of this platform is the
automatic and dynamic generation of templates and reports based on designer selections.
CONCLUSION

Well-designed communication systems’ interfaces that consider all of the stakeholders’ needs can play a
significant role in achieving goals for rescue actors. Like several complex domains, designing interfaces for
communication systems oriented to rescue operations is still challenging. This work aimed to present a novel
approach for supporting the design of MODES users’ interfaces, a communication system to support situation
awareness amongst French emergency actors in rescue operations. The proposed approach is based on a threestep methodology. In the first step, we recommend constructing an application ontology to create a common
vocabulary between different users. In the second step, it is important to examine and model interactions based
on real practices. While in the third step, we suggest allowing the users to design their interfaces based on these
interactions. To this end, an application ontology covering concepts related to rescue operations and interface
design was proposed. Next, interactions in rescue operations were examined based on an interaction model.
Eventually, a platform for supporting the design of interfaces on the basis of the proposed methodology was
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introduced. The motivation behind choosing an ontology-based approach is two-folded; An ontology can be
constructed once and reused as many times as wished. It can be simply updated when the design requires the
consideration of more information or properties. It also facilitates multidisciplinary approaches when people
coming from different backgrounds are concerned in the same system.
Future work will be oriented towards implementing the proposed platform completely in order to be tested by
domain experts. Thus, we will develop the required functionalities to allow users to draw their interfaces and
choose their preferences and requirements. After that, we will collect user preferences through the proposed
platform. We will then investigate the specifications and architecture of Rescue MODES in a way that meets the
collected requirements and preferences. Eventually, the system will be developed in order to be tested by its final
users in real cases. Thus, they will test its ability to allow real-time and effective communication of different types
of information. Moreover, they will be able to evaluate it in terms of performance and ergonomics.
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ABSTRACT

Flooding is a natural hazard that causes a lot of deaths every year and the number of flood events is increasing
worldwide because of climate change effects. Detecting and monitoring floods is of paramount importance in order
to reduce their impacts both in terms of affected people and economic losses. Automated image analysis techniques
capable to extract the amount of water from a picture can be used to create novel services aimed to detect floods
from fixed surveillance cameras, drones, crowdsourced in-field observations, as well as to extract meaningful data
from social media streams. In this work we compare the accuracy and the prediction performances of recent Deep
Learning algorithms for the pixel-wise water segmentation task. Moreover, we release a new dataset that enhances
well-know benchmark datasets used for multi-class segmentation with specific flood-related images taken from
drones, in-field observations and social media.
Keywords

Deep Learning, Water Segmentation, Data Validation.
INTRODUCTION

A flood occurs when there is an overflow of water that inundates a portion of land that is normally dry, and it
can happen in several ways. For example, a flood can be caused by an excess of rainwater in saturated ground,
overflow of water bodies such as rivers and lakes, rapid snow or ice melting, storm surge or tsunami. Such events
are exacerbated by climate change effects, which include more intense precipitation events, higher temperature
variations. Also, bad water management can cause floods, e.g., an excess of discharge from dams can cause floods
in rivers downstream, negligent bank maintenance can result in their failure during water discharge peaks, a poor
sewage system will not be able to handle intense rainfall events in urban areas. Most floods are induced by extreme
rainfall and therefore they can be predicted up to a certain extent. Usually, floods take several days to develop, giving
residents time to get ready and follow evacuation plans. Less often, floods can develop in just a few hours, i.e., the
so-called flash floods, which are extremely dangerous and more difficult to predict. During these phenomena, a
quiet river can rapidly turn into a flood, bringing debris and rubble along with water in its downstream path. It
is difficult to quantify how human-activities affect extreme weather events. However, it is increasingly clear that
climate change has influenced several variables related to flood events (Seneviratne et al. 2012). Over the last
century, the steady increase in temperatures has changed the hurricanes travelling mechanics, making them slower
and consequently letting them cause more intense rainfalls. At the same time, the melting of permanent ice zones
and glaciers is contributing to the worldwide sea-level rise, creating an increasing threat to coastal areas and cities
like Venice (Italy), which was recently hit by a flood event of historic proportions. Annually, floods cause more
than $40 billion in damage worldwide (OECD 2016). From 2007 to 2016, 5553 people died because of floods,
while in 2017 alone the death toll reached 3331 (R. and P. 2018). The aforementioned figures demonstrate the
increasing severeness of floods, pointing to the need for novel approaches and tools aimed to reduce floods impact
worldwide. The monitoring for water flows is key to implement effective early warnings, while the analysis of
in-field data can contribute to early event detection and to the real-time understanding of flood impacts. To achieve
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these goals, the automated analysis of images and videos through algorithm based on Artificial Intelligence can
be of great importance, especially when applied to heterogeneous data coming from multiple sources, including
fixed surveillance cameras installed near river beds or shores, geolocated images taken from drones or other aerial
vehicles (Restas 2015), posts extracted from social medias (Acerbo and Rossi 2017), in-field pictures generated by
ad-hoc crowdsourced mobile applications (Nguyen et al. 2017).
Therefore, we study the accuracy and the prediction performances of Deep Learning models for the detection of
water in images. Specifically, we target the pixel-wise semantic segmentation of images to separate water elements
from everything else, which we consider as background. This approach is not only able to understand if a given
image contains a water element, but also to quantify the number of water pixels and delineate the shape of water
elements. These capabilities enable multiple use cases, which can span from river monitoring through a fixed
camera, flood mapping from drones, data validation in case of crowdsourced data collection activities and social
media analysis. Note that image water segmentation can be effectively used within early warning systems, which can
be triggered to send alerts when a certain threshold of water is reached, as well as in the emergency response phase
to monitor the flood evolution. However, existing machine learning models trained for the semantic segmentation
task may perform poorly in detecting water in a heterogeneous scenario, where the images to be analyzed could be
produced at different resolutions, angles, lighting conditions, altitude and distance from the observed phenomena.
The contribution of this paper is two-fold. First, we introduce a new dataset that increases the water segmentation
performances when images from different sources are considered, Second, we study the accuracy and the prediction
performances of the most recent and advanced Deep Learning models for the semantic water segmentation tasks
with and without the use of our dataset.
In the following sections, we first review the related works and then introduce our new dataset. Next, we describe
the methodology we applied in our analysis, briefly explaining the selected Deep Learning algorithms. Then, we
present the outcomes of the evaluation, comparing the performances of the selected algorithms when using previous
datasets as well as when using ours. Finally, we outline the main conclusion of our study.
RELATED WORKS

Social media platforms offer the possibility of easily obtaining a lot of data about natural disasters- However,
information extracted from open systems such as social media platforms would require validation before to be trusted
and operationally used in emergency management contexts. For this reason, previous works focused on the use of
Artificial Intelligence to analyze and classify this kind of data (Imran, Castillo, Diaz, et al. 2015; Imran, Castillo,
Lucas, et al. 2014; Rossi et al. 2018). However, the majority of such works mainly use the text of social media
posts to implement a binary classifier that retains only informative content. Another kind of previous works can be
found in the computer vision domain (Lai et al. 2007; Filonenko et al. 2015), where the use of machine learning
algorithm with handcrafted features is coupled with image processing techniques such as background subtraction,
morphological operators and colour probability, light intensity, texture or colour clustering. The shortcomings of
such approaches are mainly linked to the use of hand-crafted features, which usually tend to not generalize well and
to poorly perform when applied to data coming from different data sources or context. Moreover, a comparison
with the majority of such works is often not possible because they were evaluated in very specific scenarios and
with non-publicly available datasets.
Our goal is different, we want to study the performances of recent Deep learning models for the pixel-wise water
segmentation task in order to allow the automatic analysis of images coming from multiple sources, namely from
social media, surveillance cameras placed near the water beds, drones, and from in-field operators. Moreover, we
do not rely on handcrafted features, but we apply a data-driven semantic segmentation approach with automatic
feature selection. Semantic segmentation is a common task in image processing and analysis, and it consists in
assigning to each pixel a label, thus obtaining a set of regions in output. Image segmentation can be used to separate
foreground from the background or to cluster regions of pixels based on common properties, such as colour or
shape. Therefore, we compare the performances of recent Deep Learning models used for multi-class semantic
segmentation (Ronneberger et al. 2015; Badrinarayanan et al. 2015; Zhao et al. 2016; L. Chen et al. 2016; Wu
et al. 2019; Takikawa et al. 2019) trained on well-known benchmark datasets, showing how their performances
can be increased through the use of a dedicated dataset, specifically designed to fit the water segmentation task.
We include in our performance analysis, also the Tiramisu model, which resulted in the best algorithm for the
water segmentation task when trained a specific dataset containing riverine flood images (Lopez-Fuentes, Rossi,
and Skinnemoen 2017). Overall, we compare the classification accuracy and the prediction performances of four
top-notch state of the art Deep Learning algorithms using different combinations. We train such algorithms on a
novel dataset that we create extending a collection of previous benchmark multi-label datasets with a set of new
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Table 1. Water Segmentation Open Collection (WSOC) key metrics.

Metric

Value

Min size of image
Max size of image
Mean size of image
Min percentage of water
Max percentage of water
Mean percentage of water
Number of images
Number of images with water presence

[147, 150] px
[2448, 3264] px
[612, 465] px
10%
95%
35%
120061
11900

labelled images covering the above-mentioned data sources. Our new dataset, as well as the tested algorithms, are
presented in the next sections.
THE WATER SEGMENTATION OPEN COLLECTION DATASET

In this section we introduce the Water Segmentation Open Collection (WSOC), a new dataset aimed to effectively
train deep Learning water segmentation algorithms. WSOC is composed by a collection derived from pre-existent
publicly available datasets for image segmentation, which have been binarized in order to be used for the water
segmentation task and enhanced with an additional dataset specifically created to increase the performances of the
water delineation task. The public collection is composed by well-known benchmark multi-class segmentation
datasets, namely COCO (Lin et al. 2014), the Semantic Drone Dataset (Mostege et al. 2019), the Microsoft Research
in Cambridge v2 (MSRC v2) (Criminisi 2005), as well as by other open datasets containing water-related classes
(e.g., sea, shore, river, lake, etc..), namely the Video Label Propagation (A. Y. C. Chen and J. 2010) and the River
Dataset (Lopez-Fuentes and Rossi 2017). We extend this aggregated dataset with additional 490 images, which we
gather from Twitter and online news using "floods" as keyword for the search query. We label the new images using
human annotators with the aid of a segmentation tool as well as by using crowd-sourcing online annotation services.
For each image, we select three human annotators: the first one to realize the initial annotation, the second one to
refines it, and the third one to validate it. In case the final validation fails, the labelling is discarded and re-assigned.
Overall, the WSOC dataset is composed of 120061 images and their labelled ground truth, which consists of binary
masks where zero is assigned to the background pixels and one to the water pixels. We openly publish WSOC at the
following link: https://zenodo.org/record/3642406, so that it could be further extended and used in future
works.
In Table 1 we report the key WSOC metrics, including the amount of water present in the images and the variation
in terms of image size. The biggest images are the drone aerial images, while the smallest ones are the pictures
shared in social media.
METHODOLOGY

We decided to test WSOC with four different Deep Learning algorithms for image segmentation, testing each of
them with different backbones, namely: VGG16 (Simonyan and Zisserman 2014), ResNet50 (He et al. 2015) and
MobilNet (Howard et al. 2017). A backbone is the initial part of a deep learning model for image segmentation and
it is usually used for feature extraction. Having a good feature extractor is crucial, because it has been demonstrated
that high-quality features enable better performance on many machine learning tasks (Kornblith et al. 2018). We
selected VGG16, ResNet50 and MobilNet because they are among the most recent and performing models for
image classification that allows being re-trained and specialized for semantic segmentation task by substituting the
last classification layers with other Deep Learning models. Therefore, we use such backbones to exploit the features
they learned on another dataset. VGG16 is a classic CNN, one of the first Deep learning networks that outperformed
classic machine learning algorithms on image classification. Instead, ResNet50 is a more recent model that uses a
new kind of connection between subsequent layers called residual block, which have been proven to increase the
performance on very deep models by allowing better information transfer through layers. MobileNet is a simplified
CNN that has been designed to be used in embedded systems at a cost of a slight performance loss. The backbone is
usually pretrained on well-known benchmark dataset such as ImageNet (Russakovsky et al. 2014), COCO (Lin et al.
2014) or PascalVOC (Everingham et al. n.d.). We used all the aforementioned backbones pre-trained on ImageNet,
because it contains 1000 classes and therefore it is able to create very rich and different features. For this reason,
models pre-trained on ImageNet are considered good feature extractors. We evaluate each backbone in combination
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Figure 1. A graphical example of our proposed methodology: images contained inside the dataset are preprocessed
and then used to train the model, which is composed by a backbone network which is responsible for the features
extraction and a segmentation algorithm which uses the features to create a segmentation mask. Then the trained
model is evaluated on Mean Intersection over Union (MIoU) and Pixel Accuracy (PA). Those metrics are used to
score the model performances.

with recent Deep segmentation models designed for semantic segmentation, namely: SegNet (Badrinarayanan et al.
2015), PSPNet (Zhao et al. 2016), UNet (Ronneberger et al. 2015) and FCN32 (Long et al. 2015). SegNet is a fully
convolutional autoencoder (Baldi 2012), where each encoding layer is connected with his decoding layer with which
pooling information are shared. Thanks to this particular architecture, the model is able to share higher-resolution
information between layers, leading to better segmentation accuracy. The UNet was developed for biomedical
image segmentation and its architecture was created in order to work with few training images without sacrificing
segmentation accuracy. Its name is due to his U-shaped architecture where the network uses connections between
layers to propagate context information to higher resolution layers. PSPNet uses a pyramid pooling module to
transfer information from the higher layer to the lower ones. The pyramidal structure aims at passing additional
contextual information between layers. FCN32 uses a deep fully convolutional network that combines semantic
information from coarse layer with outputs of fine layer to produce accurate and detailed segmentations. Our goal is
to test and evaluate all the aforementioned segmentation networks with the different backbone and compare them
with Tiramisu, which has been previously trained and evaluated for the water segmentation task using only the
River Dataset. We evaluate each model combination on three parameters: accuracy, prediction speed and memory
usage (size and VRAM).
EVALUATION METRICS AND CONFIGURATIONS

We divided the WSOC dataset between training and test set that we use to train the models and evaluate their
performances, respectively. The training set is composed by all WSOC images including at least one water pixel
(11900 images), excluding the test ones, which we select as the 10% (139 images) of a WSOC subset composed
by the following categories: the River, the Semantic Drone Dataset and the newly added images. We select as
test set this subset because such images are the most representatives for the flood monitoring scenarios we are
considering. We use only images containing at least one water pixel because this configuration leads to the best
accuracy, although the test set contains images that have no water element. The models have been trained using
Tversky loss function (Salehi et al. 2017) with U = 0.2 and V = 0.8. Note that a high value for V leads to higher
sensitivity (recall) and to lower specificity (Glaros and Kline 1988), which is the desired condition for our task
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Table 2. Model accuracy comparison in terms of average and standard deviation of Mean Intersection over Union
(MIoU) and Pixel Accuracy (PA) with different training dataset (COCO, River, and WSOC) and with WSOC test
set.

Tiramisu
SegNet-M
UNet-M
FCN32-M
PSPNet-M
SegNet-R
UNet-R
FCN32-R
PSPNet-R
SegNet-V
UNet-V
FCN32-V
PSPNet-V

COCO
River
WSOC
MIoU [%]
PA [%]
MIoU [%]
PA [%]
MIoU [%]
PA [%]
`
f
`
f
`
f
`
f
`
f
`
f
0.35 0.20
0.65 0.22 0.33 0.19
0.63 0.22 0.38 0.17
0.73 0.24
0.80 0.10
0.90 0.05 0.64 0.13
0.75 0.17 0.85 0.07
0.92 0.05
0.76 0.12
0.86 0.08 0.64 0.13
0.75 0.20 0.83 0.09
0.92 0.03
0.62 0.15
0.73 0.17 0.67 0.13
0.74 0.17 0.77 0.11
0.86 0.08
0.75 0.12
0.88 0.08 0.62 0.13
0.74 0.19 0.81 0.08
0.90 0.07
0.82 0.10
0.90 0.05 0.74 0.12
0.83 0.13 0.85 0.08
0.94 0.01
0.81 0.10
0.92 0.01 0.55 0.14
0.69 0.23 0.88 0.06
0.94 0.03
0.79 0.12
0.75 0.12 0.59 0.13
0.74 0.19 0.79 0.10
0.87 0.08
0.81 0.10
0.90 0.04 0.62 0.12
0.74 0.22 0.83 0.08
0.90 0.07
0.71 0.16
0.87 0.05 0.69 0.13
0.79 0.15 0.82 0.09
0.90 0.05
0.49 0.27
0.68 0.13 0.30 0.03
0.59 0.31 0.50 0.26
0.67 0.15
0.67 0.19
0.90 0.03 0.58 0.16
0.70 0.19 0.76 0.13
0.91 0.02
0.61 0.23
0.91 0.02 0.12 0.10
0.61 0.38 0.82 0.09
0.92 0.02
X: Best score model-wise
X: Best score metric-wise
Table 3. Models performance comparison in terms of VRAM, size and prediction speed.
ResNet50

SegNet
UNet
FCN32
PSPNet

Size [Mb]

VRAM [Mb]

57
62
1732
114

2461
2563
4188
2557

Prediction
time [ms]
27
29
250
24

MobileNet

VGG16

Size [Mb]

VRAM [Mb]

Prediction

Size [Mb]

VRAM [Mb]

21
24
867
37

2665
2674
3255
4352

9
10
115
11

44
47
516
65

1193
1792
3334
1824

Prediction
time [ms]
22
21
56
16

because we want to predict as much water pixels as possible while accepting lower performance on the background
ones. As optimizer was used Adadelta with the following parameters: lr = 0.001 and d = 0.95 (Zeiler 2012). In
order to avoid over-fitting we stop the training as soon as the loss computed on the validation set ceases to decrease
for 5 epochs. We evaluate the results of each algorithm on the test set with the two most commonly used metrics for
segmentation tasks (Everingham et al. 2010; Thoma 2016), namely the Mean Intersection over Union (MIoU):
" >* =
and the Pixel-wise Accuracy (PA):
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where nij corresponds to the number of pixels from class i which have been wrongly classified as belonging to class
j, nii represents the pixels from class i which have been correctly classified, C is the total number of classes (C=2
in our case, because we are only trying to predict water pixels in the scene) and ti is the total number of pixels
belonging to class i. For each of these metrics we calculated the mean value and the standard deviation. We perform
both the training and the testing on a desktop workstation with an Intel(R) Core(TM) i9-7940X CPU, 128 GB RAM
and 4 NVIDIA GeForce GTX 1080 Ti.
RESULTS

In Table 2 we report the results in terms of prediction accuracy, where we highlight the best model both metric-wise
and model-wise. Such results are obtained by scoring all the models on the same test set while varying the training
set. Each model is scored in terms of Pixel-wise Accuracy and Mean Intersection over Union. Model-wise, SegNet
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Figure 2. Results of the best performing algorithms on the best sample of the validation set, where (a-d) corresponds
to the original images, (e-h) are the ground truths, (i-l) SegNet with ResNet50 as backbone, (m-p) SegNet with
MobileNet as backbone, (q-t) UNet with ResNet50 as backbone.

has the higher number of best scoring entries, although sometimes it was slightly worse than the UNet. Metric-wise,
the models with ResNet50 as backbone result consistently as the best performing. This increase in performance is
due to the residual layers of ResNet50 which, as reported in the original paper, allow a better backpropagation of the
gradient during training, thus increasing the accuracy of the model. Moreover, both model-wise and metric-wise, the
models trained with WSOC achieve increased accuracy against the training done with COCO and the River Dataset.
Moreover, the Tiramisu model, which was our reference benchmark, achieved by far the worst performances.
In Table 3 we present the performance of the model in terms of model size and prediction time for one image. Such
results depict a different situation, where SegNet is clearly the lightest model in terms of size (memory usage) and it
is also the fastest one when coupled with MobilNet as backbone. This combination (MobileNet plus SegNet) is the
winning one both in terms of size, VRAM and speed, being three times faster compared with ResNet50 as backbone.
Overall, we can state that the ResNet50 backbone is the best one in terms of accuracy. While we do not have a
unique winner model-wise, with UNet and Segnet being the best options provided that there are no particular needs
in terms of memory and prediction speed. Whenever the application requires faster prediction and lighter models,
able to get good results and in a shorter time, SegNet with MobileNet is the best choice. Moreover, we note that the
introduction of WSOC was able to increase the performances of all models in the considered test scenario.
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Figure 2 shows representative images from the test set (first row) with their relative ground truths (second row) and the
predicted binary masks (third, fourth, fifth rows) of the following backbone-model combinations: SegNet-ResNet50,
SegNet-MobileNet and Unet-ResNet50. In Figure 2 (a) is taken from Twitter, (b) from the River dataset, (c) from
online news and (d) from the drone dataset. As it can be seen, the models that use ResNet give more fine-grained
masks, whereas results with MobileNet are slightly coarser. Specifically, it can be observed that in (k) and (s) the
people legs are clearly defined, the same applies in (j) and (r) where the shape of the structure of the tree is at least
sketched, although it is not completely identified.
CONCLUSION AND FUTURE WORKS

In this work we presented and released a new dataset for water segmentation (WSOC), enhancing a previous
collection of publicly available datasets composed by water-related labels (river, sea, waves, waterdrops, etc...). This
collection of data is useful for the task of water segmentation, in particular for implementing services aimed at flood
event monitoring and information validation. Moreover, we studied several state of the art Deep Learning models
for semantic segmentation, combining different backbones used for image labelling with semantic segmentation
models. We trained and tested all models with WSOC, comparing their performances against training done with
previously available datasets. SegNet ad UNet, both with ResNet as backbone, performed slightly better than the
other algorithms in terms of accuracy, while SegNet was the best performing in terms of prediction speed and
memory usage, VRAM and size. Considering accuracy, ResNet was the best performing backbone overall, but it
was also the slowest. Therefore, the model to be used for the water segmentation task should be selected according
to the application requirements in terms of accuracy and prediction speed.
Future works will include the creation of an operational service aimed to monitor flood-prone areas and to support
social media analysis. Moreover, we plan to further improve the dataset by evaluating the possibility of using
synthetically generated data.
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ABSTRACT

Shock forest fires have short and long-terms devastating impact on the sustainable management and viability of
natural, cultural and residential environments, the local and regional economies and societies. Thus, the utilisation of
risk-based decision support systems which encapsulate the technological achievements in Geographical Information
Systems (GIS) and fire growth simulation models have rapidly increased in the last decades. On the other hand,
the rise of image and video capturing technology, the usage mobile and wearable devices, and the availability of
large amounts of multimedia in social media or other online repositories has increased the interest in the image
understanding domain. Recent computer vision techniques endeavour to solve several societal problems with
security and safety domains to be one of the most serious amongst others. Out of the millions of images that exist
online in social media or news articles a great deal of them might include the existence of a crisis or emergency
event. In this work, we propose a Multi-Layer Fusion framework, for Real-Time Fire Severity Assessment, based
on knowledge extracted from the analysis of Fire Multimedia Incidents. Our approach consists of two levels: (a)
an Early Fusion level, in which state-of-the-art image understanding techniques are deployed so as to discover
fire incidents and objects from images, and (b) the Decision Fusion level which combines multiple fire incident
reports aiming to assess the severity of the ongoing fire event. We evaluate our image understanding techniques in a
collection of public fire image databases, and generate simulated incidents and feed them to our Decision Fusion
level so as to showcase our method’s applicability.
Keywords

Crisis Management, Real-Time Fire Severity Assessment, Image Recognition, Object Detection, Semantic
Segmentation.
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INTRODUCTION

According to the Natural Disasters report (Ritchie and Roser 2020), although the number of deaths from natural
disasters represents 0.1% of global deaths, over the past decade approximately 60,000 people died from natural
disasters each year, however, the devastating impacts of shock and intensive events have been increasing worldwide
overcoming the 0.4% of deaths these years. Forest fires are considered one of the most dangerous natural disasters
due to the uncertain and highly unpredictable factors that determine their behaviour and spread (Hamadeh et al.
2017, Pacheco et al. 2015). Difficulties in dealing with such phenomena have motivated the scientific community
into the investigation of new approaches that will be enabling fire crisis managers to tackle the new challenges.
Over the last two decades, technological advances and progress in multidisciplinary fields lead to the development
of more intelligent and accurate fire risk tools and risk-based decision support systems (DSS). The coupling of
wildfire growth simulation models with DSS based on economic models and integrated them with GIS tools,
entails the enhancement of both the early warning systems and response systems (Miller and A. A. Ager 2012,
Pacheco et al. 2015, Sakellariou et al. 2017). Existing fire risk tools are constantly updated with new features,
extended or hybridised with others and applied to new fire management problems. As research evolves and available
computing power grows, it becomes more possible to combine factors and data, in order to address the increasingly
complex challenges posed by destructive fires that threaten people and properties. These tools tend to focus on
fire geospatial risk assessment however, the reference data that link to what is happening on the ground are often
lacking. Traditional approaches generally lack the ability of combining data and evidences from various sources.
Aiming at filling this gap, we propose a multi-layer fusion approach that can process and combine, dynamically,
heterogeneous data from various sources, such as weather data, social media, drone imagery and sensory data,
but also real-time information obtained from citizens who become active agents in the process by sending reports
that may include visual, audio or text data related to fire events. In this work, we begin by applying cutting-edge
computer vision techniques to form an image understanding module which will act as the first fusion level and will
be responsible to discover fire incidents and metadata from images. Next, we feed the generated incident reports to
the next fusion level, which, as the main focus of our work, is responsible to assess the severity of the ongoing fire
event.
The paper is organized as follows: The next section presents a literature review of previous works on (a) wildfire
crisis management systems, and (b) image understanding techniques that are relevant to the ones deployed in this
paper. The overall methodology of our multi-layer fusion approach is presented in the following section. Next, the
details of our evaluation strategy are given and experimental results are reported. Finally, conclusions and future
enhancements are drawn in the last section.
RELATED WORK
Wildfire Crisis Management Systems

In the framework of fire management, noteworthy efforts have been made towards the creation of comprehensive
wildfire risk assessment and crisis management tools so as to provide high quality services to fire managers in the
decision-making process at various levels and scales (Miller and A. A. Ager 2012, Pacheco et al. 2015, Sakellariou
et al. 2017, Naderpour et al. 2019). In this direction, numerous decision support GIS platforms have been developed
which support wildfire prevention as well as monitoring capabilities related to fire detection, weather analysis, fire
risk analysis and fire behaviour modelling. These systems enable fire protection agencies to spatially forecast and
identify areas with high fire risk potential, enhancing to plan the necessary preventive and control actions as well as
the preparedness decisions (Lee et al. 2002, Taylor and Alexander 2006, Markatos et al. 2007, Fiorucci et al. 2008,
Davies et al. 2009, Barber et al. 2010, Chuvieco et al. 2010, Calkin et al. 2011).
The first attempt to develop a fully integrated and distributed system for Greece was Virtual Fire (Kalabokidis,
Athanasis, et al. 2013), a web-based GIS platform designed to assist on early fire warning, fire control and
coordination of firefighting forces. AEGIS (Kalabokidis, A. Ager, et al. 2016) is a wildfire prevention and
management information system that leverages recent technical advances in HPC and Cloud Computing to speed-up
the spatial fire hazard calculations and fire behavior modeling. The efforts to develop universal fire management
decision support tools resulted in the creation of the European Forest Fire Information System (EFFIS). It supports
forest protection against wildfires for over 30 countries in the European and Mediterranean regions and aims to cover
the full cycle of forest fire management, providing up-to-date, reliable, and harmonized information on forest fires
in prevention and preparedness phase as well as in post-fire damage analysis phases San-Miguel-Ayanz et al. 2012.
The Wildland Fire Decision Support System (WFDSS) developed to support fire managers to make comprehensive,
risk-informed, strategic and tactical decisions for fire incidents in the US (Noonan-Wright et al. 2011).
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The essential characteristic of these DSS for fire risk management is the utilisation of fire weather indicators which
rely on mathematical models for estimation of fire danger level (Hamadeh et al. 2017). These forecasting models
usually analyse meteorological data and are more precise when they are based on weather forecast of the previous
evening or previous day (Hamadeh et al. 2017), such as the simple fire index (Sharples et al. 2009), or they may
combine weather data with fuel moisture codes that follow daily changes, such as the Canadian Forest Fire Weather
Index (FWI) (Wagner 1987). These methods numerically estimate the fire danger indicator which can be then
translated as a level of alarm that is activating when the probability of fire occurrence conditions is high.
Image Understanding

Fire image classification has been studied before in the works of Muhammad et al. 2017 and Sharma et al. 2017.
Both works follow state-of-the-art Deep Convolutional Neural Network (CNN) approaches (Krizhevsky et al. 2012).
Deep CNNs automatically craft features that encode the semantic content of the image in the first convolutional
layers, while the final fully connected layers are responsible to classify the extracted features to the appropriate class.
After the investigation on deeper models (Simonyan and Zisserman 2014), where smaller filters were examined
for the feature extraction layers, the introduction of Inception (Szegedy et al. 2015) and ResNet (He et al. 2016)
architectures proposed novel network wiring methods that led to significant improvements. The most recent methods
explored the tasks of learning the model architecture automatically (Zoph et al. 2018, Xie et al. 2019), as well as
recognition from limited data learning (Qiao, C. Liu, et al. 2018) and semi-supersived learning (Qiao, Shen, et al.
2018).
Semantic image segmentation state-of-the-art techniques follow the CNNs trend as well in the works of Long et al.
2015 and Ronneberger et al. 2015. These methods tackle the task of semantic segmentation by altering the objective
of the classifier using pixel level labels in the image, leading to a segmentation mask instead of a recognition class
for the whole image. More recent techniques like Deeplab’s architecture in L.-C. Chen et al. 2018, exploit atrous
separable convolutions coupled with a decoder module to refine the segmentation results around object boundaries.
Techniques for fire segmentation are scarcely found, as there are not many public datasets with groundtruth fire
masks. A worth-to-note technique which performs fire detection in social images with the use of color and texture
attributes was presented in Chino et al. 2015.
Regarding Object detection, early CNN based works (Girshick 2015) proposed to deploy a multi-scale bounding
box proposal generation technique first as a feeding mechanism of candidate boxes to deep classifiers. Later, single
shot object detectors appeared with an end-to-end deep architecture like the ones proposed in the works of Ren
et al. 2015, Redmon et al. 2016 and W. Liu et al. 2016. Those models achieved a better trade-off between accuracy
and speed. In more recent studies, Neural Architecture Search has been proposed so as to discover a better feature
pyramid network architecture (Ghiasi et al. 2019), and the problem of scale variation in objects has been explored
(Li et al. 2019).
METHODOLOGICAL APPROACH

The overall objective of our framework is to assess the severity of an extreme fire event. We propose a Multi-Layer
Fusion approach that can process data from heterogeneous sources. An overview of the proposed framework is
illustrated in Figure 1.
Specifically, in the first layer, named the Early Fusion level, the acquired data are analysed so as to discover fire
incidents and extract key concepts and metadata that are informative towards the severity of the situation. The
innovative aspect of this approach lies in the fact that data can be obtained from various sources. Moreover, several
analysis modules may exist in this level designed specifically to process each type of data, independently. Possible
data sources include social media, real-time Wireless Sensor Networks (WSNs) and IoT systems, unmanned aerial
vehicles (UAVs), or citizens and first responders directly, using a dedicated mobile application so as to upload to our
system multimedia captured by their cell phones (images, videos, audio messages or text reports). Depending on
the type of data, certain concepts can be extracted that can contribute to the assessment of the severity. For example,
besides fire and smoke detection in images, pedestrian and vehicle detection may provide valuable information about
the impact of fire to human beings. Moreover, important metadata can be extracted, such as the GPS coordinates of
the captured files, the geolocation of tweets, or the altitude, angle and speed of flight in the case of data captured
from UAVs. As soon as a piece of data is processed (e.g. an image or a social media post), the corresponding
module generates an incident in the form of a report that contains all the extracted concepts in a structured format
and forwards it to the next layer.
In the second layer, named the Decision or Late Fusion level, we formulate a rule-based approach that is responsible
to gather fire incident reports from the previous layer and fuse them. The Real-Time Monitoring and Severity
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Figure 1. The proposed Multi-Layer fusion approach for multimedia analysis and severity assessment

Assessment module in this level encapsulates functionalities that are responsible for: (a) clustering the reports, (b)
assessing the severity of each cluster and (c) assessing the severity of the whole region. To this aim, an online
spatial clustering algorithm has been developed, to cluster fire incidents in a region of interest. Then, a rule-based
reasoning approach estimates the severity level of each cluster based on concepts detected in each incident and their
status. Finally, the fire severity level of the whole region of interest is estimated based on the severity levels of the
set of formed clusters.
Early Fusion level

As explained previously, we perceive the Early Fusion level as a collection of autonomous modules whose purpose
is to discover fire events as they happen, through the analysis of raw data. In this work, we focus on analysing images
that may come from either social media or directly from citizens and firts responders using a mobile application.
Therefore, an Image Analysis module constitutes our Early Fusion level. The input at this level besides the images is
geolocation in the case of social media and GPS coordinates from the mobile application. The output, as discussed,
is an incident report per image. In this section we delve deeper into the details regarding techniques and methods
deployed in the Image Analysis module.
The Image Analysis module has two distinct objectives: (a) to detect images where fire or smoke is present and (b)
to detect living targets, such as people or animals that may be in danger. The first objective is carried out by an
image classification component that can separate fire and smoke images from other non-related scenery, in addition
to a semantic segmentation component that can extract fire textures. The second objective is carried out by an object
detection component that can locate the 2D pixel coordinates of objects that exist in the images and then recognize
their semantic content.
Fire and Smoke Recognition and Segmentation
In order to recognize whether fire or smoke appears in an image the Emergency Classification (EmC) component
has been deployed. It is based on a state-of-the-art image recognition technique that utilizes Deep Convolutional
Neural Networks (CNNs), inspired by the recent success that deep learning has shown in image understanding
(Simonyan and Zisserman 2014) and scene recognition (Zhou et al. 2014). The pre-trained weights of the VGG-16
architecture on the Places365 dataset was the starting point of the model’s final training. The scene recognition
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oriented task that the pre-trained model was optimized to solve, is expected to be suitable prior knowledge in the
form of distinctions between various visual clues that relate to generic scenery images. Starting our training from
there we chose to fine-tune the model in order to recognize one of the following classes: "smoke", "fire" or "other".
The first two classes correspond to smoke or fire images and the "other" class corresponds to images that neither
smoke or fire appear. To do so, the final Fully Connected (FC) layer was removed and replaced with a new FC layer
of width 3, while freezing the weights up to the previous layer. Finally, a softmax layer was deployed on top so as to
enable multi-class recognition.
We have selected and compiled several datasets that contain fire and smoke images in order to fine-tune our model.
More specifically, the BowFire dataset (Chino et al. 2015), the Corsican Fires database1, the Fire-Detection-ImageDataset2, the Fire-Flame-Dataset3, the Forest Fire dataset4 and part of the FiSmo dataset Cazzolato et al. 2017.
These datasets contain images that are taken mainly from fire forests, but also fire outbreaks in urban environments.
Although our use cases are oriented towards forest fires, we include images that show fires in another context for
two reasons:
• To train our model to learn visual clues of the flame texture irrespective of the environment that it may exist.
• To provide a sufficient number of instances for training. The public datasets that specialize on forest fires are
not many.
Note that the instances that contain smoke and flames are annotated with the "fire" label and only the instances that
solely contain smoke without any flames are annotated with the "smoke" label. We distinguish in this way between
images that the fire is visible and the ones that only smoke is visible because they might have been taken from a
location more distant to the fire center.
Simultaneously with EmC, an Emergency Localization (EmL) component is deployed, which is responsible to
semantically segment the regions where fire pixels exist in case EmC’s result indicates an emergency situation.
The DeepLab architecture of "atrous convolution" was adopted (L. Chen et al. 2016), which uses convolution with
up-sampled filters, so as to solve the fire localization problem in images. The EmL component is trained using the
BowFire fire segmentation dataset (Chino et al. 2015), which provides masks of fire regions. We are interested in
extracting the fire regions in order to correlate them later with the object bounding boxes and find the overlap that
they may have in the 2D image plane. We aim to discover burning objects in this manner, notably vehicles that may
contain humans. Note that we are not interested in extracting smoke regions in this work.
Object Detection Since we are especially interested to infer the level of impact that a fire event may have upon
human targets and animals, we aim to extract pedestrians, animals, as well as vehicles that may contain humans
from the images. The Object Detector (ObD) component is responsible to provide a set of bounding boxes that
correspond to the image plane coordinates of the persons, animals and vehicles that exist in the images. Animal
classes contain instances of cats and dogs and vehicle classes contain the following categories: cars, trucks, buses,
bicycles and motorcycles. The architecture of our object detection component adopts the Faster R-CNN Ren et al.
2015, trained on OIDv4 dataset Kuznetsova et al. 2018. During inference we only keep the relevant classes and
discard all other bounding boxes. More specifically, based on Huang et al. 2017, the ResNet101 feature extractor
has been deployed for the extraction of deep features and then a Region of Interest (RoI) pooling scheme is used to
classify candidate boxes.
Early Risk Assessment and Incident Report Generation Each image is fed to each component independently
and the processing is done simultaneously to save time. Then, all the targets (i.e. pedestrians, animals and vehicles)
that have been extracted from a single image are fed to an early Risk Assessment component. This component is
responsible to assign an early risk estimation upon each detected target based on the existence of fire or smoke
in the image, as well as the potential overlap its bounding box has with a fire region. The early risk indicator is
calculated per target as a percentage value ranging from 0 to 1 as follows:
• If the image does not contain fire or smoke the risk indicator is set to 0%.
• If the image has fire or smoke the risk indicator is set to 50%.
1http://cfdb.univ-corse.fr/index.php?menu=1
2https://github.com/cair/Fire-Detection-Image-Dataset
3https://github.com/DeepQuestAI/Fire-Smoke-Dataset
4https://dataturks.com/projects/qdyzl1013/Forest%20Fire

WiP Paper – AI Systems for Crisis and Risks
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

79

Antzoulatos et al.

Real-Time Fire Severity Assessment

• If the target’s bounding box and an extracted fire region overlap, the percentage of fire pixels inside the
bounding box is calculated. The overlap percentage contributes to the other 50%, raising the risk indicator up
to 100% in the extreme case of full overlap.
In other words, a risk value of 0.5 indicates that a target has been found inside an image that shows fire or smoke.
Consequently, a value higher than 0.5 indicates that a target is possibly close to the fire or burning. In the case of
targets appearing in images with no fire or smoke, although the early risk indicator is set to 0, their contribution to
the overall severity assessment may still be significant after clustering. At the final step, the extracted information,
i.e. the EmC result, the extracted targets and their estimated risk indicators, along with the image GPS location, are
gathered together to form an incident report per image which is immediately forwarded to the Decision Fusion level.
Decision Fusion level

During the emergency phase, the Real-Time Monitoring and Severity Assessment module enables fire/crisis
managers to monitor the ongoing situation and assess its severity dynamically. Hereafter, we mention, and use
interchangeably, as Severity of an incident (cluster) the magnitude of the incoming incident (cluster) and as Severity
Level the corresponding mapping in five distinct categories, namely “Low”, “Moderate”, “High”, “Very High” and
“Extreme”. This approach is similar with the one that used by European Forest Fire Information System (EFFIS)
(San-Miguel-Ayanz et al. 2012). Generally, the severity levels imply the significance of an incident towards the
overall severity assessment of the ongoing fire crisis event.
The proposed fire severity assessment algorithm relies on the results of the Early Fusion level (i.e. here, the
Image Analysis module). Every time where a new incident report from the previous level appears, the Real-Time
Monitoring and Severity Assessment module is activated and a sequence of steps are applied including the clustering
of the incident and the estimation the severity levels: a) of the incident; b) of its cluster; and c) of the region that the
cluster belongs to, following a bottom-up approach. Specifically, the steps of the fire severity assessment algorithm
are the following:
Step 1. Data Acquisition: includes the processes to retrieve the outcomes of the Image Analysis. For each one of
the incidents (i.e. images), the module obtains, as input data from the previous level, the incident’s location,
its type (i.e. fire, smoke or other), the class of each one of the targets that it contains, as well as the risk
indicator and detection confidence for each one of those targets.
Step 2. On-line Clustering: a naive distance-based clustering algorithm is applied in order to cluster the imported
incident in an on-line manner: each incident comes in, is processed and clustered into an existing cluster, or
a new one is created depending on a distance criterion satisfaction. The clustering approach is described
thoroughly in the following subsection On-line Clustering algorithm.
Step 3. Incident Severity level assessment: a rule-based reasoning based on a linear weighted fusion approach is
performed, so as to estimate the severity of the incident and its corresponding severity level.
Step 4. Cluster Severity level assessment: a linear weighted fusion approach is performed in order to assess the
severity of a new or updated cluster, based on the estimated severity of its members (incidents) and their
corresponding severity levels.
Step 5. Overall Severity level assessment: a majority voting fusion algorithm is utilised so as to estimate the
severity level of the whole region of interest, based on the severity levels of its clusters.
On-line Clustering algorithm

Clustering is commonly used as a method for data exploration, description, and summarization. Clustering the
capturing incidents could help to reveal and understand the trends and mechanisms of natural devastating events.
Furthermore, the clustering process can enhance the crisis managers’ capacities to tackle a fire crisis event as they
can estimate immediately the number of people and other assets in danger as well as the severity level of an ongoing
fire event. Thus, they can manage and lead their available resources to respond appropriately and de-escalate the
crisis situation. Towards this direction, a naive on-line clustering paradigm for spatial increasing volumes of data,
which have low dimensionality, is applied in this work.
Initially, the geographical location of the first inserted incident is considered as the centre of the first cluster. As
new incidents arrive, their distance from the existing centres are estimated. Each incident is assigned to the closest
cluster according to its distance from the centre of clusters. We assume that incidents that have captured the same
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fire crisis event are located reasonably close to the crisis event. When a new incident is imported to a cluster, then
the centre of the cluster is updated in order to include the new member. Contrariwise, an incident that is located far
from the existing centres, probably captures another fire event. Thus, a new cluster should be created, with the
incident’s location as the centre. In this manner, the number of clusters incrementally increases as new incidents
from various locations arrive.
It should be mentioned, that the distance threshold is a tunable parameter, to be determined by the users (i.e.
fire managers, first responders and responsible authorities) so as to better reflect their intuition, knowledge and
experience in dealing with such crisis events. Determining the distance threshold depends heavily on the operational
capabilities of the crisis response forces to cover the fire incidents in a timely and efficient manner, as well as the
geomorphological characteristics of the region where the fire incident occurs.
In this work, for the calculation of distance between two locations, the Haversine formula is utilised Sinnott 1984. It
employs the law of haversine, which assumes that the Earth is spherical with radius R (⇡ 6371:<). The distance
between two locations A, in spherical coordinates (longitude and latitude) ;>= and ;0C , and B in spherical
coordinates ;>= ⌫ and ;0C ⌫ is calculated as follows:
(1)
(2)

3;>= = ;>= ⌫ ;>=
3;0C = ;0C ⌫ ;0C
3;0C
3;>=
0 = B8=2 (
) + 2>B(;0C ) ⇤ 2>B(;0C ⌫ ) ⇤ B8=2 (
)
2
2
2 = 2 ⇤ 0A2B8=(B@AC (0))
⇡8BC 0E4A B8=4 ( , ⌫) = ' ⇤ 2
The intermediate result c is the great circle distance in radians. The ⇡8BC
as R. The centre of the :-th cluster is updated by the following formula:
1’
1’
⇠: =
G8,;>= ,
G8,;0C
= 8=1
= 8=1
=

=

0E4A B8=4 (

(3)
(4)
(5)
, ⌫) will be in the same units

!

(6)

where, = is the cardinality of the :-th cluster and as G8,;>= , G 8,;0C denote the longitude and latitude of the 8-th member
of the particular cluster.
Incident Severity assessment

In Step 3, the severity and the severity level of each incident is estimated. The decision fusion algorithm classifies
the targets in images into the following classes depending on their expected capacity to human lives.
• 2;0BB1 = [“human”, “cat”, “dog”, “bicycle”, “motorcycle”]
• 2;0BB2 = [“bus”, “car”, “truck”]
We assume that the members of the 2nd class have the capacity to carry on more than one human being. Thus, in
case a target of this class, e.g. a “bus”, is detected, then, the algorithm presumes that this has the potential of being
equivalent to the detection of multiple human targets, and should hold higher weight when estimating the incident
severity compared to members of the 1st class. It is worth mentioning here, that this classification is indicative and
not compulsory to the execution of the whole process. The end-users could alter the members of classes, even
increase the number of classes in order to include various kinds of targets.
In order to calculate an incident’s severity based on the detected targets’ properties, pre-defined fixed weights have
been assigned to all possible cases. The magnitude of the weight depends on the type of incident (i.e. “fire”,
“smoke” or “other”), and the risk indicator and detection confidence given for each target in the incident report. The
latter are quantified into 3 classes (“low”, “medium” and “high”). The weight assigning process effectively encodes
into the model to the reliability of the target detection and the targets’ overlap or co-existence with fire or smoke
instances in the image. The weights are given for a fire incident in Table 1a, a smoke incident in Table 1b and other
incidents in Table 1c. It should be mentioned here, that in the case where no targets are detected into an incident,
then for the “fire” type incident, the algorithm assigns a Severity value equal to 0.75, while for the “smoke” one, it
assigns the value 0.65.
Henceforth, we are going to use the following notations:
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Table 1. Weights assigned to targets for every incident type.

(a) Table of weights for a fire incident

Risk
Low
Medium
High

2;0BB1
2;0BB2
2;0BB1
2;0BB2
2;0BB1
2;0BB2

Low
0.3
0.4
0.55
0.65
0.65
0.75

Confidence
Medium
0.55
0.65
0.65
0.75
0.75
0.85

(b) Table of weights for a smoke detected incident

Risk

High
0.65
0.75
0.75
0.85
0.9
1.0

Low
Medium
High

2;0BB1
2;0BB2
2;0BB1
2;0BB2
2;0BB1
2;0BB2

Low
0.25
0.35
0.5
0.6
0.6
0.7

Confidence
Medium
0.5
0.6
0.6
0.7
0.7
0.8

High
0.6
0.7
0.7
0.8
0.85
0.95

(c) Table of weights for the incident type “other”

Risk
Low

2;0BB1
2;0BB2

Low
0.1
0.25

Confidence
Medium High
0.2
0.3
0.35
0.45

• : a list of current incidents that they have already arrived and analysed by the modules
• | |: the number of current incidents in the list
• 8: the 8-th individual of the current analysed incidents, where 8 = 1, . . . , | |
• )8 : a list of detected targets in the 8-th incident
• |)8 |: the number of detected targets in the 8-th incident
• C8 : the C C⌘ individual of the targets in the 8-th incident, where C 8 = 0, . . . , |)8 |. |)8 | = 0 implies the lack of
detected targets in the 8-th incident (image)
Let assume that the Image Analysis module has analysed the 8-th incident and identified its type of fire or smoke or
other. Moreover, a list of targets (|)8 | > 0) has been detected in it. Then, the following steps are performed:
(8) For each one of the C 8 -th target in the list of targets )8 :
U) Determine the class, 2;0BB 2 , 2 = 1, 2, that the target belongs to.
V) Determine the weight, F 2;0BB2 ,C8 of the specific target in terms of the risk indicator and detection
confidence in the incident. The weight is defined by employing the above tables, Table 1a if the EmC
module has detected fire in the incident, Table 1b if the EmC module has detected smoke in the incident,
or Table 1c if the EmC module neither detects fire nor smoke.
(88) Estimate the severity of the 8-th incident, (4E4A8CH 8 , by employing the following linear weighted fusion
approach and aggregating over the weights of the targets in the particular incident:
(4E4A8CH 8 =

8
1 ’
⇤
F 2;0BB2 ,C8
|)8 | 8=1

|) |

(7)

(888) The severity level of an incident is estimated following the rule below:
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if (4E4A8CH 8  0.25 then
(4E4A8CH!4E4; 8 = Low
else if 0.25 < (4E4A8CH 8  0.5 then
(4E4A8CH!4E4; 8 = Moderate
else if 0.5 < (4E4A8CH 8  0.7 then
(4E4A8CH!4E4; 8 = High
else if 0.7 < (4E4A8CH 8  0.8 then
(4E4A8CH!4E4; 8 = Very High
else if 0.8 < (4E4A8CH 8  1.0 then
(4E4A8CH!4E4; 8 = Extreme
end if
Cluster Severity assessment

In Step 4, a linear weighted strategy is applied for the cluster’s severity assessment. Each time that a new incident
inserted in an existing cluster, or a new cluster is created, this process is triggered in order to estimate the severity
level of the cluster. Hence, the Severity of the :-th cluster is estimated by the following formula:
(4E4A8CH : =

#8=2
1 ’
F 8 ⇤ (4E4A8CH :,8
#8=2 8=1

(8)

where #8=2 is the number of incidents in the :-th cluster and (4E4A8CH :,8 denotes the severity of the 8-th incident
in the particular cluster, based on the equation (Eq. 7). Finally, F 8 denotes the weight of the 8-th incident. Here,
we can consider that each one of the incidents has equal contribution to the estimation of the severity level of the
cluster. Thus, the F 8 is set to 1. The Severity Level of the cluster is estimated following the above rule, which is
employed to map the incidents into 5 categories from “Low” to “Extreme”.
Overall Severity level assessment

Finally, the Overall Severity level (Step 5) can be assessed by the utilisation of a majority voting fusion strategy. In
the majority voting based fusion, the overall severity level of the region of interest is the one where the majority of
the clusters reach a similar severity level.
EXPERIMENTAL RESULTS

The purpose of this section is dual. Firstly, we present the experiments that have been carried out so as to evaluate
the reliability and performance of the Early Fusion Level (i.e. the Image Analysis module). Next, we exhibit results
from a simulated test that we have conducted using the synthetic incidents generated by the Image Analysis module.
The goal is to evaluate the performance of the Decision Fusion level methodology in terms of its ability to make
appropriate assessment of the severity of an on-going fire crisis event.
Image Analysis Evaluation

The compiled dataset for the EmC training contains more than 11000 images. We made a random split, where
70% of the images were selected for training and 30% for testing. The mean accuracy of the classifier in the test
data across all three classes is 0.98%. This is shown in Figure 2 where the normalized confusion matrix for the
emergency classification task is presented. As we can see, there are very good accuracy rates in general. Most of
the errors are false negative cases in the case of the ’smoke’ class. The performance drop on smoke images may
indicate that generally smoke detection is a harder task than fire detection. This holds true especially in cases
where smoke is confused with clouds or fog. Interestingly, there is very little confusion between the two emergency
classes: just 0.02% overall confusion between fire and smoke.
As far as concept detection, our object detection and semantic segmentation models have been adopted from
the works of Huang et al. 2017, L. Chen et al. 2016 and Giannakeris et al. 2018, therefore detailed quantitative
performance evaluation can be found there. However, we chose to showcase their applicability by including some
qualitative examples in Fig. 3.
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Figure 2. Confusion Matrix of EmC on test data

(a) A dog close to the fire.

(b) A person and a truck detected.

(c) Vehicles detected in the presence of (d) Vehicles detected in the presence of
smoke.
fire.

Figure 3. Examples of detected concepts from the Image Analysis component.

Real-Time Monitoring and Severity Assessment Evaluation

The goal of this subsection is to evaluate the proposed algorithm for the severity assessment of the on-going fire, by
exploiting the real-time information obtained from the analysis of images taken from the field. Hence, to achieve
this goal, we assume that 60 incidents with multimedia content will be sent to the system for analysis.
The Real-Time Monitoring and Severity Assessment module obtains the incident reports with the analysis results
from the previous layer, and fuses them with knowledge extracted from already existing incidents. In this experiment,
the incidents generated by the image analysis module, are progressively assessed in terms of their severity and are
clustered according to the methodology that governs this study. The geographical position of the images consumed
by the Image Analysis module, follows the distribution pattern of incidents occurring on a close to real life scenario.
We have adopted predefined thresholds such as radius, distance, and density of incidents, based on the knowledge
gained by the fire use case testing in the beAWARE5 project. In this evaluation experiment, initially, we assume
5https://beaware-project.eu/
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Table 2. Experimental results of the Real-Time Monitoring and Severity Assessment module

Cluster

#8=2

Cluster Severity Level

1
2
3
4
5
6

16
20
17
3
2
2

High
Very High
Very High
Very High
Very High
High

Low
0
0
0
0
0
0

Incident Severity Level
Moderate High Very High
1
12
3
0
1
19
0
1
16
0
1
1
0
0
2
0
2
0

Extreme
0
0
0
1
0
0

three main fire sources to be assigned as the weighted centre of gravity for all the incidents. In total, 60 images
were fed to the Early Fusion level one by one, resulting in 6 clusters of incidents. The majority of the incidents are
clustered in 3 big groups, while other 3 smaller clusters were generated, which contained the isolated incidents. In
Table 2, the results of the experiment are summarised.
The first cluster contains 16 incidents and “High” severity level was estimated. The cluster resulted holding 12
members classified as “High” severity, 3 as “Very High” and 1 as “Moderate”. The outcome is rational, as the
majority of the incidents were far from the location that fire had exploded and the majority of the captured images
contains only smoke. Only 3 images out of 16 with fire were classified as “Very High”, as shown in Figure 4a. The
map shows blue points that represent each image (incident) sent to the Early Fusion level, and the numbers indicate
the order of arrival. The second cluster contains 20 incidents, where, the majority of them were classified as “Very
High” (19 out of 20) and one of them as “High” (Figure 4b). Image Analysis detected 3 cars and 1 human in the
image shown at the bottom of the map, however the lack of fire degrades this incident’s severity level to “High”.
Hence, the severity level of the whole cluster was assessed as “Very High”, due to the frequent appearance of fire
inside other images. The third cluster contains 16 incidents with “Very High” severity level and one incident which
is classified as “High”. Image Analysis manages to detect several instances of fire, as well as multiple targets. Thus,
the overall cluster’s severity was estimated as “Very High” (Figure 4c). The forth cluster is classified as “Very
High”, holding three members of “High”, “Extreme” and “Very High” severity level (Figure 4d). The “Extreme”
case, shows a car passing in a highway very close to a fire. The fifth and sixth clusters contain two members which
were estimated as “Very High” and “High” severity incidents, accordingly (Figure 4e and Figure 4f). In the sixth
cluster, the images contain only smoke and no targets are detected. Thus, the severity level of these incidents and of
the whole cluster were estimated as “High”. Finally, the algorithm assess as ’Very High’ the overall severity of the
Region of Interest, hence 4 out of 6 clusters classified as ’Very High’ and the rest of them as ’High’.

(a) Cluster 1, estimated as “High” severity

(b) Cluster 2, estimated as “Very High” severity
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(c) Cluster 3, estimated as “Very High” severity

(e) Cluster 5, estimated as “Very High” severity

(d) Cluster 4, estimated as “Very High” severity

(f) Cluster 6, estimated as “High” severity

Figure 4. Visualization of the created six clusters including an enumeration of the incoming fire incidents.

CONCLUSIONS

Overall, we have proposed a framework to tackle the current challenges in severity assessment, concerning the reveal
of new or hidden knowledge from data that can be captured by multiple heterogeneous sources on the field. The
simulated experiment that we conducted shows that the operation of the system was reasonable. The majority of the
first incidents that arrived and were characterised as “High”, created clusters which were also classified as of having
“High” severity. As the severity of the incoming incidents increased to “Very High”, the algorithm kept raising the
severity levels of the created clusters, reflecting the new conditions and information obtained real-time from the
field and providing a solid base environment for assisting the crisis manager in the decision-making process.
Despite these promising results, further work should be done to enhance the proposed approach in various directions.
First of all, in the Decision Fusion layer the approach could be enriched taking under consideration information
from heterogeneous sources. The analysis of textual and oral messages which are received from the citizens in
the field through social media or mobile devices along with the video analysis from drones could be potential
resources to extend our approach, by combining those types of information and empowering the dynamic severity
assessment of the fire crisis. Moreover, the naive clustering algorithm which relies only on spatial criteria to group
the incidents, could be further strengthen by employing more qualitative criteria to create the clusters. In this
direction, state-of-the-art spatio-temporal clustering algorithms should be integrated in the proposed framework to
improve the clustering process. In the above methodology, the employed weights for the estimation of the severity
levels were preset and constant reflecting the end-users point of view and beliefs regarding the significance of the
detected targets and the crisis events. However, this process should be changed by the utilisation more intelligent
and dynamically adjustable approaches from the machine learning field. Finally, our framework can be customised
to support multi-hazard scenaria or diverse type of data in the future.
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ABSTRACT

Fast-spreading fake news has become an epidemic in the post-truth world of politics, the stock market, or even
during natural disasters. A large amount of unverified information may reach a vast audience quickly via social
media. The effect of misinformation (false) and disinformation (deliberately false) is more severe during the critical
time of natural disasters such as flooding, hurricanes, or earthquakes. This can lead to disruptions in rescue missions
and recovery activities, costing human lives and delaying the time needed for affected communities to return to
normal. In this paper, we designed a comprehensive framework which is capable of developing a training set and
trains a deep learning model for detecting fake news events occurring during disasters. Our proposed framework
includes infrastructure to collect Twitter posts which spread false information. In our model implementation, we
utilized the Transfer Learning scheme to transfer knowledge gained from a large and general fake news dataset to
relatively smaller fake news events occurring during disasters as a means of overcoming the limited size of our
training dataset. Our detection model was able to achieve an accuracy of 91.47% and F1 score of 90.89 when it
was trained with the first 28 hours of Twitter data. Our vision for this study is to help emergency managers during
disaster response with our framework so that they may perform their rescue and recovery actions effectively and
efficiently without being distracted by false information.
Keywords

Neural Networks, Social Network, Natural Disaster, Fake News, Deep Learning.
INTRODUCTION

Social media platforms have become an integral part of the life styles of many individuals since such platforms allow
easy access to diverse information and rapid interactions among their users. Unequivocally, the growing impact
of fake news has been increasingly affecting the integrity of the society in a harmful way. Therefore, detecting
fake news and understanding its characteristics and mechanisms of dissemination constitutes the community-wide
responsibility for the stability and the sustainability of the society in a modern and open internet ecosystem.
In spite of many prior studies conducted to detect fake news primarily relied upon social media contents, due
to the non-trivial task of semantic modeling dealing with both misinformation and disinformation (Rubin et al.
corresponding author
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2015), a successful strategy is highly likely to be achieved only when we understand the complexity on how they
are engaged and disseminated ( Vosoughi et al. 2018; Conroy et al. 2015; Qazvinian et al. 2011; Shu et al. 2017).
Consequently, it is a holistic approach that takes into account multiple characteristics of fake news namely, user
engagement, user profile, and the dissemination of entire fake news event, along with the fake news texts or the
content-based information ( Ruchansky et al. 2017). In this work, we introduce an end-to-end solution by leveraging
recent advances in Deep Learning, which is intrinsically suitable for combining diverse sets of features without
hand-crafted feature engineering and it is also inherently scalable for large datasets (Ruchansky et al. 2017).
In order to address the complexity of requirements for an effective solution to deal with malignant fake news spread
in the time of disasters, we introduce a pipeline framework for detecting fake news events which delivers false
information to a large population quickly and broadly on Twitter. It is worth mentioning that our framework is
capable of dealing with other types of fake news events (i.e., non-disaster domains) as well. Our framework is
streamlined with the Twitter data collection component and the Deep Learning-based data analysis component.
Notably, the data analysis, which models a classification task, incorporating multiple features (such as user features)
as input along with the temporal sequence of fake news propagation. This analysis is designed to be effective in
cases with an insufficient size of the training dataset, which is commonly faced during a specific disaster event.
In the following section, we introduce several studies which are most relevant to our study, followed by the
methodology, experiments, and the results and discussion sections. Finally, we conclude with a brief summary of
our study and plans for future work.
RELATED STUDIES

Pierri and Ceri (2019) present a comprehensive survey of publications on recent advances in fake news studies in
three categories: the detection of false news; the characterization of fake news spreading in social media; and the
mitigation approaches to alleviate the impact of such news on communities (Pierri and Ceri 2019). For research
contributions on detecting false news, the authors further group the publications into three categories based on
the features analyzed: the content of fake news, (social) context of fake news which propagate in social media,
and combination of both content and context. Content-based approaches identify linguistic features from the
textual content of fake news (W. Y. Wang 2017; Popat et al. 2018; Pérez-Rosas et al. 2018; Horne and Adali 2017;
Potthast et al. 2018; Hosseinimotlagh and Papalexakis 2018). Manually-engineered feature sets are often used
along with traditional machine learning and deep neural network models. One of the early studies for fake news
detection, which focused on classifying the relative stances of news content to its title, also goes into this category
(Hanselowski et al. 2018). Social context-based approaches aim to distinguish fake news cascades (which are a
group of social media posts sharing the same fake news) by analyzing the social aspect of the fake news which
diffuse in social media (Tacchini et al. 2017; Volkova, Shaffer, et al. 2017; Y. Wang et al. 2018; L. Wu and H. Liu
2018; Y. Liu and Y. B. Wu 2018). The profiles of users involved in fake news activities, interactions between users,
and interactions between users and fake news are all important features to consider in identifying fake news cascades.
Context-based approaches may also analyze the spatiotemporal features (e.g., time stamps and geolocation data
of Twitter posts) as long as these features are provided as part of the dataset. Finally, the authors introduce the
combined approach, which mixes both content-based and social context-based approaches, as the latest and most
effective methodology for fake news detection (Ruchansky et al. 2017; Volkova and Jang 2018; Shu et al. 2017).
Considering that the combined approach is the latest and the most effective one, we have also based our proposed
detection model on this approach. In the following paragraphs, we further introduce selected studies, which have
incorporated the combined approach in their methodologies. These studies use datasets which have multiple
dimensions (e.g., texts, user profiles/interactions, spatiotemporal data), and also apply deep neural network models
(e.g., Convolutional Neural Net, Recurrent Neural Net) to detect fake news and to facilitate the study of fake news
detection in social media.
Ma et al. (2016) developed an approach which converts Twitter data into variable-length time series and then trains
four recurrent neural network (RNN)-based models (tanh-RNN, long short-term memory (LSTM) (Hochreiter and
Schmidhuber 1997; Graves 2013), gated recurrent unit (GRU) (Cho et al. 2014) with 1-layer hidden units, and GRU
with an extra hidden layer) for rumor detection problem (Ma et al. 2016). Deep neural network models, including
RNN models (Rumelhart et al. 1988), demonstrated advantages over traditional machine learning models. The
authors shared their own training datasets after developing them by using both manual and automatic processes
based on Twitter and Weibo (Chinese social media) platforms. Their algorithm converts incoming microblog
streams into a variable length time series data. This approach captures and represents the densely populated regions
in the diffusion stream for analysis. The model performances were compared to those of traditional machine learning
models, and it showed outstanding performance for the Weibo dataset in terms of the accuracy, precision, recall,
and F measures. Although their GRU models performed well for the Twitter data in terms of the accuracy and F
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measure, traditional support vector machine (SVM) models showed slightly better performance for precision and
recall measures. Our study also adopts an RNN model and use Ma et al.’s Twitter dataset (i.e., Rumdect dataset) as
part of the training model. However, the difference is that our model includes a user module component to address
the social aspect of the fake news propagation. In addition, our model is further fine-tuned using our own disaster
fake news Twitter dataset applying the transfer learning (TL) scheme.
The hybrid model for detecting fake news diffusion in social media, presented by Ruchansky et al. (2017) (Ruchansky
et al. 2017), focuses on three characteristics of fake news: textual content of the fake news, user responses the
fake news receives, and the sources of the fake news (e.g., structure of URLs, publisher, users). Their model
consists of three components, namely Capture, Score, and Integrate. The textual content of fake news and temporal
aspect of user-to-news interactions are analyzed by the Capture module using a paragraph embedding technique
(e.g., doc2vec) (Le and Mikolov 2014) and the volume of fake news posts per unit time, respectively. In order to
uncover the source characteristics, their Score module operates on all users and then depicts frequencies of the
user-to-user engagement mediated by fake news articles. Finally, the results from both Capture and Score modules
are concatenated in the Integrate module for predicting whether each article is fake or real. Ruchansky et al. adopts
the same social media data (Twitter and Weibo) collected by Ma et al. However, their approaches for preparing
training datasets are not identical. For Ma et al., they produce variable-length time series data for training their
models out of the collected social media data whereas Ruchansky et al. partition the social media data into 1-hour
segments and then each of which becomes an input to a cell for more efficient training of the model.
One of potential limitations of Ruchansky et al.’s model is that their model depends heavily on user-to-user
interactions in the Score module, which presides over all users in the training dataset (Ruchansky et al. 2017). This
design consideration may make the entire model less flexible and perform less effectively when the model has to
predict labels for an unseen set of users and articles with which those users interacted. Our model design is similar
to that of Ruchansky et al.’s in that our model has the Content Aware module, which corresponds to their Capture
module. Our model also has the Context Aware module, which corresponds to their Score module. However, the
differences are that: (1) we attempt to resolve the issue of their model’s dependency on user-to-user interactions by
representing users with their Twitter profile data; and (2) we adopt the TL scheme to overcome the insufficient size
of our training dataset, which is derived from fake news events (tweets) in disaster domain. We hope that this study
will help the emergency organizations, institutions such as libraries and schools, and the affected public to filter out
false information during the critical times of natural disasters. This will increase the community resilience as well.
METHODOLOGY
Data Collection

As part of our framework, we have a distributed tweet collection system infrastructure. We developed this to allow
for convenient collection, storage, and filtering of Twitter data. The system collects requested tweets based on
keywords and locations of the tweet posts, filters the tweets, and then stores them into the MongoDB database as
shown in Figure 1.
Ground Truth Label: To collect the ground truth labels for the fake news, we rely on the fact-checking website
such as Snopes.com. Snopes.com is a well-regarded evidence based source for filtering out myths and rumors
and misinformation on the Internet (Snopes is the internet’s definitive fact-checking resource 2020). Snopes.com
classifies a news article into broader spectrum of ratings (e.g., false, mostly false, mixed, mostly true, unproven,
miscaptioned). However, we only consider those articles which are labeled as ’false’ and ’mostly false’ as fake, and
’true’ as real for the ground truth labels. We use web automation tool, Selenium (SeleniumHQ Browser Automation
2019), to periodically collect the relevant articles to create our ground truth labels.
Social Context: To ensure better search results, the keywords to collect relevant Twitter posts are generated
manually based on the headlines of articles in Snopes.com. Related Twitter posts are then collected by using the
Search and Streaming APIs, provided by the Twitter’s Advanced Search API. Twitter’s Streaming API helps us
to define a bounding box of geolocations for the tweets that need to be collected, whereas Search API allows the
hashtag- or keyword-based collection of tweets. We utilize both of these features to collect the disaster-related
tweets. We also used the Twitter’s Search box to search and collect the fake news-related tweets explicitly. Once the
tweets are collected, we apply de-duplication and filtering processes to remove duplicate tweets that will inevitably
be collected from both types of APIs and filter the noise (irrelevant tweets) respectively, based on the text, time
interval, and geolocation to study our fake news spatio-temporal patterns. After we obtain social media tweets,
which are directly relevant to the fake news, we further fetch metadata such as user profiles, replies, likes, retweets,
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and social network information from those tweets to create our training dataset to train our proposed detection
model described in Detection Model section.

Figure 1. Twitter Data Collection System Infrastructure

Data Preparation

Our model is comprised of two modules-Content Aware and Context Aware modules and the input data is prepared
accordingly. Following the model proposed by Ruchansky et al. (Ruchansky et al. 2017), the input data to
our Content Aware module is generated. Each Twitter event 4 is considered as a temporal sequence of sets
of tweets within C time interval. Each engagement between a user D 8 and an event 4 8 at time C is represented
as a tuple of - = (n, ), -D , -C ), where n is the number of tweets engaged in a particular time interval ).
-D is the row in the adjacency matrix between the event 4 8 and user D 8 involved in ), and -C is the numeric
vector representation of the tweet texts within ). For example, let there be 4 1 , 4 2 , ..., 4 = events. Each event
4 8 is comprised of a series of tweets C 1 , C2 , ..., C : by different users D 1 , D 2 , ..., D ; . Furthermore, we partition the
series of tweets into different sets B1 , B2 , ..., B < based on ) time interval. Therefore, X is the vector of tuples
(n, ), -D , -C )1 , (n, ), -D , -C )2 , ..., (n, ), -D , -C )< , where n is the total number of tweets in a set B8 . To calculate
-D , we first create an adjacency matrix of all the users and events, where each row represents the number of times a
user D 8 involved in each event 4 1 to 4 = . Moreover, we take the mean of the collection of rows (or users involved in a
set B8 ) of the adjacency matrix and represent it as -D . In the end, we reduce the dimensionality of the adjacency
matrix using PCA (with dimension 20). Similarly, in order to calculate -C , we consider the collection of tweets in a
set B8 and then use doc2vec to produce the vector embedding.
For the Context Aware module, various metadata from the Twitter user profiles are collected based on those twitter
users involvement in a particular event 4 8 using our data collection system described in Data Collection section
. Each user’s number of tweets shared, number of followers, number of following, number of likes, the links or
media shared, the age of their profile, if their account is private or verified, and their geocode locations are all
taken into account. The user profile collected and processed in this way may capture user characteristics based on
their activities in the network. Thus, our Context Aware module should be able to distinguish users who may have
different levels of susceptibility for fake news. In Ruchansky et al.’s study, user features are constructed based on
the user-to-user interactions within the training dataset. Such features are dependent on the dataset and if the test set
encounters new unseen users involved in the fake news, then such model would fail to capture new fake users.
Detection Model

In this section, we go over the deep learning model utilized for disaster-related fake news detection. Any news article
contains three important features: the information an article carries (e.g., tweet text), the response to the article by
various clients engaged with that article (e.g., replies to the tweet, the number of likes, the number of followers,
and the temporal information), and the source of the article (e.g., twitter account which posts that tweet and it’s
behavior on social site). Therefore, by incorporating these three features in our deep learning model, our model
could learn the underlying data distributions for fake news behaviors in social media in a more comprehensive way
to distinguish between a real and fake news. Inspired by Ruchansky et al. ( Ruchansky et al. 2017), we constructed
the content aware module to capture the temporal and textual fake news information. However, we added a context
aware module to capture user features based on the individual twitter user profile. As previously mentioned, the
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main drawback of Ruchansky et al.’s model is the dependency on user-to-user interactions in the Score module.
This design consideration may make the entire model less flexible and perform less effectively when the model has
to predict labels for an unseen set of users and/or articles. We tackled this limitation by designing the content aware
module to characterize each user’s information based on it’s profile. The second implementation constraint that we
handled is the fact that the disaster-related dataset is relatively small in comparison with fake news dataset used in
previous works. Therefore, we utilized TL to overcome this limitation. We will go over the implementation in detail
in the rest of this section.

Figure 2. Model Detection Specification

Content Aware Module

The goal of this module is to capture the temporal and textual features of the fake/real events. We incorporated a
time distributed embedding layer to standardize the input - before feeding it to the RNN. To capture the temporal
characteristics, we used the Long Short-Term Memory (LSTM) model, since LSTM models are good at capturing
long-term dependencies and can also handle variable length inputs. The final hidden layer of LSTM is then passed
through a fully connected layer to get a low-dimensional feature vector which represents the temporal and textual
characteristics as shown in Figure 2.
Context Aware Module

This module captures the user features based on the Twitter user profile information. The user feature matrix is
constructed based on their user profile and then Principal Component Analysis (PCA) is applied. PCA not only
helps in reducing the dimensionality, but also enables us to capture the most important variables in the original
feature space. Therefore, the dimension of the user feature matrix is reduced from eight to four (based on the elbow
in the curve as a function between the dimensions and the explained variance, with no rotation). Given the set of
low-dimensional user features (of dimension 4), we then apply dense layers to extract the user feature vector * and
apply masking to select only those users that are involved in a particular batch. The output of both the modules are
concatenated and the whole model is trained jointly.
Training with Transfer Learning

In the disaster domain we face the limitation of the sufficient amount of data, due to the limited time window of
the disaster event. TL is a traditional novel approach to handle training on small datasets and achieve a robust
model, given we have similar larger data distribution available from different domains. Thus, in our TL, we have
pre-trained our model using a bigger dataset and then transfer the learning on a specific (but relatively smaller)
natural disaster dataset ( Pan and Yang 2010). Therefore, the pre-trained model have the same architecture and was
trained with an existing larger fake news event dataset (Rumdect). In this first step, a rich set of generic features
were extracted from the data in diverse topical areas. Then, the fine-tuning with our disaster data allows our model
to be trained in spite of the smaller disaster dataset (Table 1).
Note that the TL scheme is only applied to the Content Aware module. The Content Aware module is then jointly
trained with Context Aware model for the end-to-end supervised task. The Loss function for training our model is
composed of the cross entropy loss (Lce ) and the ! 2 regularization as follows.
L = Lce + _ k, k 22
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Table 1. Overview of the datasets used for training.

No. of Events
No. of Fake Events
No. of Real Events
No. of Users
Total No. of Tweets
Avg. Event Period (hrs)
Avg. No. of Tweets/event
Max No. of tweets
Min No. of tweets
Avg. No. of tweets/user

Rumdect
Dataset
991
497
494
226,791
569,912
1,961
575
37,475
4
2

Disaster
Dataset
91
46
45
31,305
37,975
3,924
417
4,041
6
1

The weights for Dense Layer and Time distributed layers are randomly dropped out for training to reduce overfitting.
Therefore, we have created an end-to-end framework to collect the fake news during a disaster and then prepared the
dataset to feed it to the model. The model is then trained via TL to make predictions. We trained the Context Aware
module initially on the larger Rumdect dataset, then the weights of the model were transferred to the natural disaster
dataset to handle the small dataset limitations. All the RNN models are trained using Tensorflow 1.8 and tested with
Nvidia GeForce GTX 1080Ti. The Rumdect dataset is divided into 80% training, 5% validation and 15% testing
dataset, whereas the natural disaster dataset accuracy is measured using the 5-fold cross validation.
EXPERIMENTS
Datasets

Since our natural disaster dataset is generated based on the Twitter data, we considered only the Twitter data part
from the publicly-available Rumdect dataset for pre-training step as discussed in Transfer Learning section. This
dataset originally contained more than 5,000 events with five million relevant tweet IDs (Ma et al. 2016; Twitter Ids
(snowflakes) 2010). However, when we hydrated those tweet IDs to utilize their full tweet texts and metadata, some
of the tweets were found to be no longer existing due to account suspension or deleted posts. Thus, the Rumdect
dataset that we hydrated has 991 events and approximately 570,000 relevant tweets. Each event comprises a news
story, tweet IDs associated to that news, and the label (real or fake). Upon hydration of the tweet IDs, we get each
event with the set of engagements (tweets) made by a user D 8 at time C. For our disaster dataset, we have collected 91
instances of fake/real news events along with the profiles of users engaged in the events following the methodology
in Data Collection section . The statistics of both the dataset is listed in Table 1.
Model Setup

We partition each engagement of the dataset into segments of ), time interval such that all the engagements within
) time are taken as one input to the LSTM cell.
Hyperparameters: We used cross-validation to set the regularization loss parameter to _ = 0.01, the dropout
probability as 0.4, the learning rate to 0.001, and used the Adam optimizer. Furthermore, we considered 1 hour
granularity as the partition unit ). For training the doc2vec model, we used the window size of 10 and a vector
size of 100. The weights used in the Context and Content Aware modules are of dimension 100.
RESULTS AND DISCUSSION
Fake News Event Detection Performance

In Figure 3, the detection accuracies and the F1-score (the harmonic mean of the precision and recall) obtained
with our model for different event periods are presented. The different time lengths of event periods from 6 to 48
hours with one hour increment are used and indicated with x-axis labels. Regarding the partition scheme, which is
one hour interval, if there is no tweet activity in a certain partition in an event, we skipped it and considered only
non-empty partitions in the dataset.
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Figure 3. Accuracy and F1 score of our model trained with different sizes of event periods.

The best accuracy of 91.47 % was achieved when we used the first 28 hours of tweets as an event period in our
disaster dataset. The same condition resulted also in the best F1 score of 90.89. Since in natural disaster domain
only classifying the tweets is not enough, rather classifying them within smallest amount of time is also crucial.
Therefore, we assessed different time intervals on which we can have the best trade-off between the sensitivity
analysis (the overall best accuracy) and the threshold assessment (the minimum number of hours required to achieve
the best performance), and found the 28hrs of training to be the right interval which gives us the best accuracy.
With this, our model demonstrated the capacity of capturing the textual, temporal, and user engagement/profile
aspects of the fake news events in social media successfully.
In spite of reasonably good performance, thanks to TL-based training, the model architecture, and datasets we
collected, there exist a challenge to understand the overall results shown in Figure 3. For example, more data with a
longer event period do not seem to improve the accuracy if the event period becomes longer than 28 hours. There
might be two potential reasons for such degradation of the overall model performance: (1) the influx of noisy
data and (2) a transition to a more complex data distribution. For (1), it might be related to the fact that noisy
and unrelated tweet data were introduced, especially after around 28 hours since the beginning of the fake news
occurrences in social media. For example, noisy tweets could have been added to our disaster dataset when social
media marketers abused popular hashtags in fake news tweets for their marketing purposes. Another potential
explanation might be (2) the transition to different model distribution. After a certain period, different mechanisms
to generate fake news events may start to emerge, departing from the data distribution of an early event period (up to
28-hour period) readily detected by the current model. An understanding of whether such mechanisms could turn
out to be difficult to model or could be captured by more sophisticated models would be beyond the scope of this
work. However, unraveling such a time-dependent behavior we found in this work would be an interesting future
work for the nature of disaster fake news detection.
Transfer Learning

Table 2. Accuracies for different model setup and
with/without TL.

Model Setup
Content Aware Only
Content + Context Aware

Without TL
78.94
86.15

With TL
84.21
91.47

Figure 4. User characteristics (Credibility score 0: users
involved only in real news events; Credibility score of 1:
users involved only in fake news events).
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As described in Detection Model section , our detection model mainly consisted of two parts: Content Aware and
Context Aware modules. The Content Aware portion of the model was trained with TL and the Context Aware
module captured the user profile information from social networks that they participated. In order to examine the
effects of these different model setup and the role of TL, we computed accuracies using the first 28 hours of event
data with different settings.
Combining the Context Aware module along with the Content Aware module had a significant effect on the accuracy
with 7.24 % increase in average regardless of the application of TL. This tells us that our Context Aware module
could successfully extract useful information from the profiles of users participating in social networks to distinguish
false from real information activities. Applying TL to the Content Aware portion also positively affected the
accuracy with a 5.3% increase in average regardless of adding the Context Aware module to the detection model.
Thus, the issue of insufficient size of training dataset in the disaster domain could be addressed successfully.
If we compare the Content Aware only model without TL (78.94 %) and the Content + Context Aware model with
TL (91.47 %), the accuracy difference is much more significant (12.53 %), and it clearly shows the benefits of using
the user profile information, as well as TL for the false information detection in disaster domain.
Representing User Characteristics

We calculated the credibility score of each user based on their average participation in the fake or real news events
in social media. If a user was involved in fake events only, his or her credibility score became 1. If the user was only
involved in real events, his or her credibility score became 0. Hence, the credibility of each individual user was
⇠8 n [0, 1]. We considered the 20% random samples of the data and extracted the user features on our trained model.
We projected the first two scalar values of the user vector obtained after training, namely feature1 and feature2, with
respect to the credibility score of the users. Figure 4 shows that the users of high credibility scores (i.e., black and
navy dots) were clustered together into two groups located on the top left and on the bottom right. Also the users of
low credibility scores (i.e., green and yellow dots), who have a higher tendency to share fake news content, are
presented between the two groups of users with high credibility. This clustering result indicated the effectiveness of
separating the users involved either in fake or real news events, by considering the features extracted from their user
profiles.
Existing Challenges and Our Contributions for the Disaster Domain

Compared to other domains such as politics, stock market, or celebrities, the size of generated fake news events in
disaster domain was relatively smaller. Insufficient size of training datasets in deep learning and machine learning
may lead to a creation of an overfitting model. Thus, this insufficient data size was one of main challenges in
this study, which we could overcome by applying TL for the Content Aware module in our model (See Table 2).
Considering that we can make a bigger dataset by collecting fake news events from the forth-coming natural
disasters, our model has a potential to be further fine-tuned continuously.
Another challenge was to identify what the optimal length of the event period should be for our dataset to achieve
the best performance. We could find that the model trained with the event period length of 28 partitions showed
the best performance (See Figure 3). Training with the event period longer than that had an adverse effect on the
performance.
Our main contributions for the disaster response domain are two-fold: (1) applying the TL methodology and refining
a prior fake news detection model by Ruchansky et al. to address the problem of fake news events occurring during
disaster domains and (2) identifying the optimal length of the event period to train and detect fake news events
which occur during natural disasters. This may mean that emergency managers performing rescue/recovery efforts
could be benefited by identifying devastating false information in social media during disasters within a fairly short
time period of 28 hours with a high accuracy (91.47%). Especially, (2) also implies that such early and accurate
detection of fake news events could lead to a reduced costs for disaster response (e.g., dispatch rescuers to correct
locations and save lives on time), as well as recovery actions (e.g., mobilize food, water, shelter, etc. to the hands of
victims and affected on time).
CONCLUSION AND FUTURE WORK

In this study, we aimed to develop a comprehensive framework which was capable of creating a training dataset by
collecting and processing fake news-related Twitter data, training an RNN-based detection algorithm, and then
making decisions whether a given cascade of Twitter data might be a fake news event or not. Our application
domain was natural disasters, and it gave us challenges considering that the number of fake news events occurring
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during the time of crises, although potentially critical for the safety of the victims and affected, were relatively
smaller compared to other domains. To overcome this challenge, we incorporated the TL scheme, which pre-trained
our detection algorithm with a larger Rumdect dataset and then fine-tuned the algorithm with our Disaster dataset
(See Table 1).
We computed the model accuracies and F1 scores by increasing the length of the hourly partitions for the event
period (1-hour increments). We could observe that the best performance was achieved when the model was trained
with the first 28 hours of tweet event data (Figure 3) and increasing the event length only degraded the performance.
Further investigations might be necessary to understand the potential causes of this decreased performance in the
presence of longer events (tweet activity data). It is also important to note that since our goal in this paper is to
develop a detection algorithm, investigating the motivation behind the fake news behavior is beyond the scope of
this paper. As a future work, we plan to create a man-made disaster fake news dataset as well (e.g., mass shooting,
train crashes, chemical pollutant leakage, etc.) to further fine-tune our detection model so that our model could be
capable of dealing with diverse types of both natural and man-made disaster fake news situations. In our baseline
study, we considered only the textual data of Twitter posts. We plan to expand our study to cover multimedia
(such as images and videos) and other embedded URLs in Twitter posts as well. We also plan to experiment with
several ideas such as constructing ego networks of Twitter users for the Context Aware module, using different text
embedding approaches (e.g., BERT) for tweet texts, etc. to improve our model.
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ABSTRACT

Emergency Traffic Management (ETM) is one of the main problems in smart urban cities. This paper focuses on
selecting an appropriate object detection model for identifying and counting vehicles from closed-circuit television
(CCTV) images and then estimating traffic flow as the first step in a broader project. Therefore, a case is selected
at one of the busiest roads in Christchurch, New Zealand. Two experiments were conducted in this research; 1)
to evaluate the accuracy and speed of three famous object detection models namely faster R-CNN, mask R-CNN
and YOLOv3 for the data set, 2) to estimate the traffic flow by counting the number of vehicles in each of the four
classes such as car, bus, truck and motorcycle. A simple Region of Interest (ROI) heuristic algorithm is used to
classify vehicle movement direction such as “left-lane” and “right-lane”. This paper presents the early results and
discusses the next steps.
Keywords

CCTV Big Data, YOLOv3, Traffic Flow Estimation.
INTRODUCTION

Traffic flow estimation is important for urban planning and management of road traffic infrastructure. It is also
essential to have a good understanding of the flow of traffic in order to manage emergencies (eg., to re-route traffic
through alternative routes) (Yuan et al. 2013). Researchers and developers have recently focused on deep neural
networks for traffic prediction, particularly in smart urban cities (Lv et al. 2014; Kang et al. 2017). Emergency
Traffic Management (ETM) can be described as a specific case of traffic management requiring extensive planning
to ensure secure and effective egress. The causes of traffic emergencies can be small-scale (e.g., vehicle crash) or
large-scale (e.g., earthquake or tsunami). They can also be planned (e.g., scheduled maintenance, noticed evacuation
before a disaster) or unplanned. Wrong decisions made without a clear picture of the situation have led to multiple
unfortunate incidents resulting in dozens of human casualties during mass evacuations (Carpender et al. 2006;
Harten et al. 2018).
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Identification of traffic flow is the first step in consolidated planning of managing traffic emergencies. Today,
closed-circuit television (CCTV) systems are extremely common and mounted in many public areas to support
real-time monitoring. As they are operated continuously, they generate a massive amount of data contributing to
big data. Among the other types of sources, CCTV data can be used as the foundation for accurate traffic flow
estimation (Fedorov et al. 2019; Peppa et al. 2018).
The majority of recent research use state-of-the-art deep learning based object detection frameworks such as Faster
R-CNN (Ren et al. 2015), YOLO (Redmon, Divvala, et al. 2016) and mask-RCNN (He, Gkioxari, et al. 2017) for
vehicle detection and tracking (Laroca et al. 2018; Y. Zhang et al. 2017; F. Zhang et al. 2019; Q. Zhang et al. 2020)
from image data sets. Faster R-CNN and mask-RCNN belong to the R-CNN family networks that use regions
to locate the objects within an image. In comparison, the YOLO algorithm divides the entire image into cells
and predicts the bounding boxes and class probabilities. However, traffic flow estimation using these algorithms
for surveillance camera data sets is still in very early development. Difficulties in moving, storing, developing
efficient, intelligent algorithms for processing and analyzing CCTV big data have been identified as major challenges.
(Fedorov et al. 2019).
The study presented in this paper seeks to answer the questions; 1) What object detection algorithm is best suited to
the CCTV image data set for vehicle detection? 2) Can traffic flow be estimated by counting the number of vehicles
in CCTV images using an object detection algorithm?. Therefore, we collect real-time CCTV imagery from traffic
cameras through the New Zealand Transport Agency’s (NZTA) traffic cameras Application Programming Interface
(API)1. During the first experiment, we compare the performance and accuracy of faster R-CNN, Mask R-CNN and
YOLOv3 algorithms in vehicle detection for the CCTV image data set. Then, as a case study, we focus on one of
the busiest roads in Christchurch Central Business District (CBD) to estimate the traffic flow. However, broader
research extending this work would use the estimated flow of traffic to predict the short-term traffic flow. The results
of this research, along with the prediction system can be used by city authorities to understand traffic flow patterns,
predict traffic flow at a given time, understand traffic anomalies, and make management decisions.
The rest of our paper is outlined as follows. The next section reviews the existing work. Then we illustrate our
methodology of the study and discuss the results. Finally, we present concluding remarks and future research steps.
RELATED WORK

One of the first steps in traffic flow estimation is vehicle identification. Object detection differs from classification as
it attempts to draw a bounding box around the object of interest in order to locate it within the image. In computer
vision research, there are three primary object detectors (Redmon, Divvala, et al. 2016; Ren et al. 2015):
• R-CNN and their variants, including the original R-CNN, Fast R- CNN, Faster R-CNN and Mask R-CNN
• Single Shot Detector (SSDs)
• YOLO
These Convolutional Neural Networks (CNN) based object detectors can be roughly divided into two main categories:
single-stage detectors and two-stage detectors. The single-stage detectors are generally fast and predict object
bounding boxes together with classes within a single network pass (e.g., SSDs and YOLO) (Redmon, Divvala,
et al. 2016; Liu et al. 2016). Comparatively, two-staged detectors such as R-CNN family networks detection
happens in two-stages; 1) the model proposes a set of regions of interests by selective search (Uijlings et al. 2013)
or using Regional Proposal Network (RPN) 2) a classifier only processes the region candidates to identify the
objects (Girshick et al. 2014; Girshick 2015; Ren et al. 2015; He, Gkioxari, et al. 2017). Therefore, two-stage
detection tends to be slow. Huang et al. (Huang et al. 2017) provide a thorough review of the key advantages and
disadvantages of single and two-stage detectors.
The use of CNNs to identify objects in all regions of an image has been computationally inefficient (Zhao et al.
2019). Therefore, Girshick et al. (Girshick et al. 2014) proposed the first Regions with CNN features (R-CNN)
algorithm to use selective search (Uijlings et al. 2013) to extract just 2000 regions from images to propose candidate
bounding boxes that could contain objects. The identified regions were then passed into a CNN for classification,
which eventually led to one of the first deep learning-based object detectors.
However, the R-CNN algorithm was painfully slow and could not be used for real-time detection. Therefore,
Girshick et al. (Girshick 2015) improved R-CNN and published a second paper in 2015, entitled Fast R- CNN. The
1NZTA Traffic Cameras API . Retrieved January 5, 2020, from https://www.nzta.govt.nz/traffic-and-travel-information/
infoconnect-section-page/about-the-apis/traffic-cameras/

WiP Paper – AI Systems for Crisis and Risks
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

101

Algiriyage et al.

Traffic Flow Estimation Based on Deep Learning

Figure 1. R-CNN architecture (Girshick et al. 2014).

Figure 2. Fast R-CNN architecture (Girshick
2015).

Fast R-CNN algorithm made significant improvements to the original R-CNN, namely by increasing accuracy and
reducing the time it took to perform the forward pass. However, the Fast-RCNN model still relied on an external
region proposal algorithm (see Figures 1 and 2).
In 2015, the follow-up paper by Girshick et al. (Ren et al. 2015) introduced Faster R-CNN as a true end-to-end
detector of deep learning artefacts. It has been improved by removing the selective search requirement and instead
relying on RPN that is fully convolutional and can predict the object bounding boxes and “objectness” scores (e.g.,
a score that quantifies the probability of an image region may contain an object). The outputs from the RPNs were
then passed into the R-CNN component for final classification and labelling.
Kaiming et al. (He, Gkioxari, et al. 2017) extended faster R-CNN by proposing instance segmentation rather than
drawing bounding boxes, which resulted in proposing mask R-CNN. It is considered as a flexible and efficient
framework compared to other R-CNN family networks (Zhao et al. 2019).
The most significant problem with the R-CNN family of networks was their speed as they were incredibly slow, even
faster R-CNN obtaining only 5 FPS (Frame Per Second) on a Graphical Processing Unit (GPU) (Ren et al. 2015).
Both SSDs and YOLO use a one-stage detector strategy to help increase the speed of deep learning object detectors.
One-stage detectors treat object detection as a regression problem, taking a given input image and simultaneously
learning bounding box coordinates and corresponding class label probabilities. Generally, single-stage detectors
tend to be less accurate than two-stage detectors, but are significantly faster (Huang et al. 2017).

Figure 3. YOLO object detection (Redmon, Divvala, et al. 2016).

You Only Look Once (YOLO) was First introduced in 2015 by Redmon et al. (Redmon, Divvala, et al. 2016) as
an object detector capable of real-time object detection, obtaining 45 FPS on a GPU (see Figure 3). YOLO has
gone through several different iterations until they introduced YOLO9000 (Redmon and Farhadi 2017). They were
able to achieve such a large number of object detection by performing joint training for both object detection and
classification. The authors simultaneously trained YOLO9000 on both the ImageNet classification data set and
the COCO detection data set using joint training. However, as the performance was not satisfactory, they recently
introduced YOLOv3 (Redmon and Farhadi 2018), which is significantly larger than previous models and with
greater accuracy. Table 1 provides the details of popular object detection models, their objectives and links to
source codes.
Multiple open-source visual data sets with manually labelled features have contributed to the advancement in
computer vision research (Gauen et al. 2017). We use YOLOv3 and R-CNN networks trained on two such data
sets, namely Common Objects in Context (COCO) (Lin et al. 2014) and Computational Learning Visual Object
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Table 1. Popular object detection models and their objectives

Algorithm

Author

Objective

Code

R-CNN
fast R-CNN

(Girshick et al. 2014)
(Girshick 2015)

Object detection
Object detection

faster R-CNN

(Ren et al. 2015)

mask R-CNN

(He, Gkioxari, et al.
2017)
(Redmon, Divvala, et
al. 2016; Redmon and
Farhadi 2017; Redmon
and Farhadi 2018)

Real-time Object detection
Image segmentation

https://github.com/rbgirshick/rcnn
https://github.com/rbgirshick/
fast-rcnn
https://github.com/rbgirshick/
py-faster-rcnn
https://github.com/
facebookresearch/Detectron
https://pjreddie.com/darknet/yolo/

YOLO,
YOLO9000,
YOLOv3

Real-time object detection

Classes (PASCAL VOC) (Everingham et al. 2015). COCO is an image data set introduced by Microsoft, consisting
of 80 common objects in their natural context (Lin et al. 2014). Training and testing data sets for PASCAL VOC
consisted of 27,450 detection objects in 11,530 images of 20 different classes. Also, the test and training data sets of
PASCAL VOC segmentation consist of 6929 segmented objects in 11,530 images (Gauen et al. 2017; Everingham
et al. 2015).
The traffic flow estimation is identifying the number of vehicles during the C C ⌘ time interval at the 8 C ⌘ observation
location in a transportation network which can be denoted as -8C . Therefore, the traffic flow prediction problem can
be stated as follows: Given -8C denote the observed traffic flow during the C C ⌘ time interval at the 8 C ⌘ observation
location, C = 1, 2, ..., ) and 8 = 1, 2, ..., <, the problem is to predict the traffic flow at time interval (C + ) for some
prediction horizon (Lv et al. 2014). Most of the traffic-related research using Deep Learning techniques have
focused mainly on the problem of traffic flow prediction (Yi et al. 2019; Polson and Sokolov 2017; Kunde et al.
2017). However, these studies are different from the scope of this paper. The main problem we address is the traffic
flow estimation from CCTV image series as discussed by Fedorov at el. (Fedorov et al. 2019), a subject area in very
early development. Therefore, there are a minimal number of researches which address the same problem.
Previously, inductive loop detectors, pneumatic road tubes, and temporary manual counts were the primary methods
for estimating traffic flow (Barthélemy et al. 2019). However, depending on the costs and difficulties of installation,
these methods can not be used in large areas. As highlighted in the introduction, CCTV monitoring is currently very
common and these large networks are barely used except for the investigation of incidents and anti-social behaviour
(Barthélemy et al. 2019). Previously, due to privacy concerns, only the police and city councils used to access these
data. However, the current trend of most city councils is to put their CCTV data sets for open access. Fedorov et al.
(Fedorov et al. 2019) have used Faster R-CNN for a video data set to identify traffic flow. However, only a short
video clip containing 982 frames has been considered for their research. A similar study has evaluated the accuracy
of two deep learning algorithms, namely MobileNet, and faster R-CNN trained on COCO data set (Peppa et al.
2018). They show that the accuracy of faster R-CNN is more for their CCTV image data set. However, the direction
of vehicle movement is not considered during the flow estimation process. Taking advantage of the open access
CCTV image series and considering the research gap, we focused on developing a method for estimating traffic flow.
METHODOLOGY

The study presented in this paper evaluates the performance of three Deep Learning algorithms and estimates the
flow of traffic from CCTV images. Therefore, in the first experiment, we evaluate the performance and accuracy of
three of the most popular object detection algorithms, such as faster R-CNN, mask R-CNN and YOLOv3. We used
a faster R-CNN model trained on PASCAL VOC data set with ResNet-50 backbone (He, X. Zhang, et al. 2016) and
mask R-CNN model trained on COCO data set with ResNet-50 backbone, which is implemented in GluonCV2.
Also, YOLOv3 implementation in cvlib python library3 trained on COCO data set. During the second experiment,
we apply YOLOv3 to formulate the traffic flow by counting the number of vehicles in each minute. The flow of
methodology is shown in Figure 4.
2GluonCV. Retrieved January 5, 2020, from https://gluon-cv.mxnet.io/index.html
3cvlib. Retrieved January 5, 2020, from https://www.cvlib.net/
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Figure 4. Methodology.

Data set

A CCTV image data set was formulated by collecting traffic camera images in real-time through the NZTA traffic
cameras API from 10th of October to 31st of October 2019 in Christchurch CBD. There are 83 cameras operated in
the CBD, and for this experiment, we selected a busiest road namely "West along Yaldhurst Rd from Curletts Rd"
(latitude -43.53074, longitude 172.56812). The total size of the data set we selected for the experiments is 1.6 GB.
The images are low resolution, taken from different angles, in different illumination levels and also under different
weather conditions. Each image has a height of 600 pixels and a width of 800 pixels. A sample image is shown
in Figure 5. Occasionally, cameras create an “unavailable” image with a message due to the technical faults (see
Figure 6).

Figure 5. A sample CCTV image

Figure 6. Camera "unavailable" image

Data processing

We found 6.3% of the data set considered for the experiment as “unavailable images” (see Table 2). Therefore, they
were filtered out using a simple python script, considering the total pixel value.
WiP Paper – AI Systems for Crisis and Risks
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

104

Algiriyage et al.

Traffic Flow Estimation Based on Deep Learning
Table 2. Data set before and after pre-processing

Total number of images before pre-processing
Total number of “unavailable images”
Total number of images after pre-processing

24, 085
1519
22, 566

Experiments
Experiment 1

We selected a sample 10% of the of pre-processed images under different conditions, such as day, night and blur.
Then we evaluated the accuracy and performance of YOLOv3, mask R-CNN and faster R-CNN in the detection of
vehicles in each of the classes such as [’car’, ’truck’, ’motorcycle’, ’bus’]. The performance was measured in terms
of time taken to detect objects. According to Table 3, YOLOv3 has always achieved the highest performance by
having the lowest time detect vehicles.
Table 3. Performance and accuracy of the three models for our CCTV data set

Model

Performance/ mean time taken
to detect vehicles (seconds)

Recall

Precision

YOLOv3
faster R-CNN
mask R-CNN

0.86
8.37
55.6

0.79
0.50
0.69

0.96
0.96
0.77

For the same sample, we evaluated the accuracy in terms of precision and recall (see Table 3). First, we manually
counted the number of vehicles in each image and then used the faster R-CNN, mask R-CNN and YOLOv3 models to
count the number of vehicles (see Figure 7). Then precision and recall values were obtained. Precision is the number
of True Positives (TP) over the number of predicted positives (PP), and recall is the number of true positives over
the number of actual positives (AP). %% = ) % + 0;B4%>B8C8E4B ( %) and % = ) % + 0;B4#460C8E4B ( #)
)%
)%
)%
and therefore, Precision = )% %% = ) %+
% and Recall = % = ) %+ # .
Experiment 2

Our next experiment was to estimate the traffic flow by counting the number of vehicles in each image. Traffic flow
estimation has two tasks; 1) determining the direction of movement of the vehicle 2) counting the number of vehicles
in each image by the direction of the vehicle movement. Therefore, to identify the “left-lane” and the “right-lane”,
each image must be divided into two. We also wanted to avoid the parking area, and hence, the most appropriate
region of interest was identified as a trapezium. Two trapeziums were selected having the sizes points [[100, 600],[250,
199],[450, 199],[800, 600],[100, 600]] as the “left-lane” and [[750,600],[450,200],[800,200],[800,600],[100,600]]
as the “right-lane” (see Figure 8 and 9). The algorithm for selecting the trapezium is as follows:
Algorithm 1 ROI selection as a trapezium
1: for 8 2

do
H_B8I4, G_B8I4 = 8.B⌘0 ?4[: 2]
E4AC_2>4 5 = 0.3333
⌘>A_2>4 5 = 0.312
E_2>4 5 = E4AC_2>4 5
D ?_;4 5 C_2>4 5 = ⌘>A_2>4 5
D ?_A86⌘C_2>4 5 = 1 D ?_;4 5 C_2>4 5
;>F_;4 5 C_?>8=C = [0, H_B8I4]
;>F_A86⌘C_?>8=C = [G_B8I4, H_B8I4]
D ?_;4 5 C_?>8=C = [G_B8I4 ⇤ D ?_;4 5 C_2>4 5 , H_B8I4 ⇤ E_2>4 5 ]
D ?_A86⌘C_?>8=C = [G_B8I4 ⇤ D ?_A86⌘C_2>4 5 , H_B8I4 ⇤ E_2>4 5 ]
2: end for

We used the YOLOv3 implementation in Python cvlib to obtain the traffic flow count in every single minute.
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(a)

(b)

(d)

(e)

(g)

(h)

(c)

(f)

(i)

Figure 7. Vehicle Detection (a) faster R-CNN-Day (b) mask R-CNN-Day (c) YOLOv3 R-CNN-Day (d) faster R-CNNNight (e) mask R-CNN-Night (f) YOLOv3-Night (g) faster R-CNN-Blur (h) mask R-CNN-Blur (i) YOLOv3-Blur

RESULTS AND DISCUSSION

According to Table 3, YOLOv3 has high recall and precision values for the selected data set. High precision relates
to a low false-positive rate, and high recall relates to a low false-negative rate. High scores for both show that the
model is returning accurate results. Comparatevely, faster R-CNN has high precision but low recall, which means
that very few results are returned, but most of its identified objects are correct. furthermore, mask R-CNN returns a
low recall and precision values compared to YOLOv3. Therefore, based on both performance and accuracy values,
we have chosen YOLOv3 as the most appropriate algorithm for this project to estimate traffic flow. All experiments
were carried on Ubuntu 18.04.3 with Nvidia Geforce graphics, 8 CPU cores (Intel(R) Core(TM) i7-8565U CPU @
1.80GHz) and 8 GB RAM. Figure 10 and 11 show a sample of the vehicle counts generated by YOLOv3 for the data
set. However, these results are not validated. Therefore, we will use a CCTV video recording at the same location
to get the traffic flow by manually counting as the ground truth. Then, the generated traffic flow will be evaluated
against the ground true flow.
The contribution of the paper can be summarized as follows:
• We have constructed a new, challenging data set by collecting CCTV images at each minute through the
NZTA traffic cameras API, which includes a total of 24,085 images for the experiments discussed in this
paper. To the best of our knowledge, this is the first time that such a large CCTV data set has been used to
formulate traffic flow using Deep Learning.
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Figure 8. Left Lane.

Figure 10. A sample of the obtained vehicle counts

Figure 9. Right Lane.

Figure 11. A plot showing a sample of traffic flow

• We have evaluated the performance and accuracy of YOLOv3, faster R-CNN and mask R-CNN in counting
vehicles for the CCTV images. Then, we obtained the traffic flow counts for the selected road at Christchurch
CBD.
• We have developed a simple ROI algorithm to identify “left-lane” and “right-lane” in the CCTV images to
identify the direction of vehicle movement.
CONCLUSION

In this paper, we discussed the problem of traffic flow estimation as the first step of a broader project for emergency
traffic management. As a case study, we considered one of the busiest roads in Christchurch, New Zealand. This
subject area is still in the early stages of development, and there are only a few works that aim to process the CCTV
image series automatically for traffic analysis. To address this issue, we started by evaluating the performance
accuracy of three popular object detection models, namely faster R-CNN, mask R-CNN and YOLOv3. Our
experiment 1 results showed that YOLOv3 was very fast to detect objects compared to the other two models. Also,
in the same experiment, we demonstrated that YOLOv3 had the highest accuracy. During the experiment 2, we
introduced a simple ROI selection heuristic algorithm to select “left-lane” and “right-lane” of each image. We
applied the YOLOv3 model to count the number of vehicles in such as car, bus, truck and motorcycle in each minute
to formulate the traffic flow.
Future work for this project beyond this paper will be extended to the identification of traffic flow to the entire city
of Christchurch using multi-cameras. Then, the short-term traffic flow will be predicted at any location in the city.
During the final step of the project, the prediction of traffic flow will be compared with the real-time traffic flow to
identify traffic anomalies. This will allow emergency management personnel to decide whether to re-route, change
traffic signals or make any other decisions within a few seconds of an incident. Also, during an incident, emergency
managers can use the prediction to estimate the traffic flow attempting to evacuate from different routes in the city.
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ABSTRACT

We investigate an approach that allows exercise managers to design simulations with an explicit focus on building
skills, rather than having to focus on all the objects and interactions that a simulation must have. Exercise
managers may design exercises at various levels of abstraction and always independently of how those sessions are
implemented in simulations, while simulation components that implement the design are assembled and to some
extent, automatically, behind the scenes. We outline (1) how Answer Set Programming can assist exercise managers
in exercise planning and (2) how automated stage and content generation may be used to invoke appropriate
simulation components to realize the design. For deliberate and recurrent training of decision-making skills, stages
and content must vary to avoid familiarity (testing effects). We conclude by distilling a main research hypothesis
that stipulates how (1) and (2) represent two modes of automated reasoning (so-called deductive versus abductive)
and how that distinction clarifies the planning task.
Keywords

Exercise Management, Answer Set Programming, Mixed Reality Simulations, Vignette Generation.
INTRODUCTION

Simulation-based crisis response and management training has challenges concerning structured planning, execution
and analysis (Hannay and Kikke 2019). Consequently, organizations often have low awareness levels of the
effectiveness of training and of what exactly has been trained (Grunnan and Fridheim 2017; Pollestad and Steinnes
2012; Skarpaas and Kristiansen 2010). There are technological challenges in achieving the necessary interoprability
between systems for delivering the training system (Durlach 2018; Tolk 2012; Edgren 2012).
Therefore, work is being conducted on an exercise management architecture (Figure 1).
The architecture consists of four components:
1. A front-end exercise management system (a web application for easy access on portable devices), where an
exercise manager can
• declare training objectives,
• select which essential skills to be trained to reach those objectives,
• design events to stimulate development of those essential skills,
• design corresponding metrics for measuring essential skill performance in the events and
• compose series of events (vignettes; see below), from the events.
The design of events and composition to vignettes in a graphical work space.
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objectives, essential skills, events, metrics to simulations

Exercise Management System
• Declare training objectives
• Select essential skills to be trained to reach
objectives
• Design suitable events to stimulate
essential skills
• Design performance metrics for essential
skills
• Compose vignettes from events
Visualize information from simulations for
• Before Action Review
• During Action Review
• After Action Review
• Pretest and posttest training effect
measurement

Mixed Reality Simulations
Planning Assistant
suggests and
validates exercise
plans

Stage and Content
Generator
generates code
structures from plans
to be interpreted by
simulation engines

implements
• events and vignettes
• data capture for event
responses on essential
skills
• data capture for metrics
according to training
objectives

event reports, metric data from simulations

Figure 1. Exercise Management and Simulations (ExManSim) architecture

2. A back-end planning assistant based on Answer Set Programming (see below), which suggests and validates
events and vignettes to ensure that the exercise manager composes events in a logically consistent manner in
line with the essential skills to be trained.
3. A back-end stage and content generator that translates answer set programs to code structures to be interpreted
by simulation engines, so that the exercise manager’s design changes are reflected instantly in the simulations.
4. A suite of mixed reality simulation components that implement the designed vignettes, together with
associated measurement of skill performance metrics.
This design promotes the idea of composing exercise and training vignettes from a selection of events that are
designed to stimulate essential skills.
The front-end allows exercise management to visualize information for use in before-, during- and after-action
reviews; in which exercise managers may assess and evaluate a training session at critical moments for validation of
the consistency and coherency between objectives, skills, events and metrics, based on actual trainee performance.
This gives explicit support to (Salas et al. 2009). Pretest and posttest effect measurements allow essential skill
performance measurements in controlled simulations before and after training exercises.
The purpose of these functions is to support deliberate practice (Ericsson 2006b); a framework that addresses the
short-comings of “learning on the job”, by a strong focus on difficult aspects, immediate and tailored feedback (by a
coach or computer-adaptive system), followed by tailored re-trials integrated into the larger sequence of tasks.
The mixed-reality simulations are an appropriate mix of real and synthetic actors, objects and events are composed
in a shared reality. This gives the opportunity to use existing systems and equipment together with virtual elements
in an optimized learning arena. Training’s can be located at their normal work places. The collected metrics
and other data will be utilized to analyse learning performance and to improve practices and procedures once in
operational use.
Once a vignette has been composed in the front-end, the simulations for running the vignette must be composed
quickly and accurately. Today, it typically takes months or even years to develop simulations; see e.g., (Edgren
2012). This is a serious disabler for generating simulations that match differing training objectives and skills
to be stimulated through appropriate events in a flexible manner. Initiatives on Modelling and Simulation as a
Service (MSaaS) work toward creating simulations for operations and training readily and rapidly (Hannay and
van den Berg 2017; van den Berg et al. 2017; Asprusten and Hannay 2018) from simulation services. The service
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concept embodies reusability by standardized common functionality, and composability through loose coupling and
standardized service descriptions.
VIGNETTES AS SERVICES

The concept of MSaaS embodies several principles for how simulations can be constructed readily and rapidly
for the task. The main focus is on offering simulation functionality in terms of shared reusable services with
standardized interfaces which all systems in a distributed simulation agree to use. This also enables “fair fight”
across systems, so users experience more or less the same things. Vegetation that offers cover for a vehicle in one
simulation system must be represented and rendered in the other simulation system, effects of devices should be
equal in all systems, etc.
So, while the focus of MSaaS so far is on extracting common general functionality, we shall focus on composing
simulations from events and vignettes as services, rather than on simulation functionality as services. A vignette is
a reusable temporally ordered set of events and behaviors for a specific set of entities (Simulation
Interoperability Standards Organization 2018).
Offering events as services requires automation of the simulation building process. The aim is to find a method that
takes a machine-readable specification and semi-automatically
• generates an appropriate stage; , an empty simulation environment which can be populated on the fly with
content (objects and their relationships),
• populate the stage with content so that simulation-based training as specified in the exercise management
front-end can be realized.
Stages must be designed to accommodate all content that vignettes must hold toward training the desired skills.
ESSENTIAL SKILLS

The present focus for ExManSim is on training decision making skills. There are several essential skills underlying
decision making that arise from the fields of judgment and decision making (Gigerenzer and Todd 1999; Kahneman
and Frederick 2004) and forecasting (Armstrong 2001). Here, we will focus on situation awareness (SA) (Endsley
2000), because it has particular relevance to crisis management; e.g., (Steen-Tveit and Jaziar 2019), and because it
is readily defined in terms of the elements of simulations. SA is divided into three levels:
SA1: an actor is aware of the position of all relevant entities (things and people) in the situation
SA2: an actor is aware of the the relevant relationships between the entities
SA3: an actor is aware of the possible future configurations of the entities and relationships; thus understands
how entities and relationships can evolve.
Example: bin fire in airplane hangar. Consider a simple training vignette “bin fire in airplane hangar”, where
the objective is to train employees appropriate decision making during a fire.
In the front-end, an exercise manager decides to train SA1 by specifying that the vignette should include the
following entities: oil-drenched paper in a bin, an initial fire, one fire extinguisher that is appropriate for the type of
fire, one fire extinguisher that is unsuitable for the type of fire, an aircraft in the immediate vicinity of the bin an
alarm button and implicit fire fighting resources. The mode of visibility can also be specified; for example, for added
difficulty, the fire extinguishers should be located behind a cubicle not in direct line of sight from where the bin is.
For SA2, the exercise manager might specify relevant relationships between these entities as follows: initial fire
can ignite oil-drenched paper, appropriate fire extinguisher can put out fire in oil-drenched paper, unsuitable fire
extinguisher cannot put out fire in oil-drenched paper, and alarm button will call fire fighting resources.
For SA3, the exercise manager might specify the future relationship, fire in oil-drenched paper can spread to aircraft.
Possible events are then defined based on relationships: The relationship between initial fire and oil-drenched
paper gives rise to the event fire in oil-drenched paper. The relationship between CO2 -based extinguisher and
oil-drenched paper gives rise to the event fire gets extinguished. The relationship between water-based extinguisher
and oil-drenched paper gives rise to the event fire does not get extinguished. The relationship between fire in
oil-drenched paper and aircraft gives rise to aircraft catches fire, etc.
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The simulation would start with the event fire in oil-drenched paper. Performance on SA1 can be measured
for example, by monitoring a trainee’s time spent on detecting the fire and on moving towards where the fire
extinguishers are situated. Performance on SA2 might be measured by monitoring whether the trainee chooses
the appropriate fire extinguisher. If the trainee does not act correctly, the event fire does not get extinguished is
simulated and a secondary fire event aircraft catches fire occurs. Performance on SA3 might be measured by
recording whether the trainee presses the alarm button if the initial fire is not put out, thus realizing that the fire will
spread to the aircraft and further resources are needed.
⇤
When generating the simulation for this simple vignette, the stage might be a large single room, with angles to place
objects out of sight. The entities must then be placed according to specification and other constraints, such that the
relationships are implemented and the events are enabled.
LEVELS OF ABSTRACTION FOR PLANNING

It is possible to plan a training session or exercise at various levels of abstraction. An exercise manager could be a
person with a more general focus on employee health and safety, and with little domain specialized knowledge such
as for fire fighting. Such a person might want to plan a training session or an exercise at the level of object types
instead of specific objects.
Example: fire in indoor industrial space. The training vignette “bin fire in airplane hangar” can be abstracted
to “fire in indoor industrial space” formulated as follows: To train SA1, primary flammable material, an fire starter,
one means of extinguishing fire that is appropriate for the type of fire, one means of extinguishing fire that is
unsuitable for the type of fire, a secondary flammable material to which a the initial fire may spread, a means to call
for professional help and implicit fire fighting resources. The means of extinguishing fire should not be located in
direct line of sight from where the primary flammable material is.
For SA2, the exercise manager might specify relevant relationships between these entities as follows: fire starter
can ignite initial flammable material, appropriate means of extinguishing fire can put out fire in initial flammable
material, unsuitable means of extinguishing fire cannot put out fire in initial flammable material, and means to call
for professional help will call fire fighting resources.
For SA3, the exercise manager might specify the following future relationship: fire in initial flammable material can
spread to secondary flammable material.
⇤
The above formulation of “fire in indoor industrial space” allows an exercise manager to focus on the salient
relationships that give rise to events, irrespective of concrete items present in the event.
The abstract formulation can be instantiated to several concrete vignettes; for example to “bin fire in airplane hangar”
but also to a vignette where, say, a fuel puddle or a water boiler catches fire initially and where a secondary fire in a
fuel tank or a ventilation unit might ignite if the initial fire is not handled appropriately.
Levels of abstraction allow various level of exercise planning. Perhaps, a governmental exercise manager, in charge
of overseeing national crisis training standards, designs exercises at the abstract level as templates to be refined by
domain experts in various sectors. Also, various levels of abstraction enable efficient tool design and representation.
Indeed, the vignettes we are discussing can be abstracted further. We said above that relationships between objects
give rise to events which can be composed into vignettes. It is possible to declare abstract vignettes purely at the
level of events, abstracting away from objects and relationships.
Example: crisis with two dependent events. An abstract training vignette “crisis with two dependent events”
can be formulated as follows: The exercise manager might decide to train SA1, SA2 and SA3 by specifying that the
vignette should include: An initial event with a hazard that can trigger an initial crisis targeted to train SA1 and
SA2, with an intended means to handle the crisis and a non-functional means to handle the crisis, and a secondary
event with a hazard that can trigger an secondary crisis targeted to train SA3, with an intended means to handle the
crisis and a non-functional means to handle the crisis.
⇤
The abstract “crisis with two dependent events” vignette instantiates to more concrete vignettes in the examples
above. It also instantiates to vignettes that are different from the “fire in indoor industrial space”:
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crisis with two dependent events

fire in indoor
industrial space
bin fire
in airplane hangar

fuel puddle
in garage

handling of pressurized substance in
indoor industrial space
water boiler
in office space

pressure tank in factory

Figure 2. Levels of abstraction for vignettes

Example: handling of pressurized substance in indoor industrial space. The abstract training vignette “crisis
with two dependent events” can be instantiated to “handling of pressurized substance in indoor industrial space”
vignette, which can be further instantiated to a “handling of pressure tank in factory”, where the initial event is
the unintended build up of pressure in a tank, which has to be handled by opening a valve with a non-functional
alternative of cutting the power to the tank, and where the secondary event is a tank rupture with ensuing dispersion
of harmful material.
⇤
Fig. 2 shows the levels of abstractions in the examples. To summarize, think of a use case where an exercise manager
at a National Disaster Training Center (NDTC) designs an abstract exercise template consisting of a “crisis with
two dependent events”. Then, handing this template over to a National Fire Training Center, a template “fire in
indoor industrial space” is designed by the exercise manager there. The NDTC hands over its abstract template
to a “Hazardous Materials Safety Agency”. There, the NDTC’s template is refined to a “handling of pressurized
substance in indoor industrial space” template. Then, for different industries and organizations, a fire exercise
manager consultant designs concrete vignettes (the lowest level in Figure 2. One for “bin fire in airplane hangar”,
one for “fuel puddle in garage”, etc. Likewise, a pressurized material exercise manager consultant designs concrete
vignettes for different organizations; here the “pressure tank in factory”.
PLANNING ASSISTANT

The planning assistant (see Figure 1) gives automated support to exercise managers’ planning activities.
The principal idea behind the planning assistant is that the problem of vignette composition can be seen as
the combinatorial problem of finding configurations of objects satisfying certain causal constraints. The causal
constraints describes interactions between the objects as well as the effects of actions; in other words the relationships
between objects and the events that those relationship give rise to, as described in the examples above. The causal
constraints then support the evolution of logically coherent plays exercising particular essential skills, such as
situation awareness.
Now, if we also have a computable description of the causal constraints any vignette can be viewed as a dynamic
system whose states are changed by events unfolding and trainee actions. The problem of generating vignettes
then becomes the algorithmic problem of deriving possible lines of development based on the ability to predict the
effects of different sequences of events and actions.
We need to distinguish between those plays in which events are handled successfully and not; success being
determined by a fairly general criterion so as not to exclude plausible lines of development. For instance, preventing
a fire from arising will count as a successful handling of an event, but so will putting the fire out, or pressing the
alarm button when things really get out of hand. These plays will be scored differently according to the training
objective and level of skill displayed by the trainee.
Purely unsuccessful developments consists of the plays in which the trainee’s pursuits are futile; say the trainee
searches for an extinguisher but never finds one, or pulls the plug of a pressure tank instead of opening the valve.
All courses of action in this latter group will be scored at zero.
From an algorithmic point of view, therefore, the computation of coherent vignettes boils down to the generation of
models that instantiate the causal effects of events and actions, and to deciding whether a sequence of such models
belongs to the successful or unsuccessful group of plays.
Answer Set Programming (ASP) (Lifschitz 2008), is a declarative knowledge representation language that fits this
bill nicely. It is a rule-based language that has its roots in deductive databases, logic programming, and automated
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reasoning. ASP is oriented toward difficult (primarily NP-hard) search problems, which means that it follows a
generate-and-test paradigm for finding solutions to computational problems: the algorithm selects or guesses a set
of facts that may or may not hold in a satisfying model and uses the constraints expressed in the ASP program to
prune the search space. Writing an answer set program involves identifying objects and simple facts, and codifying
the relationship between them in the form of deductive rules. These rules are passed on to an answer set solver
that generates models satisfying the constraints expressed by the rules. What we are proposing is that a simulation
vignette can be seen as a coherently related sequence of such models or as an initial model that develops over time.
Using ASP for generating vignettes involves three things: first the vignette type must be represented as a dynamic
domain, that is, as a temporal domain in which states evolve into other states over time. Secondly, one must have a
causal theory that distinguishes valid state transitions (applying an extinguisher puts out the fire) from invalid ones
(applying an extinguisher opens the door). Thirdly, one needs a planner that, given a dynamic domain, a causal
theory and a success criterion, is able to derive all sequences of models representing successful courses of action.
We describe each of these components in more detail below:
A dynamic domain is essentially a logical theory that is temporalized; a prerequisite for events-based simulations.
This means, that all state-action-state transitions that can be deduced from the rules of an ASP program are indexed
with respect to points in time. This is usually implemented by using a simple counter to keep track of time, and by
adding an explicit temporal parameter to predicates and rules.
A causal theory consists of a general and a domain-specific part. The domain-specific part encodes the interaction
between objects according to their relationships. It thus consists of causal rules such as “CO2 -based extinguisher
can put out fire in oil-drenched paper”. The general part of the causal theory consists of axioms characterizing the
notion of causality as such. In other words, it is concerned with solving two well-known problems of symbolic AI:
the first is the representation of default rules, also known as exception-allowing rules (Reiter 1980). Default rules
are rules that capture the typical behaviour of objects and the typical effects of events, while allowing exceptions
that render a particular rule inapplicable. An example of a default rule would be that oil-drenched paper typically
burns when lit, with an exception that water-drenched such paper does not. Essentially, default rules allows one to
reason about causality in a manner that adapts to changing circumstances. The second problem is the notorious
frame problem (Shoham 1987). It concerns inertia, the general tendency for things to stay as they were unless acted
upon. For instances, a socket, once unplugged stays unplugged. As inertia is a general characteristic of any physical
domain, the causal theory includes general axioms that by default propagate the truth of facts through time.
The planner. In classical planning (Russell and Norvig 2010), a goal is a set of facts that characterize a stipulated
optimal state of affairs. A goal state is any state that satisfies the goal. A plan is a sequence of events that steps
through time in singleton increments taking the system from an initial state to a state satisfying the goal. A solution
to a classical planning problem is a sequence of events that links the initial state to some goal state.
These areas are well researched and understood, and there are standard ways in ASP of representing and reasoning
about them. In order to apply this to the automatic generation of vignettes all that needs to be done, in principle,
is to identify coherent plays with solutions to planning problems. What we are proposing is essentially to treat
vignette generation as a classical planning problem based on a dynamic domain expressed in terms of a causal
description of actions and objects. This is the simple picture that emerges in the limiting case where there is only
one type of vignette.
However, as explained in the previous section, we aim to support exercise planning at various levels of abstraction.
Recapitulating briefly, a governmental exercise manager, in charge of overseeing national crisis training standards,
may for instance wish to design exercises at the abstract level as templates to be refined by domain experts in
various sectors and at various work places. Levels of abstraction are meant to facilitate efficient tool design and
representation, and to enable exercise managers to plan a training session or an exercise at the level of object classes,
as well as at the level of particular objects.
Referring back to Figure 2, the exercise management tool may offer a generic “crisis with two dependent events”
vignette template, which may be refined to a “fire in industrial space” vignette template that, depending on user
supplied constraints, may be refined into to various combinations of primary causes of fire (such as oil-drenched
paper and water boilers), countermeasures (such as extinguishers, buttons and sprinklers), secondary fire hazards
(air craft, fuel tank, ventilation unit) and so on.
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The goal is to have the ASP engine support the instantiation procedure by coming up with vignettes, indicating
possible developments of the initial situation that maximizes training value according to different objectives and
metrics. Therefore, it is necessary to extend the ASP plan generation procedure described above to a more generic
one capable of supporting automatic vignette generation based on templates.
To do this, we add an ontology (Gruber 1993) to the three aforementioned ASP components. An ontology is here
understood as set of shared concepts for a domain that encodes their properties and the relations between them.
Ontologies for the crisis response domain have been elaborated earlier; see e.g., (De Nicola et al. 2019; Steel et al.
2008; Bénaben et al. 2008). Our intent is not to develop a new ontology, but to demonstrate how ontologies provide
the necessary shared machine-readable vocabulary for the ExManSim architecture.
The ontology will classify objects into classes (causes of fire, countermeasures, etc). The causal theory will then
have to be modified so that it is expressed in terms of these classes, in addition to in terms of particular objects.
Thus, the rules “initial fire can ignite oil-drenched paper” and “short circuit can ignite water boiler” there is a single
generic rule saying “fire starter can ignite initial flammable material”. Or even more abstractly for the uppermost
level of Figure 2: “hazard can trigger initial crisis”.
In the causal theory objects and relationships will constitute a causal equivalence class at various levels of
abstraction, which, pertaining to the example at hand, means that, in successful plays, intended means to handle the
crisis will all quench an initial crisis if applied at a sufficiently early (possibly variable) point in time.
STAGE AND CONTENT GENERATOR

The stage and content generator (see Figure 1) generates a stage and fills it with objects and relationships (content)
at varying degrees of abstraction. It generates code structures according to ASP specifications at various levels of
abstraction. The uppermost level of Figure 2 corresponds to an (almost) empty stage, while the lower levels add
objects and relationships at successively more specific detail.
Recurrent training is necessary for learning, but for training decision making, environmental familiarity needs to be
invariant to the training goals to avoid testing effects (Shadish et al. 2002). The stage and content generator must,
with each training iteration, create a stage in which vignettes, objects and stage layout can be altered significantly,
so that trainees cannot depend on their previous environmental knowledge.
The challenge is that the dynamically created stages and content must be generated rapidly, and optimally during
training, to optimize motivation, recall and learning (Ericsson 2006a; Shadrick and Lussier 2009).
The stage and content generator will therefore support rapid generation of successive stages and content, at different
levels of abstraction, by implementing optimization methods for automated generation of the next stage.
The stage and content generator will translate the causal theory derived by ASP into code structures using the
ontology, so that the vignette objects will have the specified functionality. For this, code generation uses parent
classes and inheritance, detailing each lower level of abstraction. Code generation will be recursive, where each
reduction of abstraction translates more detail from the causal theory. The generated code is then translated into a
format to be interpreted by a game engine to implement the simulation.
Generating the stage and content – the highest level of abstraction

At the highest level of abstraction of Figure 2, the abstract objects of a stage will not have any visual information.
Instead, the information available will be formalized so that in lower levels of abstraction there can be more complex
feature descriptions for object placement within the stage.
A feature description “assigns quantitative attributes to the detected features” (Gonzalez and Woods 2018). Feature
descriptions are the rules by which the optimization algorithm abides when generating a stage and the metric by
which the optimization assesses its performance. As an example, if a vignette object has a feature description that
specifies close proximity to a wall, the closer a proposed stage solution places the object to a wall, the better the
solution is considered. The optimization algorithm for stage creation will use all defined feature descriptions.
At this level of abstraction, there will be a list of feature descriptions describing the most basic of stage requirements.
The generated code will be an abstract parent class which simply describes a class with two events and functional
stubs for an initial crisis, a secondary crisis and intended means and non-functional means to handle the crises.
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Generating the stage and content – the middle levels of abstraction

Referring to Figure 2’s middle level of abstraction, “fire in indoor industrial space” and “handling of pressurized
substance in indoor industrial space” have clearer definitions.
The detailing to “industrial space” allows the stage generator to create layout optimization solutions based on more
detailed feature descriptors available for an industrial space according to the ontology. Relevant feature descriptors
may include: indoor space, number of rooms, exit points, number of objects etc.
Now the first stage layout optimization attempts can be made. The stage generator would at this point use placeholder
objects for representation. As an example, a stage solution of an industrial space may be generated that has two
rooms. One of the feature descriptions defined for the placement of two objects describes a minimal distance
between the two, and that they may not be in line of sight of each other. The optimized solution should propose
placing the objects in separate rooms from. This would conform to the available feature descriptors. At this stage
placeholders would be used for visual representation.
Creating a library of objects with feature descriptors for each possible object is laborious. Therefore, we aim
to develop methods, where exercise managers can create custom stage layout templates using a level editor with
drag-and-drop mechanics. When the desired template is created, the user can select objects, walls and rooms and
choose relationships as feature descriptions. An exercise manager could drag an object into their custom template
stage near a wall and select as a feature description, ’distance to the nearest wall’. This object receive this feature
description. When a stage gets generated, it will attempt to place this object near a wall to adhere by the feature
description. The idea is that an exercise manager can create a completed template that conforms to their expectations
of an area in real life and then select specifically what feature descriptors the objects in the stage should have. When
the stage is generated it should have a degree of variation in its proposed solution each time, while adhering to a set
of defined rules that allow for a realistic layout. This also allows the system to use an exercises manager’s domain
specific knowledge in stage generation.
The code generation to translate the now more detailed ontology and causal theory to classes and functionality can
be expanded. The code generator can create a new child class which inherits from the previously defined crisis
parent class , into “fire in indoor space” and “pressurized substance in indoor space”. The ontology now describes
two objects, which can be created from an abstract parent class which holds basic object information. The causal
theory at this stage has defined the functions of both objects: being on fire and pressure accumulation with potential
explosion. Variables and functions that cover this functionality can be placed within newly defined object child
classes. The new crisis child class can create and hold objects from the two newly defined child object classes. This
is illustrated simplistically in Figure 3.
Generating the stage and content – the lowest level of abstraction

The lowest tier of Figure 2 shows concrete stage descriptions: “fuel puddle in garage” and “pressure tank in factory”.
The stage description is now clearly defined: an airplane hangar, office, garage, etc. It may be that the previously
defined stage layout solutions fit perfectly with the new layout feature descriptors. If it does not, it is necessary for
the the stage and content generator to start proposing new layout solutions more. As an example, if a previous
proposed solution of the industrial space at a higher level of abstraction consisted of one large room, this may
conform to the features descriptions required of an airplane hangar, garage or factory. The previous solution can be

Figure 3. Code generation in mid level of abstraction
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Figure 4. Code generation in lowest level of abstraction

immediately utilized. If the new requirement is that of an office space, however, the proposed room layout may not
conform to the desired feature descriptions, as an office space may require many small rooms instead of one large
one. The stage generation software would calculate and propose a new layout solution.
Similar adaptations would occur with objects: In the industrial space solutions, the placement of a large industrial
object near the center of the large room, appropriate for a hangar, garage or factory, may have to be altered for an
office space. The objects that do not adhere to the desired feature descriptions for type, size and relative placement,
would have to be moved or replaced and new layout solutions would have to be generated.
The vignettes are also more clearly defined. Previously vignette placeholder objects were assigned possible locations
in the training stage. If the required feature descriptions for these specified vignettes no longer conform to their
placements in the previously proposed solutions, the stage and content generator will be required to calculate new
placement solutions within the stage.
The code generation for the ontology and the causal theory can then proceed to its most detailed form. The
flammable and pressurized object are now determined (bin, fuel puddle, water boiler, pressure tank). A final child
class can be created where functionality can be expanded to fit the latest causal theory, and models can be chosen
which are used to represent the objects in the simulation. The objects used in the crises child class can then be
replaced with the more detailed child object classes. This new class structure that the code generator will make is
illustrated simplistically in Figure 4.
With the feature descriptors now defined at the lowest level of abstraction, the stage and content generator can aim
to create a finalized solution. This supplies trainees with a stage that includes a realistic training space, placement
of objects and vignettes whose features and behavior are defined by the generated code. The generated code is
automatically put into a script for use within the game engine which creates the simulation.
HYPOTHESES FOR FUTURE WORK

We are now ready to state the main research hypothesis for the next stage of this work, which pertains to the
planning-to-simulation direction of the ExManSim architecture (left-to-right arrow in Figure 1):
The steps from planning to simulation through the planning assistant and the stage and content
generator can be automated by reasoning in various ways over a computable representation of the
salient causal relations between objects in the training domain.
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More specifically, the planning assistant and the stage and content generator correspond to two different reasoning
tasks supported by an answer set representation of a causal theory of the training domain. This idea is illustrated in
Figure 5, which is adapted from (Shanahan 1999).
The two reasoning tasks can be broadly categorised into deductive tasks and abductive tasks. In a deductive task,
“what happens when” and “what actions do” are given, and the task is then to determine “what’s true when”.
Deductive tasks include temporal projection or prediction (Shanahan 1999, p. 2). In a nutshell, this mode of
reasoning takes a set of rules that express the causal effects of actions together with a specification of which actions
are performed when and derives a complete description of the state of the domain after those actions are performed.
In an abductive task, in contrast, “what actions do” and “what’s true when” are supplied, and the task is to determine
“what happens when”. In other words, a sequence of actions is sought that leads to a given outcome. Abductive
reasoning includes explanation, diagnosis, and planning (Shanahan 1999). It is a matter of taking the causal rules
together with a specification of what is true when in order to come up with a sequence of actions that explain the
evolution of those facts.
Both of these problems are well-studied, also in the context of ASP; see e.g. (Gelfond and Kahl 2014). We add the
observation that the proposed planning assistant can be understood as an abductive reasoning component whereas
the stage and content generator can be understood as a deductive one. The planning assistant suggests and validates
events and vignettes to ensure that the exercise manager designs events in a logically consistent manner in line
with the essential skills to be trained. Similarly, the stage and content generator translates answer set programs to
code structures to be interpreted by simulation engines, so that the exercise manager’s design changes are reflected
instantly in the simulations; which is a deduction problem.
This framework is theoretically simple and appealing but needs to be generalized if it is to cater for a large enough
variety of training domains and avoid the familiarity effects associated with repetitive training. We proposed that a
sufficient measure of variety and freedom of choice can be implemented by way of an ontology. The ontology
lifts the causal theory from objects to classes so that the causal rules are formulated with respect to, not primarily
particular objects, but rather sets of causally equivalent ones.

Figure 5. Illustration of the research hypothesis

FINAL REMARKS

Answering calls for tool support for deliberate practice in simulation-based training, we argue that a service concept
based on skill-targeted events, rather than on objects and their interactions, will allow for the rapid composition of
training vignettes.
We are using Answer Set Programming to create logical structures for rapid vignette generation, at various levels of
abstraction. Thus, abstract vignettes can be used as the bases to generate successively more concrete and detailed
vignettes, reflecting exercise managers’ various levels of planning. Corresponding code will be generated that
translates the Answer Set Programming specifications to classes and functions to be interpreted by simulation
engines. This allows exercise planning and re-planning and also gives tool support for varying training vignettes to
counteract familiarity effects during recurrent training. Automated generation will rely on optimisation algorithms
that use quantitative descriptions of objects and their relation to the stage.
Our aim is to develop an exercise management system that addresses current shortcomings in simulation-based
training, in line with what we have described in this article. This system is under incremental development, and
small pieces of integral functionality will be released to a reference group consisting of crisis response professionals
for concept validation, refinement and adjustment.
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ABSTRACT

This paper seeks to establish a machine learning driven method by which a military veteran with Post-Traumatic
Stress Disorder (PTSD) is classified as being in a crisis situation or not, based upon a given set of criteria.
Optimizing alerting decision rules is critical to ensure that veterans at highest risk for mental health crisis rapidly
receive additional attention. Subject matter experts in our team (a psychologist, a medical anthropologist, and an
expert veteran), defined acute crisis, early warning signs and long-term crisis from this dataset. First, we used a
decision tree to find an early time point when the peer mentors (who are also veterans) need to observe the behavior
of veterans to make a decision about conducting an intervention. Three different machine learning algorithms
were used to predict long term crisis using acute crisis and early warning signs within the determined time point.
Keywords

Crisis, Machine Learning Algorithms, mHealth, PTSD.
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INTRODUCTION

In this paper, it is demonstrated that by implementing different machine learning algorithms into a mobile-health
app, alerts of PTSD-related crisis situations can be made with reasonable accuracy. An implementation of such
technology is urgently needed, especially after the 9/11 terror attack, when many United States military service
members have been deployed to war zones such as Afghanistan, Iraq and Syria. These service members have
experienced different types of trauma events during their service which caused them to suffer severe mental health
problems including PTSD. Military veterans suffering from PTSD have a higher chance of engaging in a variety
of risky behavior such as alcohol abuse, impulsivity, and aggression (James et al., 2014). Such behaviors may
lead to violence, suicide and unintentional injury, causing harm to themselves and people around them. An
estimate showed that a total of around 19.6 million veterans are currently living in the U.S. (Semaan et al., 2016).
Another study claimed that 19-42% of veterans returned from recent conflicts are suffering from different types
of mental illness, among them 31% from Iraq and 11% from Afghanistan are diagnosed with PTSD (National
Institute of Health, 2015).
Veterans, in general, suffer personal crisis more frequently than their non-veteran counterparts (Kang et al., 2016;
Novaco et al., 2015). In one study, it has been found that about 22 veterans commit suicide every day (Semaan et
al., 2016). Another study found that over 60% of veterans suffering from PTSD had difficulties managing their
expenses, 42% had difficulties obtaining medical assistance, and about 41% were struggling with alcohol and
drug craving (Parker et al., 2019).
In Milwaukee, Wisconsin, a veteran-led non-profit organization known as DryHootch (DH), established a
community-based treatment system outside the traditional Veterans Affairs (VA) clinical environment (Rizia et
al., 2014). Initially, this peer mentor support program was purely face-to-face, and was later supplemented with
online data capture. Subsequently, a mobile based application called Quick Reaction Force (QRF) was carefully
designed for the program and continues to be used (Rizia et al., 2015). Ecological Momentary Assessment (EMA)
approaches were implemented into the QRF application to capture data from veterans via smartphone. The
intervention occurred over a 12-week period during which the EMA approach captured repeated measures related
to health, sleep quality, feelings, and engaging in risky behavior.
Based on the opinions of subject matter experts, early warning signs, acute crisis and long-term crisis were defined
from this data with careful considering several aspects. The present research focuses on determining an optimal
early time point at which peer mentor veterans should intervene so as to prevent a veteran dropping from the peer
mentorship program.
Mobile Based Clinical Support

In order to encourage patients to maintain a healthy lifestyle, the health care providers need to maintain regular
contact and provide consultation to their patients. In a number of settings, providing face to face consultation
might be difficult. In such circumstances, mobile technologies can be used to obtain information about the patient's
status and intervene remotely when required. A research study found that mobile based interventions via text
messaging increased acceptance in areas like smoke cessation (Free et al., 2013) and in improving medication
adherence among teenagers with chronic health conditions (Badawy et al., 2017); in another research, optimism
had been expressed regarding ways in which data visualization can be used to improve mental health via mobile
applications (Mohr et al., 2013).
Mobile devices are also used to make clinical decisions. With the development of mobile devices, many important
tasks of healthcare professionals have become easier, such as maintenance and access of health records, and better
time management (Ventola, 2014). To diagnose, treatment and monitor diabetes mellitus a web and mobile clinical
decision support tool was developed (Kart et al., 2017). In one, study it has been claimed that the use of mobile
based clinical support tool like PedsGuide had decreased the cognitive load in managing febrile infants
(Richardson et al.,2019).
Veteran Community Engagement

This work is part of larger project using a Community Based Participatory Research (CBPR) perspective and
involves members of Dryhootch, faculty from the Milwaukee Veteran Affairs Medical Center and the Medical
College of Wisconsin. The project had been working collaboratively with Dryhootch of America for several years
to develop a mobile based app to support peer mentor veteran mental health intervention. The descriptions of this
partnership, the Dryhootch Partnership for Veteran Health, its formation, and lessons learned are detailed
elsewhere (Franco et al. 2016).
One focus of this program was to improve the outreach to younger veterans returning from Operation Enduring
Freedom (Afghanistan) and Operation Iraqi Freedom (often referred to as “OEF/OIF veterans”) using technology.
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Typically, OEF/OIF veterans have different expectations from other US military service eras when interacting
with various systems of care, often preferring technology-mediated contact (Franco et al. , 2018). The whole
impetus for this project was to establish trust/mutual relationship between peer mentors and fellow mentees based
on communication. One of the main objectives of building the QRF app was to facilitate more effective means of
communication between peer mentors and veterans. Also, this app is designed to improve peer mentors’ decision
making regarding when to intervene (i.e. communicate) with veterans in response to early warning signs as
visualized in the app.
In case of veterans with PTSD, the symptoms of crisis gradually increase if it is overlooked. This can potentially
lead to engaging in harmful risky behaviors identified as crisis situations (e.g. suicide, alcohol abuse, fight in
public places, etc.). Peer mentor veterans are trained to have conversations with their mentees at appropriate times,
with the goal of significantly reducing the escalation of mentee symptoms. A secondary benefit of this
communication is that peer mentor veterans can provide guidance to their mentees about when to contact a
professional clinician (or help them with any other referrals) in order to get more appropriate care. Because of the
nature of the illness, veterans with PTSD symptoms may not often be able to make proper decisions about
themselves when it is really needed. The intent of the QRF app is to reduce the impact of PTSD significantly with
time and cost efficiency, both at a personal and community-wide level. As part of this intervention, different
machine learning algorithms were used to determine the earliest possible time point within which their behavior
will reflect at the end.
There are three goals of this paper addressed: 1) Finding time point for early intervention using decision tree; 2)
Predicting long term crisis using three different machine learning algorithms; and 3) Comparing the results from
these algorithms. These goals were determined in order to improve the existing mobile based app to support peer
mentors to make appropriate decision at appropriate time.
METHOD

In general, crises may be considered as events that lead to dangerous and unstable situations which may affect
individuals, groups and even society. When we use the term “crisis”, we mean some negative changes have
occurred that require our immediate attention. Specifically, in psychology, Jacobson sees “crisis” as any stress
that might have been caused due to some frightening experience or anxiety and builds his crisis theory as a
framework based on which an intervention can be made. He goes on to state that a crisis occurs when
psychological equilibrium is upset by life events. Thus, the goal of interventions is to create a new equilibrium
which includes the most possible adaptive resolution (Jacobson, 1980).
Crisis theory is also commonly associated with reactions to natural disasters. Though a person’s mental health
crisis may differ in many ways on the surface, they share some common criterion such as 1) known or unknown
pre-existing system vulnerabilities (Arnal, 2015); 2) early warning signs related to crisis which are difficult to
define (Berariu et al., 2015); 3) cascading effects as resources and options destroyed (Boettiger et al., 2012); 4) a
critical point beyond which control of situation decrease significantly (Camara et al., 2013); 5) a well-defined
crisis event requires significant external resources in order to recover or restore order (De Fina et al., 2011).
Predicting such crisis events is a very challenging task as an inaccurate prediction may lead to serious
consequences (Franco et al., 2016). Within the research team, subject matter experts had defined the early warning
signs, acute crisis and long-term crisis from our data driven perspective in the following ways:
Early Warning signs:
1.

Any single weekly survey missed

2.

Two symptoms indicated as worse in a single week

Acute Crisis:
1.

Two consecutive weekly survey misses.

2.

Any three weekly survey misses.

3.

Three symptoms indicated as worse in a single week.

4.

Two symptoms indicated as worse for two consecutive weeks.

Long Term Crisis:
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1.

12-week Discharge PTSD score remain stable or worse.

2.

Failure to complete 8 of 12 weekly surveys.

3.

Missed discharge survey.

However, when attempting to predict the long-term crisis based on early warning signs and acute crisis using
machine learning algorithms, it was found that the way it had been defined caused some of them to overlap with
each other, thus creating intercorrelations. The underlying intercorrelation problem between some types of early
warning signals and the crisis outcome is both a theoretical problem in terms of parsing the differences between
two inter-related things with fundamentally similar qualities, and a statistical difficulty in trying to apply machine
learning algorithms for prediction. For this reason, at least at this stage, it was decided to consider the early
warning signs, acute crisis and long-term crisis that were not overlapping. In this research, the following criteria
were used to define early warning sign, acute crisis and long-term crisis:
Early warning sign: Any one weekly survey missed.
Acute crisis: Any two symptoms getting worse in two consecutive weeks.
and Long-term crisis: Missing discharge survey.

PARTICIPANTS

305 US veterans had been enrolled in this community-based veteran peer mentorship program. The data for this
analysis was collected both online using RedCap and through the QRF mobile app. The whole program was 12
weeks long consisting of three equidistant time points: baseline (beginning of the intervention), midpoint (at 6thweek) and discharge (at 12th-week). Several psychometric instruments like the Values in Action (VIA) scale,
specific subscales of the Deployment Risk and Resilience Inventory (DRRI-2), Social Adjustment Scale (SAS),
and the PTSD Checklist-5 (PCL-5) were collected at each timepoint.
For this paper, our focus was on PCL-5 score (a 20-item self-assessment tool) which contains components to
measure four clusters of PTSD symptoms like intrusion, avoidance, negative emotions and arousal. PCL-5 score
over 33 is considered as a provisional diagnosis for PTSD by the Veterans Affairs Healthcare System (VA). This
study also consists of weekly EMA surveys in between these three time points where the veterans had been asked
short questions regarding their health, sleep quality, stressful experience, whether engaged in risky behavior, and
whether or not they were able to contact their mentor veterans. 143 veterans of the 305 veterans who participated
were found to meet the cutoff score (PCL-5>33) of PTSD. Participant characteristics for the veteran sample with
provisional prognosis of PTSD is provided here (Table 1). The group consists of 114 male veterans and 28 female
veterans. Among these 143 veterans with probable PTSD, 34 were found to be enrolled into some school program.
This veterans population consisted of service men and women from different branches of the military: Army,
Navy, Marines, Air Force, Coast guard, National guard, and reserves. Based on the opinion of subject matter
experts in our team, we considered army, marines, active as combat force and the remaining ones (Air Force,
Navy, National guard and Coast guard) as less combat forward forces. According to this criterion 106 of these
veterans fall into combat force and the remaining 37 veterans fall in non-combat force category. This population
of veterans had different war experiences as they served in different eras, with the majority serving in the Iraq and
Afghanistan war. However, a significant portion of these veterans declined to respond to the item about their war
experience.
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Table 1. Participant Characteristics
Characteristics

Count
(%)

Gender
Female

28
(19.6%)

Male

114
(79.7%)

Transgender/Missing/Unknown

1(0.7%)

School Enrollment
Yes

34
(23.8%)

No

99
(69.2%)

Not Answered/Missing

10
(6.9%)

Military Branch
Combat Force

106
(74.1%)

Non-Combat Force

37
(25.9%)

War Experience
Post 9/11

48
(33.6%)

Vietnam

11
(7.7%)

Cold War

1 (0.7%)

Central America

3
(2.09%)

Gulf Era

12
(8.39%)

Not Answered/Missing

68
(47.6%)

Features: As predictors, consideration was made of the total number of weekly surveys missed within a fixed
number of weeks (For early warning signs), as well as the number of times two symptoms labeled as worse for
two consecutive weeks (For acute crisis). For example, for weekly participation:
Week1: Missing the first Week or not (0 or 1).
Week2: Number of weekly surveys missed within the first two weeks (0-2).
Week3: Number of weekly surveys missed within the first three weeks (0-3).
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.
.
.
Similarly, Week12: Number of weekly surveys missed within the 12-week period (0-12).
On the other hand, for symptom change, we considered the following variables:
Symptom2: Any 2 symptoms got worse within the first 2 weeks or not (0 or 1).
Symptom3: Number of times any 2 symptoms got worse within the first 3 weeks (0-2).
.
.
.
Similarly, Symptom12: Number of times any 2 symptoms got worse within the 12-week period (0-11).
In this research, the outcome of interest is whether veteran will miss the discharge survey or not.
Machine Learning Algorithms for Predictions

To identify veterans who would be “in Crisis” and who would be “Not in Crisis”, three machine learning
algorithms were considered: decision tree, logistic regression and naïve Bayes. A short description about how
these algorithms work is provided here.
Decision Tree: This is a tree-like model to make decisions. The algorithm contains conditional statements to
predict possible outcomes. This algorithm is applicable for both regression and classification problems. First, it
divides the predictor space into several simple regions. It estimates the mean or mode of outcome of interest
depending on whether it is quantitative or qualitative from training data at each region. This is used to predict a
new observation. The whole process of dividing the predictors’ space can be summarized in a tree like structure
which is why this method is known as decision tree (James et al., 2013). It can be used to select variables. We had
used decision tree to select the number of consecutive weeks within which we would observe the behavior of
veterans to make appropriate classification. We used the information of selected number of weeks using decision
tree.
Logistic Regression: A statistical model which uses probability to predict binary (0 or 1) outcome to make a
simple yes or no classification. The binary outcomes are labeled as “0” or “1”. The probabilities of the outcomes
are estimated by a function called logistic function. Logistic regression fits linear regression model of the logodds on the predictors. For an observation, the log-odd is calculated from the regression line based on the values
of independent variables and then using some algebraic manipulation, probability of belonging to label “1” is
determined. For final classification a rule of thumb can be used as if the calculated probability is greater than or
equal to 0.50 then the observation is labeled as “1”, otherwise it is labeled as “0” (James et al., 2013).
Naive Bayes: A probabilistic classifier which uses “Bayes Theorem” to make binary or multinomial classification
especially when the independent variables are categorical. For classification of any observation, naïve bayes uses
the conditional probability of predictors given the class and some prior knowledge of the probability of the class.
It assigns the class final class for an observation which has the highest probability.

Algorithm Assessment Techniques

In order to decide which algorithm will make better prediction in identifying veterans with “in Crisis” or “Not in
Crisis”, assessment tools were used including: 10- fold cross-validation, false positive rate, false negative rate and
area under ROC curve.
Cross-validation: This is a recursive process to evaluate machine learning algorithms. Cross-validation process
is mainly two types: k-fold cross-validation and leave-one-out cross-validation. The k-fold cross-validation
divides the whole data into roughly equal size parts, k. The model or the algorithm which would be evaluated, is
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fitted on k-1 parts and then it is evaluated on the k-th part. This process is repeated until all the observations are
covered. At the end, mean number of errors is calculated. In case of leave-one-out, the same process is followed,
with difference being that the model is evaluated on only one observation each time (James et al., 2013).
False Positive Rate: This is the proportion of all negative observations that are classified as positive by the
machine learning algorithms. In our case, it would mean that the proportion of number of veterans who are actually
“Not in Crisis”, but the machine learning predicted them as “in Crisis”. In other words, we can say that this is a
result from “false alarm”.
False Negative rate: This can be defined as the proportion of all positive observations that are classified as
negative by the machine learning algorithms. In this case, it represents the proportion of number of veterans who
are, in actuality, “in Crisis” but the machine learning predicted them as “Not in Crisis”.
Area Under ROC curve: In case of classification, Area Under ROC curve (AUC) is a measurement tool to
evaluate the performance of algorithms. It tells how well the machine learning algorithm can distinguish between
classes. It has values between 0 and 1 with higher values indicating that the algorithm is better in distinguishing
classes.

RESULTS

RStudio (version 3.6.1) was used to run the analyses, setting the seed for programming to be 100. At first, the
decision tree using all the predictors (weekly participation and symptom change) was used. The goal was to find
the predictors which had more predictive capabilities than the others. The decision tree picked Week3 as the top
node of the tree (Figure 1). This means that the total number of surveys missed within the first three weeks had
the highest predictive capabilities., This can be seen as an early time point within which it is necessary to observe
the check-in behavior to determine whether a veteran would miss the discharge survey or not. In other words, the
peer mentors need to carefully monitor the behavior of their mentee veterans within the first three weeks after
they enter into the program in order to make appropriate decisions about intervention.

Week3 < 1
NO

YES

CRISIS

Symptom 11<1

NO

YES

Week 10 < 1
YES

NO
CRISIS

NO
CRISIS

NO

CRISIS

Figure 1. Prediction made by Decision Tree using Early Warning Signs (Missing Weekly Surveys) and
Acute Crisis (2 symptoms worse for two consecutive weeks).
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By pruning of the above decision tree (Figure 1), an illustration has been shown in Figure 2 about how this can
be incorporated into the Quick-Reaction Force app which will aid the veteran mentors in making appropriate
decisions about when to intervene. An empty hole represents a weekly survey missed and a dot represents that
weekly survey is not missed. From the pruned decision tree, it was observed that if someone missed any of the
weekly surveys within the first three weeks after the person enters the program there is a high chance that the
person may drop from the discharge survey without giving any information (“in Crisis”). For the first veteran
(JW) on the app (Left side of Figure 2), missed all the weekly survey within the first three weeks which creates
an alert (!) notifying the peer mentor. The second veteran on the app (JM), missed the second weekly survey
within the first three weeks which also creates an alert (!). However, the third veteran (RT), did not miss any
weekly survey which indicates of potentially no threat (√). Forth veteran (RL), missed two weekly survey (1st
and 2nd) within the first three weeks which also created an alert (!) to the peer mentor.

Week3 < 1
All Check-ins Missed
by Week 3- CRISIS

1 Check-in Missed by
Week 3- CRISIS

No Check-ins Missed by
Week 3- NO CRISIS

YES

NO
CRISIS

NO

CRISIS

2 Check-ins Missed by
Week 3- CRISIS

Figure 2. A Prototype of Quick-Reaction Force App Alerts (Left) and Decision Tree to select the time point (Right).

Next, an effort was made to determine what algorithm would perform better in predicting which veteran is going
to miss the discharge survey. Two other algorithms were also considered (Logistic regression and naïve Bayes)
for classification purpose besides decision tree.
In this case, each weekly survey participation (Early Warning Signs) were considered and each time 2 symptoms
were indicated as getting worse for 2 consecutive weeks (Acute Crisis) as separate binary predictor. For example,
in case of early warning signs, the binary predictors were considered as follows:
Miss1: Whether week one survey was missed or not.
Miss2: Whether week two survey was missed or not.
Miss3: Whether week three survey was missed or not.
Similarly, in case of acute crisis, the binary predictors were considered as follows:
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Symptom_2: Whether two symptoms got worse between Week one and Week two.
Symptom_3: Whether two symptoms got worse between Week two and Week three.
Since the original decision tree had indicated that the first three weeks of check-in behavior reflects the behavior
of the discharge survey, the binary predictors within the first three weeks were considered for later prediction.
During the second time, when the decision tree was fitted using the data within the first three weeks, it is observed
that more weight was put only on the week three participation.

Miss 3: No

YES

NO

NO
CRISIS

CRISIS

Figure 3: Decision tree based on the data within the early time point.

This indicates that if a veteran misses the week three survey, he or she may potentially miss the discharge survey.
From the analysis of the logistic regression on the same data, it is observed that besides week three participation,
week one and two symptoms indicating stable or worse are significant.
Table 2. Logistic regression Analysis

Coefficient

Std. error

Z-statistic

P-value

Intercept

0.0984

0.270

0.364

0.716

Miss1 [Yes]

-2.328

0.865

-2.691

0.007

Miss2 [Yes]

1.853

1.233

1.503

0.133

Miss3 [Yes]

-2.511

1.086

-2.314

0.021

Symptom2 [Worse]

-1.528

1.432

-1.067

0.286

Symptom3 [Worse]

2.412

1.196

2.017

0.044

In case of logistic regression, the following logistic function was used to estimate the probability of “Not in
Crisis”:
𝑃(𝑌 = 𝑁𝑜𝑡 𝑖𝑛 𝐶𝑟𝑖𝑠𝑖𝑠|𝐸𝑎𝑟𝑙𝑦 𝑊𝑎𝑟𝑛𝑖𝑛𝑔 𝑆𝑖𝑔𝑛𝑠, 𝐴𝑐𝑢𝑡𝑒 𝐶𝑟𝑖𝑠𝑖𝑠)
.
.
.
.
𝑒 .
=
.
.
.
1+𝑒 .

.
.

.

A simple decision rule can be if the probability estimated from this logistic function is greater than 0.50, then that
veteran can be classified as “Not in Crisis”.
From the naïve Bayes following confusion matrix was obtained. Among the 98 veterans who were actually in
“Crisis” situation, 69 of those were correctly predicted as “Crisis” with a recall (69/98) rate of 70% and 37 veterans
among 45 veterans who were “Not in Crisis” correctly predicted as “Not in Crisis” with a precision rate (37/45)
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of 82%. The overall accuracy rate from naïve Bayes is 74.1%.

Predicted Status

Actual Status

Crisis

Crisis

Not in Total
Crisis

69

29

98

37

45

66

143

Not in 8
Crisis
77

Table 2 shows a comparison among these three algorithms (decision tree, logistic regression and naïve Bayes)
using cross-validation error, false positive rate, false negative rate and area under ROC curve. These assessments
were made on the same dataset as the algorithms were built on, meaning that that the training set and the testing
set were the same.
Table 2. Algorithm Assessment

Decision Tree
Error Rate

Accuracy Rate

Cross-Validation

Logistic Regression

Naïve Bayes

29.4%

29.5%

29.4%

False Positive

20%

20%

17.8%

False Negative

28.6%

28.6%

38.8%

AUC

75.7%

75.7%

71.7%

DISCUSSION

The cross-validation error rate from all three algorithms was close to 29.5% which means that in the long run if
any of these algorithms are used for classifying 100 veterans, around 30 veterans would be misclassified. In Table
2, all three algorithms are giving better results than others in some cases. However, the differences are not
significant. The false positive rate is around 20% which means that if we use these algorithms, 20 veterans among
100 veterans were falsely classified as “in crisis”. The false negative rate for decision tree and logistic regression
was around 28.6%, but for naïve Bayes, it was 38.8%. False negative rate of 28.6% indicates that if we use decision
tree or logistic regression, then about 29 veterans among 100 veterans who were predicted as “not in crisis”
actually would be “in crisis”. For the clinicians in the team, this is an alarming rate as if a veteran in “Crisis”
situation is missed to intervene properly, he or she might cause harm themselves and the people around them.
Area under ROC curve (AUC) was also used as an effective tool to compare false positive rate and false negative
rate of different methods. The AUC from these three algorithms was around 75% (or 0.75). It can be observed
from Table 2 that there is no significant difference among these algorithms in terms of predictive performance.
CONCLUSION

In this research, an effort was made to identify veterans dropping from the program using early time point data by
predicting which veteran will be "in Crisis" or "Not in Crisis". Decision tree, logistic regression and naive Bayes
algorithms were used to assess early time point data pre-determined by running a decision tree on the entire set of
features. Different types of model assessment techniques including cross validation, false positive rate, false
negative rate, and area under ROC curve to were used to determine which model was most effective. However,
the experts on our team felt that the assessments did not reveal any of these three algorithms to out-perform the
others in term of predictive power. In the future, crisis will be defined based on the lived experiences of Veterans
who have experienced mental health crisis. This will be accomplished through focus group interviewing methods
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and analysis will emphasize identifying a more personalized alert system using machine learning algorithms.
Based on the analysis of this data, a mobile app will be developed to trigger tailored and more accurate alerts for
peer mentors. It will notify a mentor when a mentee under their observation might be in risk for crisis. This system
might be useful in other areas such as preventing risky behavior linked to substance abuse, domestic violence, and
dementia, in both developing and less-developed countries.
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ABSTRACT

Much has been said about the value of social media messages for emergency services. The new uses related to
these platforms bring users to share information, otherwise unknown in crisis events. Thus, many studies have
been performed in order to identify tweets relating to a crisis event or to classify these tweets according to certain
categories. However, determining the relevant information contained in the messages collected remains the
responsibility of the emergency services. In this article, we introduce the issue of classifying the information
contained in the messages. To do so, we use classes such as those used by the operators in the call centers.
Particularly we show that this problem is related to named entities recognition on tweets. We then explain that a
semi-supervised approach might be beneficial, as the volume of data to perform this task is low. In a second part,
we present some of the challenges raised by this problematic and different ways to answer it. Finally, we explore
one of them and its possible outcomes.
Keywords

Information Retrieval, Word Embedding, BERT.
INTRODUCTION

Social networks have become a part of many people's daily lives. Smartphones and an ever-increasing Internet
allows every citizen to document and report what is happening around them at all times. This behavior is not
limited to everyday events but is also observed during natural and man-made disasters. These informal reports
have since been considered by emergency services (Cameron et al. 2012; Terpstra and Stronkman 2012). In
response to this new trend they decided to develop capabilities to process this new flow of information. However,
this new format comes with new requirements.
This capability has been studied for a long time, and a lot of work has been done on the automated processing of
messages posted on social networks. As the flow of data is very important on social networks, a significant part
of this work is focused on the identification and classification of tweets related to an ongoing event. This has led
to the development of a wide range of systems designed to assist emergency operators in processing social media
data. Systems such as AIDR (Imran et al. 2014) allow the identification of tweets that are relevant to the operations
of emergency services. It also allows to classify these tweets according to their content, among other features.
Yet, these tools seem incomplete in terms of process automation, as they still require the intervention of a human
operator to watch and process the filtered flow. (Kropczynski et al. 2018) highlights the practices of operators and
the needs they have concerning information retrieval during a phone call. These needs are expressed through the
6W's used by American call centers. Thus, when they receive a phone call, operators systematically seek to answer
Where, Why, When, Who, What, Weapon questions. These 6 questions can be considered as the 6 categories of
interest for emergency services. This observation identifies therefore a gap in existing systems, as none of them
address this need, as far as we know. In order to meet this need, such system should be able to automatically
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retrieve the answers to these questions from social network data. Previous work mentioned earlier would be used
as a first filter that would reduce noise from the global stream. The question that the following article will then
address is: How to identify among the messages posted on social networks mentioning an ongoing event, the
entities usually looked for by emergency services operators.
Table 1. Examples of information found in tweets posted by eyewitnesses (CrisisLexT26)

calgarywhere floodingwhat again. you have got to be kidding me
There is a growing firewhat near Norwest Hospital, NSWwhere. Fire brigadewho is in attendance.
Just got out workwhen in the heart of Sydney CBDwhere and the smell of smokewhat is strong. Eerie sky. Firewhat
must be huge.
This article is therefore focused on the automation of the retrieval of information contained in tweets posted by
witnesses of the event. An example of the research objective is shown Table 1. This task of assigning labels to
words contained in a text belongs to the field of natural language processing and is defined as named entity
recognition (NER). A lot of work has been done to perform this task at relevant confidence levels. Also, the most
efficient methods use models that rely on deep neural networks. However, these models require a lot of training
data to obtain adequate performance. An example of benchmark for NER is CoNLL (Kim 2003). This data set
contains about 20k sentences for training, validation and testing and aimed at identifying four different types of
named entities: persons, locations, organizations and others. On this specific dataset, state of the art deep neural
networks models achieve human like performances. However, there is no data set with an equivalent volume (20k
sentences labelled at the word level) in crisis informatic. But there are different data sets of past crisis events that
can be used to answer our problematic. Ideally, the data set should also contain messages from eyewitnesses
mentioning information relevant to the emergency services.
The largest data set of tweets posted during crisis situations is CrisisLex (Olteanu et al. 2014). Several crises have
been recorded an made available to help crisis informatic research. Some of these data sets have been labelled.
However, CrisisLex has been constructed and labelled with the aim of classifying the tweets at the tweet level,
namely, whether they are event-related or not, or according to different categories considered of interest. In order
to address the above-mentioned problematic, the data set requires a) data from eyewitnesses of the event, b)
labelled data, c) that the labelling is done at the word level. Considering all these elements, no CrisisLex event
can be used unless it requires relabeling. Some data sets meet criteria a) and b). However, this represents around
2000 tweets, or 10% of CrisisLexT26 (Olteanu, Vieweg, and Castillo 2015). This volume of data thus appears to
be less than what is usually used for training deep neural networks. Moreover, these data are not labelled in a way
that allows direct training. In conclusion, as far as we know, there is no data set to answer this problem. So, there
are two possibilities: a) create a new dataset, b) use an approach requiring less data. The rest of this article takes
the path of proposal b) and presents a method that relies on existing unlabeled data to classify the content of
tweets.
RELATED WORK

Our contribution builds on previous work on the following: (1) content-based classification of tweets to determine
what a tweet refers to in order to help rescue services filter the content of social networks. (2) Methods to represent
the semantics of words in a vectoral way, in order to perform semantics-related processing. (3) Finally, methods
that allow NER to be performed in a semi-supervised manner, with interest in methods using label propagation.
Tweet classification in crisis management

A substantial amount of work has been carried out to simplify the processing of data from social networks by
emergency services. Several classifications of the information available on social networks have been proposed.
Bottom-up approaches, like (Vieweg et al. 2010), use tweets collected during an event to identify different
categories of interest. Namely, in this article the categories were: warning, preparatory activity, fire line/hazard
location, flood level, weather, wind, visibility, road conditions, advice, evacuation information, volunteer
information, animal management and damage/injury reports. This approach leads to categories that are more
specific to the observed events, reducing the generalization possibilities. Symmetrically, top-down approaches
like (Bénaben et al. 2016) build on general, somehow abstract, categories that are defined based on their final use.
Because if this, categories could be less specific to an event, allowing a better generalization. From these
classifications have emerged different platforms for the identification of relevant data, but also their classification
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according to the categories previously proposed (Imran et al. 2014). For a time, these platforms mainly used
supervised machine learning algorithms such as Support Vector Machine (SVM) or Decision Trees, which are
used to perform the identification and classification tasks mentioned above (Caragea et al. 2011). Later, deep
neural network models were trained to perform the same tasks, with a significant gain in performances. (Caragea,
Silvescu, and Tapia 2016) use for example an architecture based on a convolutional neural network and note a
performance gain on the results of the classifications.
With this classification task comes also other challenges, which can be found in the literature. One of them is the
generalization of the models created. Since each crisis is by nature unique, it is difficult to train a single model
capable of learning from past crises to generalize to future crises. Research has been done toward transfer learning
approaches that would allow to reuse the model learnt from one type of crisis to others without additional training
nor data (H. Li et al. 2015). On the other hand, others have attempted to focus on the similarities between each of
the crises such as victims, damage, emergency services involved, etc. to build their models (Coche et al. 2019).
However, in order to answer the problematic mentioned in the introduction, the tweet classification is not enough.
On the contrary, one seeks to assign labels to entities belonging to defined categories. So, NER is more interesting
than tweet classification. (Kim 2003) describes how this task is solved by different systems proposed on a dataset
called CoNLL 2003. The entities concerned here are in this case: LOCATION, PERSON, ORGANIZATION and
OTHER. Later (Ritter et al. 2011) tried to perform NER on tweets. To do so, they first look for what are the
categories of interest in tweets. They identified 10 different categories of interest in a dataset of tweets. They
found out that Twitter posts are a challenging format to perform NER, as 140 characters are very short sentences
that carry few context (Twitter now allow 280 characters). (C. Li et al. 2012) presented TwiNER, a system able
to identify named entities in a Twitter stream. This semi-supervised system was designed to detect emerging crisis
using dynamic programming algorithms. It achieved an overall 0.4 on the F1 score on the dataset that they.
However, despite being promising, these performances were insufficient for use by emergency services.
(Ashktorab et al. 2014) proposed a supervised machine learning approach to address this problem. Using
Conditional Random Fields, in a supervised way, they were able to reach 0.6 F1 score in average. Consequently,
there is still room for improvements to perform NER on tweets in a semi-supervised to reach supervised
approaches performances and beyond.
Language modelling and word semantic representation

In natural language processing, the ability to represent textual data digitally is important. The naivest and used for
a long time has been the encoding of words through one hot encoders in such a way that each word in a sentence
is represented by its position in its vocabulary. This representation is used in (H. Li et al. 2015) as an input
representation in their domain adaptation approach. However, a shortcoming of this representation is that it does
not consider the context in which the word is used. Other models were therefore created afterwards.
Context-based, local (Mikolov et al. 2013) and global (Pennington, Socher, and Manning 2014) approaches to the
words used in sentence a among the construction of context-sensitive vector representations. This has greatly
improved the predictions of the machine learning models used. Note that one of these representations was
constructed for the crisis (Imran, Mitra, and Castillo 2016). These representations, in addition to being
semantically richer, also provide a much smaller dimensional space than those obtained with one hot encoding.
This allows us to maintain a certain coherence between the vectors created and the definition of the closest
neighbors of a vector.
This vector representation model was then improved with (Peters et al. 2018) which proposes to consider the
different contexts in which the words are seen. Later (Devlin et al. 2018) proposed BERT (Bidirectional
Transformers for Language Understanding), obtained from a larger corpus of texts. Its architecture, based on
Transformers (Vaswani et al. 2017) instead of the usual Recurrent Neural Networks, allows to parallelize the
training of these very large models. Evolutions, using the same architecture have followed, improving the vector
representation or reducing the resources needed for their operation (Y. Liu et al. 2019; Sanh et al. 2020).
Label propagation in semi supervised learning for named entities recognition

The machine learning used in natural language processing is mainly based on supervised training models, which
rely on labelled training datasets. However, when few labelled data are available, but a large amount of unlabeled
data is, it becomes interesting to use semi-supervised models instead. These models use the few labelled data
provided and then continue their learning process on the unlabeled data.
This semi-supervised training approach applied to natural language processing (Liang 2005) and NER leads to
the development of new models capable of taking advantage of both labelled and unlabeled data. (Liao and
Veeramachaneni 2009) use a conditional random fields algorithm trained on the labeled data. Then the algorithm
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is used to generate new features from the unlabeled data, that are then used to train the classifier. Later, (X. Liu et
al., n.d.) combined K-nearest neighbors and conditional random fields to recognize named entities in tweets,
showing improvements in performances using K-nearest neighbors and semi-supervised learning.
Similar to the K-nearest neighbors’ approach, label propagation (Zhu and Ghahramani, n.d.) could be used to
propagate the labels assigned to a small set of labelled entities, in a semantic graph. This approach shown
promising results in named entities recognition in Vietnamese text (Le et al. 2013).
CLASSIFICATION THROUGH WORD VECTOR REPRESENTATION CLUSTERING

In this article we present a model to perform word labelling of social media data according to predefine classes.
Our model relies on semantic similarities of words and deep neural networks models that generate word vector
representations of words contained in a vocabulary. The resulting matrices (or vector spaces) are of dimension m
× n, with m the number of words and n the dimension of the vectors created. In these vector spaces, words that
are semantically close have vector representations that are close to each other in distance.
So, the overall idea is to use 2 vocabularies. The first one, the source data set is composed of text data collected
during crisis events and that are representative of the classes being researched. The classes used here are the
categories mentioned in (Coche et al. 2019). These categories represent the information that the emergency
services are looking for (namely, the 6W’s). This data set is then composed of labeled entities. The second one,
the target data set is composed of words that are representative of the messages sent during the event. This dataset
is not labeled. From these 2 data sets, we extract their respective vocabularies (all the unique words that both
datasets are composed).
Then, we define the word vector representation of each word present in both vocabularies. To do so, we use the
BERT model (Devlin et al. 2018). For each previously created vocabulary, we define the vector representations
of their words. The result of this step is 2 matrices of dimension mS × n for the source data set and mT × n for the
target data set.
These 2 matrices are then merged in a vector space of dimension (mS + mT) × n. This new vector space contains
both labeled word vector representations and unlabeled ones. In order to label the unlabeled words, we propagate
the labels to the unlabeled words around the labeled ones. The distance that define the propagation or not of the
labels around the labeled words is defined as the semantic propagation radius. The radius in which the labels are
going to be propagated is defined by the user. This value is set experimentally in the following experiment. The
radius allows to define the number of neighbor’s candidates for the propagation of labels. The lower the semantic
similarity between the source word and the unlabeled words captured, the larger the radius can be considered.
Table 2 shows the evolution of the neighbors for the word “police” for 2 different values of the radius. The table
is split in 2 columns, the left columns shows the closest neighbors until the radius reach 0.55 and the right column
goes until 0.44. Experimentally, we can observe that the closest words in terms of semantic similarity (radius
value of 0.55) correspond to the synonyms of the target word. By widening the radius, we can see what is close
to the lexical field of the source word.
DATA AND PREPROCESSING

This section presents the datasets used and how they were processed prior to the experiment
Data set

The model presented above uses 2 datasets. One, unlabeled, is derived from messages posted on social networks
in a crisis. The second, labelled, is a vocabulary containing words considered to be representative of the classes
we are trying to identify. To obtain these two datasets, we used data from CrisisLex (Olteanu et al. 2014). These
two datasets are: the CrisisLexT26 for non-labelled vocabulary, and the CrisisLexRec for labelled vocabulary.
Preprocessing

For the target data set, we used the CrisisLexT26 (25k labeled tweets and 225k other unlabeled tweets) and for
the source data set we used the CrisisLexRec composed of 380 words and word pairs. For the target data set, we
only considered the events where users were mainly english speakers. consists of lowercasing the tweets. The
cleaning of the target data set then, we removed the “RT” and “#” symbols in the tweets, the punctuation symbols,
the mentions and the urls, as they don’t bring more information in our case. The tweet is then tokenized using the
tokenizer provided along BERT. We only keep the tokens that appear more than 5 times and then remove the
remaining stopwords.
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Figure 1. Sample of resulting label propagation after reduction of dimensions by T-SNE (Maaten and Hinton 2008)

For the source data set, we used the CrisisLexRec, composed of 380 words or word pairs. We have split the word
pairs and only kept one iteration of each word in order to have a vocabulary composed only of unique words. We
labeled the data according to concepts described in (Bénaben et al. 2016), ie. resource (supply, volunteer…),
organization (policeman, firefighters …), fact (destroyed, flooded…), danger (fire, flood…), risk (alert,
threat…), objective (reconnect, safe…) and none. After labeling the data, we end up with 154 words with a label.
We used the BERT Base multilingual embedding1 to create the word vector representations. The resulting vectors
are of dimension 512. We used the Euclidian distance to compute the semantic similarity between the word vector
representations.
EXPERIMENTS AND RESULTS

Our experimental setup is aimed to address the following question: How can we label words in a sentence
according to predefine classes?
To address this question, we have implemented the previous methodology applied to a preprocessed version of
the CrisisLexT26. In this case, the target data set contains 4183 unlabeled unique tokens and the source data set
contains 154 labeled unique tokens. Once the 2 data sets are merged, there are 4028 unique tokens unlabeled.
The label propagation is then performed on the resulting matrix. We have experimentally determined that a value
of 0.55 for the semantic propagation radius effectively propagates labels to words close enough semantically.
With this value, we propagate the labels to 728 new words. Figure 1 provides an example of the resulting word
labelling.
Table 2 shows the evolution of the neighbors for the word “police” for 2 different values of the radius. The table
is split in 2 columns, the left columns shows the closest neighbors until the radius reach 0.55 and the right column
goes until 0.44. Experimentally, we can observe that the closest words in terms of semantic similarity (radius
value of 0.55) correspond to the synonyms of the target word. By widening the radius, we can see what is close
to the lexical field of the source word.

1

https://storage.googleapis.com/bert_models/2018_11_23/multi_cased_L-12_H-768_A-12.zip
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Table 2. Neighbors words of the “police” token retrieved for different radius values. The words on the right are
consecutives of the words on the left.

R = 0.55
Cops
Cop
Policy
Officer
Officers
Patrol
Crime
Sheriff
Enforcement
Politics
Law
Military
Crimes
Army
Arrest
Lapd

R = 0.44
…
Political
Arrested
Government
Fbi
Authorities
Laws
Insurance
Job
Govt
Feds
Offduty
Pd
Deputy
Officials
Soldier

Po
Violence
Street
Cities
Civil
Acted
Depament
Weapon
Service
Ticket
Grounds
Fireman
Dept
Suspect
Agencies

CONCLUSION AND FUTURE WORK

This paper presented an approach to address the initial issue: How to identify the entities usually sought by
emergency service operators among the messages posted on social media and mentioning an ongoing event? This
problematic emphasizes the need to identify and retrieve the information contained in the tweets according to a
classification used by the professionals, rather than labeling at the tweet level. While we would normally have
used a deep neural network to address this problem, the lack of training data for training the neural network led
us to opt for another approach. It consists in labeling words representative of the classes involved, then propagating
these labels to words semantically close to the labeled words. After computing the distance between the word
vector representation, the labels are propagated if the distance is small enough to be considered as close. Our
approach brings benefits:
It requires fewer labeled data. In our experiment, we only labeled 154 words, while tweet tagging at the
word level would have required tagging thousands of words
It is a non-greedy approach. Only words that are semantically close are labeled, while words that are not
related are not labeled.
It relies mainly on word vector representation models, which allows it to take advantage of future
improvements without having to fundamentally change the method.
However, in its current state, our method has certain weaknesses:
The radius used to define semantically close words must be set by the user and some classes may take
advantage of different values for this parameter.
If a word appears 2 times during the label propagation step (if it is labeled and appears as a semantic
neighbor of another word), then only the last label is kept.
Finally, our approach lack of context awareness. Word labeling is independent of the surroundings words
and the general context of the sentence.
The future work will be dedicated to addressing the problems mentioned previously. It also consists in completing
the process by implementing the classification of words contained in a tweet and evaluating this method.
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ABSTRACT

Securing the accessibility of emergency vehicles using specific emergency transportation road (SETR) is crucial
for the rapid activities of emergency vehicles after a large earthquake. In this paper, we construct a simulation
model that describes collapse of roadside buildings and following street blockages, and evaluate the accessibility
of emergency vehicles. Performing the simulations, we demonstrate the effects of quake-resistant-conversion of
roadside buildings as follows: (1) the accessibility of emergency vehicles using SETR is not good enough under
the current situation, but (2) can be significantly improved by performing seismic retrofit of buildings according
to seismic index of building structure.
Keywords

Accessibility of Emergency Vehicle, Specific Emergency Transportation Road, Quake-Resistant-Conversion of
Building, Large Earthquake.
INTRODUCTION
Research background

Building collapses and other damage during a major earthquake may result in street blockages that make it
impossible for emergency vehicles to travel to areas where they are urgently needed. Indeed, numerous main
thoroughfares were blocked by the collapse of roadside buildings after the 1995 Hyogo-ken-Nanbu Earthquake,
and this posed immense difficulties not only for access by emergency vehicles but also for the transport of
emergency relief supplies and the post-quake processes of restoring and rebuilding (Cabinet Office Japan, 2019).
Because of this, many local public organizations are examining new policies to ensure the functionality of
infrastructure (measures to maintain functionality) essential for evacuation, rescue and firefighting activities,
transport of emergency supplies, and recovery and rehabilitation activities (Mihara, 2013; Sato, 2015). These
would, for example, involve designating as emergency transportation roads certain thoroughfares that would be
the lifelines for rescue activities after a major earthquake, and promoting the seismic retrofitting of buildings
adjoining the emergency transportation roads.
The Tokyo Metropolitan Government was quick to enact ordinances promoting seismic retrofitting of such
buildings (Tokyo Metropolitan Government, 2019). Those ordinances also identified certain roadways where
seismic retrofitting is particularly needful; of the approximately 2,000 km of emergency transportation roads in
Tokyo, these accounted for about 1,000 km, and are called “specific emergency transportation roads” (SETR).
The remainder are “general emergency transportation roads” (GETR). The owners and managers of the buildings
at high risk of blocking these roads (priority roadside buildings) are required to report the current state of their
structures, in terms of a seismic resistance diagnosis or a progress report on a seismic retrofit (Tokyo Metropolitan
Government, 2016). The Tokyo Metropolis is also pressing for seismic retrofits of priority roadside buildings
found to be particularly vulnerable to earthquakes.
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In order to consider measures aimed at maintaining SETR functionality, it is necessary to have a good
understanding of those functions and the actual seismic resistance of the priority roadside buildings. In other
words, it is necessary to examine the current SETR conditions and determine how extensive a seismic retrofitting
program needs to be. The question then arises, when one considers the functionality of the SETR comprehensively,
from what viewpoints one can make quantitative assessments of that functionality. This report examines the
degree of possibility for a street user in the Tokyo Metropolis to reach his/her destination, and the likely efficiency
(actual distance traveled to reach the destination) in doing so. Herein, an index of accessibility is defined from the
above factors and then used to assess SETR functionality.
Relevant previous research

Various studies have addressed how to evaluate accessibility via an urban roadway network under the material
damage caused by a disaster. For example, Wahid Uddin et al. (2016) analyzed the possibilities for traveling
between prefectural and municipal administrative offices on emergency transportation roads after flooding caused
by a major earthquake while taking into consideration street blockages due both to flooding and collapsed
buildings. In another study, Osawa et al. (2017) reported an evaluation procedure they had established to analyze
vulnerable regions that considered roadway closures caused by collapsed buildings, bridge damage, and collapsed
hillsides and excavated areas after a severe earthquake, and then applied this procedure to emergency
transportation roads. Meanwhile, Kondo et al. (2010) proposed new indices for evaluating roadway networks that
considered the risks of roadway closure and the number of services still potentially available in neighboring
municipalities used it to assess the access to medical facilities via the roadway network. Also many studies
focusing on regions outside Japan have been carried out. Adafer and Bensaibi (2016) developed a seismic
vulnerability assessment method for roads using a methodology that is based on determination of a numerical
indicator called Vulnerability Index (VI). Chen and Li (2017) developed a network-based model to evaluate
vulnerability during a no-notice evacuation and applies it to a case study in Dublin. Jun-qiang et al. (2017)
developed a method for road network vulnerability analysis, by defining the traffic utility index and modeling
vulnerability of road segment, route, OD (Origin Destination) pair and road network. They showed that their
approach could be used as a decision-supporting tool for evaluating the performance of road network and
identifying critical infrastructures in transportation planning and management, especially in the resource
allocation for mitigation and recovery. Caiado et al. (2012) proposed a methodology focusing on strengthening
urban network resiliency in seismic scenarios based on three main dimensions: i) network connectivity; ii) land
use, and; iii) specific transportation demand patterns. These studies partially overlapped our research interests and
provide useful ideas and indices for assessing accessibility.
Other studies present investigations of ways to carry through seismic retrofitting of roadway networks. For
example, Nagae et al. (2012) formulated an optimization problem in strategies for seismic retrofits of roadway
networks. They identified a seismic retrofitting strategy that minimizes the social cost (defined as the sum of the
wait time due to the benefit of inconvenience) which is increased by a disaster, and the costs associated with
seismic retrofitting. Kita and Kondo (2013) used game theory to propose a procedure for setting priorities among
seismic reinforcements of roadway structures, such that both the utility due to improvements in the seismic
performance level of roadway structures and the overall utility of the roadway network are simultaneously
maximized. Easley and Kleinberg (2010) also developed models for network traffic using the game-theoretic
ideas, and discovered an interesting result. Meanwhile, Minami et al. (1997) proposed a method for roadway
maintenance planning that minimizes the functional degradation of transportation after a disaster, with the object
of ensuring transportation routes to city facilities that can be used as bases for post-disaster activities.
These studies are of compelling interest as they present excellent research into seismic retrofitting of roadway
structures, but they do not provide any discussion concerning roadside buildings themselves. A counterexample
is Nakazato et al.’s examination of buildings adjoining the emergency transportation roads that focuses on the
actual building structures and the widths of the streets they faced (Nakazato et al., 2014). Their study is based on
site surveys, local environmental conditions, and hazard maps. They suggested areas and buildings having the
highest priority for seismic retrofitting. However, they went no further than qualitative assessments and did not
quantitatively evaluate the influence of roadside building seismic retrofits on accessibility to the emergency
transportation roads.
Object of this study

In this study, we have constructed a roadway blockage model that incorporates building collapses after a major
earthquake and the resulting roadway closures. Then, based on this, we provided an emergency vehicle movement
model that describes the movements of emergency vehicles through the Tokyo Metropolis. These were then
combined to establish an emergency vehicle simulation model that describes the spatial movements of emergency
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vehicles on emergency transportation roads. This simulation model was then employed to evaluate accessibility
to large-scale rescue activity bases (LSRAB) in Tokyo for emergency vehicles traveling via the SETR from
prefectures neighboring Tokyo (Tokyo Disaster Prevention Conference, 2019). The authors also made a
quantitative evaluation of accessibility improvements resulting from seismic retrofitting of roadside buildings.
Material damage of numerous types, in addition to collapsed buildings, can be expected from a major earthquake.
For example, overpasses and bridges can also be expected to fall, soil will liquefy, roadways will crack, and light
poles will topple. We must also consider the consequences of traffic jams. However, in order to keep the focus of
this discussion on the benefits of the seismic retrofitting of roadside buildings, this study only examined roadway
blockage caused by collapsed roadside buildings.
EMERGENCY VEHICLE SIMULATION MODEL
Roadway Blockage Model

Figure 1 shows an overview of the simulation model describing the spatial movements of the emergency vehicles
on the emergency transportation roads. This model is composed of the roadway blockage model and the
emergency vehicle movement model described below.
The Is value is an indicator expressing the seismic index of a structure. A damage rate curve for reinforced concrete
(RC) structures was based on actual damage data from the 1995 Hyogo-ken-Nanbu Earthquake. The Is value for
each building and this curve were used to estimate the probability of collapses, and the collapse or survival of
each building along any given link (street) was determined using uniform random numbers (Hayashi et al., 2000;
Inoue and Youcef, 2008) (Fig. 2(a)). To be on the safe side in these estimates, it was assumed that a building
would always collapse into the street it faced. The effective width of the link in front of the collapsing building
was calculated while considering the collapse situation (Fig. 2(b)). Generally, if the effective width is at least 4
m, most emergency vehicles can be expected to get through. However, since scattered rubble and other obstacles
may be present, in this estimate, an effective width of at least 6 m was required in order to define the link as
passable (links left narrower than 6 m were defined as impassible).

Figure 1. Overview of the simulation model describing the spatial movements of the emergency vehicles on the
emergency transportation roads
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Figure 2. Roadway blockage model of the emergency transportation roads

Emergency Vehicle Movement Model

The movements of emergency vehicles to LSRAB from anticipated points of entry (entrances) at the border of the
Tokyo Metropolis (Tokyo Inland Earthquake Road Obstacle Elimination Plan Study Committee, 2019) were
modeled. In order to minimize travel interruptions during emergency activities, it is critical to obtain timely and
accurate information about the locations of blocked streets (Osaragi et al, 2015; Osaragi and Oki, 2017). The
discussion in this study focuses on the effectiveness of promoting seismic retrofits on roadside buildings. However,
it was assumed here that closures of routes are already known to drivers of emergency vehicles. Dijkstra’s
algorithm was used to predict the route taking the least time from any entrance to any LSRAB (Dijkstra, 1959).
The SETR have median strips, and emergency vehicles were assumed to use opposing lanes (the wrong side of
the street) only at intersections (Fig. 2(c)). Bases were sometimes rendered unreachable due to the closure of all
routes during a simulation.
DATA AND CONDITIONS EMPLOYED IN EMERGENCY VEHICLE SIMULATIONS
Data employed

Figures 3 and 4 provide overviews of the roadside building data and SETR data used for this analysis.
Detailed classification information (building height, actual structure, date of construction, setback distance,
adjacent street width, and directly opposing buildings, degree of seismic resistance, Is value) was obtained from
the seismic resistance diagnoses and reports about the seismic retrofits made to priority roadside buildings. Since
no such detailed data about roadside buildings facing GETR (general roadside buildings) are available, building
spatio-temporal data were substituted. The Is value was estimated at the mean found for the Is values of all the
priority roadside buildings (the collapse probability was uniformly set at 5.6%).
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Figure 3. Overviews of the roadside building data

The Ministry of Land, Infrastructure, Transport and Tourism supplemented the incomplete roadway data from its
published roadway data (Ministry of Land, Infrastructure, Transport and Tourism, 2019). The speed of travel
along each link of the route was set using the roadway classifications provided in the information about
classifications (Fig. 4(a)). Travel between SETR (expressways) and SETR (other roads) was assumed to occur
only at interchanges, in order to reflect the actual situation.
When the actual facilities used as LSRAB did not face the SETR, the destinations for the emergency vehicles
representing those LSRAB were defined on locations facing SETR based on the assumption that access to the
selected LSRAB (59 total locations, of which 33 were outdoors) from the nearest SETR would remain open.
The data on roadside buildings are originally compiled for urban planning and management, and not open to
public. Tokyo metropolitan government provides the data only for research purposes, and has been updating once
every five years. The Is value of each building was collected from the owners and managers of the buildings
(priority roadside buildings) at high risk of blocking SETR after the seismic diagnosis based on the ordinance.
The author got the special permission to access the data from Tokyo metropolitan government, under the condition
of providing the research results.
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Figure 4. Overviews of specific emergency transportation roads (SETR) data

Conditions selected for the simulation

No specific earthquake was selected for this analysis. Instead, we used the damages estimated to result from a
temblor beneath northern Tokyo Bay or directly beneath the southern part of central Tokyo, with an intensity
measured at M6.2 everywhere in the region. The peak ground velocity (PGV) was calculated using the method of
Tong et al. (1996) (66 cm/s) and employed as the earthquake intensity in the simulation.
Each building was designated as having collapsed or survived using the emergency vehicle simulation model to
predict the closures of the emergency transportation roads in the Tokyo Metropolis. The travel of emergency
vehicles from each of the 14 entrances into the Tokyo Metropolis along the SETR was simulated (Fig. 4(b)). The
vehicles were assumed to have the highest priority in movement on the SETR (expressways). However, it is
possible that the expressways might not be usable immediately after a major earthquake has occurred until they
have been inspected and verified to be safe (Kishida, 2012). Therefore, we also examined the case when all travel
must be at ground level, i.e., when SETR (other roads) must be used. Thus, the following two cases were
investigated.
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(1) Case of entry to Tokyo Metropolis via SETR (expressways)
All the passable SETR (expressways and other roads) are allowed to be used for travel. For example, if a vehicle
meets a blocked link, it exits the expressway, uses another route to get around the blockage, and then re-enters the
expressway.
(2) Case of entry to Tokyo Metropolis via SETR (other roads)
Expressways will be closed, at least temporarily, including to emergency vehicles, for safety checks as soon as a
major earthquake occurs. In this case, vehicles enter from another prefecture on a SETR (other roads) and only
use the SETR (other roads) to the reachable LSRAB.
After setting the above conditions, the emergency vehicle simulation was run for all the combinations of entrances
and destinations. In total, 1000 runs were performed. The simulation program was coded and developed by the
author using computer language C#.
EVALUATION OF ACCESSIBILITY FROM SPECIFIC EMERGENCY TRANSPORTATION ROADS
Index for evaluation of accessibility

The accessibility index accounts for both the probability of arriving at the destination from the entrance
(accessibility rate) and the increase in distance travelled over that travelled in normal conditions (increase rate of
travel distance). The number of runs of emergency vehicle simulation is [the number of entry points] x [the number
of destination points] x 1,000 in total. The "accessibility rate" is defined as the percentage in which emergency
vehicles can reach the large-scale rescue activity bases (LSRAB). Meanwhile, the ratio of the travel distance to
LSRAB with street blockage to that without street blockage is calculated. The " increase rate of travel distance"
is defined as the average value of the rate calculated from [the number of entry points] × [the number of destination
points] × 1,000 runs of simulation. Rather than describing the influences of various roadside buildings and the
idiosyncrasies of local access to the various LSRAB, this study discusses the mean values for accessibility from
all the entrances to all the destinations.
Spatial distribution of blockage probability (the probability of street closure)

Figure 5 shows the spatial distributions of the blockage probability (the probability of street closure for each road
link) among the SETR and the GETR. Street closure varies greatly depending on the locations of collapsed
buildings, hence it varies according to each simulation runs. The blockage probability was estimated based on the
number of closures of each road link which was observed in 1,000 simulation runs. The SETR (expressways) did
not show a particularly high rate of blockages in any one part of the Tokyo Metropolis (Fig. 5(a)). However, there
was geographical uniformity in the blockages of the SETR (other roads) and the GETR (Figs. 5(b) and (c)). The
reader can see that parts of Suginami, Arakawa, and Setagaya Wards had blockage rates exceeding 50%.
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Figure 5. Spatial distributions of the probability of street closures among the SETR and the GETR
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Accessibility evaluation of SETR

An emergency vehicle simulation was performed under the condition that only SETR could be used, in order to
examine the accessibility of the SETR.
As of September 30, 2015, the earthquake-resistant building ratio of all the SETR in the Tokyo Metropolis had
reached 80.6%. The accessibility rate was 70.4% when entering a SETR (expressways); i.e., the likelihood of not
being able to reach one’s destination LSRAB was about 30% (Table 1, Fig. 6(a)). When entering via an SETR
(other roads), the accessibility rate was 27.3%, extremely low (Table 2, Fig. 6(c)). The travel distance increase
factors were 1.25 and 1.27, respectively (Tables 1 and 2, Figs. 6(b) and (d)). The SETR (other roads) are more
vulnerable to collapsing buildings than the SETR (expressways), i.e., more prone to blockage.
Now, let us turn to how accessibility is changed by progress in seismic retrofitting (the effectiveness of such
retrofitting). It is no easy matter to predict how seismic retrofitting will progress (in what way any given building
should be retrofitted). Therefore, we examined the following three scenarios in cases of extreme retrofitting. The
relative relationships between these scenarios were examined to determine how they progressed. Specifically,
they were analyzed from the viewpoints of comparison in the order of increasing Is value (retrofitting was
performed from the building with the lowest Is to that with the highest), random order (retrofitting was performed
in random order of Is), and in order of decreasing Is (retrofitting was performed from the building with the highest
Is to that with the lowest). Tables 1, 2 and Figure 6 show the results.
In order to make the progress in improvement easier to visualize, the simulation shows the final effectiveness that
results if the seismic retrofitting has been performed in buildings with Is ≤ 0.2 (358, about 2% of the total) and
those with Is ≤ 0.3 (985, about 5%), with the progress given in convenient 5.0% steps of the earthquake-resistant
building ratio (85%, 90%, 95%, and 100%) as well as the present state of each building. The final effectiveness
of the roadside building retrofitting varied dramatically with the retrofitting scenario. In buildings with increasing
Is value, the results with the group representing about 2% of the buildings showed significant improvements in
both increased accessibility rate, to 92.6%, via the SETR (expressways), and reduced the travel distance increase
factor to 1.11 (Table 1, Figs. 6(a) and (b)). When traveling via the SETR (other roads), the accessibility rate
improved to 63.2% and the factor of distance decreased to 1.16 (Table 2, Figs. 6(c) and (d)). Thus, fragile priority
roadside buildings with low Is values are the chief factor in the probability of road closures, thereby indicating
that it is advantageous to preferentially perform seismic retrofitting of these buildings. In contrast, when
retrofitting was performed on buildings in decreasing Is value, even after the overall earthquake-resistant building
ratio had reached 98.0% (about 18% of the total number of buildings), the benefit of this effort was limited (it was
about the same as in the previous example, retrofitting of buildings with Is ≤ 0.2). This reaffirms the importance
of preferentially retrofitting fragile buildings with low Is.
However, it is not easy to refurbish fragile buildings with low Is values. More specifically, such retrofits are quite
costly, so such buildings may be retrofitted more slowly than buildings with high Is values. In other words, if we
assume that the actual progress of this effort will yield something between the results of progressing randomly in
the seismic retrofitting of buildings and the results of retrofits in order of decreasing Is, it is preferable to promote
this retrofitting with the ideal of a robust SETR accessibility in mind, rather than setting a high earthquakeresistant building ratio as the only goal.
Table 1. Accessibility improvement by seismic retrofitting using SETR (expressways and other roads)

Earthquake resistant
building ratio

Lowest Is to highest

Random order

Highest Is to lowest

80.6 % (Sept. 30, 2015)

70.4 (1.25)

82.5 %

92.6 (1.11) [Is 0.2]

70.4 (1.25)
75.7 (1.22)

70.4 (1.25)
71.2 (1.25)

85.0 %

96.8 (1.07)

82.3 (1.18)

73.4 (1.23)

86.5 %

97.6 (1.05) [Is 0.3]

84.3 (1.16)

74.2 (1.22)

90.0 %

98.9 (1.02)

91.3 (1.10)

77.9 (1.20)

95.0 %

99.5 (1.01)

97.0 (1.04)

84.4 (1.15)

100 %

100.0 (1.00)

100.0 (1.00)

100.0 (1.00)

Accessibility rate (Increase rate)
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Table 2. Accessibility improvement by seismic retrofitting using SETR (other roads)

Earthquake resistant
building ratio

Lowest Is to highest

Random order

Highest Is to lowest

80.6 % (Sept. 30, 2015)
82.5 %

27.3 (1.27)
63.2 (1.16) [Is 0.2]

27.3 (1.27)
31.9 (1.24)

27.3 (1.27)
27.8 (1.26)

85.0 %

79.3 (1.11)

40.3 (1.22)

29.3 (1.26)

86.5 %

84.3 (1.09) [Is 0.3]

45.2 (1.21)

30.6 (1.25)

90.0 %

94.4 (1.05)

64.3 (1.16)

35.2 (1.23)

95.0 %

98.5 (1.02)

88.6 (1.08)

47.8 (1.20)

100 %

100.0 (1.00)

100.0 (1.00)

100.0 (1.11)

Accessibility rate (Increase rate)

Figure 6. Accessibility evaluation of SETR
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Role of general emergency transportation roads

An emergency vehicle simulation was performed using both SETR (expressways and other roads) and GETR. It
was assumed that the roadside buildings facing the GETR had been seismically retrofitted randomly.
The benefit of increasing the ratio of earthquake-resistant building ratio along GETR from its current level of 75%
to 85% was examined in 5% steps, i.e., ratios of 75%, 80%, and 85%. Figure 7 shows these results as a dot-dash
line, a dotted line, and a solid line.
The accessibility rates at the current earthquake-resistant building ratios (80.6% along SETR, 75.0% along GETR)
were 97.3% when entry to the Tokyo Metropolis was along SETR (expressways) (Table 3, Fig. 7(a)) and 95.3%
when entry was along SETR (other roads) (Table 4, Fig. 7 (c)). Comparing these results to the accessibility rate
when only SETR are used, we see that they constitute a significant improvement, 26.9 points higher than entry
via SETR (expressways) (Tables 1 and 3, Figs. 6(a) and 7(a)) and 68.0 points higher than entry via SETR (other
roads) (Tables 2 and 4, Figs. 6(c) and 7(c)). Hence, the reader can see that GETR play a critical assisting role in
ensuring accessibility via the SETR.
The gains in accessibility by raising the seismic retrofitting rate along GETR from the current 75% to 80% and
85% in a random fashion were smaller than seen from retrofits along SETR. This is due to the assumption by the
simulation that emergency vehicles will preferentially use the SETR. However, examining the accessibility rate
after entry via SETR (expressways), we see that raising the seismic retrofitting rate of general roadside buildings
by 5.0% improves the accessibility rate from 70.4% to 97.3%. This corresponds to the approximately 5.0% seismic
retrofitting rate seen in the data in the groups of buildings refitted in descending order of Is value (Table 3, Fig.
7(a)). Seismic retrofitting of general roadside buildings is an integral part of ensuring accessibility via SETR, and
it is essential to take the stage of progress of such retrofitting as seriously as that of priority roadside buildings.
This study analyzed general roadside buildings using the mean Is values of priority roadside buildings. However,
in order to make a more detailed analysis, we must proceed with seismic resistance diagnoses of general roadside
buildings and, based on those results, consider new policies for promoting further seismic retrofitting.
Table 3. Accessibility improvement by seismic retrofitting using SETR (expressways and other roads) and GETR

Earthquake resistant
building ratio

Lowest Is to highest

Random order

Highest Is to lowest

80.6 % (Sept. 30, 2015)
82.5 %

97.3 (1.13)
99.2 (1.08) [Is 0.2]

97.3 (1.13)
97.7 (1.12)

97.3 (1.13)
97.4 (1.13)

85.0 %

99.6 (1.05)

98.2 (1.10)

97.5 (1.13)

86.5 %

99.7 (1.04) [Is 0.3]

98.4 (1.10)

97.5 (1.12)

90.0 %

99.9 (1.02)

99.0 (1.07)

97.8 (1.12)

95.0 %

100.0 (1.01)

99.7 (1.04)

98.2 (1.09)

100 %

100.0 (1.00)

100.0 (1.00)

100.0 (1.00)

Accessibility rate (Increase rate)

Table 4. Accessibility improvement by seismic retrofitting using SETR (other roads) and GETR

Earthquake resistant
building ratio

Lowest Is to highest

Random order

Highest Is to lowest

80.6 % (Sept. 30, 2015)
82.5 %

95.3 (1.20)
97.9 (1.13) [Is 0.2]

95.3 (1.20)
95.9 (1.19)

95.3 (1.20)
95.4 (1.20)

85.0 %

98.6 (1.09)

96.5 (1.17)

95.5 (1.20)

86.5 %

98.7 (1.08) [Is 0.3]

97.0 (1.16)

95.6 (1.19)

90.0 %

99.9 (1.05)

98.0 (1.13)

95.9 (1.18)

95.0 %

100.0 (1.02)

99.1 (1.08)

97.2 (1.16)

100 %

100.0 (1.00)

100.0 (1.00)

100.0 (1.00)

Accessibility rate (Increase rate)
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Figure 7. Accessibility evaluation using both SETR (expressways and other roads) and GETR

SUMMARY AND CONCLUSIONS

For this study, an emergency vehicle simulation of the aftermath of a major earthquake, accounting for the street
blockages, was carried out. The accessibility of large-scale rescue activity bases via specific emergency
transportation roads was observed as it varied with the seismic retrofitting of buildings along the routes.
Specifically, a roadway blockage model describing the obstructions at the individual street level following a major
earthquake and an emergency vehicle movement model describing the geographic motion of those vehicles were
constructed. These were then combined to develop an emergency vehicle simulation model, which was used to
make a quantitative evaluation of the accessibility of large-scale rescue activity bases via specific emergency
transportation roads. Next, the emergency vehicle simulation model was used to simulate the aftermath of an
earthquake with a peak ground velocity of 66 cm/s throughout the Tokyo Metropolis.
The simulation predicted that, given the seismic retrofitting rate as of September 2015, emergency vehicles might
be unable to reach about 30% of the large-scale rescue activity bases, even if they had entered on expressways.
Three extreme scenarios of seismic retrofitting were then conceived, and a quantitative estimate was made of their
benefit in terms of accessibility to the bases as a result of seismic retrofitting of buildings along the specific
emergency transportation roads. The results show that the retrofits improved accessibility to the roadway
buildings, but that the most marked benefit was from the prioritized refurbishment of the buildings with the lowest
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seismic indices. Retrofits of just the buildings with Is value of 0.2 or lower (358 structures, about 2% of the total)
improved the accessibility to 92.6% for emergency vehicles entering on the expressways. An accessibility
evaluation was then carried out combining both general emergency transportation roads and specific emergency
transportation roads, and its results showed that the general routes played an invaluable support role for the
functionality of the specific routes.
Even if the probability of collapse for individual building is known, the possibility of street blockage depends
greatly on the number and location of roadside buildings. It was, therefore, difficult to know the probability of
street blockage by an ordinal analytical method. The theoretical contribution of this paper is that we demonstrated
the simulation techniques, in which a few different modeling techniques were combined, can address this problem.
In addition, the practical contribution of this paper is that the proposed simulation was actually adopted by the
Committee on the Tokyo Metropolitan Committee for Promotion and Planning of Seismic Refurbishments, and
contributed to the actual planning work by providing the simulation results.
The accessibility via the emergency transportation roads depends significantly on the conditions in the roadway
network and on the spatial distribution of vulnerable buildings with low Is values. It will be essential to make a
more detailed analysis of the local characteristics of the entry points into the metropolitan area and of the bases
(connections from emergency transportation roads to the bases, concentrations of vulnerable buildings near the
bases, etc.). This investigation focused on the accessibility to the large-scale rescue activity bases. However,
accessibility to other crucial disaster prevention bases and facilities (city and ward offices, designated hospitals,
shelters, etc.) must also be evaluated. For this, further studies must consider the main thoroughfares, including
general emergency transportation roads. It is also anticipated that emergency transportation roads will stock some
materials to block or retard the spread of fire. Accordingly, we will expand the scope of our investigations into
these matters in the future. Also, it is desirable to conduct a robust test by performing a similar simulation analysis
in different study regions. We would like to make a robust test in near future, and demonstrate that the methods
can be applied to other situations and the results are consistent.
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ABSTRACT

Crisis Management (CM) refers to the ability to deal with crisis tasks in different phases and iterations. People
working in a crisis are generally under pressure to make the right decision at the right time. They must process
large amounts of data and assimilate the received information in an intuitive way. Visual Analytics (VA) is
potentially useful to analyze and understand the huge amount of data in several areas including in a crisis. We
propose a model based on VA to support decision-making in CM. The aim of the model is to help visualization
designers to create effective VA interfaces, to help crisis managers to make quick and assertive decisions with
them. In previous studies, we carried out a survey protocol with a multi-method approach to collect data on crisis
related decision-making and analyze all these data qualitatively with formal techniques during the large events
held in Brazil in recent years. In this work, we used our previous findings to develop the proposed model. We
validated it using the focus group technique. With the new findings, we identified relevant insights on the use of
VA for crisis management. We hope that, with these continuous cycles of validation and improvement, the
agencies that manage crises might use our model as a reference for building more effective IT decision-making
infrastructures based on VA.
Keywords

Crisis Management, Decision-Making, Visual Analytics, Model.
INTRODUCTION

Crises have very complex and dynamic contexts where the response process should suit unforeseen situations
without causing social harm or jeopardizing people's lives (ESRI, 2009). Examples of crises that greatly stimulated
research interest in this area were the attacks of September 11, 2001 and Hurricane Katrina in 2005 both in the
United States. More recently, the hurricanes Harvey, Irma and Maria and a sequence of terrorist attacks in
European cities, mass shootings in the U.S. among others, have reinforced the interest in this area. Crisis
management (CM) refers to the ability to deal with crisis tasks in all their phases and iterations. In general, this is
done by multiple government agencies, which do not work together routinely. These agencies usually use the
doctrine of Command and Control (C2) to help in the coordination of activities (Turoff et al., 2004). C2 is the
exercise of authority and direction by a properly designated commanding officer over assigned resources in the
accomplishment of a common goal (Builder et al., 1999).
CM varies because the context, events and humans involved are never the same from one crisis to another. Each
management task requires many different types of information about the incident from several sources (Turoff et
al., 2004), such as information systems, external proprietary databases, resources in the field, internet of things
sensors, social media and other open source media. Nowadays, C2s are equipped with breakthrough technologies,
especially visual systems, such as the latest generation mobile phones, tabletops, video walls and e-caves (Dusse
et al., 2016). This union of data sources and novel technologies provides C2 with huge amounts of information of
great heterogeneity.
Decision making during a crisis requires having the right information, provided in the right way, to the right
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people, at the right time. While managers working in a crisis are generally under stress, they must make effective
and agile decisions. Having reliable and up-to-date information is essential in order to help in the making of such
decisions (Yates and Paquette, 2010). Crisis managers need to assimilate the received information in an intuitive
way and the information needs to be adaptable in the context of the current crisis. In addition, if the information
is not presented in effective ways, it can be hard to analyze, or in the worst case, it can be misinterpreted.
Literature shows that suitable information visualization techniques improve the understanding of crisis
information (Bosch et al., 2013; Ciolkowski et al., 2003; Thom et al., 2012). Recently, researchers have been
using Visual Analytics (VA) to support understanding in this subject (Andrienko et al., 2007; Chae et al., 2014;
Ciravegna et al., 2019; Marbouti et al., 2017; Tomaszewski and MacEachren, 2012). As CM, VA is a
multidisciplinary area that combines management sciences, social sciences and computer sciences. VA is
potentially useful for understanding the huge amount of information produced in a crisis (Keim et al., 2008).
This paper extends our previous studies, in which we presented the data collection from the literature and in-vivo
studies such as ethnographies and interviews (Dusse et al., 2018) and analyze these data qualitatively with formal
techniques such as coding and focus group (Dusse et al., 2019). In this present work, we used our previous findings
to develop a model. The main objective of this model is to use VA to enhance decision-making in CM. This
research trilogy is part of a broader work in which the research question is “What aspects of visualizations are
under-exploited in supporting decision-making in Crisis Management?”
We found in our previous studies that the full potential of VA is not being applied in the state-of-the-art and stateof-the-practice of the CM domain. In this present work, we introduce new insights gained from crisis managers
to introduce our model and direct us to future work. We argue that researchers and practitioners do not pay due
attention to key themes that they should be aware of and incorporate into visualization tools. We hope that, after
future cycles of validations and improvements, the agencies that manage crises might use our model as a reference
for building more effective IT decision-making infrastructures based on VA.
The rest of the paper is structured as follows. In the following section, we present some related works and then
the research methodology used in this work. We then describe the proposed model. Next, we discuss the lessons
learned and contributions achieved in this research. Lastly, we summarize our conclusions and we suggest future
research directions.
RELATED WORKS

Crisis policymakers recommend the use of local-based information (e.g. demographic density, building materials,
city structures); the use of social technologies (e.g. social media, crowdsourcing); and hazard-monitoring systems
(e.g. satellite remote sensing, climate sensors, suspected terrorists) for crisis risk reduction (Horita et al., 2013;
Turoff et al., 2004). These, in turn, increase the volume and heterogeneity of the available information, causing
problems in the completeness and timely analysis of this information. We identified some works in the literature
that address these problems by using VA in their approaches (Andrienko et al., 2007; Chae et al., 2014; Ciravegna
et al., 2019; Tomaszewski and MacEachren, 2012).
VA is more than just information visualization. It is the science of analytical reasoning facilitated by highly
interactive visual interfaces. It can be seen rather as an integral approach to decision-making, combining
visualization, human behaviors and data management (Keim et al., 2008). In Andrienko et al., 2007, the authors
designed a suite of tools to support transportation-planning tasks such as crisis evacuation. The transportation
schedule is a complex construct involving heterogeneous objects with states and positions varying in time. The
tools used genetic algorithm with VA techniques such as interactive visualizations. In Tomaszewski and
MacEachren (2012), the authors present visual interfaces to construct and represent geographical and historical
context in CM and humanitarian relief. They implemented geovisual analytics tools that support document
foraging and sense making to construct the geo-historical context. In Chae et al. (2014), the authors analyze social
media data, with an interactive spatiotemporal VA and spatial decision support environment to assist in evacuation
planning. They demonstrated how to improve investigation by analyzing the extracted public behavior responses
from social media before, during and after natural crises. Their approach focuses on identifying the whereabouts
and movements of people in order to understand mass behavior. In Ciravegna et al., 2019, the authors developed
a VA platform that enables the identification of mobility patterns from large-scale GPS data traces. This platform
allows decision makers to understand mobility patterns before, during and after crises to devise strategies for
evacuations, to facilitate fast, flexible and effective response and recovery and to gauge the level of recovery and
return to normality.
Analyzing the state-of-the-art, we have concluded that the current works have generated excellent results, but in
limited scopes and in specific CM contexts. Researchers and practitioners are using the visualizations for specific
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activities such as, e.g. evacuation plan, humanitarian relief, and mobility understanding. The state-of-the-art may
eventually derive general principles of information requirements, but the literature provides a limited basis for
doing so at this point. Crisis managers require a multi-context visualization approach because they deal with crises
regardless of cause, size, location, or complexity.
RESEARCH METHODOLOGY

This work originated from three sources: i) the Brazil-European Union Rescuer Project (Villela et al., 2014), ii) a
partnership that we have with the Public Security Secretariat of the State of Bahia (SSP-BA, in Portuguese) and,
iii) the large events that have taken place in recent years in Brazil, namely the 2014 Soccer World Cup, the 2016
Olympics Games and 2019 Soccer America Cup. Below, we explain how this came about. First, we describe the
context in which this work is inserted in ‘Background Information’, then the methods we used for data collection
and finally the methods we used for data analysis. We published three studies during this process (Dusse et al.,
2016, Dusse et al., 2018 and Dusse et al., 2019). Figure 4 summarizes all the stages of our broader work.
Background Information

From 2014 to 2016, we collaborated as coworkers in the Fraunhofer Project Center for Software and Systems
Engineering at Federal University of Bahia (UFBA, in Portuguese)1 with other Brazilian and European institutions
in the scope of the RESCUER Project2. The RESCUER project involved developing a smart and interoperable
computer platform for using crowdsourcing information mashed up with open data to support CM. In the scope
of RESCUER, we decided to carry out a Systematic Mapping Study on how information visualization is applied
in CM (Dusse et al., 2016). We aimed to understand this area from literature reviews and visiting C2 centers in
Brazil and Europe. Our goal was to find gaps and trends in the area.
Due to our partnership with SSP-BA, we had access to their Intelligence and Operation Center (COI, in
Portuguese). Located in the city of Salvador, in the state of Bahia in Brazil, COI was created in 2016, taking the
place of the former Regional Command and Control Integrating Center (CICCR-BA, in Portuguese). Previously
in 2011, the Federal Government of Brazil created the Secretariat of Security for Large Events (SESGE, in
Portuguese), which is a branch of the Brazilian Ministry of Justice. The main purpose of SESGE is to coordinate
the activities of the agencies involved in public security and civil defense during large events that have taken place
in Brazil in recent years. In 2013, SESGE set up C2 centers in headquarter cities of large events. The old CICCRBA was one of these. In these centers, multi-agencies work together in the coordination and sharing of resources
(human, equipment, software).
Data Collection

We carried out a survey protocol with a multi-method approach to collect data on visualization applied to CM.
We have already published this survey in two previous studies: Dusse et al., 2016 and Dusse et al., 2018.
In Dusse et al., 2016, we presented the results of a systematic mapping study. We identified gaps and trends in
the data visualization applied in CM domain. One of these trends is the use of VA (Andrienko et al., 2007; Chae
et al., 2014; Tomaszewski and MacEachren, 2012). We analyzed works that address VA in crises, which generated
excellent results according to those authors.
In Dusse et al., 2018, we explored the CM activities in COI and visited Brazilian and European C2 centers:
Regional Command and Control Integrating Center of the State of Rio de Janeiro (CICCR-RJ, in Portuguese),
Command Integration Center of the City of Porto Alegre (CEIC, in Portuguese), Defense Zone of the Paris Police
Prefecture (DZPPP, in French). In 2019, we also visited the Military Emergency Unit in Valencia, Spain. Visiting
several C2 centers was very useful to compare and map similarities and inconsistencies among them. Practitioners
in C2 environments work under strict time constraints. The C2 centers work under a rigid schedule in a
24/7/365(6)3 scheme. Therefore, we tried to explore the time spent on the visits the best way we could. We made
observations through ethnography, we ran on-line questionnaires and we interviewed experienced crisis managers
using a survey protocol. Our objective was always to investigate how practitioners use VA to support decisionmaking in Crisis Management. Interviews and other collection methods were complementary to each other. In
some situations, we identified an issue in an interview and were able to focus on this issue using other methods,
1

http://www.fpc.ufba.br
http://www.rescuer-project.org/
3 24 hours per day, seven days per week, 365 days per year or 366 in leap years
2
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and, at another time, we obtained data through literature or observations and had the opportunity to go deeper
while interviewing. We compared, crosschecked and triangulated the gathered data. We concluded that the full
potential of VA is not being applied in the state-of-the-art and state-of-the-practice of CM domain.
Data Analysis

In our previous study (Dusse et al., 2019), we carried out qualitative analysis on the data collected during the
interviews, ethnography and questionnaires. We used the coding technique (Saldaña, 2015) to understand the main
themes to be aware of and incorporate these into visualization tools. The coding allowed us to perform a thematic
synthesis, identifying patterns in excerpts of text, clustering them into categories, which in turn we clustered into
themes. We found that practitioners and researchers are neglecting important themes that need to be represented
in visualizations tools for decision-making (e.g. information about crisis context, processes and human behavior).
In this present paper, we report on the continuation of these previous studies, specifically detailing the
development of a model and its validation. In the next section, we shall explain how we derived the analyzed data
into a VA based model.
VISUAL ANALYTICS BASED MODEL

A model is an abstraction of reality that describe the relevant elements of a situation and the interactions between
them. Modeling is an important tool to represent or simulate a reality through objects, flows or words because it
summarizes the most relevant effects and relationships of a situation. A model is based on a small number of
unifying concepts and may be used as a basis for exercising to non-specialists. Models are not directly tied to any
standards, technologies or other concrete implementation details, but they seek to provide a common semantics
that can be used unambiguously across and between different implementations (MacKenzie et al., 2006).
Regarding the modeling concepts discussed above and the results of our research so far, we propose a model
which – regardless of standards, technologies and stakeholders, and the type, size and complexity of the crisis –
may help crisis managers to make decisions quickly and assertively. As we mentioned in previous sections, we
carried out studies to understand the main themes that should be incorporated into visualization tools (Dusse et
al., 2019). We found that six themes are crucial: Context, Human-Behavior, Processes, Decision-Making, DataManagement (DAT) and Information-Visualization (INF). Thus, the model is not based on our own interpretation
and intuition. It is based on a strong theoretical foundation acquired through a strict investigation carried out in
C2 Centers around the world in recent years.
We used a bottom-up strategy to develop our model. First, we set up the arrangement of the themes based on our
analysis. Then, we represented the themes and their relationships with geometric shapes, spatial position (in a
bidimensional plane) and directional edges. We colored and changed the form of the edge lines because they have
different semantics, as we shall explain below. Figure 1 represents a subset of the proposed model. It shows
visualization needs in terms of the identified themes of one specific crisis.

Figure 1: Theme modeling for a crisis: subset of the Model.

In Figure 1, the outer square is a given CRISIS ‘n’ to be managed. Within it, there are the six themes and their
relationships. From bottom up, the first theme is CONTEXT (gray cloud); as the name suggests it represents the
context of the CM. The next theme is HUMAN-BEHAVIOR (orange trapezoid); in our model the human behavior
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is the basis of the theme PROCESSES (yellow ellipse), which are the process of the CM executed by humans.
Within PROCESSES, our model represents three processes DAT – data management (blue rectangle), INF –
information visualization (pink rectangle) and DECISION-MAKING (green rectangle) themes. Therefore, one can
say that DAT, INF and DECISION-MAKING themes are a subset of the theme PROCESSES. In addition to these
three processes, there are several other processes in CM that are not within our scope.
The CONTEXT theme always interacts with the PROCESSES. In the real world, the context defines which process
will be executed and how they will be executed. The red and green edges represent these interactions between the
CM context and CM processes. The green edge is the inputs of the context that influence the way the processes
will be done. In addition, the red edge denotes the outputs (results) of the processes that change the context.
The shape of HUMAN-BEHAVIOR theme is a trapezoid to draw on a metaphor of a pyramid base. Our intention
is to show that the HUMAN-BEHAVIOR theme supports the way the decision makers behave, i.e. the way they
think and reason to act, or to react. We highlighted this interaction with a blue edge.
In spite of there being no edges between CONTEXT and HUMAN-BEHAVIOR themes, it is not true to say that
there is no interaction among them in our model. The fact is that we made a design decision about the arrangement
of the CONTEXT theme. We decided to represent the context in cloud format and, in the early versions of the
model, the outer square, which represents the crisis, was within the cloud, as we can see in Figure 2. In our vision,
at that moment, all the elements of our model, including the crisis itself, was a subset of the CONTEXT theme. In
previous validations of the model, many practitioners have suggested changing this way of representing the
context and designing the context as a subset of the crisis, and not the opposite. The aim is to highlight the element
CRISIS and improve the visibility of the other elements. Therefore, even implicitly, we consider that the context
influences the human behavior, e.g. decisions maker behavior may change in widespread panic.

Figure 2: Earlier version of the model: Crisis within Context.

Let us now focus on having a model for many crises, and introduce the external elements shown in Figure 3. The
VISUAL ANALYTICS is a “stable” binding element that interacts with all six themes in each crisis, for obvious
reasons: VA is the basis of our model. VISUAL ANALYTICS pass through CONTEXT, HUMAN-BEHAVIOR,
PROCESSES, DECISION-MAKING, DAT and INF themes. The purple dashed edges represent these interactions.
The visualizations follow the VA concepts and are adapted depending on several aspects; for example,
management sciences (context, processes management), social sciences (human behavior theory and decisionmaking theory) and computer sciences (data management and information visualization). As we mentioned in the
Introduction, VA is a multidisciplinary area that combines management sciences, social sciences and computer
sciences. The concepts and techniques of VA will provide the guidelines to develop the CM visualizations
interface. For now, it is difficult to illustrate how this is done with concrete VA implementations; our work has
not gone that far. We believe that due to the state-of-art of VA plus our intuition that the interaction between VA
with the main themes is the right direction to tackle the problems that we identify. Naturally, we need a theoretical
foundation for this, the subject of future work.
The other important external element is the C2 DOCTRINE. We believe that decisions made with the support of
our model have the potential to improve the C2 Doctrine. We consider that our model can encourage new research
in the CM area and in turn in C2 Doctrine. Specialists in CM may evaluate a set of decisions made in a set of n
crises and may propose changes and improvements in the C2 Doctrine. The brown dotted edges represent these
interactions among DECISION-MAKING theme with C2 DOCTRINE external element.
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Figure 3: Visual Analytics Model for n crises.
VALIDATING THE MODEL

We looked for domain specialists (crisis managers) to validate our model. We scheduled an adapted focus group4
to mitigate our findings double-checking it with practitioners. We carried out the focus group session based on
the guideline proposed by Sobreperez, (2008) and executed it following similar guidelines used in our previous
study (Dusse et al., 2019). The focus group was semi-structured and guided by the fowling six open-ended
questions.
● Question 1 (Q1): Are any of the themes proposed in the model that you do not consider relevant? Please,
explain your answer.
● Question 2 (Q2): Are there any relevant themes that in your opinion are missing from the model? Which ones?
Please, explain your answer.
● Question 3 (Q3): In your opinion, are there any mistakes in the spatial position of the themes and their
relationships? Please, explain your answer.
● Question 4 (Q4): What do you think about the clarity, the completeness and the feasibility of the model?
● Question 5 (Q5): Using a scale where 0 represents that the model must be completely redesigned and 5 for it
is ready to be used in real crises, how do you rate the model? Please, explain your answer.
● Question 6 (Q6): Do you have any other comments, recommendations or suggestions for improving the model?
We held the focus group meeting on March 1st, 2019 at COI, during a large event called Carnival of Salvador5.
We set up the meeting with two researchers and three specialists. One researcher played the role of moderator and
the other one observer taking notes during the session. Two specialists participated in at least one of our previous
studies as subjects (Specialist A and B) and the third specialist had not participated, until that moment, in our
study (Specialist C).
We previously arranged with Specialists A and B to be silent at the beginning, so Specialist C was the first to
assess the model. It was the first contact of Specialist C with our study. Therefore, to mitigate bias, i.e. to mitigate
that he just confirmed the opinions of Specialists A and B, we decided to do this.
After a brief explanation of our goals and what we had done until that moment, we asked Specialist C if the model
4

We invited more than ten specialists to participate in the focus groups. However, due to time restrictions only three participated. We plan in
future works to do other focus groups with at least five participants.

5

During carnival festivities, the city of Salvador holds for six days one the largest street parties on the planet.
https://en.wikipedia.org/wiki/Bahian_Carnival
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is representative (Q1, Q2 and Q3). Specialist C suggested no improvements. For Q4, he agreed that our model is
clear (i.e. easy to understand), complete (i.e. the themes cover all the necessary parts) and feasible (i.e. possible
to apply). For Q5, he rated 5 which surprised us because in our point of view, at that moment, the model needed
improvement.
Then Specialists A and B also evaluated our model positively. They gave some compliments and queried some
missing themes (Q2) but, after a brief discussion, everyone accepted that the six existing ones represented the
themes they thought were missing (e.g., they missed a ‘Budget Constraints’ theme, however, they agreed that the
CONTEXT theme covered this).
In Q3, they suggested to change the spatial position of the CONTEXT theme as we said in the previous section
(Figure 1 vs Figure 2). We accepted their suggestion and they agreed with the setting of red and green edges to
represent the relationship between CONTEXT and PROCESS themes.
About Q4, they said that some nuances were hard to understand at first sight. However, with our explanation, it
became very clear (e.g. the intersection between the processes INF, DAT and DECISION-MAKING). They
questioned why we did not use circles like a standard Venn diagram if the idea is to highlight their intersection.
We said that circles would be fine however, the irregular rectangular shapes represent the hierarchy relationship
of the three processes better. All said that the model is complete and feasible.
Going back to Q1, we observed doubts they had regarding HUMAN-BEHAVIOR theme. The specialists thought
that this theme was about the behavior of the victims of the crisis. We explained that in our survey, our results of
the data analysis pointed to the need to highlight in the information visualization the behavior of the decision
maker. We still observed some uncertainty in their minds and they added that it would be interesting to represent
the behavior of the victims as well. As far as we remember, we did not find this issue in our investigations (data
collection and data analysis). Although we agreed with them about the relevance of the behavior of the victims
and we noted this issue to study in future work.
Due to this, specialists A and B rated Q5 with a 3. They commented that their ideas were too operational and from
their point of view, our model was more appropriate for Information Technology (IT) staff. Regarding Q6,
Specialist A synthesizes in two opinions6.
“The problems, nowadays, are dynamic. We need flexible actions, flexible tools, each case has its particularities,
which cake recipes (simple solutions) do not solve. So I think that your model is complete and has the flexibility
we need to operate in the various cases (crisis)” (Specialist A).
“Nowadays we hear a lot about Open Media, Big Data, Business Intelligence, Machine Learning etc. However,
we still use intuitive decision-making, we still use Word and Excel for sense making which is time consuming and
outdated. I think that your research could help us to turn over this page and be more IT (modern, updated with
new technologies)” (Specialist A).
In addition, Specialist B concluded.
“The current tools do not support effective actions to reduce response time or operational errors. I think it is the
reason why there are so many negative opinions on this topic. I agree with him (with Specialist A). I think you
are researching themes that we do not give due attention” (Specialist B).
We did not restrict the discussions by the questions, they were open-ended, dynamic and we used some
improvisations on the part of the interviewer within our scope of interest. We audio recorded all the session,
transcribed them verbatim by listening and re-listening to the recordings. We also sent the session transcription to
the specialists to review their positions in their own time (we did not receive any reviews or further feedback).
We concluded that the focus groups helped to validate the model from the perspective of the crisis managers.
However, we consider that we need more validations mainly from the perspective of the visualization designers.
We discuss these results in more detail in the next section.
DISCUSSION

The use of empirical techniques based on the qualitative research approach enriched the results of our work. The
partnership between domain specialists and us facilitated contact with them and helped in the execution of the
activities. The tasks applied, such as document analysis, interviews, coding, designing and others, were not
automated. It adds qualitative value to the results and decreases the possibility of errors.
6

We used italic to copy the same words that the specialist used. Normal format between parentheses is the meaning of some expressions.
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Figure 4 summarizes our work. We started collecting data from a multi-method approach such as literature, official
documents and tools reviews, observations, interviews (Dusse et al., 2018). We selected text excerpts from the
collected data and carried out its coding. We categorized the codes looking for patterns. We clustered the
categories in six themes and we carried out a focus group (1) with domain specialists to validate the coding
findings (Dusse et al., 2019). These steps led to the model development. We then carried out a second focus group
(2), again with domain specialists, to validate our model and to identify directions on how to apply it.
The focus group 2 provided us with relevant insights. First, we improved the design of our model based on the
specialists’ comments. We changed some shapes and spatial positions of the elements. We believe that these
changes mitigate the complexity and made the model clearer. Second, the specialists brought to light a discussion
about human behavior. They agreed with the relevance of the behavior of the decision makers but asked about the
behavior of the victims of the crisis. We shall incorporate this insight in our next work. Finally, the specialists
said that our model is more targeted to IT staff. Initially we disagreed with this but later it made sense. We believe
that to develop visualizations, the target audience is indeed system designers or developers. However, from our
point of view, the crisis managers should ratify the visualization systems developed based on our model and can
participate in the development phase of visual tools by providing and reviewing system requirements. We plan to
validate our model with system developers in the future.
The main result of our work is the Visual Analytics based model. We built a model with six themes (Context,
Processes, Human Behavior, Data Management, Information Visualization and Decision-Making) that we
found relevant to represent in visualizations. We were able to identify which themes are relevant in this area based
on the knowledge of those who are familiar with the challenges and face them every day in practice: the crisis
managers.
Our model does not end on the elements explained above. Our model provides an overview of an entire system of
information visualization not directly tied to any standard or technology. We are saying that to tackle the problem
of making quick and assertive decisions based on relevant and up-to-date information in CM domain, the system
needs information on the six themes we have identified. Concrete models may emerge based on standards or
proprietary technologies to instantiate the themes. The instantiation of concrete models depends on the familiarity
of the crisis managers with these concrete models. For example, CONTEXT theme could be instantiated by Feature
Model (Kang et al., 1990) or by Ontologies (Gruber, 1993). As far as we are concerned, the instantiation of
concrete models from our model is an open research area.
Keep in mind that our data analysis identified the relevance of themes such as context, processes and human
behavior, which are fundamental to decision-making, but are sometimes ignored in tool or solutions for CM. The
lesson here is that researchers and practitioners do not always pay due attention to key themes that they should be
aware of and incorporate into CM tools. Therefore, we now believe that tackling information overload is necessary
but not sufficient to contribute effectively in this research area. We need to tackle another problem that we call
non-dedicated information (e.g. information about crisis context, processes and human behavior).
With our results in hand, we believe that information visualization is necessary but insufficient to tackle both
problems. During our research, we also identified gaps and trends in the area. One of these trends is the use of
Visual Analytics (VA). We found works in the literature, which addressed VA in crisis contexts that, according
to the authors, generated excellent results (Andrienko et al., 2007; Chae et al., 2014; Ciravegna et al., 2019;
Tomaszewski and MacEachren, 2012). VA enables people to detect the expected and discover the unexpected
(Cook and Thomas, 2008). Keim et al. (2008) adjusted Shneiderman’s mantra (Shneiderman, 1996) from
“Overview first, Zoom, Filter and Details on demand” to “Analyze first, Show the Important, Zoom, Filter and
Analyze further, Details on demand”. In other words, this mantra is calling for the astute combination of analytic
approaches together with advanced visualization techniques. VA concepts can improve our work. We shall use
them in our solutions. That is, our solutions shall address two problems: information overload and non-dedicated
information.
While useful, the use of VA concepts in CM may add activities to management processes that may not be easy or
fast to adopt. The benefits brought by VA to analyzing crisis information also come with challenges. These
include: (1) how to map VA concepts with the countless variables of a crisis to support the managers in quickly
identifying relevant and reliable information to make decisions; (2) whether researchers and practitioners are using
VA techniques and tools to effectively tackle challenge 1; and, (3) how to enhance VA applications with minimal
impact on current CM activities. We believe that a model can be used to tackle these challenges. In turn, now, our
challenge is how to apply our model in real crises.
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Figure 4: Summary of the Research Methodology.

As next steps, we shall carry out other validations and improvements to the model. One important step missing in
our work is how VA can effectively interact with the main themes in the model. This constraint of our work must
be tackled in our future research.
CONCLUSIONS

We presented a model based on Visual Analytics to support decision-making in Crisis Management. First, we
understood the overall dynamics of CM activities in depth, comprising the main themes of how managers analyze
crisis information for decision-making. Second, we developed a model to support these themes by using
visualization techniques, and causing the least impact on the structure that exists nowadays.
We carried out the study in stages: the requirements of the model; the design of the model and the first validation
of the model, using a focus group session. We found that practitioners and researchers are neglecting important
themes that need to be represented in visualizations tools for decision-making. In our research, we identified that
the concepts of VA can tackle these themes. Our model transformed the collected data into classes of visual needs
for CM. It was possible to identify the relationships between these visual needs and other main themes of influence
for CM. Three specialists validated the model using a scale from 0 to 5. They rated it 3.7 on average. They also
made relevant comments and suggestions that we shall address. We plan to do future focus group sessions with
more specialists to confirm these findings.
As we have mentioned, we will use the results of this work to guide future research, namely the full evaluation of
the proposed model. Our aim is to apply the model in simulations or even in real crisis case studies. For that we
need to specialize it into a computational model, proposing functional relationships, algorithms, math programing,
and machine learning where necessary. This concrete application of the model should overcome the constraints
of our work so far.
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ABSTRACT

The purpose of this study was to develop a simulation model to evaluate bleeding control kit location strategies
for a mass casualty incident scenario. Specifically, the event simulated was an explosion at a large sports arena.
The model included a representation of the arena itself, simulated crowd movements following the detonation of
an improvised explosive device, injuries and treatments, and different ways for immediate responders to help
injured patients using tourniquets. The simulation model gave logically consistent results in the validation
scenarios and the simulation outcomes were in line with the expected outcomes. The results of the different
tourniquet location scenarios indicated that decentralized placement (more than one location) is better, easy access
is important (between rather than at emergency exits) and that an increased number of available tourniquets will
result in an increased number of survivors.
Keywords

Simulation, Mass Casualty Incident, Tourniquet, Stop the Bleed, Bleeding Control Kit Placement.
INTRODUCTION

Trauma, which is physical injury to the human body, is the worldwide leading cause of death for people between
15-45 years old (Haagsma et al., 2015). Among these deaths, there are potentially survivable deaths in which the
deceased might have survived if prompt medical interventions had been used prior to the arrival of an ambulance
(Chiara et al., 2002; Goolsby et al., 2018; Oliver et al., 2017). Bleeding control is one such essential first aid
measure. Uncontrolled severe bleeding can lead to death within minutes. Retrospective studies using autopsy
reports estimate that up to half of the studied trauma-related deaths were potentially preventable had the victims
received adequate pre-hospital care, such as bleeding control interventions (Oliver et al., 2017; Gedeborg et al.,
2012).
The Stop the Bleed (STB) campaign translates battlefield medical lessons learned from recent wars in Iraq and
Afghanistan, during which an estimated 1000-2000 lives were saved by prompt tourniquet use, to benefit the
civilian public (Rasmussen, Baer & Goolsby, 2016; JEMS Staff, 2016; Blackbourne et al., 2012). The STB
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campaign promotes the civilian use of bleeding-controlling techniques such as direct pressure, tourniquets, and
hemostatic dressings. The STB campaign emphasizes that these bleeding control skills and equipment are
generally applicable for any traumatic bleeding regardless of cause (Levy & Jacobs, 2016). However, a frequently
discussed scenario is a mass casualty incident following a major accident or antagonistic attack. For such a
scenario, there is a need to enable and empower laypersons to act as well as strategically place bleeding control
kits, containing tourniquets and other hemorrhage controlling equipment, in public places where they might be
needed.
Several challenging questions arise; how many kits, how much equipment should each kit contain and where
should they be placed to be most effective? Since no formal widely accepted guidelines are available, Goolsby et
al. (2019) reviewed available trauma databases to estimate how many victims that would need a bleeding control
kits in intentional mass casualty scenarios. Based on the database review, Goolsby et al. estimate that a maximum
of 40% of the casualties might potentially benefit from immediate responder external hemorrhage control and
based on the largest typical mean number of victims in such a scenario (51 individuals), it was recommended that
kits should include equipment to treat 20 people. The authors also recommend that larger public venues should
consider placing multiple kits and plan how to distribute the equipment.
A similar initiative is the training, empowering and equipping of immediate responders to handle cardiac arrests
in the community. Public access defibrillators can now be found in many public venues. Optimal distributions of
public automated external defibrillators (AEDs) has been studied, where coffee shops, ATMs and other easily
accessed locations where many people congregate are recommended for Public AED programs (Becker et al.,
1998; Dahan et al., 2016; Sun et al., 2016; Sun et al., 2017). However, there are key differences in the scenarios
that require an AED versus a bleeding control kit. Cardiac arrests happen to a single person at a time, resulting in
an immediate responder-to-patient ratio equal to or greater than one. Events that lead to severe hemorrhage, on
the other hand, are more likely to have multiple victims in a space with large crowds that want to evacuate the
site. Thus, even if there are experiences to draw from it is important to establish specific models for Stop the
Bleed-scenarios.
To improve the accuracy and be able to provide recommendations to public venues, there is a need to model and
simulate typical scenarios that we aim to prepare and equip the immediate responders for. These models should
include relatively high detail, which involves a comprehensive model of the typical public locations where such
events are likely to occur, behavior of crowds and immediate responders, as well as the injuries, equipment
requirements and equipment placements. The goal of this study was therefore to develop a simulation model that
allows evaluation of bleeding control kit location strategies in a mass casualty incident scenario. Specifically, the
simulation model focused on the issue of efficient location of bleeding control kits at a concert in a sports arena.
SIMULATION MODEL

Discrete event simulation (DES) was used to model and simulate the scenario. DES models are dynamic such that
the modelled system changes its state at instantaneous moments in time and the time interval between the state
changes can be of arbitrary length. In DES models, people can be modelled as separate entities with individual
characteristics and history. DES models can deal with the uncertainty in the model parameters by using random
numbers drawn from different probability distributions. Due to this, DES models require many runs, called
replications, in order to estimate the variation in scenario outcomes.
The Scenario

In a fictitious scenario, a concert is taking place at an unspecified arena (e.g. soccer or football stadium), with
16,200 people in attendance, mainly as standing audience. During the concert, a detonation of one or more
improvised explosive device(s) (IED) takes place somewhere in the audience, which results in a number of people
suffering injuries of varying degree. Some die immediately, some are injured, and most are not affected by the
blast. In the scenario, the structure itself is not compromised by the explosion. This scenario corresponds to a mass
casualty event following an antagonistic attack in the public without an ongoing threat.
Some of the spectators will act as volunteers and will try to help the injured people. The staff is assumed to have
received first aid training and will also try to help. Ordinary concert spectators will, after a certain reaction time
delay, try to reach one of the emergency exits and leave the arena. The arena has bleeding control kits at different
locations, and it is the placement of these that is systematically varied across the different simulation scenarios
(explained further in the section on Experimental setup). For the current model, only tourniquets were included in
the bleeding control kits although real kits would most likely include several other pieces of equipment as well,
e.g. gauze, gloves, and wound dressings. However, modeling the effect of all these various pieces of equipment,
on different types of injuries, was beyond the scope of the current study. Volunteers will try to discover the
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location of the bleeding control kits and then move to that location in order to retrieve a tourniquet. Staff is
assumed to know the kit placement and will therefore need shorter time to retrieve them. Because not all volunteers
are assumed to be familiar with the use of tourniquets, only a fraction of them will proceed to retrieve the
tourniquets, while the rest will try to reach the injured and apply pressure to the wound in order to slow the
bleeding. Upon the retrieval of the tourniquet, volunteers and staff will move to the location of injured persons
and help them by applying the tourniquet, without any prioritization (triage) according to severity of injury. After
the application of the tourniquets, volunteers will leave the arena through one of the exits while some of the staff
will stay at the site and some will help with the evacuation of spectators. Those volunteers that apply pressure to
the wound will keep doing so until the tourniquet is applied, or the injured person dies.
If the tourniquet is not found at the first chosen location, a fraction of volunteers and staff will look for it at other
places one or two times. If no tourniquets are found, the volunteers will leave the arena while staff will move to
the incident site and possibly stay there. In this model, any one person (staff or volunteer) only takes one tourniquet
with them. Alternative ways of distributing the tourniquets, or bleeding control kits, such as one person retrieving
some or all kits from one location and re-distributing them to wounded persons along a route or a few volunteers
forming ad-hoc teams to treat multiple patients were not modeled in the current study although they are interesting
options for future research. The scenario ends with arrival of ambulances to the incident site 25 minutes after the
explosion takes place. These 25 minutes is a simplified representation of the process of alerting emergency
dispatch service, all ambulances response time, and individual paramedics and nurses getting past the evacuating
crowd to all patients and treating them. A rather long ambulance response time was deliberately chosen, to ensure
that that the existence of bleeding control kits would have an impact on the result.
The Arena

The whole arena was divided in three types of zones – spectator zones z1-z12, outer (transit) zones u1-u18, and exits
e1-e12 (see Figure 1).

Stage

Figure 1. The layout of the arena, divided in to spectator zones (z), outer zones (u) and exits (e).

The spectators were randomly distributed in zones z1-z12 in the beginning of the scenario, while outer zones and
exits were empty. The zones closer to the stage were assumed to have more spectators than more distant zones
(Säterhed et al., 2015). Spectator zones and outer zones were 20*20 meters wide each, and the stage size was
20*40 meters. The width of the exits e1-e12 were dimensioned according to the Swedish requirements for the
venues of this size (Boverket, 2006; Boverket, 2014), which is one meter of emergency exit per 150 people. Given
that there were 12 emergency exits this resulted in 9 meters wide emergency exits. The spectator density in each
zone is summarized in Table 1.
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Table 1. Spectator density

Spectator zone

Spectator
density

Area (m2)

Number of
spectators

z1

5

300

1,500

z2

6

200

1,200

z3

5

300

1,500

z4

4

400

1,600

z5

5

400

2,000

z6

4

400

1,600

z7

3

400

1,200

z8

4

400

1,600

z9

3

400

1,200

z10

2

400

800

z11

3

400

1,200

z12

2

400

800

4,400

16,200

Total

There were four types of people in the model: staff, ordinary spectators, volunteers (spectators that will help the
injured), and injured. The number of staff and volunteers is based on recommendations and previous studies
(Säterhed et al., 2015). It was assumed that there would be 276 security staff and other individuals who are trained
in first aid and tourniquet application, spread out evenly in all spectator zones. In a study by Schroll et al. (2015)
they found that 20% of patients had an improvised tourniquet placed on them before emergency services arrived
on the scene. Given the differences in the nature and the size of the event, as well as the ongoing evacuation, we
assumed that between 3-6% of spectators would be aware that there are injured persons and also willing to help
them.
Modelling Injuries and Bleeding

The total number of people injured in an explosion is difficult to estimate due to wide variation in possible IEDs
used in such scenarios. The actual number of injured people will depend on the number and type of explosive
devices, which is obviously difficult to predict. We therefore assume a wide variation of possible number of
casualties by using a uniform distribution for the total number of injured, where it is equally likely that between
20% to 90% of people in the zone of the explosion are injured. It was assumed that only those in the zone where
the explosion occurs would be injured. Whether the injuries are due to one larger explosion or several, smaller
and simultaneous explosions within the same zone is in this case irrelevant as both cases would result in the same
injury sets. The explosion was equally likely to occur in any of the 12 spectator zones. Only spectators who are
injured are modeled, not spectators that would be immediately killed by the explosion.
The injuries were further classified as fatal (12%), severe (22%) or light (66%), based on estimations in a report
by the Swedish Civil Contingencies Agency (MSB, 2014). It was assumed that 32% of fatally injured could
potentially survive and 25% of these would have injuries in the extremities (Smith et al., 2018), in which case the
application of a tourniquet would be advantageous. Goolsby et al. (2019) concluded that 40% of the injured in
antagonistic bombings could have benefited from application of a tourniquet. Therefore, for the categories of
severely and lightly injured, 40% of the respective category were assumed to have a bleeding injury. In our model,
fatal injuries were modelled as massive, life threatening bleeding with a bleeding rate of 400 ml per minute. For
the light injuries the bleeding rate was set to 80 ml per minute, and for the severe injuries to 200 ml per minute.
The bleeding rates were based on Tjardes and Luecking (2018), who state that a massive, femoral artery bleeding
can be upwards of 500 or even up to 1,500 ml per minute.
A critical bleeding volume limit was set at 2,500 ml, and all injured people who reached this volume were assumed
having died from traumatic hemorrhage. This is of course a simplification as a life-threatening bleeding depends
on, among other things, gender, body size, age, prior health history, etc., and is therefore very individual. The
volume limit was set based on published guidelines in advanced trauma life support blood loss of a class IV lifethreatening shock, which is 40% of the total blood volume, plus an additional 25%. For an adult male weighing
70 kg with 5,000 ml circulating blood volume that is 2,000 ml, plus the 25% which gives 2,500 ml (American
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College of Surgeons Committee on Trauma, 2017; Mutschler et al., 2013). A bleeding of 400 ml per minute (fatal
category) is then in line with the Tactical Combat Casualty Care (TCCC) guideline that life-saving medical
interventions following trauma must be given within 5 minutes, as the critical volume loss would be reached at 6
minutes and 15 seconds into the simulation.
Modelling Post-Explosion Actions and Movement of People

According to Sime (1986) there are three different components of total evacuation time: situation discovery time,
reaction time and travel time. The first two components are hard to estimate (Graat et al., 1999) and here the time
to identify the location of the tourniquets must be added as well. Discovery time was assumed to increase with
distance from the blast zone by 2.5 seconds per zone. Triangular probability distributions were used to generate
reaction time and location identification time, and these times were shorter for staff compared to volunteers.
Movement of people was assumed to always occur from the center of one zone to the center of another, adjacent
zone. The travel time was affected by the density of people in each traversed zone – the higher the density, the
slower the movement speed. The speed was drawn from an array of 8 different probability distributions, based on
the actual density in the traversed zone. Consequently, the average speeds varied from 1.5 m/s at the lowest density
to 0.05 m/s at the highest density. The density was updated dynamically for all zones as the simulation progressed.
Movement was only allowed vertically and horizontally (not diagonally) and the shortest path between two zones
was predefined in a static matrix in the simulation model, which means that the actual movement trajectory did
not depend on the density of people in the route (see Figure 2). Every spectator zone had a list of possible (closest)
emergency exit destinations, and these were assigned randomly to each spectator with higher probability for those
exits that were closer.

Figure 2. Movement trajectory from spectator zone z7 to exit e9.

Emergency exits were narrow sections in the evacuation path and the speed of movement through these exits was
determined by the width of these exits. Those spectators who arrived at the emergency exit but had not yet moved
through it were assumed to occupy the outer zone(s) u closest to the corresponding exit. The movement speed
through the outer zones was calculated using the same formula as for the spectator zones.
Bleeding Control and Tourniquet Application

Upon collection of tourniquets, the staff and volunteers would move towards the injured people using the same
method as described in the section above. Tourniquet application time was based on measurements made during
bleeding control training sessions (Prytz & Jonson, 2019), and as drawn from a triangular distribution centered on
65 seconds (37-107) for trained staff, and 120 seconds (107-180) for volunteers.
When the tourniquet was applied, the bleeding was assumed to stop. By applying direct pressure, the bleeding
rate was assumed to reduce by 40% based on trauma expert opinion and related research (Kozen et al., 2008;
Slevin et al., 2019). If only pressure was applied, but no tourniquet, severely injured persons would eventually die
from blood loss in this scenario.
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Experimental Setup

The simulation model was implemented in the commercially available simulation software ARENA (Rockwell
Automation). The model was run for 563 replications in order to have a 99% confidence interval for the number
of people dying from blood loss of less than ± 2, when evaluating the tourniquet placement alternatives. The
model had two main inputs: placement of tourniquets (zone of location) and number of tourniquets at each
location. All other model parameters could also be changed for calibration and validation purposes including the
sensitivity analysis. The main output from the model was the number of people that died from blood loss (bleed
out) before the arrival of ambulances to the incident site.
The following alternative placement strategies were tested in the model:
a)

Following the recommendation for the number of tourniquets by Goolsby et al. (2019) and the
landmark-based strategy used for AED placement (Dahan et al., 2016), 20 tourniquets were placed at
each of the 12 emergency exits, resulting in 240 tourniquets in total. To make the results comparable,
the same total amount of tourniquets was used in all other alternative placements as well.

b) In order to avoid the crowding at the emergency exits and provide easier access, the tourniquets are
placed between the emergency exits, resulting in 10 locations with 24 tourniquets each.
c)

The tourniquets are placed in 4 locations between the emergency exits (60 per location).

d) All 240 tourniquets are placed in a single location, at one emergency exit.
e)

All 240 tourniquets are placed in a single location, between two emergency exits, to avoid the
crowding.

RESULTS

The results can be divided into three parts: 1) Calibration and validation, 2) Study of different tourniquet
placements, and 3) Sensitivity analysis. In the default setting, 240 tourniquets are available, and their placement
is the main field of study. The number of staff that will try to help the injured are always 276, while the number
of volunteers vary between the simulation runs. Each scenario was run for 563 replications, and the results are
presented as mean values and standard deviations calculated based on these replications.
Calibration and validation

Calibration and validation are necessary to ensure that the model behavior is realistic and that the results can be
considered useful for the purpose of the study.
One of the best ways to verify and validate a simulation model is to examine if it can reproduce a real (historical)
case. However, necessary data is lacking for the specific scenario used in this study. Instead, several tests were
run where the results could be easily predicted. These runs are summarized in Table 2.
Table 2. Validation runs

Scenario

Expected outcome

Simulation outcome

1a

No help available

The number of persons bleeding to death
should correspond to the number of
persons with serious injuries

Mean number of deaths was
265.51, which is as expected

1b

No tourniquets
available

Since some persons will get help by
volunteers and staff applying pressure on
the wounds, fewer people are expected to
bleed out than in the previous scenario

Mean number of deaths was
129.10, which can be
considered reasonable as
189.41 persons received
direct pressure

1c

120 tourniquets
available

With available tourniquets, the number
of deaths due to hemorrhage should
decrease

Mean number of deaths was
47.52, which can be
considered reasonable

1d

360 tourniquets
available

With even more tourniquets, the number
of hemorrhage deaths should decrease
further

Mean number of deaths was
3.20

1e

Unlimited supply of
tourniquets

The number of deaths should be small
but not zero as some will bleed out very

Mean number of deaths was
2.29
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quickly
1f

If nobody is injured in the explosion, the
number of evacuated persons should be
the total number of persons minus the
staff staying behind, and nobody should
need treatment or bleed out

No injuries

As expected

As can be seen in Table 2, the number of people dying as a result of blood loss decreases when volunteers and
staff apply pressure (Scenario 1b), and even more when tourniquets are available and used. A larger number of
available tourniquets (Scenario 1c-1e) gives the ability to help more people in the simulation runs where there are
a lot of injured, and thus the mean number of hemorrhage deaths decreases with the number of available
tourniquets. However, even with an unlimited supply of tourniquets (Scenario 1f), some people will die. This is
because the bottleneck instead will become the number of available staff and volunteers applying pressure and
tourniquets, and that the time to find and apply a tourniquet might be too long for a severely injured person.
Study of different tourniquet placements

Five different scenarios were constructed where only the placement of the 240 tourniquets differ, where:
•

Scenario 2a: The tourniquets are placed at the emergency exits (12 locations)

•

Scenario 2b: The tourniquets are placed between the emergency exits (10 locations)

•

Scenario 2c: The tourniquets are placed in fewer locations between the emergency exists (4 locations)

•

Scenario 2d: The tourniquets are placed in one location, at an emergency exit (1 locations)

•

Scenario 2e: The tourniquets are placed in one location, between two emergency exits (1 locations)

A selection of output parameters from these runs are presented in Table 3. A treatable person is someone injured
in the explosion, with an injury that is treatable with a tourniquet. For all scenarios, the same event is simulated
in each replication for each scenario, giving the same number of treatable persons and the same number of
volunteers. That is, for each replication the number of treatable persons and volunteers is identical for all scenarios,
but each replication has different number of treatable persons and volunteers. These are reported in Row 2 and 3
in Table 3. As can be seen, the total number of treatable persons varied between 133 and 437, while the number
of volunteers varied between 573 and 776. Given that the available number of staff always was 276, there were
always more people helping than the number of people injured. Thus, the reason that people died in the simulation
was due to it taking too long to receive help, or that the number of available tourniquets was too low.
Table 3. Results of different placement alternatives

Mean
value

Scenario

Standard
deviation

Confidence
interval (99%)

Min
value

Max
value

All (Total number of treatable
persons)

265.68

71.1

[257.96, 273.4]

133

437

All (Total number of
volunteers)

658.45

28.06

[655.4, 661.5]

573

776

Scenario 2a: Placement at
exits

13.36

14.85

[11.75, 14.97]

0

79

Scenario 2b: Placement
between exits

12.27

14.20

[10.73, 13.81]

0

69

Scenario 2c: Placement at
fewer locations

12.23

14.23

[10.68, 13.78]

0

71

Scenario 2e: Placement at one
location, at exit

17.30

17.66

[15.38, 19.22]

0

87

Scenario 2f: Placement at one
location, between exits

12.66

14.59

[11.08, 14.24]

0

72

Note: The numbers for Scenarios 2a-2f represents the number of deceased from blood loss.
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The results in Table 3 show that the number of hemorrhagic deaths varies between the different scenarios. More
people die when the tourniquets are located at emergency exits (Scenarios 2a and 2e), as the crowd of people
trying to leave the arena reduced the movement speed for those fetching the tourniquets. Scenario 2e has
substantially higher deaths than all other scenarios. The differences between Scenarios 2b, 2c and 2f are negligible,
and thus it seems that it does not matter much where the tourniquets are located, as long as it is easy to access
them. The slightly higher number of deaths in Scenario 2f, might be due to increased travel distance when fetching
a tourniquet when all tourniquets are located at the same spot.
Sensitivity analysis

Additional runs were performed to see how the results are affected by parameter changes. For each run, one of
the parameters listed in Table 4, below, was changed to investigate the effects on hemorrhagic deaths. In all these
runs, 240 tourniquets were located at the 12 emergency exits (i.e. Scenario 2a). The results can be found in Table
4.
Table 4. Results when changing input parameters

Number of hemorrhage deaths
Standard
deviation

Confidence
interval (99%)

Min
value

Max
value

13.36

14.85

[11.75, 14.97]

0

79

Movement speed +75%

11.71

14.23

[10.17, 13.25]

0

71

3c

Movement speed -75%

20.36

20.02

[18.19, 22.53]

0

95

3d

Increased allowed blood loss
before death (+500 ml)

12.32

14.53

[10.74, 13.90]

0

78

3e

Decreased allowed blood loss
before death (-500 ml)

15.59

15.11

[13.95, 17.23]

0

77

3f

Bleeding reduction when
applying pressure (+20
percentage units; 40->60%)

3.94

6.18

[3.27, 4.61]

0

32

Bleeding reduction when
applying pressure (-20
percentage units; 40->20%)

14.49

14.87

[12.88, 16.10]

0

79

3h

Longer time for finding
tourniquets (+50%)

13.88

15.20

[12.23, 15.53]

0

74

3i

Shorter time for finding
tourniquets (-50%)

12.78

14.73

[11.18, 14.38]

0

76

3j

More staff available (+70%)
Fewer staff available (-70%)

14.90
15.07

[11.34, 14.58]

3k

12.96
13.86

[12.22, 15.50]

0
0

73
78

3l

More volunteers helping
(+50%)

12.91

13.99

[11.39, 14.43]

0

63

3m

Fewer volunteers helping (50%)

18.29

26.09

[15.46, 21.12]

0

138

3n

Longer tourniquet application
time (+70%)

14.33

15.11

[12.69, 15.97]

0

80

3o

Shorter tourniquet application
time (+70%)

12.61

14.68

[11.02, 14.20]

0

77

Scenario

Parameter change

3a

No changes (base scenario)

3b

3g

Mean
value

Table 4 shows that the results are quite insensitive to parameter changes that should improve the survival rate,
such as increased movement speed (3b), shorter time to find tourniquets (3i), more staff and volunteers (3j and 3l)
and shorter time to apply tourniquets (3o). The one scenario that stands out in this regard is making the direct
pressure more effective (3f), which is associated with a substantial reduction in mortality. Parameter changes that
resulted in worsened outcomes were decreased movement speed (3c) or fewer volunteers helping (3m). The result
in 3c might be explained by the increased crowding effect at the emergency exits, as some people evacuating the
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arena now moves very slowly. Thus, it takes much longer time to access a tourniquet located by an emergency
exit. The result in 3m is due to fewer volunteers applying pressure, which leads to a substantially higher mortality
rate.
DISCUSSION

The current simulation model showed logically consistent results in the validation scenarios, and the simulation
outcomes were in line with the expected outcomes. The results of the different tourniquet placements, in scenarios
2a-f, showed minor variations. The two scenarios where the kits were placed at the emergency exits were
associated with higher mortality than those where the kits were placed between emergency exits. The results from
the sensitivity analyses showed that the outcome would be worsened if walking speed was reduced and fewer
volunteers assisted, and that the outcome would be better if direct pressure slowed the bleeding rate to a greater
extent. The time to find tourniquets, tourniquet application time, and number of staff did not have a practically
significant impact. In summary, it is probably better to 1) have tourniquets in more than one place, and 2) avoid
placing the tourniquets by emergency exists or other places that might become crowded.
In contrast to prior work regarding the placement of AEDs, e.g. Sun et al. (2016; 2017), there are other dynamic
aspects to consider when determining the placement of bleeding control kits. The simulation model used in the
current study showed, for example, that the movement of the crowd makes placement at exits less effective as
immediate responders who are trying to reach a bleeding control kit and return to an injured person must move
against the crowds. Crowd movement is not necessarily a factor in AED placement. This study shows that further
work is needed to analyze what lessons from AED placements are applicable in bleeding control kit placement,
and what lessons that are not applicable.
Prior work on mass casualty incident management, injuries, and bleeding control kit equipment and placement,
e.g. Goolsby et al. (2019), were incorporated into the model, in terms of, for instance, the number of optimal
tourniquets in a kit. Other factors were systematically varied, such as the placement of the tourniquets. However,
the lack of prior data does limit the model and the validity of the results. The efforts of Goolsby et al. (2019) to
determine bleeding control kit specifications based on trauma database reviews is to date the most comprehensive
and structured effort to provide guidelines for emergency planners looking to equip their facilities with bleeding
control kits. The current study shows that simulation models provide a useful complimentary method to
systematically test such guidelines.
Regarding the optimal number of tourniquets, this is not something that is studied here. The main reason is that
increasing the number of tourniquets will always be beneficial if no costs are considered, even if the marginal
effect will go towards zero after a while. Therefore, in order to estimate the number of tourniquets that should be
placed in each location it is necessary to calculate the cost for each bleeding control kit, which might include a
fixed cost for setting up a location. This, in turn, must be set in relation to the expected (monetary) benefits from
having the kits, and having people trained in using them, which is an interesting avenue for further research. An
alternative might be to assume a fixed budget for kits and for training, and then try to decide how to best utilize
this.
A limitation of the current study is that the simulation model still has relatively low resolution and only includes
some of the variables that are likely to affect the use of tourniquets and subsequent patient outcomes in a mass
casualty incident. The results from the sensitivity analyses support the notion that the model must include more
factors for more rigorous and valid simulation of bleeding control kit placement. Suitable variables to explore in
future models are more advanced physiological models to simulate other types of injuries that requires care, and
factors such as bleeding control kit distribution strategies, movement and evacuation of injured patients, and
professional responder actions in collaboration with immediate responders. One example is the effect of
stampeding and crowd crushes, which might hinder responders and cause additional injuries that need to be
treated.
Another limitation is the deliberate constraint to only model and study a sports stadium setting and not extend this
to other public places such as stores, schools or airports. The choice of using a sports stadium was inspired by the
work of Goralnick and colleagues (Goralnick et al., 2018) who trained 465 staff at a major sports stadium in
Massachusetts in bleeding control methods, including tourniquet application. It also served well as a first attempt
to create a model to test bleeding control kit placement strategies. Further research is needed to create accurate
and valid models of other settings and scenarios. Additionally, the current study was based on a fictitious event.
Adapting the model to be able to replicate a historical event would facilitate a more thorough validation and
provide better estimates of the benefits of the Stop the Bleed initiative.
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CONCLUSION

In the current study, a model was developed of a mass casualty incident at a concert in a sports arena. The model
included a representation of the arena itself, crowd movement following an explosion, injuries and treatments,
and different ways for immediate responders to help injured patients using bleeding control kits. The model
behaved as expected in the validation test cases and was then used to test the effect of different bleeding control
kit locations. The results from the simulation model showed that:
•

Decentralized placement (i.e., more locations) seems preferable to centralized placement (i.e., one
location)

•

Actual location plays a role, particularly with regards to easy access during crowd movement, such that
placements between emergency exits is preferable to placement at emergency exits if there are few kits
available

•

The total number of available tourniquets matters

•

Improved efficacy of direct pressure has a significant positive effect on survival rates, indicating the
importance of this method for Stop the Bleed educational campaigns

These results must be interpreted with respect to the resolution and validity of the current simulation model.
However, the model does show that relying on past research on AED placement (e.g., a landmark-based strategy)
for bleeding control kit placement can result in unexpected problems.
The current study also shows, by example, that using simulation is a meaningful and valuable method to study the
effects of the number and placement of bleeding control kits to support immediate responders in mass casualty
incidents. Avenues for future work includes increasing the accuracy of the model by reducing the uncertainties
and number of assumptions as well as testing the model in scenarios where real life data is available in order to
further validate the model. Further factors such as crowd crushing, use of improvised tourniquets and other
alternative hemorrhage control methods, and the willingness of people to act in different scenarios to help others
are all relevant for future research. A developed and validated simulation model could be implemented as a
practical tool for security and event planners.
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ABSTRACT

Accurate pre-disaster damage predictions and post-disaster damage assessments are challenging because of the
complicated interrelationships between multiple damage drivers, including various natural hazards, as well as
antecedent infrastructure quality and demographic characteristics. Ensemble decision trees, a family of machine
learning algorithms, are well suited to quantify the role of social vulnerability in disaster impacts because they
provide interpretable measures of variable importance for predictions. Our research explores the utility of an
ensemble decision tree algorithm, Random Forest Regression, for quantifying the role of vulnerability with a case
study of Hurricane María. The contributing predictive power of eight drivers of structural damage was calculated as
the decrease in model mean squared error. A measure of social vulnerability was found to be the model’s leading
predictor of damage patterns. An additional algorithm, other methods of quantifying variable importance, and
future work are discussed.
Keywords

Vulnerability, Impact, Damage, Machine Learning, Hurricane María.
INTRODUCTION

Factors that contribute to the impact of a disaster may exhibit complex, nonlinear relationships with structural
damage and with each other. Because social vulnerability measures are especially challenging to measure and
deconvolve, many hurricane impact assessment models rely on relationships between hazardous forcings and
structural materials alone, while ignoring the role of social variables, e.g., socioeconomic status. However, studies
have shown that socioeconomic status consistently emerges as a contributing factor to housing damage in a variety
of disasters and that vulnerable populations are more likely to reside in homes that receive higher levels of damage
during a hurricane (Fothergill and Peek 2004). To address this disconnect, machine learning methods can be applied
to quantify the complicated role that social vulnerability plays in structural damage.
Because of the quantity and complexity of variables that influence structural damage, a large amount of data is
required to build a representative model. Many statistical models require informed assumptions about the input
data, i.e., if the relationships are expected to be linear or nonlinear. Ensemble decision trees, a family of machine
learning algorithms, are useful for analyzing large, multivariate datasets in which the relationships between the
variables and the target are unknown. These highly flexible algorithms are non-parametric, non-linear, and can
accommodate highly dimensional datasets.
Random Forest is a common ensemble decision tree algorithm that constructs a group of independent classification
or regression trees and leverages the majority vote of trees to determine the resultant prediction for classification or
the average prediction per data instance for regression models (Breiman 1996; Breiman 2001). Each decision tree is
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constructed from a bootstrap subset of the given training dataset and a random subset of the predictive features (Ho
1995) which ensures that the decision trees are, ideally, uncorrelated. Each tree begins with a parent node and then
the algorithm recursively splits the data with Boolean Logic towards increasingly homogeneous groups of child
nodes by optimizing a splitting criterion (e.g., mean squared error) until the tree reaches its stopping criterion (e.g.,
maximum depth) at the terminal nodes, where the predictions are produced. As the number of trees increases, by
the Strong Law of Large Numbers, the resultant predictions converge.
By leveraging learned, as opposed to assumed, statistical relationships in large datasets, ensemble decision tree
algorithms can provide otherwise ignored approaches to disaster data analytics, yet few disaster management
studies have taken advantage of this suite of tools. A 2017 study of wildfire damage in Portugal by Oliveira
et al. used ensemble decision trees to explore the correlation between damage and demographic factors. They
concluded that purchasing power and housing quality were significantly correlated with the extent of wildfire
damage. In addition, they found that certain demographic groups, such as the elderly and households with lower
education levels, were relatively more vulnerable to wildfire impacts. A study of flood damage across German
households found ensemble decision trees were more accurate than traditional impact models, while precautionary
measures were used as a social indicator and were negatively correlated with structural losses (Merz et al. 2013).
By leveraging household-level damage assessments in Bangladesh, another flood study used machine learning
algorithms, including ensemble decision trees, to conclude that larger households and higher education levels were
associated with lower flood damage (Ganguly et al. 2019). The field of disaster management is just beginning to
utilize machine learning for explanatory purposes. This case study applies the Random Forest ensemble decision
tree algorithm to quantitatively explore the relative role that social factors played in the structural damage caused by
Hurricane María in Puerto Rico.
HURRICANE MARIA DATASET

Hurricane María made landfall in Puerto Rico on September 20th, 2017 as an intense Category 4 storm that left
the island in devastation for months to follow. It became the third costliest storm in U.S. history, after Hurricanes
Katrina (2005) and Harvey (2017), with total approximate damages of $90 billion in the U.S. Virgin Islands and
Puerto Rico (Pasch et al. 2018). Furthermore, an independent study commissioned by Puerto Rico’s government
estimated a death toll of 2,975 individuals, although the number of fatalities remains a contentious and politicized
topic (Federal Emergency Management Agency 2018b). In addition to the storm’s intensity, the severity of María’s
impact also resulted from pre-existing social disparities that have developed throughout the history of Puerto Rico.
Included in these disparities, a shortage of adequate low-income housing has been exacerbated in the past two
decades by the economic downturn in Puerto Rico (Santiago-Bartolomei 2018).
A diverse set of publicly available data was collected and processed in ArcGIS software to explore the role of
vulnerability in the impact of Hurricane María (Table 1). Because census tracts are widely used for public policy
and planning that specifically promote socioeconomic well-being (Krieger 2006), this study scaled to census tract
spatial units. Each dataset contained full coverage of the island of Puerto Rico.
Table 1. Description of all variables included in this analysis.

Wind
Flood
Landslide
Vulnerability
Damage

Measure

Variable Type

Source

Abbreviation

Distance from hurricane center
Peak gust
Proportion of flooded area
Average depth of flooding
Proportion of SFHA
Average landslide density
Proportion of special communities
Social vulnerability
Damage ratio index

Predictive
Predictive
Predictive
Predictive
Predictive
Predictive
Predictive
Predictive
Target

NHC
ARA
FEMA
FEMA
FEMA
USGS
PR OFSA
CDC
FEMA

HurTrack
PeakGust
PropFA
AveDepth
PropSFHA
AveLS
PropSC
CDCVuln
DamInd

Hurricane María threatened Puerto Rico with wind, flood, and landslide hazards (Figure 1). Data collected to
represent these hazards required manipulation in ArcGIS to represent a census tract-level hazard summaries. The
Feature to Point tool extracted a within-polygon center point (i.e., centroid) from each census tract. Then, the
proximity tool Near calculated the nearest distance (in degrees) between each center point and the National Hurricane
Center (NHC) Hurricane María best track line (National Hurricane Center 2017). Applied Research Associates
(ARA) windfield data are partitioned to the census tract scale and did not require further processing (Applied
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Research Associates 2017). Federal Emergency Management (FEMA) flood event depth grids provided mean
depth of flooding (m) measurements and were also used to calculate flooded area (Federal Emergency Management
Agency 2017). Zonal Statistics calculated the mean raster values per census tract. The Raster to Polygon conversion
tool recast the raster grids to polygons, allowing measurement of flooded area per census tract. Depth grid polygons
were intersected with the census tracts to calculate overlapping area ( m2 ) divided by the total area of the census tract
to determine proportion of flooded area. The National Flood Insurance Program (NFIP) Special Flood Hazard Area
(SFHA) data were processed similarly and provided a measure of general flood risk, quantified as the proportion of
SFHA-covered area (Federal Emergency Management Agency 2018c). A categorical dataset from the United States
Geological Survey (USGS) measured landslide density, i.e., number of landslides per four square kilometers (United
States Geological Survey 2019). These data were converted from a 2 km x 2 km grid to census tract measures by
intersecting the grid with the tracts and Zonal Statistics summarized the average landslide code value within each
tract.

Figure 1. Predictive features used in the machine learning analysis.

Two pre-existing datasets represented vulnerability in this analysis (Figure 1). The Puerto Rican Geographic
Information Systems Catalogue provided a dataset of “special communities” compiled by the Puerto Rican Office of
the General Coordinator for Social Financing and Self-Management (PR-OFSA) (Oficina del Coordinador General
para el Financiamiento Social y la Autogestión 2008). It contained a polygon shapefile delineating 713 identified
disadvantaged communities throughout the island. The same methods used to calculate the proportional flooded
area and proportional area of SFHA were also applied: the area of each census tract was intersected with the
special communities data and then divided by the total area. The Center for Disease Control (CDC) created a social
vulnerability index for Puerto Rico in 2017 with methods from Flanagan et al. (2011). These data leverage 15
vulnerability indicators from the American Community Survey (ACS) 5-year dataset from 2012-2016 including
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socioeconomic status, household composition and disability, minority status, language, housing, transportation,
among other characteristics (Center for Disease Control 2017).
A preexisting dataset of Puerto Rican structural vulnerability does not exist and, furthermore, the island lacks
accurate permitting and construction data. The few available datasets are incomplete and fail to capture the
widespread abundance informal homes. Informal housing refers to structures that are self-built without proper
permitting or licensed contractors, and they are often out of compliance with zoning and building regulations.
A 2018 report by the Puerto Rico Home Builders Association estimated that 45% of structures on the island
are informal (Asociación de Constructores de Puerto Rico 2018). Given the prevalence of these structures, the
existing databases are unreliable and were not used in this analysis. However, future work will include the creation
of a structural vulnerability index for Puerto Rico, utilizing Census and American Community Survey data (see
Conclusions and Future Work section).
A structural damage index, the target variable in the Random Forest analysis, depicted Hurricane María’s structural
impact normalized by exposure. After the hurricane, FEMA created an aerial damage assessment database by
categorically identifying structure-by-structure damage based on geospatial assessments of pre- and post-event
imagery (Federal Emergency Management Agency 2018a). This dataset was augmented to include “Not Affected”
points with centroids extracted from building footprint data from OpenStreetMap (OSM) (OpenStreetMap 2019)
(Figure 2). The damage index measures the ratio of damaged structures to the total number of structures in each
census tract (Burton 2010) and is a continuous numerical target, ranging from 0 to 0.36.

Figure 2. Hurricane María damage index development. FEMA damage assessment points were combined with
OSM building footprints and then aggregated to the census tract scale as the ratio of damaged to total structures.

ANALYSIS

After constructing a geodatabase aggregated to the census tract scale, the Random Forest regression algorithm,
sourced from Python’s SciKit Learn machine learning package (Pedregosa et al. 2011), was applied to extract the
relative importance of predictive features. A total of 905 land-based census tracts are within Puerto Rico, 882
of which have complete Census information collected. The dataset was then split randomly into a training set
containing 80% of the data and an evaluation set containing the remaining 20% of data. Automated optimization
techniques, including grid search cross validation, tuned the model to optimal hyperparameters using variance (A 2 ),
mean absolute error (MAE), and mean error (ME) measures to assess model performance.
The automated tuning process updated three of the Random Forest default parameters. It limited each tree’s depth
to 250 levels. A total of 1,000 predictive trees comprised the ensemble and the maximum number of random
features analyzed at each decision tree split was constrained to two features because of the relatively low number of
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predictive features. The training model captured 72% of the variance (A 2 ) and generalized to represent 29% of the
variance (A 2 ) on the separate, unseen evaluation dataset. The MAE measured 0.012 and 0.020 while the model’s
ME measured -0.000038 and -0.0017 for the training and evaluation dataset, respectively. Table 2 compares the
performance of the training and evaluation data from the Random Forest regression model and Figure 3 plots the
model predictions against the true data values.
Table 2. Summary of Random Forest model performance.

(A 2 )

Variance
Mean Absolute Error
Mean Error

Training Score

Evaluation Score

0.72
0.012
-0.000038

0.29
0.020
-0.0017

Figure 3. Random Forest regression model predictions compared to true target variable values.

If the models heavily relied upon vulnerability measures to determine damage patterns, it would indicate that
vulnerability played an important role in this case study. Ensemble decision tree algorithms provide straightforward
means to interpret the importance of predictive features (Breiman et al. 1984). The trees built in this study relied
upon mean squared error (MSE) to split each node, thus they simultaneously quantified the quality of each split as the
effectiveness of each predictive feature in reducing predicted target variable error. Therefore, the default importance
calculation provided by SciKit Learn - mean decrease in MSE - measured the importance of each predictive
feature (Pedregosa et al. 2011). Results from the importance calculation indicate that the CDC vulnerability index
(CDCVuln) was the most important predictive feature of Hurricane María damage (Figure 4). The following three
influential features include distance from hurricane track (HurTrack), peak gust (PeakGust), and then the proportion
of special communities per census tract (PropSC).

Figure 4. Feature importances measured as mean decrease in model mean squared error.
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CONCLUSIONS AND FUTURE WORK

Ensemble decision tree algorithms can inform damage prediction, disaster response, and impact assessment efforts
because they are readily interpretable, can accommodate large datasets from a variety of different sources and
formats, and provide quantifiable measures of feature importance. Preliminary results show that social vulnerability
is correlated with Hurricane María’s damage patterns, with one measure as the leading variable informing the
model above all other wind, flood, and landslide variables. Proportion of identified disadvantaged or “special”
communities per census tract, the secondary measure of vulnerability, was the fourth most important predictive
feature and was more informative than the flood and landslide variables. Overall, vulnerability played a critical role
in the analysis of damage patterns.
The initial findings of this study indicate that hazardous forces alone do not sufficiently explain damage patterns.
Hurricane impact assessment models should include social factors as input variables to accurately depict areas of
priority for decision makers, improve resource allocation, and, ultimately, ensure a more efficient and equitable
response effort. These findings also contribute to the conclusions of existing literature which encourage deliberate
pre-disaster mitigation investment in vulnerable communities (Fothergill and Peek 2004). In order to prevent the
exacerbation of social disparities in the wake of disasters, it is vital that the prevailing structural and institutional
policies which lead to society-wide inequalities are reflected upon.
The reported model variance (A 2 ), MAE, and ME indicate that the model is overfitting the training dataset. This
may be due to the imbalanced distribution in target variable values. The data contain a prominence of census
tracts at low damage levels and areas of higher damage are considered outliers (Figure 5). Since machine learning
algorithms optimize to reflect average conditions, this makes generalizability challenging on disproportionately
distributed data. The paucity of data points also impedes generalizability. Research on the performance of machine
learning algorithms on small, imbalanced datasets indicate that this is a common challenge (He and Garcia 2009)
and previous studies leveraging similarly distributed targets reported comparable overfitting behaviors (Sadler et al.
2018).

Figure 5. Distribution of damage index values.

The input data limited the predictive performance of the Random Forest model. On average, the model could
be trained to account for approximately 29% of the variance in the evaluation dataset with an 72% fit in the
training dataset. The dataset contains a high amount of variance due to a number of factors in addition to the
distribution of the target variable, including the passage of Hurricane Irma to the north of the island just weeks
before Hurricane María, the absence of structural and building material data, and the oversimplified wind data which
did not incorporate topographic effects (such as wind speed-up in mountainous terrains). Given these limitations, a
predictive performance of 29% on a testing set is satisfactory, however improvement is expected as future work
progresses.
The original damage index target variable is imbalanced towards low damage values (Figure 5). Machine learning
algorithms optimize on average performance criteria, therefore it is not surprising that the preliminary Random
Forest model underpredicted damages due to the prevalence of low damage points in the target dataset. To improve
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upon this, two additional indices will be run through the analysis, one excluding census tracts with 0 damage, and
another with a log transformation of the index without 0 damage records. Further manipulation of the target variable
will be avoided in order to maintain the interpretability of model results.
An additional ensemble decision tree machine learning algorithm, Stochastic Gradient Boosting Trees (Friedman
2002), will also be implemented. This algorithm may perform better than the Random Forest algorithm because it
builds stagewise decision trees that iteratively improve the performance of the previous estimator, known as model
boosting. It is expected that after adjusting the target variable distribution and utilizing a boosting algorithm, model
performance on the evaluation dataset will significantly improve.
To augment the preexisting vulnerability data, new vulnerability indices will be calculated based on the method
proposed by Cutter et al. in 2003. The contributions of socioeconomic and structural vulnerabilities will be
examined separately by categorizing variables into two groups where the socioeconomic vulnerability index will
be measured by the variables representing the living conditions and population characteristics, and the structural
vulnerability index will be measured based on the variables representing housing characteristics and the structural
quality (Holand et al. 2011). These two original vulnerability measures will then be incorporated into the ensemble
decision tree models to examine the relative influence of structural, socioeconomic, or comprehensive vulnerability
on damage.
Additional measures of predictive feature importance and dependencies will also be calculated. Because the default
impurity importance measure can potentially be biased towards favoring features with high-cardinality (Strobl et al.
2007), the importance of each predictive feature will also be calculated by permuting, or randomly shuffling, each
feature’s values while measuring changes in model variance (Breiman 2001) and by permuting related groups of
features (e.g. wind, flood, landslide, vulnerability) while measuring changes in variance (Koch et al. 2019). While
feature importance measures indicate which features are most-valuable to model performance, they provide little
information in terms of how or why features are important. Learned partial dependencies demonstrate the expected
damage response as a function of each feature and can be extracted from trained decision tree models (Friedman
2002). The average dependence of each feature with the target variable will be plotted as well as all individual
instances (Goldstein et al. 2015) which can reveal hidden heterogeneities or interactions within the dataset.
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ABSTRACT

This paper presents an overview of the ongoing research into the development of an agent-based model to
enable simulations to be performed of agents evacuating from a multi-floor building with a complex layout,
including staircases. Specifically, a flow field of navigation objects is constructed pre-computation, which stores
the directions and shortest distances to all exits and staircases. Using the flow field, a navigation method is
proposed for agents familiar with the environment to identify and follow the shortest route to a chosen exit.
Preliminary simulations have been performed to investigate the effect on evacuation time of (i) exit
configurations and (ii) familiarity of agents with the building layout. In assessing the effect of exit
configurations, results show that the location of the main entrance has a significant influence on evacuation time.
In addition, having more exits does not necessarily lead to a shorter evacuation time. In terms of the effect of
familiarity of agents, having more agents with a greater level of familiarity does not significantly reduce
evacuation time in most cases.
Keywords

Emergency Evacuation, Agent-based Modeling and Simulation, Multi-floor Building.
INTRODUCTION

Frequent natural and human-made disasters occur in which emergency evacuation from buildings is an
important life-saving action (Makinoshima et al., 2017). However, in many instances, injuries or fatalities are
not caused by fire, explosions, or other hazards in a building, but by the evacuees’ behavior (Helbing et al.,
2005). Hsieh et al. (2009) summarized a total of 215 human stampede events from 1980 to 2007 resulting in
7069 deaths and at least 14078 injuries. Thus, how to improve evacuation efficiency from buildings and ensure
the safety of people in such situations has been and continues to be the focus of much research.
Although real-life studies based on experiments and drills can be used to collect evacuation data, there are issues
related to ethical and safety concerns. It has been recognized that computational models could be used to
complement these real-life studies (Bernardini, 2017) as well as expanding the number of scenarios able to be
examined (Gwynne et al., 2016). Agent-based modeling and simulation (ABMS) is a computational
methodology that has gained increasing attention (Macal and North, 2007) because it provides a natural and
real-world description of a system (Aguirre et al., 2011). Although ABMS has been used in much research,
scope remains for emergency evacuation to be improved in terms of the interaction between agents and
consideration of more complex environments.
The ongoing research reported in this paper focuses on the development of an agent-based model for emergency
evacuation of a multi-floor building with a complex layout including stairs. In the agent-based model, a
navigation method is proposed, which can imitate more realistic human movement. The agent-based model
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provides a foundation for more individual and social human evacuation behaviors to be considered in the future.
RELATED WORK

In emergency evacuation agent-based models, an agent’s arrival at an exit marks its successful evacuation, after
which it is removed from the environment. An evacuation simulation ends when all agents arrive at exits. The
selection of an exit by agents has been discussed in many agent-based evacuation models. For example, the
FDS+Evac model (Korhonen, 2018; Korhonen and Heliovaara, 2011) considers three types of agents: (1)
conservative agents that prefer familiar exits; (2) active agents that observe their environment to find the exit
which will lead to the fastest evacuation; (3) herding agents that tend to use the exit which the majority of
agents choose. Chu (2015) proposed that agents choose exits based on emergency cues, knowledge (of the
location of exits), group members with whom they have pre-existing relationships, movement of the majority of
the agents, or instructions given by the authorities. In the majority of agent-based evacuation models, navigation
is not explicitly discussed and refers to how agents determine the evacuation route to take from their initial
location to an exit in a building. This may be in part attributable to the relatively simple spatial environments
considered in those models, in which it is easy for an agent to find a way to an exit (Ben et al., 2013; Tan et al.,
2014; Wagner and Agrawal, 2014; Zhang et al., 2017). In its simplest form, with a model containing only one
room with and without obstacles, agents move towards the chosen exit or slightly adjust their directions in order
to avoid other agents and/or obstacles (Ben et al., 2013). In some agent-based models, agents have intermediate
targets before arriving at their final targets (Tan et al., 2014; Wagner and Agrawal, 2014; Zhang et al., 2017).
For example, Wagner and Agrawal (2014) and Zhang et al. (2017) developed an agent-based model for
evacuation from a concert venue and a lecture theatre respectively. In both models, agents move from seating
areas to pathways and then to exits. In Tan et al. (2014), the route planning module decides which exit an agents
is to evacuate from and generates the corresponding escape route, which consists of a series of targets to move
to. However, in multi-floor buildings with complex layouts, there are numerous intermediate targets (internal
doors, staircases, corridors, openings, and so on). Thus, in such buildings, it is a challenge for agents to
determine a route to an exit. Chu (2015) proposed a wayfinding strategy by introducing navigation points where
visibility is locally maximal area-wise. That is, the visible region of a navigation point is greater than that of all
of its adjacent points. The agent can choose a navigation point to move to, which is nearest to an exit or is
selected randomly. A limitation of this wayfinding method is that it may lead to a bottleneck effect around some
navigation points, which are not real objects in the environment. Also, the method to calculate the distance
between a navigation point and the exit is not stated explicitly.
PRELIMINARY AGENT-BASED MODEL

In this paper, a preliminary agent-based model has been developed involving agents evacuating from a multifloor building with staircases. The model has been developed using Repast Simphony, which has been described
as a sophisticated modeling environment that makes it easy for users to program code, visualize models and
analyze data simultaneously (Barnes and Chu, 2015). This section first describes agent representation and
movement within the preliminary model followed by an explanation of how a flow field is constructed and the
description of the navigation method used in the agent-based model.
Agent Representation and Movement
Agent Shape

In existing agent-based models related to human movement scenarios, including evacuation, the projection of a
person’s body is usually approximated by either a circle (von Sivers et al., 2016), an ellipse (Chraibia et al.,
2016), or a set of three circles (one for main body and two for shoulders) (Thompson and Marchant, 1995). In
terms of representing a person’s body, it is claimed that three-circles is the best approximation since it has some
geometrical and computational advantages (Qu et al., 2014). For example, in real life, the shoulder width of a
person is typically greater than their lateral width, a feature which is not represented by a single circle. Figure 1
illustrates the central ‘torso’ circle with radius 𝑟 , the two shoulder circles with radius 𝑟 , and the half width of
the whole body 𝑟 .
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Figure 1. Three-circles Representing the Projection of a Person’s Body
Agent Attributes

For the agent-based model presented in this paper, three agent attributes are used: body size; speed; familiarity.
In relation to body size, three dimensions are considered, namely 𝑟 , 𝑟 , and 𝑟 (see Figure 1). These dimensions
are used to govern the movement of agents in close proximity to one another, and that between agents and
obstacles. The body size used is the adult size presented in Korhonen (2018), as shown in Table 1, which was
first introduced by Thompson et al. (1997).
Table 1. Body Size

Size

𝒓𝒘 (m)

𝒓𝒕 /𝒓𝒘

𝒓𝒔 /𝒓𝒘

0.255 ± 0.035

0.5882

0.3725

Agent movement is based on unimpeded walking speed, 𝑠 , which is dependent on age and gender (Willis et al.,
2004). This speed of 16 - 50 year olds, including males and females, is taken as 1.5 ± 0.28 𝑚/𝑠 from a speed
survey conducted in the UK involving 2613 people (Willis et al., 2004). According to the UK Higher Education
Data and Analysis for 2013/14, the age of approximately 98% of people, i.e. staff and students, involved in
higher education falls within this range (HESA, 2015, 2019).
Agents have different levels of familiarity within the spatial layout of an environment. Thus, an agent’s
familiarity parameter, F, is used to represent an agent’s knowledge of building exits (from this point onward
referred to as exits) and staircases. In this research, the familiarity level of each agent is modeled by assigning
them with one of two values:
F = 1 indicates that an agent has knowledge of the location from which it entered the building, namely
the main entrance/exit, and all staircases.
F = 2 indicates that the agent has knowledge of all exits and all staircases.
Note that both values indicate that agents are aware of all staircases as the focus of the research presented in this
paper is on the effect of exits on evacuation.
Agent Movement

In reality, people take individual steps to move forward rather than gliding along smooth trajectories as in forcebased models or hopping from cell to cell as in cellular automata (von Sivers et al., 2016). Thus, the basis of
agent movement in this model is the ‘stride’ concept, which was first proposed in the Optimal Steps Model
(Seitz and Köster, 2012). At a particular time step, an agent searches for the possible next point 𝑝 to move to,
based on its moving direction ‘𝑖’ and stride length ‘𝑙’. The center of the agent moves to point 𝑝 and its body
occupies an area 𝑎 . As shown in Figure 2, there are thirteen possible directions (i = 0, 1, 2,…, 12) in which an
agent can move. Further, the radius of the semi-circle equals the stride length 𝑙 of an agent, and direction 𝑖 = 0
is the preferred direction of the agent.
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Figure 2. Possible Next Point for an Agent to Move to

Figure 3 indicates how an agent chooses the point 𝑝 it will move to each time step. In Figure 3, ‘k’ is an integer
between 0 and (⌊𝑙 /0.1⌋ − 1), where 𝑙 is the maximum stride length of the agent. The value of 𝑙 is
determined according to the empirical findings of Seitz and Köster (2012), who suggested that stride length has
a strong dependence on an agent’s speed. Equation (1) is used to calculate the maximum stride length,
𝑙 = 0.462 + (0.235 × 𝑠 )

(1)

At each particular time step, the agent first checks if it can move to point 𝑝 as indicated in Figure 2, which
corresponds with the agent moving its maximum stride length in its preferred direction. If the agent cannot find
a point to move to after completing the process indicated in Figure 3, the agent will stay at the same location for
a time step and re-apply the process in Figure 3 at the next time step.

Figure 3. How an Agent Determines the Next Possible Point to Move to
Construction of a Flow Field

A flow field is constructed using navigation points, which are virtual points located at regular grid locations in
open areas on each floor of a building. Each navigation point (NP) holds information regarding the direction and
shortest distance to all building exits and staircases located on that floor of the building. Based on the flow field
of NPs, which includes internal doors, agents can be directed to an exit or a staircase on that floor of the
building. For computational efficiency, the flow field is pre-computed and re-used unless the building layout is
changed.
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Navigation

Initially, each agent selects the exit it will use to evacuate the building from those it has knowledge of and its
closest to its location. Subsequently, the navigation method is applied by each agent to decide each move as it
progresses to its chosen exit. The evacuation route to be taken by an agent includes a final target (exit) and may
include intermediate targets (internal doors and staircases) en-route to the final target. Figure 4 shows the
navigation method employed by an agent to find a way to its chosen exit. From Figure 4, if an agent is (not)
located on the same floor as its chosen exit, the agent will move directly to that exit (staircase) if a straight line
between them does not intersect with any walls. However, for cases where a straight line between them does
intersect with a wall, the agent selects an internal door to move to. If the agent cannot locate an internal door, it
will use the direction information held by the NP closest to its location. That is, the agent attempts to move in
the direction given by the NP, rather than move towards the NP. Thus, it is not possible for congestions to occur
around NPs, which would be unrealistic given they are virtual points.

Figure 4. Navigation Method to an Exit

Figure 5 describes how an agent selects an internal door to move to, in which 𝑑 _
indicates the distance
_ /
from agent a to an internal door and 𝑑
is the distance between an internal door to an exit (staircase). As
indicated in Figure 5, the internal doors that an agent may choose are required to satisfy three conditions.
1) A straight line between the agent and the internal door must not intersect any walls.
2) The difference between angles 𝜃 and 𝜃 is not greater than 90 degrees, where 𝜃 and 𝜃 represent the
angle of the direction from the agent to the internal door, and the angle of the direction from the
internal door to the exit (or staircase) respectively.
3) The difference between angles 𝜃 and 𝜃 is not greater than 90 degrees, where 𝜃 is the angle of the
direction that an agent’s closet NP directs it to the exit (or staircase).
By using 𝜃 , the agent will not miss potential internal doors, which are blocked by walls but lead to shorter
routes. If the agent finds at least one internal door that satisfies the three conditions, it will choose the one with
shortest route from its location to the exit (or staircase).
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Figure 5. Select an Internal Door to Move to
CASE STUDY AND SIMULATION EXPERIMENTS
Layout of a Two-floor Building

For a case study, the agent-based evacuations modeled and simulated occur in a two-floor building. Figure 6
presents the layout of the virtual spatial environment used; specifically the ground floor and mezzanine floor of
the Stephenson Building at Newcastle University, UK. In Figure 6, exits, internal doors, walls and staircases are
colored blue, green, grey, and red respectively. It can be seen that there are nine exits (E1 to E9) and eight
staircases (S1 to S8) on the ground floor. On the lower connecting floor, we show the staircases and on the
upper floor we indicate the first steps of each staircase. The staircase on the mezzanine floor, leading to the first
floor, are not shown as they are not included in the simulations.

Figure 6. Layout of a Two-floor Building
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Simulation Experiments

Preliminary simulations experiments have been defined and performed to investigate the effect on evacuation
time of (i) exit configurations and (ii) familiarity of agents with the building layout. On the two floors of the
Stephenson Building at Newcastle University shown in Figure 6, four exit configurations have been considered,
referred to as EC1, EC2, EC3 and EC4. In relation to Figure 6, for EC1 four exits are considered, namely E1, E3,
E5, and E9 (e.g. those in the ‘corners’ of the building). In EC2, the five exits E5 to E9 are considered (e.g. those
on one ‘side’ of the building). EC3 consists of seven exits, E1 to E4 and E7 to E9 (e.g. lacking exits on one
‘corner’ of the building), and finally EC4 includes all nine exits E1 to E9. For exit configurations EC1 to EC4,
the main entrances/exits are set as E5, E9, E3 and E2 respectively. In terms of levels of familiarity with the
building layout, combinations of the number of agents with F = 1 and F = 2 have been varied from zero to 400.
Based on combinations of exit configurations and the number of agents with different levels of familiarity,
twenty simulation experiments have been defined as presented in Table 2. For all simulation experiments,
Figure 6 indicates the initial position of the 400 agents (each represented as three circles and colored black)
distributed over the two floors. Each experiment was conducted once without repetition since the model does
not currently include uncertainty in agent behavior.
Table 2. Simulation Experiments

Simulation
experiment

Number of agents with
familiarity level F
F=1

F=2

SE1

Exit
configuration

Evacuation time
(seconds)

EC1

133.3

EC2

127.3

EC3

114.1

SE4

EC4

99.7

SE5

EC1

133.3

EC2

127.9

EC3

114.1

SE8

EC4

99.7

SE9

EC1

101.5

EC2

128.5

EC3

114.1

SE12

EC4

97.9

SE13

EC1

99.1

SE14

EC2

99.1

EC3

95.5

SE16

EC4

66.7

SE17

EC1

95.6

EC2

87.1

EC3

95.6

EC4

62.5

SE2

400

SE3

SE6

300

SE7

SE10

200

SE11

100

SE15

SE18

0

SE19

0

100

200

300

400

SE20
SIMULATION RESULTS

For each simulation experiment in the two-floor building layout in Figure 6, the evacuation time of agents is
indicated in Table 2.
Effect of Exit Configurations on Evacuation Time

Figures 7(a) and 7(b) present the relationship between the number of evacuated agents against time for
experiments 1 to 4 (all 400 agents with F = 1) and 17 to 20 (all 400 agents with F = 2) respectively.
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Figure 7. Number of Evacuated Agents versus time for (a) SE1 to SE4 and (b) SE17 to SE20

For simulation experiments SE1 to SE4, all agents have knowledge of one exit (i.e. the main entrance/exit),
namely E5, E9, E3, and E2 respectively. Further, in Table 2 it can be seen that SE4 has the shortest evacuation
time of 99.7 secs, which is 33.6 secs, 27.6 secs and 14.4 secs less than that of SE2, SE3 and SE4 respectively.
This shortest evacuation time is likely due to the total moving distance of all agents to exit E2 being the shortest.
Also, in Figure 7(a), it can be observed that from 0 to 42 secs, the evacuation rate in SE2, SE3 and SE4 are
similar at approximately 3 agents/second. In contrast, for SE1 the evacuation rate is approximately 1.3
agents/second. Beyond 42 seconds, SE4 has the greatest evacuation rate of 6.2 agents/second until 82.7 seconds
at which point it reduces to 1.2 agents/second until all agents have evacuated after 99.7 seconds.
For simulation experiments SE17 to SE20, all agents have knowledge of all building exits. In Table 2, it can be
seen that the evacuation time of SE20, which uses exit configuration EC4, is the shortest at 62.5 secs, which is
33.1 secs, 24.6 secs and 33.1 secs less than that of SE17, SE18 and SE19 respectively. From Figure 7(b), it can
be seen that the evacuate rate of SE20 is greatest than that of other three experiments throughout the evacuation,
which is on average 6.4 agents/second. This result is as expected given there are nine exits from which agents
may evacuate in exit configuration EC4, whereas there are four, five and seven exits in EC1, EC2 and EC3
respectively. However, as seen in Table 2, the evacuation time of 95.6 secs for SE17, using EC1 with four exits,
is the same as for SE19, using EC3 with seven exits. Yielding the same evacuation time in these two
experiments could be attributed to the location of the exits in EC1 to EC3.
Effect of Familiarity of Agents on Evacuation Time

From Table 2, it can be seen that for experiments using exit configurations EC1 to EC4, a non-linear
relationship exists between evacuation time and the number of agents with familiarity F = 2. In the experiments
for each respective exit configuration, there is a turning point in evacuation time as the number of agents with
familiarity F = 2 increases.
For EC1, the evacuation time of both experiments SE1 and SE5 is 133.3 secs, in which the number of agents
with familiarity F = 2 is 0 and 100 respectively. Also, the evacuation time has a relatively dramatic reduction
from 133.3 secs to 101.5 secs when the number of agents with familiarity F = 2 increases from 100 in SE5 to
200 in SE9. The evacuation time of experiments having 300 and 400 agents with familiarity F = 2, i.e. SE13
and SE17, are 99.1 secs and 95.6 secs respectively, which is marginally less than that of experiment SE9. For
experiments using exit configurations EC2 to EC4, the turning point referred to earlier occurs in the experiments
that have 300 agents with familiarity F = 2, i.e. SE14, SE15 and SE16. Thus, it is suggested that having more
agents with greater familiarity with building exits does not necessarily reduce evacuation time. This could be
attributable to the agents with lower familiarity having a significant influence on total evacuation time.
Figure 8 presents the relationship between the number of evacuated agents against time for experiments using
EC1 (Figure 8(a)), EC2 (Figure 8(b)), EC3 (Figure 8(c)) and EC4 (Figure 8(d)). In Figure 8, for each exit
configuration, it can be observed that for experiments with similar evacuation times, the evacuation rate is not
always greater for those experiments in which more agents have greater familiarity with building exits. For
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example, the evacuation time of both experiments SE1 and SE5 is 133.3 secs, which have zero and 100 agents
with familiarity F = 2 respectively. Further, for the first 26 secs, the evacuation rate of both experiments is 1.3
agents/second. Subsequently, for SE1, the evacuation rate increases slightly to 1.5 agents/second until 44 secs
have elapsed, at which time it increases dramatically to 5 agents/second until 102.5 secs, when the rate reduces
to 1.6 agents/second. For SE5, after 26 secs the evacuation rate increases to 5 agents/second until 90 secs have
elapsed, after which it reduces to 1.1 agents/second. Thus, the evacuation rate of experiment SE5, with 100
agents having familiarity F = 2, is greater than that of SE1, with no agents having familiarity F = 2, from 26 to
44 secs. However, the evacuation rate is lower from 90 to 133.3 secs.

Figure 8. Number of Evacuated Agents versus time for (a) SE1, SE5, SE9, SE13 and SE17, (b) SE2, SE6, SE10, SE14
and SE18, (c) SE3, SE7, SE11, SE15 and SE19, and (d) SE4, SE8, SE12, SE16, and SE20
CONCLUSION AND FUTURE WORK

The focus of the ongoing research reported in this paper is agent-based modeling and simulation of emergency
evacuation of a multi-floor building including stairs. In the agent-based model described, the virtual spatial
environment is constructed and represented as a three-dimensional space. In this space, agents are represented as
a projection of three circles and have three attributes, namely body size, speed, and familiarity level. Familiarity
level, ranging from 1 to 2, is used to represent an agent’s knowledge of the exits and staircases in a building.
Each agent selects the exit it will use to evacuate the building from those it has knowledge of and is closest to its
location. The novel contribution of this research is the navigation method for agents to identify the shortest route
to an exit in a building within a complex layout.
Preliminary simulation experiments using a two floor building have been defined and performed to investigate
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the effect on evacuation time of (i) exit configurations, and (ii) familiarity of agents with the building layout. In
assessing the effect of exit configurations for the two-floor building considered, results show that the location of
the main entrance/exit has a significant influence on evacuation time. In addition, having more exits does not
necessarily lead to a shorter evacuation time as the relative locations of the exits also exits has an influence. In
terms of the effect of the number of agents with familiarity of building exits on evacuation time, having more
agents with high familiarity does not significantly reduce evacuation time in most cases for the two-floor
building considered as the agents with less familiarity have a dominant influence on the evacuation time.
The research reported in this paper provides a foundation for a more sophisticated agent-based model to be
developed and more complex scenarios to be considered. In terms of future work, a rich set of social theories
exist regarding individual and social behaviors in emergency situations, from which key elements can be
extracted and organized to be incorporated into the further development of the preliminary agent-based model
presented in this paper. At an individual level, evacuees can make independent decisions based on emotion, past
experience and knowledge. For example, if feeling highly stressed, evacuees are more likely to move quickly or
exhibit aggressive behaviors such as pushing past people and in a hurry (Challenger et al., 2009). Also, based on
past experience and knowledge, people are often reluctant to evacuate via an emergency exit instead preferring
to use the exit with which they are most familiar, typically their entrance and exit route. Social behaviors
involve interactions among evacuees. First of all, in a social group with pre-existing relationship (e.g. families
and friends), group members will prefer to move together as a unit at the same speed and follow the same goals
(Cornwell, 2003; Mawson, 2005; Sime, 1983, 1985). Secondly, interaction among evacuees who are unknown
to each other in the crowd exists. That is, evacuees in a crowd may (1) exhibit coordination, cooperation and
helping behaviors due to a shared identity in an emergency (Drury and Cocking, 2007; Drury et al., 2009), (2)
act rationally and take into account the density around an exit and the distance to an exit simultaneously to
achieve a quicker evacuation (Mintz, 1951; Simon, 1957), (3) show a tendency towards mass behavior, that is to
mimic one another’s actions (e.g. go with the flow), particularly in uncertain and unfamiliar situations (Helbing
et al., 2002) and (4) prefer not to move in the opposing direction to the main crowd flow, even if the direct route
they subsequently choose is crowded (Challenger et al., 2009). Further, a herding phenomenon may lead to
serious congestion and uneven usage of available exits. In a congested area, evacuees may invert their stances to
increase throughput, and thus their shape and size will have an influence. Body-to-body contact regularly occurs
between individuals in a densely-packed crowd, resulting in not just pushing, but also shoving and falling down,
and potentially in trampling and crushing. Finally, evacuees do not exist in isolation but engage in dynamic
interplay with security authorities, such as the police or stewards (Challenger et al., 2009). The occurrence of
security authorities will help normal evacuees respond more effectively (Donald and Canter, 1992). Also in
terms of future work, empirical findings will continue to be explored for calibrating the parameters and
validating the results of the further developed agent-based model. Further, more simulation experiments will be
considered in which the individual and social behaviors vary.
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ABSTRACT

People’s decision of evacuating or not could greatly influence the final losses in fire accidents. In order to study
people’s response under emergent occasions, a fire accident evacuation drill experiment was conducted in an
office building without advance notice. 113 Participants’ response and their decision-making process were
collected by questionnaire survey right after the experiment. In this study, we mainly focused on two aspects of
people’s response, including participants’ evacuate intention and their herding tendency during evacuate decisionmaking. It is found that the classical Expected Utility Theory (EUT) has certain limitation in explaining
individual’s evacuation intention, but the relationship between the expected utility and the evacuation intention
could be represented with a modified model based on EUT. Furthermore, the herding tendency is found to be
different for the two groups of people who intend to evacuate and not to evacuate. People who firstly intend not
to evacuate are more easily to form herding behavior and change their minds to evacuate. Based on these findings,
models of individual evacuation intention and herding tendency for two groups of people are put forward.
Simulation is conducted to investigate the effect of these two changes in people’s evacuation decision-making
process, and results show that they both increase the final evacuation rate, reflecting the majority’s risk aversion
characteristics.
Keywords

Fire Accidents, Evacuation Experiment, Evacuate Intention, Herding Behaviors.
INTRODUCTION

It has been recognized that the bursts of emergencies, like earthquakes and fire hazards, are more and more
frequent in recent years, and they also resulted in great losses every year. Thanks to the development of the
emergency detection technology and early warning technology, it is possible to detect the emergency and
disseminate the warning alarms to target crowds before the emergency creates great losses or even before the
emergency really happens. Corresponding to the development of the authority’s warning processes, the response
of the public after they receive the warnings should also be studied and improved.
According to Lindell and Perry’s Protective Action Decision Model, people’s response processes include
predecision process, protective action decision making and behavioral response. We could roughly combine the
first two processes into one process, so the emergent response processes include decision-making process and the
action taking process (Lindell and Perry, 2012). These two processes interact with each other that people’s each
action is decided by their decision-making process while the result of their action could create new problems for
them to make decisions. By now there are a mass of research focusing on the action taking process, including
problems related to movement speed, faster is slower effect, route choice, and architectural-imposed features
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(Helbing et al., 2000; Haghani and Sarvi, 2016; Ma et al., 2017; Ronchi et al., 2018). And in this paper we mainly
focus on the decision-making process, specifically, how people make their evacuation decisions when facing
emergencies, and how other people’s decision influences their own decision.
Since the middle of last century, the behavioral decision theory is the mainstream to explain people’s decisionmaking process theoretically and many research have applied it to explain individual’s consuming behavior,
investing behavior, government decision-making behavior, people’s emergency response and many other
decision-making problems (Prather and Middleton, 2006; O'Hare and Smitheram, 1995; Stahl and Harrell, 1981;
Maguire and Albright, 2005; Fischhoff, 2010). One of the most flourishing theory is the Expected Utility Theory
(EUT), which explains how people behave themselves with rational sense under uncertainty conditions (Neumann
and Morgenstern, 1944), and many empirical experiments have proved its feasibility and rationality (Smidts, 2000,
Hu, et al., 2012; Pettigrew, 2016), most of which are in economics and financial fields, though some phenomenon,
like the Allais Paradox, Ellsberg Paradox and the transitivity problem in reality could not be perfectly explained
by this theory. In order to make the expected utility theory more fit into our real life and fix the paradoxes
mentioned above, some assumptions in expected utility theory were loosened, like the linear feature and
transitivity hypothesis, generating models like the Regret Model (Loomes and Sugden, 1982).
It is also widely acknowledged that individual’s decision could be influenced by others opinions to some extent.
This influence has been continuously studied by psychologists and sociologists, and among them the herding
behavior is one of the hot issues. By now the herding behaviors have been found in a number of areas and most
of them lie in the field of economics and finance. A few of them put their eyes on the field of emergent occasions,
proving the existence of herding behaviors during emergencies (Altshuler, et al., 2005; Wei, et al., 2014). Recent
years researchers started to investigate herding properties under emergent occasions. Some attempted to discover
the depending factors of herding behaviors, including environmental and personal factors (Lovreglio, et al., 2016).
Some endeavored to look into the condition of the appearance of herding behaviors, like the individual interaction
level and uncertainty level (Chang, 2014; Haghani and Sarvi, 2017). Different qualitative and quantitative models
were brought up based on these findings, including sequential decision model (Banerjee, 1992; Morone, 2012),
informational herding model (Cipriani and Guarino, 2014), and an asymmetric information and Bayesian learning
model (Hott, 2009).
In summary, the Expected Utility Theory and its modified theories are good methods to explain people’s decisionmaking results, but how it could be applied in the condition of people’s evacuation decision-making in
emergencies is still needed to be studied further. On the other hand, the overall generation process and causes of
herding behaviors, and its characteristics and consequences under different conditions also remain unknown to us
all. In order to verify the applicability of EUT to people’s individual evacuation decision-making, and to
investigate the herding properties under emergent occasions, a fire hazard evacuation drill experiment was
conducted and analyzed.
EXPERIMENT DESIGN

The experiment was conducted on December 20, 2018 in Liuqing Building, which is an eleven-storey office
building of Tsinghua university, China. The objects of this fire hazard evacuation drill were all graduate students
who had been working in this office building for more than half years. At about 4.30 p.m., the central control
room of this building issued a fire alarm with explanation “There is a fire accident on the sixth floor of this building.
Please evacuate immediately” without advance notice. It was worth mentioning that the sixth floor was being
decorated and was vulnerable for fire disasters during those days, this fire alarm was reasonable and believable.
All students were told that it was an evacuation drill only after they evacuated out of the building.

Figure 1. Evacuating Scene in the Experiment
After the evacuation drill, a questionnaire was given out to the students in this building in order to collect their
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experiment psychology and behaviors during evacuation. Totally 116 people replied the questionnaire, but 3 of
them were invalid because they did not participate in the experiment.
EVACUATE INTENTION ANALYSIS

The main points of this research are the individual evacuation decision and herding behaviors. The individual
evacuation decision is studied based on the expected utility theory. Totally 76 people intended to evacuate in the
very beginning without being influenced by other people, and 37 people intended not.
The following table describes the payoff matrix of each individual choosing to evacuate and not evacuate under
the circumstances of true alarm and false alarm (Table 1). The variable a, b, c, d respectively represents people’s
gains or losses when the warning is true or false.
Table 1. Payoff Matrix of Evacuation Intention
Payoff

True

False

Evacuate

ai

bi

Not evacuate

ci

di

Since the losses of evacuating should be smaller than that of not evacuating if the alarm is true, it should be tenable
that b > a. For similar reason, we can get c > d. So the following condition is employed in order to exclude invalid
respondents:

b a

1

(1)

c d

1

(2)

So the number of final effective samples decreases to 93.
In this questionnaire the variable p, a, b, c, and d were acquired by a set of quantitative evaluation questions. The
distribution is presented below (Figure 2 and 3). A positive result is that more than half of the respondents
considered the warning reliability to be higher than 80%, which is in favor of the whole evacuation process
management. As for the payoff variables, the variable of b and d are clear that most people’s evaluation on their
losses if they did not evacuate was relatively concordant that most of them considered that if there was a fire and
they did not evacuate, their losses would be very high. If there wasn’t a fire and they did not evacuate, their losses
would be very low. This result was reasonable and appropriate to our common sense. While for the condition that
people chose to evacuate, no matter the warning was true or false, people’s evaluation on their losses were quite
different that almost all zero to ten scores were occupied by several respondents, and broadly the perceived losses
of condition of true warning was slightly higher than that of the condition or false warning. The general
comparison of the average number is: b > a > c > d, which is consistent with the assumption of Equation (1) and
(2).

Figure 2. Distribution of Reliability Evaluation

Figure 3. Distribution of Loss Evaluation

According to the expected utility theory, the expected utility function is given by
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U

p1u ( x1 )

p2u ( x2 ) .

(3)

Let pi (0 pi 1) be the perceived probability of emergency happening of individual i, which means their
perceived warning reliability. So the utility function of each individual i is given by

U i (evacuate)
U i (not evacuate)

pi ai (1 pi )bi ,
pi ci (1 pi )di .

(4)
(5)

So the final expected utility should be

Ui

U i (evacuate) U i (not evacuate)

(6)

Theoretically, people’s individual decision on evacuating or not is decided by the expected utility:

1(evacuate)
Ui
0(not evacute) U i

yi

0
0

(7)

According to the expected utility and their evacuation intention, we classify these respondents into four quadrants
(Figure 4). The first quadrant represents people whose expected utility is larger than 0 and intended to evacuate
and the third quadrant represents people whose expected utility is smaller than 0 and intended not evacuate. The
decision of these two kinds of people is consistent with their evaluation of risk, including probability and loss,
which are the parts that the EUT could explain. The second quadrant represents people whose expected utility is
larger than 0 while intended not to evacuate, and the fourth quadrant represents people whose expected utility is
smaller than 0 but intended to evacuate. Among these four quadrants, the second and the fourth quadrants are
abnormal, and they indicate the feature of risk appetite and risk averse separately. This kind of abnormal
phenomenon occurs only 21% in the positive expected utility group but occurs 43% in the negative group.

Figure 4. Four Quadrants of Expected Utility and Evacuation Intention
The probability of evacuating intention for each utility group is calculated and plotted in Figure 5. The area of the
orange bubbles represents the sample numbers for each utility value. The larger the bubble is, the more samples
we observe in the group. The figure shows that there is a horizontal stage when the expected utility is larger than
3, indicating that when the utility reaches to a certain level, the evacuation intention probability reaches to its
limiting value 1. Considering this feature and that the probability is not linear correlated with expected utility, the
EUT could not perfectly explain people’s evacuation decision-making.
From the figure we can easily filter out the abnormal points whose samples are too small to reflect the reality. It
is found that the remaining points could be relatively well fitting into the Boltzmann function:

y

A2

A1 A2
1 exp ( x x0 ) / dx .

(8)

Due to the missing data of very low expected utility, the result of the fitting parameters is not appropriate enough,
but the shape of the curve is reasonable. The two platforms of the curve represent the two extreme values of the
evacuating probability, and the progressive increasing feature in the middle expected utility section also fits well
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to the data. Theoretically the evacuating probability of the central position should be around 0.5, while there is an
offset for the curve, indicating the risk averse feature of people’s evacuating decision, which is consistent with
with the results shown in Figure 4.

Figure 5. Relationship between Expected Utility and Evacuation Intention
Based on the above results, people’s individual decision of evacuating or not largely depends on their expected
utility, but partially inconsistent due to the risk averse feature and statistical errors. In order to simplify the model,
the Boltzmann function is modified to a piecewise linear function, which is denoted by:

f ( x)

Considering the boundary condition that

A B
x
a b

A
B

Ab aB
a
a b

x

a
x b

(9)

x b .

f ( xmin ) 0 , f ( xmax ) 1 and linear fitting result, the individual

evacuating decision probability could be denoted by Formula 10 and Figure 6.

f ( x)

0
x -6.2
0.09 x 0.56 - 6.2 x 4.9
1
x 4.9 .

(10)

Figure 6. Model of Evacuation Decision-making
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HERDING TENDENCY ANALYSIS

The herding behavior was investigated by an imaginary question. The question was “How many people deciding
not to evacuate could change your mind to stay?” for people who intended to evacuate, and “How many people
deciding to evacuate could change your mind to evacuate?” for people who intended not to evacuate.
Here we refer to Avery and Zemsky’s definition of herding among traders and market makers and define the
herding behaviors of evacuating decision-making under emergent occasions:
Individual i is considered to have had herding behaviors in evacuate decision-making if: (i) initially he intended
not to evacuate (resp. to evacuate); (ii) after knowing the condition that a certain number of people who decided
to evacuate (resp. not evacuating), he changes his mind to evacuate (resp. not to evacuate).
The statistical results of the imaginary questions is shown in Figure 7. It is found that different herding patterns
for these two occasions. The proportion is small for participants who intended to evacuate if they find one or two
people not to evacuate. And then the proportion goes up with the number of people who decide not to evacuate
going up. The proportion reaches to the peak when the number of people not to evacuate reaches to 6 to 8 people
and decreases after that. The decrease tendency might be due to the limitation of total number of participants,
which means if the total population is larger, the tendency would be going up continuously. In addition, almost
40% of them claimed that they would not change their minds no matter how many people decided not to evacuate.
As for people who intended not to evacuate, the tendency changed. In addition to the 16% of people who would
not change their minds no matter how many people evacuating, the number of people changing minds goes down
with the evacuating people going up, and over 30% of people would change their minds when there is only 1 or 2
people evacuating, three times more than people who intended to evacuate. The different tendency for people who
intended to evacuate and not evacuate shows an asymmetric herding tendency for evacuation decisions.

Figure 7. Answers for the Question:
“How many people deciding (not) to evacuate could change your mind?”
An assumption is that this asymmetric herding tendency arises due to the asymmetric expected utility distribution.
In order to verify this assumption, we analyzed the correlation between the people’s propensity of changing minds
and the difference value of their expected utility from the changing point (zero), for both two kinds of people who
intended to evacuate and not evacuate. Results show that there is no significant correlation between these two
variables, indicating the incorrectness of this assumption and the existence of the asymmetric herding tendency
for two groups of people.
Here we use the arrays E and NE to represent the groups of people who intended to evacuate and not evacuate,
and ei and nei to be the individuals in E and NE: E {e1 , e2 , , ei , } NE {ne1 , ne2 , , nei , }
,
.
Since the number of people who evacuating or not evacuating when people change their minds at time t reflects
their herding tendency, we define m(t) as the proportion of people who decided not to evacuate at time t, and n(t)
as the proportion of people who decided to evacuate at time t. So the probability of individual ei changing his
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mind not to evacuate
mind to evacuate

f ( x)(0

g ( x)(0

f ( x) 1) is decided by m(t), and the probability of individual nei changing his
g ( x) 1) is decided by n(t).

Due to the increasing derivative of f(x) and decreasing derivative of g(x), f(x) and g(x) satisfy that:

f (m(t )) 0 , g (n(t )) 0 .

(11)

According to the experiment results, for people who intended not to evacuate, there are about 16% of them
claiming not changing their minds. And for people who intended to evacuate, there are even more people not
changing their minds. So the boundary condition is denoted by:

f (0) 0, g (0) 0 ,
and

f (1)

f inf , g (1)

ginf , where f inf

(12)

ginf .

(13)

So the herding tendency for people who intended to evacuate and not evacuate is shown in Figure 8.

Figure 8. Model of Herding Tendency
According to the questionnaire result, people’s herding tendency have a good fit of goodness over 0.99 with
quadratic function (Figure 9), and the quadratic function also fits well with the characteristics of herding tendency
mentioned above. The function is:

f (m) 0.004m2 0.028m ,

(14)

0.008n 2 0.153n .

(15)

g ( n)

Figure 9. Fitting Result of the Herding Tendency Model
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EFFECT OF THE EVACUATION INTENTION MODEL AND THE ASYMMETRIC HERDING MODEL

In order to evaluate the effect of the different individual decision model and different herding tendency for two
groups of people, a simulation is conducted on Netlogo 5.3.1. Considering that the average number of people in
a room in this experiment is 10 people, the population was set to be 10 in each simulation. Multiple simulation
(10 000) is conducted for each setting in order to eliminate the effect of statistical error and get a stable result.
Figure 10 shows the evacuation rate using the original expected utility theory and the modified piecewise function
for individuals’ evacuation decision making. The conformity level was set to be zero in order to eliminate the
influence of herding. The curve for the expected utility theory is a linear function, which is consistent with our
simulation setting. As for the curve for the evacuation intention curve, it is found to be a little shifted towards the
left side, indicating the risk averse property of the majority. The two ends of the curve create two horizontal stages,
reflecting the existence of thresholds of expected utility for 100% probability of deciding to evacuate or not
evacuate, which is consistent with our findings in Section 3: Evacuate intention analysis.

Figure 10. Effect of the Evacuation Intention Model
Figure 11 shows the different evacuation rate for different herding modes. The linear herding mode means that
people’s herding tendency is linearly dependent on the number of people equally for both people who intend to
evacuate and not to evacuate. The asymmetric herding curve shows the relationship between people’s expected
utility and their final evacuation rate if their herding tendency is non-linear with the number of people deciding to
evacuate or not, like the result in Section 4: Herding tendency analysis. The simulation result of the asymmetric
herding curve is also a little shifted towards the left side, also indicating the majority’s risk aversion property.

Figure 11. Effect of the Herding Tendency Model
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CONCLUSIONS

In order to look into people’s evacuation decision under emergent occasions, an evacuation drill experiment was
conducted and the related data was collected by the method of questionnaire survey.
According to the experiment results, the probability of evacuation intention is not linearly correlated with the
expected utility, indicating the limitation of Expected Utility Theory in explaining individual’s evacuation
decision-making in emergencies. The whole distribution of their evacuation intention reveals a propensity on
evacuating under emergent occasions. Two thresholds are found to keep the evacuation rate staying the value of
0 or 1. Based on these findings, a modified version of the expected utility theory applied to the occasion of
individual evacuation decision-making, which uses the form of piecewise function, is brought up.
Another finding is that the herding tendency of the two groups of people who intended to evacuate and not
evacuate presents different modes. Compared with people who intended to evacuate, people who intended not to
evacuate are more easily influenced by others to change their minds to evacuate, showing stronger herding
tendency. Thus a model describing this asymmetric herding tendency is brought up.
Based on the two models mentioned above, a simulation is conducted to investigate the effect of these two changes
in people’s evacuation decision-making process, respectively the changes of the individual decision-making
model and the asymmetric herding tendency for the two groups of people. The offset of the individual decisionmaking curve and the higher evacuation rate of the curve of asymmetric herding tendency both reflect the risk
aversion property of the whole crowds.
In order to improve the validity of this study, more experiments should be conducted to acquire larger sample size.
Besides, some questions are found in this research: is there any other factor that could exert influence on people’s
evacuation intention except the payoff evaluation discussed in this research? How do people’s herding tendency
change when the total population gets larger? These questions would also be answered in the future study.
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ABSTRACT

Monitoring and evaluation can help organizations involved in disasters learn from their responses to prior events
and improve their performance over time. Using a data set of non-emergency service requests in New York City
(NYC), this paper provides a method to evaluate and compare the performance of local governments in terms of
service request response times after different disaster events. In particular, the proposed method can be used to
compare such performance across divisions or boroughs in a city. To illustrate this, we evaluate the performance
in five of NYC’s boroughs: the Bronx, Brooklyn, Manhattan, Queens, and Staten Island, across seven major
natural disaster events from 2010 to 2012. Our analyses show that Queens and Brooklyn demonstrate better
performance than the other boroughs in almost all of the seven events under consideration.
Keywords

311 Services, Disaster, Municipal Departments, Resilience.
INTRODUCTION

Local governments provide services that are essential for the normal functioning of societies. Maintaining traffic
signal systems, road conditions, and water systems are a few examples of such services. Natural disasters, such
as hurricanes and storms, can significantly impact the volume and delivery of public services provided by
municipalities. For example, in the aftermath of Hurricane Sandy, the New York City (NYC) Fire Department
removed more than 2000 damaged trees from the city (Mcshane 2017). The hurricane also significantly impacted
streets in the city, destroying about 3500 traffic lights and leaving behind 700 thousand tons of debris (Mcshane
2017) that the NYC Department of Sanitation then had to scramble to clean up. With the help of the United States
Army Corps of Engineers, the cleanup process in NYC extended to all hours of the day and involved hundreds of
trucks, river barges and tugboats (Lipton & Semple 2012). It can take months for some municipalities to resume
their normal level of services. For example, debris removal after hurricane Irma took more than three months for
cities in South Florida (Swisher 2017).
As natural disasters are expected to grow in size and number, local governments should be prepared to face and
learn from such events. Monitoring and evaluation of performance, in such situations, is an essential step to learn
from past experiences and improve future responses to disasters. In this study, we propose a new metric to evaluate
performance of municipalities in providing public services after disasters, based on 311 service center requests.
Many communities across the United States and Canada, including NYC, Boston, Houston, Los Angeles, Miami,
and Toronto, have so-called 311 information systems in place that allow their citizens to make official requests
for non-emergency municipal services, such as fixing a broken street light or repairing a leaking fire hydrant.
Similar to 911 systems that are used to report emergencies, these 311 systems provide a single point of contact
through which all different types of relevant services may be requested from the city. Access to this functionality
is typically provided through a variety of different methods, such as an easy-to-remember phone number (311), a
smartphone app, text messaging, and a website, 24 hours a day, 7 days a week, and 365 days a year. In this study,
we focus on 311 service requests received by NYC since NYC has experienced several disaster events during the
past decades. The proposed metric can be used to evaluate and compare the performance of different boroughs
across NYC and with respect to different events.
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In the following sections, we first briefly summarize the related literature. Next, we introduce our dataset: service
requests received by the NYC 311 service center from June 2009 to July 2013. We then calculate the response
time for the different service requests and provide our new metric: degrees of response time elevation. We use the
proposed metric to compare the performance of NYC municipalities across seven major events. Finally, we
provide a summary of findings and discuss future research directions.
LITERATURE REVIEW

Monitoring and evaluation is a quality improvement process which can be used by organizations involved in a
disaster response to track, measure, and improve performance (Gossip, Gouda, Lee, et al. 2017). The process
helps organizations learn from prior responses to disasters through identifying their weaknesses and strengths.
However, extant research shows that organizations do not always learn their lessons from past disasters (Gossip,
Gouda, Lee, et al. 2017; Savoia, Agboola & Biddinger 2012). For example, Savoia et. al (2012) observed that the
same types of problems, such as confusion in roles and responsibilities, consistently occur during public health
responses to different types of incidents. One potential obstacle in the process of learning from prior disasters is
the challenge of designing a metric that can be used to evaluate and compare the performance of an organization
across different events. Our study takes on this challenge by proposing a new metric to evaluate the performance
of municipalities using service request response times, as calculated from the 311 data.
Due to the availability and large volume of 311 data, many researchers have used this valuable resource to study
the engagement and experience of citizens, and the performance of local governments over the past few years.
For example, Chatfield and Reddick (2018) used 311 data from Houston to study the relationship between
customer agility and public value creation. They observed that simply adapting information technology platforms
is not enough to create customer agility capabilities. O’Brien et al. (2016) used a sample of 311 users from Boston
to study motivations of constituents to participate in coproduction of public services. Hartmann et. al (2017)
studied 311 data of three big metropolitan areas and concluded that delivery of government services has improved
in recent years after the development of such systems.
Although most of the available research on 311 data considers local governments’ day-to-day operations, a few
researchers have also studied the performance of local governments during disasters. Zobel et. al (2017 and 2018),
for example, considered the number of service requests made during several major events in NYC and developed
a metric to compare the relative performance of different departments in NYC. Zobel and Baghersad (2020) used
a similar dataset to evaluate the relative resilience of the New York metropolitan area to different natural disasters
across multiple dimensions. In this paper, we use the response time associated with each service request to evaluate
the performance of local governments after different disasters. We believe that the response time of service
requests provides a better overview of performance of local government in fulfilling their residents’ requests. To
the best of our knowledge, it is the first time that the response time of service requests is used to evaluate and
compare the performance of local governments after disasters.
DATASET

New York City, which was one of the first metropolitan areas to establish a 311 system (NYC311), makes all of
its 311 data available through the NYC Open Data initiative (https://opendata.cityofnewyork.us/). This system
received over 120 million service requests between 2003 and 2012, and each unique service request in the dataset
consists of attributes such as created date and closed date of the service request, the name of the agency and the
borough that the service request is related to, and the type of service/complaint (see Table 1 for a description and
example of some of the most important attributes).
Table 1. Most important attributes of NYC 311 service requests

Attribute name

Description

Example

Unique Key
Created Date
Closed Date
Agency Name
Complaint Type
Borough
Latitude
Longitude

Unique identifier of the service request
Date and time the service was requested
Date and time the service was closed
Specific agency name
Category of complaint type
Borough of incident location
Latitude of incident location
Longitude of incident location

15661795
2010-01-05 13:12:53
2010-01-06 11:40:00
Department of Transportation
Street Condition
BRONX
40.827739999999999
-73.850049999999996
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As the basis for the analysis below, we downloaded all 311 service requests made in NYC between June 2009 and
June 2013. Table 2 shows the top 20 complaint types, and their respective agencies, for these requests. Since not
all of these complaint types are necessarily correlated with disaster events, we chose to further consider only
service requests related to the Damaged Tree complaint type. Damaged Tree complaint type is between top 20
complaint types and our initial analyses showed that it is one of the service requests most effected by disaster
events. We then removed service requests without a closed date, without a geo location id, or with a created date
greater than the closed date. This reduced the total number of service requests in our data set to 107638. Finally,
in order to focus on the performance during and after disaster events, we selected seven different major natural
hazards that impacted NYC between 2010 to 2012 (Table 3).
Table 2. Top 20 complaint types and their respective agencies

Complaint type

Agency

Heating

Department of Housing Preservation and Development

General Construction

Department of Housing Preservation and Development

Plumbing

Department of Housing Preservation and Development

Noise - Residential

New York City Police Department

Paint - Plaster

Department of Housing Preservation and Development

Street Condition

Department of Transportation

Nonconst

Department of Housing Preservation and Development

Street Light Condition

Department of Transportation

Water System

Department of Environmental Protection

Blocked Driveway

New York City Police Department

Sewer

Department of Environmental Protection

Electric

Department of Housing Preservation and Development

Damaged Tree

Department of Parks and Recreation

General Construction/Plumbing

Department of Buildings

Dirty Conditions

Department of Sanitation

Noise

Department of Environmental Protection

Building/Use

Department of Buildings

Traffic Signal Condition

Department of Transportation

Illegal Parking

New York City Police Department

Sanitation Condition

Department of Sanitation
Table 3. The seven disaster events

Event
2010 Nor'Easter
Brooklyn / Queens tornadoes
N. American Blizzard
Hurricane Irene
Major Snowstorm
Hurricane Sandy
2012 Nor'Easter

Date of Event
13-14 Mar. 2010
16 Sep. 2011
25-27 Dec. 2010
28 Aug. 2011
31 Oct. 2011
29 Oct. 2012
7 Nov. 2012
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Figure 1. Number of Damaged Tree service requests over time

Figure 1 illustrates the number of Damaged Tree service requests received each day, for the time period over
which we collected our data, along with the dates of the seven distinct disaster events. It is easy to see that the
number of Damaged Tree service requests was higher than normal during each of these events, with the sole
exception of the North American Blizzard of late 2010.
ANALYSIS

In order to analyze the service response performance of municipalities during and after each of the disaster events,
we first calculate response time as follows:
Response time = service request closed date – service request created date

(1)

This variable, which is measured in days, shows how responsive municipalities are in fulfilling the requested
service. The average Damaged Tree response time across the entire data set is 50 days (see Table 4). Although
the third quartile is 15 days, the maximum response time is 1978 days, which shows that the response time
distribution is highly skewed to the right. We therefore removed any response time greater than 365 days in order
to account for outliers. Figure 2 shows the resulting distribution of Damaged Tree response times.
Table 4. Summary of Damaged Tree response times

Count

Mean

Std

Min

Quartile 1

Quartile 2

Quartile 3

Max

107580

50

160.83

0

1

5

15

1978

Figure 2. Distribution of Damaged Tree response time after removing response times greater than 365
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Figure 3. Number of Damaged Tree service requests and average response time per day over time

In addition to the response time per request, we also calculated the average response time per day. Figure 3
provides both the number of service requests per day and average response time per day, over time. This clearly
shows that, relative to the other events, the average Damaged Tree response time decreased significantly after
Hurricane Sandy, perhaps due to the extensive help received from the federal government after Sandy. Figure 3
also shows that the response time after Brooklyn/Queens tornadoes was significantly higher than normal. It is also
interesting to note that average response time surges lag the event. This is expected since services are usually
suspended during the event. The Brooklyn/Queens tornadoes is an exception, as it is a short duration event, so
the surge occurs immediately after the event.
To compare the overall performance across the seven events, we calculated the average number of service requests
per day and the average response time per request for a period of 29 days, from one week before to three weeks
after each event, using formulas 2 and 3, accordingly:
Average number of service requests per day = total number of service requests during the 29 days / 29

(2)

Average response time per request = sum of response times during the 29 days / total number of service requests

(3)

Figure 4 subsequently provides the average number of service requests per day together with the average response
time for each of the seven events. This shows that although NYC received a higher number of Damaged Tree
service requests during Hurricane Sandy and the 2012 Nor’easter, the average response times during these events
were significantly lower than the response times during the Major Snowstorm of 2011, Hurricane Irene, and the
Brooklyn/Queens tornadoes.

Figure 4. Average number of service requests and average service time for the seven events
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It is important to note that although Figure 4 provides a summary of the performance associated with different
events, it does not provide a direct comparison between them, which can be problematic. For example, the average
response time associated with Hurricane Sandy is slightly higher than the average response time during and after
the North American Blizzard. However, considering the higher number of service requests during Hurricane
Sandy, we can conclude that the performance during Hurricane Sandy was better than that during the Blizzard,
keeping in mind both the volume of service requests and the response time.
To deal with this issue, we propose to compare the different results based on a new measure: the slope of the
straight line from the origin to each event-specific point in Figure 4. The slope is calculated based on the average
response time divided by the average number of service requests per day. Therefore, slope is a proxy for
responsiveness of a municipality in fulfilling its residents service requests. A lower value of the slope means a
lower response time when the number of service requests is fixed, or in other words a higher responsiveness. In
support of this, Table 5 summarizes the average number of service requests per day, the average response time,
and the calculated slope for each event. Since the slope can achieve any positive value in this context, we converted
the slope amounts into degrees of elevation from the horizontal axis: degrees = tan-1(slope). Because both the
average number of service requests per day and the average response time are positive, degrees can take on any
value from 0 to 90, where 0 represents the ideal performance.
Based on Table 5, the performance of NYC municipalities during the 2012 Nor'Easter and Hurricane Sandy was
better than the performance during other events. The worst instances of performance are related to the North
American Blizzard and the Major Snowstorm. This is particularly interesting since we did not observe a significant
increase in the number of service requests during the North American Blizzard.
Table 5. Summary of performance measures during the seven events

Average number of
service requests per day
2010 Nor'Easter

123.86

Average
response time
15.65

Brooklyn/Queens tornadoes

306.45

42.10

0.14

7.82

9.82

11.46

1.17

49.41

Hurricane Irene

276.07

38.69

0.14

7.98

Major Snowstorm

80.93

42.05

0.52

27.46

Hurricane Sandy

947.90

15.27

0.02

0.92

2012 Nor'Easter

717.45

10.02

0.01

0.80

N. American Blizzard

Slope

Degrees

0.13

7.20

Comparing Performance of Different Boroughs

NYC consists of five county-level administrative divisions, known as boroughs: the Bronx, Brooklyn, Manhattan,
Queens, and Staten Island. We can also extend our analysis to compare the service performance across these five
boroughs. To this end, we first calculated the average number of service requests and the average response time
for each borough, using formulas 2 and 3. Figure 5 shows the combined results for each borough and each event,
and it provides several interesting observations. In order to compare the performances across the boroughs and
events, we used the K-Means clustering method to divide the performances into six clusters. The clusters are
shown with dashed rectangles in Figure 5. Cluster 3 (c3), which includes the performance of Queens in Hurricane
Sandy and also in the 2012 Nor’Easter, shows the best performances. The worst performance belongs to cluster 6
(c6), which includes Manhattan’s performance in Hurricane Irene, the Major Snowstorm, and the
Brooklyn/Queens tornadoes, and Queens’ performance in the Major Snowstorm.
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Figure 5. Average number of service requests and average service time for each borough and each event

We also calculated the degrees of elevation for each event in each borough. Table 6 gives the results of this,
where the best and the worst results for each disaster event are highlighted in green and red, respectively. As can
be clearly seen, the performance is best in Queens and Brooklyn, and it is worst in the Bronx and in Manhattan in
three out of seven events each.
Table 6. Performance of boroughs based on the degrees of elevation

Bronx

Brooklyn

Manhattan

Queens

Staten Island

2010 Nor'Easter

86.28

17.42

87.15

17.13

18.39

Brooklyn/Queens
tornadoes

88.18

13.69

86.07

11.67

71.4

N. American Blizzard

75.83

76.82

79.7

61.16

88.5

Hurricane Irene

87.54

10.01

79.83

18.62

46.92

Major Snowstorm

79.15

30.49

72.75

75.21

45.9

Hurricane Sandy

15.43

2.49

52

1.92

6.24

2012 Nor'Easter

19.13

3.76

56.71

1.27

8.01

CONCLUSIONS AND FUTURE WORK

Local governments are responsible for providing public services that are essential for the normal functioning of
societies. Natural disasters may significantly increase demand for these public services. Local governments should
be prepared to continue delivery of such services even in case of natural disasters, and the monitoring and
evaluation process can help governments to learn from prior disasters and improve their performance over time.
This study developed a new method, based on the data available from 311 service centers, to evaluate the
performance of municipalities during different disaster events. Using the NYC 311 dataset, we specifically
assessed the performance of municipalities in NYC across seven different events between 2010 and 2012. Our
results show that the NYC municipalities actually had better performance during Hurricane Sandy, although this
event resulted in higher demand for public services compared to the other six events. We also evaluated the
performance of individual NYC administrative divisions (boroughs) across the seven events. The results show
that two of five boroughs in NYC had better performance than the other boroughs in almost all considered events.
Our preliminary work in this paper can be extended in a number of different ways. First, in this paper, we evaluated
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the performance of boroughs without considering their available resources and budget. Although one borough
may not have the best performance, its efficiency can be better than others considering its available resources and
budget. Therefore, incorporating available resources and budget in evaluating performance can be one of the
interesting future directions. Next, we measured the performance of municipalities based on response time.
However, response time only shows one dimension of overall performance of municipalities. Other metrics of
performance, such as quality of service, should also be considered alongside of the response time when evaluating
overall performance of municipalities to disasters. Furthermore, in this study, we only considered response time
related to Damaged Tree service request. It is possible that municipalities have different performance if we
consider other complaint types correlated with disasters. Finally, different administrative divisions may have
different organizational structures. Another interesting extension would be to evaluate the impact of organizational
structure on performance of divisions.
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ABSTRACT

Emergency Call Centers (ECCs) can be considered as the starting point of the pre-hospital emergency medical
system. Although, ECCs exist everywhere, their business processes and their performance levels differ from one
place to another, even sometimes in a same country. By definition, users expect a high level of performance,
particularly regarding the waiting time and the processing time of the calls. Additionally, ECCs might have
difficulties to manage sudden rise of activities following disasters impacting huge number of victims for instance.
To support ECCs in their continuous improvement steps, this paper suggests an innovative framework and its
associated tools to support both diagnosis of current organizations and enhancement of their performance.
Concretely, the proposal is data-driven and simulation oriented. First experiments are shown in order to
demonstrate the potential benefits of such an approach. Avenues for further research are also discussed.
Keywords

Emergency Call Center, Performance, Simulation, Data-Driven, Continuous Improvement, Organization.
INTRODUCTION

Emergency Call Center (ECC) is a critical component of the response chain in case of emergency. In all countries,
ECCs must be reactive and efficient in their business processes. For instance, as shown by Meah (2008), the
waiting time cannot should not be upper than 20 seconds in the USA or 60 seconds in France. Unfortunately,
recent events have shown that some ECCs are not able to reach these goals. As an example, in France, a recent
study about the responsiveness of French ECCs, Vincent (2018) demonstrated that 15% of calls were not picked
up. Additionally, this study showed that 80% of the ECCs did not respect the minimum quality requirement of
99% of calls picked up by less than 1 minute. Additionally, in various places, ECCs have to cope with a significant
increase of the calls due to population growth, generalization of automatic calls or launching of additional services
(such as duty consultations during the night). As they do not have a proportional increase of means, and as their
current organizations do not seem to work properly, numerous ECCs are working on continuous improvement
steps in order to r-engineer their organizations to get better performance results. But as ECCs organizations can
differ significantly from one to another, even within the same country, supporting such a step is not so easy. As a
consequence, this ongoing research work tries to fill this gap by developing a dedicated framework and set of
accurate tools to support efficiently ECCs’ continuous improvement approaches.
The remainder of the paper is divided into 4 sections. First, a brief literature analysis about the topic is suggested
in order to position the research statement and give insights about existing contributions and current practices.
Second, the proposal is developed highlighting the overall approach and the different tools that should be used for
each step. Third, first parts of the real application case that is ongoing is presented. Fourth, some conclusions and
research perspectives are discussed.
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BACKGROUND
ECCs’ Typologies

ECCs differ a lot from a country to another (Sikka and Margolis, 2005). Basically, some are doctor-based, like in
France, where the emergency chain brings the doctor to the beneficiary (“stay and play”) (Hodgetts and Smith,
2000). A key feature of this systems is to have a doctor at each step of the process, starting with the management
of the calls. In such a system, there is a different call number per need. For instance, in France again, 15 is
dedicated to medical emergencies while 18 is for fire emergencies and 17 for police emergencies. Each one has
its own call-center with its own call-takers, dispatchers and operators. At the opposite, countries like the USA has
a unique emergency number (i.e. 911) and try to send relief means to the beneficiaries as fast as possible (“scoop
and run”) (Devlin, 2006). In such a system, qualification of the needs is made when the relief team arrives on site.
More globally, as shown by Petitdemange et al. (2019), each ECC can be characterized by 6 main features which
are: (i) universal if the number is unique like in the USA or specialized if there are several numbers like in France
for instance; (ii) “scoop and run” or “stay and play” philosophy as the goal is to take the patient to the hospital as
fast as possible for the former while the latter brings hospital care facilities to the patient; (iii) dedicated callplatform (i.e. firemen, police, hospitals) or mutualized call-platform between different emergency services; (iv)
emergency-oriented and/or advising-oriented as some countries use same ECCs to manage true emergencies and
advice to people when some regular services are closed during the night or weekends for instance; (v) sorting or
not sorting of phone call queues as calls are managed in a first come, first served mode during all the process of
the call or calls are prioritized after being picked up depending on the severity; and (vi) dedicated or generalist
human resources, notably regarding triage and care services which can be made by the same person or divided on
different persons. Based on them, it is possible to qualify the type of ECC.
Whatever the combination of these feature is, the overall business process will be quite similar and is mainly
composed of 6 phases as mentioned by Petitdemange et al. (2019). When a beneficiary is dialing an emergency
number, then the call is transmitted to the nearest ECC, where a call taker picks it up and transfers it to a call
dispatcher for treatment. Based on this analysis, (s)he will make a decision to send or not relief means to the
beneficiary. If a positive decision has been taken, then responders will go the beneficiary before (s)he goes to the
hospital.
As a consequence, we can notice the expected framework and its associated tools should be able to consider all
the variety of ECCs’ organization to be relevant and usable.
ECCs’ Performance Objectives and Measurements

As the objective of this research work is to enhance the performance of ECCs, it seems interesting to have a look
on existing Key Performance Indicators (KPIs) that are mainly used in ECC context. According to Passmore and
Zhan (2013), the main ECC KPIs are “waiting time before picking up” and “total time of treatment of the call”.
They also indicate that ECCs should measure a ratio that expresses the number of calls served in the respect of
legal requirements on the total of incoming calls. This can be labeled as “quality of service” ratio. Authors such
as Robinson and Morley (2006) have proposed to add an evaluation of the “beneficiary satisfaction” ratio to know
their contentment following their care.
Penverne et al. (2017) indicate that in addition to the previous KPIs, ECCs should also consider the efficiency of
the organization by measuring the “utilization ratio” of human resources. This is a critical issue, particularly in a
context of healthcare domain where financial resources are generally scarce. Robinson and Morley (2006) also
studied that performance dimension and suggested to measure a “productivity ratio”.
Additionally, Dai and He (2010) have shown that in such a context, a significant number of incoming calls are
interrupted before being picked up by the call taker. This can notably be explained by false numbering, hoax
attempts or voluntary abandon following a too long waiting time for instance. As a consequence, these authors
suggest considering “abandon ratio” and its statistical distribution as a major KPI for assessing the ECC
performance. This seems to be a critical point to avoid considering all these calls as weaknesses.
Even if literature studied several performance dimensions in ECC context, authors like Zhou and Soman (2003)
or Song et al. (2014) have demonstrated that all those KPIs are more or less time related. Actually, they indicated
that reducing waiting- and lead-times contribute to save lives, to increase beneficiary satisfaction, and reduce
inclination of people to leave the queue (abandon).
As a consequence, we can remark that the expected framework and its associated tools should be able to consider
various KPIs, but time-related one are the most important ones in the context of ECCs.
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Existing Methodologies and Tools for Enhancing ECCs

Several research works have been developed in the literature to improve the performance of ECCs. Huge majority
of these works related to the optimization of the resources committed from the processing of calls (Goldberg et
al., 2019; Haque et al., 2017). Others like Gans et al. (2003) have tried to enhance the organization by reducing
the costs and the waiting times through staffing optimizations. Koole (2002) on his side has worked on
polyvalence of agents to better assign the calls to them, and as a consequence, minimizing the waiting times.
Garnett et al. (2002) have developed an Erlang-A model able to include abandoned calls and some user behaviors
such as his/her patience capability to wait in the queue. Within a similar ambition, other research works such as
Brown et al. (2005), Robbins et al. (2010) or Gans et al. (2010) have developed models based on Erlang or Queuing
theories to improve the ECCs performance.
However, as noticed by Gans et al. (2003), all these studies are based on strong assumptions that are questionable.
Typically, they consider that all callers have the same behavior, mainly using a Poisson inter-arrival process. They
assume that processing times are uniformly distributed, following mainly a log-normal distribution or in very few
cases an exponential distribution (van Buuren et al., 2017). Last but not least, they consider that all the ECCs’
human resources are identical, implying a same routing of call processing.
As shown by Petitdemange et al. (2019), these assumptions dot not fit with a majority of ECCs, particularly in a
crisis situation when the system needs to handle sudden spikes in calls. They noticed that the most important stake
for ECCs is to re-engineer their organization in order to optimize their responsiveness in a context of normal and
crisis situations.
As a consequence, the research statement can be defined as followed: how to re-engineer ECC’s organizations
considering the reality of their business, including variety of resources, variety of processing times and variety of
incoming calls?
PROPOSAL

Our contribution is a global framework able to support the process of performance improvement of ECCs. Each
phase of this framework embeds a set of concrete tools in order to facilitate the continuous improvement step.
Basically, the proposal is composed of five main phases as shown in Figure 1.

Phase 1: ECC
data
gathering

Phase 2: ECC
process
mapping

Phase 3: ECC
digital
modeling

Phase 4: ECC
organization
al
experiments

Phase 5: ECC
organization
al
recommend
ations

Figure 1. Framework proposed

ECC data gathering

This phase consists in collecting and cleaning qualitative and quantitative data from the studied ECC(s).
Regarding the quantitative ones, they should be extracted from the legacy systems that are used to manage the
telephony of the ECC(s). There is a potential difficulty here regarding the different data structures that can exist
from one ECC to another. However, the idea is to aggregate the data in order to get a single “event log file”
composed of the following attributes: (i) label of the event, (ii) timestamp, (iii) identification number of the event
(unique), (iv) identification number of the resource performing the event (unique), (v) number dialed by the caller
to access to the ECC.
Regarding the qualitative ones, they should be extracted by interviewing the practitioners. The objective consists
in having a global vision of the organization in terms of types of resources that are used, main activities that are
processed, incoming flows that are managed. This should be helped to better understand the business and
behaviors of the ECC(s) in order to make sense to the whole study. Depending of the complexity of the ECC(s),
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this information might be formalized through a dedicated business process language such as Business Process
Modeling Notation (BPMN) or Flow Diagrams. Last but not least, this step must allow identifying the rules of
prioritization that exist to manage the calls. This is generally associated to a level of severity and it issued to
prioritize the type of resources used, and potentially, to prioritize the calls with each other. This point will be a
critical issue for the following.
ECC process mapping

A call process is a sequence of waiting and processing times, that can be managed by a single resource of a set of
different resources. This phase consists in mapping all the call processes that have been occurred during a
significant period of time in order to establish an accurate knowledge of the existing ECC(s). To do so, we suggest
using a Process Mining technique as mentioned by van der aalst (2011). This technique allows transforming the
“event log file” constituted during the Phase 1 into an accurate map of flows, including all steps and times for all
types of processes. Eventually, this map can be studied at different granularity level depending of the needs.
ECC digital modeling

This phase focuses on the design, the setting and the validation of a model that represents the ECC(s)’ behaviors,
processes and flows. The objective is to get a digital model of the studied ECC(s) in order to experiment potential
organizational evolutions of it/them. In this research work, inspired by the research works of van Buuren et al.
(2017, Haque et al. (2017) or Goldberg et al. (2019), we suggest using a discrete event simulation approach to
support this phase instead of pure mathematical queuing models as ECCs are generally managed by various and
heterogeneous categories of resources. Additionally, organization alternatives based on multi-sourcing ECCs or
multi-skilled resources might be difficult to assess through a pure queuing model.
Classically, the approach consists in implementing the discrete event simulation model, directly from the map of
flows defined in Phase 2, and by including the business rules identified in Phase 1. This model has then to be
calibrated in order to be sure that it is representative of the reality. It means that the outputs of the simulation
model – considering the real profile of incoming calls extracted from the Phase 1 – must be very close to the real
outputs noticed on the field (a test of Pearson might be used to objectively make this comparison). It also means
that the profile of incoming calls should be studied in order to identify a distribution law that would be used to
generate potential evolutions on the demand (spikes…) in a realistic way. Globally, the validation of the model
should be done by using a correlated inspection approach as suggested by Law and Kelton (2000).
The developed model must be able to measure the performance of the ECC regarding the different KPIs identified
in the Background section. Notably, the discrete event simulation model has to deliver results regarding the
waiting and processing times on one hand, and resource utilization ratio on the other hand.
ECC organizational experiments

This phase is about the definition of the experiment plan we want to study. Typically, this can consider scenarios
such as:
Collaboration between several ECCs to manage spikes of calls;
Collaboration between several ECCs to manage all calls;
Specialization of resources depending of activities to process (inputs versus outputs calls for instance);
Means’ mutualization of means between different ECCs;
Polyvalence development of human resources;
Change of prioritization rules for queuing management at each stage of the whole process;
Once those scenarios are defined, they have to be simulated in order to get an objective evaluation of their
consequences regarding the KPIs defined previously.
ECC organizational recommendations

This last phase consists in analyzing the results from the experiment plan regarding the defined KPIs. A set of
comparing criteria has to be set up accordingly to practitioners’ expertise in order to support decisions and make
recommendations to implement in real conditions.
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ONGOING ILLUSTRATIVE CASE
Rapid case description

Experiment is developed on a French ECC characterized by several numbers to reach the center (15, 112 or 3966),
no triage for managing the queue, a “stay and play” organizational mode, and a set of dedicated resources (i.e. not
multi-skilled). This ECC manages both medical emergency calls and general medicine calls, mainly during nights
and weekends.
Proposal application

Phase 1: ECC data gathering
The study started in 2018 and a dataset of a month was gathered from the telephony system of the ECC
(corresponding to approximately to a 7,000 “event log file”). From this extraction, we were able to identify the
profile of incoming calls as shown on Figure 2 (for one day).

Figure 2. Profile of calls for one day

Additionally, we made practitioners’ interviews and observations on site during 3 shifts in order to qualify how
the process run and to identify the rules of resource management on one hand, and of prioritization on the other
hand. Figure 3 and Figure 4 illustrate these through a BPMN and a Flow Diagram representation.

Figure 3. Example of BPMN resulted from the interviews and observations

WiP Paper – Analytical Modeling and Simulation
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

222

Petitdemange et al.

Enhancing Emergency Call Centers’ Performance

Figure 4. Example of Flow Diagram resulted from the interviews and observations

In this case, call operators who answer the calls and set the level of severity and physicians are the used resources.
In the following we consider Emergency call Operators (ECO) and Medicine Call Operators (MCO) for general
medicine calls. Once a call is answered by a CO it is transferred to an Emergency Medical Regulator (EMR) or a
General Medical Regulator (GMR) who are both Physicians. The calls have three different severity levels: S=1
for calls which need a diagnosis by an EMR, S=2 for calls which need a diagnosis by a GMR and S=3 for calls
which need only a piece of advice. At this stage, the data are completed with the skill of the resources. The noticed
distribution is like mentioned on Table 1.
Table 1: Call severity repartition between incoming flow

ECC

Severity Emergency

General Medicine Diagnosis

1

20.2%

1%

2

0.5%

16.7%

3

79,3%

82.3%

Phase 2: ECC process mapping
During this phase, we applied a Process-Mining approach on the data set we gathered from Phase 1. It results the
mapping shown on Figure 5. This mapping indicates the median duration between events, and the number of
occurrences for each activities’ path. Time between two events corresponds to either a waiting time or a
communication time with one resource from the ECC.
EventRinging – Event Established: waiting time between the call arrives and when pick it up.
Event Established – (EventHeld OR EventReleased OR): communication time that can vary function of
the skills that are used (qualification, regulation, etc.).
Event Held - (Event Retrieved OR EventReleased): waiting for another activity.
Event Retrieved -Event Released: communication time.
EventReleased-EventPartyChanger: instananeous event which means that the call is picked up by a first
resource and directly transmitted to a second one.
ReventPartyChanged -EventReleased: communication between the second resource (generally a
physician) and the caller before the end of the call.
The main benefit of this step consists in getting accurate parameters for the discrete event simulation model to
be implemented in the following phase.
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Figure 5. Obtained Process Mapping

Phase 3: ECC digital modeling
The discrete event simulation model was developed on Witness® software. The incoming calls were based on the
profiles’ analysis briefly described on Figure 2. The model was set up accordingly to the parameters extracted
from the real dataset preprocessed through the process-mining step executed in Phase 2. The model was calibrated
by comparing the simulated outputs with the real ones through a Pearson Test. We obtained the value of 95% on
this test and considered that the model was valid. Figure 5 shows a screenshot of the discrete event simulation
model developed.
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Figure 6. Screenshot of the discrete event simulation model developed.

Phase 4: ECC organizational experiments
During this phase, we decided to focus on an unexpected spike of demand – ten times as many calls in the 8-9 pm
– following a crisis (huge car accident, terrorist attack, etc.). The experiment scenarios were:
Scenario 1: the baseline, considering normal demand and 2 dedicated resources, one for emergency calls,
one for generalist calls.
Scenario 2: crisis scenario considering the spike of demand and the same organization.
Scenario3: crisis scenario considering the spike of demand and multi-skills resources.
Scenario 4: crisis scenario considering the spike of demand, multi-skills resources and one additional
resource available on-demand who can come from another ECC.
Phase 5: ECC organizational recommendations
The results of the simulation are given on Table 2. KPIs that have been used for this assessment where the Quality
of Service (QS) ratio defined as the number of calls answered within x seconds on the total of calls received. In
this case, we considered QS20 and QS60, with an objective of 95% and 100% respectively. Additionally, we also
measured the time to recovery (i.e. time to answer all the calls and to come back to a normal situation), in order
to estimate the resiliency capability of the ECC.
Table 2: Simulation Results

Scenario
S1
S2
S3
S4

Max WT
00:09:35
01:05:48
00:21:36
00:03:43

QS20
61%
45%
72%
83%

QS60
72%
54%
75%
87%

TtoR
02:07:00
01:06:57
00:35:30

It appears that the existing organization of this ECC fails to get the “normal” objectives of QS20 and QS60. It
highlights that the existing resources are probably not sufficient and/or not well organized regarding the
performance objectives. Different actions should be studied in order to improve the nominal performance of this
ECC like for instance: additional resource, development of the multi-skills resources, mutualization with another
ECC, etc.
Regarding the second scenario, results are logically worst. The simulation demonstrated that in case of crisis the
current organization will have huge difficulties to answer to all beneficiaries in a reasonable amount of time.
Particularly, the time to recovery is particularly high, with more than 2 hours to go back to normal. Scenarios 3
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and 4 demonstrate that multi-skills resources allow improving a lot the ECC organization by increasing of 27%
QS20 and of 21% QS60. It means that this improvement axis is probably very relevant for this ECC. Working on
collaboration by using additional resource on demand, also appears particularly relevant by allowing to win 11%
and 12% on QS20 and QS60 respectively.
Obviously, the purpose of this case is not to focus on the improvements of this specific ECC but to demonstrate
that such a proposal can be useful for supporting the organizational improvements of ECCs.
CONCLUSION AND FURTHER RESEARCH

Emergency Call Centers (ECCs) are critical, heterogeneous and complex organizations that often perform not
optimally. There is a need for them to engage some continuous improvement steps, and consequently there is a
need for dedicated decision support systems. The current research work develops a contribution to fill this gap
through a 5-phases framework and its associated tools. This framework is data-driven and use discrete event
simulation technique as a backbone to ensure accuracy and relevancy on the analyses and recommendations. The
paper also develops a brief ongoing real case to highlight the usability of the framework. Obviously, this research
work remains in its infancy and there are still many avenues for improvement. Notably, the authors would want
to extend significantly the experiments in order to better assess the benefits and limits of the proposal. Particularly,
the authors would want to study more precisely the expected impact of multi-skills resources and ECCs’
collaboration and/or mutualization.
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ABSTRACT

During emergencies, it is often necessary to evacuate vulnerable people to safer places to reduce loss of lives and
cope with human suffering. Shelters are publically available places to evacuate, especially for people who do not
have any other choices. This paper overviews emergency shelter planning in disaster mitigation and preparation
and discusses the need for better responding to people who need to evacuate during emergencies. Recent
evacuation studies pay attention to integrating social factors into evacuation modeling for better prediction of
evacuation decisions. Our goal is to address the impact of social behavior on the sheltering choices of evacuees
and to explore the potential contributions of including social network characteristics in the decision-making
process of authorities. We present the shelter utilization problem in South Carolina during Hurricane Florence and
discuss an agent-based modeling approach that considers social community structures in modeling the shelter
choice behavior of socially connected individuals.
Keywords

Evacuation Planning, Sheltering, Simulation, Social Network, Group Behavior.
INTRODUCTION

Emergency evacuations occur more often than many people realize, as a result of a variety of natural or man-made
disasters each year (CDC, 2012). FEMA records that every year hundreds of times, many people face evacuation
due to hazardous substances released from transportation and industrial accidents; the frequency is even higher
for more common issues such as fires and floods. Furthermore, almost every year, people living along the Gulf
Coast and along the Atlantic Coast are forced to evacuate due to hurricanes (FEMA, 2004). As a result, just before
a hurricane makes landfall authorities need to decide which shelters will be opened and what their capacities
should be, who should be told to evacuate, the timing of the evacuation orders and the method of disseminating
that information to evacuees, and the suggested evacuation routes based on the forecasted speed, direction, and
magnitude of the approaching hurricane (Li et al., 2012).
The evacuation and sheltering operations planning literature includes a variety of modeling approaches to address
problems related to evacuation, such as evacuation traffic flow management (Bayram et al., 2015), shelter location
(Chanta and Sangsawang, 2012), evacuee assignment (Ozbay et al., 2019), and resource pre-positioning (Arnette
and Zobel, 2019). Additionally, recent studies have started to pay attention to integrating social factors into
evacuation modeling for better prediction of evacuation decisions (Collins et al., 2017; Collins et al., 2018;
Metaxa-kakavouli et al., 2018; Sadri et al., 2017a; Sadri et al., 2017b). These studies discuss the potential of
detecting overall evacuation patterns based on the social network characteristics of individuals. Collins et al.
(2017) argue that the consideration of the social factors in evacuation decision-making will contribute to the
knowledge of sustainable community-based disaster preparedness and resilience.
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With these in mind, this study seeks to highlight the following research questions:
Could social community behavior impact shelter choices of socially connected people who need to evacuate
during an emergency?
and
Does the integration of social factors have significant improvements in the prediction of shelter preferences of
individuals?
By exploring these questions, we seek to help authorities decide which shelters to open, based on their locations
and their capacities, in order to better respond to the needs of affected people. To the best of our knowledge, no
other study examines the shelter selection behavior of evacuees by describing them within a social network
structure. This study will contribute to the literature by starting a conversation about the potential benefits of
examining the impacts of social factors on sheltering choices, in order to improve the current shelter management
efforts of the authorities.
In the remainder of the paper, we first explain shelter management problems and previous studies addressing
planning efforts. We mention the primary decisions of affected people and management authorities before and
during emergency evacuations in order to better describe the entire choice mechanism that needs attention. In
particular, we focus on the shelter selection decision of evacuees. We then highlight the potential benefits of
creating an agent-based model to simulate shelter choices of evacuees based on their social connections. Finally,
we discuss possible manipulations to shelter attributes and social group structures in order to examine the shelter
selection behavior of individuals who belong to a community, a specified group of people having high social
connections. The paper concludes with a discussion of the intended next steps in the research effort, based on the
preliminary results presented here.
BACKGROUND

Disaster Operations Management (DOM) is a worldwide consideration because much of the planet is repeatedly
exposed to a variety of natural and man-made disasters. Problems in DOM are challenging for several reasons,
such as the effects of severe damage from an event (e.g., on communities, infrastructure, and economies),
uncertainties, resource insufficiencies, and conflicting interests of multiple stakeholders (Kocatepe et al., 2018;
Rakes et al., 2014).
The DOM literature includes many studies about the sheltering decisions of authorities. In the pre-event phase of
an emergency, the authorities need to determine alternative locations for emergency shelters, how many of them
to open based on their budget, and how much space to provide for the people who will need to be sheltered. Shelter
location selection depends on physical network conditions such as availability of alternative evacuation routes
(Alçada-Almeida et al., 2009), traffic flow and congestion during the evacuation process (Sherali and Carter,
1991), and expected travel times to destinations (Li et al., 2012). Total evacuation time is one of the primary
considerations of authorities since the time spent on the route increases the risk exposure (Reza et al., 2016).
Furthermore, the authorities often need to decide on where to pre-position relief items, whether in local places or
predetermined shelter locations (Salmerón and Apte, 2010; Arnette and Zobel, 2019). Although there can be
significant uncertainty about evacuee behavior during the evacuation process, which increases its complexity,
authorities consider many possibilities and strive to manage the overall process in the best possible way.
Evacuation planning and sheltering studies vary in terms of the scale of the affected region, the type of crisis, the
modeling approaches, decisions, and selection of objectives (Murray-Tuite and Wolshon, 2013). Although some
of the recent studies in the sheltering literature aim to identify the criteria and essential aspects that should be
addressed in sheltering decisions (Nappi and Souza, 2015; Song et al., 2019; Xu et al., 2016), many others focus
on decision-making based on some specific criteria (Arnette and Zobel, 2019; Coutinho-Rodrigues et al., 2012;
Salmerón and Apte, 2010; Sherali and Carter, 1991). Additionally, there exist studies that specifically focus on
the evacuation modeling and sheltering needs of population groups with special needs, such as aging populations
or those with pets (Horner et al., 2003; Kocatepe et al., 2018). Our current study focuses on improving the
efficiency of shelter opening decisions with respect to being in the proper place and of the right size, given the
evacuation behavior of the affected population during an emergency.
Evacuee Decisions

Evacuee decisions significantly affect the performance of the evacuation processes (Madireddy et al., 2015), and
the uncertainties in evacuees’ decisions contribute to the complexity of sheltering problems (Zhao et al., 2017).
Although the authorities put significant effort into informing individuals about what to do before, during, and after
an evacuation, people are free to make their own choices. This means that they can deviate from the optimal
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behavior according to Rational Choice Theory, which explains individual decision-making based on self-interests
and personal preferences (Kuligowski & Gwynne, 2010), making the situation even more complicated. Typically,
evacuees need to decide on whether to evacuate or not, when to evacuate, where to evacuate to, and which
evacuation path to take.
When an evacuation order is announced, it is defined as either voluntary or mandatory, based on the severity of
the danger. If the evacuation is mandatory, then people living in specified zones are strongly encouraged to leave
their homes. They can refuse the evacuation orders, however, and in such cases, they take full responsibility for
their safety since there is no guarantee for receiving help due to the uncertainties in the region.
If people do decide to evacuate, then the critical concern becomes being sure they have a place to go to. Individuals
will first evaluate alternative destinations (South Carolina Emergency Management Division, n.d.), considering
options such as the nearest, soonest, or easiest safe destination (Barrett et al., 2000). Psychologists also mention
that individuals tend to move to the familiar (Kuligowski and Gwynne, 2010). Destinations are commonly
classified as one of three types, namely houses of friends or relatives, hotels/motels, and shelters, ordered from
highest to lowest commonly preferred (Murray-Tuite and Wolshon, 2013). Although evacuees are primarily
encouraged to go to hotels or to the homes of friends or family, many people still seek out shelters. Providing safe
places for evacuation is the responsibility of local authorities, especially for the people who do not have any other
alternative. On average, in the United States, shelter usage is about 15% of the evacuated population (Sorensen,
2000).
During the evacuation process, authorities provide detailed and up-to-date information about available shelters to
go to, including information about location, utilization, and capabilities for special needs. However, in general,
individuals are not directed to any specific shelters; thereby, the final destination choice is evacuees’ (MurrayTuite and Wolshon, 2013; Yin et al., 2014). In the literature, in order to decrease modeling complexity some
studies make a straightforward assumption that people will try to evacuate to one of the closest shelters
(Baharmand and Comes, n.d.; Bayram et al., 2015; Ozbay et al., 2019). Instead, in this study, we desire to show
how shelter choices might be affected by social connections and group decisions, and we discuss if the integration
of social factors cause a significant improvement in the prediction of individuals' shelter preferences.
MODELING APPROACHES

Emergency sheltering problems have garnered great attention from DOM researchers and they are frequently
considered together with other evacuation management problems, such as evacuee allocation (Chanta and
Sangsawang, 2012), evacuee routing (Coutinho-Rodrigues et al., 2012), and traffic flow management (Sherali et
al., 1991). Shelter planning studies often investigate resource allocation to shelters before and during emergencies
due to the need for a quick response to the large numbers of people evacuating to shelters (Arnette and Zobel,
2019).
In the shelter operations planning literature, researchers suggest a variety of deterministic and stochastic
optimization-based models to address shelter planning decisions, including shelter opening, positioning, and
capacity and resource allocation decisions. Examples of existing approaches that address various sheltering
problems are the deterministic model of Sherali et al. (1991) for evacuation traffic management and shelter
positioning, the two-stage stochastic programming model of Li et al. (2011) for sheltering network planning, and
the scenario-based bi-level programming model of Li et al. (2012) for minimizing expected unmet shelter demand
and total travel time. In contrast to such optimization-based approaches, some researchers prefer simulation-based
models that are flexible enough to include expressions defining the moves of evacuees in certain situations.
Simulations allow researchers to add uncertainties and changing behaviors over time, which reflects the evacuees'
behaviors more realistically. There also exist studies that combine simulation and optimization methods, such as
the iterative simulation-based optimization approach of Kimms and Maassen (2011a), which enhances the
standalone optimization models by including the traffic flow limitations within a simulation environment, and the
optimization-based simulation procedure of Kimms and Maassen (2011b) for examining evacuation-related traffic
flows.
The shelter operations planning literature has traditionally paid little attention to investigating the behavioral
aspects of individuals during disasters. However, it turns out that recent studies have started to argue that there is
potential to predict evacuation behavior better if individuals are examined within their social network structure
(Sadri et al., 2017). Vorst (2010) echoes this by arguing that modeling psychological variables improves estimates
of human behavior during evacuations. Accordingly, researchers have started to examine the relationship between
social network characteristics and the decision to evacuate, in order to incorporate social connections into the
decision-making process. Sadri et al. (2017), for example, does this by analytically modeling the relationship
between socio-demographics and social connections. Collins et al. (2018), in turn, look at this decision using a
survey-based approach. Metaxa-kakavouli et al. (2018) also examine this relationship by analyzing social media
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data. Such existing studies also commonly focus on particular human behaviors. For example, Vorst (2010)
discusses the effects of heavy stress, denial of life-threatening events, inactivity, apathy, and childlike dependency
on other people in different phases of evacuation. Moreover, Pel et al. (2010) include traveler information and
compliance behavior in the evacuation model.
The substantial impacts of social connections on the decision to evacuate addressed by these studies motivate us
to discover the effects of social connections on other sheltering decisions. Bearing in mind that the flexibility of
simulations can represent social behaviors realistically, further investigation of the evacuees’ shelter choices
during emergencies is promising and deserved.
Grouping Behavior

During emergency evacuations, a significant proportion of the population usually organizes as small groups
(Hofinger et al., 2014) since they seek support and orientation from group members (Von Sivers et al., 2014).
Group members shift from their personal identity to their social identity, from which emerges the collective
behavior of groups within the crowd. Accordingly, individuals’ decisions will be affected by group decisions.
Although individuals tend to self-select the closest shelters, their social group may cause them to choose another
option.
Social communities are groups of people who have close social relationships, such as families, friends, and
colleagues (Collins et al., 2017), but who are not necessarily close physically or geographically. During an
evacuation, it might be reasonable to assume that people will organize as groups based only on their geolocation,
but people could also try to move with their social communities, if possible. For this reason, identifying social
communities could help decision-makers to improve evacuation planning strategies.
Examining the social connections within large-scale networks is an effective way of detecting social communities,
and many practical analytical approaches are suggested for that purpose in social network studies (Capocci et al.,
2005; Donetti and Muñoz, 2004; Faccin et al., 2014). These studies typically define community structures based
on a closeness measure. Generally, social groups in the evacuation literature are referred to as having a size of 4
to 6 people (Oberhagemann et al., 2014; Von Sivers et al., 2014). Social networks include many irregularly shaped
community structures, and many existing studies propose network or graph partitioning approaches to identify
these irregularly shaped communities (Capocci et al., 2005).
Recently, researchers have started to study how social networks allow decision-makers to follow the preferences
of social connections based on their perceptions of choice alternatives during the decision-making process (Sadri
et al., 2017). These existing studies mainly focus on the decision to evacuate or not under evacuation orders
(Collins et al., 2017; Metaxa-kakavouli et al., 2018; Sadri et al., 2017). Inspired by the promising contributions
of social network investigation in these papers, we extend these previous results to consider the evacuees' shelter
selection decisions instead of just the decision to evacuate.
EMERGENCY SHELTER UTILIZATION

Efficient disaster response and recovery necessitate careful planning for emergency shelter locations and
capacities. However, shelter planning is based on making predictions under high uncertainty. On top of that,
people tend to influence and be influenced by others if they are highly connected. We are thus motivated to explore
if the authorities could have better insights and predictions about shelter utilization by examining the target
population within a social network structure. Poor strategies on the part of the authorities could end up causing
disparities in the evacuees' access to shelters, making it more difficult to ensure equitable allocation of resources.
As an example of this, some emergency shelters in South Carolina were significantly over-utilized during
Hurricane Florence.
Florence was a major hurricane that struck the southeastern United States in 2018, and emergency shelters were
subsequently kept open in South Carolina for as long as 19 days, starting from Sept. 12th. Based on detailed
shelter information obtained from the Red Cross' National Shelter System database, which contains information
about location, capacity, operating days and other related information of all shelters operated in response to
disasters, Figure 1 gives the county-based shelter utilization levels along with the number of shelters operated in
South Carolina during Hurricane Florence. Specifically, the map in Figure 1(a) provides a color gradient based
on the distance to the storm track, along with numbers indicating the average shelter utilization in each county.
The maximum utilization value in this case, across all counties, was 2.5 (250% higher than the given shelter's
capacity), and the lowest was 0.01. The map presented in Figure 1(b), in turn, is colored according to the counties'
populations, with the associated numbers representing the total number of shelters that were operated in each
county. Figure 1 clearly shows the high variation in utilization values, despite the correlation between the numbers
of shelters and the counties' populations and risk levels (i.e., distance to the storm track).
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The overcapacity problem faced in the high-risk areas begs the question of whether it is possible to improve
sheltering service in the region via better prediction of shelter selection of evacuees. Group decisions might cause
many people to insist on evacuating to the same shelter. Assuming that a specific region under evacuation orders
consists of several social communities that need to evacuate to the emergency shelters, detecting social
communities within the affected region and identifying the alternative shelters they might choose based on
distance to shelters and social community decisions could provide better predictions about shelter utilization. This
would, in turn, help with planning shelter opening and capacity decisions.

Figure 1. (a) County-based maximum shelter utilization (b) County-based number of shelters operating during
Hurricane Florence in South Carolina
SHELTER ASSIGNMENT MODELING

As discussed above, we seek to examine different community structures within a region and analyze if shelter
selections and utilizations are affected by those community structures. Agent-based modeling is a useful method
for representing the complicated evacuation decision-making process by focusing on simulating the behaviors of
adaptive actors who make up a social network and who have an influence on one another. The agent-based
modeling approach has been widely used in many areas for behavioral analysis (e.g. Kennedy, 2012; Jiang et al.
2014; Yin et al., 2014). These models employ self-directed agents having different characteristics which lead to
different behaviors (Yin et al., 2014). Agents socially and physically interact with each other and with their
surrounding environment and adapt their actions (Fang et al. 2016). Accordingly, agent-based models allow
mimicking heterogeneity of population behavior in the simulation framework. Moreover, such models can
incorporate geographical information, and agents can be connected to define social network structures.
Gilbert (2019) defines microsimulation and system dynamics as the other two modeling approaches used in social
sciences that bear comparison with agent-based models. Microsimulation models are advantageous in terms of
using a set of agents created from a real sample. However, these models are not capable of considering how an
agent will change its state over time; in other words, they neglect the change and adaptation in agent behavior.
Moreover, microsimulation models do not consider the interaction between agents and are not capable of
incorporating geographical information. System dynamics is a modeling approach for interacting variables which
can link casual relationships. This approach works in the aggregate instead of with individual agents, so it is harder
to model heterogeneity among individuals. The agent-based approach works better for the populations of
behaviorally different agents (Gilbert, 2019), and it is this suitable to address complex, nonlinear and dynamic
responses of individuals and groups during emergencies.
An agent-based model would allow for manipulating shelter attributes to examine shelter utilization, where
location, i.e., the geographic position of the shelter, capacity, i.e., the specified maximum number of individuals
that can stay in the shelter, and service area, i.e., a circle having a radius of the maximum travel distance allowed
(assuming that the shelter is located in the center), are the main attributes of each shelter.
Modeling social connections between individuals requires having access to a social network representation of the
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population. Social network structure is a different layer than the physical network structure, where physical
networks connect individuals based on their spatial relationships. An example of the relationship between these
two networks for a given group of individuals is illustrated in Figure 2.

Figure 2. Social and physical network representations of a particular population

One way of creating a real social network is by using social media platforms such as Facebook or Twitter, where
the connections can be identified based on the friendship/follower information of the users. In a practical sense,
however, it is challenging to get access to each pairwise connection and to build the complete structure of such a
network. Furthermore, because of confidentiality issues, location information can only be collected for users who
actually choose to share their geographic location.
This implies that there could be value in having local emergency management authorities invest in building their
own social networks, based on implementing a systematic information collection policy. Such a policy could
request information from local individuals about a limited number of local individuals with whom they would
want to be connected in an emergency, and this could be used to represent the social network structure of the
corresponding population. Social group sizes of 4 to 6 could provide a sufficient number of connections to identify
group (community) formations and build a representative social network of the affected population
(Oberhagemann et al., 2014; Von Sivers et al., 2014). Different community structures could then be identified and
input into the model by quantifying the community closeness based on the number of connections and locations
of the members.
CONCLUSIONS

Recent evacuation and shelter planning studies have expanded awareness of the potential contributions of
integrating social factors in the shelter decision-making process. In this paper, we questioned the impact of social
behavior on shelter choices and started the conversation about its potential. Our broader research goal is to build
on this overview of the problem and to investigate whether authorities might have better insights and predictions
about shelter utilization by examining the affected population within a social network structure. This study is a
very first step to bring social network structures into the discussion to observe the utilization of shelters based on
evacuee shelter choices. Agent-based models are a promising approach for manipulating the evacuation process
and observing how individuals select shelters and are affected by the decisions of their connections during
emergencies.
One particular limitation for this research going forward is the difficulty of obtaining actual social network data.
Creating a truly representative social network structure, perhaps through enacting local policies, would have high
potential to improve the discussions and provide more realistic insights about the actual evacuation process. Thus
far, the research effort only focuses on the sheltering choices of evacuees and discusses how shelter utilization
could be improved by deciding which shelters to open and at what capacity. Different performance measures
could also be considered, however, and solutions could be analyzed based on different objectives such as evacuee
travel times or the selection of locations in need of additional shelters.
In the near future, we are going to develop a representative agent-based model and incorporate social network
data to simulate the shelter selection behavior of the socially connected people during an emergency. Then we
will apply it to real data to measure its relative effectiveness. We desire to examine different social network
structures which will potentially bring evacuee groups to a different destination. By doing this, we are aiming to
emphasize the value of creating representative social network structures for the populations in different locations
that local emergency management authorities are responsible for. Furthermore, our future work will expand on
discussions about individual and community objectives in shelter selection and how and why the actual final
destination might deviate from the target destination. Additionally, we are planning to consider other accessible
information such as census data and demographics to quantify the social closeness of the communities or compare
differences in social structures in different geolocations. Such findings could help authorities open shelters on
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time, in the proper place, and of the right size, given the evacuation behavior of the socially connected population
during an emergency. This study will promote improvement of the current evacuation planning and shelter
management policies and also contribute to build a sustainable community-based disaster preparedness and
resilience.
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ABSTRACT

Pre-positioning of supplies is important to facilitate disaster relief operations, however it is only after a disaster
event occurs that the effectiveness of the pre-positioning strategy can be properly assessed. With this in mind,
this paper analyzes a risk-based pre-positioning algorithm, developed for the American Red Cross, in the context
of its actual performance in the 2013 Colorado Front Range floods. The paper assesses the relative effectiveness
of the pre-positioning approach with respect to historical asset placements, and it discusses changes to the model
that are necessary to support such comparisons and allow for further model extensions.
Keywords

Disaster Operations Management, Facility Location, Humanitarian Operations.
INTRODUCTION

The Rocky Mountains in the United States are susceptible to a number of different types of natural hazards over
the course of any given year, including winter storms, landslides, wildfires, and flooding. Given the likelihood
that the population will be impacted by one or more of these events, the American Red Cross in the states of
Colorado and Wyoming has the responsibility to pre-position containers of supplies around the state, in order to
be prepared for opening disaster shelters when they are needed. These supplies are either stored in trailers that
can be easily moved to new locations, or in caches that are semi-permanently located in facilities such as
community centers or firehouses.
The Red Cross has traditionally determined how to allocate the limited number of trailers and caches available in
the region by effectively just maintaining supplies in the same locations in which they had always been placed.
Because this does not necessarily provide the best coverage for the evolving population, however, they undertook
an initiative to build an analytical model that could optimize the positioning of the supplies, as described in Arnette
and Zobel (2019). The risk-based model that resulted from this project provides a more effective, and equitable,
approach for pre-positioning such resources under uncertainty.
The following discussion specifically assesses this risk-based analytical model with respect to its ability to actually
support opening disaster relief shelters during the 2013 floods along the Front Range in Colorado. We begin with
a brief overview of the literature and of the pre-positioning approach and then perform a comparative performance
analysis using actual data from the flooding event. This preliminary analysis serves as a validation of the
effectiveness of the approach, but it also helps to identify opportunities for further research into improving the
operational effectiveness of disaster shelter management.
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LITERATURE OVERVIEW

Determining proper locations for distribution facilities, as well as stocking levels for the resources stored at these
facilities, is critical for avoiding delays in the immediate response to a disaster. Consequently, there are a number
of existing research efforts in the literature that focus on facility location and stock pre-positioning for different
types of humanitarian relief operations (Jia et al., 2007; Balcik and Beamon, 2008; Rawls and Turnquist, 2010;
Duran et al., 2011; Caunhye et al., 2012; Arnette and Zobel, 2019).
Within this body of literature, only a few studies explicitly incorporate the concept of risk into their analysis.
Campbell & Jones (2011), for example, discuss risk in terms of the probability that a facility will be destroyed or
become inaccessible due to the disaster event. Akgün et al. (2015) also model the risk of a disruption to each
facility, but they extend the notion of risk to three distinct components: threat, vulnerability, and consequence.
Arnette and Zobel (2019) adopt a similar conceptualization of risk that consists of the three measures of hazard
likelihood, exposure, and vulnerability, but they focus instead on the risk to the affected population due to the
hazard event.
Such explicit consideration of vulnerability, and of the equitable distribution of resources to vulnerable
populations, is extremely important for improving the effectiveness of humanitarian operations management
(Sherali et al., 2004; Van Wassenhove & Pedraza Martinez, 2012). Holguín-Veras et al. (2013) discuss the need
for developing objective functions for humanitarian logistics models which include a valuation of the effect of
denying humans access to a necessary service. The modeling approach that we expand upon below provides a
good example of this.
PRE-POSITIONING MODEL

The pre-positioning model of Arnette and Zobel (2019) combines the likelihoods of the different hazards, the
exposure of the population to those hazards, and the social vulnerability of that population, to create a countylevel measure of the risk that individuals will not have access to an appropriately stocked shelter when they need
it. This risk can be offset by positioning either trailers or caches in each county, so that the resources are available
to open usable shelters. As discussed in Arnette and Zobel (2019), the model then minimizes the residual risk
associated with not addressing the needs of the entire exposed population in each given county:
𝑅 = (∑

𝐻 𝐸 ))𝑉

(1)

where r indicates residual risk, 𝐻 is the likelihood that hazard j (out of n possible hazards) will occur in county
i, and 𝑉 is the social vulnerability for that county.
𝐸 = 𝑓(𝐸 ) − (𝑊 𝑇 + 𝑊 𝐶 + 𝑊 𝐴𝑇 )

(2)

is then the amount by which the exposure to hazard j in county i is reduced by allocating 𝑇 trailers and 𝐶 caches
to that county, together with the 𝐴𝑇 additional trailers that are available to be moved from adjoining counties.
The exposure function f() in equation (2) captures the nonlinear relationship between the exposed population, 𝐸 ,
and the number of shelters needed, and the weights (𝑊 , 𝑊 , 𝑊 ) represent the relative value of the different
resource types (Arnette and Zobel, 2019).
When this model is applied to the set of counties that make up the states of Colorado and Wyoming, using the
appropriate data for hazards, exposure, and vulnerability, an optimal allocation for both trailers and caches can be
generated for the entire region. Figure 1 shows the results of this, where the map to the left represents the countyby-county risk levels associated with the current allocation of resources and the map to the right represents the
corresponding risk levels associated with the new, optimal allocation. Overall, the pre-positioning model helps
to improve the risk reduction dramatically, from 60.04% in the original case to 81.13% in the optimal case (Arnette
and Zobel, 2019).
Despite the significance of this improvement, however, it is important to keep in mind that these results only
reflect the potential benefit associated with pre-positioning the available resources at the beginning of the year, in
advance of the range of natural disasters that might occur across that region in the future. To help validate the
approach, it is also important to look at the effectiveness of the allocation once an actual disaster event occurs.
The following discussion does this in the context of the 2013 Colorado floods.
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Figure 1. Average risk reduction for original allocation (left) and optimal allocation (right) (Arnette and Zobel, 2019)
ASSESSMENT AND ANALYSIS

Stretching from the Wyoming border in the north to Pueblo in the south, the Front Range corridor of Colorado is
the most densely-populated region of Colorado, including Denver, Colorado Springs, Boulder, Fort Collins,
Greeley, and the surrounding metropolitan areas, for a total population of more than 4.4 million (United States
Census Bureau, 2012). On September 10th, 2013, rain began falling on much of the Front Range, intensifying on
the 11th and 12th before finally receding by the 15th. During this period double-digit inches of rainfall were
reported in most of the Front Range, with the city of Boulder recording more than 21 inches (Coffman, 2013).
During the most intense periods of flooding that followed, over 12,000 people were evacuated and at least 1,000
people were isolated in Larimer County alone (Coffman, 2013). Approximately 4,500 square miles, or 2.88
million acres, were impacted by the flooding (Dreier & Neary, 2013). On September 12th, President Barack
Obama signed an emergency declaration for Boulder, El Paso, and Larimer counties (Federal Emergency
Management Agency, 2013a), with an additional twelve counties added to the emergency declaration on
September 15th (Federal Emergency Management Agency, 2013b). The flooding caused hundreds of road
closures, particularly in the northern portion of the Front Range. This led to several towns being isolated, as well
as limiting access to many other towns in the region and generally making travel more difficult for residents
needing to evacuate and organizations looking to provide assistance.
The Red Cross was the lead sheltering organization in the region, with a total of 30 shelters opened during the
period from September 12th to September 29th and 5,659 shelter occupant nights provided. The maximum number
of shelters open at the same time was 14, with a maximum of 999 shelter occupants in a single night. Many shelters
were open only for a night or two, while the longest any shelter remained open during this period was 17 nights.
A summary of shelter information by county is presented in Table 1 below. The numbers of shelters is the total
number that were open and operating during the time frame mentioned above, while the “Max Pop” value is the
maximum number of people in shelters in that county on a single night. Both Denver and Jefferson county, located
immediately to the west of Denver, each opened a shelter, but had only single-digit occupancy and closed after
one evening; but Adams county, immediately to the east of Denver, was also open for a single night but had over
one hundred shelter residents. However, flooding in the immediate Denver area was minimal compared to counties
located in other areas of the state. The three counties hardest hit by flooding, and thus sheltering needs, are located
north of Denver: Boulder, Larimer, and Weld. While not far from Denver, Boulder county had the greatest
sheltering needs, with twelve shelters being opened for a total of 52 nights of sheltering, and 2,633 resident/shelter
nights. The maximum time a shelter in Boulder was open was for twelve nights. North of Boulder, and bordering
Wyoming, is Larimer county, which opened four shelters for a total of 39 nights, and 930 resident/shelter nights.
To the east of Larimer is Weld county, which had six shelters for a total 29 nights and 1,524 resident/shelter
nights.
The actual asset placements for both trailers and caches at the time of the flood (i.e., the original allocation of
resources, as illustrated for the entire region in Figure 1) are shown in Figure 2, along with the maximum
population values for each of the shelters that was opened in response. Our preliminary analysis focuses just on
the trailers. The table above also contains information regarding this original allocation.
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The “Coverage” value in Table 1 reflects the percentage of the in-county shelter population that could be covered
by assets that were available within that county at the time of the flood to facilitate sheltering openings and ensure
enough cots, blankets, and other essential materials for shelter residents. Across these counties, 77.61% of need
could be met by the 22 caches and 5 trailers that were available, and these resources were actually utilized within
the counties. In Table 1, if the number for a given county is less than 100% then additional assets beyond those
provided by the pre-positioning allocation were needed to facilitate shelter openings within that county. This
means some of the sheltering needs were not met with readily available supplies in Adams, Weld, and especially
Boulder, which had only 18.12% of sheltering needs met by supplies available within the county. The
corresponding number of people that were not covered by the in-county assets was then used to calculate the
number of additional trailers needed from other counties.

Table 1. Trailer allocations by county, related to actual shelters for flooding event

Original Allocation

Model Allocation

County

# of
Shelters

Max
Pop

Coverage

Trailers
Needed

Trailers
Allocated

Coverage

Trailers
Needed

Trailers
Allocated

Adams

1

111

67.57%

1

1

225.23%

0

0

Arapahoe

1

18

277.78%

0

0

1805.56%

0

0

Boulder

12

552

18.12%

7

3

58.88%

4

4

Denver

1

6

2083.33%

0

0

6250.00%

0

0

El Paso

1

70

714.29%

0

0

750.00%

0

0

Grand

1

163

107.36%

0

0

46.01%

2

2

Jefferson

1

1

10000.00%

0

0

30000.00%

0

0

Larimer

4

190

184.21%

0

0

171.05%

0

0

Logan

1

19

526.32%

0

0

263.16%

0

0

Morgan

1

31

241.94%

0

0

241.94%

0

0

Weld

6

228

54.82%

2

1

98.68%

1

1

In the original pre-positioning optimization, trailers from adjacent counties were given partial weight in each
county that directly bordered their actual location. We assume, however, that a trailer can only be reallocated
once, and therefore available trailers are only allowed to count once overall. We then looked at how many trailers
were available in adjacent counties, and found that one trailer could be moved to Adams, satisfying all of the need
there. Even though the shelter in Adams was only open for one night, there were insufficient supplies available
on the single trailer that was available in the county, thus an additional trailer was needed. However, because there
are adjacencies in common between the three counties with need for additional trailers, this removed one available
trailer that could also have been moved into Boulder. Ultimately, no matter how the trailers were allocated, there
was need for ten additional trailers at the time of the flooding, but only five were available to be allocated to those
three counties, leaving 50% of the additional need unable to be covered by trailers available in close proximity.
Under the original allocation above, Boulder and Weld remained in need of additional trailers, and moving from
adjacent counties to secondary-adjacent counties, there were still not enough trailers available to meet the full
needs of these two counties. This reflects the reality of what transpired at the time of the floods, when trailers
from Wyoming were being moved into Colorado to meet the additional needs for sheltering supplies.
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Figure 2. Original asset placements and population levels by county at time of floods in 2013

Figure 3 subsequently shows the locations of the trailers that resulted from the optimization model. Exact locations
for trailers were not determined by the model because the Red Cross only wanted to know which counties should
be allocated assets. However, there is a correlation between the number of trailers provided and the population
centers, reflecting the greater need for sheltering supplies in areas with greater risk, of which population exposure
is a component. Returning to Table 1, the last three columns represent values associated with this optimized
allocation, including the new values of “Coverage.” While two of the three counties that were originally unable
to meet all sheltering needs are still unable to do so with the new allocations, one county (Adams) is fully covered
by the new allocation, but one county covered under the original allocation now has uncovered need (Grand).
However, 88.16% of total need across the eleven counties was met using all 10 caches and only 15 of the available
trailers. Additionally, the smallest coverage value increased from 18.12% to 46.01% with the new model
allocation. The total number of trailers still needed was reduced from ten to seven in the new allocation, and all
seven could be provided from adjacent counties, with a few unused trailers still remaining within the immediate
area.
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Figure 3. Optimal trailer allocations by county and maximum single night population for shelters during 2013 floods

Figure 4 shows the comparative results of the original allocation versus the optimized allocation, with respect to
the maximum population of shelters in each county. It should be noted that the totals below include the lowerweighted adjacent trailers, not just the in-county caches and trailers.

700

600
500
400
Max Capacity
300

Actual Total

200

Model Total

100
0

Figure 4. Optimal versus original asset totals by county, including adjacent trailers
CONCLUSIONS AND FUTURE WORK

Through an analytical approach to disaster relief allocation based on three risk factors, the Red Cross hoped to
improve its responsiveness for shelter openings for disaster events. This case study of the 2013 floods in Colorado
illustrates this desired improvement, with an increase in in-county assets available based on the risk calculation
that includes hazard likelihood and population exposure. The improved allocation of resources also led to the
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greater availability of adjacent trailers that were then used to meet the full needs of this event, as opposed to the
50% of in-county need that was unmet under the original allocation, even after re-assigning adjacent trailers.
As this research continues to develop, we have several areas that we would like to investigate further. First, given
the Risk calculation, which is a function of Hazard Likelihood, Exposure, and Vulnerability, it is important to
recognize that the Likelihood and Exposure values can be updated over time. For example, in the Southeastern
United States when a hurricane is approaching, the storm track forecast can provide greater insight into the
Likelihood of the event impacting a given location, as well as into the Exposure level for the population to this
given event. While the flooding event in Colorado was sudden onset and there were no advance warnings, we
would like to look into the role that evolving information can play in sheltering decisions. Second, the timing of
the shelter openings and the consumption of assets are both issues that the case study did not address. These are
important pieces of information that impact both how assets are allocated and how future asset allocations occur
as the disaster event progresses through the recovery phase. Third, we did not consider the issue of restocking
shelters because the focus of this initial effort has been on asset usage for the purposes of shelter openings. Moving
towards a stochastic model that incorporates restocking capabilities could result in changes to the asset allocations
developed so far.
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ABSTRACT

A real-life exercise is a scientific method used by the TH Köln to generate data sets of new technologies and
operational concepts derived from research projects. The Institute of Rescue Engineering and Civil Protection
(German acronym: IRG) uses a real-time locating system (RTLS), video surveillance, observers and a mass casualty incident benchmark to generate motion profiles, information flows and information on the quality of care.
In this practitioner paper these different methods will be discussed and the combination of different data is described. Furthermore, an outlook is given on the extent to which the method will be improved and expanded in
the future. Concluding it can be said that the combination of all collected data is essential for the evaluation of a
real-life exercise in security research or civil protection.
KEYWORDS

Real-Life Exercises, Data Collection, Emergency Response, Civil Protection, Large-Scale Exercises.
INTRODUCTION

New innovations in the field of civil protection require practical test series in which the innovations can be evaluated. Similarly, the effectiveness of existing emergency response concepts must be regularly reviewed, and emergency response organisations must practice their tactical procedures on scene. A generally accepted method to
evaluate these situations is the performance of realistic operational exercises. It is often difficult to gain experience
with a particular phenomenon except from simulating it (Kleiboer 1997). Realistic exercises are carried out because they offer a unique way to review things. To make an evaluation comprehensible, the collection of different
quantitative data is necessary. The IRG, to which the authors of this article are affiliated, has gained extensive
experience in the conduct and evaluation of real-life exercises. The wide range from real-life exercises in connection with research projects to the verification of alarm plans on behalf of emergency departments of large hospitals,
includes all current methods of data collection. In the following, we will therefore discuss these different ways of
data collection and the challenges involved during a real-life exercise.
METHODS

Exercises in emergency response have the aim of preparing the various organisations and their units for their
missions. There are different types of exercises (Glass 2012). For example, drills (see Figure 1) are exercises that
train specific parts of the civil protection system. Their main purpose is to train the emergency services in command and control techniques and decision-making in stressful situations. Table-top exercises are also conducted
in this context. These take place in fictitious environments, under non-real time schedules. In some cases a diorama
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is used to perform a table-top exercise (Schmitz et al. 2019). Real-life exercises are defined by the IRG as field
exercises that are carried out under conditions as real as possible with as little artificiality as possible with the aim
of deriving scientific findings. For this purpose, various methods of data collection are applied.

Figure 1. Types of exercises

Historically, field-exercises were initially conducted mainly by the military (Smith et al. 1999). The process of
carrying out an exercise always follows the same procedures. These are described, for instance, in ISO standard
22398 "Guidelines for exercises" or the manual "Managing exercises" of the Australian Institute for Disaster
Resilience (adapted from the Homeland Security Exercise and Evaluation Program of the US Department of
Homeland Security) (The Australian Institute for Disaster Resilience 2012). The "Guidelines for Strategic Crisis
Management Exercises" published by the German Federal Office for Civil Protection and Disaster Assistance
(German acronym: BBK) in 2011 have a similar approach to exercise planning.
The execution of a real-life exercise should be seen as a circular process with the aim of achieving continuous
improvement. In a first step, the need to conduct an exercise must be determined. After these requirements have
been defined, objectives can be developed (Callan 2009). This includes both the definition of the overall aim of
what is to be achieved with the real exercise and the development of exercise objectives or research questions.
The planning phase begins with the development of a game plan that describes all parts of the exercise. This
includes also an observation concept. For this phase, a time frame of at least six months should be planned. The
exercise itself includes both a pre-briefing phase and a debriefing session immediately afterwards. In the evaluation phase, the extent to which the previously defined objectives were achieved is re-viewed and any necessary
changes to the institutions or technologies under examination are proposed and implemented.
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Concept

Evaluate

Plan

Conduct
Figure 2. Exercise management model (own figure based on AIDR Handbook 3)
OPTIONS OF DATA COLLECTION DURING CONDUCT OF REAL-LIFE EXERCISES

When carrying out a real-life exercise, there are various possibilities for data collection. These differ in human
and technical methods and have both advantages and disadvantages in their usage.
Observers

The internationally most frequently used method is the use of observers, who constantly accompany the most
important participants or occupy key locations during the exercise. Before the start of the exercise, the observers
are informed in detail about the exercise goal and are given advice on which actions and situations they should
record in their notes. All observations are noted with a time stamp, so that the exercise can be retraced afterwards
by means of a timeline. After the exercise, the observers write an observation report based on their notes. Readymade forms with questions facilitate the observers' work (van Niekerk et al. 2015). The notes of the exercise
participants can also serve as written sources after the exercise. These may contain additional information that
was not recorded by the observers during the exercise but may prove helpful afterwards. In the oral debriefing
directly after the real-life exercise, further impressions and observations of the exercise participants can be recorded (van Niekerk et al. 2015).
Video Monitoring

The first technical possibility to collect data of a real-life exercise is to use cameras focused on the exercise area
(van Niekerk et al. 2015). On the one hand, they can provide an overview of the exercise area and thus record the
movements of rescue personnel. On the other hand, they can be aligned to particularly important areas of operation
and thus enable a more precise observation of this area (if necessary, from different angles). Due to the rapid
development of drones for domestic use, they have become an affordable way of observing real-life exercises
from an additional perspective in recent years.
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Figure 3. Observers (black-yellow chequered vests) and emergency personnel (orange and blue vests) during a
real-life exercise; Rescuer wearing the blue vest, also has a RTLS-transmitter taped to his helmet
Real-Time Locating System

Another technical possibility is the use of a Real-Time Locating System (RTLS). With this system, the positions
of all exercise participants, emergency services as well as patient actors, can be tracked in real time with the
corresponding software and can be analysed afterwards. The participants are provided with tags (transmitters; see
Figure 3). These allow a three-dimensional tracking of their position. This is done with the help of sensors, which
are mounted on tripods around the exercise area. In combination with video recordings, it is possible to fade in
function names in the video images (TH Köln 2013).
Mass Casualty Incident (MCI)-Benchmark and nTED-System

The nTED system with MCI-benchmark, which was developed by the IRG, is available for mass casualty exercises and used by TH Köln in its real-life exercises in which the focus lies on the patient treatment. Each patient
actor receives an injury pattern consisting of vital parameters, background information and an assigned triage
category (Marten et al. 2013). The ideal treatment procedure can be derived from the type of injury and the information provided. During the exercise, the actions of the emergency services are recorded by the patient actors in
an app on a tablet (see Figure 4). This enables the system to compare the actions performed during the exercise
with the ideal treatment. The system allows not only for an evaluation of the quality of care, but also an assessment
of the use of different resources.

Figure 4 nTED-tablet operated by a patient actor (TH Köln 2013)

Practitioner Paper – Analytical Modeling and Simulation
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

247

Dold et al.

Options of Data Collection During Real-Life Exercises

EVALUATION

Various data sets are used to evaluate real-life exercises. These include movement profiles, which can be created
from the data of the RTLS, video documentation and observation reports. The flow of information between the
various observed command functions that are observed can also be tracked from these observation reports. Video
documentation can also provide additional aspects of the information flow. Conclusions on the quality of care for
the patients can be drawn from the nTED-system. The observation reports can provide further information, too.
Finally, from the data sets described above, conclusions can be drawn about the effectiveness and quality of decision-making. The data sets are evaluated by comparing the actions carried out with the evaluation objectives
developed in the preparation phase of the exercise.

Figure 5. Options of data collection and their interpretation (own figure)

DISCUSSION – ADVANTAGES AND DISADVANTAGES

The use of exercise observers has proven to be particularly useful for real-life exercises, where communication
and information transfer are of central importance. At least one observer should be assigned to each important
function (officers, emergency doctors, etc.) in a real-life exercise. This is the key to ensuring that all necessary
information is captured. However, this means that a correspondingly large number of observers is required to
carry out large-scale exercises. In real-life exercises conducted by the IRG, students from the bachelor's degree
programme in rescue engineering, serve as observers. Since many students of the institute are members of professional or voluntary fire brigades as well as members of relief organisations in civil protection, extensive experience is available and can be accessed here.
Background knowledge in this field has shown both advantages and disadvantages. For example, the observers
are better able to understand the scenarios and know where they need to pay particularly high attention. On the
other hand, past exercises in research projects have revealed that these experiences can tempt the observers into
integrating their own interpretations into the observers' report. A further disadvantage of the use of observers is
their subjective impressions could arise. Thus, a very precise and extensive briefing in advance of the real-life
exercise of the observers is necessary to ensure comprehensible objective observations. To help with this issue,
the notes that officers of the emergency services have written down during the exercise can be compared with the
observers' reports. These enable the reconstruction of those thought processes, which were not openly communicated to the observers.
To compensate for these subjective impressions, video recordings are suitable. These video recordings allow a
good comprehensibility of the overall event and can be reviewed as often as necessary. For this purpose the locations of the most important parts of the exercises must be anticipated and the camera positions chosen accordingly.
In large exercise areas, however, the recognisability of the individual emergency personnel decreases relatively
quickly with increasing distances.
Using an RTLS can help alleviate this. Based on the collected data, a clear location or route can be allocated to
each participant. For example, this enables the evaluation of unwanted entries into hazardous areas during hazmatoperations. Therefore, for a continuous data flow the sensors must be able to identify the individual tags at any
time. It hast to be noted, that in this respect weather can be a disruptive factor. Although the system is theoretically
waterproof, it has caused problems in the past despite additional measures against water ingress. Another weather
influence that must be considered is wind, which causes the tripods with the transmitters to vibrate and therefore
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leads to inaccurate measurement data. In addition, depending on the size and the terrain, the setup is time-consuming. Setting up the system, securing the tripods and laying the network cables on a 200 m2 training ground
took five employees of the institute five days for the real-life exercise from the project FOUNT 2 in June 2019
(Schmitz 2019).
Significantly quicker is the use of the MCI-benchmark, for the evaluation the quality of care of patients during
MCI-exercises. As with RTLS, quantitative data can be collected here. In addition, the evaluation can be performed comparatively quickly because the system is software-based. For an error-free evaluation, however, the
system depends on the patient-actors being able to correctly use their tablets. This means that a briefing on the
devices must take place before the exercise.
Table 1. Comparison of options of data generation during real-life exercises

Method

Advantage

Disadvantage

Observers

-

Flexible

-

Possibly subjective impressions

-

Experienced observers understand
the overall context

-

Observers' experiences could lead to
own interpretations

-

Good comprehensibility of the action

-

Limited operational area

-

Low detectability at long distances

-

Repeats possible

-

Quantitative evaluation possible

-

-

Linkage with camera monitoring
possible

Incorrect tracking in case of hidden
tags

-

Weather dependant

-

Long assembly time depending on
terrain

-

Depends on correct operation

Camera monitoring

Real-Time Locating
Systems

MCI-Benchmark

-

Quantitative evaluation possible

-

Software-based automatic evaluation

A comprehensive evaluation requires as many different methods as possible to compensate for any disadvantages
of a single method. Thus, the use of observers and cameras complement each other very well. If the cameras give
a good overall view, a certain area can be examined more closely with the help of the observers. An RTLS with
real-time tracking of the participants in the exercise fills the same gap. The time stamps of the RTLS and the
timeline of the observers' reports can be used to determine the location where certain decisions were made. The
use of an MCI-benchmark depends on the objective of the exercise.
OUTLOOK AND CONCLUSION

For future real-life exercises, additional possibilities for data collection are necessary in order to achieve a higher
standard in evaluation. Although important positions are accompanied by observers already, in critical situations
there is often an accumulation of events that can overwhelm the observers. This can lead to a loss of accuracy in
those situations that would require many details for a successful observation. To prevent this, additional technology must be utilised.
For example, audio recordings bound to specific functions are a good possibility to collect additional information.
Further improvements on the RTLS are also possible. Here a switch from the existing system to a GPS-based
system should be promoted. Of course, the use of more cameras (overview cameras and body cams) would also
be useful.
By using smart data analysis, it should be possible to not only fuse the data streams but also display areas with a
high amount of activity in real time. This would allow an excellent situational awareness for exercise supervisors.
However, when more data is collected, the assessment time will extend substantially. Artificial intelligence could
help to clear non useful data and highlight connections between different data sets. The usefulness of data analytics
supported by artificial intelligence should be looked at in future research projects.
Which methods of data collection are used for exercises mainly depends on the size of the exercise and number
of participants. In addition, the purpose of the real-life exercise must be taken into consideration. In real-life
exercises, which are carried out by and for local emergency response organisations, the focus is usually on the
successful execution of an exercise involving as many entities as possible. If the real-life exercise is part of a
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research project, often the fulfilment of a specific scientific objective must be verified. The more data that is
available for an evaluation, the more precise conclusions can be drawn, and errors and malfunctions can be compensated for more easily. An example of this is the real-life exercise from the RiKoV research project in 2015,
which looked at the risks of a terrorist threat to rail-bound local public transport (Lechleuthner and Mudimu 2012).
In conclusion, it can therefore be stated that for a successful evaluation of a real exercise, as much data as possible
should be collected.
Real-Time
Positioning System

nTED-System

MCI-Benchmark

Observers

Camera
observation

Evaluation

Figure 6. For a successful evaluation, the combination of all methods is essential
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ABSTRACT

While there exists a considerable body of literature on the importance of a common operational picture (COP) in
multi-agency emergency operations, the COP concept itself still lacks a univocal definition. Despite the lack of
consensus regarding the mechanisms underlying the COP, the literature implies a level of consistency in the
focus on sharing critical information. Based on interviews with Norwegian emergency management
stakeholders, this study investigates common information requirements for emergency management services and
presents an example of a framework for structuring the sharing of critical information and building a COP.
Termed ‘the window report’, this framework is used among emergency stakeholders in Norway and Sweden.
The study identified eight common information requirement categories for managing extreme weather scenarios.
With a focus on common information needs and a process for structured information sharing, future strategic
emergency management planning might take a more holistic perspective on cross-sectoral operations than in
current practice.
Keywords

Situational Awareness, Common Operational Picture, Information Sharing, Common Information
Requirements, Multi-Agency Emergency Operations.
INTRODUCTION

There is a gap between theory and practice in multi-agency crisis management, which involves, among other
things, the important domain of information sharing (Janssen, Lee, Bharosa and Cresswell, 2010). Furthermore,
crisis operations are affected by ineffective information sharing processes due to the lack of knowledge
regarding specific information needs in collaborative organizations (Munkvold et al., 2019).
Climate change results in an increase in extreme weather events (Stott, 2016). The emergency management
related to these events is different from that of other events that are more limited in scope because extreme
weather has consequences with cascading effects, threatening human survival and causing damage to property
and critical infrastructure. These events often hit critical functions in society, such as buildings, electricity,
telecommunications, and the Internet. They require extraordinary efforts from authorities and cannot be handled
through ordinary routines and structures. Operational responses to natural disasters require coordination with
organizations beyond regular emergency management services that handle crises on a daily basis. In addition,
the first hours of a disaster are complex and chaotic, and emergency management in this critical timeline is
crucial for outcome success. These operations require effective collaboration and information sharing in order to
reach common goals, such as saving lives and mitigating destruction. Because of several heterogenous
information needs among the organizations involved, there is an inability to determine what information needs
to be shared (Bharosa, Lee and Janssen, 2010), which presents bottlenecks in collaborative efforts. The literature
on multi-agency crisis management emphasizes the importance of the common operational picture (COP) for
the purpose of collaborating and sharing information (e.g. Bunker, Levine and Woody, 2015). Scholarly articles
present the COP differently, for instance, it is sometimes presented as an information system that enables
information to be presented in visual form (Luokkala, Nikander, Korpi, Virrantaus and Torkki, 2017). Other
times, it is presented as a checklist of the characteristics in a certain situation within a geographical area
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(Wolbers and Boersma, 2013). Whether the COP is a process, a product, or an operating environment remains
undefined.
There are different ways in which the organizations involved can share information in order to build a COP, one
option is to communicate via technology, such as a geographic information system (GIS). The GIS uses custom
symbols to display relevant operational information, such as location, topography, infrastructure, and different
resources (Karagiannis and Synolakis, 2016). However, many emergency management services do not have
access to a common GIS interface because they use support technologies with no interoperability across
organizations. This means that they must share geographical information verbally. Several studies have
addressed the difficulty of information sharing among the various actors, whereby the collection of relevant and
verified information from different sources in the environment must be shared with the collaborating services
(e.g. Luokkala et al., 2017; Seppänen, Mäkelä, Luokkala and Virrantaus, 2013; Steigenberger, 2016). More
research is required in order to define the relevant information needs of different contexts so as to create a good
situational awareness (SA) and build a COP (Seppänen and Virrantaus, 2015).
This paper aims to define common information requirement categories for multi-agency crisis management in
an attempt to support the establishment of a COP during extreme weather events. Moreover, it discusses an
example for how to share this information using a common practice among Norwegian first responders. The
research question guiding this study is: What common critical information is required by the multiple agencies
involved to build a COP and respond to the impacts of extreme weather, such as flooding, storms, and forest
fires? The study is based on the Norwegian context and focuses on managing extreme weather scenarios in the
acute phase. The target organizations are first responder agencies (fire and rescue, police, and medical services)
and municipalities. The focus is on the common information requirements, not the agency-specific needs or the
different information systems used in these organizations. The next section briefly presents a summary of the
current practice as well as the relevant literature on SA and the COP. This is followed by a description of the
research method, which consists of qualitative interviews and a web-based survey. Thereafter, the findings from
the interviews are presented and discussed, followed by a conclusion.
THEORETICAL FRAMEWORK
Current practice

Changes in the global climate are engendering change in many local communities in Norway (Norwegian
Ministry of Climate and Environment, 2013). Evaluations of extreme weather scenarios show that scattered
emergency management is a key challenge (NOU, 2000). In larger and more complex events, such as extreme
weather, municipalities play a central role, as they are tasked with safety at the local level and are, therefore, an
important part of the emergency management system (Civil Protection Act, 2010). The municipality
collaborates with internal and external emergency organizations in large events (Regulation on municipal
emergency duty, 2011). For first responders, such as police, fire and rescue, and medical services, the features of
the information they receive can have major consequences for the outcome of the operation (Schroeder et al.,
2018). They rely on information that reflects the situation they are handling (Liang and Gao, 2010). In joint
events, where organizations besides first responders are participating, the need for information sharing includes
other actors besides the operational units and their associated command and control centers (C3). In smaller
everyday operations, first responders have a long tradition of collaborating on the emergency site, for instance,
the first responder on site provides other stakeholders with a “window report”
in the Norwegian Public Safety Network, which is a common platform for
collaborative communication. There is no univocal standard for this kind of
window reporting, but the essence is to provide knowledge on, for example,
position, resources, and scope (Solberg et al., 2018). An example of such a
reporting structure is the Gothenburg Window used in the Swedish Police
(Borglund, 2017) (Figure 1), which provides information about place
(location), direction (short description on the situation), resources (summary of
Figure 1: The Gothenburg
operative units on site), and trend (status quo, and for instance if the situation is
Window (Borglund, 2017)
escalating or calming down). Recently, the Norwegian C3 for police, fire and
rescue, and medical services implemented new procedures for common questioning of callers in nine different
cross-sectional scenarios (Dreyer, 2019). However, this strategic way of information sharing is limited to
internal use for first-responder services and do not include other external organizations involved in crisis
management. A Norwegian project called OPSAM (Operation Center for Collaboration and Preparedness)
(Fredheim, 2017) has demonstrated the need for an efficient and streamlined information sharing process
between first responders and the municipality. Other international studies have shown that there is a lack of
shared protocols for communication between agencies (Bunker et al., 2015). An applicable information sharing
process can contribute toward building a COP between the operational units, with their associated C3, the
municipalities, and other relevant organizations that must also act within their areas of responsibility. CrossCoRe Paper – Command & Control Studies
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sectional processes simplify communication, and this corresponds with a structured procedure for equal
information sharing as a “window report” with prioritized content. Studies show that the use of scripts for
collaboration supports the SA of the agencies involved (Appelman & van Driel, 2005), which is important for
COP building.
Situational Awareness

A substantial number of studies have pointed to SA as one of the key elements in emergency management (e.g.
Dilo & Zlatanova, 2011; Endsley, 1995). It is also among the most researched topics in the domain of human
factors related to emergency management (e.g. Cak, Say, and Misirlisoy, 2019). Dr. M. Endsley (1995, p. 287)
made an extensive contribution to research on SA, defining it as “the perception of elements in the environment
within a volume of time and space; comprehension of their meaning; and projection of their status in the near
future.” This definition refers to three hierarchical phases, described as levels 1, 2, and 3 SA. Level 1 SA is the
first step in achieving SA and involves a perception of the relevant elements and the related attributes and
dynamics connected to the specific information (Endsley, 1995). For example, a firefighter would perceive the
size of the fire, topography, wind direction, and color of the smoke. Furthermore, the elements in level 1 SA
provide the actor with an understanding of the situation in terms of what the different elements mean in relation
to the agent’s professional goals. This gives a holistic picture based on the element in level 1 SA and the
professional’s ability to form patterns with that information, which leads to level 2 SA (Endsley, 1995). In this
case, the firefighter would understand that the wind direction, location, and topography indicate certain features
about the situation. Some professional experience is required to achieve level 2 SA so as to relate the elements
in level 1 SA to the relevant goals. Level 3 SA is the highest form of SA, and this involves the ability to project
the future status of the situation (Endsley, 1995). For instance, the firefighter understands, based on the two
previous SA levels, that the fire might spread to a populated area. The accuracy of the projection depends on the
degree of the two lower levels of SA (Falkland and Wiggins, 2019). In general, the degree of SA is related to
performance (e.g. Falkland and Wiggins, 2019; Jipp and Ackerman, 2016), and several studies have revealed the
importance of SA in several emergency responder professions, such as firefighters (Li, Yang, Ghahramani,
Becerik-Gerber, and Soibelman, 2014), military commanders (Riley, Endsley, Bolstad, and Cuevas, 2006), and
pilots (Endsley and Robertson, 2000). This is further associated with fewer errors and a higher level of
efficiency (Falkland and Wiggins, 2019).
Information sharing and the common operational picture

An extensive and growing body of literature has highlighted collaboration as a critical success factor in complex
emergency operations (e.g. Berlin and Carlström, 2014; Bharosa et al., 2010; Kapucu, 2008), such as multiagency management of extreme weather scenarios. Nevertheless, there is a large volume of published studies
describing the problems with information sharing among emergency response organizations (e.g. Bharosa et al.,
2010; Comfort, 2007; Wolbers and Boersma, 2013).
The COP is contemplated as a promising support in actors’
development of SA and a solution to the collaboration and
information sharing difficulties in the field (Comfort, 2007).
However, the COP lacks a univocal definition (Wolbers and
Boersma, 2013), although it consistently involves features of
collaboration. A highly important element in the collaboration
process is the information sharing aspect, and the accuracy of
the information is essential in intensive operations (Abbas,
Norris, and Parry, 2018). Actors’ SA is an important basic
component for the outcome of agency-specific tasks and goals,
but it is also a central source in contributing to the COP. This
Figure 2: Agencies’ SA and communication of
can be briefly illustrated by first responders’ communication
shared elements (SE) to create a COP
with each other and their respective C3 (Figure 2). As Figure 2
(Anonymous, 2020)
shows, the three first-responder agencies (police, fire and
rescue, and medical services) need to build SA and communicate the shared elements with each other in order to
establish a COP. In multi-agency operations, including relevant organizations besides first responders, a
majority of the goal-oriented operational actions are interdependent, and therefore, many of the information
requirements are common and need to be shared. However, the COP is inadequate in supporting the
stakeholders’ SA because the COP concept generally supports management teams and does not factor in that the
SA supports the different teams with their agency-specific tasks and goals (Luokkala and Virrantaus, 2014).
This might result in a COP that includes all available information but does not prioritize the relevant elements
that ought to be shared. In this case, the practice of an “all information to all people” approach (She et al., 2019)
will result in information overload, i.e., the dissemination of redundant and irrelevant information (e.g. Ben
Lazreg et al., 2018; Laakso and Palomäki, 2013). Humans have limited capacity to hold information available
CoRe Paper – Command & Control Studies
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.
254

Steen-Tveit

Identifying Information Requirements
for Improving the COP

for processing—what is called working memory (Lauria et al., 2019). Thus, information overload complicates
decision-making and creates simplified mental models (Van den Homberg et al., 2018). SA is associated with
cognitive capabilities such as attention, perception reasoning, and working memory (Cak et al., 2019). Since SA
is subjective, one can say that the COP is created by the actors involved in the operation, as it consists of some
SA elements, which the actor either understands must be shared based on experience or consulting with
colleagues or has knowledge of through procedures, etc. Borglund (2017) acknowledged the COP as a selection
of the important parts of the information available to actors—reported as descriptions and predications of the
situation. Based on this, the COP is the result of both static and available dynamic information analyzed by the
different actors involved, thus their SA. They must then decide what information needs to be shared and what is
useless to the collaborating parts. By further drawing on the COP concept, Berggren and Johansson (2010)
suggested that the COP is a GIS or map representation of the operational area and that it consists of units and
fields of significance. In emergency management, this could mean visualizing the location of all the units
involved, the areas of interest, evacuation spots, and the different types of resources. According to Looney
(2001), several terrain features, such as road intersections, are important. This has been supported by Johansson,
Hellgren, Oskarsson, and Svensson (2013), who have argued for the relevance of the ability to localize objects
in the terrain of emergency management. Further, it has been suggested that the COP enables several agencies to
share and view time-dependent information across a
Table 1: Important features of a COP
single picture (Bunker et al., 2015). Table 1 presents
Creation and maintenance of different levels of SA
important features for building a COP (Steen-Tveit et
1
within the involved agencies.
al., 2020). However, several of the features require
Knowledge of each other`s operational modus, such
specific information that must be exchanged among the
2
as information needs, goals, capabilities, processes
stakeholders building the COP. If these common
and resources.
information requirements are either missing or hidden
Effective and time-specific communication of
in an overload of information, it becomes impossible to
3
important static and dynamic environmental features,
achieve the COP. Other features concern common
shared elements and common critical cues.
preparation and training. Feature 6 is a direct call to use
Harmonized terminology, both in vocabulary and
4
software symbols.
a framework or structure, such as the Gothenburg
Sharing useful comprehension of the current situation
Window (Figure 1). Based on the COP features in
5
and actions/action planning important for the
Table 1, an identification of the common information
collaboration.
needs in particular scenarios can specify the
Follow a standardized framework for communication
mechanisms for building a COP a more specific
6
to avoid useless information and information
process. However, as long as the different organizations
overload.
are characterized by different disciplines, tasks, goals,
and working modes, the COP cannot guarantee that stakeholders will achieve a common situational
understanding. These differences might result in a diverse operational understanding of the COP. For a
successful outcome, the actors involved must have the same awareness of what is going on (Berggren and
Johansson, 2010), and a comprehensive COP serves as a solid support for building a common situational
understanding.
METHODOLOGY

As there are limited references on the specific information requirements of multi-agency operations in relation
to extreme weather, the people working in the investigated organizations are considered “knowledgeable
agents” (Gioia et al., 2013). This term is used to address the unique insight of experts regarding their own
working processes. Since this study seeks knowledge relating to these processes, a qualitative research approach
was chosen. However, as the informants were individuals in a larger system, their answers may have been
incomplete. Moreover, as the focus of this study is on specific information needs, it is important to note there
seemed to be few procedures in the studied organizations that specified the information requirements in the
selected scenarios. Therefore, qualitative interviews were conducted with twelve experts from first- responder
agencies and municipalities. In addition, a survey was sent to three other organizations, all of which are
characterized as support organizations because they are not responsible for handling the crisis (Table 2).
The answers from both the interviews and survey were categorized based on the selected scenarios and were
further classified into information requirement categories using an inductive method. The classification was
based on the informants’ answers and not on universal definitions. For example, when an informant said, “which
area is affected by the forest fire,” this was classified into the information requirement category “location.”
Another example is that roads, power, and networks were classified under “critical infrastructure.” Finally, the
information requirements were compared, and the common requirements were determined and described (see
Table 2). The informants were asked how they shared information in today’s practice and what they
characterized as the ideal sharing method. This was further discussed in light of the Gothenburg Window
(Figure 1). The data from both interviews and survey were coded and analyzed in NVivo (QSRInternational).
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Data collection

The data were collected through interviews with nine actors from the emergency management organizations and
a supplementary survey with six additional experts (Table 2). The informants from the first-responder
organizations were recruited by their leaders following a request from the author. The four emergency
coordinators were contacted directly and agreed to participate. The interviews were conducted in the informants’
workplace. Several of the informants from the first-responder agencies demonstrated their working process by
means of a tour and gave an introduction of their information systems as well as how and when they were used.
This gave a more holistic picture and resulted in the author’s deeper understanding, in the interview situation,
when an informant referenced a working process. In addition, I have had ten years’ working experience as a
medical emergency dispatcher, which also contributed to a mutual understanding.
Table 2: Respondents
Respondent Id
1
2
3
4

Organization
Fire and Rescue Services
Fire and Rescue Services
Fire and Rescue Services
Police Services

Role
Emergency Dispatcher
Shift Leader
Professional Development
Emergency Dispatcher

Data Collection
Interview
Interview
Survey
Interview

5

Police Services

Emergency Dispatcher

Interview

6

Medical Services

Interview

7

Medical Services

8
9

Municipality
Municipality

Head of Section, Acute Medical
Communication Services
Professional Development in Acute
Medical Communication Services
Emergency Coordinator
Emergency Coordinator

10
11
12
13

Municipality
Municipality
Municipality
The Ministry of Justice and
Public Security
The County Governor’s
Office
The Civil Defence

Emergency Coordinator
Emergency Coordinator
Head of the Preparedness Section
Director

Interview
Interview
Survey
Survey

Assistant Director

Survey

Head of District

Survey

14
15

Survey
Interview
Interview

The interviews lasted between 45 minutes and one hour each and were based on a semi-structured interview
guide. The guide consisted of open-ended questions, divided into the following four areas: (1) the informant’s
background, (2) human systems, (3) technological systems, and (4) building a COP and common situational
understanding. A series of questions were asked during the interviews, with a special focus on the informants’
working modes, such as the structures or procedures used to collect information on the emergency, whom to
contact, with whom and how they share information, and their specific information requirements. In addition,
the informants were asked about their experiences and opinions regarding the construction of a COP and the
achievement of a common situational understanding. Therefore, the qualitative interviews were connected to
complex events, using a forest fire scenario as an example. However, they also targeted the general aspects of
operations in extreme weather and other operations. The main purpose was to learn about the organizations’
processes for information sharing and discovery of specific information requirements as well as the informants’
framework of meanings. This was in keeping with the issue of avoiding my assumptions to the greatest extent
possible (Britten, 1995). During this study, I did gain experience at a C3 but did not possess the specific
knowledge investigated in this study. Nevertheless, I have an insight into the domain. However, it is important
to be aware of one’s pre-knowledge and how this can affect interviews. Finally, the qualitative interviews were
recorded and transcribed in detail. The texts were coded in NVivo and analyzed by the author.
In order to collect information requirements intended for extreme weather scenarios, experts in several
emergency management organizations were contacted. These informants received a link to a survey with the
scenario descriptions and were asked to write their information requirements in the specified fields. They were
again contacted prior to receiving the link. As the respondents had direct contact with the author, the interactions
can be regarded as mutual communication. The informants represented first responders as well as municipality
and support organizations. The information requirements from the support organizations were collected in order
to investigate the differences between their requirements and those of the key organizations. The information
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requirements were listed and categorized based on data from the qualitative interviews.
RESULTS AND DISCUSSION

The specific information requirements identified were classified into eight categories. The reason for the
categorization is that the different organizations need somewhat different details regarding the information
requirements. For instance, the fire services require more elements on the terrain than others, and the medical
services must know more details about the victims. Thus, the information needs of organizations require
different levels of details. The information requirement categories are listed in Table 3, including an explanation
of what each category entails, based on the data. Further, the “window report” structure was used to demonstrate
how and with whom the information can be shared, as presented in Figure 3.
Information requirements

During the data collection, eight relevant information requirement (IR) categories for sharing were identified
and classified into static and dynamic information (Table 3). The categories were not organized in prioritized
order at this stage. Each information requirement category is presented below, including the basis for it.
However, not all requirements were common for all support organizations. IR 3, 4, and 7 were not included in
any of the responses from the support organizations. The reason might be that IR 4 (evacuation possibilities) and
IR 7 (critical buildings) are closely related to the tactical level, while the support organizations are more
interested in the information connected to the operational level. IR 3 (victims) was mainly the responsibility of
“situation-owners.” Nevertheless, further research on these “missing” information requirements might yield
different results.
IR 1 concerns the possible scope and exact position of the important locations. This can be the coordination
point for the operations leaders from first-responder agencies, a meeting place for operations units, and support
organizations or representatives from the municipality. In particular, the organizations interviewed did not have
access to the same GIS interface, and on occasion, they spent a considerable amount of time explaining
locations to collaborative organizations. As an informant said, “If we could see the positions in the map instead
of describing (…) then you would know exactly where to go. According to another, “Now, everyone is searching
for position (…) where it has happened, separately.” This non-sharing of information relating to position was
specifically stated in the interviews and came out very clearly when it turned out that two of the first-responder
agencies had the possibility of sending the GIS position to each other. Both organizations pointed to the major
advantage of this feature and underlined its time-saving functionality. As one stated, “It [shared position in GIS]
saves us a lot of time when you don’t have an exact address.” Such statements indicate that a common GIS
interface would be beneficial for creating a COP concerning emergency locations. In fact, all the informants
emphasized a common GIS interface for location sharing. Location information also concerns the type of terrain
and topography of the area. To address the different needs related to this information, a scaling of the details on
the map could solve the issue of information overload. This information is also important when operating with
the impacts, or the mapping of the possible impacts, of the scenarios. Setting visible positions and lines in a GIS
can improve strategic coordination between the actors involved.
IR 2 concerns critical infrastructure such as transportation systems, water supply, and telecommunications. One
informant described how they coordinated the bus transportation in a storm scenario by using a real-time GIS
solution: “We knew a lot of trees would break (…) but the public transport must go on. We then called in the bus
company, and they have a real-time view of all their busses. This was incredibly useful because when a tree fell
over the road, the coordination of the bus could adapt to the situation.” In this case, the overview of the
transport systems and access to information on obstacles enabled the organization to maintain its responsibility
in a crisis situation. Critical infrastructure is also important for sharing information regarding different
challenges in an area, and several of the informants highlighted the importance of mapping and taking early
actions concerning weak groups, such as old, sick, and disabled people. Many people need electricity for
medical reasons, home care, and special measures. While this is the responsibility of municipalities, in many
scenarios, it might result in tasks that need to be solved by first responders. One informant illustrated the despair
of not having the overview: “In X scenario, 40,000–50,000 people had no electricity (…) and we don’t know
how many patients have received a COPD apparatus that needs to be refilled (…). How should we know this?
They (the patients) are sitting and calling someone and worrying about the electricity being gone. So, this is just
chaotic, so to speak.” This quote illustrates how the responsibility of municipalities fuses with that of first
responders if the patients’ condition worsens because of sustained power outages and if measures are not
implemented in time.
IR 3 is important for several reasons. First, first responders must prepare medical treatments and search and
rescue operations for victims, both in scope and under specific conditions. These are resource-demanding
operations that require great effort from several stakeholders. Second, this is important information concerning
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the evacuation process. Third, during disasters, an important step is to keep people informed. The extent of
damage, perhaps especially when it comes to injuries, is of great interest to the public.
IR 4 is connected to IR 3, but it also concerns the number of people, including victims and next of kin. In
addition, the need for evacuation is not exclusively for injured people but also involves situations where people
need to evacuate from their homes. IR 4 also considers the need for staff in the evacuation situation. IR 1 relates
to this information requirement in the sense that the location of the evacuation spot or center must be
determined.
IR 5 concerns resources. The informants talked about resources in different terms. For instance, resources can
be the operations units of the first responders involved. Another side of resources has to do with different
supplies, aid, and support that can be used when needed. This illustrates the importance of the fourth COP
feature concerning a harmonized terminology, whereby actors need to be knowledgeable about the terms used
by each other and what the concepts entail. An overview of available resources can help organizations mobilize
measures while also considering resource adequacy vis-à-vis the situation at hand. One informant explained
resources like this: “Available resources, who, what, where? Are there other resources besides ours we can take
advantage of? That’s the first thing.”
IR 6 is crucial for planning the next steps of the operation. For instance, wind direction, rain fall, and wind
speed are important pieces of information in preventing and handling the consequences of extreme weather.
IR 7 involves important buildings, both in terms of handling the operation and preventing damage. Examples
include nursing homes, hospitals, and evacuation centers, all of which are connected to IR 4.
IR 8 is an interconnected information requirement, which concerns weather trend (IR 6), possible victims (IR
3), and resources (IR 5). In addition, the requirement covers other projections on how the situation might
develop. According to an informant, “How we comprehend the situation, if it’s a threatening situation and it
poses a danger for others involved.” In the “window report” structure, IR 8 can be seen as an information
requirement in itself because it illustrates some information that needs to be shared. However, this information
requirement can also be seen as an indication of the need for analyses of IR 1–7 to achieve level 2 and 2 SA,
which is more suggestive of a process for achieving common situational understanding.
Table 3: Common Information Requirement Categories

Information
requirement
category

Description

Static/dynamic
information

IR 1

Location

Exact area for coordination point or
meeting place. In addition, topography,
terrain and exact scope.

Static

IR 2

Critical
infrastructure

Essential assets such as transportation
systems, water supply, electricity, and
telecommunications

Static and
dynamic

IR 3

Information
on possible
victims

Whether there are people involved who
are, or are at risk of being, injured,
threatened, or dead because of the
situation; vulnerable groups that might be
in the affected area

Dynamic

IR 4

Evacuation
possibilities

Whether evacuation is required now or in
the future, where the possibilities are and
the approximate number of people

Dynamic

IR 5

Resources

All operations units from the first
responders involved, the collaborative
organizations’ resources, such as power
generators and water supply. Other
available resources, such as tractors and
buses

Dynamic

IR 6

Weather
forecast

Current weather at affected locations and
weather forecasts

Dynamic
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IR 7

Critical
buildings

Hospitals, evacuation center, and schools

Static

IR 8

Situational
development

Expert assessment on how the situation
can develop

Dynamic

One obvious finding to emerge from the analysis of the different information requirements is that it is not
possible to operate with a single COP, as it must consider all the organizations involved and their need for an
operational picture. The information overload issue would be a component, in addition to the fact that the
consideration of all information needs would require a COP that is difficult to build and maintain. The
informants’ responses clearly demonstrate that their need for specific information is related to agency-specific
tasks and goals. However, there are many common features in the identified information requirements
(demonstrated in the categorization), which should be the foundation for sharing common information and for
building the COP.
Example of an information sharing structure

Although the actors involved in multi-agency operations have some agency-specific goals, collaboration is a
critical success factor in the achievement of common goals. In order for this collaboration to be as successful as
possible, it is crucial that the common information requirements are shared with the relevant stakeholders and
not remain within the agencies or individual actors (Sorensen and Stanton, 2016). A study on SA for building a
fire emergency response demonstrated the importance of information collection in SA building, especially
information items from the emergency site (Li et al., 2014). Thus, the “window report” structure should not be
limited to a fraction of the organizations involved; it should include all relevant levels of cross-sectional
collaboration. Today, the structure is mainly designed for information sharing between first responders and is
perceived as a well-known structure for information sharing where elements are distributed within the interagency network—appearing as an effective and prioritized structure. During the data collection for this paper,
several of the actors refers to the window structure when asked about how they build a COP, e.g.: “I really like
what we call “window report” in the common call group, the first actors on the scene – what do they observe?
This is important for us in the CCC because we do not have any visual picture of the situation”. Such structure
of information sharing among the relevant agencies can therefore be seen as the foundation of the COP. The use
of an information sharing structure to build a COP can enable the expansion of the scope of information
receivers in order to enhance the SA of the organizations involved.
One can argue that level 1 SA represents the information collection and might be the essence of the “window
report.” The exception could be Trend on occasions where the status quo is escalating or calming down, and the
distributor of the “window report” must understand the information and form cognitive patterns based on
professional experience. This would indicate level 2 SA, and some cases could be associated as level 3 SA if
they are deemed relevant in reporting a projection, i.e., a future status report. Place, Direction, and Resources
require objective information that reflects actors’ first impressions. SA levels do not represent the actual manner
of reporting but, rather, the specific
situational information being reported.
One must consider that SA is not the
performance or action itself (Wickens,
2008), thus, the “window report” relies
on external structures or procedures, in
addition to the actors’ perception of the
environment. This is important because
even if the stakeholders hold relevant
information on the situation, it is not
necessarily shared with the collaborating
organizations.
Although this study was limited to
identifying information requirements
and did not address the prioritized order
of the elements in the reporting
Figure 3: The Gothenburg Window as structure for sharing common
structure,
the Trend and Resources
information
sections in the Gothenburg Window
(Figure 1) have switched places in this paper’s suggestion of the “window report” structure (Figure 3). This is
based on the informants’ answers regarding the information needs, where the information requirements for
Resources were generally prioritized over those for Trend. However, further research on such a “window report”
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structure and the prioritized order for the information requirements is needed.
Based on the data from the interviews, first responders are familiar with the “window report” structure, which
arguably depicts a relevant procedure for information sharing. Therefore, it could be valuable to discuss what
features of Place, Direction, Trend, and Resources can be linked to the COP concept as well as important COP
features (Table 2). Further, the common information requirement categories can be placed in the window and
serve as a structure indicating what information must be shared and to whom (Figure 3), as a conceptual
structure for the information presentation. Since the second and fourth COP features concern knowledge of the
other collaborative organizations and a univocal terminology, respectively, they involve training, preparation,
and relationship building and do not include information that is directly a part of the “window report” structure.
However, features 1, 3, 5, and 6 have a clear relationship with the structure’s content. Place is connected to
sharing critical location information, for instance, the exact position of the emergency event, the meeting point,
and other elements connected to IR 1 (Table 2). This is the first square in the window and must be accurately
communicated, with no room for errors. Incorrectly communicated information regarding location can have
critical consequences, such as resources being delayed. An exact position in a common GIS would obviously be
effective. Direction involves SA because it is a short description of the situation. Because a “window report” is
a first-impression description, the Direction should mainly consist of level 1 SA elements, whereby the actor
describes the situation in an objective way and distributes the elements in the environment to the collaborative
organizations. This could relate to victims (IR 3), information about whom should be presented in an objective
manner, such as whether or not there are injuries, since there are several pitfalls in projecting the status of
patients, and injured people must be evaluated by medical personnel. Critical infrastructure (IR 2) represents
issues concerning closed roads or other dynamics of the environment that could impact the operation and should
be presented in the Direction square. In the Resources square, the information requirements 5, 7, and 4 should
be presented: first, all available resources; second, whether critical buildings are destroyed or threatened; and
third, the possibilities for evacuating the area. The last square in the window is Trend, where information
requirements 6 and 8 should be presented. These requirements are interconnected in the sense that the weather
forecast needs to be shared, and the consequences need to be predicted. IR 8 can also be interpreted as an
analysis of the previous information requirements.
There are implications regarding how to handle the kind of information that might be provided by the COP in
this case. New available information and insights are likely to emerge into more alternatives in the working
processes, both internal and collaborative. It is beyond the scope of this study to discuss all working processes,
but how information sharing is performed is likely to be affected. In today’s practice, information sharing
processes in Norway are mainly verbally performed in the Public Safety Network and by telephone. Some of the
responders mentioned e-mail as a possible way of sharing information, for instance, on one occasion where a
fire and rescue C3 was overloaded by incoming inquiries, a collaborative organization communicated with them
by e-mail. However, the COP concept indicates “a picture” of the situation, which makes it seem more like an
object. In this sense, the organizations would benefit from a common GIS interface, where the information
requirements are visualized and scaled by different techniques. The static information must be displayed in
some sense, and the dynamic must be inserted. However, some of the content of the information requirements,
such as IR 8, might be communicated verbally because it concerns the common situational understanding. The
COP is an important foundation for this understanding, but the common situational understanding requires
bidirectional communication to clear up misunderstanding as well as the possibility for additional questions.
CONCLUSION

This study has identified eight information requirement categories, which are necessary for building a COP
when the first-responder agencies and municipalities tackle extreme weather scenarios. However, it is important
to emphasize that a single COP is not sufficient to provide a holistic operational picture for all the agencies
involved; rather, it is a selection of the relevant dynamic and static information that will contribute toward
building a COP. Based on the combination of the information requirement categories identified, the COP
concept as an object is described in Table 1, along with the important features. One can argue that the COP is
the result of preparation and a structured working methodology. This preparation consists of knowledge
regarding each other’s operational modes and harmonized terminology and the pre-knowledge on common
information requirements that needs to be shared during an operation. The working methodology, in this case,
consists of how to share the relevant information. This paper discusses the “window report” structure as an
example of how to effectively share both static and dynamic operational information and make the information
sharing process more integrated in the working processes. However, one must acknowledge that the working
processes need to forge a way in which information provided by the COP is handled and used efficiently.
Predefining the information requirement categories for the organizations in the different contexts might facilitate
the inclusion of a COP perspective at the strategic level of emergency management. Today, the information
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must be shared verbally in the Public Safety Network, but a common GIS interface seems to be the way
forward. The “window report” structure would in this case serve as a template for what areas of information
need to be shared, which information categories and to whom, in different types of crisis.
Given the small sample size of this study, the findings presented must be validated by users, and further research
should focus on developing a conceptual model on how to build a COP in multi-agency operations handling
extreme weather events. Finally, as the study is limited to Norwegian and Swedish practice, further research
could compare these results with structures used in other countries.
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ABSTRACT

A qualitative analysis of observation protocols and audio recordings from 14 crisis response exercises has been
conducted revealing eight themes reoccurring in multi-disciplinary team discussions about crisis response to large
disruptions to the card payment system. The themes were: Coordinate and collaborate, Payment options, Cash
circulation, Fuel and transportation, Security, Inform, communicate and the media, Hoarding and rationing, and
Vulnerable groups. The analysis suggest that Swedish society is vulnerable to disruptions in the card payment
services, largely due to a low diversity in payment options, the lack of prepared back up solutions for payment,
and insufficient cash flows to support a cash only scenario. A longer (several days) disruption in the card payment
system will demand coordinating mechanisms for information management, available payment options, and
preparedness for rapid establishment of cash flows. Today, these mechanisms do not exist. Simulation exercises
with stake-holders are an important mean for increasing awareness about these vulnerabilities and the challenges
associated with coping with them.
Keywords

Crisis Management, Payment Disruptions, Resilience, Thematic Analysis.
INTRODUCTION

In Sweden, more than 80% of all payments were made using debit or credit cards in 2018. Many shops even refuse
to accept cash. Most citizens do not have any precautions or even thoughts about how to manage a breakdown in
the card payment system (Berggren, Lundberg, Laere & Johansson, 2019). Likewise, store managers, bank
managers, and gas station personnel have very limited contingencies planning for coping with an event like this
(Johansson, Jaber, Laere & Berggren, 2018). In addition, the amount of money currently available in ATMs
would not be sufficient to support nor cover citizens’ expenses in a situation where everything needs to be paid
with cash. The research presented in this paper is part of a project investigating the societal consequences of major
disruptions in the Swedish card payment system, called Creating Collaborative Resilience Awareness, Analysis
and Action for Finance, Food and Fuel Systems in INteractive Games, (CCRAAAFFFTING, see Laere et al.,
2017). The method of the CCRAAAFFFTING project is to conduct simulation-based gaming exercises with
stakeholders from businesses, organizations, and agencies that would be affected by, or responsible for handling,
a major disruption in the payment system in a real-world scenario, food, fuel and finance sectors. Resilience theory
is used as an analytical framework to understand how participants in the exercises cope with the disruption in the
scenario. In order to assess the resilience of the participating teams, a method based on the Systemic Resilience
model (SyRes, Lundberg & Johansson, 2015) has been developed, the Team Resilience Assessment Method for
Simulation (TRAMS). The TRAMS method is based on resilience theory, in which strategies about how the teams
in the simulation games manage disruption are observed (Johansson, Laere & Berggren, 2018). TRAMS consist
of several measurements, such as team-member exchange, workload, and the TRAMS observation protocol etc
(Johansson, Laere & Berggren, 2018; Jaber et al., 2019).
The TRAMS method has been applied in 14 different crisis management exercises within the CCRAAAFFFTING
project, corresponding to about 30 hours of exercises. During the exercises, a combination of assessment methods
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and observation protocols are used. The main component of the TRAMS is the observation protocol in which
different strategies developed by the crisis management teams are noted down, coded in relation to different
functions of resilience. This can be used for quantification to evaluate what type of resilience strategies the crisis
management team develop, providing an assessment of where the participants put the core of their effort, for
example in trying to predict what is going to happen (anticipation) or looking for more information (monitoring).
However, the quantitative assessment does not reveal anything about what the participants actually find important
in the exercise (such as providing information to the public). Therefore, a qualitative analysis of the strategies
observed during the crisis management exercises, as well as the audio recordings from the exercises, has been
conducted with the purpose of identifying different themes that reoccur in the 14 observed exercises. The research
question in this paper is therefore: What themes can be found in the discussions taking place in the crisis response
teams, and how do they relate to the strategies observed when using the TRAMS observation protocol? This
question is investigated by applying thematic analysis to the collected observation protocols.
The paper begins with an overview of the problem domain, resilience in the payment system, and the theoretical
basis of the paper, the Systemic Resilience Model. Then, it presents the TRAMS method, the data collection, and
the thematic analysis. Finally, implications for crisis management of payment disruptions are discussed.
BACKGROUND: RESILIENCE IN THE PAYMENT SYSTEM

Resilience is a systemic approach to understanding how systems critical to society, such as industry, infrastructure,
finance, or ecology, can absorb changes or disturbances and still persist (Holling, 1973; Foster, 1993). The term
has been interpreted in many different ways in different domains and may refer to: bouncing back to a previous
state, or bouncing forward to a new state, or both; absorbing variety and preserve functioning, or recovering from
damage, or both; and being proactive and anticipating, or being reactive (when recovering during and after events),
or both (Bergström, van Winsen, & Henriqsen, 2015). In line with the challenges to resilience suggested by
Lundberg and Johansson (2015) comes the fact that societal systems, such as the payment system, depends on
several different organisations to function properly. The financial system is robust when considered over a longer
time-period, but history shows that it is sensitive to local or short-term disruptions which may cause major
fluctuations (Helbing, 2012) and cascading effects (Pescaroli & Alexander, 2015). Such effects sometimes leads
to effects that shift from micro (local) to macro (global) scale. Hence, resilience must be considered from a
system’s perspective. Resilience in a system is a wide ability, which means that there are applications of strategies,
and that these strategies reduce the risk and consequences of faulty actions, unexpected events and complicated
factors (Lundberg & Johansson, 2015). Woods (2006) states that resilience is also about how well a system
manages disruptions. It is about to recover better in crisis and disruptions and how society becomes better
equipped after a crisis the next time a similar event happens (Swedish Civil Contingencies Agency, 2013).
Johansson and Lundberg (2015) have tried to elicit what the core in resilient systems is and applied that in their
Systemic Resilience model (SyRes). According to The Swedish Civil Contingencies Agency (2013), there is a
need of a common concept of resilience that can be used in different areas of society protection and preparedness,
and the SyRes model outlines six functions drawn from both disaster response and resilience engineering in effort
to create such a common concept. These six functional dependencies are:
•

Anticipation – expect what could possibly happen, which is essential for detecting and coping with events
that are not wanted.

•

Monitoring – detect the onset of events, and observation in the crucial system’s parameters and events,
can potentially lead to detection of unwanted events that then can be avoided.

•

Response – anticipation and monitoring detect an event but here is the actual execution of actions.
Respond to events and take control over them.

•

Recovery – damage from unwanted events are unavoidable, which leads to re-establishing damaged
functions and operations. Recover from negative events, in short “bouncing back”.

•

Learning – learning is a must and it also helps to improve the system responses to an event, improve
barriers, and procedures for coping with an event. All this to withstand known disturbances.

•

Self-monitoring – monitor and adjust all other functions ceaselessly, this to maintain the models’ core
abilities, and the whole systems intrinsic ability to respond and adapt.

There are also five basic strategies concerning how the execution of resilience functions can be manifested
(Lundberg & Johansson, 2015):
•

Immunization – make the system resistant to the menace. For example, if a slowly collapsing mine has
a city above – move the city elsewhere.
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•

Avoidance – If there is no time or it is too expensive to eliminate a threat by making it immune, avoidance
need to be conducted, such as an evacuation or a Tsunami warning system.

•

Control – This strategy is implemented if it is impossible to immunize and avoid the situation, attempt
to control for example a water flowing toward a city or control its effects instead needs to be conducted.

•

Re-building – When all the above strategies have failed, systems can adapt a re-building strategy to retaking what has been lost, such as repair damaged buildings.

•

Knowledge – Another strategy when the other strategies have failed is knowledge, and by creating
knowledge from learning increases the resilience of a system, for example by informing communities
about threats and ways of coping with it.

A lack of resilience manifests when there is a lack of strategies corresponding to the core resilience functions.
The TRAMS instrument was created to capture the development of such strategies by teams participating in
simulated, multi-domain, crisis response scenarios, hence assessing the capability of resilience of the teams (Jaber
et al., 2019).
THE TEAM RESILIENCE ASSESSMENT METHOD FOR SIMULATION (TRAMS) AND ITS APPPLICATION

TRAMS is developed to evaluate if teams participating in the simulation games are resilient in the sense that they
exhibit behaviors, in the form of strategies, that reflect the core resilience functions anticipating, monitoring,
responding, recovering, learning, and self-monitoring. The TRAMS instrument comprises several assessments
(Johansson, Laere, & Berggren, 2018), such as observations, workload (Helton, Funke, & Knott, 2014; Funke et
al., 2012), team trust (cf. Willems, 2016; Seers, Petty, & Cashman, 1995), and shared understanding (Berggren,
Johansson, & Baroutsi, 2017; MacMillan et al., 2005) (see Figure 1).

Figure 1. The various assessments of the TRAMS instrument as described in Johansson, Laere, and Berggren (2018).
The focus of this paper is the TRAMS observation protocol.

In this paper, we focus on the observations noted using the TRAMS observation protocol. The term structured
observation, also called systematic observation, is a method where the researcher can use statements and fixed
rules for observation and registration of behaviour (Bryman, 2001). These rules are a description of what the
observer should look for and how they should note down what they observed. The rules can be called an
observation scheme or an observation template. The purpose with an observation scheme is to ensure that every
participants’ behaviour is registered in a systematic way, so all behaviours can be compiled into different
behaviour categories that the researcher wants to study. The overall purpose of TRAMS is to assess whether
participants are able to develop strategies (in line with the SyRes functions) in order to manage various
disturbances they may encounter in the simulation game and whether these strategies actually lead to positive
outcomes (Johansson, Van Laere, & Berggren, 2018). The TRAMS observation protocol is organised in rows,
representing the SyRes functions, and columns that indicate specific points in the simulation exercise as well as
support columns where information about for example who coined a specific strategy, what consequences it may
have, and whether or not it was successful (see Jaber et al., 2019) for a complete description of the protocol). In
this paper, the important part to note is that each observation consists of a statement which reflects the current
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discussion of the crisis management team. Typically, one exercise results in between 70-100 such observations.
During the data collection, 14 crisis response exercises were observed. Each participating team was composed of
6-10 participants from representative businesses, authorities and public organizations. A typical team consisted
of members from the fuel distribution sector, the food distribution (store managers), the county administration
board, bank manager, the money distribution sector, the police, and local media. However, the teams were not
identical in their composition of competences, but sufficiently representative of the type of individuals that are
likely to be involved in a crisis response during a failure of the credit card system.
During every exercise, three observers equipped with the TRAMS protocol, observed the team of participants and
listened in to their discussions. They all sat adjacent to the participants, so they all could see the participants and
the simulation engine output, which was presented on a large screen in connection to the participants (see Figure
2) for an example of placement in the room. The observers had no strict guidelines on how to use the protocol,
other than the guidelines described in Jaber et al. (2019). The observers tried to utilize as many of the components
of the TRAMS protocol as possible during the exercises. The observers compared their notes with each other in
terms of the protocol after the games to analyze similarities and find differences between each other, and to discuss
how they thought about different strategies and how to categorize the team’s discussion.

Store&
manager

Petrol
station&
manager

Police

Simulation&
management
Store&
manager

Exercise leader
Money&
transportation

ATM&company
representativt

Local
bank
manager

Municipality
crisis
manager

Simulation&output

Microphone

TRAMS&observer team

Figure 2 Typical setup of a data collection during a simulation exercise in CCRAAAFFTTING.
THE SIMULATION GAME

The simulation platform AnyLogic™ was used to run the simulation game. The model is an agent-based
simulation model of the payment system which simulate the business and consumer consequences when a
disruption happens in the payment system for food stores, fuel stations and the bank sector in order to extract
resilience. A Geographic Information System (GIS) model is used to visualize the locations of food stores, gas
stations and ATMs in southern Sweden. The total population is 440,000 citizens in the simulation and the model
creates an architecture of three main components, which is retail market offer, the consumers´ behavior and the
payment system. The model is based on the typical shopping behavior from available statistics from SCB Statistics
Sweden and the estimates made by the modelling team (Laere et al., 2018). The simulation is from day 0 to day
10 and each simulation runs starts at 06.00 and continue for 9 days.
The scenario of the simulation games is a disruption in the payment system, specifically, a scenario where the
card payments function shut down for ten days, while cash withdrawals, internet- and tele- bank and online
payments are still working as normal. The simulation is based on a model of southern Sweden which include both
large cities and rural areas. The simulation is modeled in terms of stores (ranging from small to mega-stores) and
petrol stations (both manned and unmanned), transactions, petrol, flow of goods and payments, customers and the
amount of cash available in ATMs etc. The simulation engine will continuously calculate and report development
of central variables such as sales, stock in stores, citizen satisfaction, how well the logistics chain works, cash
flow in society etc.
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METHOD

Apart from applying the TRAMS observation protocol, all discussions taking place in the exercises were recorded.
The observations and the recordings were used complementary to gain an understanding of the strategies
developed during the exercises. The recorded audio from the data collections was used as a reference when
interpreting the notes taken with the TRAMS protocol. From the recordings, selected parts were transcribed in
order to gather excerpts that illustrating the various strategies that were identified during the simulation games.
They were therefore not randomly chosen. The excerpts that were judged to be representative of the strategies
identified during the simulation games were selected and transcribed.
Procedure

All participants filled in a consent form and replied to a set of questions about their professional experience as
well as experience from actual crisis response events. Then, the background to the CRRAAAFFTTING project
was described, as well as the scenario outline for the simulation. After this, the simulation was started. During
the simulation game, two researchers were available at all times, ready to answer any questions the participants
had about the progress of the simulation or other concerns. The participants in the simulation game takes on the
role as a crisis response council that need to suggest actions to handle the situation on days 1, 3, 6 & 9 in the
simulation game. They are free to implement a number of things such as introducing new means for payment,
providing information to the public, changing the number of security guards or police officers in stores and society,
change opening hours of stores or petrol stations, or even close them, etc. As stated above, a typical team consisted
of members from the fuel distribution sector, the food distribution (store managers), the county administration
board, bank manager, the money distribution sector, the police, and local media. The teams were not identical in
their composition, but sufficiently representative of the type of individuals that are likely to be involved in a crisis
response during a disruption in the payment system.
Equipment

The simulation games were audio recorded with Zoom R8 with an Aston Spirit microphone to support note-taking
with the TRAMS observation protocol.
Data

Data from 14 crisis management exercises concerning disruptions in the payment system was analyzed. Each
exercise typically lasted between 90 – 120 minutes and involved 6-10 participants. Data consisted of observation
protocols, audio recordings and selected transcriptions.
Thematic analysis

As mentioned above thematic analysis was applied to the data. According to Howitt (2010), thematic analysis is
a qualitative data analysis method and is less dependent on theory. It is an analysis for finding major themes in
qualitative data. The themes should describe in depth what is going on in the data. The analyst should have an
intimate knowledge with the data by for example collecting, transcribing, reading, and re-reading the data oneself.
After this process, the coding of the data begins. It is from these codes the analyst develops and identify the themes
which describes the major features of the data (Howitt, 2010). In short, the purpose of thematic analysis is to
structure and categorize data into different themes. According to Howitt (2010) “thematic analysis is the analysis
of what is said rather than how it is said” (p.164).
RESULTS

The distribution of strategies relating to the SyRes functions have partly been reported in previous work (Jaber,
Johansson, Bergsten, Laere, & Berggren 2019) and will therefore not be the focus of this paper. Instead, the paper
will be devoted to describing what the participants discussed during the simulation games. However, a summary
of how these discussions relate to the strategies related to SyRes functions can be in Table 1 below. By analyzing
the TRAMS observation protocol and the associated audio recordings, the thematic analysis revealed eight
themes:
•
•
•
•

Coordinate and collaborate
Payment options
Cash circulation
Fuel and transportation
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Security
Inform, communicate and the media
Hoarding and rationing
Vulnerable groups

The majority of the findings turned out to be from strategies related to the SyRes function anticipation. To see the
relation between the identified themes and strategies relating to the SyRes functions, see Table 1.
Table 1. The identified themes and their relation to the SyRes function.

Theme

Number
of observations

Observation in the total
data

In which SyRes
strategies

Coordinate
and collaborate

110

7%

61% Anticipation

Payment options

328

39% Controlling
21%

67% Anticipation
32% Controlling
1% Self-monitoring

Cash circulation

283

18%

74% Anticipation
2% Monitoring
24% Controlling

Fuel and transportation

239

16%

74% Anticipation
1% Monitoring
25% Controlling

Security

122

8%

70% Anticipation
2% Monitoring
28% Controlling

Inform, communicate
and the media

218

14%

63% Anticipation
1% Monitoring
36% Controlling

Hoarding and rationing

136

9%

92% Anticipation
1% Monitoring
4% Controlling
1% Self-monitoring

Vulnerable groups

103

7%

78% Anticipation
1% Monitoring
21% Controlling

An important thing to note before continuing reading the themes is that all the themes presented below are based
on the participants’ reasoning and concerns. Hence, it is the participants’ reasoning that forms the basis of all
claims made. Furthermore, it is not certain that the participants’ concerns and reasoning are correct.
Theme: Coordinate and collaborate

In a crisis situation, coordination and collaboration are important according to the participants. The participants
often discussed that they need to coordinate, both their communication with society to craft a feeling of security,
and how they can collaborate among different organizations to create order and structure. The participants
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emphasized how important it is to collaborate with key actors involved, such as media or municipality, and that
the coordination and collaboration needs to start early in the occurrence of a disruption or crisis situation.
The participants express that it is important to start a dialog between involved actors and try to keep functions
working in order to coordinate and communicate between functions. The county administrative board, for
example, needs to communicate with the banks, the municipalities need to support and coordinate elderly care,
schools and transports. The participants also discussed that a crisis board needs to be established and that an
emergency management group or a collaboration conference with important actors should be organized by the
municipality and the county administrative board. They can coordinate information to the public, what different
actors will do, what resources are available, which resources need to be prioritized, and provide a common
operational picture. There will also be internal crisis management teams in different actors’ organizations, such
as at banks and food stores. The purpose of these crisis management teams is to support each other and help in
sharing information, but also determine what actions need to be taken.
Theme: Payment options

In all the exercises, payment options are discussed widely as the lack of payment options is the main challenge in
the exercise scenario. Participants discussed several different ways in which payments can be done, such as cash,
smartphone based payment, invoice, club card, manual routines, apps, online- and offline-payments, or by
bringing other types of pay terminals to the stores (for example smartphone based solutions like Izettle). The
participants thought that it is important to show that there are alternative payment options. However, participant
discussions suggest that it is difficult to implement such alternatives in practice.
The first option that almost all teams brought up is “Swish”, a smartphone-based service that is widely used in
Sweden as an payment option. However, there is much discussion if the Swish service can handle the pressure if
everyone uses it, since Swish never was intended as the main payment option. In addition, not everyone has a
smartphone, or access to the Swish service, especially among the elderly in the population. The participants
assumed that elderly people have more cash at home and uses Swish less or not at all, and the younger population
probably have less cash and uses Swish more. Not all stores have Swish as an option for receiving payments, and
if they have to open up an account for Swish the banks (who has to set up the option for the stores) will be under
a lot of pressure. If, or when, the Swish service crashes, there is still cash, online payments and offline payments;
but these payment options will most likely create larger queues and a lot of pressure and stress on the personnel
and security.
Many stores will also have problems using other payment options than cash, according to many food stores
managers who participated in the exercises. Another difficulty is the credit risk associated with a wide use of
invoice payment. Most store managers are not prepared to take the risk and not all people can be invoice customers
either, since it is hard to perform a credit control with short notice. Another option that was discussed was online
payments. People can, for example, buy food via stores’ web pages and collect it in the stores, but not all stores
have this option and not all people know how to use it, such as elderly people.
There are also differences in the potential of different payment options between the countryside and cities. In the
countryside, stores may know their customers and can write down payments that can be paid after the disturbance,
but in the city and in bigger stores this is harder, if not impossible, to do.
The suggested payment options mentioned above causes constraints and stress on store staff and managers. The
participants thought that new opening hours probably must be established, and that extra personnel are needed,
especially if manual routines are implemented.
A desirable idea is that many different payment options should be available, but at present this is not the case
according to the participants. The problem in Swedish society today is that there are not many payment solutions,
and the solutions that exist create new dilemmas for store managers and banks. The most commonly suggested
solution, Swish, will most likely crash and after that the best alternative is cash.
Theme: Cash circulation

When card payments stop working and alternatives like the Swish service crashes, cash payments are considered
by the participants to be the next best choice. However, today’s society does not have the capacity to handle large
amounts of cash, and there is not a supply of cash available either, especially in smaller denomination needed as
change. The ATMs will most likely be emptied quickly and money transportation is a slow process. Normally,
many ATMs are filled up on a weekly basis, not a daily, which may be required in a scenario like the one used in
the exercises. In addition, there are no longer as many money depots as it used to be, according to participants
from the money transportation companies.
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Circulation of money is thus needed, and assuring enough change in stores is equally important. The participants
think that the banks need to increase their opening hours and expect them to be able to handle cash, something
that is rare in Sweden today. Most bank offices do no longer have strong rooms, equipment, nor staffing needed
to handle cash. Priorities also need to be sorted out, for example which ATMs should be filled up, how much
should be filled up, which operation should the money pick-up prioritize, and which bank offices need to open for
the public. However, the problem lies in the circulation of money – the money does not get distributed to the
ATMs and banks as they stack up in the stores, because the transportation of money cannot keep up. According
to the transportation companies, the capacity to deliver large amounts of money does not exist. In addition, stores
that do not have a contract with the transportation company cannot use their services and a new contract takes
about seven days to seal. An important aspect is to establish a cash flow, presumably locally to avoid congestion
on a national level.
A solution suggested by the participants is to introduce limited withdrawal from ATMs. This should be done to
prevent ATMs from being emptied and people from hoarding money. Another solution suggested by the
participants is to accept other currencies than Swedish Krona, such as euro etc. However, this “new” money still
needs to get circulated, which is, as mentioned before, hard to do. In addition, the value of the Swedish krona may
drop rapidly in a crisis situation. Another problem associated with increasing the amount of cash in society is that
there must be a basic level of security in society – it is not just possible to add a lot of cash without improving the
security for handling cash at the same time, according to the participants.
Differences between countryside and city exist. In rural areas, it is easier to arrange local money flows between
citizens, something that most likely is difficult to achieve in cities. Therefore, participants speculate that the
problem may not be as big in less densely populated areas.
Theme: Security

The need for presence of security guards and police will increase in this situation since people might become
frustrated, scared and angry, according to the participants. One problem with this, the participants speculated, is
that the number of security guards we have now will probably not be sufficient, which leads to the police and
military needing to help out. In addition, there is a dilemma: can more security guards create more security, or
will it create an even greater feeling of insecurity? Or is it a necessity to have, for example, police out in the streets
to calm people down? Security efforts will have to be focused on stores, banks and petrol stations, since they are
vulnerable. Also, security guards, police and military may be needed to support transportation of money, as
mentioned before. The participants think that prioritization will be fundamental since there are limited resources
in guards, police and military. For example: which stores, ATMs or petrol stations need the most protection?
Maybe some stores need to close since the security capacity is not enough. Big stores are probably in bigger need
of security than small stores, too. There will also be queues at petrol stations that need to be kept under control.
Worth mentioning is that today the Swedish Armed Forces cannot be deployed in Sweden unless war is declared.
Hence, Swedish soldiers cannot be used to support police.
Theme: Fuel and transportation

All themes are in a way connected to each other and fuel and transportation is not an exception. As mentioned
before, fuel is needed for the transportations of goods and cash and it will be difficult to access this if the payments
are disrupted. Fuel is an important driver of societal functions, and the participants argue that a lack of it will lead
to disorder.
According to the participants’ speculations, prioritization is also needed here. Should everyone be able to refuel
or should important societal services, such as ambulances or fire trucks, have priority over everything else? A
possible scenario is that cars and trucks will get stuck on the roads, as well as important goods, such as food.
Participants repeatedly suggest that it is important to inform people not to use their cars unnecessarily. A
suggestion is that people should stay home and work from home if possible. Carpools are also suggested as an
option from the participants. However, fuel-related problems may emerge already on day one in the scenario, as
people expect to be able to fill up their cars on the way home from work etc. Once cars get drained from fuel,
people will probably hoard or even steal fuel, the participants speculate. People should be encouraged to use other
transportation alternatives, such as bikes etc.
A possibility suggested by the participants is to control the fuel tankers and only fill the manned stations with fuel
as unmanned stations will not be operational in any case. Or, as an alternative, the unmanned stations could be
manned, although it is unclear how this could be solved in practice. This may be necessary in the countryside
where there are almost no manned stations. This may work for large companies, but not for smaller ones since
they do not have the amount of personnel required, the participants suggest.
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One solution suggested by the participants is to mainly use public transportation, such as buses or trains. In
addition, let people who cannot pay for the transportation go for free. Increased availability of public transport
will however also be difficult to handle.
Theme: Inform, communicate and the media

All participant teams state that information to the public is very important. Traditional media and social media
will play a big part in shaping how society will react, the participants speculate. For example, customers need to
be informed in the stores, banks need to get out information to their customers, and information about
recommended measures must be released and updated frequently. There is also a need of targeted information,
for example information in several languages directed towards different ethnic groups with a low proficiency in
the Swedish language.
Several teams thought that media would probably denigrate the authorities, which will create worries among the
general public. Media will probably exaggerate the severity of the crisis and paint a picture of chaos. The
participants suggest that authorities need to inform and show people that there are payment alternatives and
solutions. It is thus important to provide coordinated information efforts. However, information and
communication should not be too soothing – people will stop trusting information after a while if it is not correct,
the participants think.
According to the participants, communication is important both between authorities, and between authorities and
media, so that the media can be used as a megaphone. However, the participants also speculate that information
from authorities and media may create the opposite effect, leading to a situation where people start hoarding
because they are afraid that supplies will be unavailable shortly.
Theme: Hoarding and rationing

According to the participants, people are likely to hoard money, fuel and food. The participants think that
information may delay or decrease hoarding, but not get rid of it completely. Several questions arose during the
discussions: How can the hoarding problem be solved? Will it slow down when people have filled their pantries?
Or is rationing needed?
Participants suggest that stores need to prioritize which goods that are needed. Luxury goods and unnecessary
food such as soda, chips, candy etc. should not be prioritized. There is no stock to take care of the increased
hoarding and there will be a lack of goods because of logistical problems that results from the difficulties in getting
fuel for transports. In addition, there are in store systems for automatic ordering of food will also lead to the stores
buying goods nobody wants in a scenario like this. An option suggested by the participants is to change the prices
of specific products. In addition, by spreading the goods on shelves so they do not look as empty may in turn
create an illusion of availability that may make people less prone to hoarding.
A commonly suggested solution to the hoarding problem is rationing. In addition, assuring that food will be
distributed to critical places, such as schools, daycare centers, hospitals and homes for elderly is important. The
participants speculate that the payment disruption may create “optional distribution patterns” in the form of a
black market created by those who seek to make profit from the situation. However, there will be vulnerable
groups that are not able to hoard, get food, and money.
Theme: Vulnerable groups

During a situation like the payment disruption in the CCRRRAAFFTING scenarios, some people or groups in
society will be more affected than others. According to the participants, the national board of health and welfare
must get involved to help vulnerable people. Some citizens or migrants have no smartphone, digital identification,
identity card, nor possibility to pay by invoice or online etc. The most vulnerable groups, according to the teams,
are those already living under sparse condition and cannot withdraw larger sums of money. Citizens belonging to
such groups are often provided with a temporary debit cards by social welfare services to cover their basic
expenses –these cards will not work in the scenario outlined here. The participants think that responsible actors
need to set up designated places were vulnerable groups can go to get help. A solution, suggested by the
participants, can also be for the state to guarantee payments for people who cannot pay at the moment. Voluntary
organizations, such as the Red Cross and churches, need to be activated. Soup kitchens need to open up, as it is
likely that more people are vulnerable in a situation like this and the resources are not enough. A speculation made
by the participants are that if people do not get help there will be a survival behavior and people will try to solve
the shortage of supplies on their own, which is not desired.
Pharmacy and medicine are a very important part that needs to work and has to be prioritized. Pharmacies is a
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vulnerable point in society that the state must support.
Another potential problem identified by the participants is the parts of the population with addiction to alcohol,
tobacco and other addictive substances. It is an important factor that needs to be considered. If people who are
addicted do not get their substance it can create an unwanted behavior which needs to be prevented, by, for
example, having more security guards and police out in the streets according to the participants.
DISCUSSION

Results of the thematic analysis identified eight themes in the collected data. The majority of the findings was
from the strategies anticipation and controlling. The themes represent what has been said and which actions were
implemented during the games. Looking at Table 1, it is clear that some themes were more common than others.
However, most themes have been found in almost all the exercises, or have at least been mentioned. Team
composition seems to be an important factor shaping what themes that emerge in the different exercises. There
are slightly different constellations in the team, where members have different experiences and knowledge about
crisis situations and card payments. This will affect the discussion and which direction the team will go in their
speculations and reasoning. As can be seen, and also discussed in Jaber et al. (2019), the discussions during the
exercises focus mostly on discussing what could happen, rather than what actually is going on, something that is
reflected in the distribution of observations over the SyRes functions (see Table 1). Although all teams suggest
solutions, the core of the discussions circle around possible developments in the scenario, often shifting between
perspectives of the participants. The lack of experience of similar situations seem to trigger this speculative
behavior as participants try to frame the situation and, in a sense, re-formulate the problem into something
manageable by discussing many different challenges that need to be considered. A somewhat surprising finding
is that several teams showed little interest in what was actually going on in the simulation, sometimes even
opposing to the presented outcomes or making very strong assumptions about what was happening. “By now,
people have started hoarding” is a typical statement from a participant who simply decided that citizens have
begun hoarding, without cross checking with the simulation or the exercise leader. Creating a common frame of
reference for the development in the scenario, even when it does not fit to the actual development of the simulation
nor the outcome, thus seem to be an important part of the learning process for the teams participating in the
exercises. It should be noted that the team members were not familiar with each other nor the scenario beforehand,
suggesting that team formation is an unavoidable phenomena during the simulation exercises.
As for the content of the themes identified, there is no reason to believe that the participant expectations, suggested
measures, or fears are unrealistic. The simulation reflects similar phenomena, apart maybe from “vulnerable
groups” which are not modeled or simulated. Most teams emphasized the need for rapid information dissemination
about suggested measures as well as invoking alternative payment options and improved cash flows, which
normally result in better-than-worst-case outcomes in the simulation. Suggestions for limiting cash withdrawal as
well as rationing specific goods may lower the burden on the financial system and perhaps delay social unrest
until the card payment system is restored to normal conditions. However, from a societal point of view, it is clear
that the limited amount of payment options in combination with a cash flow system that is not dimensioned to
provide society in a situation of need is vulnerable. Although some options are available, such as smartphonebased services or invoice payment, these are not available to all citizens and will not be available immediately.
The current credit card based payment system is thus vulnerable as many stores, restaurants, petrol stations etc.
have no other option to offer.
Preparations for scenarios like the ones used in this study must hence be made. Currently, Swedish society is not
prepared to handle a major disruption in the payment system. There is no government agency appointed to manage
this type of challenge. There is a clear risk that existing crisis management functions, at the level of municipalities
or county administration may fail to recognize a disruption in the payment system as something to respond to until
the consequences of the disruptions begin to emerge. Banks or cash register service providers will be expected to
handle the situation. Customers will turn to stores for an answer on how they should pay for their goods, but stores
do not have prepared strategies to cope with such a situation. Therefore, exercises of the kind conducted in the
CCRAAAFFFTING project are highly needed to highlight these vulnerabilities, although a more overarching
discussion needs to be initiated to create awareness among agencies, commercial actors, and the public.
CONCLUSION

A qualitative analysis of observation protocols and audio recordings from 14 exercise have been conducted
revealing eight themes reoccurring in multi-disciplinary team discussions about crisis response to large disruptions
to the card payment system. The themes were: Coordinate and collaborate, Payment options, Cash circulation,
Fuel and transportation, Safety, Inform, communicate and the media, Hoarding and rationing, and Vulnerable
groups. The analysis suggest that Swedish society is vulnerable to disruption in the card payment services, largely
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due to a low diversity in payment options, the lack of prepared back up solutions for payment, and insufficient
cash flows. A longer (several days) disruption in the card payment system will demand coordinating mechanisms
for information management, available payment options, and preparedness for rapid establishment of cash flows.
Today, these mechanisms do not exist. Simulation exercises with stake-holders is one important mean for
increasing awareness about these vulnerabilities and the challenges associated with coping with them.
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ABSTRACT

Managing complex multi-agency emergency operations requires that the key actors have a holistic, correct and
dynamic situational awareness (SA) and that the involved actors establish a common operational picture (COP).
Establishing SA and COP are key objectives in many multi-agency exercises, however, reported research shows
limitations in existing methods and approaches for collecting the data required for evaluating this. By being able
to capture near real-time information during different phases of the exercise we will be better positioned to identify
what works well and what does not work in the process of establishing SA and COP. Our paper presents an
example of real-time data collection using SMS during a multi-agency field exercise. Overall, the results support
the idea of this as an effective method for collecting real-time data for analyzing the formation of SA and a COP
among actors in emergency management.
Keywords
Real-time Data Collection, Emergency Exercises, Situational Awareness, Common Operational Picture.
INTRODUCTION

Because of the risk for jeopardizing the safety and quality of an emergency operation, it is difficult for researchers
to observe the situational awareness of involved actors during a crisis. Thus, exercises provide the best option for
studying related behavior (Wolbers, Boersma and Groenewegen, 2018). The involved agencies must enhance their
capabilities to handle mass casualty incidents by practicing and evaluating new and established knowledge in fullscale regional exercises (Klima et al., 2012). Literature related to emergency management organizations request
more studies focusing on the outcome of collaboration in exercises (Berlin and Carlström, 2015).
Providing training in testing collaboration, communication, standard procedures, building common operational
picture (COP) and common situational understanding to enhance collaborative skills and situational awareness
are training targets in many multi-agency exercises. However, reported research shows limitations in existing
methods for collecting data related to emergency incidents (Altevogt, Wizemann and Reeve, 2015) and exercises
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(Ingrassia et al., 2012). In addition, it is a challenge to evaluate full scale-drills involving several emergency
management services because the actors have different views and perceptions based on their domain-specific
expertise (Imoussaten, Montmain and Mauris, 2014) and their narrative is likely to be influenced by post-hoc
rationalization (Bygstad and Munkvold, 2011). This represents a problem, since evaluations are mostly based on
observation, textual sources such as reports and post-hoc interviews, and less on real-time data reflecting the
actors’ SA during the exercise. The practices in emergency management are highly contextualized and the
involved actors “often cannot articulate how they do what they do unless they are in the process of doing it”
(Barley and Kunda, 2001, p. 85).
When handling emergencies, first responders and their collaborating organizations make decisions and perform
actions based on the recognition of an event, the interpretation of their observations and predictions of the outcome
in different settings (Berlin and Carlström, 2008), which are all core elements of SA (Hunter, Porter and Williams,
2019). Further, an actor`s level of SA provides a crucial foundation for decision making (Endsley, 1995). The
individuals` explanation of the situation is exchanged with collaborative actors and then negotiated into a shared
social information (Stieglitz, Mirbabaie and Milde, 2018) derived from the common goals. The actors` SA at
different stages in the operation has a huge impact on the process for building a COP (Steen-Tveit, Radianti and
Munkvold, 2020), which is shown to be an important component in making an emergency operation efficient
(Karagiannis and Synolakis, 2016).
This paper presents a field experiment of using a SMS-based survey method for near real-time data collection
among important decision-makers during a full-scale regional exercise with a forest fire scenario. The SMS
consisted of a link to a small survey with eight questions and was delivered to fifteen key actors in two different
stages of the exercise. The questions concerned the actors` SA and whether they had access to sufficient
information for establishing SA. Based on analysis of the SMS responses and interviews with participating actors
about the method after the exercise, the paper presents lessons learned and recommendations for future real-time
data collection using SMS. As will be illustrated, this method provides a possibility to measure the differences in
the actors’ SA on important elements of the emergency situation at given stages in the operation, and further
compare this information to evaluate to what degree a COP is established.
The next section briefly presents a summary of SA and COP as a foundation for successful emergency
management, and some currently used evaluation practices. Then the method for collecting the real-time data is
described, followed by results from the survey during the field exercise. Finally, the findings are discussed and
implications for further use of the SMS data collection method for evaluating SA and COP in multi-agency
emergency operations are presented.
RELATED RESEARCH

Organizations that handle emergencies must make important decisions with potential crucial outcomes based on
minimal information and under high time pressure (Magnussen et al., 2018). Live full-scale exercises provide an
important environment for learning about the collaboration processes in situ and contribute with a possibility for
eliciting the actors` cognitive and emotional response similar to the responses in real events (Waring, 2019). The
involved actors` intention is to achieve a collective perception, however in evaluations they are most likely to
transfer their own perception of the situations based on their own professional standpoint (Imoussaten et al., 2014).
The evaluation of multi-agency exercises seems to be mainly relying on textual sources such as reports,
observations and interviews. Therefore, objective evaluation is an issue (Gryth et al., 2010) because of the
different situational understanding and knowledge among the various decision-makers (Ju and Wang, 2012). Posthoc interviews rely on the actors` memories of the situation and one must consider that people forget and that
memories are an ongoing process. For instance, it is difficult to separate memories and beliefs because they rely
on each other (Shaw, 2018) whereas “Memories are beliefs about what happened, and beliefs are constructed
from, and reinforced by, memories” (Raye, 2000, p. 36). Real-time data collection can provide valuable insights
in situ and avoid some of the memory biases that might occur.
Over the past 40 years, SA as a factor in human decision-making processes has been a focus for a considerable
amount of research in different domains. Endsley’s (1995) SA theory is one of the most influential models in this
research, based on the following definition: “Situation Awareness is the perception of elements in the environment
within a volume of time and space, the comprehension of their meaning, and projection of their status in the near
future” (Endsley, 1995, p. 36). Research from the aviation industry has shown that lack of SA as a human factor
might lead to poor outcomes and errors in the management of operations (Endsley and Garland, 2000), and notably
88 % of the major accidents in aviation has been related to poor SA (e.g. Cak, Say and Misirlisoy, 2019; Endsley,
1995). Endsley’s model divides SA into three levels that can be analyzed: (1) perceiving the elements in the
environment, (2) comprehending the current situation, and (3) projecting the future status of the situation (e.g.
Endsley, 1995; Endsley and Garland, 2000). Based on this concept it is possible to investigate how individuals
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develop SA and what it comprises (Stanton, Salmon, Walker, Salas and Hancock, 2017). Another interpretation
of SA is “the combining of new information with existing knowledge in working memory and the development of
a composite picture of the situation along with projections of future status and subsequent decisions as to
appropriate courses of action to take” (Fracker, 1991; cited in Salmon et al., 2007, p. 408) This definition
emphasizes how the actors combine existing knowledge and experience into the individual development of SA,
coupled to the dynamics in the situation they are in at different stages in time. Time itself is thus an important
factor to consider regarding each actor`s SA because SA is connected to how the situation evolves (Fracker, 1991).
One can measure the performance of an exercise, but the measurement of SA can provide a greater sensitivity of
the evaluation when considering SA as a state of knowledge in a dynamic situation (Endsley and Garland, 2000).
However, the process of achieving SA also involves several cognitive processes that are more complex to measure
than to evaluate the state of knowledge at different stages in an event (e.g. Edgar et al., 2018; Luokkala and
Virrantaus, 2014; Salmon et al., 2008). There are several methods for evaluating different Command and Control
Center (CCC) operators` SA such as SAGAT, SPAM, response time, errors (Endsley, 2019). SAGAT is a method
where they perform different simulations of tasks or scenarios. At selected times, the performances are frozen and
the actors` answers questions either verbally, in writing or on a computer. This is a real time data collection method
that is found to be highly sensitive, and criticism of this says that the freezing of the scenarios is intrusive. SPAM
is a real time data collection method that avoids the freezing, where the actor is asked verbally while he or she
perform the operational tasks. Nevertheless, criticism have also been raised about the intrusiveness of SPAM
(Endsley, 2019).
The different actors` SA is a crucial factor for the success of the operation, however, the COP is another important
component related to multi-agency operations. Norway experienced a terror attack in 2011 where the commission
report concluded that we need to improve the focus on SA and COP. As a direct consequence, a new collaboration
principle was added to the Norwegian emergency preparedness regulations (Norwegian Government, 2017).
Therefore, an important focus in the crisis management domain is the SA and how the actors build a COP. The
actors` SA is an important foundation for building a COP, and SA can be considered as an emergent property of
the interaction between an individual and the surroundings (Edgar et al., 2018).
Since the emergency management services have become more specialized (Axelsson and Axelsson, 2006), the
different organizations must collaborate for achieving the best possible outcome in large crisis operations (e.g.
Kapucu, 2008). To be efficient in the collaboration process it is important to share critical information for building
and maintaining a COP. This is accomplished by a process of connecting the agency-specific actions into a
common arrangement (Wolbers et al., 2018) and further collect operational specific static and dynamic
information from different sources in the environment and share the common information needed with the relevant
organizations (Blandford and Wong, 2004). However, even though collaboration exercises are supposed to
improve cross-sectional interactions (Kim, 2013), collaboration is proved to be hard to practice even in
collaboration exercises, and the outcome has limited usefulness in real operations (Berlin and Carlström, 2008;
Berlin and Carlström, 2015). Why this seems to be the case is an ongoing discussion, and literature shows different
examples such as inadequate focus on learning aspects and too much dependence on standards (Sørensen et al.,
2019). Other findings indicate that the focus is mostly on internal routines and skills, and less on collaboration
capacities (Andersson, Carlstrom, Ahgren and Berlin, 2014). Another reason could be the lack of dynamic
information on the different involved actors` state of knowledge in various stages of the emergency operation, as
this might provide a deeper understanding of the operational features that elicit decision-making of several actors
simultaneously. The ability to discover specific important features that strengthen or prevent success in crisis
management operations is an essential step towards an effective evaluation (Ingrassia et al., 2012).
SCENARIO AND METHODOLOGY
Scenario

We tested our proposed method for evaluating SA during a full-scale emergency exercise held in Norway. Every
year, the County Governor’s offices in Norway run this type of exercises in their respective region. The one-day
exercise took place in September 2019 in two inland municipalities in southern Norway. The exercise scenario
was an industrial fire that spread to the nearby forest, creating needs for evacuation of inhabitants in the affected
area. The scenario also included search for a missing person. The purpose of the exercise was to train the first
responder agencies and the municipal crisis management team on how to handle a serious incident and thereby
strengthen crisis management skills (cooperation, coordination) and planning for such a complex scenario.
Methodology

We planned the field trial of the evaluation method via SMS with the exercise organizer, to prepare for conducting
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the data collection and investigate several elements of the key organizations` management of the crisis. Table 1
shows an overview of the respondents in our data collection.

Table 1: Respondents
Organization

Role

Data collection

Fire services
Fire services CCC
Ambulance
Ambulance CCC
Ambulance CCC
Police services
Police services
Police services CCC
Municipality
Municipality
Municipality
Media college
Media college
Red Cross
Red Cross
County Governor`s office

Site commander
Emergency dispatcher
Site commander
Emergency dispatcher
Site commander
Operative unit
Site commander
Emergency dispatcher
Emergency coordinator
Emergency coordinator
Municipal Chief Executive
Journalist student
Journalist teacher
Site commander
Operative Unit
Counsellor

SMS + Interview
SMS + Interview
SMS + Interview
SMS
SMS
SMS
SMS + Interview
SMS + Interview
SMS + Interview
SMS + Interview
SMS + Interview
SMS
SMS
SMS
SMS
SMS + Interview

The respondents included key actors, ranging from the first responder services (police, fire and health services),
two involved municipalities, the county governor’s office and the voluntary organization Red Cross. All these
actors had some degree of authority to make decisions. In addition, the SMS also was sent to one teacher and one
student at a local media college acting as reporters to cover the emergency situation. Three actors who received
the SMS did not answer. It could be several reasons for the missing response. They may have overlooked the SMS
or may have been prohibited from responding due to the high time pressure in their operation. As these actors did
not respond to any of the two SMS messages, the answers to the first and second SMS are from the same
respondents.
SMS survey

The questions in the SMS survey (Table 2) were based on some of the important elements in achieving SA such
as receiving information (questions 1,2 and 3), how to comprehend the information (question 4), prediction of
future status (question 5) and knowledge about available resources (questions 6 and 7). The seven questions were
administered using SurveyXact (SurveyXact.no). Some of the questions were designed as multiple choice (shown
in Table 3), and also with possibility to include a free text response to elaborate. An example would be question
2 “Who gave you the latest situation report?” where the option; “other” (see question 2 in Table 2) had an open
line to elaborate the answer, thus who gave the latest situation report.
Table 2: Questions in the SMS

Number
1
2
3
4
5
6
7

Question
Have you been provided with sufficient information to form an understanding of the
situation?
Who gave you the latest situation report?
How did you receive the information?
How do you understand the scope of the fire?
Which of the following critical community features do you believe is threatened?
Are all necessary resources for managing the situation present?
Do you know the location of the other resources?

Two actors from the Ambulance services and the Ambulance Command and Control Center (C3) functioned as
pilots and received the SMS some time before the exercise to provide us with possible improvements and
clarifications. This led to some updates to the original questions. The participants in the exercise were contacted
a few days in advance and asked if they were willing to receive the SMS survey on their private cell phone. A day
in advance, researchers provided a reminder to all confirmed participants, also via SMS, on this SMS survey under
the exercise. The SMS was sent from the researchers` lab at two occasions selected based on the scenario
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description, see timeline in Figure 1.

Figure 1: Exercise timeline

The content of the SMS provided the privacy statements for handling the data, brief information of the project,
and the timeline for answering the questions, i.e. within fifteen minutes after receiving the message. The SMS
contained a link to the survey.
Interviews

Nine interviews were conducted during the week after the exercise. The semi-structured interviews mainly
covered questions about the participants’ different working methodologies and tools, but they were also asked
about their experience with receiving the SMS during the exercise. The interviews were performed by four
different researchers, lasting from 45 to 60 minutes. The interviews were all recorded and transcribed in full.
FINDINGS AND DISCUSSION

Table 3 summarizes the responses of the two rounds of the SMS survey.
Table 3 Responses from the two rounds of SMS data collection
Questions
1. Have you been provided with
sufficient information to form an
understanding of the situation?
2. Who gave you the latest situation
report?

3. How did you receive the information?

4. How do you understand the scope of
the fire?

5. Which of the following critical
community features do you believe is
threatened?**

6. Are all necessary resources for
managing the situation present?
7. Do you know the location of the other
resources?

First SMS
Answer
Yes (8/13)
No (5/13)
Own CCC (3/13)
Other CCC (1/13)
Operative Unit (5/13)
Other (4/13)
Specific call group (2/13)
BAPS*
Other common call group
Phone call (5/13)
Verbally from colleagues
(6/13)
Small-controlled (1/13)
Medium-controlled but can
evolve to uncontrolled
(4/13)
Big-uncontrolled (3/13)
I don’t know (5/13)
Housing (6/13)
Electronic communication
(1/13)
Accessibility (5/13)
Energy supply (1/13)
Vulnerable group (4/13)
Operative personnel
(5/13)
Yes (5/13)
No, we lack some (5/13)
I don’t know (3/13)
Yes (9/13)
No (4/13)

%
57%
43%
23%
8%
38%
31%
15%
0%
0%
39%
46%

Second SMS
Answer
Yes (6/9)
No (3/9)

%
67%
33%

Own CCC (3/9)
Other CCC
Operative Unit (1/9)
Other (5/9)
Specific call group (2/9)
BAPS*
Other common call group
Phone call (1/9)
Verbally from colleagues
(6/9)
Small-controlled
Medium-controlled but can
evolve to uncontrolled (3/9)

33%
0
11%
56%
22%
0%
0%
11%
67%

44%
22%
44%
11%

42%
8%
33%
42%

Big-uncontrolled (4/9)
I don’t know (2/9)
Housing (4/9)
Electronic communication
(1/9)
Accessibility (4/9)
Energy supply (1/9)
Vulnerable group (6/9)
Operative personnel (3/9)

36%
36%
28%
56%
44%

Yes (2/9)
No, we lack some (5/9)
I don’t know (2/9)
Yes (6/9)
No (3/9)

22%
56%
22%
67%
33%

8%
31%

23%
38%
50%
8%

0%
34%

44%
11%
67%
33%

* Collaborative call group for fire, health and police.
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** Respondents could select more than one answer.

First SMS: The SMS survey provided answers from several key actors in the exercise (ref. Table 1). Questions
1, 2 and 3 concerned receiving information for building SA. The first question asked if the participant perceived
to have sufficient information to form an understanding of the situation. The first SMS survey was distributed one
hour after start of the exercise, and the situation had just been escalated by a fire in a factory with people inside
(see timeline in Figure 1). The answers indicate that the majority (57 %) perceived to have sufficient information
at this stage. However, it is somewhat surprising that as many as 43 % of the key actors experienced that they did
not have enough information to form SA. Using the Norwegian Public Safety Network (NPSN), which is a
common collaborative platform for both internal and inter-agency verbal communication, it should be possible to
provide complementary information to all key actors simultaneously, and thus provide the involved stakeholders
with shared information needed for building a COP. However, not all municipalities have yet taken the NPSN in
use.
The observed differences in the perception of having been provided with sufficient information or not may have
several reasons. Firstly, from the answers of Question 3 (Table 3) the information seems to be spread verbally
from colleagues on site or in the communication hubs (46 %), and not via the NPSN. This shows that the
information mainly did not come directly from the CCCs but seemed to be communicated on site. Secondly, since
the Norwegian emergency management services do not have other shared information systems such as a common
map interface, the reported lack of situational understanding may indicate that verbal descriptions only are not
sufficient to form a SA in this kind of complex scenario. Thirdly, it may indicate that the provided or available
information flow did not fulfill the different actors` internal information needs. The answers to Question 2 might
indicate the natural communication paths because of the many different emergency management services involved
using different tools and procedures for communication. However, since no communication was provided in the
collaborative call group (BAPS) (Question 3) or by other CCC (8%) (Question 2), there seems to be limited
common information provided in the NPSN. Overall, the response to Questions 1, 2 and 3 show a lack of any
fixed structure in the information sharing process for building a COP. The answers to question 4 showing divided
understanding of the scope of the fire, indicate that the communication flow did not satisfy the information needs.
This assumption is reinforced by the answers to Question 5, showing relatively little consensus on the threats from
the fire to different critical community features, and thus indicating a lack of established COP in this area. The
varying responses to Questions 6 and 7 also accord with the observation from Questions 1 and 4, that the SA was
limited at this stage of the crisis.
Second SMS: The second round of the SMS survey was sent three hours into the exercise, when the situation had
escalated, and the fire had spread to the surrounding forest area (Figure 1). While the fire was still developing also
in this stage, the answers to Question 1 related to receiving information indicate that the majority of the actors had
been provided with sufficient information to a greater extent than earlier in the operation, thus reflecting a higher
degree of SA. Regarding building a COP, the information was still mainly shared verbally outside the NPSN,
except for 22 % shared in a specific call group. The answers still show some differences in the perception of the
scope of the fire (Question 4) and the threatened community features (Question 5). Answers to question 6 and 7
show that over 50 % experienced that this crisis required more resources than what were available at this stage of
the operation, and that 67 % knew where the involved resources were at that time. Based on this, we assume a
COP had been established in this particular area.
The responses from the second SMS indicate that the actors had a better understanding of the situation and to a
greater extent experienced to have sufficient information about the fire in order to have an adequate situational
understanding. However, the answers also indicate several differences in the perceptions which may be caused by
several reasons, for instance, even if the operation had lasted for three hours, there were many organizations
involved at various locations, using different technological tools, and with different tasks and goals. Naturally,
the organizations in their handling of the situation will focus mainly on their own information needs. Time may
not allow for obtaining knowledge on the tasks of other actors, and the key information must be in focus. With
56 % responding that the available resources were insufficient, one can assume that the operation was partly hectic.
Interviews results
Out of the nine actors we interviewed, six had answered one or both SMS surveys. From the interview we learned
that one of the actors who was not responding got interrupted when she tried to answer the survey. The other two
were functioning as operative personnel. One of them explained the lack of participation by forgetting it, he did
not heed his cellphone throughout the exercise. The other participant experienced too much time pressure and the
tasks she was responsible for could not be interrupted. The key goal for the operative units in the exercise was
training on collaboration and coordination at the emergency site and checking their cellphone could be difficult
in this situation. However, several other operative units did answer, this can be explained by the varying number
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of tasks both in general and at the specific time when they received the SMS. Several actors mentioned the time
pressure in the interviews and emphasized that such exercises tend to be very hectic. Some also pointed out that
they were a bit stressed out when answering the survey. This is also the reason why three actors only had time to
answer the first round. Two actors suggested that the exercise management ought to remind the participants to
answer the survey, one of them stating that “in collaboration with the exercise management, I would like someone
to tell me: “now (name) take five minutes timeout”, and then I would be more prepared to answer”. Another
participant from a CCC suggested to be reminded via their own information system such as internal mail, as then
the reminder would be visible in their working area. The cell phone is typically not in focus in these situations.
The participants on the whole demonstrated clear opinions about the method and were mainly positive and
expressed understanding for the purpose. They also appreciated the goal for the SMS, because evaluation of SA
and COP is difficult and important areas for practice. An interviewee pointed out that it was absolutely necessary
that they were prepared for it and knew why they should answer, and what the results could provide. Without this,
it could be perceived as a disruptive element. This view was echoed by another informant who argued that it was
crucial that the idea of sending the SMS was introduced early in the planning process, and by this preparing the
actors. It can be difficult to implement new elements in such hectic environments and established processes as
this type of exercise, and it might be even more difficult when it is researchers and non-practitioners who introduce
it.
When asked about the content of the survey, some informants argued that it should be possible to answer with
more nuance, for example as one interviewee said; “It was a bit simple, I had many things I would like to explain”
and another commented that; “I would like to have more possibility to differentiate the answers, the outcome
might be too simple like this (…)”. Yet, none of the participants provided any textual elaboration to the questions
opening for this (see Table 3). This suggests that the survey should consist exclusively of multiple-choice
questions and not rely on open answers. Overall, the comment “I think it was good that it was relatively short, or
else it would be too complex to answer” illustrates that this kind of data collection in such environment must be
simple and quick to answer. Still, it could be considered to provide more response alternatives for some questions,
for greater detail and nuance. One option could be to arrange the possibility for the respondents to verbally answer
by a voice message.
CONCLUSION

The aim of this research was to examine how we can use SMS to be able to capture near real-time information
during different phases of an exercise, and to analyze whether this can make us be better positioned to identify
what works well and what does not work in the process of establishing SA and COP. The results from the two
rounds of the SMS survey provided some indicators of the participants` SA in the two stages. Further, it is possible
to discuss the COP when investigating the differences and similarities in the answers.
The results of the qualitative interviews support the idea of this being an effective and fruitful method for
collecting real-time data, however, it is important to consider the high time pressure and complex tasks in
emergency exercises. While this method seems promising for analyzing SA, it should be implemented cautiously
to maintain balance between the use of too simple and too complex questions and response options. In addition,
open questions should be avoided. Further, it is important to incorporate this type of data collection early in the
exercise planning, to be able to prepare the participants and ensure their contribution.
However, this method also has some limitations that should be considered in future studies. Emergency operations,
even exercises, create a stressful environment which can hinder the informants from answering, or influence the
accuracy of the answers. In addition, exercises are always different from real events in various ways (Berlin and
Carlström, 2014) and the logic in the working processes might be different from real events and further influence
the answers. While the differences in collecting data from a link instead of personally asking the informants (such
as in SPAM and SAGAT) provide some issues such as the possibility to ask follow- up questions and clarify
answers, there are also some benefits. For instance, the disturbance is less than having a researcher coming into
the emergency site during the operation, which again may impair the realism and tamper with the actors’ structures
(Ingrassia et al., 2012). Further, there is no influence from the researcher, and it provides the opportunity to
simultaneously include a large number of respondents.
Despite these limitations, the study offers relevant implications for near real-time data collection. A natural
progression of this work is to develop the questions to be as easy as possible for the participants to answer in such
hectic situations. Further experimentation using a broader range of the possibilities of smartphone technology,
such as GPS for investigating the connection between level of SA and the location of the actor, is recommended.
Lessons learned from our experiment shows that open questions will not be answered, but that it perhaps should
be more response alternatives provided. Former studies report challenges for novice first responders in handling
the workload due to limitations in their attention and working memory capacities (Cak et al., 2019), and the realWiP Paper – Command and Control Studies
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time data collection suggested by our method might reveal differences in the SA between novices and experts.
Through this one can identify what elements that must be strengthened in the training processes of novices. This
potential should be addressed in further research.
This study represents a first attempt to examine the use of SMS-based data collection for analyzing the formation
of SA and a COP among actors in emergency management. We plan to further test this method in different exercise
scenarios, to refine the method and its use.
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ABSTRACT

Increased information access and more intelligent information systems enable more operators in an organization
to autonomously make decisions. These delegated decision-making opportunities play an important role during
critical events, as operators -such as emergency teams and responders- can work independently and rely less on a
centralized decision-making structure. Moreover, the operators’ perceived level of trust increases while also
limiting the coordinators’ perceived control.
In this paper, we examine the influence of such systems on the shift in perceived control and empowerment for
both operators and commanders. In our experiments, conducted at the Royal Netherlands Air Force, we found that
the introduction of these systems indeed affects perceived control and empowerment, specifically as perceived by
the coordinator. These factors will play an important role in the effective use of such systems and their
transformative effect on an organization. Especially considering the ongoing technical and organizational
developments in crisis information management.
Keywords

Command & Control (C2), Information Systems, Delegated decision-making, Empowerment, Trust & Control.
INTRODUCTION

During disasters and other disruptive events organizations, teams and individuals are required to make decisions
for example on allocating resources to prevent a further deterioration of the situation and recover from the event.
However, during these volatile situations decision makers are faced with a high level of uncertainty limiting their
ability to make well-informed decisions best suited to remedy the situation (van den Homberg, Meesters, & Van
de Walle, 2014). In these situations, information is a key asset to reduce this uncertainty, for example though
improved understanding of the situation (situational awareness), the capacity at their disposal, or the forecasted
developments (Comfort, Ko, & Zagorecki, 2004).
While the role and importance of information for effective response to disruptive events has long been recognized,
the technological developments in recent years in the field of Information and Communication Technologies have
enabled organizations to gather more information than ever before. Even during the early stages of an emergency
data can be gathered quickly, using for example remote sensing applications or social media sources (Potts, 2013)
(Huang, Chan, & Hyder, 2010). At the same time advancements in technology allow responders to more quickly
turn this data into actionable information, employing data-analytics techniques like sentiment analysis (Schulz,
Thanh, Paulheim, & Schweizer, 2013) (Ashktorab, Brown, Nandi, & Culotta, 2014), machine learning as well as
tools to visualize the data such as GIS for maps (Gunes & Kovel, 2000). These trends combined result in more
powerful Decision Support System (DSS) (Imran, Castillo, Lucas, Meier, & Vieweg, 2014).
Technological advancements, such as increased connectivity, mobile technology, and more powerful devices,
have created possibilities for people in the field to access, process and use information (Meier, 2012). These DSS
are also become increasingly available to a wider range of actors during a crisis, enabling more autonomous
operations and decision making. This increased access to information, decision support and subsequent autonomy
in decision-making not only empowers the individual but also changes the relationships between actors in an
organization (Markus, 1983). During uncertain and volatile situations when organizations need to perform these
relationships are put under even more pressure (Van de Walle & Comes, 2015).
WiP Paper – Command & Control Studies
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

285

Weijman et al.

Shifting Control and Trust

Decision-making & organizational structures

Decision-making, organizations and their structures are a common studied aspect in crisis management research.
Increasingly scholars critically reflect upon the more traditional constrained ‘Command-and-Control’ (C2)
approach, especially when organizations, communities and agencies are faced with highly complex and uncertain
situations that ask for adaptive capabilities (Alberts & Hayes, 2003). The delegation of decision rights, the
distribution of information flows and permissible interactions among entities in the organization are angles on
which C2 organizations can maneuver. Often depicted as a cube called the “C2 Approach Space” (figure 1), C2
organizations can decide where on the three axis their organization would strive based on its grand strategy
(Alberts et. al., 2007) (Alberts & Bernier, 2013). While the a constrained approach provides optimal control for
top management to effectively steer operations and deploy assets, this centralized approach can also be a
bottleneck as a centralized command may not always have the capacity to digest all information and translate this
into specific actions for each asset (Chumer & Turoff, 2006). On the other end of this spectrum we identify
‘delegated flexibility’. In contrast with the C2 approach, actors in this setup would experience a high-level
autonomy and flexibility to use own information, judgement and experience to make decisions. While such an
approach enables more ‘in-field’ decision-making and reduces the need to gather information in place, it also
hinders the efficient usage of scarce material and assets.

Figure 1. C2 Approach Cube (Alberts et. al., 2007)

An increasingly adopted approach towards crisis management, specifically in relation to information access,
sharing and decisions making is the ‘Net-centric framework’ (Abrams & Mark, 2007). In the Net-centric
framework, self-steering parties participate in collective sensemaking by sharing a technological and
organizational infrastructure. Net-centric does not limit itself to professional organizations, participation from the
public is advocated and captured through the means of Web2.0 platforms (Boersma, Ferguson, Groenewegen, &
Wolbers, 2014).Nevertheless, in all its limitations the traditional top-down coordination currently seems to be the
primary choice of command structures in crisis response operations (Tierney, Bevc, & Kuligowski, 2006).
Information Systems and Data-driven decision-making

Data analytics has offered possibilities in delegated decision-making that were previously unattainable and has let
researchers believe that delegated decision-making is now an effective type of decision-making. Operators with
access to data-driven sensemaking tools, they can better interpret the situation and better come to a more effective
decision than their coordinators (McAfee, Brynjolfsson, Davenport, Patil, & Barton, 2012). If organizations
themselves are more accustomed to decentralized structures and coordinators have accepted the consequential
loss of their control, they are more likely to be willing to adopt the self-steering net-centric framework in future
response operations. To come to this situation, it is of great importance that response organizations first undergo
this transformation themselves. The first step in this process is analyzing and addressing effects of delegated
structures to their coordinators and organizational culture. This paper aims to start this analysis by providing an
exploration and evaluation method that can be reproduced to find the necessary answers.
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Trust, Control and Information

The changes and relationship that the introduction of an information system brings about in terms of organizational
culture, hierarchy, trust and control have been highlighted in the seminal article of Markus ‘Power, Politics and
MIS Implementation’ (1983). Today, these changes in the team and organizational dynamics are not only due to
the introduction of an information system, but also to the increased availability of information and expertise itself
enabling independent decision making. Essentially the introduction of information systems specifically designed
to delegate control and empower operators, fundamentally affect the trust & control in the organization and thus
the organizational performance (Foster & Flynn, 1984) (Gallivan & Depledge, 2003).
The research presented in this paper therefore focusses on improving the understanding and relationship between
the introduction of systems that enable a wider range of actors to autonomously make decisions on the one hand,
and the changes in control and trust in command-and-control setting. Specifically, we examine how different the
perceived trust and control between interdependent roles in a decision-making process are affected when the
access to information and decision support systems changes in organizations and processes that are specifically
designed for usage in crisis response settings.
THEORTICIAL BACKGROUND

The research builds on two bodies of research. First, we examine the role of data and information in decision
making process. Specifically, in light of ongoing technical and societal developments that not only provide
increased availability and access to data and information, but also the advancements in information systems that
enables the transformation of this data into information directly supporting or even overtaking some decisionmaking processes. Next, we examine how increased access to information and information systems enable a wider
range of actors to be involved in the decisions making processes.
Data-driven decision-making

Nowadays, many organizations see the benefits from data analytics and aim to work on a fact-based manner (Chen,
Chiang, & Storey, 2012). By analyzing data and presenting it through the means of DSSs to their decision-makers,
these organizations try to exclude intuition from the decision-making process and focus more on facts in pursuit
of better organizational results. Also, they hope that by utilizing the vast amount of data, insights can be generated
that were not available before (Provost & Fawcett, 2013). According to Watson (2017), the next generation DSSs
will be cognitive decision support. In this futuristic view, decisions are automated using artificial intelligence (AI)
to make the decision-making continuum devoid of human interaction. However, this will only be possible in areas
where the situational complexity can be fully addressed by AI. If this is not the case, some form of human
interaction is still required. Furthermore, the insights from data analytics must be properly embedded in work
processes and decision-making structures (Gandomi & Haider, 2015). Simply put, insight is only valuable if it
reaches the optimal decision-maker. Therefore, data-driven organizations need to address their decision-making
structures whilst acknowledging these challenges to fully leverage the benefits of data analytics (McAfee et al.,
2012).
Delegated decision-making

One way to do so is to refrain from the classic HiPPO (highest-paid-person’s opinion) culture in which decisions
are often based on a manager’s opinion. In a HiPPO-oriented organization, intuition keeps winning from factbased evaluation, at least for important decisions (McAfee et al., 2012). Furthermore, as managers often have a
more generic base of knowledge rather than expertise in one subject (Austin, Regan, Gothard, & Carnochan, 2013),
their interpretation of the DSS’s output might not be as comprehensive as that of a subject matter expert (SME).
Therefore, decision-making could be transferred to individuals who qualify as a SME on the matter. By delegating
the authority to make decisions to SMEs, the requirement of human interaction is fulfilled and with more in-depth
knowledge, a better evaluation of the DSS outcome is expected. At the same time, the managers’ intuition is
excluded from the decision-making process, thus leading to a more impartial process. In case of crisis response,
operators can be seen as the situation’s SME as they have hands-on knowledge of the situation’s nuances.
Allowing them to make decisions that are now made by coordinators with the help of a DSS will help the
organization as a whole to become more effective. Nevertheless, the delegation of decision-making comes at a
price for coordinators as they lose their influence on the process (Malone, 2003) which might not be easy for them
if they would remain responsible for their team’s output.
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Employee empowerment

Delegation of decision-rights, however, has its benefits in regard to employee empowerment. Empowerment is
stated by Yukl & Becker (2006) as: “Empowerment involves the perception by members of an organization that
they have the opportunity to determine their work roles, accomplish meaningful work and influence important
events”. Perception is key in this definition, as all factors described are subjective and can differ among multiple
people.
Empowerment is therefore a psychological state and includes four aspects according to Spreitzer (1995):
-

Meaning: the individuals’ values are ideals are aligned with the need of one’s job content and output.
Self-determination: the individual has the ability to determine how and when one will do one’s job.
Self-efficacy: the individual is confident that one is able to do one’s job effectively.
Impact: the individual believes one has a significant impact on the work environment.

Empowerment is a set of cognitions shaped by the working environment in which an individual finds oneself
(Thomas & Velthouse, 1990). Therefore, empowerment is heavily influenced by the leadership style managers
follow. An authoritarian leader may request subordinates to provide one with all the available information, decide
on the matter oneself and coordinating consequent actions. As this strongly limits the subordinate’s selfdetermination, one’s perception of being empowered declines. On the other hand, a facilitative manager provides
subordinates with the right tools, information sources and procedures to come to the best decision on their own.
By doing so, both self-determination and self-efficacy are boosted whilst subordinates might feel more valued and
necessary in the organization. Furthermore, lower-level decision-making can benefit the quality of decisionmaking in an organization (Yukl & Becker, 2006).
METHODOLOGY

We expect that the perception of control and empowerment depend on whether one has access to information and
is able to act on it. As both control and empowerment are a perception of the operators, an evaluation method is
required that allows for the full immersion of the participants in a scenario (Meesters, 2014). This will increase
the likelihood of validly measuring the changes in their cognitive states along the evaluation. One particular
research method that facilitates this is an experiment. In an experiment, a situation can be simulated without a lot
of resources that feels natural to the participants (. Also, it can be controlled and manipulated via several treatments
to affect that situation. Furthermore, an evaluation was held with personnel from the Royal Netherlands Air Force
(RNLAF). RNLAF personnel is trained to work in a hierarchic C2 environment where rank determines the
outcome of a decision-making process. A more net-centric structure may thus be unnatural for them. Consequently,
conducting interviews in which they must imagine such a situation would not be feasible. Therefore, we designed
an experiment in which information availability and decision-making authority can be controlled (Meesters &
Wang, 2020).
Experimental setup

In this experiment, participants were assigned to an organizational role within a hierarchy and a scenario was
simulated in which helicopters were assigned to an important mission. In the experiment the participants had to
ensure the helicopters were operational and ready to fly, requiring them to provide parts necessary to serve the
helicopters and keep them operational. Spare parts could be obtained on-site, or -if not available- from other sites
with various priorities. As spare parts and funds are scarce in the RNLAF, the parts must be acquired in the most
efficient way whilst not interfering with the helicopters’ maintenance and mission planning. They could do so by
completing small tasks which culminated in a decision whether or not an item must be ordered with expensive
priority or if normal logistic support would suffice. To assist participants in their decision-making process, a DSS
was designed that was solely used by the decision-maker to simulate the information availability associated with
the decision-making structure. To measure the changes in the relationship between these actors, changes to the
prescribed procedure were made. In total, three different workflows were created to simulate centralized, hybrid
and decentralized decision-making structures. Each structure was used for 12 minutes and after a short break,
followed by another. A full iteration of the experiment consists of three sessions in which all types of workflows
are used. By simulating all three types of decision-making structures, participants were confronted with the reality
of sensing a lack of control or on the other hand, feeling empowered.
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Figure 2. Workflows used, in red the part of the process in which decision-making was triggered
Experiments

Each experiment consisted of three participants who were chosen to have had training and/or the required
experience in the respective role of chief logistics officer (coordinator), logistics employee (operator) and
technician (customer). After a briefing, participants were handed a role card in which their roles were described
and constraints such as a maximum of priority orders were given. To ensure each one understood what their job
was, a trial run with one work order was performed. Several workflows, which are presented in figure 1, were
created based on actual procedures. At the start of each session of 15 minutes, the participants physically received
the workflow that was used in that session, were allowed to study it and keep the print for reference during the
experiment. The experiment started for each group with the workflow that mimics the current situation the best,
the one classified as hybrid. In this workflow, operators are free to choose whether to present the case to the
coordinator or decide its priority themselves. In general, straightforward cases are decided by operators whilst
unclear cases are forwarded to the coordinator. Following that, groups randomly used the delegated or centralized
version workflow. Each session started by providing the customer with a printed stack of workflows to indicate
their workload. For each workflow, one order has to be placed that could be priority, regular or not necessary as
the item was available on-site. The distribution of the three possibilities was fixed for each session to ensure
reliable comparison between them. The customer relayed the required information from the workorder to the
operator and who, depending on the current session, could access a DSS and decide on the item order’s priority
or had to make a case with the coordinator to order the item with priority. As the DSS did not account for the
customer’s constraint of only accepting delivery of the item not later than one day before its planned usage in
maintenance, operators were challenged to balance operational and financial needs. The DSS simulated the
algorithms that are necessary for evaluations with a lookup table in a worksheet.

Figure 3. Screenshot of the DSS used in the experiment

Data collection

For this paper, two groups of three participants each were used to test the experimental set up and initial data
collection. During the exercise, the participants’ perceptions were captured using two questionnaires that were
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based on questionnaires in published papers which can be found in table 1. The first questionnaire was held each
four minutes and captured their perceived influence (control) on the situation. The second questionnaire was aimed
at the participants perception of empowerment and was held after changing the workflow. Concluding, a 20minute debrief was held with the participants in the form of a group interview after each exercise. During this
debrief, participants were asked to reflect on which session they felt most in control, how they felt in specific
situations and as a group, how they would design the process if it were up to them. The exercise was designed to
mimic a real operation as natural as possible to increase its external validity. This was done by basing the scenario
on a situation that actually occurred a few months prior to the exercise and offering tools that closely resemble
the tools that are available to the participants in a mission. Furthermore, in the debrief, the participants were asked
to reflect on the exercise and how likely they ought it to happen during a mission. Also, the observers noted the
number of tasks that were assigned correctly as priority or not as successful completed tasks.
Table 1. Measured constructs
Super construct
Control (Spector, 1988)
Empowerment (Spreitzer, 1995)

Construct
Perceived influence
Meaning
Competence
Self-Determination
Impact

RESULTS

Overall, the sessions in which decision-making was delegated resulted in more successful completed tasks,
indicating that delegated decision-making indeed benefits organizational effectiveness. In table 2, the standardized
results from the questionnaires are presented. Negative scores reflect that the average score for that setting was N
times below the total mean, whereas positive scores are means that are N times above the total mean score. When
looking at the scores in italics, they show that when decision-making authority resides with operators, their sense
of control and perception of empowerment rises. On top of that, the scores heavily declined in sessions in which
decisions were made centralized. For coordinators, the results are in contrast as they benefit from centralized
decision-making and are negatively affected by the delegation of decision-rights.
Table 2. Standardized scores for control and empowerment
Workflow
Coordinator
Operator
Customer

Control
0.2
0.1
0.7

Hybrid
Empowerment
-1
0.8
2.7

Centralized
Control
Empowerment
0
0
-0.8
0.3
0
-0.3

Decentralized
Control
Empowerment
-1.6
-1.6
0.8
0.9
0.6
0.6

These results are in line with remarks made during the debrief. For example, control and empowerment was
negatively affected in the decentralized sessions. When asked about their preferred setting, the coordinators both
chose the centralized sessions whereas operators agreed the decentralized sessions were the most beneficial.
Furthermore, one of the coordinators added that his role was completely “cut out of the process” and that he
completely lost the ability to influence the situation. He did however, chose to install a monitor mechanism in the
workflow to be updated on the amount of priority orders to evaluate if his group would exceed the constraint of
20 priority orders. Thus indicating his lack of control. The preference of the delegated decision-making was further
addressed by both the operator and customer as they acknowledged that “face to face communication works best
in complex situations whereas relaying the situation to a coordinator that was in another room is less effective”.
Also, when one coordinator ruled multiple times against the wishes of the operator and customer in one of the
centralized sessions, the operator became frustrated due to her lack of control and later explained that she was
feeling “merely a relay for the coordinator that and was not able to contribute any of her expertise on the matter”.
DISCUSSION
Implications resulting from decision-making strategies

For both coordinators and operators alike, the experiment’s results show that the perception of control over the
situation increases with the ability to make decisions. The opposite has proven to be true as well as their scores
are lower in sessions where they weren’t allowed to make decisions. This is also reflected by the participant’s
remarks in the debrief. The “current” workflow allowed the operator to evaluate whether the coordinator was
required in that particular decision by themselves.
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This evaluation was based on whether it was clear the item has to be ordered with priority or not. The experiment
shows that by refraining of HiPPO decision-making and delegating the decision-making authority, the
coordinators’ perception of control is heavily affected. This reduced perception of control may very well prove to
be challenging for C2 practicing organizations who aim to enhance their operations with data analytics. This loss
of managerial control is further reflected in the fact that in one iteration of the experiment, the coordinator decided
to impose a monitoring mechanism in the process to ensure that his subordinates met the constraints they were
given. What is interesting however, is that the operator did not feel controlled by this and even saw the benefit of
the mechanism. He was offered complete authority to decide whether he would order an item with priority and
only had to report to his coordinator when he did so. The coordinator expressed that he entrusted his personnel to
critically assess each situation and that he would be content with the outcome of it. If for some reason, the amount
of offered priority orders was not sufficient, the monitoring mechanisms allowed him to identify possible risks to
which he could respond in time. By doing so, he changed his leadership style to a more facilitating one which
better fits a delegated decision-making structure.
One’s perceived empowerment was expected to be higher when decision-making authority was handed over to
them as it would improve their perceived ability to influence important situations (Yukl & Becker, 2006). The
results show that for this setting, it is indeed the case. On average, the scores of the operators were much higher
in the delegated structure than in the centralized structure. In the same light, the coordinators’ scores dropped in
the delegated version and rose again in the centralized workflow. This shows that employee empowerment could
be indeed heavily affected by the authority in decision-making. This has significant impact on the choice to
become a data-driven organization that delegates decision-making. For lower-level personnel, this transformation
could be brought as beneficial for them as it would help them become more self-determined and have a larger
impact on the organization as a whole. From a HR-perspective, fostering delegated decision-making as a datadriven organization can help achieve higher levels of work satisfaction. On the other hand, the coordinators’
perception of empowerment drops when they are, as expressed by one of the coordinators in this experiment,
“written out of the process”. Clearly, the individuals who lose their part of the process need something in return
to feel useful again. This could be done by creating a monitoring role for coordinators. Delegating decisionmaking should therefore not be limited to delegating the authority to make decision from middle management to
the SMEs, but should be done at each level as much as possible. In respect to enlarging employee empowerment,
delegated decision-making to lower levels of the organization should be strived for as much as possible.
Implications for organizational culture

Organizations, such as humanitarian relief organizations, employ highly skilled workers. This type of personnel
is more in need of the individual aspects associated with empowerment to feel needed and valued than “regular”
personnel as these people are typified as highly skilled workers who do not just seek monetary rewards but want
to have impact (Pearson, 2018). As found in the experiment, operators’ control and empowerment scores steeply
decline in a centralized environment. This can be explained as their ability to selectively supply information to
the decision-maker is now transferred to impartial DSSs whilst control is still exercised top-down, leaving them
with little self-determination. However, the coordinators’ scores in the experiment are in contrast with those of
personnel. This implies that whether an organization decides to centralize or delegate in a data-driven process,
one party always loses. This can be countered by the type of leadership styles that are fostered in the organization’s
culture. If a more facilitating leadership style is advocated rather than the authoritarian style now associated with
hierarchic command and control structures, coordinators will get a new purpose in their work. By changing their
purpose of excellent operational decision-making by themselves into enabling operators to make the right decision,
coordinators can aim to create the best circumstances for their personnel to do so and focus more on procedures
and external factors that might limit the operator’s ability to perform. However, with the organizational culture of
C2 organizations often being intertwined with authoritarian leadership, centralized information streams and topdown decision-making, this may prove to be quite difficult. Nevertheless, it is possible as a perfect example of
this leadership style is shown by the one of the coordinators’ in his respective delegated session. By creating the
circumstances in which operators were able to come to the most effective decision without his interference, he
showed that in a traditionally very hierarchic work relation, a culture of facilitating leadership is possible.
One reason why this was possible is due to a certain level of trust in the operator’s skills, proven procedures and
a sound DSS. This is captured in sociotechnical trust (Fitzhugh, Hoffman, & Miller, 2011) and seems to be crucial
for the successful delegation of decision-rights. Organizations can stimulate sociotechnical trust by either creating
positive experiences for users and a priori consensus on rule governed activities. Actively including coordinators
in the design of new procedures will both benefit their level of sociotechnical trust as well as adhering to their
newfound purpose of creating the best possible environment in which their operators can come to the best possible
conclusion.
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Decision-making structures

Overall, delegated decision-making can be problematic for certain types of organizations. Especially hierarchic
C2 structures do not easily accommodate the delegation of decision-rights, as it is in contract with their natural,
centralized command structure. Coordinators in organizations that employ these structures are keen on their
control and ability to oversee and influence a situation. This is in contrast with the advised delegation of decisionrights. Furthermore, they often employ a more authority/mandate-based approach to decision making which is
does not easily accommodate (individual) employee empowerment. Even though operators are expected to come
to a more comprehensive evaluation of the DSSs, coordinators will lose some part of their control on the situation
and must trust on both the system and operator if their organization seeks to pursue a delegated decision-making
strategy. Sticking to the status quo, however, also has its drawbacks for subordinates. Their information gathering
role is reduced as this is now taken over by the DSS. With decisions-making still executed top-down, very little
challenge remains for subordinates. On the other hand, C2 structures are used for good reasons. They provide
clear command structures for both internal and external affairs and arrange responsibility accordingly.
Furthermore, the associated hierarchy is often intertwined with organizational culture, which encompasses not
only norms and values but also the organizational preferred type of leadership.
Concluding, introducing DSSs to delegate decision-making in order to better fit the requirements for the netcentric framework creates implications for C2 organizations. Doing so will require C2 organizations to not only
redesign their current decision-making structures, but also addressing their culture and preferred leadership styles.
Coordinators in such organization must therefore be aware of the associated effects of their choice to employ
systems that (could) facilitate delegate decision-making.
CONCLUSION

Response organizations have an increasing ability to gather, process and share information. At the same time an
increasing number of actors have access to this information. This enables coordinators to better delegate decisionmaking to operators in order to increase their sense of empowerment. Especially in command-and-control
structures, which are often designed to provide a high level of control and reliability through centralization, this
can create a dissonance in the organization. In this paper, we examined this interaction between systems and
organizational structures in relation to delegated decision-making. While the results are preliminary, the initial
findings show indeed that when systems and organizational structures are not aligned, effects include the lost
sense of control for coordinators, or a limitation in the operators’ autonomy and a lower levels of perceived
empowerment. Organizations moving forward and taking advantage of systems that provide information directly
to operators and enable more autonomous decision-making, need to be consider the own organizational structures
and culture. Especially for C2-type organizations a careful examination of the system, organization and people is
required to avoid or reduce this dissonance.
Limitations and future research

This exploration has shown that the introduction of delegated decision-making with assisted by decisions support
systems indeed affects coordinators perception of control as well as empowerment among operators. This
realization is key in the advocated transformation of responders into less hierarchical organizations to fit the
requirements of the net-centric framework. As a proof on concept, the experiment presented in this paper was
focused on a specific type of response organization (command-and-control, military setting). In order to be able
to validly generalize these results, similar experiments should be held at more response organizations. For example,
examining if the absence of delegated decisions support systems in a net-centric oriented organization would
reveal a similar relationship. Especially as organizations are transitioning towards a net-centric structure, the role
and functions provided by an information system should align with this structure and culture. Furthermore, by
expanding this scope to other processes in response organizations, a more holistic understanding of the interaction
between structures, information systems and perceived control and empowerment can be obtained. Also, the
concept of responsibility and accountability is one that cannot be ignored. Hierarchic C2 is organized to account
for responsibility via rank. For instance, the injury of a soldier in battle is accountable to his platoon commander
who will be held responsible. However, when DSSs assisted decisions are delegated to operators, delegating
responsibility and accountability to operators as well may not be feasible or ethical. An argument can be made
that most of the input for decision-making is created by the DSS, who in that case should be held (partly)
accountable which leads to numerous problems of its own. Certainly, further studies may enlighten this subject.
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ABSTRACT

Post-crisis analysis of transboundary crises in Sweden is problematic due to limited documentation. We believe
that there is a need to find tools to better understand the command and control, and to understand how the
information sharing that takes place during larger crises works. This paper presents the results of an ongoing
research, as well as findings about how the TETRA system is used for information sharing in transboundary crises.
The data used was collected from two large emergency exercises, where Swedish, Finnish and Norwegian TETRA
systems were merged. Communication in 10 shared talk groups was recorded, transcribed and analyzed. The
communication in shared TETRA-talk-groups mostly focused on information about the accident, the recourses
and first respond units, as well as the actions of each unit. The research also exemplifies and shows that
communication within TETRA-talk-groups in transboundary crisis can give new insight into how command and
control works.
Keywords

Command and Control, Common Operational Picture, Talk-Groups, TETRA, Transboundary Crisis.

INTRODUCTION

In recent years, Sweden has been hit by large crises that have put the entire societal crisis management capacity
to the test. The terrorist attack on Drottninggatan in 2017 (Myndigheten för samhällsskydd och beredskap, 2018),
the forest fires of 2014 (Skogsbrandsutredningen, 2015) and 2018 (Statens offentliga utredningar, 2019) are
examples of such crises. The aftermath of the crises often leads to leads to cricism as problems and a lack of
collaboration between authorities are revealed. The analysis of a large crisis, like the forest fires that hit Sweden
in 2014, relies on existing documentation, official records, and the memory of participants. There was severe
criticism in the aftermath of the forest fire in 2014 (Myndigheten för samhällsskydd och beredskap, 2016;
Skogsbrandsutredningen, 2015), where lack of documentation, records, as well as other information from the
actual period of the crisis, which affected the possibility to fully evaluate the crisis. It was difficult to completely
understand what really happened in the command and control environment, and how certain units acted on
decisions taken in the command and control. After the event itself, it was difficult to understand what activities
really took place. The forest fire in 2014 affected several authorities and can be defined as a transboundary crisis.
The challenges of a transboundary crisis are the same as for a traditional crisis. “What sets transboundary crisis
apart, however, is that they create a need for extreme adaption and unprecedented cooperation under conditions
in which these are most difficult to achieve – when the capacity and authority for response is distributed across
multiple organizations and jurisdictions and when the crisis itself creates difficult patterns of interdependence
among the actors involved”(Ansell, Boin, & Keller, 2010, p. 204).
During the forest fire in 2014 the overall command and control was organized temporarily from a large conference
hotel, where all actors set up a command and control structure. Even well-working temporal command and control
functions rarely leave any official documents for evaluating purposes. Other data that is used for evaluating
purposes is often interviews with those involved after the crisis has taken place, where they reflect on their actions.
During large crises, information sharing is extremely important to build a common operational picture (Borglund,
Landgren, & Lintzen, 2014). Implicitly, this means that if you want to understand how a common operational
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picture was established afterwards, you also need to be able to recreate how information was shared and what
information was shared. In situations like the forest fires in 2014, where the command and control was managed
from temporal locations, much of the information sharing was done via radio or telephone.
In this paper, we argue that a transboundary crisis is even more challenging to fully understand afterwards than a
traditional crisis, mainly because of the characteristics of the transboundary crisis. “We speak of a transboundary
crisis when the functioning of multiple, life sustaining systems is acutely threatened. A transboundary threat is
characterized by the potential to cross geographic and functional boundaries, jumping from one system to
another”(Boin & Rhinard, 2008, p. 4). In a large transboundary crisis it is difficult to predict e.g. who will
participate in the crisis and to proactively prepare for the capturing and documenting of information sharing
amongst participants to enable analysis when the crisis has ended. During the 2018 forest fires, foreign firefighters,
helicopters and water bomb planes were used to beat the many fires, resulting in a complex transboundary
information sharing situation (Statens offentliga utredningar, 2019). In 2018, the rescue services claimed that an
important area of improvement is how to document and capture e.g. decisions, activities, information about units,
pictures and video material during and after the crisis (Statens offentliga utredningar, 2019).
Based on the above we argue that there is a need to find tools to better understand the command and control, and
to capture the information sharing that takes place during larger crises that can be defined as transboundary crises.
In the literature, it is difficult to find methods on how to assess a transboundary crisis (with some exeptions e.g.
Dore, Lebel, & Molle, 2012). In Sweden, the majority of the assessment and analysis of the previously mentioned
large crisis was done after the crisis ended. As several reports indicate, there was a huge lack of official documents
that could bring clarity about e.g. common operational pictures, command and control, and tactical and strategical
decisions (Myndigheten för samhällsskydd och beredskap, 2016, 2018; Skogsbrandsutredningen, 2015; Statens
offentliga utredningar, 2019).
Since 2016, Norwegian and Swedish emergency actors have been able to communicate via shared talk groups
using their own radios. In 2019, Finland entered the collaborative platform for shared talk groups within the
TETRA system, thereby emergency actors in Norway, Sweden and Finland could communicate using their own
radio systems. TETRA (Terrestrial Trunked Radio) is a global standard for digital trunked radio, which was
previously a European standard. The TETRA system is used by emergency units for communication and
provides a secure voice and data transmission. Never before had three countries connected their domestic
TETRA systems used for national crisis communication, which was what happened in 2019, when the Swedish
Civil Contingencies Agency (MSB), the Norwegian Directorate for Civil Protection (DSB), and State Security
Networks Group Finland (Erillisverkot) enabled transboundary communication through the national TETRA
networks in Sweden, Norway and Finland.
This paper presents the first findings from an ongoing research project with the long-term aim to understand how
information is shared across boundaries during transboundary crisis to establish a common operational picture,
and how a common operational picture is established based on this information. The aim of the paper is to present
findings on how the TETRA system is used to share information across boundaries. It is only in Scandinavia that
countries have established shared talk groups using the TETRA system, and it is the first time ever for three
countries to share talk-groups in the TETRA system as mentioned above. This knowledge will be a contribution
to the understanding of how command and control works during transboundary crisis. The long-term goal of this
research is to provide a tool that can be used for analysis after a crisis, but preferably during a crisis, if appropriate.
RELATED RESEARCH

There is limited research to be found about information sharing amongst first responders. Norri-Sederholm,
Paakkonen, Kurola, and Saranto (2015) is an exception. In their research they have identified criticial
information categories used for situation awareness, which was shared and communicated by paramedic field
supervisors needed for multi-authority missions. The categories were Incident Data, Mission Status, Area Status,
Safety at Work, and Tactics. Interesting is that the majority of the identified information categories were shared
primarily by using the TETRA radio system, and secondly by using mobile telephones. Norri-Sederholm et al.
(2015) focus on communication where paramedics were one node in communication. In Sweden, paramedics
are never in command of a crisis, the role of command is either managed by the police or the rescue services.
Molino (2006) concludes that an emergency manager needs to manage what is called the 5 C’s, namely
command, control, communication, coordination, and cooperation. Command is about being in charge and
leading the work; control is to actively control the situation; communication should include both sender and
receiver; coordination includes both at the accident scene as well as higher levels; cooperation is necessary as
the majority of a crisis cannot be solved by a single authority.
A transboundary crisis is a crisis that threatens a larger part of society,. a type of crisis that is likely to become
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more prevalent in the future (Ansell et al., 2010; Boin, Busuioc, & Groenleer, 2014). The transboundary crisis
comes with its own challenges: 1) National authorities have difficulties making sense of the crisis; 2) It is
difficult (almost impossible) to coordinate across borders; 3) It is difficult to establish legitimacy for the
response (Boin et al., 2014). The transboundary crisis crosses borders; it can cross national borders, as well as
functional and temporal borders. One characteristic and consequence of a transboundary crisis is that it rarely
has a clear beginning, and is difficult to pin-point in time (Boin, 2009). In the literature it is difficult to find any
explicit proposals on how to analyse transboundary crises. Boin, Kuipers, and Overdijk (2013) present 10
executive tasks for crisis management that could be used for subsequent evaluation purposes: Task #1: Early
Recognition; Task #2: Sensemaking; Task #3: Making Critical Decisions; Task #4: Orchestrating Vertical and
Horizontal Coordination; Task #5: Coupling and Decoupling; Task #6: Meaning Making: Task #7:
Communication; Task #8: Rendering Accountability; Task #9: Learning; and Task #10: Enhancing Resilience.
RESEARCH METHOD

The findings presented in this paper are based on a qualitative research approach (Myers, 2009; Myers &
Avison, 2002). The data collection for this paper has been carried out during two large emergency exercises.
The first exercise took place in Meråker municipality in Norway on 16 November 2016. The exercise was the
final exercise in a greater project where the Norwegian Nødnett-system1 and the Swedish Rakel-system2 were
permanently connected to increase the possibility of cross border collaboration during small and large crises. It
was a large-scale field exercise involving many first respond units from both Sweden and Norway, as Meråker
municipality is a border municipality. The scenario used was that two buses had collided and one of them had
tipped over when the driver tried to avoid a frontal collision. In both buses several passengers were stuck and
hurt. The emergency units at site for this exercise were units from the fire department, medical/health services,
the police, and civil protection.
The second exercise took place during the Barents Rescue in Kiruna in September of 2019. The biennial Barents
Rescue is a multi-lateral crisis management exercise under the framework of the Barents cooperation. The
Barents Rescue exercise was also the event where the Norwegian Nødnett-system1, the Swedish Rakel-system2,
and the Finish Virve-system3 were permanently connected, thereby enabling cross-border communication
between the three Scandinavian countries. It was the first time ever that three TETRA systems were connected.
The Barents Rescue exercise consisted of several events, but the main event took place on 25 September and
consisted of three field exercises. The data collection for this research used the large exercise “river”. The
scenario used for the “river” was a traffic accident where a bus and a minivan collided. The minivan went
upside down into the river with several seriously injured. Units at site of the “river” accident were primarily
units from fire department and medical/health service units. They came from Sweden, Norway, Finland and
Russia. The only police units at the “river” site were Swedish..
Both exercises had mini-scenarios embedded into the main scenario to involve all actors at the site. For
example, the Barents Rescue exercise also included a fire on a remote island, and a canoe accident.
The data collection method applied in both exercises was identical: a set of talk-groups were available for crossborder collaboration on the TETRA system. The communication between different actors is called talk-group
communication in the TETRA system, which enables half duplex communication. Half duplex communication
means that one user is speaking (transmitting) while the others in the same group listen to the person that is
transmitting.
During the Meråker exercise five of these talk groups were recorded, covering the entire exercise that lasted for
4 hours. The majority of the communication took place within a space of three hours. During the Barents
Rescue, five talk groups were also recorded for the entire exercise, lasting for 8 hours, and the most of the use of
the talk-groups happened in the first 4.5 hours. The TETRA talk-group recordings were transcribed and
analyzed afterwards. The transcription was made by a contracted service, while the analysis was carried out by
one of the researchers using content analysis (Hsieh & Shannon, 2005) to understand what kind of information
was actually shared within the cross-border talk-groups. The categories detected were developed based on the
data, as opposed to defined beforehand. During both exercises, one researcher was present at the field exercise
site, to observe the use of the TETRA system and study the activities by first responders, and afterwards detect
what activities were communicated over the TETRA system. At the site the focus was to capture how the first
responders seemed to be communicating with each other and others. The findings from the on-site study was
compared and added to the findings from the talk-group analysis. The talk-groups studied were those presented
1

The Norwegian national TETRA system
The Swedish national TETRA system
3
The Finnish national TETRA system
2
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by the Swedish Civil Contingencies Agency for use during the exercise, i.e. those based on the communication
plan. At both exercises there were national talk-groups that were used that we did not cover, those that were
used for communication primarily within one type of organization, e.g. the police.
RESULTS

The results presented here are the result from the first review of the transcripts, where we primarily focused on
what information was shared in the shared TETRA talk-groups during the two exercises. We present the
findings using descriptive categories. The findings from the field observations from the exercises are presented
separately.
The communication taking place in the TETRA talk-groups was short and often consisted of concise messages.
The absolute majority of the calls totalled less than 15 words, most of which were shorter than 10 words, even if
there were some exceptions.
Information about the incident

One central category of information shared in the talk-groups is information about the incident, i.e. information
pieces shared to establish a common operational picture. During the exercise in Meråker as well as the Barents
Rescue, the first information about the situation came from the dispatch central using a talk-group that reached
all involved actors. The dispatch central in the Barents Rescue first conveyed an alarm in national talk-groups
and then moved the communication to a shared talk-group where they repeated the information:
“The only information we have is that it is a bus that has crashed and there is another vehicle involved at the
bridge” [translated from Swedish]. When the dispatch central had received more information from people
involved in the situation at scene (victims) they shared this with all units:
“Additional information from dispatch. We’re getting confirmation of at least 25 people in the larger of the two
buses and several caught under the bus. Over.”
When the first respond units arrived at the scene it only took a few minutes before they responded:
“Situation report from Laxforsen. The object is a bus and a minivan that have collided. We have found that
approximately 25 people are in the bus, 6–8 people in the minivan, 2 people were found in the river, and 3
people are stuck under the bus and cannot get out, over” …[The communication was in English]
The first information, called the window report, is very important for the dispatch central as well as the
command and control, to be able to decide whether enough units have been activated. The window report also
gives the dispatch central the first components to establish the common operational picture.
Later in the scenario:
…“There were five dead on the island, and one found dead in the water” [translated from Swedish].
During the Meråker exercise the same kind of information sharing structure was used. First, general information
was sent out to all units, which was information about what the dispatch central knew from the start.
“This is the Norwegian police dispatch central, we know that it is a road accident and it’s two buses that have
collided. There are several people in the buses and we have asked the Swedish authorities for official
assistance” [Translated from Norwegian]
Information about the units and their work

It is important for all actors involved in a crisis to be aware of what other units are also involved in the
management of the crisis and what they do. Much of the information about units comes from the dispatch
central that reports what units have been assigned to the job and what they are expected to do. During both the
Meråker exercise and the Barents Rescue exercise the target of this information was primarily the commander at
the site, but all units using the talk-groups did receive the information.
During the exercise in Meråker the actors often began their radio communication by introducing themselves to
make it clear for all actors listening to the talk-group.
“AMK Nord-trøndelag to Trondheim unit reporting themselves as available, over” [translated from
Norwegian]. They did not use any national call signs, or special call signs for cross-border collaboration.
“Swedish police group leader to commanding officer. I’ve arrived with 8 officers to the road accident. We’ve
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parked our vehicles east of the accident. I will join you by foot, over and out.” [translated from Swedish]
During the Barents Rescue exercise the actors used call signs that referred to their country. However, the call
signs were not interpretable without a description or list of the call signs:
“ – Sierra 2… Sierra 23 from Sierra 213. Over./…/– What was our call sign? 210? 210 listening. We have not
been given any task yet…” [translated from Swedish].
For anyone without detailed contextual knowledge it would be difficult to understand who was talking with
whom in the above excerpt. In the talk-group for only medical units during the Barents Rescue, the units’
identification was much clearer:
“– Sector B to in charge of medicine, – In charge of medicine listening” [translated from Swedish].
Information about operational decisions

Coordinating units at the site of the (exercise) accident was done over one of the talk-groups aimed for crossborder communication. This is a good example from the Barents Rescue exercise of how the commander in
charge at the site reported back to the command and control about how he used the arriving units:
“Yes, that’s good. We have decided that the sector bus will be the Russians’ responsibility, ROMEO. The sector
minivan will be November’s task. November will also contribute with units for work in water later. Sierra
manages the traffic control and the roped off area.” [translated from Swedish].
Information about where different units were allocated and what assignments they were given was shared
regularly amongst the actors and the dispatch central in the two exercises. When something new happened,
information was immediately shared about various forms of operational decisions.
Information about safety issues

Making rescue workers on site aware of safety issues was also one of the categories found in the analysis. A
good example is from the exercise in Meråker.
“Information to all health resources, information to all health resources. The traffic will no longer be stopped.
Traffic will now pass on both sides of the road. Pay attention, pay attention. The traffic is no longer stopped.”
[translated from Norweigan].
Information about geographical/physical position

An important piece of information shared over talk-groups during both exercises, in Meråker as well as the
Barents Rescue, was geographical positions. However, this was a real challenge as the position often referred to
physical positions, and not all units were familiar with the area. E.g. they referred to situations on the site of the
accident in the following way:
“We have received the correct position for the canoe accident. It should be on the island upstream the traffic
accident in Laxforsen. A long island upstream, over.” [The communication was in English]
Use of Nødnett and Rakel on site during the Meråker exercise

Before the day of the exercise in Meråker, the involved actors were gathered in Ånn, a military camp, for two
days to prepare and discuss how to apply the communication plan established by the Swedish Civil
Contingencies Agency and the Norwegian Directorate for Civil Protection. At the site of the exercise,
coordination and orders were given face to face. The scenario was designed so that the Norwegian first
responders were responsible for the situation. This was quite clear when the Swedish first responders arrived at
scene. There was personal contact between the Swedish first responders and the officer/s in charge, where the
Swedish first responders reported to them for duty, and/or reported what they had done. Communication
between units on the site of the accident did not use the shared talk-groups on the Swedish Rakel-system and the
Norwegian Nødnett-system. Information sharing and therefore implicit sharing of a common operational picture
was done during these physical meetings. The command and control, which was Norwegian, was not physically
at the site, it was established at the regional dispatch central. The information that was the basis of the common
operational picture from the police, fire fighters, and paramedics was shared in face to face meetings at the site.
The Norwegian officers in charge then delivered this information to the command and control center using radio
or cellular telephone.
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The use of Nødnett, Virve and Rakel at the site during the Barents Rescue exercise

The Barents Rescue exercise began with a training day, where seminars, short lectures and presentations of
some of the participants’ competences took place. One of the lectures targeted all first responders that were
going to be involved in the field exercise where the Norwegian Nødnett-system, the Swedish Rakel-system, and
the Finnish Virve-system were going to be able to communicate with each other for the first time and be tested.
The lecture contained information about how to use the TETRA talk-groups, how to use and communicate in
TETRA talk-groups and other practical issues related to the use of the TETRA systems during the exercise.
At the site of the field exercise the first responders from Norway and Finland could not adjust their own radio to
find and use the shared talk-groups that were established for the cross-national and cross-authority collaboration
during the exercise. The communication between Norwegian, Finnish, and Swedish first responders using the
TETRA system was limited because the first responders were unable to use the shared talk-groups. Therefore,
the majority of the communication was done in Swedish in the talk-groups, and Norwegian and Finnish first
responders went physically to the commander on site for new instructions and to share information and update
the general common operational picture, as well as be updated about the common operational picture. The
information sharing was partly done by an assigned a person that was similar to a military orderly. The
commander in charge at the site was the one responsible for updating the command and control center that was
located at the Fire Department headquarter in Kiruna.
CONCLUSION AND DISCUSSION OF PRELIMINARY FINDINGS

Comparing the information categories found by Norri-Sederholm et al. (2015) Incident Data, Mission Status,
Area Status, Safety at Work, and Tactics with our findings, there is a part of our data that strongly supports what
they found. Information about the incident and what is going on is an information category that was also found
in this research, and which was the most frequent information category. In the category “mission status” by
Norri-Sederholm et al. (2015), you find parts of what in this paper is described and categorized as information
about units and their work. Information about units and their work is one of the most important information
categories in this research. For Norri-Sederholm et al. (2015), Area Status focused on the medical status of the
situation. This is shared in the talk-groups in this research as well, but most of that information is shared among
the first responders at the site. Safety at Work and Tactics was only meantioned to some extent in the data used
in this research. However, the paper from Norri-Sederholm et al. (2015) shows that the information shared in the
talk-groups during these two exercises corresponded with the critical information categories they presented.
We also found support in the results of this research for Molino (2006) and his 5 C’s that were crucial tasks an
emergency manager should be able to carry out. Command, communication, and coordination were partly
fulfilled and exemplified by the information shared in the talk-groups. As much of the information shared in the
talk-groups referred to the 5 Cs we interpret it as communication between actors during transboundary crisis
being crucial.
A common operational picture is possible to define as a selection of available information units (Borglund et al.,
2014). The use of talk-groups for transboundary collaboration during these two exercises indicates that the
primary content of what can be interpreted as a common operational picture consists of the following:
Information about the accident and the situation, where the number of involved vehicles, people,
injured and dead are in focus. Information about the accident itself also includes geographical positions
of the situation.
Information about recourses and first respond units. Information about their competencies, and if they
have brought certain equipment with them.
Information about what each unit is doing. Could be actual ongoing work but also if units are
approaching the site or leaving the site. If the latter, information about where to is also shared.
The aim of this research was to understand how the TETRA system is used for information sharing across
boundaries. We have found that the information shared in the TETRA system and the shared talk-groups does not
differ from other research efforts in the field; there are similarities and support found in other research efforts in
the field, research where they have studied how radio is used to share information in general and not primarily
across boundaries. A likely explanation as to why the information sharing does not differ in the transboundary
crisis context studied in this research is that experience of how to use the TETRA system is new for the emergency
actors studied. E.g., the Barents Rescue exercise was the first time Norway, Finland and Sweden could use shared
talk-groups. We believe it is important to train and educate on how information sharing can be more efficient
across boundaries. In the data from this research we also argued that an effect of this research would be to be able
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to present a method for analysis of transboundary crises.
We argue that recording communication serves as a new analytical tool to understand what has happened during
a crisis and how TETRA systems are used to mediate the operational picture between actors. When we face
transboundary crises, it might be even more relevant as it could be more problematic to get a complete and
trustworthy picture of what has happened after a crisis by using traditional analysis tools. There is of course much
that needs solving before TETRA talk-groups can be recorded, like in these two exercises. Nevertheless, the
findings of this research thus far, indicates that the effort might be worth it. When at least two transboundary
crises in Sweden, the forest fires in 2014 and 2018, were criticized for a lack of documentation that could be used
for analytical purposes (Myndigheten för samhällsskydd och beredskap, 2016; Skogsbrandsutredningen, 2015;
Statens offentliga utredningar, 2019), suggesting analysis of people’s communication when handling the crisis
could add something new to the analysis process of large transboundary crises.
Even if we face increasingly advanced digital technology in the domain of emergency and crisis management,
TETRA systems provide emergency actors with a great tool for information sharing across boundaries. The
TETRA system enables one-one communication, one-many, and many-many, which has not been studied or
analyzed in this research, but which opens up for further research.
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ABSTRACT

In emergency response, parallel working coordination groups and command and control centres are responsible
to deal with complex events. A well-functioning exchange of information between organizations, officials and
these coordination groups is the basis for an efficient risk management. This paper describes a methodical approach for field observation to understand and improve the inter-organizational information management between
the involved partners. The method was tested within a practical approach and possible occurring problems during
the observation were identified and solutions for these problems are provided.
Keywords

Information Management, Field Observation, Coordination Groups, Command and Control Centres, Risk and
Crisis Management.
INTRODUCTION

Both planned and unplanned events can have a significant impact on public safety. These events challenge the
infrastructure of various public system and require special strategies so-called risk- and crisis-management. This
management takes a lot of additional effort besides the usually day by day work. Grouping and collaboration of
all authorities and organizations with security tasks are essential. For this purpose, coordination groups are installed. These coordination groups are responsible for an effective coordination of all involved partners and shall
ensure the communication. In Germany, an often-used approach for unplanned events proposes the use of two
different coordination groups. A so called “operativ-taktischer Einsatzstab”, which deals with all operationally
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and tactically relevant tasks of response1 and a “Krisenstab”, a crisis unit, with the focus on administrative tasks 2
to ensure the capacity to act. (Lamers 2016, pp. 83ff.)
For events which are planned (e.g. a public mass rally) and need special surveillance usually another approach is
used instead of activate emergency response groups for not-yet incidents. A central coordination group with liaison officers of the important authorities and organizations (such as event organizer, fire brigades, medical relief
organizations, event promoters, city administrations, transport services) is formed. The main purpose of this coordination group is to ease information exchange and to shorten arrangements and central orders in order to avoid
unintentional developments. Furthermore, the group is responsible for the overall strategic orientation.
Complementary to this group, usually other staff from involved partners is working in the background as well.
However, they only focus on their own field of operation (e.g. the command and control centre of the fire department is focusing on disposition of fire engines or ambulances).
An example for planned events with not-yet incident character and the need for higher attention are medium/large-scale cultural or sports events. Such events can attract many people and have additional security issues.
Besides the organization of such events, the biggest challenge in event management is indeed to ensure security
of all participants and staff. This poses challenges such as the comprehensive information management all around
the coordination groups. Along the in- and outgoing information flows, information might get lost or stuck. In
case of sudden situation changes such as (e.g. unpredictable weather situation or mass casualty incidents), a good
information management in the coordination group is indispensable. (Badke-Schaub et al. 2012)
Within the coordination groups, several stakeholders communicate. These stakeholders send and receive information from their institutions and share them in the coordination group. Other stakeholders need these information, sift through it and forward it to their institutions. Ideally, all these information is shared with all of the
partners who need them. Normally, this is realized by briefings with all actors. Figure 1 shows an example for
information contribution via a briefing of all involved actors.

Figure 1. Exemplary and simplified model for information flow (Lotter et al. 2019)

As described above, large information flows arise in complex situations. These sensitive information flows are
prone to errors in practice. In order to prevent such errors it is important to identify (possible) weak points in the
information processes and to largely address them. For this reason, it is essential to understand how the information is collected and distributed. However, the problem is that information flows have features of black boxes.
It means that inputs (e.g. critical incidents) and outputs (e.g. decisions about the number of operating crew resources) are visible, but the intermediate steps are not, because of a complex system, a lot of different actors,
positions, functions and (formal and informal) information channels. It is therefore a key challenge in the research
process to find the right method to illuminate the black box without disrupting the information flows. This method
paper deals with these information flows and their exploration, using field observations along the whole process
chain as an appropriate research approach. (Fiedrich and Schwickerath 2016; Lotter et al. 2015; Lotter 2015;
Lotter et al. 2016)

1
Members of the fire brigades usually form this group. The police in Germany has its own coordination group for operational
and tactical tasks, which works similar.
2 This coordination group is formed by members of different administrative authorities and usually includes liaison officers of
authorities and organizations with security tasks (e.g. fire brigades, police, medical relief organizations).
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PURPOSE

The purpose of the field observation is to understand the collection, processing and distribution of all information
in the different coordination groups. This study shows a detailed overview of an entire process from the planning
to the implementation and follow-up of information and their flow. Furthermore, it is observed how the information is processed, evaluated and retransmitted from the coordination groups. In 2012, MACKWAY-JONES AND
CARLEY also dealt with an organizational flow of information as a priority area of research for large-scale accidents (Mackway-Jones and Carley 2012). A similar approach has been taken on two county-level exercises in
Ohio, USA by MILITELLO ET AL. in 2007. The observed exercises were dealing with the unplanned events tornado
and train derailment and focusing the set on emergency respond organizations. The exchange of information between different executive coordination groups or command and control centres were not investigated. (Militello
et al. 2007) This is a research gap. Such crucial processes may hide breaking points that have the potential for
either failure or success of decisions and operations. One difficulty is to determine the process steps and possible
breaking points in the situation on site to avoid subjective or retrospective distortions. A successful observation
therefore ideally takes place in real time, so that the black box of the information flow is not only explored theoretically or under laboratory conditions.
According to HOUGHTON ET AL., there is a growing interest in the use of social network analysis as a tool to study
the performance of teams and organizations. (Houghton et al. 2006) In one of his works, processes of leadership
and control in emergency services are studied from the perspective of social network theory. His studies show
that the analysis of social networks can play a valuable role in the general study of command and control.
Planned events and their course of actions might have a major impact on the infrastructure of various public
system. The advantage of these planned versus unplanned events is that unwished developments can be anticipated
and being contained in time and space. For the study, this gives the opportunity to integrate observers in different
coordination groups or command and control centres and observe information flows and possible switches from
planned events into unplanned developments. This is the reason why the authors decided to observe the largescale mass event “Kölner Lichter” to ensure that the method is applicable in practice. This event, which takes
place in Cologne (Germany), is one of the largest public firework shows in the country. It also has a big impact
on the whole city infrastructure and attracts 500,000 visitors annually. In addition to the general emergency response a coordination group is convene for this major event.
METHODICAL APPROACH

Observations are classic methods of empirical social research. Compared to interviews and other methods that
focus on the collection of verbal data, observations offer opportunities to grasp a situation “with all senses”. Besides spoken words, also non-verbal, visual, physiological, emotional data and other perceived situational stimuli
of the context can be scientifically recorded using the method of observing. (Adler and Adler 1987, 1998; Flick
2016; Ruso 2009; Steffen and Doppler 2019) Therefore, it fits for settings of information flows as described above.
Information is usually shared verbally between different people and groups. But also e.g. non-verbal, visual and
situational aspects influence the information processes (often also with regard to their success). However, these
can hardly be collected without an observer. The role of the latter is crucial for this method. (Adler and Adler
1987, 1998) In the present case of an open and non-participating observation the observers do not become part of
the field, but obviously remain researchers for the people observed.
This approach has some specific advantages. The observers remain at a distance from the observed processes and
persons. This enables them to keep an overview of various aspects and influences which are relevant for research.
Since multiple observers are deployed here, multiple perspectives can also be introduced and put together, which
can increase the validity of the data. Ethical difficulties and problems that can arise from covert observation do
not exist because the observed persons know about the observers. If role and goals of the observers are explained
in a comprehensible manner, the observed may trust the observers and ideally do no longer pay attention to their
presence in the observation situation. Sometimes the observers then get even more insights because the observed
persons e.g. show their behaviour more clearly than usual. But there are also disadvantages. In the closed group
considered here, every external person who does not belong to the group is noticed. At least at the beginning of
the observation, this can influence the behaviour of the observed. They may feel watched and controlled. Some
may also be afraid that things are being observed that should not be noticed (e.g. mistakes, private moments).
Others also are sceptic about researchers and how they use the information they collect. In the worst case, this
leads to changed behaviour, which can massively disrupt the actual work processes. Research then becomes a
disruptive factor and the observers have to leave the group and the situation. (Adler and Adler 1987, 1998; Flick
2016; Ruso 2009)
In order to minimize the negative effects and instead get the best possible results of observations, detailed planning
and careful preparation are essential. There are different approaches for scientific observations that can serve as a
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design template. It is a method used in many disciplines and research areas (e.g. psychology, sociology, organizational, labour and market research). Therefore, only a few approaches are addressed here. As an example, BALES
introduced an approach for observing small group interactions about seventy years ago. His method was focusing
on the behaviour of people interacting in small face-to-face groups. He tried to scale and rate the conduct by using
categories as “shows solidarity, raises other’s status, gives help, reward” (Bales 1950, p. 258). Because his method
is focusing on the direct behaviour of one person in a group towards others in the same group, this approach is not
applicable to observe the information flows between different groups. Instead, it could be used to observe single
coordination groups and their members. But BALES already set some standards for observation, which can be used
for other fields, such as qualifying the observers by defining their tasks. (Bales 1950)
Another approach to observe and rate the performance of coordination groups is presented by GIßLER. He also
introduces the use of observers and trainers to train coordination groups. To evaluate the work of the team, the
trainers and observers use a catalogue of different indicators such as reliability, work and communication equipment or staff and routine. (Gißler 2019, pp. 180ff.) Nevertheless, similar to BALES he is focusing on the performance of one coordination group, although he is also rating their communication skills. (Gißler 2019) However,
as explained further below, a rating of the performance of the coordination group is not expedient for the purpose
of the presented method.
BÜTTNER AND FLORACK describe an approach for marketing and management research (2009). Because they are
focusing on the management part, this approach seems to fit for observing information flows between different
coordination groups. The distribution of information among different groups is similar to a management process.
Their approach is also adaptable for different situations. (Büttner and Florack, 2009; Lotter, 2015; Lotter et al.,
2016)
BÜTTNER AND FLORACK describe their approach as usable to gain quantitative, comparable data. They divide the
observation process in four steps. These steps are shown in Figure 2.

Preparation

Execution

Evaluation

Dissemination

Figure 2: Four steps of observation process (cf. Büttner and Florack 2009, p.177)

A different approach is followed by TRNKA in 2009. Real-time role-playing simulations are used to simulate and
study the leadership of coordination groups in the initial phase of crisis response operations. The work provides
new insights into command and control work in terms of adaptive behaviour and improvisation. Furthermore, it
shows that the work of the coordination groups and their information management depends on the work of the
respective coordination group leaders. The various scenarios, which have been run through, show the complexity
of the work of the coordination groups. (Trnka 2009) The presented method of the paper intervenes before the
approach according to TRNKA. Before role-play simulations can be carried out, field observations show how interorganizational information management between the partners involved works. However, it is possible to carry out
role play simulations for small coordination groups consisting of only a few organizations. In this way, additional
information flows for training can be derived and discussed.
Preparation

In preparation for the field observation, a precise definition of the task, the occasion and the context must follow.
The precise definition of the target of the observation is also part of this. One of the first targets is the comprehensive collection and distribution of information within a management structure. It is important that the information
flow and the information channels become visible. Another target is to identify all stakeholders witch are involved
in the observation. Organization-adjusted targets for the individual additional steps should also be described in
detail. In addition to the targets, it should also be emphasized what the benefits of observations are. After the basis
has been described, elementary conditions such as location, time or event are determined. The examination of the
time budgets that are available for preparation and implementation are also elementary.
Additionally, documents for the observation, which help the observers to document their observations correctly,
must be created. These include checklists, which describe special observation points and irregularities. The start
of the observation, the assumption of the coordination group and the special incident are recorded on a schedule.
Figure 3 shows an exemplary observation sheet with a (fictional) information flow during an observed event.
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Figure 3. Exemplary observation sheet

Scheduling and personnel planning for the observation takes time. At least one observer must be determinded for
each coordination group. Additional observers shall be determinded for an observation with several coordination
groups at a lager event. It is important to instruct and train observers before observing. The research question has
to be explained to the observers with the help of a presentation. In particular, a compact introduction to internal
staff organization and the work in the coordination group should be worked out. Planned deployment points of
the individual observers should be presented and discussed. The handling of the previously created documents
and checklists should explained using examples. An additionally short briefing close before the observed event is
an advantage On the one hand, you can react to short-term changes and on the other hand, the content of the
briefing is more accessible.

Figure 4. Comparison between different approaches for decision making – Management process for operators of critical infrastructures as shown in the guidelines for emergency management 100-4 (left) and management circle for
emergency response organizations as shown in the German Regulations 100 (DV 100) for emergency response organizations (right)
(cf. AFKzV 2007, p. 20; BSI 2008, p. 74)
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As far as possible, experienced observers should be deployed. Experienced in this context means, that the observers have knowledge about the basic working principles in coordination groups or command and control centres.
It is not necessary for them to know about the specific tasks of different fields. It is also due to the fact that the
general procedures are the same and do not differ in different fields. This is shown in Figure 4. The two depicted
processes consist of the same partial steps to gain information and use this information to make a decision.
However, if the observers have no prior knowledge of the basics of coordination group work or similar qualifications, they still can be of value but have to be trained more detailed. The findings of the observers serve to collect
data and contribute it to a larger data set. In addition, experiences can be gathered from a different perspective.
On the contrary, observers should not be too deeply experienced in the subject matter, since there is a risk that
many things could be taken for granted and therefore not be included.
Execution

First, the exact designation of the coordination group should be determined. Since the observation is carried out
in several coordination groups, incorrect titles can lead to misunderstandings. The groups of people and liaison
officers involved are also listed to illustrate the situation. The exchange of information can be handled more
easily and without major communication barriers if the contact persons of the different organizations are in the
same room. For this reason, the initial overview of the actors involved is required. The structure of the coordination group should be established before the event begins. The observer creates a scheme with an organizational
chart. It should be checked where the individual specialist areas and leadership are located. In addition to setting
up the coordination group room, a seating plan must sketched out. The arrangement of the respective specialist
areas, as well as communication media such as canvases and location maps, should documented. With the help of
this data, conclusions about the structure can be drawn in the future.
The rooms in which the coordination groups are located are usually not ideally sized. The number of members is
limited and increases by the number of liaison officers. More members lead to more misunderstandings and to
high noise levels. For this reason, the leadership usually keeps the number of people present as small as possible.
This situation could conflict with the observation because the observer needs his own workplace. It should be
possible to fill out documents properly. At major events, the documents must be filled out precisely and in a
concentrated manner. In addition, the observer should be able to move freely in the room without restrictions.
This freedom enables that all information can be obtained even in larger rooms.
In order to maintain the flow of information in the coordination group, communication between the involved
organizations is of particular importance. Every flow of information is subject to the evaluation scheme (cf. Figure
3). The observer notes the time, the content and the location of the incoming information. Thereafter, the further
course of the information is drawn. For every observed information, a separate sheet is used. During the observation, a large number of sheets might be completed. These sheets will be collected, compared and put together to
gain an overview about the information flow (see chapter Evaluation for further details). Additionally, a timeline
for the entire duration of the observation has to be designed. This timeline contains important occurrences such
as the start of the work of the coordination group, special incidents, possible changes of personnel or single members and restructures of coordination groups or even the implementation of additional structures.
Evaluation

The first step of the evaluation contains collecting of the filled observation sheets and analysing them under quantitative aspects. In detail, this means that all sheets are analysed with regard to the sender and recipients of single
information. These datasets will be put in an overview table as shown in Figure 5. Additional to the details about
sender, receiver, timestamps and content of the information, a unique tag is given to each information. These tags
are used for linking different pieces of information together and to provide an anonymous evaluation of the information flow (without the content of the information).
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Figure 5. Exemplary and fictional table-sheet for different information flows

In a next step, the generated tables are compared to link same information-packages. Information that is exchanged
between different coordination groups or command and control centres with observers shall appear in different
tables and will be connected for the evaluation. Based on the generated overview of information-flows, a flowchart
of the information exchange between the involved partners is developed. Figure 6 shows such an exemplary (and
fictional) flowchart.

Figure 6. Exemplary and fictional flowchart for information exchange3

In a last step, related information packages are examined. The purpose is to gain an understanding of how the
information is distributed between the involved partners. Therefore, the information flow is split into sub-processes and pictured as an interaction model with different timestamps and all involved partners. This step provides
the users of the observation outcome data with information about the behaviour of single or connected information
packages in the system and can be used to detect possible weak points e.g. spots in the system where information
is getting lost, or needs a long period to be transferred. Figure 7 shows a possible interaction model.

3
This flowchart shows the information packages which are transferred between the different partners. It is similar
to a social network analysis.
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Figure 7. Exemplary and fictional interaction model of connected information packages
PRACTICAL APPLICATION4

The examined event “Kölner Lichter” is a fireworks event in the middle of the city centre of Cologne (Germany).
This event attracts about 500,000 visitors annually. Events of this size often lead to medical emergencies. For this
purpose, in addition to the organizational coordination group, a coordination group of a medical relief organization
was set up. The majority of the visitors use local public transport. For this reason, the command and control centre
of the public transportation provider is in constant contact as the third group. The organizer's coordination group
is responsible for official communication. Liaison officers from other organizations that are also involved in emergency response communicate here. Figure 8 gives an overview of important involved coordination groups and
command and control centres. Nevertheless, almost every organization represented in the coordination group had
individual structures in the background.5
During “Kölner Lichter”, two coordination groups were observed, the municipality coordination group and the
coordination group of the medical relief organization. Both groups consisted of members with experience from
past events. Most of them have been working together since years in the same or similar situations. Therefore, the
observers could focus directly on the information flows, because the groups were working in a well-structured
way from the early beginning. One observer was deployed in the municipal coordination group and two in the
coordination group of the medical relief organization. The main reason for this was the spatial conditions required
the use of two rooms for the medical coordination group.
Due to the different accommodations of both coordination groups the observers had to deal with different framework conditions. As mentioned above, the coordination group of the medical relief organization was located in
two small separated rooms (one room for the actual coordination group and the other room for the information
and communication staff). Therefore, the observers could be close to the groups and gain a good overview about
their activities. The municipal coordination group was located in a large room which fits perfectly for this big
group, but made it complicated for the observer, to perceive every in and outgoing information.

4

Due to the fact, that the observation was only possible on condition that the obtained results are treated confidential, this chapter focuses on the general assessment of the applicability of the method.
5
Account of the fact, that these structures are working on a basic day level (or with similar workload) they are
not necessary for the findings of the observation. They are mostly responsible for the coordination of their own
forces (e.g. the command and control centre of the fire departement is working in a “business as usual” state until
the municipality coordination group is supporting them with information about an incident or other scenarios)
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Figure 8. Important coordination groups during “Kölner Lichter” (Lotter et al. 2019)

Nevertheless, the gained outcomes of the observation have shown, that the method is applicable for the purpose
of understanding and monitor inter-organizational information flows, although there are still some challenges for
the observers. These challenges will be addressed in the following chapter, and some approaches to deal with
them will be presented (cf. Table 1).
CONCLUSION

The described method is applicable to observe and understand information flows between different coordination
groups and command and control centres. It was possible to track in- and outgoing information and create an
overview scheme about the information flows. The evaluation demonstrated, that related information packages
observed in both coordination groups could be linked together. Based on this data the process of the information
distribution becomes possible to understand and it was proven that the central coordination group serves as an
“information distribution hub” where all involved partners are provided with the necessary information for their
work. Furthermore, the coordination group provides short communication ways between the participating organizations. Nevertheless, the obtained data should be verified in further observations
One of the additional observed and interesting phenomena was some kind of “bypass” communication between
involved organizations. Especially organizations, which are working close together on a regular basis, tend to use
their established communication paths. The conflict here is, that organizations only communicated directly with
each other and do not involve the coordination group in their information sharing. The information between the
direct communication organizations is transferred in a short time, but this bypass communication disrupts the even
distribution of information to all partners. Some situation (such as critical in time decisions) require a direct communication, however, it is necessary to ensure, that the information are transmitted to the coordination group at a
later time. If the coordination group does not receive all the necessary information, this miscommunication may
lead to further malfunctions and conflicts.
Table 1 shows possible occurring problems during observation and imaginable solutions for these problems. Some
of them occurred also during the practical approach and will be described with suggested solutions in the following
paragraph.
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Table 1. Problems during the observation and possible solutions
(cf. Ehrenberg 2019)

Problem

Approach
Complexity

-

Large number of people involved in the coordinationgroup work

Obtain the structure of the coordination group in advance

-

Coordination group distributed over several rooms -

Pre-allocation of tasks to observers

-

Sending several observers to the coordination groups

Invisible information
Message transmission not always visible

Evaluation of the operational journal

Information content sent hidden

Evaluation of emails and software

Recipient sometimes unknown

Evaluation of other documents
Long duration of information exchange

Many transmitters and receivers until the information
reaches its destination

Evaluation of the operational journal

Exact information flow sometimes not clearly visible

Obtain a detailed organization chart in advance

Different precondition
Different experiences in coordination group work

Comprehensive literature-based briefing

Failure to collect information at the initial stage

Pairing and deploying inexperienced observers with
experienced observers

Unequal work distribution
Environmental factors

Multiple observer approaches

Situation-related changes in the course of the event

Division into work areas
Imbalance feedback

A first central problem reflects the complexity of work in coordination group work. The complex structures and
organizational cultures of the coordination group must be determined in advance. Only by knowing how the coordination group works the number and positions of observers can be determined. Especially the observers have
to understand the complexity of the coordination group. Different scenarios or events involve other characters
from the organizations. On-site technical consultants can be outsourced from the actual coordination group,
housed in parallel rooms. Comprehensive training and the appointment of several observers can relax the complexity of observation.
The information that coordination groups transport between organizations or internally comes in various forms.
Some of them are "invisible" because they are guided past the observers. Some technical tools for transmitting
information are only visible to the observer if a staff member is operating them. An example of this is the use of
e-mails or telephone calls. The contents of this message are only documented on the observation sheet by subsequent enquiries by the observer. Therefore, it makes sense to embed methods such as observations in examination
designs with other methods (e.g. document analyses, interviews) and thus to validate or relativize observation
results. One approach to solve this problem of “invisible” information is to use the Operation Journal. This approach is explained in more detail below.
Another problem can be a high temporary workload of the observers. For example, environmental factors such as
weather-related changes or a conflict scenario on the event site can increase the communication rate. This means
that the observers have to focus their observation on different work areas of the coordination group repeatedly.
This can lead to errors in the documentation. The temporary unequal workload of the observers and the resulting
overload of individuals can be counteracted by using several observers. Precise work areas should be defined for
this purpose.
The information is often passed on via several staff members until it arrives at its destination. The exact route of
the information is sometimes not obvious to the staff members and therefore not known to the observers. This can
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lead to errors in the documentation. Again, knowledge of the organization chart and the later use of the Operation
Journal can help. Documentation errors can also occur from unprepared observers. As described above, a comprehensive briefing should be carried out. At this point, already existing deficits can be taken up. Additionally,
literature or expert knowledge can be imparted to inexperienced observers.
Another source for checking the results of the observation is the operation journal. This journal provides a chronological record of the activities of the coordination group. It also documents the decision-making and changing
conditions or occurring incidents. Additionally the documentation of reception and issue of orders and reports can
be used. This document contains all incoming and outgoing information in a chronologically order. (AFKzV 2007)
Additional to the observation interviews with experts are executed to understand the structure of the inter-organizational communication. The focus of the interviews is set on the gaining of knowledge of planed structures for
the cooperation of inter-organizational coordination groups and command and control centres.
The work in coordination groups, command and control centres and the associated communication are continuously developing. For a current state of the art, this observation concept is applicable but it has to be revised in
regular intervals to stay up-to-date.
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ABSTRACT

After the summer 2017 deadly wildfires in Portugal, President Juncker of the European Commission asked for “a
stronger European Union (EU)”, clearly targeting civil protection management. This wish found achievement in
the March 2019 guidance to establish a reserve of EU response capacities called “rescEU”, integrated into the
jurisdictional basis of EU civil protection. However, the authors regret the ambition of this plan has not been
fulfilled. Due to some very “European constraints” this “new deal” has introduced only small changes in terms of
resources and knowledge management. In each of the past several years, climate change has brought new
examples of fatal natural disasters: wildfires in Sweden, and Greece, and flash floods in Spain and France. Because
of this continuous rise in disasters, and based on some lessons learned, the authors stress that it’s now time to
shape a project to improve European Civil Protection. The idea is to move from the already good modular system
of the EU Civil Protection Mechanism to an integrated, robust, and unique European Command System, which
clearly must be fully interoperable with other existing mechanisms (US ICS, UNOCHA…).
Keywords

Crisis Management, Incident, Command and Control System, Interoperability, European Union.

INTRODUCTION

The aim of this paper is to propose elements of a “new governance in operations” for European civil protection.
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The years 2016 to 2018 gave unusual occasions to activate at large scale the EU Civil Protection Mechanism
(EUCPM). In the context of climate change and the increasing occurrence of natural risks, there’s really a need
(Brisset, 2006) and an opportunity to develop a European command and control framework (Maestracci, 2013),
totally differentiated from humanitarian aid. Following some opinion papers and talks, we’d like to provide inputs
in this paper for the further empowerment of the EUCPM.
The area of large incident and disaster management is a tricky world, a dreaded position and a place of
covetousness, influences and domination. Academics regularly contribute (Topper and Lagadec, 2013; Dufès and
Ratinaud, 2014), sometimes in a contradictory manner, to this vast domain (Wybo and Latiers, 2003). Many
collaborative EU funded projects (FP7 and then H2020) related to disaster research topics are contributory too,
and though they have led to fruitful inputs on the situation and needs, all of these projects have failed to lead to
real field implementation.
Today more than ever, in a changing risk landscape, and after many destabilising incidents (terrorism in France
and Belgium; wildfires in Portugal, Sweden, and Greece; floods…), empowering the European civil protection
mechanism is essential. And clearly under the leadership of the Directorate-General for European Civil Protection
and Humanitarian Aid of the European Commission (DG-ECHO), empowering the European civil protection
mechanism is essential.
A first layer of improvement, developed after two years of work, resulted in the “rescEU” guidance issued in
March 20191 to be integrated into the jurisdictional basis of the EU Civil Protection Mechanism. However, by
introducing small changes in terms of resources and knowledge management, this new deal did not address the
structural issues needed to constitute an effective update of EU policy.
As requested by many strategic authors, a harmonised Control and Command System (C2S) framework would
give the European citizens safety and civil protection adapted to the breadth of the territory and the severity of the
new challenges.
The following paper presents ongoing work, written by practitioners with first-hand knowledge of civil protection
challenges. This work has no ambition to teach a “new normal guidance” but aims to provide insights and opinions
of first responders, to support dealing with current global trends and the reality of the associated risks. Wildfires,
due to their extension and intensity, could play in this evolution, the peculiar role they already played in some
fire-prone countries (USA, Australia, Portugal, France…) in fostering command and control enhancements,
further extended to all hazard management.
The paper is organised in four parts: after a quick comparison of existing systems and identification of possible
contributions that each could give to new European operating modes, we depict some lessons learned and studies
that motivate our proposal. Then, we describe a strong opportunity for the EU to establish a sui generis operational
command and control system, which would be interoperable with the other major pre-existing global ones, without
being enslaved to them. Finally, we provide some clues to solve the fundamental issue of teaching, training,
exercising and sharing knowledge in the EU.
Hence, the globalisation of crisis and response systems goes beyond simple interoperability, towards a mode of
governance, tackling at the same time climate change and emerging risks, while acknowledging the need for local
adaptation in individual European states.

STATE OF THE ART
US ICS system

In the 1970’s, the Incident Command System (ICS) was developed by the US Forest Service to manage forest
fires and other natural hazards, and it was quickly recognised as an efficient inter-agency control system. After
the terrorist attacks of 11 September, following an ad hoc decision of the federal government, the concept was
rapidly and widely spread throughout the United States. Now widely used there in its "All Hazards Management"
version, ICS today involves thousands of civil servants, foresters, police officers, fire fighters and elected officials
who constitute more than 15 regional teams. At the highest level, responding to the largest incidents known as
Type I, these “Incident Management Teams” (see IMT, Figure 1.), are constituted with 50 specialists on 24/7 duty.
Today ICS is disseminated all over the world, with some adaptations. However, in France less than 20 fire officers
have acquaintance with this system. After being trained through the ICS-420 Incident Management Team course,
1

EU Parliament and council decision 2019/420 of 13th March 2019
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a few of them participated in exercises in California and Australia. Some Spanish provincial foresters and
Norwegian fire fighters are now implementing the US ICS directly. The fire service of Catalonia (GRAF, Grup
d'Actuacions Forestal) is also influenced by ICS, especially in the practise of use of fire, which has been
incorporated with a deep and extensive expertise in fires behaviour.
The FEMA (Federal Emergency Management Agency, www.fema.gov) is responsible, through its National
IC
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Incident Management System, for organising, teaching and training of this doctrine. In general, the position of
this agency towards teaching and giving public information can be an inspiration at the European level.
The World Health Organization (WHO) has also set up an ICS-related system, WHE, (WHO Health Emergencies,
2016). WHE is a very close system, not allowing for much sectoral adaptation (quite copy and paste). Some
industrial companies, especially in oil and gas, have also adapted ICS for their crisis management, for example
Total Offshore and Lyondell Basell (U.S. National Incident Management System presentation, 2017).
UN Organization

The United Nations Office for the Coordination of Humanitarian Affairs (UNOCHA) framework United (ref:
Nations disaster assessment and coordination Field Handbook, 2018) has, from its creation, been inspired as well
by ICS. Although its field command post is called “On-Site Operational Control Centre” (OSOCC), it is not a real
command and control system, but instead highly inspirited by humanitarian activities. The main theme in UN
field organisations is coordination (Figure 2.). So UNOCHA, is now in charge of managing a large certification
system (International Search and Rescue Advisory Groups - INSARAG), and responsible for international aid,
that is more focused on search and rescue and humanitarian aid.

Figure 2. UN coordination
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French system, GOC.

In France, the GOC (standing for Gestion Opérationelle et Commandement) system has provided a commandharmonised system since the 1990’s.
It manages four main levels of command based upon progressive field transfers of command. Level 2 (truck leader)
is used to deal with the majority (more than 50 %) of French fire service missions, tackled with a single resource.
Levels 3 to 5 employ several ranks of officers, from team (group) leader to senior incident commander.
Deployment of an Incident Command Post (ICP) starts at Level 4. Built as a decision tool for the incident
commander, the ICP is staffed with up to 12 persons; 20 in an interagency context. It builds an incident
management team where the Incident Commander has a direct command of Sector Chiefs, generally 3, maximum
4 (see Figure 3. below).
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of aerial sector
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Figure 3. French GOC chart
NATO Framework.

Due to “centric operations, demanding closer cooperation among more dispersed forces, the importance of
interoperable C2 grows exponentially. Forces that expect to operate together must at least be able to communicate
with each other via both voice and data formats, even though they are not yet equipped.” (Barry, 2003). Indeed,
for years, command and control has been considered by NATO strategists as the “most crucial medium for
interoperability”. Eventually, NATO shifted in 2017 toward a new command and control structure, but it’s
interesting to note that this structure is based on a constellation of separate international headquarters split in the
different member states.

Figure 4. NATO basic chart

In the field, NATO is working with a very classical organization, close to a generic ICS, actually. The four main
functions (Figure 4.) are represented here in the scheme above: operations, planning, intelligence, and logistics.
In many NATO operations, planning is done far from the field of operations, in a distant and secure headquarters.
An actual case in Sweden (Figure 5. below, 2018) provided a very interesting implementation of this framework,
managed by a large incident management team (90 – 100 officers).
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After this experience the question arose: which relevant elements from these systems can be transferred to
EUCPM with added value?
LESSONS LEARNED AND STUDIES

Over the same period some experiments, studies and trials have been done in several responding agencies. One
was done in the Bouches-du-Rhône fire department, France (starting in 2014) where the planning section
convinced the management to perform a trial. The new idea was to have in the same ICP both short-term planning
(4-5 hours) and long-term planning (12-24 hours). Some full-scale exercises introduced this new idea. Other
improvements were also implemented during these exercises to enrich the local command system.
At the same time, forest fire behaviour was deeply studied by behavioural experts and meteorological forecast
engineers. The results of this analysis have been deployed simultaneously in prevention/fuel management and in
Incident Command Post analysis functions, and a connection with the Catalonia fire service was established in
2014.
Large and violent wildfires in Greece (2007, 2018), Portugal (2016, 2017), Spain (2012, 2015, 2019) France (2003,
2016, 2019), Sweden (2018), Australia (2019), South Africa, and California (2018), gave in the last decade several
opportunities to witness climate change consequences. These events also demonstrated a real need for a larger
commitment of EU practitioners, in order to increase the quality of European civil protection mutual support. And
the recent cases of EUCP mechanism activation (2016, 2017, 2018) demonstrated the need for field experts and
very experienced responders.
The Swedish 2018 fires gave another perspective on emergency management in a “non-fire prone country”, using
NATO guidance to deal with the unusual situation. Actually, the Kårböle-Ljusdal fire Incident command post
followed the NATO standard organisation (cf. above: “NATO framework”), with a large Incident Management
Team, driven by an Incident Commander, responsible for decisions, ground tactics and management. The latter
was permanently reporting to the local policy maker (Province Governor), in charge of strategy, and in contact
with national authorities. In this case, despite the larger EUCPM activation of its history (20 years), and the
involvement of eight countries in response to support Sweden, DG ECHO constitutes only a very agile structure
of coordination in the host country. And that was very valuable, a kind of “proof of concept”, which allowed all
modules sent to be totally integrated into the Swedish command system and organisation.
Finally, last January an experimental European course was organised in Aix-en-Provence, France, in the context
of European project called “Network of European hubs for civil protection and crisis management” (Ecorys,
2020).
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Gathering 24 trainees from 20 different countries, this training was organised at the French fire service facility’s
virtual reality simulator, involving a representative whole incident management team (15 to 20 players). This
serious game provided a unique opportunity to organise some trials and experiments, as described below.

LEMA

IC
Head of ICP

ICP

SECTORS
SECTORS
SECTORS
Figure 6. Experimental training

Figure 6. Experimental training
Methodology: during our experimental course we highlighted that at least in Europe, command and control
systems are very close.

The aim of this experimental training was to establish and drive an incident management team on a big incident
and to deal with the arrival of – at least – 2 EU modules.
Exercise Incident Command and Control: The management of the training proposed a fixed command framework
(IC + 3-4 sectors + ICP, cf. Figure 6.). But otherwise, the organization and staffing of the Incident Command Post
was fully adoptable to each Incident Commander (i.e. to each nation receiving UCPM aid).
We only had a small “sample” of countries to lead this Incident Command System simulation: Italy, France,
Sweden and Greece. However, all attendees were involved in sections, ICP functions or single officer positions
(safety, public info. officer, liaison officer …), giving a unique opportunity to have full international (Austria,
Belarus, Croatia, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Israel, Italy,
Netherlands, Norway, Portugal, Slovakia, Spain, Sweden) interoperability. Even this statistically small
experiment demonstrated that EU participant states are able to cooperate effectively in a command and control
system, it also highlighted that a kind of common structure exists between all participant states. This common
framework could obviously constitute the backbone of a future European command and control system.
Module Involvement: A structured, common command and control system is actually very helpful to optimize
involvement of EU modules. To manage module national specificities and logistics, a very obvious methodology
(more than 8 times tested in the experimental course) emerged in the experimental course: the Chief of Module
needs to be directly involved with a sector, while a Liaison Officer needs to be assigned to the ICP, in order to be
the permanent representative of the module (logistics, capabilities, safety, etc …).
This small-scale experience, more empirical than scientific, has given inputs to our research.
All these study cases and existing practices are very encouraging to the aim of harmonizing European civil
protection. After reviewing some ideas and perspectives below, the authors will propose a kind of first idea draft
to improve European response. But in order to avoid misunderstanding, we must first reach an agreement on some
basic terminology, which unfortunately is not yet harmonised across the world. After discussing terminology, we
will present our ideas on proceedings.
DISCUSSION ON TERMINOLOGY

We could start with the terms "crisis” and “crisis management" themselves: these words, initially meaning
situations in which decision bodies lose control and their ability to act, have over time been stripped of their
original meanings and now are used more generally to mean big incidents and incident management. Big incidents
are not necessarily crises in the original sense, and a misbalance between available and needed means is not
enough to create an actual crisis. However, random or quick evolution, lack of decisions, emergence of power
struggles, and other signals of weakness need to be tackled in order to avoid crisis occurrence. In order to
characterize these issues, and because no classification system exists in Europe, the US classification of incidents
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(see below Table 1.) could be used or slightly adapted in order to provide harmonisation at an international level.
Table 1. US Incident classification

“Definition”

Example

Type I

Huge incident

i.e. large on shore pollution lasting weeks
P>500

Type II

Big incident

i.e. Bushfire lasting 3 days P<500

Type III

Important incident

i.e. Railway crash lasting one day with
multiple assets

Type IV

First
level
of
incident implying
transfer
of
command

i.e. structure fire

Small usual mission
dealt by one or two
assets.

i.e. EMS mission with one ambulance

Type V

What shall we call LEMA? Nowadays, LEMA is European acronym for Local Emergency Management
Authority. Nowadays it is frequently used in a broad sense, meaning all local incident managing activities. In our
proposal, we use the term LEMA in its original sense, to refer to an elected (or non-elected) single person authority,
who is a policy maker in charge of the strategy above the Incident Commander. To draw comparisons, UK uses
“Competent Authority” and ICS “Agency Authority”.
What is OSOCC? This term was initially set by UNOCHA, in UNDAC/INSARAG guidelines, meaning On-Site
Operations Coordination Centre (ref: Nations disaster assessment and coordination Field Handbook, 2018). Even
though this term has gained partial recognition by EU civil protection, its meaning has been corrupted through the
use of the surprising term “virtual OSOCC”, which describes a shared assessment IT tool. So, we propose to use
other terms, more simple and precise: Incident Command Post (ICP) or Field Command Post (FCP),
interchangeably, which is very close to US terminology.
What about so-called standard operating procedures (SOPs)? While this acronym is very trendy in Europe,
with different understandings, (in total absence of harmonisation framework) we propose to clarify it by
introducing a distinction. We suggest using STPs for Standard Technical Procedures and SCCPs for Standard
Command and Control Procedures; both constituting SOPs (cf. Figure 7.)
STPs
Standard technical
procedures

SOPs
Standard operating
procedures

SCCPs
Standard command
and control procedures

Figure 7. SOPs

Figure 7. SOPs

STPs: as all EUCPM participant states have a great reservoir of skills relating to civil protection techniques, there
is an opportunity to share and exchange. Currently technical practices are not regulated by any EU or other
standard, so it’s now impossible to have standardised training on these practices. Nevertheless, “rescEU
amendments” requires EU to fund and increase the circulation of this knowledge and these lessons learned.
SCCPs: We feel a real need to empower EUCPM through a “European Command System” (ECS), giving
harmonized command and control methods at the international level in the EU. These command and control
methods are the core of our proposal and are organised to give a common command system framework when
EUCPM is activated. The interoperability of EU CP forces will be largely increased..
HOW TO PROCEED?
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Although C2 systems and methods (e.g. ICS) used in other parts of the world, historically characterised by
dependence on a large number of civil protection agencies, are not directly transferable nor exactly suitable to the
more centralized European continent, the further empowerment of the existing EUCPM system is mandatory.
The idea developed here is not to copy and paste any system, but to develop, organise, implement and teach at
EU level an ad hoc command system, ECS, tailor made for EU nations and disasters. It was foreseen since our
2018 works, but now somehow consolidated by our experimental training and new studies.
Critical issues are:
•

To manage very mature but not harmonized national civil protection systems, in all participant states ;

• To be interoperable in and through the member states, some of them very small, respecting existing
systems and implying a transition in the format of incident management when international aid is asked ;
• Being compatible with UNOCHA teams and INSARAG standards, and others systems ICS, NATO,
WHO and ISO 22320 2 compliant. But, clearly cut any doctrinal dependence from others international
organizations such as UNOCHA standard, while EUCPM is today much influenced and dependant of the
latter.
General organization of the command framework

The position of IC (incident commander) and its hierarchic relationship to LEMA plays a pivotal role.
His connection with sectors (generally 3) is sometimes variable, but the recognition of a sectorization of the
incident field is permanent and mandatory. The aerial sector seems to be fundamental for safety issues but is very
dependent on national aerial laws and standards.
The existence of an Incident Command Post (or Field Command Post) is consolidated. Its internal organization is
variable, considering national command systems and history. This is the reason why we suggest considering
“strongly suggested” sections (Figure 8.):

IC

Safety
officer

Head of ICP

Operations Section

Planning Section

Ressources Section

Sectors

Figure 8. Experimental training (2)

Figure 8. Proposed framework
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2

ISO 22320:2018 Security and resilience — Emergency management — Guidelines for incident management
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And optional ones:
•

Communication

•

Intelligence

•

Security

•

Safety

•

Coordination/liaison

•

Finance-administration

Single officer positions besides the IC are also very dependent on command and control national culture. At least
the Safety Officer seems to be a point of convergence (if no safety section in ICP). Other advisors could be security
(police), public information officer, liaison officers …
For large incidents, and activation of international European aid, the added value of this EU system could be in
providing and establishing an interoperable framework of art of command, adaptable at state and at European
level.
The proposed European Command System is, in evidence, a long-term solution. It has to be, at first, established
and validated by the European Commission. Practitioners expect DG ECHO guidance and structural regulation
rather than standardization. Nevertheless, this framework is, by construction, ISO 22-320 compatible.
ABOUT TRAINING

Figure 9. EUCPM training
program

DG ECHO would obviously steer this mechanism by guaranteeing the standardisation of training procedures and
the commitment of teams at the request of a Member State. EUCPM would have to spread the new defined
knowledge, largely, with more instruction, more courses, and more exercises.
Thus, DG ECHO would need to manage, organise and teach a new command and control framework, allowing
harmonisation at the international level in a way that can be integrated contingently into national systems as
needed.
Finally, no new doctrine will succeed without a training framework. The authors propose to simply use the already
existing training program (EU Brochure, 2016 and picture beside), and to further empower it. Two main principles
could be therefore followed: first, totally distinguish these courses from humanitarian aid, and secondly selecting
applicants from the world of responders.

CONCLUSION

We have imagined a body of doctrine, based on guidelines developed in this paper. Effective, interoperable,
respectful of sovereignties, this system could match with the needs and wishes of EU for its citizens, and promote
solidarity between the EU and non-European regions.
Of course, this proposal is anchored in experience rather than on scientific research. Further studies could be
performed to confirm or give some new directions to this proposal. What is nowadays lacking is a reliable
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inventory of all European participant states command and control systems. That could help to validate our
assumption on the “common backbone”.
Regarding usual experience with instructing, training and exercising efforts, it could take at least three years to
begin to fully use the new approach in operational situations. The first evaluation feedback is foreseen to be
available after five years.
The European Commission has to determine how to organise the development of an improved EUCPM. How to
concern and involve national civil protection, fire and EM services structures? What will be the role of national
Fire and civil protection academies? How to let this European Command System knowledge percolate towards
national levels? All these key points need to be solved if we really want to improve the interoperability of the
participant states and the efficiency of EUCPM, to give to European citizens the safety they deserve.
GLOSSARY

NGO, NGOs non-governmental organization(s)
ECS European Command System
ERCC Emergency Response and coordination Center
EUCPM European Union Civil Protection Mechanism
ENSOSP Ecole Nationale des officiers de sapeurs-pompiers (French national officers’ Fire academy)
FCP Field Command post
GOC Gestion opérationnelle et commandement (Command and Operational management)
ICP Incident Command Post
INSARAG International Search And Rescue Advisory Group
LEMA: Local Emergency Management Authority, Decisional policy authority in incident management
OSOCC: On Site Operations Coordination Centre
STPs Standard Technical Procedures
SCCPs Standard Command and Control Procedures
SOPs Standard Operating Procedures
UNOCHA United Nations Office for the Coordination of Humanitarian Affairs
UNDAC United Nation Disaster Assessment and Coordination
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ABSTRACT

In today’s globalized world and with the extensive use of social media, there is a high connectivity of people
across countries, which can be a helpful potential in disaster response. In a coordinated manner, spontaneous
volunteers from neighbouring nations can provide high manpower and resources to a disaster affected area. In this
article, we discuss why the consideration of spontaneous volunteers is relevant in a cross-border context in order
to improve disaster resilience for borderlands. Furthermore, we introduce a baseline agent-based model to simulate
cooperation procedures for the involvement of spontaneous volunteers to the official crisis response in a
borderland and discuss important issues that need to be addressed in future considerations.
Keywords

Spontaneous Volunteers, Cross-Border, Borderland, Agent-Based Modelling, Disaster Management.
INTRODUCTION

Today’s world is shaped by interconnectivity and widespread use of social media resulting in a strong network of
people, also across nations. During recent natural disasters, these connections were seen as a useful potential in
disaster relief. In a coordinated way, spontaneous volunteers can provide considerable human resources and relief
supplies to an area affected by a disaster. Especially in a borderland, it can bring an enormous advantage to have
access to resources of the neighbouring country and thus, to think of an efficient inclusion of spontaneous
volunteers in the planning phase for disaster response. Although there is no reference in the scientific literature
on the deployment of spontaneous volunteers in a cross-border disaster situation so far, this does not mean,
however, that this scenario has not yet occurred or should remain unconsidered. By contrast, it is precisely in this
setting, in which coping with disasters can be difficult due to different responsibilities, e.g., that volunteers can
effectively complement the work of first response agencies and thus provide substantial support. For this reason,
we clarify why the consideration of spontaneous volunteers is relevant in a cross-border context in order to
improve the resilience of border regions to disasters. The presented article will first outline the basic phenomenon
of the emergence of spontaneous volunteers. Furthermore, the following section examines the impact that the
crossing of national borders can have on the motivation of volunteers and shows that the management of volunteer
groups should also be established across borders. However, this requires a well-functioning integration structure
in the individual countries. Based on this argumentation and due to the lack of empirical evidence, four scenarios
for cross-border integration and coordination are developed, which are then compared and evaluated using agentbased simulation. Subsequently, the findings generated from these scenarios are merged with the previous
assumptions. The conclusion section discusses limitations of the framework and outlines next steps in this ongoing
work with regard to improvement of disaster resilience in border regions.
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FUNDAMENTALS OF SPONTANEOUS VOLUNTEERS

Spontaneous volunteers or non-affiliated volunteers have received a great deal of attention in research in recent
years. There have been some catastrophic events, in which spontaneous volunteers have become active and have
made a significant contribution to disaster management. The phenomenon has also become particularly relevant
due to the growing importance of social media, in which volunteers have organised themselves. The following
section will briefly deal with the individual points addressed here.
As early as 1970, Dynes pointed out that people gather at places of disaster to help after catastrophes (Dynes,
1970). Forrest then investigated this in 1978 in the case of natural disasters and called this phenomenon Group
Emergence (Forrest, 1978). This means that people join together to form groups that begin to deal with disasters
independently of existing structures in order to fill the initial supply gap when a disaster occurs. He concludes
that group emergence should be taken into account when civil protection authorities plan for such events. Stallings
and Quarantelli (1985) also attribute the formation of emergent citizen groups to the initial absence of authorities
after disasters (Stallings & Quarantelli, 1985). Fritz & Mathewson (1957), who identify five groups of people who
travel to the scene of an emergency, take an even more differentiated view. There are the returnees, the anxious,
the curious, the exploiters and the helpers. Kendra & Wachtendorf (2001) added in 2001 the group of supporters
who gather to encourage emergency responders and express their gratitude. (Fritz & Mathewson, 1957; Kendra
& Wachtendorf, 2001). The relevant group here, the helpers, is described by Fritz & Mathewon (1957) as unbound,
i.e. not in connection with organisations active in disaster control. According to Stallings et al. (1985), the group
is formed on the basis of the common goal of helping after the occurrence of a disaster.
Dynes (1970) divides the groups that become active in disaster relief into four categories. On the one hand, he
distinguishes on the basis of the group structure (already existing vs. new) and on the other hand, differentiation
is made in regard of the tasks (regular vs. not regular). There are established organisations, such as the professional
fire brigade (Type I), which already exist before the event and whose inherent task is to become active in the event
of disasters. The second group (Type II) includes organisations such as the Red Cross, which consist of a large
number of volunteers who can also take on tasks in the field of disaster management. It is expected that there will
be an increase in the number of volunteers of this type during the course of a disaster, as the volunteers gradually
become active. The third group (Type III) are the organisations, which exist in their structure before the event,
but which do not initially have any links with disaster management. These could be, for example, sports clubs or
similar organisations, which decide collectively to support the measures to cope with the event. The last group
(Type IV), and the forming of spontaneous volunteer groups can be considered as one of them, are organisations
that only develop during catastrophes and become active on their own. That could e.g. be spontaneously formed
search and rescue groups as seen in the aftermath of Hurricane Katrina. There are no structures in advance and
the volunteers usually have little connection with the established structures for disaster management (Dynes,
1970).
Influence of social media

As described, volunteers have always travelled to disasters to help. The reason why the phenomenon has gained
in importance in recent years is that the population has increasingly been connected via social media. The digital
infrastructure makes it possible for those affected to exchange information with outsiders and potential helpers
(Palen & Liu, 2007; Reuter, Marx, & Pipek, 2011). The online tools are used to provide emotional support as well
as fast information (Jin et al., 2014). The structures in social media enable rapid networking so that new contacts
can be made quickly. In the literature, middle-aged people in particular are described as volunteers who are
involved in catastrophes, i.e. also the group that is active in social media (Barraket et al., 2013; Ocak et al., 2013;
Rotolo & Berg, 2011 and Stewart et al., 2013). In the event of a disaster, the known technical resources can then
be used to establish structures for the assistance of and by volunteers (Reuter et al., 2013).
Past events where this was visible are, e.g., the earthquake in Haiti in 2010, the flooding in Central Europe in 2013
(Schorr et al., 2014 and Versluis, 2014) or the refugee situation in Europe in 2015 (Simsa et al., 2019).
Involving volunteers in emergency response

While initially, for example during the floods in Central Europe in 2013, the emergency forces have been rather
critical of spontaneous volunteers and perceived them as an additional burden, as more forces were needed to
coordinate them, today the potential of these volunteers is often recognized (Kendra & Wachtendorf, 2003; Schorr
et al., 2014; Stallings & Quarantelli, 1985 and Wachtendorf & Kendra, 2004). In addition to taking over simple
tasks such as filling sandbags, more complex tasks resulting from the professional skills of the individual
volunteers can also be performed. One problem is the verification of the skills (Barsky et al., 2007; Heger &
Reuter, 2013 and Kendra & Wachtendorf, 2003). Nevertheless, the opinion exists that the potential should be used
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and mechanisms must be created for the integration. Fernandez already developed a basic system for volunteer
management in 2007 (Fernandez, 2007). The integration of spontaneous volunteers was also specified in an
international standard in 2017 (ISO 22319:2017-04). The standard describes various framework requirements that
are necessary for the involvement, such as clarifying responsibility and liability, but also identifying tasks,
selecting volunteers, and offering appreciation. In Germany, e.g., this was concretized in the research project
KUBAS (Sackmann et al., 2018 and Sackmann & Voßschmidt, 2016) in which an IT-based coordination system
for spontaneous volunteers was developed. An essential point is the ad-hoc applicability of the system with the
possibility of short-term and simple registration of the volunteers, as well as the coordination of these via different
communication channels. A graphical interface is available to the responsible persons, through which they can
manage the volunteers and tasks depending on the specified objectives. Different approaches to integration are
taken up again in the following section (Sackmann et al., 2018 and Sackmann & Voßschmidt, 2016).
SPONTANEOUS VOLUNTEERS IN A CROSS-BORDER CONTEXT
Motivation of spontaneous volunteers

To best of the authors’ knowledge, the topic of spontaneous volunteers in cross-border disaster response is not
addressed in scientific literature so far. The authors have also found no evidence in the grey literature dealing with
relevant events in which spontaneous volunteers became active across national borders. Thus, this article will
bring up this notion and highlight its potential by an agent-based simulation. In this section, the argument will be
discussed whether the volunteers’ motivation to help is influenced by the factual existence of a national border.
There are studies that examine the motivation of spontaneous volunteers. It should be noted, however, that many
sources investigate the motivation to help among people who are attached to organizations, but there are also
overlaps. The Volunteer Functions Inventory is a recognized and verified tool for investigating the motivation of
volunteers who are, however, tied to organizations. In total, the inventory consists of six functions that describe
the motivation to help. The most frequently mentioned reason for helping is the general desire to help (value
function). (Chacón et al., 2017 and Clary et al., 1998) This need is also stated as a strong reason (but not
exclusively) for spontaneous volunteers to become active in disasters and was also recognized early on as a
motivation for spontaneous volunteers (Lowe & Fothergill, 2003). Other motivating factors are the personal
involvement as well as the relationship towards or identification with the victims (Fritz & Mathewson, 1957, p.
43). A study by Barraket et al. (2013) summarizes the results of various studies and breaks down these motivating
factors again in a separate survey. First of all, it is described that volunteering is becoming increasingly "agile"
(Volunteering Australia, 2012). People are less and less tied to organizations because the commitments seem to
be very high. However, the desire to help is still there, which means that an increase in spontaneous volunteers
can be expected. Furthermore, the study confirms that the motivation is mainly based on the need to help and on
personal contacts with the individuals affected, other volunteers or the locality. The self-therapeutic effect of
helping is also described as a reason to become active. Supporting the response activities helps to cope with a
shocking event, such as a catastrophe, and to make people feel ‘useful’. These reasons are described as internal
factors, while external factors are also mentioned, such as geographical proximity, availability in time (e.g. also
by closing the workplace due to the disaster) and constant media coverage, as well as the opportunities to help
that are communicated in social media. Also cultural influences and social norms are mentioned, which lead to
people becoming active as spontaneous volunteers (Barraket et al., 2013).
Border regions have special characteristics. For instance, some national borders have developed from natural
borders such as rivers and mountains (Guo, 2015, pp. 4–12). Border regions can also differ considerably in terms
of infrastructure, which has led, e.g., to cooperation in civil protection, if on one side of the border there is little
or no emergency response infrastructure (Princen et al., 2016). Furthermore, borders have always served
inherently as a separation between states and, e.g., also as a means of identification of the population with their
own country, which can lead to a situation where borders are also perceived as obstacles (Dahles & van Hees,
2007). Reasons why spontaneous volunteers may be less active across national borders are therefore, on the one
hand, due to the specific context, i.e. that a disaster with cross-border implications must first be present. On the
other hand, depending on the border region, the motivating factor of the personal involvement or the relationship
to or identification with the victim in a border region may also be lower if this is more ‘distant’ due to a physical
barrier, such as a river. In addition, community and social networks across the affected border regions are less
established as people may have fewer relatives or acquaintances on the other side of the border. However, this
can only apply to a part of the border regions. As Adrot et al. (2018) showed, it is possible that border regions are
highly integrated. In this case, borderlands can develop a unique culture which can be rooted even more deeply
than the respective national cultures and thus, borderlands can fulfill a connecting function instead of separating
nationalities. In addition, the desire to simply want to help is probably not influenced by the mere existence of
borders, so that we consider border crossing of volunteers as a relevant factor in future crisis.
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Lack of cross-border coordination mechanisms for spontaneous volunteers

There are a few aspects, which should be considered when thinking about the involvement of spontaneous
volunteers in a cross-border area. First of all, the definition of spontaneous volunteers might not always be clear
in a cross-border setting. For example, Barraket et al. (2013) describe that even the definition of spontaneous
volunteers in Australia differs between organizations. For the purpose here, we distinguish between bound and
unbound volunteers, where bound volunteers are already part of an organization, either connected to civil
protection or in organizations which are not affiliated with civil protection (e.g. sports clubs). Unbound volunteers
are not part of any organization but can be pre-registered volunteers in a specific database or spontaneous
volunteers in our understanding (deduced from Dynes (1970), see also section before). In the ISO 22319:2017-04
a spontaneous volunteer is described as an “individual who is not affiliated with an existing incident response
organization or voluntary organization but who, without extensive preplanning, offers support to the response to,
and recovery from, an incident” (ISO 22319:2017-04, p. 1). This definition from the International Organization
for Standardization is helpful in a cross-border context because it gives a common ground for discussing this
subject. A key requirement of the ISO 22319:2017-04 is that the involvement of spontaneous volunteers must be
pre-planned and it provides a framework to do that (note: it is not the first or only framework, see e.g. Fernandez
(2007)). Interesting in the context of this article and the cross-border context are the following conceptual thoughts.
It is possible that individual organizations on different levels can be responsible for the planning or coordination
of spontaneous volunteers. These must be identified before a disaster occurs and, based on this, the responsibilities
must also be defined. In addition to the acceptance of responsibility, clarification of insurance cover and liability
is also necessary. It is important that contact points are established to which the volunteers can turn. It is also
emphasized that the communication with the volunteers is essential. Therefore, the appropriate language should
be used and technical terms should be avoided. In this context, possible language barriers due to the cross-border
nature of the situation are also relevant (ISO 22319:2017-04).
Looking at how the ISO requirements are implemented, one can see, e.g. in Germany, that there are still large
gaps. Some organizations have developed plans and tested them (see e.g. research project ENSURE) (Deutsches
Rotes Kreuz, 2016, 2017), but these pre-planned mechanisms did not yet come into action. Furthermore, these
strategies are most often made by single organizations and it can differ from organization to organization and also
from city to city or state to state, how they are implemented or if they are even implemented at all. E.g., in Germany,
a platform has been developed that allows organizations to create tasks that are then assigned to volunteers via an
app as described in the section before (Sackmann et al., 2018; Sackmann & Voßschmidt, 2016). However, it is
still unclear who will manage this platform in the event of a disaster.
Coordination of volunteers is necessary to avoid self-formed parallel structures and to use their potential, as is
also postulated by ISO 22319:2017-4. However, there is no reference in the ISO to cross-border coordination.
Nevertheless, it can be deduced that the levels at which spontaneous volunteers are coordinated are sometimes
unclear and that the organizations coordinating them need still to be defined, which increases the difficulties in a
cross-border context. Cross-border issues such as insurance protection and liability may also be of increased
relevance. The example of how spontaneous volunteers in Germany have so far been insufficiently taken into
account shows that for cross-border coordination, a general framework need to be established clarifying the
responsibilities within the countries including the considerations of appropriate strategies across national borders.
The issues described can lead to different scenarios of how spontaneous volunteers become active in cross-border
disaster situations, which will be explained and simulated using agent-based modelling in the following section.
Simulation frameworks

As highlighted above, research about spontaneous volunteers covers empirical studies addressing the volunteers’
motivation, optimization approaches dealing with task assignment to volunteers regarding their availability, and
pre-disaster registration tools to assess volunteers’ qualification. Moreover, there already exist some coordination
frameworks. Hashemipour et al. (2017) presented a decision support system to “predict response-operation
performance and take necessary steps to improve it. These include choosing appropriate coordination methods
and task-allocation approaches and training volunteers based on specific job priorities”. In 2019, Lindner et al.
came up with a framework for disaster volunteers focusing on scenario based information exchange. However,
there is no framework especially studying the coordination of spontaneous volunteers across national borders.
Hence, we propose a scenario-based simulation framework to study international coordination of spontaneous
volunteers considering cultural impact factors like language barriers or different organizational structures in
professional disaster response. The objective of this formalized framework is to highlight the advantages of
volunteer management in a cross-border context, given the lack of empirical studies and reliable empirical data.
We use an agent-based modelling approach as it allows to study the dynamics resulting from the interaction of
individual behavior. In the context of an agent-based modelling, agents are able to perform flexible, autonomous
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actions in their environment to achieve their design goals (Jennings, 1999). Moreover, agents are discrete
individuals following pre-defined behavior rules. They are heterogeneous, adaptive and can interact with others
(Macal, 2009), which makes them appropriate to study disaster situations where people need to interact e.g. for
the exchange of current information and resources.
Thus, there already exist various agent-based models, which study disasters, for example evacuation procedures.
The model by Joo et al. (2013) compares various evacuation strategies for warehouses in the event of a fire and
the model of Mas et al. (2012) studies the 2011 Great East Japan Earthquake and models tsunami evacuation.
Additionally, the model by Crooks & Wise (2013) is analyzing the Haiti earthquake of January 2010 by using
crowdsourced GIS data. To the best of our knowledge, there is no agent-based model simulating the involvement
of spontaneous volunteers in official crisis response procedures with regard to a national border.
AGENT-BASED COORDINATION FRAMEWORK FOR STUDYING SPONTANEOUS VOLUNTEERS ACROSS NATIONAL BORDERS
Design

This study considers a border region between two countries, which is hit by a natural disaster at the simulation
starting time decreasing the populations’ health. The agents acting in the border region classify as affected
population who request for help, professional crisis response actors being active in the affected region and
spontaneous volunteers arriving from non-affected areas to provide help. Each of these actors is assigned a health
status and a stock of essential goods (e.g. food, water etc.), which both are decreasing over time until care is
provided. This allows us to distinguish between “simpler” (e.g. provision of food as prevention from turning to
bad health conditions) requests of needs which can be carried out by untrained helpers and serious or sophisticated
requests (e.g. medical care for agents that are already in bad health conditions) requiring help from professionals.
The affected population has the possibility to communicate their needs by requesting help either from professional
crisis response actors via calling the coordination center or to post the requests in a social media group. Each
incoming request either in the coordination center or via social media is assigned to an area depending on the
requesting actors’ location (the areas’ decomposition for professionals resembles a chess field and the areas’
decomposition of spontaneous volunteers is given in figure 2). The provision of help is done by picking an area
and start a search and rescue procedure. It is checked if elderly or other vulnerable people are living in this area
and what help they need as well as to provide essentials to the affected population (i.e. fulfill the “simpler”
requests). It is to highlight that those areas, which are not covered by the search and rescue procedure of
spontaneous volunteers in a coordinated manner, are left to the professionals increasing their already dense
workload due to fulfilling the serious requests. Hence, the presented coordination framework quantifies the
potential of spontaneous volunteers: The better the distribution of workload is carried out, the better spontaneous
volunteers support the crisis response teams by taking responsibility of minor problems and leaving them more
capacities for emergencies. The framework compares cooperation in two dimensions: First, the degree of
centralization (i.e. involvement of spontaneous volunteers in professional crisis response coordination) and second,
the degree of cross-border coordination as shown in the following table.
Table 1. Overview of the considered coordination scenarios

It is assumed that all volunteers belonging to one social media group decide to provide their help at one hotspot
to not destroy the feeling of group affiliation and common sense that is always reported by spontaneous volunteers.
Thus, for this simulation we consider groups as homogenous entities. However, the framework also would allow
for variations. Initially, all social media groups have their individual set of information while the professionals
have one common set of information. The professional crisis response actors and the social media groups are
implemented by different strategies to set priorities of response (as seen in table 1). In scenario 1, the
uncoordinated scenario, each group of volunteers ranks the area of needs separately by summing up all requests
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they received from an area and choose the area of most requests. Then, each individual from the group moves to
the chosen area and provides help by a search and rescue procedure without any coordination of the chosen areas
(i.e. the areas chosen by the groups are not aligned and may be similar or overlap). In scenario 2, the groupcoordination scenario, all social media groups share their information and prioritize the response by summing up
the number of received requests over the whole set of information. They choose areas for each group in a way that
one group addresses the first area and the other group addresses the second area and so on, beginning at the area
with highest priority. Each group starts their search and rescue procedure in the assigned area. As the volunteers
would need some time to get to the area, it may happen that the professionals, who work independently, already
fulfilled the need when the volunteers arrive. This is improved in Scenario 3, the countrywide-coordination
scenario, where spontaneous volunteers are included in the professional crisis response, but for both countries
separately. Here, the prioritization is done by the professionals so that adequate needs are addressed and delays
are avoided. Scenario 4, the cross-border-coordination scenario, carries out the prioritization by considering the
overall setting of professionals and volunteers including both countries.

Figure 1. Simulation environment

The agent-based model is implemented using the Repast Simphony toolkit. The simulation environment is a matrix
modeling a borderland with a river (blue line in figure 2) dividing two neighboring countries. A bridge across the
river allows the exchange of resources. A number of 1,000 affected individuals is randomly distributed into this
environment so that 500 are in each country. Per country, there exist five groups on social media. Additionally,
the number of professionals is chosen for each country, such that they can deal with five areas simultaneously.
The simulation runs in discrete time steps called ticks such that 1 tick simulates 15 minutes in real time. The health
status of each agent is modelled by an energy variable ranging from 0 to100 and the available resources are given
in a stock variable ranging from 0 to 14. Initially, there is a random distribution of energy and each time step it
decreases by 1 as long as no care is undertaken. The populations’ need of stock is initially modelled by a normal
distribution with mean of 2 and variance of 4. This variable is decreasing every 24 ticks by 1. Agents are in good
state (do not need any assistance) if their energy level is at least 20 and their stock is at least 3, they need help
which can be provided by untrained persons if their energy is at least 20 and their stock is below 3 and help from
professionals if their energy falls below 20. In each tick, the affected persons can decide to set up a help request
to professionals or a social media group in her or his country. The volunteers associated with the corresponding
social media group are receiving the request and decide to provide help along the helping strategies defined in
table 1. Similarly, the professionals start their provision of help always in the areas with highest priority. The help
is realized by a search and rescue procedure over the chosen area. In detail, a helper (either professional or
volunteer) starts in the upper left corner and moves field by field to the lower right corner. If there is an affected
person on the current field, the helper supplies it with a fixed amount of essential goods or calls a professional if
required by a very low health conditions of the affected person. We assume, that the helpers have enough goods
to supply all affected persons in an area. After finishing the search and rescue procedure for one area, the helper
takes the next area in their priority queue to provide help. For spontaneous volunteers, this takes some ticks as
they need to check their social media accounts and decide for the next area.
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Results

The framework Repast Simphony allows an integrated parameter tracking over time. Comparing the level of
undersupplied persons at simulation duration (i.e. at tick 240), we see that the first scenario leaves a number of
2.1% undersupplied people. This number is reduced by noticeable 57,1% considering the third scenario, where
professionals and volunteers cooperate. This highlights the importance of cooperation among professional crisis
response actors and spontaneous volunteers in general. Specific in the border area, we see an improvement of
33,3% comparing the first and second scenario. Scenario 4 considers the highest level of coordination and thus,
leads – as expected – to the lowest rate of undersupplied persons in the affected region. In this case, 0.8% of
affected individuals remain undersupplied, which is a decrease of 11,1% compared to scenario 3 and a decrease
of 42,8% compared to scenario 1. Although the improvement from scenario 1 to 2 is smaller than comparing
scenario 1 and 3, we see a higher level of resources. If we now consider an asymmetric crisis, i.e. the affected
population is not equally distributed in the area, but 90% of affected people concentrate in one country, we see an
immense reduction of undersupplied by 56,3% comparing scenario 1 and 2. In addition, the results highlight the
importance of self-help capacities in the population. Doubling the initial resources allows for a reduction of 56,3%
leaving less than half of the disaster victims undersupplied even in the uncoordinated scenario.
Summarizing, the following table shows the comparison of the four scenarios varying the degree of coordination
along the two dimensions: embeddedness in the official crisis response and across the nations. We suspect that
the higher variance in scenario 2 results due to a larger set of possible assignments between affected person and
helper.
Table 2. Overview of simulation results

This baseline version focuses on different levels of cooperation. It is characterized by strong assumptions and is
therefore not able to take all aspects of borderland coordination procedures into account. However, it yields
interesting insights that are worth further considerations and shows the models’ potential. In addition to the
extensions of the model, the authors also need to address a verification and check of external validity.
Further steps

The ongoing process aims at the implementation of a detailed coordination procedure for professionals involving
spontaneous volunteers in case of a natural disaster. Special attention is given to a border context, where several
nations need to coordinate their activities. The simulation is based on scenarios (comparison of cooperation in two
dimensions: first, between volunteers and professionals aligning their procedures or not; second, between two
nations of a borderland working together or separate) without considering data on a specific case study or
borderland area. It is supposed to be a general framework studying the impact of varying parameters in a
generalized way, but allows to fill data from any disaster situation and borderland. Thus, with an increasing degree
of realism, complexity rises so that it is important to up-scale the model simultaneously. For that purpose, a set of
refinements and extensions needs to be defined.
The characteristics of spontaneous volunteers can be captured in a more detailed way by considering
individual equipment, skills, abilities, experiences and objectives in order to analyze the resulting
dynamics of the complete setting and learning effects for the coordination behavior in reproduced
scenarios. Besides the volunteers’ abilities, their motivation plays a key role that should be considered,
in particular as it may vary over time. The theoretical background is already provided in the section
before. However, this is an ongoing work and the implementation is not realized yet.
As the actors act in a self-determined way according to their assigned characteristics and can be
influenced by the actions of other agents, the method of agent-based modelling yields the possibility to
distinguish different groups of actors to analyze the intricate interplay between these groups and to
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consider learning effects. Thus, in order to detail the coordination procedure, a deeper understanding of
the communication and coordination procedures between organizations is also necessary as well as an
investigation in the communication processes and information spreading on social media. This
simulation is a comparison of collaboration levels and therefore more details about the nature of interorganizational cooperation and information sharing via social media could improve the findings.
The diversity and ‘real-life’-complexity of the border can be increased with respect to several aspects.
On the one hand, the geographical model can be more realistic as Repast Simphony allows the integration
of maps representing the landscape of a border region. On the other hand, the sociological dimension of
the cross-border region as well as legislative and regulatory issues can be addressed in later simulations.
CONCLUSION

Enhancing the understanding of disaster resilience for a cross-border region is a challenging task. In this paper,
we gave an overview of spontaneous volunteers in a border region considering their motivation to help as well as
regulatory issues and simulated a simplified coordination procedure for the inclusion of spontaneous volunteers
in the disaster response process. As there was no consideration of spontaneous volunteers in a border region so
far, we started with an outline of problems in several dimensions and set-up a baseline simulation. First insights
of coordination procedures with respect to resource improvement hint at a significant potential of cross-border
coordination.
The ongoing process aims to establish a coordination framework for spontaneous volunteers in a border region,
which is enriched with more coordination-relevant factors such as legislation, organization and practical issues.
Following the bottom-up approach, it is quite clear that the baseline version of the model faces a high degree of
simplification. This makes the model tractable from the beginning and allows to explain effects in later versions
of the model. However, it is an ongoing work, which will be continuously approached to the relevant properties
of the cultural and behavioral characteristics of agents as well as the driving factors of the “real” environment.
The improvement of model verification and validation will play a key role in future considerations. It is planned
to carry out experts’ discussion in order to find the most relevant assumptions to be address in later model versions
as well as to compare simulation results with experience from the field. Thus, the presented work is embedded in
a broader research project called INCA, aiming to establish a decision support framework for improving crossborder area resilience to disasters, which is also complemented by empirical research including surveys,
interviews, and experiments.
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ABSTRACT

This article describes the definition and characteristics of borderland resilience studies as an academic field, and
precisely its core phenomenon, major themes or components and challenges. The phenomenon of borderland
resilience is firstly defined. The results of empirical studies complete the conceptual description. Finally, the
article proposes a set of research and development challenges.
Keywords

Borderland, Resilience, Risk Assessment, Command Control and Coordination.
INTRODUCTION

Borderland resilience study is the academic field devoted to creating knowledge and theory about the ability of a
borderland area exposed to hazards to resist, absorb, accommodate to and recover from the effects of a hazard in
a timely and efficient manner, including through the preservation and restoration of its essential basic structures
and functions. It investigates strategical, tactical, and operational decisions and actions related to critical functions
of disaster risk management: i) disaster risk mitigation and prevention, ii) disaster preparedness, iii) disaster
response, and iv) disaster recovery (Boin et al., 2010). It also considers capacities to cope with and overcome
unimagined, unanticipated, unmanaged, or situations beyond response capacities (Wildavsky 1988, Woods 2006).
Increasing exposure of cross-border areas to events implies the need for collaboration between individuals and
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organizations belonging to different countries, and therefore, motivates borderland resilience studies. The
globalization process, both cause and consequence of the increased flows of goods, services, money, people,
information, technology, and culture (Held et al., 1999) enhance the exposure of spatial areas to unexpected events
whose complex nature exceeds the crisis management capabilities (Goldin et al., 2014). Cross-border regions
make no exception as they are going through intense urbanization, characterized by growing volumes of social
and commercial exchanges and increasing institutional, economic, and social integration (Shen, 2014). Some
examples of disasters, such the Mont-Blanc tunnel fire in 1999, the 2003 Northeast blackout and the 2006
European black suggest that events, far from stopping at borders can become international and complex events.
While borders have increasingly attracted scholars and practitioners’ attention, research on borderland and crisis
management border resilience studies remain at its infancy. Scholars converge on the fact that cooperation at
borders is specific and requires quick implementation and agile information transmission (Ansell, Boin, Keller,
2009). In line with this view, generic requirements regarding technologies and information transmission in
borderlands were elaborated. However, the managerial and social dimensions of border resilience and information
remain overlooked.
In this paper, we propose to draw on Morin’s approach to systems in order to propose a framework of borderland
resilience. With this framework in mind, we completed a survey that involved 11 professionals of transboundary
crisis in a European border. Based on the survey results, we identify the parts of the frameworks that require
further investigation on the future. From this, we propose a comprehensive list of challenges that require additional
scholar attention. Hence the paper is structured as follows: We first provide definition and characteristics of
borderland resilience studies as an academic field, and precisely its core phenomenon, major themes or
components and challenges. The second part of the paper details the results of the empirical study of cross-border
resilience. In the last part, the article proposes a set of research and development challenges.
BACKGROUND OF THE FRAMEWORK

The increase in the potential of occurrence of transboundary crisis challenges the resilience of borderland. This
first section defines the concept of borderland resilience. The concepts of transboundary crisis, resilience, and
border are firstly described. Then, borderland resilience characteristics are presented.
Resilience

Resilience is an interdisciplinary ongoing development concept. Since its first use in engineering, ecology, and
psychology, different scientific domains adopt it, including organizational and territorial safety and security.
Resilience is used in materials sciences to qualify the material capacity to resist to a shock. Later, it has been
introduced in ecology to describe the nonlinear dynamics of complex adaptive ecosystems with considering their
capacity to absorb shocks or to transform to a new equilibrium as a stable resting point of a system (Holling, 1973,
1986). In psychology, resilience is related to individual and successful collective adaptations to adversity or
various types of trauma (illness, death, disasters, dictatorship) and structure a framework for preventive and
curative intervention (Reich et al., 2010, Ionescu, 2011). The adoption of resilience by researchers studying safety
and security management is the consequences of the identification of the intrinsic limitation of risks management
practices (Douglas & Wildawsky, 1983) and the emergence of systemic risks surpassing the response capacities
of organizations and territories (Perow 1984). Then a resilience-based perspective of safety and security
management required considering both strategies to prevent and control risk and strategies to be prepared and to
respond to surprises and unforeseen situations (Wildavsky, 1988). In this context, four approaches to resilience
emerge (Woods, 2015). The first one considers resilience as a rebound and tries to identify why do some systems
recover from traumatic disrupting events or repeating stress better than others. The second one considers resilience
as robustness and aims at enhancing systems capacities of controlling and responding to risks. The third one refers
to resilience as graceful extensibility and tries to extend systems' adaptive capacities in the face of surprise. The
fourth one refers to sustained adaptability with resilience and studies the management of adaptive capacities of a
network of systems.
Policies related to disaster management adopt resilience by referring to the four critical functions of disaster risk
management: i) disaster risk mitigation and prevention, ii) disaster preparedness, iii) disaster response, and iv)
disaster recovery (Boin et al., 2010). Since 1990 and the U.N. Resolution 44/236, United Nations developed four
programs: the international decade for natural disaster reduction, the Yokohama Strategy for a safer world, the
Hyogo framework for action, and the Sendai framework for disaster risk reduction. The envisaged goals and
developed measures evolved with progressively considering all types of potential disasters (natural, technological,
etc.), crisis management functions from risk management, risk prevention and mitigation, preparation, alert, crisis
management and short and long-term recovery and all actors of the society (citizens, volunteers, first responders,
communities, governments) at local, national and sub-national level. Resilience has been appraised as a renewed
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perspective to risks and in particular, to disasters (Boin et al., 2010).
Borders

Borders can be broadly defined as categories of difference that create socio-spatial distinctions between places,
individuals and groups (Kolossov, Scott, 2013). Given this definition, a border can consist of a line or a frontier
area separating political divisions, geographic areas, countries, or states. While frontiers are not always tangible,
natural structures (mountains, river, lake, sea, bay, strait), artificial structures (wall, meridian), or even culture can
embody boundaries between neighboring regions or countries (Guo, 2015). Geographical borders separate the
social, political, economic, or cultural meanings of one geographic space from another (Diener 2012). Borders
create a fuzzy zone-like phenomenon of inclusive disjunction identified as neither/nor, or both/and, territorial,
political, juridical, or economic phenomenon but equally an aterritorial, an apolitical, nonlegal, and noneconomic
phenomenon at the same (Nail 2016). Borders are naturally changing, or state representatives modify them. They
divide flows of circulation with including and excluding parts of the flows creating the emergence of new flows
consequences of the recirculation, the maintenance, the expelling, and the push of flows that have been divided
(Nail 2016). In critical settings, the emergence of new flows can disturb established patterns of action and
information (Goldin and Mariathasan 2014). For instance, failure of communication can happen in case where
telecommunication infrastructures go in blackout.
Since the last decades, a multidisciplinary stream of research labeled “borderland studies” has emerged to tackle
burning stakes related to territories across frontiers, from geographical, political, social, or even organizational
perspectives (Newman, 2006). The rise of this stream of research reflects the increasing role of cross-border
regions in the international political and economic stages. The levers of cross-border regions’ quick development
and urbanization are multiple. First of all, cross-border regions have historically played the role of “places of
passages” (Dahles & Van Hees, 2004) between border towns that dispose of increasingly integrated international
economic networks, such as between Basle and Strasbourg (Reitel, 2006). Secondly, these regions share critical
infrastructures that were established by national authorities in order to promote international commercial exchange
and, as an indirect but undoubtedly even more critical by-product, peace between countries. Cross-border
management regime, such as resource allocation, resource management, and integrated planning, requires the
active support and long-term commitment from top-level political representatives, the mobilization of experts of
the domain concerned, and of a local structure able to operationalize the cooperation and the collaboration
(Housen-Couriel, 1994).
Transboundary crisis

When considering this topic of resilience, the presence of borders raises some challenging questions. UNISDR
(2017) defines a disaster like a severe disruption of the functioning of a community or a society at any scale due
to hazardous events interacting with conditions of exposure, vulnerability, and capacity, leading to one or more
of the following: human, material, economic and environmental losses, and impacts. Urbanizing areas face an
increased likelihood of being stroke by a major disaster due to their dependency on critical infrastructures and a
growing risk of natural disasters. Cross-border regions make no exception as they are going through intense
urbanization, characterized by growing volumes of social and commercial exchanges and increasing institutional,
economic, and social integration (Shen, 2014). Some examples of disasters demonstrate that borders do not stop
then and on the contrary, can contribute to their escalation. Power outages, for example, can affect at the same
time different countries and the interdependences between power grids can contribute to their propagation and the
escalation of consequences. On August 14, 2003, an outage affected 50 million people in the states of Ohio,
Michigan, Pennsylvania, New York, Vermont, Massachusetts, Connecticut, New Jersey, and the Canadian
province of Ontario. It lasts four days in the United States and more than a week in Canada (US Canada 2004).
On September 28, 2003, a power outage affected all of the Italian Peninsula for 12 hours and part of Switzerland
near Geneva for 3 hours, affecting about 56 million people. On November 4, 2006, over 10 million people in
northern Germany, France, Italy, Belgium, and Spain were affected by a power outage. These situations originated
from the domain of energy. Similar ones exist in finance, transport, health, or communication sectors. They
illustrate risks associated with the increase of the interconnectedness of infrastructures, of the densification of
territories, of the dependence with critical infrastructures that can affect at the same time several countries (OECD
2011, Goldin and Mariathasan 2014, Tierney 2014). Boin (2018) enunciates the characteristics of transboundary
crisis. They are complex, and their nature cannot be reduced to a single domain or a single location. They have a
specific temporality, starting with a slow incubation period followed by a rapid escalation. The design of a model
of causes, consequences, and escalations is challenging and, in some cases, impossible.
Impact of borders on the resilience of an area to disaster
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The presence of a border on a spatial area induces the emergence of a borderland, with processes of co-operation
between different levels of states and different types of agencies. The everyday economic, social, family and
cultural practices are then influenced by the nature of the border. Border are considerate as a marker of historical
memory and local identity and a conditioner of local milieu and everyday attitudes (Kolosov and Scott 2013).
Territories are increasingly likely to be affected by a major disaster because of their dependence on critical
infrastructure and the increasing risk of natural disasters (Goldin and Mariathasan 2014). Cross-border regions
make no exception as they experience intense urbanization characterized by increasing social and commercial
exchanges and increasing institutional, economic, and social integration (Shen, 2014). The border affects the
nature of crises (origin, nature, and consequences). The boundary can filter and modify the nature of the
disturbance by letting through, blocking or diverting all or part of the flows constituting the disturbance. For
example, physical flows can cross the border, while information flows can be blocked. The boundary thus
influences the moment when the system detects the disturbance. A border may delay this moment and potentially
aggravate the consequences. Some examples of disasters show that borders do not stop the dangers and can instead
contribute to their escalation.
The border affects both the nature of the system and also that of crises (Adrot et al., 2018). A border separates a
geographical space into sub-spaces. In addition to different social, economic, and cultural characteristics, different
patterns of creation, communication, and spatial control differentiate these sub-spaces (Diener and Hagen 2012).
While separating two spaces, the border creates a liminal space complex mixture of two separate spaces,
sometimes subject to specific legislation, and whose nature depends on both those of the two spaces and also the
cross-border dynamics (Nail 2016, Amilhat Szary 2015). The level of cross-border cooperation varies from a total
absence of cooperation (hostility, conflict) to total cooperation (communication, consultation, coordination) (Guo
2015). The level depends on the existence of a cross-border policy at all political levels of the areas concerned, a
local relay of this policy by civil society, the existence of a cross-border culture, and a dynamic driven by
economic actors (Brunet-Jailly 2007). The physical boundary creates an anchor point that generates the
convergence of flows of people and commodities and causes a complex dynamic of flow creation and circulation
depending on whether or not authorizations are given to cross the border (Nail 2016).
The nature of the response organization to the crisis is also affected by the presence of a border. A crisis
management organization is usually a polycentric network (Polanyi 1951, Ostrom and Ostrom 1965, Aligica and
Tarko 2011) consisting of autonomous actors belonging to different organizations and sharing similar objectives
and resources while having own objectives and own resources. A global system of institutional and cultural rules
structures the decisions and actions of the network. This process involves acting immediately before, during, and
after a disaster to save lives and minimize damage. Response activities begin with the detection of the event and
end with the stabilization of the situation (Boin et al., 2011). The response phase aims to contain the threat,
minimize damage, and prevent critical systems from breaking down. During this phase, responders are facing
unexpected situations and serious uncertainties. Time constraints require quick decisions and actions in a highly
uncertain environment (Boin et al., 2011; Wearne and White-Hunt, 2014; Weick and Sutcliffe, 2007).
Bureaucratic autonomy, mission conflicts, cultural differences, and technological and geographical distances can
affect the effectiveness of the response process (Kettl 2014). In the context of a cross-border crisis, the system of
institutional rules is made up of the rules of the different territories and the supranational system linking them.
This complexity can accentuate sources of failure by affecting technical, operational tasks (alert, protection,
surveillance, search, and rescue) and non-technical mechanisms (situational awareness, communication,
coordination, decision-making, management of stress and fatigue). Problems in task distribution, and shared
understanding of roles and responsibilities, lack of continuity of the relations between the actors, and the
organizations can lead to duplicates, overlaps, or a non-realization of the tasks.
The development of cross border cooperation for resilience requires to build a cross-border governance framework
for resilience. It implies: 1) Developing functional equivalences between different politico-administrative
systems; 2) Creating effective knowledge-management for the cross-border territory; 3) Transferring
competencies from principals to agents; 4) Optimizing the interaction between actors; 5) Finding the right level
of organization and legal structure; 6) Capturing and measuring the value-added and the territorial impacts and 7)
Increasing the sustainability beyond a simple multi-project approach (Beck 2018).
Resilience to transboundary crisis involves different people with a high risk of conflicting responsibilities.
Moreover, in most of the case, existing plans and procedures are not efficient to support the response and the
recovery to such crisis. From a theoretical perspective, the presence of a border influences the nature of a crisis
and requires a specific interaction between actors involved in the resilience processes. In order to characterize
borderland resilience, we propose a conceptual framework.
A FRAMEWORK FOR UNDERSTANDING AND CREATING KNOWLEDGE ABOUT BORDERLAND RESILIENCE

Borderland resilience studies' first goal is to understand the diversity and complexity of phenomena involved in
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the resilience of a borderland area. They also aim at defining and developing the necessary capabilities to imagine,
conceptualize unwanted events that may affect the area, specify and design prevention, protection, and
preparedness mechanisms to respond to a crisis and to restore essentials functions. Finally, they aim at defining
and developing capabilities to deal with unimagined and unmanaged events or where prevention, protection, and
preparedness plans are inappropriate or ineffective. A conceptual framework is proposed to support border
resilience studies. Five subsystems structure the framework (Figure 1.).
System History

Risks and Crisis
Management System

Borderland Resilience Phenomena
- System, Disturbances
- Adaptive and transformative
modes

Consequences
and impacts

Cultural
System
Figure 1. Borderland resilience conceptual model

In the remainder of this section, we further define and develop the main components of the proposed framework.
Borderland resilience as a phenomenon

The core phenomenon of borderland resilience comprises systems constituting a borderland area confronted with
disturbances (from incident to disasters) and of the temporary organizations composed of all decisions and actions
contributing to the adaptive response to the disturbance. Complexity theory (Morin 1977, Morin 1984) provides
a valuable lens to the borderland resilience and helps frame a comprehensive model. For this reason, we propose
a comprehensive model of borderland resilience.
The study of borderland resilience requires to consider three scales of systems: the territory, the organization, and
the sociotechnical system. Approaching a territory as a complex system implies, according to Moine (2007),
considering three components. 1) A geographical space that results from multiple interactions between its different
constituents (natural, anthropic, social, and institutional). 2) A system of actors who act voluntarily or
involuntarily in the territory; 3) The culture, specific to the region that influences the modes of representation,
decisions, and actions of the actors. Hatch and Cunlife (2013) considers the organization as the results of the
interactions between an internal structure composed of the social, spatial, technological, and cultural systems and
its environment. Davis and al. (2013) describe a sociotechnical system as the interactions between people, goals,
processes, procedures, culture, technology, building, and infrastructure. When studying the resilience of a
borderland area, the three scales have to be considered.
A border separates a geographical space into sub-spaces. In addition to different social, economic, and cultural
characteristics, different patterns of creation, communication, and spatial control distinguished these sub-spaces
(Diener and Hagen 2012). While separating two spaces, the border creates a liminal space complex mixture of
two separate spaces, sometimes subject to specific legislation, and whose nature depends on both those of the two
spaces and also the cross-border dynamics (Nail 2016, Amilhat Szary 2015). Considering the presence of a border
requires refining this model by distinguishing two territorial systems having their specificities and a liminal system
representative of the influence of the border on space and its occupants. This system represents a cross-border
area specific to interactions occurring at the border (see Figure 2.).
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Territory A

Territory B
Space
AÈB

Space
A
Culture

Culture
Actors

Space
B

Actors

Borderland zone

Culture

Actors

Figure 2. Borderland zone model

Following Brunet-Jailly (2005), the description of a borderland considers four interconnected dimensions:
1.
2.

3.
4.

Local cross border culture: Sense of belonging, common language, ethnic, religious, socio-economic
background.
Local cross border political clout: Active local civic and political organizations and individuals, Local
level relations, local policy network, local policy communities, symbolic regime, local cross border
institutions.
Market forces and trade flows: Flows of good, people and investments.
The Policy Activities of Multiple Levels of Government: local, regional, provincial, state, and central
governments, task specific public and private sector organizations.

The dynamic of a complex system is described with a succession of situations of order and situations of disorder
(Morin 1977). In a situation of order, the system evolves inside a structure made of invariances, constraints, laws,
repetitions, or constants. The occurrence of disturbances can generate operational dysfunctions within the
transboundary system. Disturbances may be endogenous or exogenous to the system. They affect it by generating
an overload situation or a double-bind situation (Morin 1984). In case of an overload, the system is no longer able
to perform the tasks usually performed. In the case of double-blind, the system is no longer able to decide or act
accordingly to traditional requirements. These situations affect the functioning of the system and require an
adaptive if not transformational response. The adaptive process which aims at restoring order can be programmed
within the system or be subject to innovation and improvisation. Autopoietic mechanisms contribute to generate
and regenerate the components and relationships necessary to pursue the system’s operation and development
(Varela 1989). The process can lead to the restoration of equilibrium relationships before the occurrence of the
disturbance. It can also generate a new state. In case of failure, the adaptive response can aggravate dysfunctions
and disorder within the system, multiplying conflicts and blockages within organizations involved in the crisis.
Finally, it can help to get out of the crisis but can create the potential for a more significant crisis (Morin 1984).
Risks and crisis management system

Risks and crisis management systems support organizations and territories to coordinate their activities to direct
and control their behavior with regards to risks and crisis (ISO 31000). They generally consider five phases (Boin
et. al 2011):
§ Disaster risk assessment. Identification, analysis and evaluation of disaster risks and vulnerabilities.
§ Disaster risk mitigation and prevention. Actions taken before a disaster to decrease vulnerability, primarily
through measures that reduce causalities and exposure to damage and disruption or that provide passive
protection during disasters.
§ Disaster preparedness. Actions taken to bolster emergency response capabilities including warning systems,
evacuation routes, supply chains and communication procedures established prior to disaster and emergency
events.
§ Disaster response. Actions taken immediately before, during and after a disaster to save lives remove
destruction and minimize damage.
§ Disaster recovery. Short-term activities to restore vital support systems as well as the long-term activities to
rebuild properties and social and economic functions.
Risks and crisis management systems implemented by organizations, cities, and nations create the basement for
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making the difference between regular, irregular, and unexampled threats (Westrum 2006). Regular threats often
occur enough for the system to develop a standard response. Irregular threats are a one-off event, for which it is
virtually impossible to provide an algorithm. Unexampled threat events are so remarkable or so unexpected that
the system cannot imagine them. Regular threats are the ones considered by risk management systems. The
response to irregular and unexampled threats requires an adaptation of the plan provided by the risks management
system or a shift in mental framework to imagine original solutions adapted to the situation.
In the case of borderland resilience, it is necessary to consider risks and crisis management systems of
organizations and countries considered and system describing the coordination principles between the different
countries.
Cultural system

Anthropologists and sociologists have theorized the concept of culture for firstly understand how individuals adapt
to the ecological setting in which they behave. Secondly, to understand which cognitive system, structural system,
symbolic system individuals use for elaborating a representation of their environment and deciding how to go
about it (Keesing 1974, Gudykunst et al.,1988). Individual culture is the result of the integration of behavioral
traits with the processes of enculturation and socialization. Enculturation (Herskovits 1948) refers to situations
where an individual adopts a set of perceived behavioral traits unintentionally without any deliberated learning
process. Socialization is related to situations where parents, pairs, or other individuals intentionally control the
behavior of the individual in order to make it conform to the norms and the rules of a group (Castra 2010).
Organizations influence the culture of their members by trying to make them adopting their organizational culture.
One of the first definitions of organizational culture was proposed in 1953 by the sociologist Elliot Jacques. He
defines culture as the “customary and traditional way of thinking and doing of things, which is shared to a greater
or lesser degree by all its members, and which new members must learn, and at least partially accept, in order to
be accepted into service in the firm” (Jacques 1952). In 1985 Edgar Schein considers organizational culture as
“the pattern of basic assumptions that a given group has invented, discovered, or developed in learning to cope
with its problems of external adaptation and internal integration, and that have worked well enough to be
considered valid, and, therefore, to be taught to new members, as the correct way to perceive, think, and feel in
relation to these problems” (Schein 1985). Organizational culture is a system composed of a subculture,
counterculture, silos, and strong culture (Hatch 2013). Subculture refers to a subset of actors of the organization
that considers themselves as a distinct group based either on similarity or familiarity. Subcultures can enhance the
culture of the organization; it can be orthogonal if it is independent of the influence of the culture of the
organization and a counterculture if it challenges the dominant subculture. An influential culture refers to a
subculture with a high degree of intensity of agreement. A strong culture induces silos in the organization.
Hofstede (2010) considers that organizational culture is a subculture of larger cultural systems. Consequently, he
contributes to characterizing factors for differentiating national cultural for supporting cross-cultural activities.
There is no consensus on a single model capturing all the traits of culture; the integration of different models can
be used to structure the definition of the variability of individual culture. A model of culture variability is proposed
with considering dimensions extracted from five models (Kluckholn and Strodbecks 1961, Hall et Reed Hall 1990,
Hofstede et al. 2010, Trompenaars & Hampden-Turner 2012, Meyer 2015). Each dimension of variability is
synthesized in the following table (cf. Table 1.).
Table 1. Dimension of culture variability

Dimension
variability
Nature

Human goals

Human nature

of

Potential values
People need to control nature,
People should act in harmony
with nature, People must submit
to nature.
Living for the moment, to
develop into an integrated whole,
strive
for
goals
and
accomplishments
People believe human nature is
good, neutral, evil.

Dimension of
variability
People

Time

Mono -chronic
or poly-chronic
Time

Potential values
Social structure is based on
individuals,
on
group
of
individuals with equal status, on
groups with clear and rigid
relationships
Influenced by past events or
traditions,
by
present
circumstances, by future prospects
Paying attention to and doing only
one thing at a time vs being
involved with many things at once.
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low
context
communication
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Most of the information is
already in the person, while very
little is in the coded, explicit,
transmitted part of the message
vs mass of the information is
vested in the explicit code
Degree to which members of a
culture avoid taking risks

Power distance

Extent to which the members of a
culture are willing to accept an
unequal distribution of power,
wealth, and prestige.

Individualism
versus
collectivism

Long term versus
short-term
orientation
Individualism
versus
communitarianism
Neutral
versus
emotional

Degree of predilections for thrift
and perseverance as well as
respect of tradition
Degree of importance between
personal freedom and importance
of the group.
Degree of control of emotions.

Masculine
versus
feminine
Universalism
versus
particularism,
Specific versus
diffuse

Degree to which individuals in a
culture are expected to act
independently of others in their
society
Degree of separation between
gender roles in a society

Sequential time
versus
synchronous time

Degree of consideration of
punctuality,
planning,
and
staying on schedule rather than
flexibility
of
plans
and
commitments.
Degree of the importance of the
context (explicit vs implicit)

Achievement
versus
ascription

Degree of consideration of actions
performed rather than power, title
and position.

Internal
direction
versus
outer
direction
Evaluating

Degree of believe of the possibility
to controlling nature or the
environment to achieve goals.

Uncertainty
avoidance

Communicating

Degree of importance on laws,
rules, values, and obligation.
Degree of separation between
work and personal lives.

Persuading

Degree of use of deductive rather
than inductive for theory making

Degree of expression of negative
feedback (direct vs indirect)

Trusting

Task based vs relationship-based
trust building.

Deciding

Consensual versus
decision-making style

Scheduling

Linear versus –flexible time
management

Disagreeing

Confrontational versus avoiding
confrontation style of solving
problems

top-down

In the case of borderland resilience, it is necessary to consider the consequences of cultural diversities on
interactions between individuals, groups, and organizations involved.
System history

History, antecedents, and experiences influence borderland resilience. It has to be take-in in consideration to study
causes, consequences, and escalation of potential disturbances. Also, to understand individual, collective, and
organizational behaviors when responding and recovering. The action ecology principle (Morin 77) enunciates
that consequences of actions are the result of their intentions and their interaction within their environment.
Knowledge about the history of systems will facilitate the understanding of their behavior before, during, and
after the crisis.
In the case of borderland resilience, the history of space and borders affects the nature of the borderland, of threats,
and the potential of adaptive response. Conflicts between countries affect the nature of the border and the potential
for collaboration. Even if they are old, conflicts influence the culture of the space. In some cases, conflicts generate
tensions between citizens, inducing mistrust, and fear. In other cases, the displacement of the border inside an
area, promote the sharing of a sub-culture. Antagonisms and culture sharing influence the development of
cooperation modes within the borderland. Nevertheless, the support of German firefighters to their French
colleagues in 1906 during the Courrières mine disaster demonstrates that disaster can be a catalyst for transnational
collaboration despite tensions and climate of war (Lampin 2005).
The Mont Blanc tunnel disaster on march 24th 1999, illustrates the lack of cooperation between the French and
the Italian agencies who were managing the tunnel. At 11.00 am, a truck was carrying butter and flour cached fire
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on the French side of the tunnel, causing the death of 39 people and the closure of the tunnel for three years. It
involved more than three days of continuous operation in order to stop the fire. Investigations highlight the lack
of coordination when installing safety and security barriers causing interoperability issues and when preparing to
respond to an accident causing a delay of intervention and absence of coordination during the crisis. This
catastrophe was the start for the enhancement of the coordination of the Mont Blanc Tunnel security between
France and Italy.
Consequences and impact

The study of borderland resilience has to consider effective and potential consequences of the occurrence of
disasters with considering: forces and stressors which generate both intended and unintended impact of a
disturbance, potential positive and negative individual, social, cultural, environmental, and economic
consequences of disturbances; methodology to evaluate tangible and intangible costs from multiple stakeholder
perspectives.
EMPIRICAL RESEARCH

With the framework in mind, we carried out an empirical survey with experts working in the disaster relief
operations in a borderland area and a survey for identifying which scenarios or disturbances are relevant for crossborder disaster management and why.
Cross-border collaboration

The survey was conducted in March 2018 with 11 participants in different hierarchy of professionals in crisis
response from two countries.
Firstly, a main insight was that the respondents never faced an extreme natural disaster, so that their answers were
referring to daily operative work. With this background, about 5% of the daily work of operative personal as
firefighters includes cross-border cooperation. For persons in leading positions, this amount increased to 15-20%
and for persons in coordination activities this proportion is from 50%-60% up to 100%. Most respondents stated
that cross-border tasks did not increase in the last year, the others had the opinion that both, national and crossborder tasks increased.
The following graph (figure 3) highlights the kind of tasks carried out mainly. Here, multiple answers were
allowed and, in the option, “other” the additional tasks of exercises as well as translation and interpretation were
mentioned. The grey answers are totaling all respondents, where the red and blue answers separate by the
nationality of respondents.

administrative
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technical
requirements

crisis operations

mission training

mission planning
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meetings

regular
institutionalized
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Figure 3. Tasks of cross-border collaboration that are primarily included in the respondents’ responsibility

Another interesting insight was the feeling of responsibility allocation among the actors from different nations.
37,5% of respondents stated an equal share of responsibilities between the actors while 25% of the respondents
stated an unequal share of responsibilities. Additionally, 37.5% of the respondents stated responsibilities to be
shared in a clear way but with over-solicitation of certain actors. This discrepancy may result because we asked
people from different hierarchy.
All respondents see high importance for cross-border cooperation and the advantages mentioned are detailed in
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the following graph (figure 4). The grey answers are totaling all respondents, where the red and blue answers
separate by the nationality of respondents. Most respondents felt that competencies and technical equipment has
to be coordinated. Considering communication between the actors in the last year, one could see a moderate
change in the content of transmitted information but a key change in recipients of the information on one hand
and in communication methods (as channels, format and structure) on the other hand.

time delay can be
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risks that affect several
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political cooperation in
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Figure 4. Importance of cross-border collaboration in disaster relief from respondents’ view

Although, there is already work going on cross-border cooperation in different areas, challenges are faced.
Detailing these, we see that misunderstandings due to language and due to different organizational structures are
the most important ones. In the “other” category it was also mentioned, that you not always know the partner on
the other side of the border. As above, the grey answers in figure 5 are totaling all respondents, where the red and
blue answers separate by the nationality of respondents.
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Figure 5. Challenges in cross-border collaboration from respondents’ view

Summarizing we can highlight the high importance of cross-border cooperation which is necessary to coordinate
different competencies and technical equipment so that the time delay can be reduced. Although the cross-border
collaboration in the study area is institutionalized in all levels of hierarchy for several years now, there are still
challenges to face.
Borderland disturbances

The question we want to address in this part is which scenarios or disturbances are relevant for cross-border
disaster management and why. Based on a systematic literature review, scenarios are extracted that are specifically
mentioned with cross-border and disaster reference. This list is not complete and exhaustive. It just presents
scenarios that are discussed in the literature in connection with cross-border and disaster management. For the
literature search, search terms on the basis of three categories were used. Within a single category, the terms were
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linked using the search operator OR, whereas the categories themselves were linked together with AND. The three
categories consisted of terms relating to cross-border, cooperation and disaster in German and English. The search
was carried out in seven databases. 205 results were extracted and tested for eligibility according to selection
criteria. A total of eleven texts were included in the data extraction and synthesis, which are listed here:
•
•

•
•

•
•
•
•
•
•

•

Commission Staff Working Document. Overview of natural and man-made disaster risks the European
Union may face, Luxembourg (2017)
Economic and Social Commission for Asia and the Pacific (ESCAP): Asia-Pacific Disaster Report 2015.
Disasters without borders. Regional Resilience for Sustainable Development Pacific. United Nations
publication, Bangkok (2016)
Al-Rodhan, N.R.F. (ed.): Potential global strategic catastrophes. Balancing transnational responsibilities
and burden sharing with sovereignty and human dignity. LIT, Wien (2009)
Atzl, A., Lerch, J., Luxen, J., Urban, B., Lackner, C.K.: Synopse zu ausgewählten Gefahrenberichten aus
Deutschland, Europa und international. Eine Analyse im Rahmen des 4. Gefahrenberichts der
Schutzkommission beim Bundesministerium des Innern. Schriften der Schutzkommission, 5, Bonn
(2012)
Schutzkommission beim Bundesministerium des Innern: Vierter Gefahrenbericht. Schriften der
Schutzkommission, 4 (2011)
Extremwetterereignisse und ihre Auswirkungen auf den Bevölkerungsschutz. Internationale hochrangige
Expertentagung 22./23. November 2012 in Bonn. Dokumentation, Bonn (2013)
Commission Staff Working Document. Overview of natural and man-made disaster risks in the EU,
Brussels (2014)
Helsloot, I., Boin, A., Jacobs, B. (eds.): Mega-Crises. Understanding the Prospects, Nature,
Characteristics and the Effects of Cataclysmic Events. Charles C Thomas, Springfield (2012)
National Planning Scenarios. Created for Use in National, Federal, State, and Local Homeland Security
Preparedness Activities. Version 21.3 FINAL DRAFT (2006)
Quarantelli, E.L., Boin, A., Lagadec, P.: Studying Future Disasters and Crises: A Heuristic Approach.
In: Rodríguez, H., Donner, W., Trainor, J.E. (eds.) Handbook of Disaster Research. Second Edition.
Handbooks of Sociology and Social Research, 2nd edn., pp. 61–83. Springer International Publishing,
Cham (2018)
Reichenbach, G. (ed.): Risiken und Herausforderungen für die öffentliche Sicherheit in Deutschland.
Szenarien und Leitfragen. Grünbuch des Zukunftsforums Öffentliche Sicherheit, 2nd edn. ProPress
Verl.-Ges, Berlin (2011)

The data extraction and synthesis itself is based on the methodology of thematic synthesis as described in (Gough
et al., 2017 pp. 190-194). Within the framework of this synthesis, a coding scheme was developed, which was
then applied to the articles.
Various scenarios with relevance for cooperative cross-border civil protection were found. Classified by the
causes of either natural, human / technical failure and criminal or terrorist acts, the four most frequently cited
scenarios are briefly listed here. In catastrophes with a natural cause, extreme weather events and pandemics are
frequently and extensively described in the literature. For the extreme weather events, climate change is listed, as
cause of an increase of these disasters. Extreme weather events summarize descriptions of heat waves, droughts,
heavy rainfall, snow masses, storms and in this case flooding. On the one hand, the relevance of cross-border
disaster management arises from the geographic impact of an extreme weather event in a border region, which
leads to cooperation implications. In connection with extreme weather events, however, reference is also made in
particular to the possible effects or physical damage to critical infrastructures (CI). Due to the CI cross-border
interdependencies, in particular the power failure with its effects on the other CIs, cross-border effects are to be
expected.
Another important scenario with a natural cause, which is often mentioned, are pandemics. In particular, the
outbreak of a pandemic due to a mutation of the influenza virus is suspected. The analysis has taken into account
not only diseases transmitted between humans, but also diseases that are transmitted from animals to humans or
between animals and thus can lead to restrictions e.g. in the food production. The relevance of a pandemic
increases due to its simple and rapid distribution options. The free movement of goods and passengers (e.g. EU
trading area) means that pathogens also spread via these mechanisms. The incubation period of many pathogens
is longer than a transatlantic flight, which makes it challenging to stop the spreading. The cross-border relevance
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of the pandemic arises from the need for worldwide coordination and cooperation to combat it. This means
measures to limit the spread of the pandemic, for example, restrictions on goods and passenger traffic, but also
cooperation in the development of a vaccination strategy such as the production and distribution of vaccines.
Furthermore, within the framework of cross-border cooperation, an international monitoring system for the
earliest possible detection of emerging diseases with potential for pandemic is necessary. Above all, the effects of
a pandemic are the resulting lack of the "human resource". As a result, restrictions in all areas of public life can
be expected, e.g. missing operators of CIs, a shortage of healthcare personnel, while at the same time
overburdening the service with the high number of patients, as well as a lack of staff at government agencies.
Another relevant scenario to cross-border civil protection is a cyberattack. The possible variants of a cyberattack
are manifold. Above all, distributed denial of service (DDoS) attacks and the spread of computer viruses and
Trojans are discussed. This can result in the manipulation or falsification of data, the dissemination of
misinformation or the theft of intellectual property. Special importance has a cyberattack on a CI. Cyberattacks
on and with information and communication technology (ICT), the energy- and/or financial system, such as
Internet-based commerce, public authorities and businesses are described as scenarios. In addition, hybrid attacks
are conceivable in which the additional use of cyberattacks, undermines e.g. the credibility of institutions. The
cross-border dimension of cyberattacks emerges, first of all, from the unknown origin, which may be global, but
also from the implications of transnational restrictions, for example if e-commerce companies are attacked.
Likewise, attacks on international institutions are possible. Above all, however, the interdependencies of CIs, is
discussed in this context, such as the loss of cross-border power generation, which can lead to relevance to civil
protection in the event of a cyberattack on this service.
The failure of critical infrastructures due to human / technical failure has also been determined as an independent
scenario. The analysis therefore shows that the failure of a CI is evident in a cross-border context, irrespective of
the cause. Especially the disturbance of the energy supply is highlighted and can be caused by various reasons,
some of which have been mentioned in this part.
As already mentioned in the first section of the article, this analysis shows that it is difficult to categorise disaster
events with the use of the traditional typologies, as the interdependencies and the resulting uncertainties in crossborder disasters (Boin 2016) do not allow a conclusive analysis of their occurrence and consequences (Chandler
2014). Nevertheless, the above analysis allows an estimation of which disasters can occur in border regions and
which particularities result from the cross-border dimension of the scenarios.
The preliminary results of these surveys support the definition of a set of challenges to be overcome when
developing cross border cooperation for resilience to disasters
CHALLENGES FOR BORDERLAND RESILIENCE
Challenges related to risk assessment

Risk assessment is one of the core activities of the global resilience process. It consists of modeling with
quantitative and qualitative data the nature of hazards that can affect organizations and territories. This model is
used to support risk mitigation and the preparation to respond and recover to the occurrence of danger. Three
activities generally structure risk assessment (ISO 31000): risk identification, risk analysis, and risk evaluation.
Risk identification consists of generating a comprehensive list of risks based on those events that might create,
enhance, prevent, degrade, accelerate or delay the achievement of organizations' objectives or be at the origin of
unwanted consequences. Risk analysis provides input to risk evaluation and to decisions on whether risks need to
be treated, and on the most appropriate risk treatment strategies and methods. Risk analysis can also provide input
into making decisions where choices must be made, and the options involve different types and levels of risk.
Risk evaluation assists in making decisions based on the outcomes of risk analysis, about which risks need
treatment and the priority for treatment implementation.
Risk assessment requires information about natural events that can occur on the territory and industrial
infrastructures that can initiate a disaster and of the characteristics of the territory that can stop, propagate, or
escalate the event. Physical laws that rule natural phenomena and associated risks do not recognize political
borders. Consequently, considering borders during risk assessment implies collecting data related to the natural
environment and to technological infrastructures, critical or not, situated on the other side of borders and also to
identify how the border affects the evaluation of risks (increase or decrease impacts, propagation, and escalation
of the initial hazards, exposure, vulnerability and sensitivity of the population and infrastructures of the territory).
The potential differences between the culture of risks (perception of risks, the memory of the event, lessons
learned, risks perceptions, etc.) of the different countries have to be considered when collecting and interpreting
data and assessing risks.
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We identify four challenges:
1.

2.

3.

4.

Considering borders when analyzing a territorial space. The presence of a border creates a liminal zone
between two or more territoriality, sovereignty, and jurisdiction systems. Territoriality is how humans
create, communicate, and control geographical spaces, either individually or through some social or
political entity. Sovereignty can be defined as the exercise of supreme authority and control over a
distinct territory and its corresponding population and resources. Jurisdiction refers to a bounded area
within which the authority of a particular person, group, or institution is legally recognized. This liminal
zone is a complex system where the nature and the dynamics of flows that constitute it evolves by the
nature of the border and its associated crossing rules. Understanding this liminal zone is fundamental to
characterize the resilience of the area but requires specific data collection processes.
Considering border when modeling disasters. Disasters are complex constituted of involving natural
phenomena, technological infrastructures, and social systems in interaction, causing unwanted adverse
outcomes. Modeling disaster scenarios required to consider the interdependences between all the systems
and their consequences on their behavior. The presence of a border implies to consider its positive and
negative impacts on the disaster phenomena and the potential of escalation.
Considering border when assessing risks, vulnerabilities, and resilience. When quantitatively of
qualitatively assessing the risks, vulnerabilities, and resilience values associated with a scenario of
disasters, the presence of borders has to be considered. How to integrate borders, their diversity, and their
complexity in these calculations is one of the challenges. The following diagram related to the escalation
of a power outage in accordance with its duration (Hiete et al. 2010; Petermann et al. 2011; Murphy
2004; Pescaroli et al. 2017; Achour et al. 2011) illustrate the different sources of escalation associated or
not to borders to be considered when modeling and assessing the risk of a disaster.
Considering border when assessing disaster management systems. The performance model used to
evaluate disaster management systems performance, have to consider specificities of the border and of
the borderland. Assessment have to considerate the potential of communication, coordination and
cooperation between actors of the different countries when accomplishing tasks related to disaster
management
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Figure 6. Sources of escalation during a disaster
Challenges related to command, control and coordination

Command, control, and coordination are some of the critical tasks during disaster response. Disaster response
consists of acting immediately before, during, and after a disaster to save lives and minimize damage. Response
activities start by detection of the event and end with the situation stabilization (Boin, 2010). While the response
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phase aims to contain the threat, minimize the damage, and prevent critical systems from breaking down,
responders often face unexpected situations and grave uncertainty. Time pressure requires quick decisions and
actions in a highly uncertain environment (Boin et al., 2010; Wearne & White-Hunt, 2014; Weick & Sutcliffe,
2007). However, the inner complexity of a cross border area can challenge crisis response, both from a technical
(alert, protect, monitor, search and rescue, etc.) and non-technical (situation awareness, communication,
coordination, decision-making, leadership, stress and fatigue management) perspective.
By establishing command, control, and coordination (C3) mechanisms, the disaster manager is much better able
to maintain an active, consistent response despite what is otherwise an inherently chaotic situation. Command
refers to an authority to make someone or something do something. It establishes hierarchy and clarifies the
decision-making process. Control is related to the limits of the command authority of an individual or agency; it
represents its horizontal reach. Coordination is related to the mechanisms to ensure that the incident is handled in
an appropriate manner such that all incident response requirements are met (Coppola 2015). Bureaucratic
autonomy, mission conflict, cultural differences, and technological and geographical distances can affect the
efficiency of the response process (Kettl 2014).
Considering this issue, we identify three challenges.
1.

2.

3.

Considering borders when studying C3. Command, Control, and Coordination rely on a polycentric
network (McGinnis 99, Aligica and Tarko 2012) involving public and private organizations, citizens,
and civil society having limited and autonomous prerogatives operating under an overarching set of rules.
The impact of the border on nature and the dynamic of the polycentric network have to be considered
when modeling, designing, or operating C3.
Considering the impact of borders on cultural variability when studying C3. The concept of culture firstly
refers to how individuals adapt to the ecological setting in which they behave. Secondly, to which
cognitive system, structural system, symbolic system individuals use for elaborating a representation of
their environment and deciding how to go about it (Keesing 1974, Gudykunst et al1988). The culture of
an individual is a complex system integrating its enculturation and socialization processes, organizational
culture, and national culture. Defining how to consider the diversity and the complexity of individual
culture when studying C3 is a challenge.
Considering the impact of borders on communication processes when studying C3. Communication is a
major part of C3. Communication is the exchange of information, feedback or response, ideas, and
feelings. It provides knowledge, institutes relationships, establishes predictable behavior patterns,
maintains attention to the task, and is a management tool (Kanki and Palmer, 1993). Communication
process integrates people (sender(s), receiver(s), intentions, messages, and channels. Communication
behavior is a skill that can be structured by organizational policy (e.g., standard operating procedures)
and can be shaped by training (Flinn 2008). The presence of a border influences the different components
of communication and can affect positively or negatively to the efficiency of the communication process.
Understanding how borders influence communication during the C3 process is one of the challenges of
borderland resilience.

CONCLUSION

The presence of a boundary affects the resilience of the spaces concerned and raises challenges related to the
understanding and engineering of resilience.
The study of borderland resilience requires considering the impact of the border on all the phenomena involved
in the resilience and in particular, the liminal nature of the cross-border zone. For each function contributing to
risk analysis, prevention, and preparedness to cope with and overcome a crisis, the impact of a cultural,
organizational, regulatory, or technological distance as well as potential distortions or breaks inflow at the border.
This complexity questions the methods of observation and analysis of empirical data and simulation models and
tools. How to observe and study the diversity and complexity of the cultural system of cross-border resilience
actors and the impacts of differences in regulatory and normative frameworks? What is their influence on the
ability to act at the limit or outside the normative framework? To improvise solutions to deal with out-of-the-box
solutions?
At the operational level, how CONSIDERING borderland specificities to analyze the risks and vulnerabilities of the
territory? How to develop inter-organizational routines to ensure proper communication and coordination in
crises?
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ABSTRACT

Small island developing states (SIDs) face a range of underlying issues that increase their vulnerability and risk
to disaster. This commonly results in a lack of available, reliable and actionable data for both island nations as
well as their insular communities. Simultaneously, issues such as climate change make their riskscapes unique
and challenging to mitigate, forcing the need to find methods of improving community resiliency. This paper uses
qualitative interviews conducted in the post-disaster phase of the 2017 Atlantic hurricane season to highlight the
main issues experienced by communities. It then uses these, as well as literature guidance, to create a Lessons
Learnt Framework (LLF) designed to challenge underlying assumptions, assess management efforts, discuss and
record community experiences, and to feedback social capital into vulnerable communities to support future
community resilience.
Keywords

Resilience, Recovery, Framework, Small Island Developing States, Social Capital.
INTRODUCTION

The level of vulnerability and risk posed by natural disasters is rising (Birkmann et al., 2015; Mal et al., 2018).
This has a particular and profound effect on small island developing states (SIDs) and their small island
communities (SICs) who face unique geographical, political, economic and demographic issues. Sea level rise is
exposing coastal communities and ecosystems (Tompkins, 2005) as well as threatening tourism and economic
sustainability – which are vital components in building sustainable community resilience (Schwarz et al., 2011).
Hurricanes and storm systems have broken records for intensity and frequency since 2017 (Zolnikov, 2018), with
the 2019 Atlantic season representing the fourth consecutive year of above-average destruction, exceeding some
$12 billion in damages (NOAA, 2019). This has caused unparalleled and sustained damages to island communities
and environments, and has forced a systematic change in the way that future seasons must be managed (Shultz et
al., 2018).
The need to continually improve community resiliency to a changing disaster landscape is vital (Shultz et al.,
2018). Although beneficial to SICs, building community resilience faces significant obstacles. Firstly, breakdown
in organizational and interorganizational communications may cause gaps in the knowledge where important
lessons may be lost between the cracks (Kapucu, 2006). Secondly, many actors involved in the management of
disasters fail to incorporate a lesson learnt mechanism into wider organizational structures, which often leads to
experienced opinions being lost (Demchak, Boin, & Comfort, 2010). Thirdly, the availability and quality of data
collected throughout disasters is often lacking, is questionable, or is confined to insular aspects of the event
(Mackay et al., 2018). Finally, data that has been collected is often not used to its full potential given privacy
issues, incomplete or outdated records, and the plethora of post-disaster issues which countries are forced to
prioritize (Meissner et al., 2002).
By addressing the aforementioned gaps in the literature, this paper innovatively answers the overarching research
question “in what ways can community resilience in SIDs be improved during future events”. This is particularly
important given the lack of available literature or frameworks currently available to SIDs which take into account
lessons learnt from those who have experienced disaster. Using a Caribbean case study, data collected from 90+
qualitative interviews conducted with citizens, actors, national and international organizations, and governments
has been used to reveal novel emergent themes in their ongoing struggles with the Atlantic hurricane season.
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Focusing on the 2017 season in particular, interview responses revealed four areas which SIDs must consider to
improve resiliency in future events. These are (1.) identifying the underlying assumptions of community resilience
within communities, (2.) analyzing possible strategies to generate qualitative data from communities, (3.)
understanding the results, and (4.) feeding back social capital into vulnerable communities. The paper concludes
by discussing a suggested application sequence for future case study validation, and highlighting study limitations.
BACKGROUND

Resilience to disaster is a concept with an extensive discourse originating back to the 1980s (Comfort, 2005).
Individual resiliency is defined as the ability to “bounce-back” after one’s patterns of every day living have been
disrupted by an event (Masten & Obradovi, 2008). Community resiliency on the other hand is more complex,
relying on how well social structures, frameworks and networks may return to normal operations after suffering
disruption by an event (Demchak et al., 2010). Community resilience is subsequently argued by studies such as
Houston etal. (2015) to represent a network of adaptive capacities and activities that are not static end-state, and
are therefore comprised of more than a series of resilient individuals alone. Norris et al., (2008) further explain
that there are four important considerations for improving community resiliency to disaster. These are (1.)
information and communication, (2.) community competency, (3.) social capital, and (4.) economic development
and sustainability (Norris et al., 2008). Each of these components are required to foster improved resiliency to
disaster, but may also have beneficial results across all phases of the disaster lifecycle and associated targeted
actions that include response, recovery, rebuilding and mitigation efforts (Norris et al., 2008).
Pfefferbaum et al. (2013) further argue that improving community resiliency depends on four additional factors.
These are (5.) social connections and emotion, (6.) availability of resources, (7.) a community’s transformative
potential, and (8.) the effectiveness of general disaster management efforts (Pfefferbaum et al., 2013). These
evidently take into account the more complex flows of social and economic capitals present within a society,
which has been highlighted by other similar studies such as Donner & Rodriguez, (2008) and Nakagawa & Shaw
(2004) who identify capital flows (based on the framework of French sociologist Pierre Bourdieu, 1986) as a
missing link in building disaster resiliency. Moreover, international bodies promoting community resiliency such
as the National Research Council (NRC) argue that social subsystems should, too, be taken into account as a vital
underlying component of communities. This includes a society’s services, sectors and resources such as it’s
healthcare system, economic landscape and the role of religious organizations (Houston et al., 2015). Finally,
studies such as Wenger et al., (2002) emphasize the importance of relational communities (sometimes referred to
as communities of practice) in disaster resiliency. These are formed of networks of individuals who are linked by
comparable motivations, concerns and experiences, who similarly seek ways in which to learn from experiences
(Wenger et al., 2002).
It has long been argued that the theory of social capital flow within communities may have beneficial impacts for
disaster resiliency, response, recovery and risk reduction (Aldrich, 2011). By social capital we mean the
cultivation of social relationships, qualitative communication, and networks of relationships between individuals
who comprise a society (Chacowry, McEwen, & Lynch, 2018). Leitmann (2007) illustrates this in his assessment
of social interventions and lessons learnt from the 2004 tsunami and earthquakes in Indonesia. Sadri et al. (2018)
further demonstrate this in tornado-damaged communities in Indiana, showing that households with higher social
contact scores recovered more quickly than those without social networks to rely on. While social capital clearly
has some role to play in post-disaster situations there remains a question as to why some communities bounceback better than others, and why some are able to learn from their experiences while others are not (Aldrich,
2010).
Literature postulates that communities who have successfully learnt from disasters are able to utilize social capital
in a meaningful way (Pfefferbaum et al., 2013). Chamlee-Wright (2010) argues that, based on case study analyses
of hurricane Katrina, post-disaster situations are collective action problems that pose a challenge for learning. In
these, many individuals fail to act due to lack of motivation, incomplete information, breakdown in
communications or a lack of trust (Chamlee-Wright, 2010). For SIDs – who feature small, close communities
with strong social structures – learning mechanisms represent a valuable method for improving resiliency. This is
especially viable given that methods of post-disaster learning and social feedback mechanisms may be
community-led, and thus require fewer resources than other methods of resiliency (such as constructing sea walls).
Furthermore, there are a lack of resources, frameworks and guidelines published specifically for SIDs which seek
to utilize all resources available to them, which includes that of social capital.
SIDs, Storms and Social Structures

SIDs have a pressing need to build and maintain improved individual and community resilience during the Atlantic
hurricane season (Pelling & Uitto, 2001). This has become increasingly palpable given the damages and deaths
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caused by the 2017 season, as well as those in subsequent seasons which have effectively acted as cascading
hazards for nations that have suffered more than one event, such as Puerto Rico (Lim et al., 2018). A report by
CRED-EMDAT in 2015 recognized that of the 65 million inhabitants in SIDS, 38 million (59%) live in urban
settlements that increase human vulnerability to natural disasters. The report also revealed that some 19% of all
natural disasters in SIDS (1994–2013) occurred as a result of development trends and became worse as a result of
climate change. This was evidenced by Pelling (2012) who highlighted that in the case of Barbados sea level rise,
fluctuations in island tourism, and threats to unique ecosystems also contributed to disparities in development.
They go on to argue that in order to address such disparities, community resilience and social mechanisms to
support this must be mainstreamed into governmental policy in order to be more effective (Pelling, 2012).
Trends in development however represent just one of a range of underlying factors which together increase the
vulnerability of SICs (Shultz et al., 2018). The remoteness and small geographical size of islands means that they
are easily isolated during disaster, rendering international aid impractical - or even impossible - until hazards have
subsided (Chacowry et al., 2018). Chacowry et al., (2018) demonstrate this in their case study of Mauritius where
extreme flooding that has been amplified by stronger hurricane and storm seasons has resulted in damages
exceeding $420 million, with more than 50,000 individuals affected. They postulate that there is therefore a
significant gap, particularly in the context of SIDs, in understanding community resilience through lack of
recovery during successive or cascading hazards (Chacowry et al., 2018). Barnett & Waters (2016) further explain
that understanding resilience within SICs themselves is also of vital importance. They argue that the notion of
resiliency is nuanced and may take on different meanings depending on a nation and its social structures, patterns
and norms in information transfer, and even cultural practices (Barnett & Waters, 2016).
Other aspects of social structures too have been identified as stressors for SIDs vulnerability to disaster. Tompkins
(2005) illustrates this through a case study of the Cayman Islands, seeking to evaluate institutional resilience and
processes of adaption to tropical storm risk. The study finds that self-efficacy, strong local and international
support networks, combined with a willingness to act collectively and to learn from mistakes appear to have
increased the resilience of the Cayman Islands’ Government to storm risk (Tompkins, 2005). In other words,
strong social capital that has effectively been incorporated into structural mechanisms and national policy has a
beneficial affect on community resiliency. This has likewise been supported by the findings of other studies, such
as Petzold & Ratter (2015), who found that SIDs feature a high degree of resilience cultivated through dense social
networks, collective action, norms of reciprocity, and relations of trust both between individuals and between
communities.
While it is apparent that social capital and structures are important for SIDs in the face of hazards, there are few
examples of proposed frameworks, methodologies or replicable mechanisms that can be used in conjunction with
governmental policy or existing disaster management strategies for island nations (Kelman & West, 2009). In
fact, due to disparities in development, many island nations lack detailed data sets as well as the technology needed
for collecting such data (for example in topological mapping of the sea floor to calculate tsunami risk) (Kelman
et al., 2015). Of the data sets which are available, Kelman & West (2009) argue that a majority of these sources
are focused on quantitative lists and annual sector reports that are not always disaggregated by country.
Additionally, these tend to lack qualitative explanation; an integral component in both understanding data, as well
as the social influences behind it (Kelman & West, 2009). Other bodies who host data sets linked to climate change
– for example the International Panel on Climate Change (IPCC) – are similarly undermined by failing to track
other kinds of knowledge, including indigenous knowledge or local understanding, which forms a large part of
SIDS vulnerability to hazards (Kelman & West, 2009).
As a result, many studies note that a large proportion of individuals who experience disaster fail to have their
opinions or experiences recorded in a meaningful way, i.e. collected, analyzed and applied to reduce risk in future
events (Birkland, 2009; Kapucu, 2006a). Birkland (2009) explains that this is primarily due to the fact that there
are political and interorganizational barriers to effective learning from disasters, whereby lessons learned
documents (usually published by authorities in the post-disaster phase) are generally a token gesture to show that
a particular authority has done “something, anything” in response to the event (Birkland, 2009). Often driven by
a plethora of social and political pressures, routine lessons learnt reports are usually published as soon as is
possible, making it difficult to measure their affects in the long-term and to identify underlying organizational
trends or tactics (Birkland, 2009). Birkland (2009) argues that this represents “single loop learning” which can be
detrimental to disaster management efforts. Instead, they argue that “double loop learning” is required where
assumptions of underlying factors are acknowledged at the strategic level, and lessons can be observed and
analyzed before anything can be learnt (Birkland, 2009).
Relevant Frameworks

Current research on improving community resilience covers many different broad aspects of social capital, such
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as local knowledge, economic development, and political capacity (Pelling & Uitto, 2001). However, effective
adaptation relies on understanding the role of social capital for these aspects in connection to the specific impacts
of hazards (Petzold & Ratter, 2015). This is an area in which Petzold & Ratter (2015) have focused their empirical
analysis of climate change case studies on, resulting in the formation of an analytical framework for SIDs. The
framework itself provides a step-by-step approach to help analyze the potential of social capital for adaptation,
illustrated in figure 1 below. While the framework is valuable and clear in terms of identifying tasks and methods
for targeted actioning purposes, it lacks distinctions between individual, organizational and interorganizational
structures i.e. only showing a top-down one-size-fits-all approach. Furthermore, the tasks and methods identified
cover more broad aspects of social capital with little detail as to who should apply them, what kind of data output
is expected, and how the data output could be utilized for future events.

Figure 1. An analytical framework for climate change adaptation for SIDs (Petzold & Ratter, 2015).

The utilization or ability of social capital to be used as a feedback mechanism is the focus of studies such as
Tidball et al., (2010). Conversely to Petzhold & Ratter (2015), they breakdown broader notions of social capital
into more defined aspects. These include the role of community memory in adaptation, community stewardship,
social learning, and passing along community knowledge as important components in understanding social capital
particularly in post-disaster (Tidball et al., 2010). They further stipulate that memorialization (the act of turning
place and space into an attraction to mark an event or experience) is another important instigator for generating
social capital in the latter phases of the disaster lifecycle. During this, communities are kick-started by emotion,
empathy and experiences driving them to come together to commemorate an event, thus enabling social capital to
be fedback into communities (Tidball et al., 2010). Although this explanation offers a more granular understanding
of how social feedback mechanisms can improve disaster resiliency efforts, the nuances of SIDs riskscapes and
the social characteristics of SICs are unsurprisingly not taken into account.
Specific to SIDs, Kaly et al., (2002) present a framework for managing vulnerability and building resilience in
response to specific types of hazard, shown in figure 2 below. This summarizes the five main challenges that SIDs
face in terms of physical environmental concerns, and the relevant approaches needed to address these. They argue
that, for the cases of natural hazards and climate change, the suggested approaches for increasing national
resiliency need to focus on assessment, building internal resilience (for example within community structures),
and building international assistance and resilience (for example within organizational and interorganizational
structures) (Kaly, Pratt, & Howorth, 2002). Similarly to Petzhold & Ratter (2015) their framework uses a topdown approach, conveying broad methods designed to improve overall resiliency. Consequently, the framework
may be used as a general guide to identify high-level areas to be targeted for future resiliency efforts which could
then be explored in more detail.
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Figure 2. Framework of the main approaches to managing vulnerability and building resilience for environmental
challenges facing SIDS (Kaly et al., 2002)
METHOD

Evidently there is a need to improve the way in which data is collected, implemented and utilized for community
resilience in SIDs. This is vital for vulnerable communities, national organizations and actors managing hazards
who lack a framework for operationalizing social capital in the post-disaster phase. Such a framework would
therefore allow for social capital, in the form of qualitative lessons learnt and personal experiences, to be fedback
into improving future resiliency efforts. This may be considered a more granular, bottom-up approach than those
outline in the above section. This paper subsequently uses qualitative data collected from individuals and groups
within SIDs following the 2017 Atlantic hurricane season. It analyses the key themes of the interviews using
inductive coding to identify the benefits, limitations, structure and use of social feedback mechanisms in the postdisaster phase of the season. These are then used to formulate an LLF, designed to feedback social capital into
relevant structures if adopted on a community level or on an organizational level.
Qualitative Interviews

To ascertain the affects that the 2017 Atlantic hurricane season has had on SIDs and SICs, literature argued that
conducting qualitative interviews with a range of individuals, national organizations and actors was appropriate
and necessary in understanding social capital, as well as its relation to particular hazards. This allowed for gaps
in the knowledge to be revealed, and to highlight particular lessons or experiences that have yet to be consolidated,
shared or recorded in a meaningful way. A data set previously collected by the author and published under Gray,
Weal, & Martin (2018) was therefore utilized given its suitability, and a separate analysis conducted using
inductive coding (explained in the following section). In this data set, qualitative interviews were conducted in
English with 90+ individuals across the Caribbean nations of Antigua & Barbuda, Barbados, Jamaica, Trinidad
& Tobago. Participants were sourced initially through consultations with the UK High Commission, Antiguan
High Commission and Barbados High Commission, as well as expert guidance in the field (such as the University
of the West Indies). Snowball sampling was then employed to follow interesting research threads and themes
linked to hurricane resiliency. This resulted in interviews with individuals originating from a range of backgrounds
which included humanitarian aid workers, community volunteers, governmental employees, civil servants, local
business owners, governmental ministers, ex-politicians, religious representatives, organizational employees,
researchers, and general members of the public. Interview questions were open ended – for example “please
describe the experience you had during the hurricane season”, which allowed for individuals to convey their own
personal experiences and emotions (Anderson et al., 2015; Creswell et al., 2007).
Inductive Coding

After completion, all interviews were transcribed and inductive coding conducted manually by the author. In this
process, themes and topics became apparent throughout the analysis which formed codes. Following a
methodology from examples such as Campbell et al., (2013) and Thomas (2006), codes were then recorded
throughout all qualitative data in an established coding scheme. Codes and their corresponding themes may then
be tracked, recorded and analyzed across interviews. This highlighted the most popular or emerging themes then
used for focused analysis of the data, and forming the stages of the LLF below.
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RESULTS: FORMING AN LLF

Results revealed that there were a number of emerging social themes across respondents. While the dynamics and
demographics of communities across SIDs vary, there are general characteristics that remain similar. Firstly, a
majority of SICs report having high levels of community knowledge and information exchange, particularly for
reoccurring hazards such as hurricanes (Mercer et al., 2010). Participants explain that this is because knowledge
is passed through communities and down through generations, enabling it to become almost inherent.
Consequently, both word-of-mouth and local communications practices (for example through radio stations) are
heavily relied upon throughout all stages of disasters (Gray, Weal, & Martin, 2019).
Secondly, SICs are generally considered to have high social capital which can be valuable resource in reducing
risk (Kapucu, 2006b). Participants explained that, geographically, SICs are usually closely woven together given
the small amount of space across island nations (Bajayo, 2012). This means that targeted actioning during disasters
often relies on face-to-face interactions and communications in small bounded territories, where there is a strong
link between community identity and physical place (Gray et al., 2018). As a result, many governments of SIDs
employ volunteers from each of their communities to act as mediators between citizens and authorities throughout
each of the disaster lifecycle phases (Gray et al., 2018).
Thirdly, SICs have complicated crisis communications both with other communities (C2C communication) and
with authorities responsible for disaster management (C2A communications) . Participants explained that this
meant whenever something valuable was learnt during an event within their own community, it often didn’t make
it to other communities or authorities (Gray et al., 2019). In other words, the social capital generated through
experience remained insular and not utilized on a wider scale. Participants further explained that there was no
mechanism for capturing community feedback, formally communicating this to authorities, or developing
integrated solutions to disaster issues using community knowledge (Gray et al., 2019).
Finally, while SICs generally have high levels of community knowledge and resilience, there is a lack of expert
knowledge when it comes to understanding the actions and wider implications of disaster management efforts
(Petzold & Ratter, 2015). Participants explained that, particularly in smaller and less developed SIDs, there is a
lack of higher educational infrastructure (for example Universities or specialized training courses). Subsequently,
for most individuals who wish to pursue higher education the only option is travel to other larger SIDs, or globally
(Gray et al., 2019). This causes a unique information deficit: hazard-specific knowledge high, generalized
knowledge about complicated underlying factors is low. To address these emergent themes, an LLF has been
formed taking them into account. This is shown in figure 3 below.

Figure 3. A lessons learned framework (LLF) for improving community resilience in SIDs.
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Discussion and Suggested Application
Identifying Underlying Assumptions

This was an area identified by literature such as Birkland (2009) as being absent or lacking in a majority of action/
reflection reports routinely produced by actors. It is commonly used as the first phase of the double-loop learning
(Greenwood, 1998), whereby the user critically assess the causes and assumptions made before an experience
(Argyris, 1977). This is a step argued to be valuable in generating reflective knowledge (more so than single-loop
learning) (Blackman, 2004) which is particularly important in complex iterative processes, such as for building
community resilience (Henly-Shepard, Gray, & Cox, 2015). It is recommended that for step 1a a range of data is
used to triangulate affected communities. For SIDs who have volunteers embedded in communities, official lists
of these held by either the government or humanitarian aid organizations are a suitable identifier of where
communities are and what their characteristics may be (Mercer et al., 2010). If little is known about the
community, Mercer et al., (2010) recommends conducting short interviews with members to ascertain this. For
step 1b, the most important consideration is that of future measurement. This is critical in identifying the future
impact of resiliency efforts as many community-led risk reduction strategies fail to decide on a consistent form of
measurement that can be calculated at any point in time (Ostadtaghizadeh et al., 2015). Finally, it is suggested
that for step 1c, deciding on a location or process for hosting workshops that is consistent improves and speeds
up valuable knowledge exchange (Wells et al., 2013; Cretney, 2016).
Analyzing Strategies

This is commonly used as the middle step of double-loop learning, or the first step of single-loop learning
(Greenwood, 1998), whereby the user identifies and assess plans and strategies devised to cope with experiences
which pre-date the event (Argyris, 1977). This is a step argued to be valuable in highlighting the strengths and
weaknesses of existing management and planning that may latter be focuses for improvement (Greenwood, 1998).
It is recommended that for step 2a, the main themes of the community experience should be discussed objectively
and separately to ensure that underlying causes can be fully understood (without being influenced by assumptions
from other issues) (Levin et al., 2014). For step 2b, it is recommended that community members themselves
suggest and contact relevant actors from a range of backgrounds. This would foster higher levels of community
engagement (Rogers et al., 2016), as well as forming a grass-roots response strongly associated with generating
higher social capital (Cretney, 2016).
Understanding Results

This is commonly the last step of both single-loop and double-loop learning (Greenwood, 1998), whereby the user
evaluates what actually happened, or what the actual measurable results of an experience were (Argyris, 1977).
This is a particularly important step in the context of disaster management efforts given the potential high damages
and mortality of disasters which may last for decades after an event, affecting a multitude of aspects of one’s daily
life (Demchak et al., 2010). It is recommended that step 3a be conducted with the unique aspects of SIDs and
SICs taking priority, ensuring that social capital can be fed back into targeted areas which may fail to be identified
on national and international scales (Tompkins, 2005). It is recommended that step 3b, making recorded
information openly available, should be communicated clearly to citizens and actors alike – another aspect argued
to foster better information exchange and communication post-disaster (Cretney, 2016).
Social Feedback

This is a new suggested step designed to feedback social capital generated post-disaster, and throughout the
previous single-loop and double-loop learning steps, back into communities to improve future resiliency. This is
argued by literature such as Chacowry et al., 2018 and Nelson, 1990 as an integral component in reducing future
risk, and even in mitigating other negative effects caused by disaster. Particularly for SIDs, this step has the
potential to have beneficial impacts due to the wealth of local and community-held knowledge in SICs (Smith,
2012), and in offering an alternative method of generating post-disaster data that does not rely on high-tech
equipment or processing (Kaly et al., 2002; Mackay et al., 2018). It is recommended that each of these steps take
into account the findings of the previous phases to guide planning accordingly, ensuring that the initial issues
identified by SICs remain at the forefront of community discussions, two-way communications and authority
collaborations (Levin et al., 2014).
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CONCLUSION

For SIDs, managing the risks posed by disaster is difficult given their unique characteristics and underlying
factors. With the impacts of climate change likely to increase in coming years, there is a pressing need to utilize
all available approaches and methods in coping with risk and vulnerability. For SIDs, this must take into account
geographical location, national demographics, complex ecosystems, island politics and fluctuations in socioeconomic development. The data available to them however is lacking. This means that in order to improve
community resilience alternative methods of utilizing and generating valuable data must be found and tailored to
communities themselves. Using interview data and analysis, as well as literature guidance, this paper proposes
one such method of improving community resilience for SIDs. This has a formed a “Lessons Learnt Framework”
(LLF) which can be employed in the post-disaster phase of an event, designed to capture citizen’s experiences
throughout disaster. This can be employed in SICs to support community resilience in future events.
Limitations and Future Work

While the proposed framework has been created through multiple methodological steps in the Caribbean context,
it has yet to be validated through further case study applications. Therefore, the LLF should be applied in
additional SID cases to assess the strengths and weaknesses of the proposed framework, and to highlight the ways
in which it may be tailored to specific SIDs rather than a generalized application. This should produce a more
detailed understanding of (i.) the range of methods by which data could be fedback into communities, (ii.) how
SIDs differ from one another, and (iii.) other factors that may affect framework application. More specific
applications may subsequently allow SIDs to address issues in their own unique riskscapes, while requiring fewer
economic and physical resources.
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ABSTRACT

Extreme weather events (EWEs) are significant threats to urban regions. One major reflection of such impact is
the EWE-induced perturbation to urban human mobility, which has been documented in a number of recent studies.
This study aims to examine the spatial distribution of such perturbation within a city among different areas that
are characterized by the type of function and the distance to city center. A case study was conducted on a major
rainstorm in the City of Nanjing, China in 2017, based on trajectories of all taxis in the city before and during the
rainstorm. It was found that the rainstorm caused decrease in people’s travel demand throughout the city, although
the magnitude of perturbation and level of resilience notably differed among areas of different functional types.
In addition, the urban mobility in areas distant from the city center were relatively less influenced by the rainstorm.
Keywords

Extreme Weather Event, Human Mobility, Perturbation, Resilience, Spatial Distribution.
INTRODUCTION

Extreme weather events (EWEs), which are defined as events rarer than the 10 th or 90th percentile of a probability
density function estimated from observations at a certain place (IPCC, 2014), have been proved to increase in
both frequency and intensity due to climate changes (Sobel and Tippett, 2018; Stott, 2016; Van Aalst, 2006). In
the past few decades, EWEs have shown increasingly powerful influence to human beings and their habitats
around the world. For example, in 2018, the top three most expensive EWEs in the United States, namely,
hurricanes Florence and Michael as well as California’s wildfires caused a total damage of over $41 billion (CBS
NEWS, 2018). Moreover, recent research has projected that this trend will continue to expand in the future
(Forzieri et al., 2016). Thus, there is increasing awareness across business, governments and civil society of the
urgency of tackling risks from EWEs (Collins, 2018). This is of particular relevance to urban regions which, with
large population and intensive assets, are extremely vulnerable to threats from EWEs (Force, 2013; Godschalk,
2003).
In recent years, with the increasing accessibility to various human mobility data through GPS, social media
platforms and mobile phones, urban mobility provides a new perspective for assessing the impacts of EWEs.
Perturbation to urban mobility can reflect the overall adverse influence of EWEs associated with reduced
transportation infrastructure capacities, adverse weather and commuting conditions, interrupted economic
activities and disturbed social dynamics (Zhang, 2019). An increasing volume of recent research has found that
the statistical properties of human mobility at the population level, described by metrics such as travel
displacement and radius of gyration, would be notably perturbed. For example, Wang and Taylor (2014) found
that the number of long-distance trips decreased while the number of short-distance trips increased during
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hurricane Sandy. The same phenomenon was also observed in another study that examined several severe winter
storms in the northeastern United States (Wang et al., 2017). Yabe et al. (2016) found that the average movement
of individuals showed an immediate increase in the aftermath of the Kumamoto Earthquake and then began to
decrease after about an hour. Furthermore, the distribution of radius of gyration of the population may also change
during abnormal time (Lu et al., 2016; Wang et al., 2017), and the average radius of gyration became much higher
immediately after Haiti earthquake. Meanwhile, despite the deviation of human mobility distribution, the overall
mobility pattern has found to be resilient to some extent. For instance, Wang and Taylor (2014) found that human
mobility possessed an inherent resilience even in abnormal time in a case study of Hurricane Sandy, suggesting
the possibility of predicting mobility during hurricanes based on normal mobility data. Similar conclusion was
also drawn in a study that investigated multiple types of natural disaster. The distribution of travel distance in
abnormal time would still follow a power-law distribution and show significant correlation with that in normal
time (Wang and Taylor, 2016). Existing studies have also developed a few metrics to quantify human mobility
perturbation and resilience. For instance, Wang and Taylor (2016) used the shifting distance of center of mass
between steady state and perturbation state to quantify the variation of individual mobility pattern. Zhang et al.
(2019) proposed a new metric, termed relative total distance (RTD), to measure the instantaneous urban human
mobility perturbation, and another metric, termed accumulated perturbation (AP) to measure the accumulated
perturbation of human mobility in a city or its subareas.
Despite these prior studies, however, there is still limited understanding of urban human mobility perturbation
during EWEs (Wang and Taylor, 2014). While most prior research focused on the overall human mobility
perturbation in a city, there is a gap where the spatial distribution of human mobility perturbation, including the
variance of perturbation among different areas in a city, has barely been examined. In the study of Zhang et al.
(2019), a preliminary exploration of the spatial distribution of human mobility perturbation was conducted. It was
found that the resilience of different areas in a city to the EWE impact, measured by the mobility perturbation,
was significantly different. While such variance may be attributed to a range of factors, such as infrastructure
service, local demographics and zone functionalities, the spatial characteristics of an urban area has been proven
a major factor that is influential on people’s commuting behavior (Beecham el al., 2014) hence on their mobility
patterns. Exploring the relationship between the spatial characteristics of an urban area and the mobility
perturbation of population located within the area may contribute to further understanding of the factors affecting
urban resilience, thus helping answer questions such as what specific impacts different areas in cities would endure
during EWEs, how to develop efficient measures to predict and mitigate possible EWE-induced impacts, and
ultimately how to enhance the overall resilience of urban population when influenced by the EWEs.
Motivated by the above gap, this study aims to examine the spatial distribution of the impacts of EWEs on urban
human mobility, and analyze the variance of mobility perturbation among urban areas with diverse spatial
characteristics. Using the aforementioned two metrics (RTD and AP) developed by Zhang et al. (2019), this study
examines the relationship between the EWE-induced human mobility perturbation in an urban area and the spatial
characteristics of the area. The spatial characteristics of an urban area are describe based on its type of function
that can be represented by points of interest (POIs) within the area, and its geolocation that is described based on
its distance to the city center. Using taxi trajectory data, a case study was conducted in the City of Nanjing, the
capital of Jiangsu Province in China. The case study focused on a major rainstorm event in June 2017, which
severely impacted human mobility in the city. This study contributes to the existing body of knowledge by
connecting the analysis of EWE-induced mobility perturbation with spatial characteristics of different areas in a
city, which could shed new light on how and why human mobility perturbation varies within a city, and inform
the development of appropriate area-specific measures to mitigate the impacts of EWEs on urban human mobility.
For theoretical analysis, the findings in this study provide basis for building models to simulate human mobility
during abnormal time. In terms of practical application, this study provides valuable decision-making basis for
policy makers on the issue of risk reduction. By analyzing the difference of vulnerability among different urban
areas, we can further estimate or predict the risks faced by different areas under EWEs. In this way, policy makers
can achieve more efficient allocation of resources among different types of function areas and take more targeted
responses when EWEs happen.
DATA AND METHODS
Rainstorm in Nanjing

The city of Nanjing covers a total area of 6,587 km2 and consists of 94 sub-districts. It has a total population of
8.44 million people. The city experienced a major rainstorm on June 10, 2017, with a total precipitation of over
210 mm. The rainstorm lasted for about one day, and the whole city was severely affected. Based on the
precipitation records obtained from Jiangsu Meteorological Bureau, the hourly precipitation in the city during the
rainstorm is presented in Table 1. The peak hourly rainfall was over 30mm, which exceeded the threshold of the
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highest level of rainfall intensity set by the American Meteorological Society (AMS, 2012), setting a new
meteorological record of Nanjing in 66 years (Xinhua, 2017).
Table 1. Hourly Precipitation of Nanjing Rainstorm on June 10, 2017

Time

Hourly participation
(mm)

Time

Hourly participation
(mm)

0:00

0.1

12:00

17.39

1:00

0.2

13:00

24.40

2:00

1.55

14:00

9.83

3:00

4.88

15:00

1.12

4:00

5.07

16:00

3.43

5:00

0.68

17:00

11.66

6:00

5.17

18:00

7.91

7:00

17.75

19:00

2.61

8:00

24.15

20:00

0.38

9:00

22.12

21:00

0.29

10:00

30.68

22:00

0.15

11:00

18.78

23:00

0.10

Data description
Taxi trajectory data

In Nanjing, every taxi reports its vehicle ID, timestamp, longitude, latitude, velocity, angle and passenger status
to a central server every 10 seconds during operation through a sensor equipped on it. The data were collected by
local authority for transportation management purpose and were not openly available. By working with the local
authority, we accessed the trajectory data of all taxis in the city over a period covering the day of the rainstorm
(from June 3, 2017 to June 24, 2017). The dataset included about 0.5 billion data entries. The vehicle IDs in the
data provided to the us were partially anonymized to protect privacy. The data were cleaned by removing
corrupted entries and merging duplicate ones caused by sensor malfunction. A few examples of data entries are
shown in Table 2. The number 0 in passenger status means no passenger in the car and 1 means the opposite.
Table 2. Examples of Taxi Trajectory Data Entries

Vehicle ID

Timestamp

Longitude

Latitude

Velocity

Angle

Passenger Status

A9378*

170603004852

118.77095

32.05263

30.89

110

0

A9680*

170603004858

118.80852

32.02560

31.97

92

1

A8866*

170603004847

118.78297

31.99775

0.47

122

1

A9487*

170603004857

118.77473

32.04868

20.77

192

0

A7668*

170603004418

118.71339

32.12084

49.97

52

0

A9764*

170603004850

118.78974

32.04553

8.1

182

0

AB693*

170603004850

118.71868

32.02612

64.98

118

1

POI data

We collected points of interest (POI) data of the entire city from AMap (2019), one of the most widely used
AutoNavi apps in China, through its online application programming interface (API). The POI dataset consisted
of 18,2413 data entries. Each entry had 9 fields, including POI name, POI category, POI type, address, province,
city, county, longitude and latitude. There were totally 14 POI categories, which were further divided into 103
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POI types. These categories are listed in Table 3, and a few examples of POI data entries are shown in Table 4.
Table 3. A List of POI Categories

Category
Catering services

Commercial real estate

Scenic spots

Accommodation services

Public facilities

Sports and leisure services

Transportation facilities services

Life services

Enterprises

Medical and health care services

Shopping services

Government agencies and social organizations

Finance and insurance services

Scientific and educational cultural services
Table 4. Examples of POI data entries

POI name

Category

Province

City

County

Longitude

Latitude

** Supermarket

Shopping Service

Jiangsu

Nanjing

Liuhe

118.92477

32.32344

**Plaza

Shopping service

Jiangsu

Nanjing

Liuhe

118.80955

32.52962

**Drugstore

Health care service

Jiangsu

Nanjing

Xuanwu

118.82854

32.10565

**Hospital

Health care service

Jiangsu

Nanjing

Gulou

118.74733

32.06671

**Restaurant

Catering service

Jiangsu

Nanjing

Jiangning

118.86836

31.68686

Methods
Identification of functional area

Drawing on prior research about urban functionalities (Chi et al. 2016, Yuan et al. 2012), the type of function of
an urban area belongs to one of the seven categories shown in Table 5. The table also includes a mapping between
these categories and the default POI categories in the POI data set.
Table 5. Function Category of POI and Function Types of Urban Area

POI categories in AMap

Type of function of urban areas

Commercial real estate

Real estate

Medical and health care services
Scientific and educational cultural services

Education and health care

Catering services
Accommodation services
Shopping services
Finance and insurance services
Life services
Sports and leisure services

Catering and entertainment

Scenic spots

Parkland

Public facilities
Transportation facilities services

Public service facilities

Government agencies and social organizations

Government agencies and social organizations

Enterprises

Enterprises

There were 94 sub-districts in Nanjing, and 93 of them covered an area greater than 1 square kilometer. For finegrained analysis, we firstly needed to divide the city into square units by certain scale. A smaller unit would likely
contribute to the accuracy of the identification of its function type, but would contain fewer trajectory data entries,
decreasing the reliability of the calculated mobility perturbation. After comparing the results which were
calculated respectively based on 2km × 2km, 1 km × 1km and 500m × 500m grids, we decided to use 1km ×
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1km grids, which divided the city into around 6400 square units. The distribution of units in terms of the number
of POIs within their boundaries is shown in Figure 1.

Figure 1. The Number of POIs per Unit

To identify the type of function of each unit, firstly, the numbers of POIs belonging to each of the seven function
types were counted for each unit, based on the POI data collected from AMap. Next, we adopted two indicators,
namely the frequency density index (Fi) and the ratio index (Ci), which were calculated according to Eq. (1) and
Eq. (2) (Chi et al., 2016):
𝑛
( 𝑖 = 1,2,3,4,5,6,7)
(1)
F =
𝑁
C =

𝐹
∑

𝐹

( 𝑖 = 1,2,3,4,5,6,7)

(2)

where Ni is the total number of i-th type of POI, and ni is the number of i-th type of POI in a unit. Each unity could
be represented by a sequence as follows: [Unit ID, C1, C2, C3, C4, C5, C6, C7]. Then, the function type of a unit
was determined based on the following principle (Chi et al. 2016):
● When Ci of a unit exceeded 50% for any value of i, this unit was considered to have function type i;
● When Ci of a unit was less than 50% for all values of i, this unit was considered to have a mixed function
type;
● When there was no POI within a unit, this unit was considered invalid and hence excluded from the analysis.
After the function type of every unit within the city boundary was identified, the collection of all units with the
same function type i was referred to as functional area i hereafter in the paper. In other words, a functional area
refers to a collection of units of the same function type distributed across the city. By definition, there were seven
types of functional areas.
Assessment of human mobility perturbation

In this study, relative total displacement (RTD) is used to measure instantaneous human mobility perturbation of
a certain functional area under EWEs based on taxi trajectory data. As a metric measuring human mobility, total
displacement (TD) is the accumulated consecutive displacements of all taxis in a certain area during a period of
time (Zhang et al., 2019). Based on that definition, total displacement of the x-th unit during the t-th period can
be calculated based on Eq. (3):
TD

,

=

𝑑

(3)

where m is the number of taxis traveling in x-th area of the city during t-th timespan, n is the number of locations
the j-th taxi visits during this timespan and dij is the i-th displacement in the trajectory of the j-th individual, which
can be calculated based on Eq. (4) (Wang and Taylor 2016):
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d = 2𝑟 × sin

𝜃
sin (

,

−𝜃,
) + cos 𝜃
2

,

cos 𝜃 , sin (

𝜑

,

−𝜑,
)
2

(4)

where r is the radius of the earth, 𝜃 , and 𝜑 , are the latitude and longitude of the former position in the idisplacement of the j-th taxi, and 𝜃 , and 𝜑 , are the latitude and longitude of the latter one.
To calculate the deviation of TD from normal , TD , a baseline showing the mobility of taxis in normal time, and
RTD can be computed based on Eq. (5) and Eq. (6) (Zhang et al., 2019), where x means the sequence of the unit
and t means the sequence of time period:
TD

,

=

∑

𝑇𝐷 ,
𝑀

,

(5)

where these 𝑇𝐷 values are associated with the same areas, as well as with the same hour of the same day of the
week, to avoid daily periodicity, over two weeks before and two weeks after the rainstorm. Then, RTD of the xth unit during the t-th period can be calculated by normalizing TD with the baseline, TD :
𝑅𝑇𝐷

,

=

𝑇𝐷

,

𝑇𝐷

,

(6)

× 100%

Quantification of accumulated perturbation impacts on human mobility

As an EWE develops over time, its intensity changes, leading to variations in its impacts. These variations, coupled
with the fact that urban population tend to adapt to EWE-induced impacts by dynamically adjusting their travel
preferences and behaviors (Zanni & Ryley, 2015), may cause human mobility perturbation to be highly fluctuant.
It is therefore important to track the fluctuations and evolution of human mobility, and assess the accumulated
perturbation impacts throughout the entire timespan of the EWE, for which purpose the metric AP was introduced
(Zhang 2019). The AP value of the x-th unit throughout the rainstorm can be calculated based on Eq. (7):
1 − 𝑅𝑇𝐷
𝑡 −𝑡

𝐴𝑃 =

,

(7)

𝑑𝑡

where 𝑡 is the moment of occurrence of perturbation in x-th area, and 𝑡 is the moment when human mobility
totally returns to a normal level.
It needs to be noted that, while in general it is natural to expect human mobility to be impeded by the EWEs, there
also exist units where TD might increase in certain short periods of time during the EWEs, especially when the
TD is assessed in small spatial scale (e.g. 1 km x 1 km or less). Although decreases and increases in TD are both
perturbation to urban mobility, when calculating AP, only decreases in TD are considered, as they indicate
negative effect on urban mobility, which is the primary concern when assessing the perturbation to human mobility
and resilience of the urban system. Increases of TD in a unit, which may result from temporary increases of
operating taxi numbers and varying traffic conditions, indicate that the unit is not experiencing negative impacts
during these short periods. If the increases of TD are counted in AP, it would lower the values of AP and hence
result in underestimation of the impacts of EWEs. Therefore, when calculating AP, only RTD values between
[0,1] were integrated in this study, leading to an adjusted version of Eq. (8):
𝐴𝑃 =

1 − 𝑅𝑇𝐷
𝑡 −𝑡

,

𝑑𝑡

(𝑤ℎ𝑒𝑛 𝑅𝑇𝐷

,

< 1)

(8)

Calculating inflow and outflow

The inflow and outflow of every type of functional area, defined as the number of trips arriving at or leaving the
functional area, were calculated in this study. After preprocessing the trajectory data, the information of each trip
made by taxi passengers, including its start time, start location, end time and end location, was extracted, as shown
in Table 6. When a trip started in a unit, it was counted in the outflow of the functional area that the unit belonged
to; Similarly, when a trip ended in a unit, it was counted in the inflow of the functional area that the unit belonged
to.
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Table 6. Examples of Taxi Ride Record

Start Time

Start Longitude

Start Latitude

End Time

End Longitude

End Latitude

0603061324

118.8838

32.1339

0603061824

118.92477

32.32344

0603065312

118.8827

32.1301

0603071252

118.80955

32.52962

0603075306

118.8869

32.1310

0603084311

118.82854

32.10565

0603093418

118.9446

32.1098

0603093838

118.74733

32.06671

RESULTS
Functional area identification

Based on the method explained in the last section, the function type of each unit within the city boundary was
identified, as depicted in Figure 2.

Figure 2. Spatial distribution of Different Functional Areas in Nanjing

In Figure 2, the spatial distributions of eight different functional areas (including mixed functional area) are plotted.
Each type of functional area is represented by a different color. The white area within the city boundary indicates
invalid units. As summarized in Table 7, there were a total of 4506 valid units. Mixed area and enterprises area
accounted for about 56% of all valid units. Real estate area, education and health care area, parkland area and
government agencies & social organization area only made up a small proportion of all valid units. In addition, as
shown in Figure 2, mixed function area and catering & entertainment area were mainly distributed around city
center. Parkland area was mainly located in several regions in the city, and enterprises area showed a trend of
aggregation. Education & health care area, public service facilities area and government agency & social
organizations area shared a similar spatial distribution. Education & health care area was mainly located in the
eastern and southern suburban regions, while the majority of public service facility area was located in western
and northern suburban regions.
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Table 7. The Number of Different Functional Areas

Functional Area

Number of units

Percentage (%)

Real Estate

55

1.22

Education and Health Care

116

2.57

Catering and Entertainment

716

15.89

Parkland

149

3.31

Public Service Facilities

739

16.40

Government Agencies and Social Organizations

193

4.20

Enterprises

1444

32.05

Mixed Function

1094

24.28

Real Estate

23

2.10

Education and Health Care

40

3.66

Catering and Entertainment

355

32.45

Parkland

20

1.83

Public Service Facilities

104

9.51

Government Agencies and Social Organizations

123

11.24

Enterprises

429

39.21

Mobility perturbation in different functional areas
Selected area

Since each unit only covered an area of one square kilometer and the trajectory data were only collected from
taxis, the data entries in some areas were limited for statistical analysis. To ensure the reliability of the results,
units with insufficient data points should be excluded. Specifically, if TD value of a unit was 0 in a period of one
hour, this period was considered as invalid, and only units with at least 5 valid periods during the entire day of the
rainstorm were considered valid units and included in the analysis. The distribution of valid units and their TD
values in normal time and during the rainstorm are illustrated in Fig. (3), in which blackish color indicates higher
TD value and whitish color indicates otherwise. Figure indicates the TD values of the valid units in normal time
and during the rainstorm were highly alike, with slight variations in certain regions as highlighted in figure.
Inflow and outflow in different functional areas

Prior research has pointed out that the function of an area may have a strong correlation with the traveling behavior
of people who visit the area, and used the inflow and outflow of a given area as two metrics to characterize such
traveling behavior (Yuan et al., 2012). In this section, the change in inflow and outflow of different functional
areas was analyzed to understand how people’s travel behavior was affected under EWEs. The results are
illustrated in Figures 4 and 5. The outflow and inflow in catering and entertainment area, enterprises area and
mixed function area were higher than other types of functional areas by an order of magnitude, thus they were
plotted in two separate subfigures in Figure 4. For all types of functional areas, daily inflow and outflow decreased
during the rainstorm, which suggested the rainstorm in general significantly affected the travel demand of the
urban population. Among the eight types of functional areas, public service facility area and government & social
organizations area were highly affected. The changes in real estate area, parkland area and education & health
care area were a little less significant. Catering & entertainment area, enterprises area and mixed function area,
with high volumes of inflow and outflow both in normal time and during rainstorm, were only slightly affected.
As can be seen in Figure 5, public services facility area, parkland area and government & social organization area
showed biggest variations from normal time, while other areas were relatively alike. This was probably because
in the above three types of areas, human activities were sensitive to the impact of EWEs, while human activities
in other functional areas were less elastic. Specifically, public service facility area was mainly characterized by
POIs such as subway stations, bus stations and other public transportation facilities. The above results indicated
that, under the influence of rainstorm, people were less likely to choose public transportation, causing the
reduction of travel demand in public service facility related units. According to Figure 5, the impact lasted for an
entire day. Similarly, people tended to cancel their trips to parkland or postpone their schedule to government
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agencies and social organizations during rainstorm, contributing to lower inflow and outflow in these functional
areas. The reduction of inflow and outflow in parkland area started from around 9:00 am and lasted until 19:00
pm, while that in government & social organizations area started from 7:00 am and lasted through midnight.

Figure 3. The TD of Units in Normal Time and During Rainstorm

(a)

(b)
Figure 4. The Inflow and Outflow of Each Functional Area
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Figure 5. The Inflow and Outflow of Each Function Area throughout the Day
TD in different functional areas

To further analyze and compare the mobility perturbation across different types of functional areas, we calculated
TD and AP for each type of functional area. The moment of occurrence of perturbation and the moment when
human mobility totally returns to a normal level were determined using the same approach used in Zhang et al.
(2019). The indicator, RTD, assesses the instantaneous perturbation of urban mobility at a given moment, while
the indicator AP assesses the accumulated perturbation of urban mobility over the entire lifespan of the EWE. AP,
whose value varies between [0,1], indicates the resilience of the corresponding area to EWEs impacts. Smaller
AP values indicates higher levels of resilience. According to Table 9, enterprises area was the most resilient among
all eight types of functional areas, and parkland area was the least resilient. Maybe it’s because that the rainstorm
happened on Saturday when people normally spend their time in parkland areas. Influenced by rainstorm, the
operating taxis in parkland areas decreased seriously, contributing to higher AP. However, for enterprises area,
human mobility is mostly contributed from commuting behaviors, which are relatively more stable and less
influenced by rainstorm. Therefore, enterprises areas showed high resilience during rainstorm. It can be also
informed that though real estate area and education & health care area experienced similar changes in inflow and
outflow, TD of these two types of areas were influenced differently. More specifically, TD in real estate area
decreased during rainstorm, whereas TD in education and health care area increased. Furthermore, education and
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health care area was more resilient than real estate area. It was also found that, even though highly influenced in
terms of travel demand, public service facility area was relatively resilient. In addition, the spatial variance of AP
is illustrated in Fig. 6. It is shown that units located in different regions, even if belonging to the same function
area, may have significantly different AP values. This suggested that the AP value of a unit was to some extent
determined by its spatial characteristic.
Table 9. TD and AP of Each Functional Area

Area

TD during rainstorm (km)

TD in normal time (km)

AP

0.Real Estate

5506310.50

6002198.00

0.1585

1.Education and Health Care

2203730.30

2173677.60

0.1170

2.Catering and Entertainment

212458820.00

242035220.00

0.1278

3.Parkland

779604.46

1344520.40

0.4140

4.Public Service Facilities

2228126.60

2068161.10

0.1368

5.Government and
Organizations

828194.60

769447.50

0.1531

6.Enterprises

50175947.00

51352692.00

0.1031

7.Mixed Function Area

309718640.00

360035670.00

0.1293

Social

When comparing the temporal variance of TD in normal time and during rainstorm (see Figure 7), it was found
that different functional areas showed different degrees of resilience. While several functional areas experienced
an obvious decrease in TD, other functional areas saw increases in TD in certain short periods during the rainstorm.
For catering & entertainment area and mixed function area, TD began to be affected from 7:00 am, and then the
impact gradually expanded. Parkland area was the most affected, and the impact lasted from 7:00 am to 9:00 pm,
which suggested human mobility near locations like parks and scenic spots were sensitive to the influence of
rainstorm.

Figure 6. The Spatial Variance of AP in Different Functional Areas

WiP Paper – Data and Resilience: Opportunities and Challenges
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

376

Zhang et al.

Urban Mobility Perturbation and Its Spatial Distribution

Figure 7. TD and RTD Curve for Each Functional Area
Distance to city center and mobility perturbation

As Figure 6 suggests, units of the same functional area may have significantly different AP values, at least partly
depending on where in the city they were located. One major factor that determined the spatial characteristic of a
unit was its distance to the city center. Hence, it was hypothesized that a unit’s distance to city center may
determine its magnitude of mobility perturbation. To test this hypothesis, we depicted Figure 8, in which blackish
color indicates smaller AP values and hence higher resilience, and whitish color indicates the opposite. It can be
seen in the figure that the AP values of units near the city center were notably larger, while those located in
suburban areas were smaller. The relationship between a unit’s distance to city center and its RTD and AP values
is further shown in Figure 9 and Figure 10. This result suggested that, for all types of functional areas, units that
were distant from the city center were relatively less influenced by the rainstorm.

Figure 8. The Distribution of AP in Selected Area
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Figure 9. Correlation between Distance to City Center and AP Values

Figure 10. Correlation between Distance to City Center and RTD Values
CONCLUSIONS

This study aimed to explore the correlation between EWE-induced human mobility perturbation in urban areas
and their spatial characteristics, by examining a case study of a major rainstorm in the City of Nanjing in 2017.
We divided Nanjing into small units, and extracted the spatial characteristic of these units, including their function
type and distance to city center. Based on taxi trajectory data before, during and after the rainstorm, we assessed
the spatial and temporal characteristics of human mobility perturbation in each unit, and correlated the assessment
results with the spatial characteristics of the units. The findings showed that travel demand decreased in all types
of functional areas during rainstorm. It was also found that human mobility in different types of functional areas
were influenced by the EWEs to different degrees, showing different levels of resilience. In addition, areas far
from the city center were generally less influenced by the rainstorm. These findings are expected to contribute to
the understanding of the variance of mobility perturbation among different areas in a city, which would allow a
more fine-grained prediction of influence caused by EWEs, hence supporting the mitigation of EWE-induced
impacts and strengthening the urban crisis management practices.
That being said, there are several limitations in this study that are noteworthy. Firstly, urban areas may have
certain spatial characteristics that are not fully reflected by their POIs, therefore complementary data may be
needed to better represent their spatial characteristics. Secondly, the human mobility and its perturbation was
assessed based on taxi trajectories, which could not reflect the mobility associated with other modes of transport,
and due to the nature of the trajectory data, the analysis could not be done at the individual passenger level. This
issue could be resolved once other types of human mobility data such as mobile phone trajectories are made
available. More importantly, this study mainly focused on unrevealing the statistical relationships between urban
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areas’ spatial characteristics and their EWE-induced mobility perturbation, however, the underlying mechanisms
that shape such relationships still require further investigation in future research.
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ABSTRACT

Resilience is understood as the ability of a system, community or society exposed to hazards to resist, absorb,
accommodate, adapt to, transform and recover from the effects of a hazard in a timely and efficient manner. So
far, dozens of measurement instruments have been developed to measure community resilience to disasters,
considering each one different types of hazards (general, natural, climate, man-made, etc.) and communities
(general, urban, rural, etc.). However, none of these instruments has been widely adopted yet. In this context, we
discuss important gaps for resilience research and practice. Then, we propose a conceptual framework to review
community resilience instruments, so to enhance their improvement through two facets (or dimensions) we
propose of customization and integration. This framework is characterized by the following properties for
community resilience instruments: encapsulation, intelligibility, geographical focus, hazard range focus,
connectivity, adaptability to dynamic conditions, datification, and stakeholders’ involvement. We look forward to
apply this framework to review a purposive sample of community resilience instruments regarding natural
disasters.
Keywords

Community Resilience, Measurement Instruments, Disaster Risk Reduction, Stakeholders, Data.
INTRODUCTION

A disaster is a serious disruption of the functioning of a community or a society at any scale due to hazardous
events interacting with conditions of exposure, vulnerability and capacity, leading to one or more of the following:
human, material, economic and environmental losses and impacts (UNISDR, 2017). Disasters have a significant
and increasing impact in Europe and all over the world, producing every year vast number of damaging events
and resulting in adverse impacts on affected people, as well as in economic, material and environmental losses
(European Commission Humanitarian Aid, 2018). Therefore, recently, Disaster Risk Reduction (DRR) has gained
a special importance in the European and global agenda. Specifically, natural disasters (that is, triggered by natural
hazards) are a major concern in recent times because of the combined perceptions of likelihood and expected
impact (World Economic Forum, 2018).
The United Nations (UN) DRR Agenda is closely linked to UN 2030 Agenda for Sustainable Development,
especially through the concept of resilience of communities and territories. According to UN terminology,
resilience is understood as the ability of a system, community or society exposed to hazards to resist, absorb,
accommodate, adapt to, transform and recover from the effects of a hazard in a timely and efficient manner. So,
enhancing resilience to natural hazards is important for sustainable development.
In this context, the UN Sendai Framework for DRR 2015-2030 was adopted by UN member states at the UN
World Conference on DRR (United Nations, 2015). Related to this work, three key points from this framework
are to be emphasized: 1) The importance of ex-ante disaster planning and resilience building oriented approaches
versus reactive crisis response oriented approaches; 2) The emergence of the so called “whole-of-society”
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approach to risk management: a networked, participatory, inclusive and collaborative approach, open to the
involvement of all kind of stakeholders (including small and medium-sized enterprises (SMEs), civil society,
NGOs, households and citizens, etc.). This represents a promising alternative versus more traditional top-down
and centralized approaches, which mostly focus on public authorities and emergency professionals in charge of
disaster response; 3) As a direct consequence of the two above-mentioned points, there is also a need of a datadriven approach, in order to integrate in DRR practices of planning and decision-making the diverse types of data
(including small data, thick data, and big data) from a wide range of sources, including reuse of data not originally
intended for DRR purposes, so as to empower this preventive and “whole-of-society” approach.
During the last years, dozens of measurement instruments have been developed to measure community resilience
to disasters, as reviewed recently by Saja et al. (2019), Cai et al. (2018a), Asadzadeh et al. (2017), Peng et al.
(2017), Zamboni (2017), Beccari (2016), Cutter (2016), and Sharifi (2016). They have been designed each one to
deal with different types of hazards (general, natural, climate, man-made, etc.), and in the context of different
types of communities’ geographical situation (general, urban, rural, coastal, etc.). None of these instruments has
been widely adopted so far, and there are important gaps for resilience research and practice.
In this paper, we aim to propose and illustrate a conceptual framework to review community resilience instruments,
as tools for implementation of a UN Sendai Framework type approach.
In section 2 we brief the state of the art through reviews conducted since 2016. In section 3, we propose our
framework to analyze community resilience instruments (CRI) for measurement regarding the implementation of
the UN Sendai Framework approach, based on seven properties (encapsulation, intelligibility, geographical focus,
hazard range focus, connectivity, adaptability to dynamic conditions, datification, and stakeholders’ involvement),
which may be related with two dimensions: customization and integration. In section 4 we propose a checklist for
the application of this framework to CRI instruments. And finally, in section 5 we gather conclusions regarding
further research and development about these instruments.
OVERVIEW OF COMMUNITY RESILIENCE INSTRUMENTS FOR MEASUREMENT

Available CRI may be classified into four main types (Cutter, 2016): 1) Indices summarize observations or
measurements by aggregating multiple indicators (that is, quantifiable variables which represent selected
characteristics of resilience) into a single value; 2) Scorecards provide an evaluation of performance or progress
toward a goal, normally based on qualitative assessments and then converted to scores; 3) Models create simplified
representation of processes using mathematical formulas and/or matrices in order to approximate and understand
relationships and interactions in the real world; 4) Toolkits provide guidance with sample procedures and survey
instruments, or data to use in compilation of indices and scorecards, often provide a ready-made instrument.
Reviews conducted about CRI are summarized in Table 1. In our own account based on the comparison of these
reviews and considering redundancies between them, no less than 100 instruments have been developed since
2010, most of them indices, followed by scorecards and, more rarely, models. Toolkits are usually created to
accompany and illustrate methodologies of indices or scorecards. Most of these instruments (near 90% of them)
deal in some way with disasters triggered by natural hazards; either because they deal with disasters triggered by
all type of hazards (so including natural), with disasters triggered by natural hazards of any kind, or with disasters
related with more specific types of natural hazards (such as climate events, geological events, etc.).
Table 1. Reviews about CRI in chronological order

Saja et al. (2019)

2005-2016, all type of instruments

Number
reviewed
31

Cai et al. (2018)

2005-2017, all type of instruments

79

Asadzadeh et al. (2017)

2006-2016, indices and toolkits

17

Zamboni (2017)

2005-2015, quantitative methods
(mostly indices)

18

Peng et al. (2017)

2005-2015, theory and case studies

-

Sharifi (2016)

2000-2015, all type of instruments

36

Beccari (2016)

1990-2015, indices

106

Authors (year)

Cutter (2016)

Period and scope

2009-2015, all type of instruments

of

instruments

27
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According to them and our own point of view, the main gaps and challenges are the following:
Gap between technical developments and practice. Very few of the developed instruments have been
applied in real-world practice, and most of them in very specific contexts and often as pilot-test,
according to Cai et al. (2018) and Peng et al. (2017).
There is a need to combine top-down with bottom-up approaches, taking into account the decisionmaking context and purposes (Cutter, 2016; Sharifi, 2016).
Community participation and multi-stakeholder engagement have the potential to capture dynamic
nature of social resilience, as affirmed by Saja et al. (2019) and Asadzadeh et al. (2017). Despite being
a main Sendai Framework idea, this has not been systematized.
Adaptation of existing frameworks to different geographical and cultural contexts and different scales
of communities (such as county, municipality, neighborhood), as pointed by Beccari (2016) and Saja
et al. (2018), has been rarely conducted. Most instruments seem to be developed from scratch.
Combine qualitative and quantitative data and methods, which could enrich decision-making
processes (Peng et al., 2017). However, most of the existing instruments are based either on qualitative
data or on quantitative data.
There is a need to extend the resilience measurement from static measurement to system dynamic
modelling (Cai et al., 2018; Lam et al., 2018; Li and Lam, 2018).
Improve data quality and availability, so to improve the utility and usability of resilience metrics,
according to Cai et al. (2018) and Zamboni (2017).
Increase the use of existing internal and external validation methods to show that the instruments and
the conclusions obtained are well-founded and likely correspond accurately to the real world (Beccari,
2016).
Need of inferential methods; few instruments have applied these methods (European Commission
Humanitarian Aid, 2018). Developing inferential models will not only enable the comparison of
resilience at different locations but also provide the ability to predict future resilience when some
conditions change (Cai et al., 2018; Zobel, 2010).
As we have noted, most instruments tacitly or explicitly assume that communities are closed systems,
which is rather unrealistic.
CONCEPTUAL FRAMEWORK PROPOSAL ABOUT CRI’S CUSTOMIZATION AND INTEGRATION

Based on the state of the art as briefed in the previous section, there are two main facets or dimensions to consider
regarding CRI’s improvement: 1) Integration, understood in a wide sense as the incorporation of a wide range of
elements: specially, combination of various kinds of data and engagement of a wide range of stakeholders in
planning and decision-making; 2) Customization in the sense of appliability to different context and needs
(geographical, types of hazard, etc.), and also taking into account human limitations and biases to process
information for decision-making purposes (Simon, 1982).
In our view, taking into account these two facets or dimensions contributes to enhance and effective
implementation and adaption of Sendai Framework type approaches to resilience, through a better sharing and
combination of human, data and knowledge assets, in different contexts. We could think also that the improvement
of CRIs requires some kind of compromise or balance between these two facets: integration of a growing range
of data and stakeholders so to have a more enriched and realistic planning and decision-making process, and
customization so to adapt to specific contexts and needs and avoid human information overload in planning and
decision-making processes. We also recognize this oriented to optimize CRIs from a certain point of view,
supposedly instruments comply properties such as validation, and those related with measurement theory such as
meaningfulness, legitimacy, and usability (Cartwright and Bradburn, 2011).
In the following, we briefly propose and explain a few relevant properties related to integration and customization.
Each one of these properties is not binary but rather part of a continuum. We present first those linked with
customization by alphabetical order, and second those linked with integration by alphabetical order:
Geographical focalization. To what degree the instrument enhances, with no major or significant changes, its
application on an either wider or narrower geographical area, understood this area as the day-to-day geographical
environment for a community. That is, for instance, does the instrument, applied to a city resilience measurement,
easily enhance resilience measurement for a district part of this city, or for the metropolitan area where this city
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is a part? This could be related with mathematical properties of fractality, a concept reviewed related to spatial
phenomena by McLennan et al. (1991).
Hazard range focus. To what degree the instrument enhances, with no major or significant changes, application
on a wider or narrower range of hazards. That is, for instance, does the instrument, applied to natural hazards,
easily enhances resilience measurement for (more specific) climate hazards? Or, does the instrument, applied to
floods, easily enhances resilience measurement for (more general) climate hazards?
Intelligibility. Concerning the knowledge made available for users and other stakeholders by the instrument, to
what degree it may be likely understood by them with no information overload. This concept embraces aspects
such labeling and visualization, studied by information architecture (Morville and Rosenfeld, 2008).
Adaptability to dynamic conditions. To what degree the instrument is valid when conditions change. Does it just
require monitoring more frequently the same set of variables and indicators, or does it also require modifying the
set of variables and indicators? This is related to inferential methodology (Barclay, 2008) and system dynamics
modeling.
Connectivity. Concerning the community as a system, to what degree does the instrument consider the community
as an open system interacting through its boundaries with its external environment. On the opposite, a community
could be considered as a closed system, where interactions through its boundaries are not significant enough so
to be taken into account. This concept is related to open system theory (Scott, 2002).
Datification. To which types of data the instrument deals with. That is, does it combine small data, thick data, big
data and open data? A wide range of data types enriches the potential knowledge which may be extracted from
instruments (Kitchin and Lauriault, 2015; Wang, 2016; Radianti et al, 2019).
Encapsulation. Concerning the knowledge embedded in the instrument, to what degree is it encapsulated and thus
invisible (that is, ‘black box’ type) for users and other stakeholders? Or is it visible and intelligible (so to speak,
‘transparent’)? For instance, you could think of a CRI software available for users where criteria and algorithm
for measurement are absolutely hidden to actual or potential users, and only outputs for final users are shown, as
an example of highly encapsulated knowledge. On the opposite, you could think of an index based on indicators,
where these indicators and the criteria for aggregation are quite clear for the user, as an example of transparency.
This concept is based on typification of knowledge by Van den Berg (2013).
Stakeholders’ Involvement. Range of stakeholders engaged with instrument’s use and/or design. We may consider
two type of stakeholders to be involved: traditional stakeholders (such as emergency management professionals
and public authorities) and non-traditional stakeholders (such as non-governmental organizations, companies,
households). This typification of traditional and non-traditional stakeholders is found in Cerqua and Rapicetta
(2014).
We include Table 2 as a synthesis of these properties.
Table 2. Proposal of relevant properties for CRI instruments

Property

Mostly related with

Other concepts related

Geographical focus

Customization

Fractality (McLennan et al., 1991)

Hazard range

Customization

Intelligibility

Customization

Information architecture (Morville
and Rosenfeld, 2008)

Adaptability to dynamic
conditions

Integration

Inferential methods (Barclay, 2008)
and system dynamics modeling
(Radianti et al., 2018)

Connectivity

Integration

Open systems (Scott, 2002)

Datification

Integration

Small data, thick data, big data, open
data (Kitchin and Lauriault, 2015;
Wang, 2016; Radianti et al., 2019)

Encapsulation

Integration

Encapsulated knowledge (Van den
Berg, 2013)

Stakeholders’ involvement

Integration

Traditional stakeholders, nontraditional stakeholders,
participation (Cerqua and Rapicetta,
2014)
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CHECKLIST FOR POTENTIAL APPLICATION

Then we could think of a tentative checklist related to these properties as in Table 3. It may be used over the
instrument as actually is, or to evaluate the potential of the instrument so to be adapted in order to comply with
one or several properties of the framework proposed.
Table 3. Checklist related to the properties presented in Table 2

Properties
GEOGRAPHICAL FOCALIZATION
It doesn’t allow the application on narrower or broader geographical based communities by an
aggregation or disaggregation procedure, or major changes are needed for it.
It allows the application on narrower or broader geographical based communities by an aggregation
or disaggregation procedure, through significant changes.
It allows the application on narrower or broader geographical based community by an aggregation
or disaggregation procedure, through no changes or minor changes.
HAZARD RANGE FOCUS
It doesn’t allow the application on a wider or narrower range of hazards, or major changes are
needed.
It allows the application on a wider or narrower range of hazards, through significant changes.
It allows the automatic application on a wider or narrower range of hazards, through no changes or
minor changes.
INTELLIGIBILITY
It doesn’t comply with minimum labeling and visualization requirements such as visual presentation
based on a maximum of about 7 items, coherence of labeling system, and understandable
terminology (according to Rosenfeld & Morville 2008).
It partially complies with labeling and visualization requirements such as visual presentation based
on a maximum of about 7 items, coherence of labeling system, and understandable terminology.
It perfectly complies with labeling and visualization requirements such as visual presentation based
on a maximum of about 7 items, coherence of labeling system, and understandable terminology.
ADAPTABILITY TO DYNAMIC CONDITIONS
It may be adaptable in case of changes in the conditions of the system or disaster events, through
major changes in the set of variables.
It may be adaptable in case of changes in the conditions of the system or disaster events, through
minor changes in the set of variables.
It may be adaptable in case of changes in the conditions of the system or disaster events, with no
changes in the set of variables.
CONNECTIVITY
It doesn’t consider the influence conditions in the environment outside the geographical area of
application.
It considers the influence of static conditions in the environment outside the geographical area of
application.
It considers the influence of dynamic conditions in the environment outside the geographical area
of application.
DATIFICATION
It considers one out of three types of data and excludes open data: small data, thick data, big data.
It considers two out of three types of data and includes open data: small data, thick data, big data.
It considers all three types of data and includes open data: small data, thick data, big data.
ENCAPSULATION
Knowledge encapsulated (fully ‘black box’ type).
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Knowledge partially transparent (for instance, being conceptual criteria of the instrument
implemented into a software, software is not open code or mathematical operasionalization is not
easily understood).
Knowledge fully transparent (conceptual criteria and mathematical operasionalizationare easily
understood, and software is open source).
STAKEHOLDERS’ INVOLVEMENT
Non.traditional stakeholders not involved in co-design nor use (just traditional stakeholders
involved)
Involvement of non-traditional stakeholders into co-design but not into use of the instrument (just
used by traditional stakeholders).
Involvement of non-traditional stakeholders into co-design and use of the instrument (as well as
traditional stakeholders).

NEXT STEPS FOR OUR WORK IN PROGRESS

Our next step for this work in progress, considering previous sections, will be:
Elaboration of a list of CRIs regarding resilience to natural disasters, considering mostly reviews
compiled in Table 1, completed with searches in ISI Web of Science, Scopus and Google Scholar.
Ranking of impact of the CRIs in the list, which will be measured based on bibliographical citation in
ISI Web of Science, Scopus and Google Scholar, weighted with time (as newer papers have less chance
to be cited than older ones).
Then, we will exclude papers which can’t be implement or without a proper validation. In addition, other
classical criteria from measurement theory (Cartwright and Bradburn, 2011) such as meaningfulness,
legitimacy, and usability of measures, will be considered as mandatory to be included in the selection of
the sample.
Finally, a purposive sample of the CRIs with most impact will be selected (8 to 12 CRIs). Main criteria
for the selection of the sample will be: diversity of instruments (indices, scorecards, models and
instruments) and geographical/cultural diversity of the environments where these instruments have been
mostly developed and applied.
Selected instruments will be analysed, considering the conceptual framework and the checklist described
in previous sections. From this analysis we expect two main outputs:
o

A SWOT (Strengths, Weaknesses, Opportunities and Challenges) Analysis for each one of the
CRI analysed, regarding its present state and potential of improvement.

o

A compilation of elements for the improvement of our conceptual framework and checklist.

CONCLUSIONS

Dozens of measurement instruments have been developed during the last few decades to measure community
resilience to disasters. First, this paper has identified and discussed gaps for resilience research and practice. The
most important ones are: the gap between science and practice; combine top-down with bottom-up approaches;
community participation and multi-stakeholder engagement to capture dynamic nature of social resilience;
adaptation of existing frameworks to different geographical and cultural contexts and different scales of
communities; combine qualitative and quantitative data and methods; need to extend the resilience measurement
from static measurement to system dynamic modeling; improving data quality and availability; use of existing
internal and external validation methods; and need of inferential methods. Few of the CRIs have applied these
methods. Moreover, this paper has proposed a conceptual framework to review community resilience instruments,
which aims to enhance them through integration (understood in a wide sense: integration of various kinds of data,
engagement of stakeholders in planning and decision-making) and customization to different context and needs
(geographical, types of hazard, etc.). In particular, a few properties that conceptualize and illustrate customization
are: geographical focus, hazard range, and intelligibility. Other properties for integration are: adaptability to
dynamic conditions, connectivity, datification, encapsulation and stakeholders’ involvement.
Several lines of future work stem from this work, so to contribute to improvement of community resilience
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instruments in the context of the Sendai Framework’s implementation. The first is to apply the proposed
framework and checklist to a subset of representative and popular instruments, and extract conclusions regarding
the relation between integration and customization. In addition, further guidelines and examples for each property
could be useful for users and designers, either to improve or combine available instruments (which seems to have
great potential taking into account the present number of CRI developed) or to develop new ones from scratch.
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ABSTRACT

As the third hurricane the U.S. experienced in 2017, Hurricane María generated impacts that resulted in both short
term and long term suffering in Puerto Rico. In this study, we aim to quantify the vulnerability of Puerto Ricans
by taking region and society specific characteristics of the island into account. To do this, we follow Cutter et al.’s
social vulnerability calculation, which is an inductive approach that aims to represent a society based on its
characteristics. We adapted the Social Vulnerability Index (SoVI) for Puerto Rico by using data obtained from
the U.S. Census Bureau. We analyzed the newly calculated SoVI for Puerto Rico and compared it with the existing
deductive approach developed by the Center for Disease Control (CDC). Our findings show that the new index is
able to capture some characteristics that the existing vulnerability index is unable to do.
Keywords

Data Analytics, Hurricane María, Principal Component Analysis, Social Vulnerability Index.
INTRODUCTION

Hurricane María made landfall in Puerto Rico on September 20, 2017 as a Category 4 storm. It has been over 80
years since Puerto Rico last experienced a storm of similar magnitude (Coto, 2017). Puerto Ricans faced hazardous
storm surges, massive amounts of rainfall and riverine flooding, as well as many landslides on the island. The
devastating impacts of Hurricane María were heightened since the federal government was struggling to respond
to the two major hurricanes that affected the US prior to María. Hurricane Harvey, one of the costliest natural
disasters in U.S. history, hit Houston a month before María. Then, Hurricane Irma passed through the north of
Puerto Rico and weakened the island’s infrastructure two weeks before María hit the landfall. The number of
fatalities was officially recorded as 2,957 (Baldwin et al., 2018), and total damages were estimated to be $90
billion mostly in Puerto Rico (Pasch et al., 2018). The need for a simultaneous response to all the three disasters
made the island more vulnerable; and Puerto Rico’s distance from the mainland and high damage to the island’s
ports, airports and roadways worsened the aftermath of the disaster. In addition, the island’s existing infrastructure
was already vulnerable before Hurricane María hit due to the widespread prevalence of informal housing units,
rapid urbanization efforts and late adaptation to strict building codes (Viglucci, 2018). More than a year after
Hurricane María, many vulnerable people have no choice but to live in unsafe living conditions due to the poor
state of structures prior to María as well as the insufficient response efforts.
Social vulnerability is defined as a multidimensional concept used to identify population characteristics and
experiences that enable them to respond to and recover from environmental hazards (Cutter et al., 2003). The
pioneering study of Cutter et al. focuses on a Social Vulnerability Index (SoVI) calculation for the United States.
However, adaptations of this method are needed to fit this index to different cultural, socioeconomic and
demographic characteristics of different regions (Aksha et al., 2018; Chen et al., 2013; Guillard-Gonçalves, 2015;
de Loyola Hummell et al., 2016). Because of all mentioned above, there is a need to adapt the vulnerability index
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for Puerto Rico. In this research, we attempt to propose an augmented social vulnerability index in order to better
capture regional and societal characteristics of the island.
In this study, we first investigated literature for existing vulnerability calculation methods, applications of
vulnerability calculations and adaptations for different regions. Then, we acquired data for Puerto Rico from the
U.S. Census Bureau which initially included roughly 900 variables. After performing data processing, we
followed the factor analytic approach of Cutter et al. (2003) and calculated the Social Vulnerability Index for
Puerto Rico. Then, we analyzed the newly calculated index in terms of the importance of variables and
representative variable groups. Furthermore, we compared our index with an existing vulnerability index
developed by the Center for Disease Control (CDC).
LITERATURE REVIEW

Severity and distribution of disaster impact depends on hazard characteristics, community exposure, and
vulnerability of built environment (Yoon, 2012). Vulnerable groups are likely to be impacted more from
hazardous events because they tend to reside in vulnerable structures and in hazard prone areas, and they have
less resources to recover (Cutter, 2003). Therefore, measuring social vulnerability is important for understanding
risk and for increasing resilience of the vulnerable groups (Birkmann, 2006).
Vulnerability measurement literature spans a variety of approaches to quantify social vulnerability such as factor
analysis (Cutter et al., 2003; Aksha et al., 2018; Chen et al., 2013; Guillard-Gonçalves et al., 2015; Holand et al.,
2011; de Loyola Hummell et al., 2016), analytical hierarchical process (Armas and Gavris, 2016; Fernandez et al.,
2016) and survey-based measurement (Armas, 2008). Despite the success and theoretical strengths of these
approaches in explaining the current vulnerability to environmental hazards in a specified region, updating an
outdated index or quantification for a new region is a challenging issue because proposed methods require
population-specific or region-specific modifications due to the cultural, socioeconomic, demographic or political
characteristics, and most importantly, data availability. Because of this challenge, many adaptations of social
vulnerability calculation exist in the literature, most of which are based on the social vulnerability index (SoVI)
calculation method of Cutter et al. (2003), a leading, well-known and highly cited study. Aksha et al. (2018)
suggest required modifications in SoVI calculation for Nepal in order to reflect the socioeconomic, physical and
political context of the country. Similarly, modified SoVI approaches were proposed to reflect the social and
cultural context of the Yangtze River Delta Region of China (Chen et al., 2013), Greater Lisbon in Portugal
(Guillard-Gonçalves et al., 2015) and Brazil (de Loyola Hummell et al., 2016).
Some of these studies suggest deductive quantification methods that use the available and reliable small set of
variables that are assumed to well-represent the population characteristics. Social Vulnerability Index (SVI) of
the CDC is an example of the deductive approaches where a determined set of social factors grouped into four
themes is used in the index calculation (Flanagan et al., 2011). Frigerio and Amicis (2016) use a small set of
variables that represent socioeconomic conditions of Italians, and Gautam (2017) uses an available and reliable
set of variables to calculate social vulnerability in Nepal.
As opposed to the deductive approaches, Cutter et al. (2003) follow an inductive variable selection approach
where informative variables are reduced from a large set of variables collected. The SoVI of Cutter et al. (2003)
is formed based on the Hazard-of-place model of Cutter et al. (1996) in order to help decision-makers to establish
the factors that threaten the sustainability and stability of the community. The inductive approach uses a more
systematic and exhaustive assessment of social vulnerability where all possible variants are considered at a time
(Gautam, 2017). SoVI approach of Cutter et al. (2003) and the following modified versions, for example, of de
Loyola Hummell et al. (2016) and Chen et al. (2013) apply factor analysis to reduce indicator variables to its
principle components that are able to explain the majority of the total variance.
Our focus in this study is to calculate the Social Vulnerability Index of Puerto Rico that represents the existing
characteristics of Puerto Rico. This computation is performed by following the inductive approach, and the newly
calculated index is compared with the existing, deductive vulnerability index of the CDC. Details of the collected
data and performed analysis are discussed in the following sections.
DATA DESCRIPTION

In this study, we collected two different datasets for two purposes: calculation of a new social vulnerability index,
and comparison of this index with an existing vulnerability index.
The data used for the calculation of social vulnerability is collected from the U.S. Census Bureau. The dataset is
a combination of ACS 5-year estimation from 2013-2017 and 2010 Census data. There are 945 different census
tracts in Puerto Rico. The final dataset includes information for 895 census tracts after the elimination of missing
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entries.
For comparison purposes, we used an existing vulnerability index developed by the CDC) for Puerto Rico in 2016.
The CDC’s social vulnerability index, also known as SVI, uses ACS 5-year data from 2012-2016, and index
calculation is based on the method of Flanagan et al. (2011). SVI gives a census tract-based vulnerability ranking
based on 15 social factors grouped into four themes (“SVI 2016 Documentation,” 2016).
COMPUTATION OF SOCIAL VULNERABILITY

The methodology we use is proposed by Cutter et al. (2003), known as the Social Vulnerability Index (SoVI),
which is a well-accepted methodology in the literature. This methodology is primarily based on Principal
Component Analysis (PCA), a dimensionality reduction technique to extract dominant patterns in the data and
find representative variables (Wold et al., 1987). After extracting important principal components, which are the
variable groups representative of these patterns, these principal components are used for SoVI calculation.
We started with preparing the dataset for index calculation. To begin with, we removed missing values and cleaned
the raw data which contains 900 variables. Then, all variables are first transformed to percentage values from
number values to eliminate dependency on population size in each census tract. We kept a small number of
variables as is because they represent the size of tract; for example, the population in tract and number of structures.
After this transformation, based on descriptive analysis, we removed variables that are not informative, that is,
having a deficient range or standard deviation, and that are extremely skewed. As a result, a subset of around 125
variables was derived. The linear relationship between candidate variables was tested using a correlation matrix
to eliminate redundant information. We removed variables with a correlation greater than 0.5 or less than -0.5;
this range is selected because it corresponds to moderate to high correlation. After these cleaning, preparation and
elimination processes, we obtained a final dataset of 49 variables.
Among different variations of PCA, we performed PCA based on covariance by using the statistical programming
language R. All of the variables were centered and scaled to perform PCA. After performing PCA, in order to
decide the number of principal components to use for index calculation, three rules were checked: principal
components having (1) eigenvalue greater than 1, (2) elbow point in scree plot of eigenvalues, and (3)
cumulatively explain at least 70% of the variance. Checking these rules, we found 19 principal components for
49 variables. As the last step of the calculation, we analyzed these principal components in terms of their
contribution to vulnerability based on correlations (also known as loadings) of the original set of 49 variables with
them, and we assigned sign of contribution to each principal component. Then, we calculated the adapted Cutter
et al.’s SoVI (2003) for Puerto Rico. A more detailed analysis of variable groups and the calculated index is
covered in the following section.
ANALYSIS AND COMPARISON
Analysis of Variable Groups

After we found principal components (or variable groups, interchangeably), we sorted these according to the
magnitude of contribution, and we found the leading variables of each variable group as they represent their
corresponding variable group. For the 19 variable groups selected, Table 1 describes the cumulative percentage
of variance explained, the description of the leading variable and leading variable’s contribution sign to the
calculated index. We observed leading variables belonging to two main themes: structural and socioeconomic.
The majority of the leading variables are related to socioeconomic themes. The group that explains the highest
variance is lead by average household size, which increases our vulnerability index. Groups 2 and 18 are related
to service and government worker populations, respectively. Group 3 is led by percentage of disabled population,
and group 6 is represented by an ethnicity related variable, which is percentage of Hispanic or Latino population.
Groups 9, 15 and 19 correspond to finance-related variables, which are percentage of people having income with
public assistance, supplemental security, and percentage of people paying extra money for utilities, which possibly
points us to the population with high income. Unlike these, a significant portion of 19 variable groups which
consists of groups 4, 5, 7, 8, 10, 12, 13 and 14 is led by variables about the structural theme. The leading variable
of group 4, which is percentage of housing units occupied by people, increases vulnerability. One important
leading variable is one of group 14, which is percentage of structures built in 2010 or later. This variable is found
important because it has two reasons: (1) structures are new which indicates higher resistance and lower
vulnerability, and (2) structures are built following the new building code which went into effect after 2011
(Viglucci, 2018). In short, variable groups we found from our dataset are led by variables about household size,
disabled population, ethnicity, income-related variables, and education enrollment, along with structural variables
about resistance, the occupancy rate of housing units and variables describing structure type of housing units.
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Table 1 Principal components and their leading variables

Variable
Group
Number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

Cumulative
% of
Variance
Explained
13.40%
21.60%
26.90%
32.00%
36.00%
40.00%
43.00%
46.00%
48.50%
51.20%
53.80%
56.30%
58.50%
60.70%
62.70%
64.80%
66.70%
68.50%
70.20%

Leading Variable Description
Average Household Size
Percentage of Service Workers
Percentage of Disabled Population
Percentage of Occupied Housing Units
Percentage of Structures with 2 Units
Percentage of Hispanic or Latino Population
Percentage of Mobile Homes
Percentage of Homeowner Vacancy
Percentage of Income with Public Assistance
Percentage of Structures with 1 Attached Unit
Percentage of Sales and Office Workers
Number of Units with No Rent Paid
Percentage of Boats, RVs and Vans
Percentage of Structures Built in 2010 or Later
Percentage of Income with Supplemental Security Income
School Enrollment Population
Percentage in Same House Over 1 Year
Percentage of Government Workers
Percentage Paying Extra Payment for Utilities

Contribution
to
Vulnerability
Index
+
+
+
+
+
+
+
+
-

Comparison with the Existing Index

After the calculation of the vulnerability index, we compared this index with existing SVI developed by CDC to
examine if these indices catch similar regions in terms of high and low vulnerability. We first analyzed both
indices in terms of similarities and differences of variables they use. We then compared values for both indices.
In order to do this comparison, we transformed our vulnerability index to ranking, which is the current format of
SVI.
According to SVI documentation, 15 social variables used in SVI using the variables about “unemployment,
minority status, and disability, and further groups them into four related themes” (“SVI 2016 Documentation,”
2016). Compared to CDC’s SVI, SoVI adaptation uses more variables, some of which stand out as representative
variables of the variable groups we found in our calculation. The common variables of SVI and SoVI Adaptation
are the variables about household size, disabled population size, number of units in structures, and percentage of
mobile homes. Other variables we observed in our index also match with the variables used in CDC; however,
because our dataset includes more specific variables, we believe that our SoVI Adaptation captures more details
than SVI. Different from SVI’s variables of Income, Population below Poverty and Unemployed Population, SoVI
Adaptation provides us these representative variables: Percentage of Service Workers, Percentage of Government
Workers, Percentage of Sales and Office Workers, and Percentage of Income with Supplemental Security Income
and Percentage of Income with Public Assistance. Similarly, SVI uses variables Minority and Spoken Language
while representative variables that stood out in SoVI Adaptation is Percentage of Hispanic and Latino Population.
This shows that our SoVI Adaptation captures more details than SVI index which might help us measure social
vulnerability more effectively. The reason SoVI Adaptation catches more details is that representative variables
are specific to the dataset. This allows us to assign variable weights depending on the information they provide
and change calculation parameters regarding the characteristics of the country or region.
For CDC’s SVI, an overall ranking is calculated from four themes in percentile ranking format. As a flagging
method based on percentile ranking, CDC uses the top 10% (90th percentile) for high vulnerability and bottom
10% for low vulnerability. After transforming our vulnerability index to percentile rank, we flagged both SVI and
adapted SoVI as High, Medium and Low vulnerability. We flagged top quartile as High, bottom quartile as Low,
and the rest as Medium. A total of 882 tracts are categorized for both indices and represented as a matrix in Table
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2. Summation of diagonals shows overall consistency of two indices which shows that 50% of tracts are in the
same categories in both SoVI Adaptation and CDC’s SVI. There are 214 tracts that are found to have higher
vulnerability according to our SoVI Adaptation compared to CDC, and there are 226 tracts that are found to have
lower vulnerability according to our SoVI Adaptation compared to CDC.
Table 2 Comparison of SoVI adaptation and CDC's SVI

The categorization made by using SoVI Adaptation and CDC’s SVI is represented on maps in Figure 1. For both
High and Low vulnerability, similarities could be observed in the maps. Both indices categorize northeast as Low
vulnerability, roughly corresponding to regions San Juan and eastern La Ruta Panorámica Region. SoVI
Adaptation categorizes most of the Eastern region as medium while capturing higher vulnerability. Western part
of the island (Porta del Sol) is mostly categorized as Low vulnerability by CDC’s SVI while SoVI adaptation
categorizes more tracts as High vulnerability (especially some regions along the coastline). Also, some of the
tracts of Vieques and Culebra islands which are at the east of Puerto Rico are categorized as Medium by SoVI
Adaptation while they are categorized as Low by CDC’s SVI. Overall, these analyses indicate that our SoVI
Adaptation has some similarities with CDC’s SVI, while there are differences deserving further attention and
investigation. One future work we plan to do is to analyze the relationship between both indices with damage as
a way to evaluate effectiveness of both in measuring vulnerability of Puerto Rico population.

Figure 1 Vulnerability indices across the regions of Puerto Rico
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CONCLUSION

In this study, we started with the aim of developing an effective index measuring the vulnerability of Puerto Rico.
Existing literature focuses on different ways of measuring social vulnerability which incorporates unique
characteristics of a specific population into vulnerability index calculation. After Hurricane María, Puerto Rico’s
characteristics and differences stemming from demographics, geographies and building conditions became more
apparent, which motivated us to develop a vulnerability index that is tailored for Puerto Rico. We followed Cutter
et al.’s SoVI (2003) calculation methodology, and we adapted this index by using Puerto Rico census tract data.
The SoVI Adaptation is analyzed in terms of variable groups and leading variables. Additionally, a comparison is
made to see differences between SoVI Adaptation and CDC’s SVI, an existing vulnerability index for Puerto Rico.
The preliminary findings show that the SoVI Adaptation highlights variables that might be of particular
importance for measuring vulnerability of Puerto Rican population. This contextualization of the social
vulnerability could give us a more effective way to measure vulnerability, and it deserves further investigation.
An interesting finding is that our SoVI Adaptation has two main themes for 19 variable groups: socioeconomic
and structural. Based on this finding, our future work includes separating structural and socioeconomic indices,
calculating two vulnerability indices, and investigating the information they provide separately. A Socioeconomic
Vulnerability Index will be calculated by using the variables representing the living conditions and population
characteristics, and a Structural Vulnerability Index will be calculated based on the variables representing housing
characteristics and the structural quality. As a future step, we desire to analyze the relationship between
vulnerability indices with physical impact due to Hurricane María and use it as a way to compare the effectiveness
of quantification variants in measuring Puerto Ricans’ vulnerability to natural disasters. Another future work we
are planning to do is to try different methods to find dominant patterns in the data. Despite being a very powerful
method, PCA has a limited ability to capture different types of nonlinear relationships in the dataset. To overcome
this problem, an alternative methodology could be developed. This might help to represent the vulnerability of a
society more accurately and effectively.
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ABSTRACT

The article presents first research-in-progress results of an initial assessment of the IT-security awareness of five
exemplary German-language emergency-alert apps. Emergency-alert mobile applications became part of many
modular-oriented warning systems around the globe. Warning and intended population behavior relies on trust
upon the integrity of any warning institution, be it governmental or private. IT-security is crucial in order not to
undermine trust. Emergency apps do not fit into the typical entertainment purpose of mobile applications, and we
show that their primarily focus on keeping the user safe from harm can cause a conflict of interest about
distribution of scarce technical resources on a mobile device, which may again endanger IT-Security. We therefore
promote a better integration and standardization of disaster management functionality on the operating system
layer.
Keywords

IT-Security, Security Awareness, Mobile Application, Disaster Management, Emergency Alert, Germany,
Warning, Software Weakness, Population.
INTRODUCTION AND MOTIVATION

In recent years, mobile devices have become a more and more popular channel for emergency alerts of
governmental and private sources. Dozens of mobile applications, specifically designed for emergency warnings
addressing the general population, are in place around the globe (Groneberg et al., 2017). Their reliability depends
on human and technical factors. Given the sensitive contexts emergency alert apps are intended to be useful in,
full attention must be paid to their accurate functioning, avoiding non-alarms, false positive, and false negative
alarms. No institution can afford a series of false alarms or non-alarms without losing compliance to their warnings
and recommendations.
Furthermore, security flaws are potential entry points for fraudulent intents. Since emergency warnings are
generally issued by trusted institutions in order to demand a certain behavior from the warned population,
fraudulent misuse may evoke problematic scenarios such as civil unrest, a boost sale of products and others.
Recently, two specific incidents received special attention not only by the affected population but also from media
worldwide.
On January 12, 2020, 0730 am E.T., the Canadian province of Ontario released an emergency alert in error, which
led to widespread confusion: “An incident […] at the Pickering Nuclear Generating Station” was reported. About
one hour later, the public was given the all-clear: The Ontario Power Generation tweeted, “the alert […] was sent
in error”. The mayor of Toronto demanded a full investigation to take place (Mansoor, 2020).
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Figure 1. Emergency alert issued by the Canadian province of Ontario reporting an incident at a nuclear generating
station on January 12, 2020.

When taking note of this error, residents of Hawaii must have had a déjà-vu-feeling. Almost exactly two years
earlier, they experienced a similar situation:
"BALLISTIC MISSILE THREAT INBOUND TO HAWAII. SEEK IMMEDIATE SHELTER. THIS IS NOT A
DRILL." (BBC.com, 2018)1
This message sent by the Hawaii Emergency Management Agency (HI-EMA) to the mobile phone users of Hawaii
around 08:07 AM on 13 January 2018 (local time) deeply scared many recipients and urged them to follow the
advice, seeking shelter wherever seeming appropriate in such an apparently life-endangering situation. However,
it was false alarm. The civil danger warning message, triggered state-wide by the State Warning Point HI-EMA
via its Emergency Alert System including the Wireless Emergency Alert, was cancelled shortly after at 08:13 AM
via the same channel. The public was also notified of the cancellation via HI-EMAs Facebook and Twitter
accounts. It took a while until the cancellation message trickled down. Later the same day, according to a
preliminary first statement of the Department of Defense (DoD), which HI-EMA is part of, "there was no ballistic
missile and that there were no computer hacks to the HI-EMA system. The cause of the false alarm was human
error." (Department of Defense. Hawaii Emergency Management Agency, 2018).

Figure 2. Presidential Alert test event

The purpose and the dilemma of using Emergency Alert apps in the context of German Disaster Protection was
described in an article of the German quality newspaper “Frankfurter Allgemeine Zeitung”. The impact was
summarized with the title of “Warning, you won’t be warned”, as according to the paper political hurdles and
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practical problems, such as application and backend design did not scale well for larger emergency scenarios.
Also, communities were opposing the apps, since they wanted to retain control about emitting warnings while
handling incidents.

Figure 3. Warning you won't be warned (Spehr, 2017)

REQUIREMENTS

From a user perspective, emergency alert apps may deserve more scrutiny than software serving purposes in other
domains (entertainment), as users expect that the app supports them in disaster scenarios, and targeted and correct
warning features are guaranteed to function. Additionally it is helpful to avoid non-alarms, false positive and false
negative alarms to maintain the credibility of the warning infrastructure. Additional outdated disaster apps or their
embedded components can impact correct functionality or even endanger the users or their devices, therefore
vendors should aim at regular maintenance for correctness and security, and update the core functionality but also
any bundled third-party libraries: A typical example could be an embedded copy of OpenSSL with failure to
update that could result in weak encryption, date leakage (as experienced with the HeartBleed vulnerability) or
even complete failure to connect to contemporary variants of the TLS protocol (such as TLS 1.3).
SOFTWARE WEAKNESSES

From a software security perspective weaknesses are typically categorized into three categories, which are
confidentiality, integrity and availability:
•

Confidentiality (C)
o

•

Integrity (I)
o

•

Keeping data private.
Example: Protect personal information being exfiltrated by attackers
Maintain a healthy state of the app.
Example: Prevent attackers to harmful alterations of code or data

Availability (A)
o

Design the app resilient against malicious input to block the app.
Example: Design efficient filters to block unwanted data early
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INSPECTING APPS FOR WEAKNESSES

Users typically install their apps from a trusted software store, and the two major platforms iPhone and Android
respectively have their own app store, where the official and current versions of apps are available.
Therefore, before inspecting emergency alert apps on mobile devices for vulnerabilities, the choice for limiting
the analysis on the platform was made. The choice was Android, first for the platform based on the open-source
principle, and second documentation and tools are available in abundance.
In order to inspect the applications they were downloaded from the store itself or a trustworthy mirror when there
were technical hiccups with APIs to download the application packages.
Testing the correct functionality of computer programs can be divided into static and dynamic analysis. Where
the static analysis checks for proper structure (such as correct implementation of program code), the dynamic
analysis approach tests the state of a running program to be correct.
The inspection applied in this research was performed using self-written analysis tools on top of Python, grep
and OpenSSL alongside standard static reverse engineering tools like Qark, Apktool, Exodus, Radare.
MEASURING IT-RELATED WEAKNESSES

On a conceptual level, we chose to categorize the encountered software weaknesses using a well-accepted
standard, so the methodological choice was to apply the entries of CWE (Common Weakness Enumeration) (The
MITRE Corporation, 2020a). “CWE is a community-developed list of common software security weaknesses. It
serves as a common language, a measuring stick for software security tools, and as a baseline for weakness
identification, mitigation, and prevention efforts.“ A typical weakness that is described by CWE is the possibility
of SQL injections, which is categorized under CWE-89.
On a per-vulnerability basis, findings are categorized using the CVE standard. The CVE (short for Common
Vulnerabilities and Exposures) “is a list of entries—each containing an identification number, a
description, and at least one public reference—for publicly known cybersecurity vulnerabilities“ (The Mitre
Corporation, 2020). CVEs are not frequently assigned for mobile apps, but they often exist in the third party
components of the apps. For example, if the app uses a vulnerable Libxml 2.9.4, the app may also inherit its
vulnerabilities.
The following table lists the CWEs encountered in the later analysis:
Table 1. Frequently encountered CWE categories

Weakness

Description

CWE-89

SQL-Injection (CIA)

CWE-200

Information exposure (C)

CWE-250

Execution with unnecessary Privileges (CIA)

CWE-256

Cleartext passwords (C)

CWE-295

Improper certificate validation (CI)

CWE-311

Missing encryption of sensitive data (C)

(CWE-937)

Components with known vulnerabilities (CIA)

CWE-89: SQL-Injection

The SQL-Injection weakness affects confidentiality, integrity and availability of an application. We found this to
be present in several apps, allowing data from input channels such as intents, UI controls to modify the semantics
of database-related commands, written in the SQL (structure query language). Naïve construction of SQL
statements uses string concatenation to combine statements and data, and attackers aim to turn data into statements
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using quote characters. A safe alternative to string concatenation are advanced SQL constructs like
PreparedStatements which allow data only to appear in well-defined placeholders as part of a statement template.
CWE-200 : Information Exposure

Information exposure can appear when data is unintentionally presented to actors who are not supposed to have
access to it. Exposed data can be personal, as an example, personal data could be available via the backend to an
attacker. Allowing access to geographical preferences could allow attackers to create profile movement activities
of users. Generally, leakage of technical data (such as exposed by exception to the UI) could allow attackers to
achieve escalation of their privileges by manipulation of predefined program workflows. Technical data leaks
such as developer names in program binaries could allow attackers to conduct social engineering on those
developers to extract business secrets.
CWE-250: Execution with unnecessary Privileges

In mobile operating systems, executable code is typically controlled to perform elevated operations only when
allow doing so. For that purpose, Android defines permissions to control special actions such as storing or
modifying transient or persistent data, making a call or sending a text message. A rogue application granted
permissions without caution could therefore cause damage to the user with regards to data safety or even cause
direct financial loss.
CWE-256: Unprotected Storage of Credentials

Access to passwords in clear text could allow attackers to perform privileged actions under the identity of a valid
user. An emergency application that exposes passwords to the backend push functionality could be tricked into
sending incorrect emergency alerts. Additionally storing credentials to third party services such as social networks
could trigger actions in these networks beyond what is intended by the program code.

Figure 1. CWE-256: Cleartext passwords

CWE-295: Improper certificate validation

Certificates are typically used to only allow access to functionality or data when the request comes from a third
party which is considered trusted, based on the certificate. Improper validation of the certificate by the application
of a communication partner could therefore impair integrity of the operation of the application, or allow attackers
to monitor application data traffics via a MITM (man-in-the middle) attack. The code in Figure 2 is taken from an
application that connects to a backend services protected by TLS, however the host name of the endpoint
certificate is not further validated to be correct in the given context.
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Figure 2. CWE-295: Improper certificate validation

CWE-311: Missing Encryption of Sensible Data

When software exchanges data with a communication partner, sensible data typically needs protection to avoid
attackers along the connection to sniff or modify the content. Software that uses an unencrypted communication
endpoint, when an encrypted one is available also falls into this category. In the context of emergency alert
applications, unencrypted data sources typically lack the credibility that encrypted ones have, and false
information to cause malicious effects is typically easier to inject.
CWE-937: Using Components with Known Vulnerabilities

Software typically builds on the functionality of existing standard libraries. However, as being software these
libraries have their own vulnerabilities and patch release management. Software that falls under this category may
become vulnerable by not updating their third party dependencies. This may technically be not always a problem,
such as when the vulnerable parts of the imported library code are not reachable in the context of an application,
however a full proof of this property is often not feasible. Therefore, in case of doubt, adopting the upstream
patches is the safer choice. Figure 3 shows the output of one of the scanning tools written for this research. It shows
that one of the analysed emergency alert applications makes use of the functionality of a native library. However,
the source code versions of the embedded libraries are outdated, and also known affected by vulnerabilities listed
in the CVE catalogue. Here we found the application to import Libxml version 2.9.4, and this version is affected
by CVE-2016-9318.

Figure 3. CWE-937: Using components with known vulnerabilities (SecuriTeam, 2017)

Research Corpus
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The focus of the following research is targeted towards the major applications to provide emergency alert
warnings, and the top five examples in Germany and Switzerland were chosen from the Google Play Store, as
shown in Table 2:
Table 2. Research corpus

Name

Google play ID

Last update

Downloads

NINA

de.materna.bbk.mobile.app

Dec 6, 2019

1M+

KATWARN

de.combirisk.katwarn

May 9, 2019

1M+

BIWAPP

de.mplg.biwapp

Nov 12, 2019

100K+

Warnwetter

de.dwd.warnapp

Nov 18, 2019

1M+

AlertSwiss

ch.admin.babs.alertswiss

Nov 20, 2019

100K+

NINA

The first application to be analyzed is called “NINA” (Notfall-Informations- und Nachrichten-App [Emergency
Information and News App]) (NINA, 2019), which is offered by the German Federal Office for Civil Protection
and Disaster Management (“Bundesamt für Bevölkerungsschutz und Katastrophenhilfe”). The package name
suggests that it is actually written by third-party company “Materna”. The software allows the user to subscribe
to push messages for certain geographical regions within Germany.
KATWARN

The KATWARN (KATWARN, 2019) application offers similar functionality as NINA, it was written and
maintained by the CombiRisk corporation. Emergency alerts can be received based on subscription to a topic or
geographical criteria.
BIWAPP

BIWAPP (Bürger Info- und Warn-App [Citizen Information and Warning App]) (BIWAPP: Bürger Info& Warn-App, 2019) has a broader scope than broadcasting emergency messages, and also transmits information
about speed limit controls, which may contribute to overall passive road security.
DWD-WarnWetter

While the previous apps have a general approach towards emergency messaging, the (WarnWetter, 2019) [Warn
Weather] application focuses on weather events. It is provided by the DWD (Deutscher Wetterdienst, German
Weather Service). In contrast to the other apps in the analysis, DWD also provides a paid app including advanced
features.

AlertSwiss
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The application AlertSwiss (AlertSwiss, 2019) allows users from Switzerland to subscribe to emergency messages
for a free to chose set of Swiss cantons. The reported categories are primarily related to weather incidents.

RESULTS

In order not to expose the programs to targeted attacks we decided to anonymize the results in the following
paragraph.
Table 3. Detailed results per app

Results App 1

•

•
•
•

Results App 2

•

Current:
–

CWE-937: Bundles outdated amazonaws-adapted copy of Apache HTTPClient 4.2.3
(version.properties) CVE-2014-3577 (CWE-295) / CVE-2015-5262 (CWE-399)
–
CWE-250: READ_EXTERNAL_STORAGE and WRITE_EXTERNAL_STORAGE
permissions are dangerous (injection)
–
CWE-311: References own homepage and WCF backend via HTTP. This could be
misused in a man-in-the-middle attack (such as malicious redirect)
–
CWE-256: Hardcoded shared credentials to service backend
Fixed since 2018:
–
CWE-200: Exports receiver with custom permission, could have been obtained earlier by
malicious app (Murphy, 2015)
Privacy:
–
Zero trackers detected
Fun fact:

–
Current:
–
–
–
–

•
•

•

Current:
–
–

•
•
•

Results App 4

•

•
•
•

CWE-89: ExecSQL not always built with a CompiledStatement, instead using string
concatenation, which may give way to SQL injection if value is used volley from
untrusted input
CWE-295: Connects to multiple API endpoints which have self-signed certs
(NET::ERR_CERT_AUTHORITY_INVALID)
CWE-311: A GUI element grabs application data from a HTTP URL, which can allow
MITM-scenarios
CWE-937: Subdomain serving warning updates runs on Nginx 1.14.2. This is a legacy
version, which is no longer receiving updates

Privacy:
–
Needs Play Store Services
–
Uses Google CrashLytics and Firebase Analytics
Fun fact:
–
notBefore=Jun 20 13:37:53 2013 GMT

–
Results App 3

Only app that had zero @SuppressLint annotations (to waive warnings)

Fixed:
–

notAfter=Nov 5 13:37:53 2040 GMT
CWE-937:
•
Native SQLite 3.27.2 => CVE-2019-8457 ?
•
Bundles obfuscated partial copy of Apache HTTP client of unknown version
CWE-250 ?:
•
Implementation of large parts of the functionality in native code (JNI libraries).
Could be more prone to memory errors than pure DEX (Java/Kotlin)
Native SQLite 3.8.2 implementation comes from 2013, which is affected by a wide range
of CVE-listed vulnerabilities (2018)

Privacy:
–
Tracks with Google CrashLytics, Google Firebase Analytics
Fun Fact:
–
App full access is cheaper for firefighters (and reverse engineers?)
Current:
–
CWE-256: App shares API Key & password to backend service
•
Potential misuse of these credentials may impact infrastructure
•
Vendor informed in early 2018, “works as designed”, but will go away with
upcoming major version
–
CWE-937:
•
Outdated Nginx backend servers
–
CWE-250: WRITE_EXTERNAL_STORAGE permissions are dangerous (injection)
Fixed:
–
APK on Vendor site was half year behind Google Play version (reported & fixed Dec
2019)
Privacy:
–
Requires Google Play Services
–
Tracks with Google Analytics Tracker, Matamo (Piwik)
Fun fact:

–

Had the most @SuppressLint annotations (to suppress warnings)
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•

Results App 5

•
•

•

Current:
–

Fixed:
–
Privacy:
–
–
–
Fun fact:
–

CWE-937:
•
Bundles Libxml 2.9.4 from 2016 in embedded native library (CVE-2016-9318)
•
Bundles native SQLite 3.27.2 (CVE-2019-8457)
•
Bundes OpenSSL and LibXslt of unknown version
Bundled native SQLite 3.17
Needs Google Play Services
Trackers: Google Firebase Analytics, Acra, Matomo (Piwik)
Developer name in binary
throw new UnsupportedOperationException("what the heck man..") }

Table 4 summarizes the CWE findings per app:
Table 4. Analysis summary

Results Interpretation

As the results table (Table 3) suggests, proper handling of SQL and certificate seems to have arrived in the
developer community with only one exception. The majority of other weaknesses types are still present in
applications. The weakness with the highest occurrence are the “components with known vulnerabilities”, as every
app comes at least with one outdated third party component. The @SuppressLint shows how many Lint warnings
the developers actively silenced. Lint tools alert developers of bad practices, therefore fixing the root problem of
the warning instead of ignoring it would be expected practice for applications that aim to protect the users.
Furthermore, we checked each application for user privacy trackers, small pieces of software that are capable of
tracking and reporting user behaviour. For the count, we only checked the presence of the library, and not whether
it is actually enabled.
What is not shown in the table are the outdated parts of software we found by analysing the versions and states of
software that is used in the backend services of the presented apps. In addition, here we found outdated versions
of communication components such as old versions of OpenSSL or the Nginx webserver.
In compliance with a responsible disclosure process, all findings were reported to the contact address listed in the
respective Google Play Store product page. However, a reaction to the reports in 4 of 5 cases never happened, or
contained context-free boilerplate code. Only the NINA project team took the time for a longer conversation and
even transferred some of our suggestions into code or configuration changes.
FURTHER STEPS

Security is a constant iterative process, and new version may bring new surprises. Therefore, the plan is to track
new versions of the above research corpus for changes, as new functions can always impact the attack surface.
The next announced version is NINA 3, and the plan to move towards international applications seems
straightforward.
We hope that vendors improve incorporating security practices in the development cycles, even though mobile
applications have typically short living versions, but we propose (as used as best practice in traditional application
development), to start with a requirements phase and defining security goals from the outset, then during
implementation to apply secure coding and deployment practices. When the product is ready to be used constant
WiP Paper – Data and Resilience: Opportunities and Challenges
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

404

Schönefeld et al.

IT-Security Awareness of Emergency Alert Apps

testing should include verifying for security issues during runtime, but also when patches were applied. After the
product has been deployed, security bug reports need to be taken seriously and not as seen above, ignored by the
majority of vendors.
With emergency alert application reaching a large number of deployments they would become a more important
part of an alert distribution network, and by that critical infrastructure having a broad steering potential during
emergency scenarios. To function in compliance with state design regulations and best compatibility with police
and fire fighter procedures, application could benefit by a certification by these authorities. The current
distribution channel via commercial vendors (for Android this is Google, but the same applies for the Apple
environment), could cause conflict of interest between the business goals of the Play Store provider and the
protection goals of the app vendors. A vendor-neutral distribution channel run by a non-profit organization could
prevent such conflicts.
Finally, the inclusion of tracking software into alert applications could cause delays in applications being busy
with utilizing CPU resources and network bandwidth by displaying ads instead of updating to the current
emergency warnings.
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ABSTRACT

The availability of resources in the fire and ambulance services in Germany is facing a radical change.
Demographic and social transition is reducing the availability of volunteer personnel, and increasing traffic
congestion in cities is resulting in longer travel times for emergency vehicles. This paper presents the findings of
the definition phase of a research project that addresses these changes. It shows the basic idea of how resilience
of fire and ambulance services can be improved by analyzing operational data from past incidents using artificial
intelligence (AI). The primary objective is the development of a decision support system for control center
dispatchers, which ensures optimal use of available resources. As the result of the definition phase, this paper
gives an overview of existing data, current as well as future use cases and also highlights risks and challenges that
have to be considered.
Keywords

Emergency Response, Data Analytics, Artificial Intelligence (AI), Dispatch Strategies, Resilience.
INTRODUCTION

Emergency services are faced with the challenge of constant changes. Extreme weather events are increasing the
number of incidents caused by natural disasters (Deutscher Bundestag, 2016). Moreover, social and demographic
change is reducing the number of personnel available for emergency service operations (TH Köln, 2016; Müller,
2009). This presents an issue particularly in Germany as operational emergency response units are largely staffed
by volunteers (Neuhoff et al., 2018). In 2016, 94 % of the 1,059,344 active duty firefighters in Germany were
volunteers (Deutscher Feuerwehrverband e.V., 2019). 99 percent of operational staff of the Federal Agency for
Technical Relief (THW) are volunteers (Federal Ministry of the Interior, Building and Community, 2020). The
numbers presented show that emergency response in Germany is largely based on a voluntary pillar.
Social and demographic changes are leading to a reduced availability of volunteers, especially during working
hours. One reason for this is that many people nowadays have to commute long distances to their place of work
(Seibert et al., 2019). If an emergency occurs, however, emergency services must be on scene within a few minutes
in order to provide an effective response (Schmiedel el al., 2012). In Germany, the response times for emergency
services are prescribed by law and are based on research and experience (Beyerle et al., 1978). Volunteers who
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work far away from their assigned units are therefore not able to respond to these time-critical incidents. Moreover,
fewer people are generally willing to invest time in a unit of civil protection in addition to their regular work
(Albrecht et al., 2010). In order to counteract these developments, a research focus was established to find
conceptual solutions for strengthening civil protection. In addition to the approach of an improved and increased
recruitment of volunteers, the researchers and end users also call for the use of new technologies in order to be
able to work effectively even with fewer resources. (TH Köln, 2016)
A possible technological solution will be developed in this research project. At the current stage, the research
project is being formed and all partners are gathering necessary information for the basis of the research project.
This paper shows the planned solution for increasing the resilience of civil protection, especially for fire and
ambulance services.
The research project aims to develop an artificial intelligence (AI) system that analyses the large amounts of data
available, determines correlations and, on this basis, issues predictive dispatch suggestions in the control center.
It is the intent of the project to develop a decision support system that provides suggestions to the dispatchers in
such a way that they can easily understand the basis on which these suggestions were made. The final decision
about the dispatch will still be made by the dispatchers themselves.
This paper presents the findings that the consortium have made so far during the definition phase of the project.
The first step was to gain an understanding of data availability in the emergency services and current dispatch
processes in the control center, which is outlined in the section “State of the Art”. Based on this, the consortium
identified areas that can benefit from AI driven decision support and presented theses on potential insights that
may be obtained by the AI, as detailed in section “Future use Cases”. Since the intent of the project is to develop
usable, deployable software, a focus was put on identifying challenges of advanced optimizations specifically in
the emergency services. The major risks found so far are listed in the section “Challenges and Risks”.
STATE OF THE ART

In control centers, rule-based dispatch software suggests the nearest suitable unit based on location and type of
incident. If a required unit is not available or cannot be deployed due to lack of personnel, the next closest similar
unit will be dispatched (Hackstein and Sudowe, 2017). An example of an incident-specific dispatch is the critical
apartment fire: A fire was reported on the upper floor of a multi-floor building. In addition to fire and smoke in
the affected apartment, smoke is entering the stairwell. People from the affected apartment and from adjacent
apartments must be rescued by using ladders and the stairwell. In addition, the spread of the fire must be prevented
and the fire must be extinguished (AGBF, 2015). For this scenario, depending on the federal state, different but
similar time limits for the arrival of emergency personnel are prescribed by law. (Schmiedel el al., 2012) The time
limits are derived from fire service recommendations in Germany. These recommendations describe how many
firefighters should be available in a given period of time in order to successfully rescue the people in the affected
house with consideration of the reanimation threshold. (Beyerle et al., 1978) The staffing level according to the
time limits are shown in the following figure.

Figure 1: Time limits for an efficient response
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Based on this scenario and statistical calculations, requirement planning for fire and ambulance services is carried
out every five years. From this, measures such as the positioning of fire-fighting or ambulance resources are
derived (Schmiedel et al., 2012). Problems from this kind of requirements planning arise when units are not able
to respond due to lack of personnel, for example volunteer firefighters. Alternative units are not dispatched until
it is clear that there is a shortage of personnel in the initially dispatched unit. This procedure can cost valuable
time and seriously put the effectiveness of the response at risk.
Today dispatching is carried out by combined fire and ambulance control centers [Integrierte Leitstellen].
Information is collected and evaluated in these facilities (Hackstein and Sudowe, 2017). Tactically appropriate
deployments are usually carried out manually by the dispatchers, contrary to the software’s suggestions. This
requires extensive experience and a significant cognitive effort of the control center’s staff. For example, in cases
of non-critical incidents, a more distant but idle unit can be dispatched to spare a very frequently deployed one.
Which data is currently used in which form can be found in the following sub-sections. How this data can be used
to improve the response of fire and ambulance units in the future is described in the section POSSIBLE FUTURE
USE CASES.
Existing Data

Combined Fire and Ambulance control centers are responsible for call taking as well as dispatch in Germany and
are in many ways the central hub of information in emergency services. Due to their increasingly computer-aided
workflows, they generate extensive data, much of which is already machine readable and stored in relational
databases, meaning it is ideally suited for further analysis. (Hackstein and Sudowe, 2017)
During each emergency call, the audio is recorded along with the caller’s phone number but, at least for mobile
phone calls, without any caller location information. The call taker enters information about the location and
incident type into the dispatch software. Some control centers use software that allows them to send a text message
to the caller via short message service (SMS), which includes a link to a website asking the caller for consent to
transmit their exact location determined by the phone’s GPS along with a photo or a live video of the incident.
This information is then also recorded. When units are dispatched to the incident, the identification numbers of
the dispatched units are recorded along with a timestamp. As the incident unravels, control center staff updates
the incident log with information they receive from the crews via radio or phone. Some ambulance services have
introduced technology that allows crews to share medical data either from automatic monitoring equipment or
electronic input devices with the control center. (Hackstein and Sudowe, 2017)
In order to improve situational awareness and reduce dispatcher workload, a digital system was introduced in the
1980s that allows crews to send information about their status by simply pushing a button on their radio, sending
out a code in the form of a single digit, for example 2 (available and on station) or 4 (arrival on scene). These
codes are defined in the technical specification TR-BOS and have been introduced nationwide. Even after the
switch to TETRA digital mainscheme radio a similar system utilizing the same codes is widely used. Control
center record these status change messages and once a unit is assigned to an incident, its status changes will be
appended to the respective incident log. Transmission reliability is generally high since radios are programmed to
re-transmit messages until a confirmation receipt from the control center is received. However, a frequent cause
of delayed or missing status messages is caused by crews simply forgetting to press the button or even intentionally
delaying or advancing status changes for various reasons. This decreases data quality and presents an issue when
determining turnout times or availability for dispatch. (KHGG NRW, 1999; Wehry, 2018; Cimolino et al., 2008)
In some services, emergency vehicles are equipped with Automatic Vehicle Location Systems (AVLS) that report
the position as determined by a GPS receiver to the control center at a regular interval via mobile data or
mainscheme radio. These systems are similar to what is used in the logistics industry for fleet management and
allow control centers to see the position of all vehicles. Some systems also transmit advanced vehicle information
such as activation of lights and sirens or fuel level and even diagnostics information such as engine error codes.
(Cimolino et al, 2005) Manufacturers are also starting to introduce radio frequency identification (RFID)-based
systems that determine the remaining amount of medical consumables (WAS GmbH, 2016).
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Table 1: Overview of existing data
Incident Level

System Level

Environmental Level

At time of dispatch:
Time of day
Day of week
Month of year
Initial incident type
Presumed threat level/medical
status
Presumed incident location
Audio of the emergency call
Rarely: GPS position of caller
Rarely: photo/video of incident

Unit status
Unit location
Unit’s number of responses
during current shift
Vehicle status information
Consumables remaining
Hospital occupancy level
Historic incident data
Availability of volunteers
Staffing level

Road network
Traffic volume
Major public events
Demographics
Topography
Current weather
Forecasted weather

During incident:
Updated incident type
Actual threat level/medical status
Actual incident location
Rarely: Patient’s vital parameters
While units with full time staff simply report staffing issues to the control center at the beginning of their shift,
staffing of volunteer units is usually uncertain until minutes after dispatch. To combat this issue, some fire services
use mobile applications that allow volunteers to report and update their current location along with expected travel
time to their station (DIVERA GmbH, 2020). Alternatively, automated telephone systems are used that call the
volunteers when their unit is dispatched and allow them to report their expected time of arrival at the station in
minutes using their phones keypad (Telekom Deutschland GmbH, 2020).
Hospitals in most German federal states are required by law to update authorities on the remaining patient
capacity, for example §10 KHGG NRW. This data is in some cases available in the form of a database (Zentraler
Bettennachweis). (Scherer and Luiz, 2011; RDG-Berlin, 1993; KHGG NRW, 2007)
Control centers have preferential access to official weather information from the German Meteorological Service
(DWD) and are informed about road closures and large-scale public events by local authorities and other agencies.
As government agencies, they can also easily access official map data and detailed census data. Information about
traffic flow is available from public traffic monitoring sensors or as floating car data (FCD) from commercial
suppliers and can even be extracted from AVLS tracking data of the emergency vehicle fleet, which in some cases
includes the typically very busy ambulances for non-critical patient transport [Krankentransportwagen], thus
improving the coverage and validity of the data. (Hackstein and Sudowe, 2017)
Existing use cases

Historically, long term demand planning has been the largest user of data and quantitative analyses in fire and
ambulance services. Incident logs are used to determine the need for additional resources and to identify suitable
locations for new stations. Methods started out fairly simple, for example, reachability analyses were carried out
by simply drawing a circle on a map based on an assumed average speed multiplied by a factor adjusting for road
network topology. Then, more advanced methods such as isochrone analyses based on published standard
velocities per road category were introduced. However, an analysis of 270 long term demand plans of German
fire services has shown that only about 30% of departments use isochrones for reachability analyses, 18% use the
circle method and 28% do not provide any evidence for the sufficiency of their spatial coverage. (Ridder, 2015)
Control centers have historically used data mainly for business intelligence purposes such as performance
reporting. Whilst the call taking and dispatching process for the most part is not evidence based or data driven,
much of the information is already used implicitly. Dispatchers may for example avoid sending a crew that has
been very busy on the current shift to a critical incident even if they happen to be fairly close to the scene on the
way back from the hospital. Dispatchers may also intuitively not send units that are geographically close but
would have to take a stretch of highway that they know is particularly busy at that time. Some fear that with the
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trend of consolidating smaller control centers into larger ones much of this situational awareness and local
knowledge could be lost. (Rashid, 2015)
RESILIENCE IN THE FIRE AND AMBULANCE SERVICE

The term resilience has many definitions. In the field of safety and security, the German Federal Office of Civil
Protection and Disaster Assistance (BBK) provides the following definition: Resilience is the “ability of a system
to resist or adapt to incidents while maintaining or regaining its functionality as quickly as possible.” (BBK, 2019)
This paper focuses on the operational resilience of emergency services with regard to dispatch of units and spatial
coverage. This means that resilience for fire and ambulance services can be approached from different
perspectives. On the one hand, there is resilience with regard to special events, such as a failure of the fire service
control center. On the other hand, there is also resilience with regard to everyday operations, which depends on
incidents to which the fire and ambulance service have to respond. If, for example, a fire brigade is called to a
large fire, all units are possibly involved. Accordingly, the functionality of the system to be able to respond to
another fire incident in an acceptable time is not given.
In order to clarify how everyday resilience of the fire and ambulance services is defined, the time limits from
figure 1 can be picked up. If it is not possible for the fire service to meet the time limits for arriving at the scene
in an operational area, this area has a low (fire service) resilience. The control center of the fire service can only
react poorly to incidents in this area. However, this resilience could be increased by compensatory measures such
as relocating units. In this case, while the resilience in the sending area would decrease, a generally safe level of
resilience in all areas would be ensured.
Figure 2 illustrates this process. The fire stations in districts 1, 2 and 3 have responded to a major fire and are
therefore expected to be vacant for several hours. The fire stations in the southern districts 4 and 5 and in 6 are
operating normally and are ready to respond to an emergency. While the fire service resilience in the northern
districts is low, the southern districts have a high resilience. To keep response times in the northern districts at a
safe level, units are relocated from station 5 to station 2. As a result, the control center can react better and more
effectively to incidents in the northern districts and resilience there increases to an acceptable level.

Figure 2: Example of fire service resilience in different operational areas

Spatial coverage and operational resilience are excellent tools to give dispatchers an understandable value for the
ability to respond in a defined area. AI can, for example, explain proposed measures on the basis of this resilience.
The resilience calculation is developed in an individual work package of the research project and is also based on
data from past incidents and environmental conditions. The following section provides further examples related
to fire and ambulance service resilience.
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POSSIBLE SCENARIOS

To better illustrate the benefits of AI data analysis, two scenarios are presented in the following section. The
scenarios cover different problems that frequently occur in Germany. Similar scenarios are often used to provide
benchmarks that allow the quantification and comparison of emergency service performance. In many federal
states of Germany, this procedure is even required by law (Schmiedel et al., 2012).
Critical Apartment Fire in a Rural Area

A residential fire occurs during a working day at 11:34 AM in a rural area (Example Town) with fire engines
crewed by volunteers only. Heavy snowfall leads to difficult driving conditions. The AI-system derives the
following predictions from comparable incidents and environmental conditions in the past:
-

At the time of the emergency call, experience has shown that not enough volunteers are available in the
area around Sample Town's volunteer fire brigade (responsible station).

-

The travel time of the volunteer fire brigade members to the station as well as the travel time with the
emergency vehicles to the place of action is extended by 30% due to the bad weather conditions.

Resilience: Without further measures, the ability to respond is rated very poor. Accordingly, the fire service
resilience in the area is low.
Due to the reduced number of available volunteer firefighters and because of a possible further spread of the fire
due to a delayed arrival, AI suggests the following actions:
-

Additional dispatching of the volunteer fire brigades Model Town and Sample Town.

Long lasting Hot Weather in a City

Long-lasting hot weather causes high temperatures in Example City. However, a cool day between predicted
further hot days promises a short cooling off. Due to the hot weather, the ambulance service was already very
busy during the last days.
AI makes the following prediction by analyzing past data:
-

The temperature sequence hot-cold-hot will lead to a further increase in ambulance services.

-

The primary clinical picture will be a circulatory weakness.

Resilience: Without further measures, the predicted ambulance service resilience for the coming day will be poor,
as demand of ambulances will exceed provisioning.
The demand for ambulances in the city will exceed the amount available. In a nearby coastal area, however, the
demand for resources is not expected to grow due to mild temperatures. AI thus makes the following anticipatory
relocation proposal:
-

Relocation of seven ambulances from the coastal region to Example City.

POSSIBLE FUTURE USE CASES

How AI will handle data provided cannot be predicted. Even the dispatch suggestions of a fully developed AI are
impossible to trace back to their data basis and data use. The processes in AI are too untransparent. For this reason,
end users defined useful suggestions from AI in a workshop at the TH Köln in Cologne in January 2019. In the
further course of the workshop, the participants developed theses about what data is required in order to make the
dispatch suggestions. Parts of the results are presented in the following sections.
In order to improve long term demand planning, the accuracy of predictions of incident volume as well as
emergency vehicle travel times have to be improved. Predictions of incidents, sometimes referred to as predictive
firefighting, can make use of all data available to find correlations in the variables, which are not well understood
yet. Coverage planning makes use of existing technology that takes floating car data, in this case AVLS tracking
data, of the emergency vehicle fleet to extract vehicle velocities per road category, vehicle type, incident level,
time of day and traffic volume. However, conventional, commercially available routing solutions struggle with
emergency vehicle specific routing. This so called blue-light routing still has room for improvement, since during
lights and sirens runs, they can for example ignore turning restrictions and one way lanes, but would obviously
even then prefer to avoid it if it does not yield a significant benefit. Conventional routing systems would also
avoid traffic congestion, which causes issues when trying to find a route to the incident that caused the congestion
but it may make perfect sense to avoid a congested single lane road in the city center when driving to an unrelated
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incident. Which traffic cues are “transparent” for emergency vehicles may be correlated with road geometry and
traffic density, such as on multi-lane highways, where other road users can create an emergency corridor
[Rettungsgasse], allowing the emergency vehicle to pass at reasonable speed. Once the factors influencing
emergency vehicle travel times are more fully understood, they can also be used by city planners to create a
response friendly infrastructure, incorporating wider lanes, dedicated bus and emergency vehicle lanes and lower
curbs in future road layouts.
RFID monitoring of consumables may not only be used to help crews keep inventory up to date and control centers
to not dispatch units with inadequate supplies to incidents, but may also help with the layout of future ambulances
or fire engines. Recording which equipment is used at what stage of the incident and how frequently it is used
based on incident category can aid end users as well as manufacturers in planning the layout as well as equipment
and supplies on board.
Advanced dispatch strategies may replace the current “nearest available” and allow optimized coverage by moving
units to standby locations or in case of lower priority calls protecting resources in an area with lower coverage
and instead dispatching units from further away. Another aspect is dispatch “fairness”, which describes a strategy
that aims for the lowest possible average response time per call priority instead of having the lowest possible
response time for the first call at the expense of following calls. (Fuchs, 2010; Bélanger et al., 2019)
In order to support the call taking process, speech recognition along with natural language processing could be
utilized, giving call takers intelligent suggestions when filling out the incident log and also automatically
transcribing the call for future reference and analysis. If photos or videos of the incident are available, image the
first step recognition may help with the classification of the incident.
The first step in the analysis of information for improvement of dispatch strategies for fire and ambulance units is
the identification of the required data. Based on this, data sources must be found that provide information in a
digital data format. Analogue data is only suitable as a stopgap solution, as it may first have to be digitized at
great expense. However, due to increasing digitalization, digital data is becoming more and more common and is
replacing analogue storage systems. It can thus be assumed that data accessibility for AI systems will continue to
increase in the future. The following figure shows, as an example, which data can be used and which findings AI
can generate from them.

Figure 3: Flow of data in the AI
POSSIBLE CHALLENGES AND RISKS

As already mentioned, there is now a sufficient basis for effective system analyses in the field of fire and
ambulance services. New digital technologies, in connection to the control center, allow an extensive collection
of relevant data of fire and ambulance operations. The major challenges are therefore not related to the modern
data collection and storage technologies, which are already advanced and partly established in this area, but to
legal and processing as well as capacity issues.
Legislation
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Personal data is gathered during every incident, such as the name of the caller or affected person. The ambulance
service is even more affected by this, as additional biometric data of the patient are collected. In Germany, privacy
and data security is regarded as a high good and accordingly there are strict laws in place. Personal data may only
be collected, stored and processed in justified cases. In most federal states of Germany this processing is permitted
by the corresponding laws about fire and ambulance services. However, high standards of encryption and data
access have to be maintained. (Brammen, 2014) Nevertheless, the processing of data by AI represents a radical
change in data management. This collection and processing of data may raise serious concerns. For example, in
works councils, who might fear that this might lead to monitoring of employees: How long does it take Shift A to
move out? Are the emergency vehicles possibly driving too fast and unsafe? Could incidents be handled faster?
It can be stated that the current data protection law develops a solid concept, but is far from providing the necessary
means to cover future AI-based applications. (Conrad, 2018) For a future legally secure use of AI, further
extensive legal studies must be carried out in the field of data security and AI. Only in this way can a legally
secure implementation be guaranteed.
Advanced dispatch strategies may improve overall response times and patient outcome, but in many German
federal states, relevant laws explicitly regulate which unit has to be assigned to an incident. In its Emergency
Service Law, Berlin for example requires in RDG §8(1) that the unit that is closest time wise must be dispatched
to the incident (RDG-Berlin, 1993).
Process

AI decisions and automation often cause new legal and ethical challenges. The introduction process of automated
driving has already led to questions about the distribution of responsibilities between driver and vehicle
manufacturer. The difference to application of AI in control centers is that automation in traffic initiates actions
itself, such as braking or taking evasive action. In control centers of the fire and ambulance services, AI is not
supposed to make any fully-autonomous decisions. It is primarily intended as a decision support system. The
responsibility therefore remains with the dispatcher. The emergence of an incomprehensible “black box”, which
is often feared when introducing an AI, must be avoided in this application. Thus, it is all the more important that
AI presents decision recommendations in a transparent and understandable way. The dispatcher must not only be
able to see the data basis upon which the decision was proposed, but also which bias has a possible influencing
factor. Since decisions in control centers have to be made quickly, it is also important that the relevant AI decision
criteria can be quickly captured visually by the dispatcher. That is why an important but also major challenge is
to ensure human-machine interaction: How can large amounts of data be processed so that they explain the
decision of a machine to a human being without overwhelming the dispatcher?
Reduction of reserves

Five-year planning of requirements has the advantage that zero coverage [Risikofall] is excluded as far as possible.
This means that the demand exceeds the provisions in very rare situations. As a result, far more emergency
personnel and vehicles are kept available than it is necessary and there is plenty of standby time. If the
requirements are calculated as well as adjusted dynamically and daily by data science and AI, there is fear that for
cost reasons only the short-term view will be taken into account. As a result, resources may be reduced costeffectively and only the most necessary vehicles are kept available and on duty. However, this progression would
be dangerous in several respects. Units on duty would probably have very little stand by time and very few work
breaks. They may not recover from missions and the incidence of physical illness will increase as well as human
error during work. This trend must be avoided, especially in high responsibility teams.
A further risk is posed by a lower level of reserves in relation to major catastrophic events such as mass casualty
incidents. It would probably take much longer to get the necessary units on the road to deal with the event. In the
worst case, off-duty personnel would have to be ordered to the fire and ambulance stations in order to be able
dispatch the necessary amount of vehicles.
Crew satisfaction

When measuring and reporting crew performance, turnout times and response times are frequently used as a
performance indicators. This not only creates incentives for crews to manipulate logged timestamps via FMS
status, but also can put crews under significant additional stress. As Price et al. reported, crews in the United
Kingdom have reported that they felt like they were “treating the clock, not the patient” and that their medical
work was not valued (Price, 2006). Consequently, care should be taken when reporting crew performance. In a
similar vein, frequent so called cover moves, dynamic risk based relocations, can potentially annoy crews by
ripping them out of their daily routine at the station and requiring them to drive to a different station or even an
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arbitrary standby location. This issue can be mitigated by not dispatching cover moves urgently as normal
incidents but instead by providing a time frame, preferably well in advance, and allowing crews to pick their own
standby locations within an assigned area, thus retaining a degree of crew autonomy. Location-based dynamic
dispatch may also mean that units that are, for example, on the return journey from the hospital may be dispatched
to another incident immediately because their turnout time is lower than that of a unit on station. While this may
improve arrival times, it means that crews that are less well rested and potentially out of supplies are frequently
dispatched to critical incidents. To avoid this, dispatchers should be given a visual indication of a crew’s previous
incidents on the current shift to allow them to make an informed decision and better distribute workload among
all units.
CONCLUSION

Developments and trends of the past years have shown the need for solutions in order to be able to maintain the
current level response effectiveness in the fire and ambulance service in urban and rural areas of Germany. An
organizational solution is an optimized use of available resources which is only possible through an advanced
development in data analyzing and processing. Research has determined that extensive data is collected and stored
in the control centers. The increasing digitalization in addition makes the collected data more and more useful for
direct electronic processing. However, due to the amount of data, evaluation today is only carried out very
superficially or at long intervals.
A closer look at the data basis reveals the possibilities of continuous data evaluation by AI. Dispatchers can be
given the capability to identify requirements minutes, hours or even days in advance. Improving measures can be
proposed based on the experience of past responses. For example, additional volunteer fire stations can be
dispatched if a lack of personnel is predicted. However, in order to be able to implement the project according to
expectations, risks and challenges must also be considered. These challenges and risks lie primarily in the legal
conditions of data processing, the transparent presentation of decision proposals without the formation of a black
box by the AI, and the avoidance of a reduction of resilience due to excessive coverage optimization. In general,
however, it can be said that the opportunities outweigh the risks. The potential of the targeted project outcome
can be seen in the interest of many end users (fire and ambulance services) in the project formulation phase.
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ABSTRACT

Crises are infrequent, unpredictable and complex events. Managing such events requires well-prepared and wellcoordinated efforts by several response organizations. Hence, a sufficient inter-organizational crisis management
(ICM) capability is critical for sustainable societies. To ensure the ICM capability, approaches for enhancing and
evaluating it are needed. The objective of this study was to identify and elaborate a clearly defined set of
capabilities that constitutes ICM capability. The study was performed by an explorative literature study, where
identified capabilities related to ICM were clustered. The cluster of capabilities was iteratively evaluated and
refined. The study resulted in 14 capabilities that constitute ICM capability, which were divided into core,
supportive, and enabling capabilities. The set of capabilities may provide a foundation for a framework of ICM
capability with the ability to support assessment of ICM performance both in exercises and in real ICM operations,
as well as in the design of ICM exercises.
Keywords

Capability, Inter-organizational crisis management, Exercises, Assessment.
INTRODUCTION

The increasing occurrence of terrorism, natural disasters and large-scale accidents put pressure on societies to
provide a sufficient crisis management (CM) capability (World Economic Forum, 2019). These events are
characterized by infrequency and unpredictability, and the complexity and scale are too large for individual
organizations to handle by themselves. Therefore, inter-organizational crisis management (ICM) is needed, where
CM organizations collaborate in structures not always given in advance and with the need to improvise within the
framework of laws and regulations (Ley, Pipek, Reuter and Wiedenhoefer, 2012; Mendonca, Jefferson and
Harrald, 2007).
Although the number of large crises is increasing the frequency is still relatively low, which means that most CM
organizations rarely need to handle these kinds of events. This implies that these organizations do not gain
sufficient experience of conducting ICM operations in their daily work. As they are required to be able to handle
these events, ICM exercises are needed to achieve, maintain and ensure ICM capability (Boin and McConnell,
2007). They are also an efficient method for developing, maintaining, and ensuring ICM capability (Borell and
Eriksson, 2013).
A clearly defined set of ICM capabilities may serve as guidance in the design of ICM systems, i.e., overarching
requirements of what an ICM system must be able to accomplish. Furthermore, the set of capabilities could be
used to determine what features of the ICM system that could be enhanced by introduction of an information
system support. In addition, capabilities provide a clear focus for the evaluation of ICM exercises (Greenberg,
Voevodsky and Gralla, 2017). However, to ensure that ICM exercises actually result in increased (or maintained)
ICM capability, this capability needs to be monitored and assessed.
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Eriksson and Hallberg (2019) described several dimensions of CM exercises to ensure that the results are useful
for their expected purpose. For example, they emphasized the importance of considering the objective of the CM
exercise when selecting the format. Since these exercises are complex and resource-intensive, it is important to
gain as much as possible from them. Furthermore, the exercises could be driven by a scenario or by capabilities.
In a capability-driven ICM exercise, it is important to choose relevant capabilities, which can also be monitored
and assessed.
The objective of this study was to identify and elaborate a clearly defined set of capabilities that constitutes ICM
capability. Hence, it is focused on the inter-organizational part of the CM and does not cover the actual crisis
response. The prospective objective was that these capabilities would provide a framework for assessment of ICM
capability, both of performance in ICM exercises and for analyses of real ICM operations. This may also support
the design of ICM exercises, e.g., by ensuring that scenarios are developed, where participating ICM organizations
are challenged by significant aspects of ICM capability.
The nine aspects of capability identified in Granåsen, Olsén, Oskarsson and Hallberg (2019) represent broad
thematic areas related to ICM capability that have been in focus for capability evaluation. In this study, these
thematic areas formed the starting point for elaborating more clearly defined and detailed capabilities.
BACKGROUND

This section presents CM capability, assessment of ICM capability, and the CM system.
Crisis management capability

The term capability is frequently used in the crisis management literature, but it is rarely defined (Hallberg, Jungert
and Pilemalm, 2014; Lindbom, Tehler, Eriksson and Aven, 2015). However, Lindbom et al. (2015) identified five
trends based on a literature review of capability definitions: (1) capabilities are basically similar to resources, (2)
resources are important components of capability, (3) capability is the ability to do something, (4) capability is
about capacity, and (5) capability affects an outcome or a goal. Hallberg et al. (2014) defined capability related to
systems engineering as the ability to do something. Lindbom et al. (2015) performed an analysis of how the term
capability is used within the emergency management domain and found that it is usually used in relation to
resources and capacity.
Greenberg et al. (2017) categorized capabilities in the context of disaster and oil spill responses as functional
capabilities, managerial competencies, and capabilities that enable adaptability and flexibility. Functional
capabilities are needed during a specific kind of response, and they are the type most frequently referred to in
practitioners’ guidelines. Managerial competencies are capabilities that are needed in all types of crises, for
example, leadership, coordination and decision making. Capabilities that enable adaptability and flexibility are
critical since there are always uncertainties in a crisis, which means that being prepared for anything is important.
Capabilities that enable adaptability and flexibility include improvisation and the ability to transfer knowledge
from past events to the present crisis (Greenberg et al., 2017). In the current paper, crisis management capability
is defined as the capability to cope with major crises, emergencies and disasters. Furthermore, inter-organizational
crisis management (ICM) capability is defined as the capability to carry out the inter-organizational part of CM.
Assessment of inter-organizational crisis management capability

To develop, maintain and ensure a capability, it is necessary to be able to assess it. However, it is not possible to
directly assess ICM capability since it is a complex concept that comprises several, both dependent and
independent, aspects. Hence, aspects of ICM capability that can be used for assessments have to be determined.
Comfort (2007) suggested the four concepts cognition, communication, coordination, and control as essential
components of inter-organizational performance. Granåsen et al. (2019) identified nine aspects of ICM capability:
interaction, coordination/C2, decision making, relationships, situation awareness (SA), resilience, preparedness,
system performance, and information infrastructure. One of the results from the literature review was that the
terminology is inconsistently used and the concepts studied are rarely defined (Granåsen, et al, 2019). For instance,
two studies claiming to assess collaboration may assess different phenomena. Hence, it is difficult to compare the
results from different studies although they claim to study similar concepts. Thus, there is a need for a more
coherent and specific terminology and the concept studied being clearly defined. Defining the different elements
of ICM capability as measurable components is a prerequisite for valid and reliable assessments.
Identifying the most suitable methods for assessing ICM capability is challenging. At ICM exercises, empirical
observation studies of the nine aspects of ICM capability as identified in a literature review by Granåsen et al.
(2019) revealed that while some aspects may be investigated through observation, others need to be measured by
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methods such as surveys or sophisticated analyses of information produced and transmitted in information and
communication systems (Oskarsson, Granåsen and Olsén, 2019).
The crisis management system

In most countries, CM systems are organized in three levels of authority: local, regional and national (Wimelius
and Engberg, 2015). Local authorities are responsible for crises that affect the local community. Regional
authorities are responsible for crises that affect the region and regional coordination of activities and resources.
National authorities are responsible for crises that affect the nation and national coordination of activities and
resources.
The organization of CM can take the shape of a formalized hierarchical organization or a loosely coupled network.
Network-based approaches to CM can lead to the emergence of spontaneous networks, based on mutual interests
of individuals and organizations (Ödlund, 2010). Even though the study presented in this paper to a large extent
is based on international literature, parts of it are related to the conditions of the Swedish CM. The Swedish CM
system is organized in local, regional and national levels, and it is regulated by three principles: (1) Responsibility,
which means that the organization that is responsible for an activity in a normal situation maintains its
responsibility during a crisis, (2) Parity, which means that the organizations, as far as possible, should be
organized in the same way during a crisis as in their daily work, and (3) Proximity, which means that a crisis
should be managed by those CM organizations that are based in the affected area (Wimelius and Engberg, 2015;
MSB, 2014).
In contrast to several other countries, the command structures in the Swedish CM system are characterized by a
flat hierarchical structure and extensive autonomy for CM organizations (Wimelius and Engberg, 2015). All
organizations are legally equal and, in case of a crisis, they are expected to collaborate across organizational
boundaries and support each other with resources and expertise. The conditions for how this collaboration should
be performed are not specified in laws and regulations (Karlsson, 2015). Thus, the leadership is task oriented and
decentralized, with a large degree of freedom for subordinate organizations to decide on how to manage the
situation.
The County Administrative Boards (CAB) represent the government in each of the 21 Swedish counties, and they
are responsible for coordinating the CM activities in their region. However, a CAB does not have the authority to
force other organizations to collaborate (Wimelius and Engberg, 2015). Still, if there is a crisis in a region, the
CAB generally initiates a function for collaboration, where involved organizations share information and
coordinate actions and resources.
METHOD

This study was carried out in five activities. The first activity was an explorative literature study to identify
capabilities that constitute ICM capability. Eighteen publications with alternative sets of capabilities were
identified from, e.g., governing handbooks regarding ICM, studies of crisis management exercises, and
descriptions of military C2 capability. The outcome of the activity was the identification of 111 capabilities.
The second activity was to assess the relevance of the identified capabilities. This was performed in two steps. In
the first step, three researchers individually assessed the relevance of the identified capabilities on a five-point
Likert scale: (1) Not relevant, (2) Questionable relevance, (3) Unsure, (4) Moderate relevance, and (5) High
relevance. In the second step, the outcome of the individual assessments was jointly analyzed by the three
researchers. Capabilities assessed as relevant or irrelevant by all three researchers were either accepted or rejected.
Capabilities where the assessments on the scale differed were jointly discussed regarding their relevance for ICM
capability. In this work, the capabilities were categorized in three groups: (1) Not relevant, (2) Ambiguous
relevance, and (3) Relevant (Table 1).
Table 1. Example of capabilities and how they were assessed

Identified capability

Category

Set and Monitor Progress towards Goals and
Objectives

Relevant

Ability to use ICT system to communicate
with other organizations

Ambiguous relevance

Policy for effective implementation

Not relevant
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The outcome of this activity was an assessment of 60 capabilities that were relevant for ICM capability, 17
capabilities with ambiguous relevance, and 34 capabilities that were not relevant for ICM capability.
The third activity was a categorization of the 60 capabilities into groups with similar capabilities. For each
category an overall capability was defined, which represented the included capabilities. For example,
coordination/C2, identify and address needs by leveraging resources and prioritize response efforts were
compiled with the capability coordinate activity and resources. The categorization was performed by two
researchers. The outcome of this activity was a set of 11 tentative overall capabilities.
The fourth activity was to scrutinize and improve the set of tentative overall capabilities. This was carried out in
two steps. In the first step, the set of overall capabilities was presented to five experts with solid experience of
capability development and ICM. Their comments were used to improve the set of overall capabilities, for
example, to distinguish between capabilities that directly affect CM and those that are more supportive in nature.
In the second step, the improved set of overall capabilities was divided into four core and seven supportive
capabilities. The capabilities were discussed in a workshop with representatives from the Swedish CM system.
Their comments were used to finalize the descriptions of the capabilities, but no new capabilities were added.
However, some clarifications were made and a further division transformed one of the supportive capabilities into
a set of four enabling capabilities. The outcome of the activity was a clearly defined set of 14 capabilities, divided
into core capabilities, supportive capabilities, and enabling capabilities.
RESULTS

The results comprise a description of the 14 identified capabilities divided into four core capabilities, six
supportive capabilities, and four enabling capabilities. The core capabilities are defined as fundamental
cornerstones of ICM capability. The supportive capabilities are defined as necessary to achieve the core
capabilities. The enabling capabilities are defined as representations of what needs to be in place to ensure the
realization of efficient ICM collaboration. Thus, both supportive and enabling capabilities can be viewed as more
concrete instantiations of the core capabilities, which constitute more abstract representations of ICM capability.
Core capabilities

The four core capabilities have a direct impact on the crisis system’s performance by affecting the involved
organizations (Figure 1). Thereby, these capabilities constitute the fundamental cornerstones of the ICM
capability. If one of the core capabilities is lacking, the ICM capability becomes inadequate. The four core
capabilities are: (1) compile and distribute a common operational picture, (2) establish and share a common
direction, (3) coordinate activities and resources, and (4) coordinate communication to the public and the affected
actors.

Inter-organizational crisis
management (ICM)

Compile and distribute
a common operational
picture

Establish and share a
common direction

Coordinate activities
and resources

Coordinate
communication to the
public and the affected
actors

Figure 1. The four core capabilities of ICM
Compile and distribute a common operational picture

The capability to compile and distribute a common operational picture means being able to: (1) obtain information
about the situation from involved organizations, (2) assess the obtained information and produce a common
operational picture, (3) establish the operational picture, and (4) communicate the operational picture to the
engaged and affected organizations. The operational picture is an important tool for information sharing among
partaking organizations. According to Bharosa, Lee and Janssen (2010), access to core information enhances
effectiveness. The information in the common operational picture is compiled and analyzed to be used for sharing
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information between involved crisis management organizations. However, parts of it could also be useful for
informing politicians, affected organizations, and the public. In order to maintain confidence in the system’s
ability to handle the situation, it is important to provide a unified and balanced picture of the situation.
Establish and share a common direction

The capability to establish and share a common direction means, based on the understanding of the situation,
being able to: (1) generate and assess alternative courses of actions, (2) decide on a course of action, and (3)
communicate the decided common direction. Common direction is the shared overarching concept of what should
be accomplished and how to achieve it in order to manage the situation. Moreover, the interests of the involved
CM organizations need to be taken into consideration (Hocevar, Jansen, and Thomas, 2011). For organizations
that need to solve complex challenges together, a common direction is essential to reach a desired position. The
common direction makes it possible for collaborative organizations to coordinate their activities.
Coordinate activities and resources

The capability to coordinate activities and resources means, based on the understanding of the actual situation
and established direction, being able to: (1) make decisions regarding actions and utilization of available
resources, and (2) communicate the decision to involved organizations. According to Greenberg et al. (2017),
coordination is needed in all kinds of crisis management. To ensure the most effective use of available resources
in order to meet the overall objectives, the needs for these have to be coordinated. Furthermore, coordination
means aligning organizations‘ actions to achieve a shared goal (Comfort, 2007).
Coordinate communication to the public and the affected

The capability to coordinate communication to the public and the affected means, based on the understanding of
the situation, being able to: (1) establish needs for a common purpose of communication, message and target
group, (2) formulate an announcement that conveys the message, (3) determine which communication channels
should be used, and (4) communicate the message. The ability to provide unanimous and consistent statements
about the situation is vital. Contradictive information may lead to decision makers and the public losing confidence
in the involved organizations’ ability to deal with the situation. Lack of information can give rise to paracrisis,
which is a primarily reputational threat (Coombs, 2014). Absence of information may further result in rumours
about both the involved CM organizations and the crisis. Coombs (2014) argued that the absence of information
indicates passivity and provides other actors with the opportunity to take control and fill the information vacuum
with their views. This can lead to decreased credibility for the ICM system.
Supportive capabilities

The supportive capabilities are significant to maintain the core capabilities. They can be seen as building blocks
that enable the core capabilities. Hence, each core capability is dependent on several supportive capabilities. The
six supportive capabilities are: (1) situation awareness, (2) understanding the roles of other organizations, (3)
generate alternative courses of action, (4) decision making, (5) communicate and share information, and (6) secure
information management (Figure 2).

Situation
awareness

Understanding the
roles and
responsibilitiesof
other organizations

Generate
alternative courses
of action

Decision making

Communicate and
share information

Secure information
management

Figure 2. The six supportive capabilities that are significant building blocks of the core capabilities
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Situation awareness

The capability of achieving situation awareness means being able to create and maintain an understanding of the
situation. Situation awareness includes perception of environmental elements, comprehension of their meaning,
and projection of their future status (Endsley, 1995). Situation awareness is critical for successful decision making
in the context of ICM. Furthermore, common situation awareness is of great importance for all the core capabilities
of ICM. One example of how a team can achieve common situation awareness is by compiling information from
both own and other organizations into the common operational picture. The common operational picture could
then be used during the creation of a common direction, coordination of activities and resources, and in the
creation of a unified message to the public. Information sharing by information systems or by joint collaborative
meetings supports a common situation awareness between all organizations in the ICM system.
Understanding the roles and responsibilities of other organizations

The capability of understanding the roles and responsibilities of other organizations means being able to create
and maintain an understanding of other involved organizations in terms of roles, mandates, assignments, and
resources. Understanding the other involved organizations’ roles is significant in ICM settings (Hallberg,
Hallberg, Granlund and Woltjer, 2014), as it is a prerequisite for both the development of a common direction and
for coordination of activities and resources. For example, influences between organizations could be seen as a
way to direct and coordinate (Bergström et al., 2016). In addition, understanding the roles and responsibilities of
other organizations makes it easier to establish a common direction and gain an acceptance for the collective
decision. Furthermore, understanding other organizations’ roles and responsibilities increases the likelihood of
other organizations offering help before asked for it, which, according to Dowell (2016), is a form of coordination.
Generate alternative courses of action

The capability to generate alternative courses of action means being able to create a set of possible courses of
action to handle the situation. Being able to generate alternative courses of action is vital for the ICM system’s
ability to adapt in dynamically evolving situations, where the development of the situation may be difficult to
predict. This capability demands the ability to generate creative, innovative, and flexible solutions to unpredictable
events. Generation of alternative courses of action is a prerequisite for the creation of a common direction and
coordination. This supports organizations to find the most suitable actions and prepare for situations they could
not predict.
Decision making

The capability of decision making means being able to assess possible options and decide upon the most suitable
actions, based on the situation. The capability to make decisions is central to inter-organizational collaboration
(Dowell, 2016). The ability assumes that individuals are authorized by their organizations to make decisions. Due
to the consequences that difficult decisions can have for individuals and communities, this ability requires a great
deal of courage. Decision making is a prerequisite for the creation of common directions. Thus, creating a common
direction is a decision making process where the best courses of action are selected. Decision making also has a
vital role when deciding on a unified message for communicating with the public.
Communicate and share information

The capability to communicate and share information means being able to receive, collect, and share information.
An important ability for accomplishing this is being able to establish and maintain social and technical networks
(Kapucu, 2008). Communicating and sharing information is a necessary ability in order to understand what is
happening, what can be done about it, and prompt organizations and additional resources to resolve the situation
(Comfort, 2007). Therefore, communication and information sharing is a prerequisite for all the core capabilities.
For example, information from all organizations is needed to establish a common operational picture. Moreover,
the compiled operational picture contains information about the situation that should be shared by the
organizations. This information is then vital for a common direction, coordination, and creation of a unified
message to the public.
Secure information management

The capability of secure information management means ensuring confidentiality, integrity, and availability (CIA)
when exchanging, processing, using, and storing information (Von Solms and Van Niekerk, 2013). Confidentiality
means that information is not made available or disclosed to anyone unauthorized. Integrity means maintaining
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and assuring accuracy and completeness of information. Availability means that information is accessible for
those authorized when needed. Information can be both physical and digital, and it may be sensitive during a
crisis. The triad of confidentiality, integrity, and availability is the core of information security. Secure information
management is a prerequisite for the common operational picture to make it as reliable as possible.
Enabling capabilities

The enabling capabilities create the general conditions for inter-organizational collaboration. The four enabling
capabilities are: (1) activate an inter-organizational crisis management, (2) coordinate the inter-organizational
crisis management, (3) adjust the inter-organizational crisis management, and (4) dissolve the inter-organizational
crisis management (Figure 3).

Activate an interorganizational crisis
management

Coordinate the interorganizational crisis
management

Adjust the interorganizational crisis
management

Dissolve the interorganizational crisis
management

Figure 3. The four enabling capabilities.
Activate an inter-organizational crisis management

The capability to activate an inter-organizational crisis management means being able to initiate the ICM by
alerting the relevant organizations. This is triggered by the decision that an ICM organization is needed. According
to Dowell (2016), delayed activation of larger crisis responses could affect the outcome. Due to the nature of the
situation, relevant organizations are contacted for participation. Hence, this capability aims to establish the
conditions for the initial ICM.
Coordinate the inter-organizational crisis management

The capability to coordinate the inter-organizational crisis management means being able to coordinate, support,
and plan the work that is carried out by the organizations involved in the ICM. Hence, this capability aims to
maintain the conditions for the ICM.
Adjust the inter-organizational crisis management

The capability to adjust the inter-organizational crisis management means being able to adjust the conditions for
the ICM to the development of the situation. This includes conforming the organizations involved and the way
ICM activities are carried out. Due to the nature of the crisis, it is common for the situation to evolve over time,
which means that the composition of the ICM might need to change over time. Furthermore, since crises and the
way they develop are unpredictable, it must be possible to adjust the design of ICM collaboration according to the
situation.
Dissolve the inter-organizational crisis management

The capability to dissolve the inter-organizational crisis management means being able to make the decision to
discontinue the ICM when it is no longer needed and implement a decommissioning process. Hence, this
capability aims to initiate and implement the process to end the ICM.
DISCUSSION

Exercises have been suggested as a means to ensure ICM capability (Borell and Eriksson, 2013). To be able to
determine the level and progress of the capability there is a need for assessment approaches. However, the
complexity of crisis management performance makes it difficult to measure the ICM capability. In other related
domains, the complexity of a phenomena has been managed by creating more detailed descriptions. Greenberg et
al. (2017) used 29 capabilities to describe the response capability to manage an oil spill. Comfort (2007) used
cognition, communication, coordination, and control to explore CM. Granåsen et al. (2019) identified nine themes
related to ICM capability. The set of 14 capabilities that can be used for understanding the inter-organizational
aspect of CM presented in this paper is a further exploration of the themes in Granåsen et al (2019). There are
overlaps where some of the themes were easily formulated into capabilities whereas others needed to be recreated
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when new information was added.
All the 14 ICM capabilities that are presented in this paper are general, and thus applicable irrespective of utilized
scenario, and divided into core, supportive and enabling capabilities. Core capabilities are defined as fundamental
corner stones for ICM capability as they have a direct impact on the crisis system’s performance. Supportive and
enabling capabilities are a prerequisite for the ICM system to be operative and achieve core capabilities. The
supportive capabilities can be regarded as building blocks for the core capabilities, whereas enabling capabilities
provide general conditions for inter-organizational collaboration. Hence, all capabilities will have a direct or
indirect impact on the CM performance. Consequently, if one, or several, core capabilities are not satisfactorily
achieved, identification of the reason for this deficiency is largely facilitated by assessment and analysis of the
supportive and enabling capabilities. Correspondingly, if one, or several, supportive or enabling capabilities are
not satisfactorily achieved, the prerequisites for the ICM system to carry out successful ICM operations are poor.
Thus, since assessment of the core capabilities is preferably performed by assessment and analysis of supportive
and enabling capabilities, understanding the relations between these three categories of ICM capabilities is critical.
The relations between supportive and core capabilities described in the results support this understanding.
The present paper presents a set of capabilities that constitute ICM capability, which enhance the possibility to
analyze the effectiveness and performance of an ICM system. Based on the set of capabilities, the produced ICM
capability may be assessed based on how well the more detailed capabilities are fulfilled, for instance, the timespan
from the decision to initiate an ICM organization until it is operational and whether the ICM organization
suggested to establish and share a common direction. The results provide an understanding of the areas in most
need for improvement. Furthermore, the set of capabilities presented in this paper could be used as a foundation
for designing capability-driven exercises (Eriksson and Hallberg, 2019). The focus on executed elements during
the exercises is motivated by one or several capabilities.
Describing the ICM capability in more detail provides a deeper understanding of what needs to be assessed in
ICM exercises. Hence, the design of exercises in terms of objectives, scenarios and assessments could be directed
towards one or several of these capabilities. Since ICM exercises are costly and time consuming, using the ICM
capabilities in the exercise design may support inclusion of relevant ICM capabilities in the scenarios, thus making
sure that relevant ICM capabilities are actually trained and assessed. Although identification of proper methods
to measure and assess respective ICM capability is extremely important this was not a part of this work, where
the objective was limited to identify and elaborate a clearly defined set of ICM capabilities. However, methods
for proper assessment of the capabilities is something that will be considered in future research. Some ICM
capabilities are probably not possible to assess by direct observation during exercises, which means that
combinations of several assessment methods will most likely be needed. Since the capabilities are general and of
importance to practice in exercises they are also suitable for assessing real events. In these cases, other assessment
methods will most likely be needed.
Foremost, the capabilities related to ICM presented in this paper are aimed for use in the context of the Swedish
ICM system, which is characterized by a flat hierarchical structure and extensive autonomy for crisis management
actors (Wimelius and Engberg, 2015). An important characteristic of Swedish CM organizations is their legal
equality, which means that the coordination of the ICM system is performed through collaboration between
different CM organizations and that a collaborative function is often formed. This aspect was taken into account,
for example, in the formation of the core capability to establish and share common direction, which implies that
organizations need to collaborate to identify keys for collective problem solving. In addition, the enabling
capabilities imply that there is a certain function for activating, adjusting and dissolving the ICM system. This
function could vary in the way it is performed and could therefore exist in various CM systems.
Even though the capabilities described in this paper focus on ICM capability, they are to some extent also relevant
for single organizations. Several activities performed by single organizations are essential for ICM capability. For
example, decision making is carried out on several levels both within organizations and in collaboration between
several organizations. Moreover, a common direction or coordination needs to be executed through single
organizations’ chain of command.
The main contribution of this paper is the clearly defined set of ICM capabilities that could form the foundation
for a future framework supporting the design of ICM exercises and the evaluation of participants’ performance,
e.g. corresponding to the framework suggested by Greenberg et al. (2017) in relation to oil spill response. A first
step towards such a framework is to identify methods for measuring and evaluating the recognized capabilities
and, thereafter, evaluate them empirically in ICM exercises.
CONCLUSION

In accordance with the objective, this paper provides a set of clearly defined capabilities that constitute ICM
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capability. To enhance utilization of the presented capabilities, they were divided into core capabilities, supportive
capabilities and enabling capabilities. The set of capabilities can be used to evaluate the performance of ICM, in
CM exercises and in real CM operations. Furthermore, the set of capabilities could be used to design ICM
exercises. Future work will focus on the development of a comprehensive framework that incorporates the
identified capabilities and also provide methods and indicators for the assessment of each capability.
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ABSTRACT

Inter-organizational exercises are commonly conducted with the aim to improve overall crisis response system
performance. However, there are challenges associated with establishing learning goals for, designing and
evaluating inter-organizational exercises. This work-in-progress paper applies a systems science perspective on
the Swedish crisis response system with the aim to understand (1) what kind of a system it is (2) what properties
or mechanisms enable good system performance?, and, (3) what are desirable training goals for improving the
crisis response capability of the Swedish crisis response system? The author suggests that (1) the Swedish crisis
response system can be seen as a Complex Adaptive System, and (2) that the focus must shift from exercising
organizations’ intra-organizational capabilities to adaptive capabilities. The latter can be achieved by designing
exercises comprising boundary-crossing activities with the purpose to support the buildup of boundary-crossing
competence. Cross-organizational learning can be achieved by identifying, documenting and disseminating
boundary stories.
Keywords

Inter-organizational Learning, Boundary-crossing Competence, Boundary Discourse, Systems Science, Complex
Adaptive Systems.
INTRODUCTION

The purpose for conducting inter-organizational exercises in crisis response is to enable learning in order to
improve crisis response capability on a higher system level (Lalonde, 2004; Berlin and Carlström, 2014). From
the individual actor’s point of view, inter-organizational exercises thus aim to improve the understanding of the
responsibilities and capabilities of own and other actors’ responsibilities and capabilities, as well as the boundaries
or interfaces that exist between the involved actors (Andersson, 2016). Thus, from a systems science (Checkland,
1999) point of view, inter-organizational exercises comprise desired cross-scale interactions; by focusing on
events concerning organizational boundaries, the understanding of individual and others responsibilities and
capabilities develop, affecting the emergent system capability on an overarching level.
Every real-world case of inter-organizational collaboration has unique features in terms of involved entities, their
ability to collaborate, the dynamics and complexity of the event, and to what extent a crisis management support
system that can empower the collaboration exists (Ansell, Boin and Keller, 2010). As pointed out by Majchrzak,
Jarvenpaa and Baherzadeh (2014), one characteristic of inter-organizational collaboration is the dynamics in
relations and the number of participating organizations, suggesting that exercises should not focus on exercising
fixed structures or constellations of organizations, but rather on exercising generic aspects of inter-organizational
collaboration. Comfort and Kapucu (2006) stated that “As the type and size of organizations involved in response
operations varies, the disparity in skills, knowledge, access to information and equipment widens among the
participants in the response process” (p. 310). They further declared that “The challenge to administrative theory
and practice is how to design and support governmental systems that can adapt readily to the urgent demands and
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complex operating conditions in extreme events” (p. 312). Improving the understanding of what the goals of interorganizational exercises should focus on to actually improve crisis response capability is thus an important task
in order to improve the design, conduct, and evaluation of such exercises. Nordström and Johansson (2019)
conducted a review of inter-organizational crisis response exercise evaluation reports in a Swedish context.
Several areas that could be improved in terms of evaluation reports content, how inter-organizational exercises
are evaluated, and the lack of a technical support system for conducting exercise evaluation, were pointed out
(Nordström and Johansson, 2019). Furthermore, the review suggested that there is a lack of theoretical
understanding when it comes to learning in organizations, particularly in inter-organizational contexts. The
purpose of this paper is to describe the Swedish crisis response system from a systems science perspective in order
to discuss the following questions:
What type of system is the Swedish crisis response system?
What properties or mechanisms of such a system are important for overall system performance?
What are the desirable training goals for improving the crisis response capability of the Swedish crisis
response system?
This paper is not a literature review nor an empirical study. Rather, it is an exercise in applying systems science,
learning theory, and communications theory to an existing system (the Swedish crisis response system). It is work
in progress as the ideas and concepts outlined in the paper need to be applied and evaluated. The challenge of
understanding and improving inter-organizational learning in a crisis response context demands such an approach
as studies focusing on a limited set of questions or specific exercises are unable to capture the characteristics of
the complexity of inter-organizational crisis response operations.
A SYSTEMS PERSPECTIVE

The term system can be used to denote several different things. As pointed out by von Bertalanffy (1968), there
are at least three classes of systems: real systems which are observable, functional entities that can be viewed as
systems, such as a human, a dog, a galaxy, or a machine; conceptual systems, such as mathematics, logic, and
other essentially symbolic constructs; and lastly abstracted systems, which are a subclass of conceptual systems
that correspond with reality (for example when modelling a real-world system) (von Bertalanffy, 1968). A systems
perspective can be applied to anything and is therefore nothing more than a perspective. Adopting a systems
perspective means defining the unit of analysis as well as accepting the fact that the concept of reductionism, i.e.
that anything can be explained by understanding the parts that it consists of, is meaningless. Instead, a systems
perspective means accepting that certain functions or qualities are emergent on some levels of a system, and that
the systems perspective is a way of thinking rather than a discipline in its own right (Checkland, 1999). The system
under scrutiny is in this sense created by the observer/analyst when he/she decides what the unit of analysis should
be1. Systems science provides a language for the process of doing this and describing the system under scrutiny.
Defining the system is crucial in the sense that it comprises the task of stating what is – or is not - part(s) of the
system, and what the boundary (our boundaries) of the system is. The existence (and identification) of a boundary
makes it possible to define inputs and outputs, meaning information that enters or leave the system (Checkland,
1999, p. 101). This neat description is naturally hard to apply in reality, especially in a crisis response context
where various entities2 interact in unpredictable ways, forming and re-forming constellations of systems and subsystems. It is therefore important to differentiate between normative system perspectives (systems as envisioned
by their designers) and descriptive system perspectives (systems as they work in practice) (Brehmer, 2006). The
former is a type of abstract systems that represent work-as-imagined, while the latter are real systems representing
work-as-done (Carvalho, Righi, Huber, Lemos, Jatoba and Gomes, 2018). The consequence of this view is that
although official descriptions of crisis response systems, to the extent that such exist, only provide information
about a crisis response system as imagined, not as it actually works, particularly in previously unknown situations.
General systems theory suggests that by studying many different cases, concepts, models and laws emerge that
are valid across different types of sciences, systems and situations (von Bertalanffy, 1968). In order to do so, both
the real system (the observable system), and as the abstracted system, the descriptions intended to depict the
constellations formed to create a crisis response system, which also often drive the design of crisis response
1

Von Bertalanffy stresses this point even further, stating that “perception is not a reflection of “real things”
(whatever their metaphysical status), and knowledge is not a simple approximation to “truth” or “reality.”’ (1968,
p. xxii).
2
In this paper, “entity”, “component”, “node”, etc are used interchangeably to denote functional parts of the
system in question .However, in the discussion about the inter-organizational context of the Swedish crisis
response system, it refers to organizations or representatives of organizations working in the field.
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exercises and evaluations, will have to be considered. When doing so, it will be necessary to move across scales
in the Swedish Crisis Response system, from discussing the system-as-a-whole, to discussing interactions that
take place between a limited set of individuals in the field, in meeting rooms, and other physical places during a
crisis. This approach thus postulate that the crisis response system as such is an emergent property aimed to create
direction to the activities taking place, which emerge from the interactions between the involved entities.
THE SWEDISH CRISIS RESPONSE SYSTEM

The Swedish crisis response system is not a system per se as it does not have a common, purposefully designed
structure or set of functions that provide basic functions such as planning, sensemaking, prioritization etc. Instead,
it is a temporarily assembled construct composed by a variety of actors working according to a set of principles,
directives and laws. Actors responsible for an operation in normal situations have corresponding operational
responsibilities in the event of a crisis (Swe: ansvarsprincipen). A crisis must be managed where it occurs by those
most closely affected and responsible (Swe: närhetsprincipen), and changes in the organization should not be
greater than required to handle the crisis (Swe: likhetsprincipen). In addition to these principles authorities are
obliged to cooperate with other authorities. The municipalities (local level) and the county administrative boards
(regional level) should, within their geographical area, also work to achieve coordination between the crisis
management measures taken by various actors during a crisis event (Swe: geografiskt områdesansvar) (prop
2005/06:133 p. 51; MSB, 2015).
Societal functions, what von Bertalanffy calls the real system, are distributed over a large number of agencies,
organized in different ways and with different pre-conditions for participating in crisis response operations, and
the participating organizations are likely to change over time. In order to achieve a coordinated response in a
system like this, there need to be numerous interactions across organizational boundaries. Coordination, among
this heterogeneous set of actors, needs to be based on collaboration as no organization has a clear mandate to
direct the resources of another organization.
Consequently, from an analytical point of view, the Swedish Crisis Response system, can be seen as a complex
adaptive system (CAS). As stated by Holland: “A complex adaptive system has no single governing equation, or
rule, that controls the system. Instead, it has many, distributed, interacting parts, with little or nothing in the way
of central control” (1992, p. 21). To be successful, a CAS needs to adapt to create a fitness to the context of its
environment, be able to present variation to cope with change in the environment, and evolve to increase its fitness
to the environment (Grisogono, 2006). CAS theory suggests that the ability of the system components to adjust
their behaviour in relation to each other and the environment shapes the behaviour, and thus fitness, of the system
as a whole (Holland, 2006).
Although the Swedish Crisis Response system works according to a set of principles, as described above, the
initiation of the crisis response is almost always driven in a bottom-up fashion. This initiation can be manifested
in many different ways, such as several local actors working on the same problem understanding that they need
to coordinate their actions, to single organizations requesting help from others to cope with a situation. In either
case, the participating organizations must adapt to both each other and the situation at hand, creating a global
pattern of organization while simultaneously pursuing own and local goals (Bodin and Nohrstedt, 2016). This was
described by Comfort and Kapucu as auto-adaption: “Auto-adaption is a form of mutual adjustment among the
component units of an organization and, again, among the component organizations of an inter-organizational
system” (Comfort and Kapucu, 2006, p. 316). This means that the actions of individuals in the field have the
potential to alter the behaviour of an organization or even an inter-organizational system. This also means that the
crisis response CAS to a certain degree is self-organizing, although there are laws and regulations to constrain
and guide interaction. From a qualitative point of view, this auto-adaption is made possible by reciprocity and
mutual trust, which allows members of different organizations to share information, risks, and opportunities
(Kapucu, 2006). This view will be elaborated in the following sections of this paper by examining pre-requisites
for interaction across organizational boundaries.
INTERACTIONS AS COMMUNICATION

From an analytical point of view, CAS theory suggests cross-scale interactions where local interactions between
individual components in a system may affect the behaviour of the system as a whole. This also suggests that
although a CAS like the Swedish Crisis Response system tends to create itself in unique ways in each new response,
there are certain qualities related to the interactions between individual components of the system, such as
interactions across organization boundaries that are common to all crisis response operations. A common feature
of these interactions, at least in the context of Swedish crisis response, is that they largely consist of written or
verbal communication. In the field, communication usually consists of verbal exchanges on site or shorter text
messages. On higher inter-organizational levels, communication typically takes place at meetings or by formalized
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types of written communications, such as reports or other types of documents, usually between designated points
of contact. In either case, the communications that take place across organizational boundaries can be seen as a
specific type of discourse that differentiates itself from the discourse taking place within the individual
organizations. While communication on the abstraction level of systems concern information flows, which can be
depicted by lines between system components, the author of this paper suggest that inter-organizational learning
occurs on the boundaries in the form of dialogues, which can only be understood in the specific context where
they take place. The communication that occurs between organizations involved in a crisis response organization
reflects the quality of these interactions in terms of the knowledge, assumptions, definitions, etc that can be found
in the discourse. Discourse consists of the conversations and texts that occur or are produced in specific contexts
at certain points in time. Linell stated: “Any discourse or text is embedded in a matrix of contexts made up from
an array of different contextual resources: prior discourse, concrete physical environments, people (and
assumptions about people) with their interpersonal relations, various kinds of background knowledge, situation
definitions (frames), models of topics talked about, etc” (Linell, 1998, p. 144).
Discourse, in the sense that it reflects knowledge held by different individuals belonging to certain groups,
organizations, or social or cultural communities (Wenger, 1999), is not static. Rather, it is subject to constant
change and can evolve and change rapidly. Interprofessional contacts at organizational boundaries, for example
between individuals from different crisis response organizations, involve different perspectives, and ideological
and culture- and profession-specific approaches to the crisis, which will trigger recontextualization of knowledge
within and between the individuals. This often results in the emergence of a new type of discourse as well as
changes to existing ones. According to Linell, this includes linguistic expressions, concepts, propositions, facts,
lines of argumentation, values and ideologies, knowledge and theoretical constructs, ways of seeing things and
ways of acting towards them, ways of thinking, and ways of saying things (Linell, 1998). To put it simply, the
way individuals communicate about things changes the way they view things, and hence their ability to adapt to
others. This in turn shapes the way they communicate about things, creating an ever-ongoing cycle of reinterpretation and recontextualization of discourse. In a way, communication constitutes a sensemaking process
that guides understanding. Socio-cultural theorists have proposed that knowledge and learning are deeply rooted
in language, and that a part of the learning process involves becoming socialized into the professional discourse
(Wenger, 1999; Griffith and Guile, 2003; Walker and Nocon, 2007). Collaboration in a highly dynamic, uncertain
and potentially dangerous situation naturally depends upon the ability to communicate efficiently. This goes
beyond merely establishing technical means for communication. A vocabulary that is shared or at least agreed
upon, trust, objectives that are shared to some degree, and commitment to contribute and adapt to both the situation
and other actors are required.
LEARNING GOALS IN AN INTER-ORGANIZATIONAL CRISIS RESPONSE CONTEXT

From the point of view of learning, on the micro-level, an important goal of inter-organizational exercises is to
create a new discourse at the boundaries of organizations in inter-organizational crisis response operations. Walker
and Nocon (2007) suggested that a boundary-crossing competence is needed to function competently in multiple
contexts, something referred to as a ‘broader ability’ by Berlin and Carlström (2015, p. 20). A boundary-crossing
competence is needed to adapt smoothly to the wide range of actors that may be encountered by individuals
working in an inter-organizational crisis response context. Walker and Nocon further suggested that learning
environments must offer learners the opportunity to participate in horizontal – rather than vertical – systems of
expertise (Walker and Nocon, 2007). They argued for an expanded notion of competence that “encompass the
ability to manage and integrate multiple, divergent discourses and practices across social boundaries” (Walker
and Nocon, 2007, p. 181). Griffith and Guile took a similar stance: “...it forces a recognition that learners have to
be supported to overcome the situatedness of knowledge and skill so that they can develop the dialogic capabilities
to participate in the discourse associated with different workplace communities of practice” (Griffith and Guile,
2003, p. 67).
From the point of view of crisis response, knowledge within organizations is often recontextualized vertically, i.e.
knowledge is applied in a similar fashion in different contexts, such as writing, where a student who has learned
how to write can apply this skill both by using a pencil or a keyboard. Horizontal recontextualization on the other
hand involves defining new contexts, new goals, and activity patterns – referred to as expansive learning by
Kerosuo and Toivianen (2011). Interaction across boundaries requires the construction or transformation of new
knowledge, identities and skills rather than only taking advantage of constructs transported from other contexts,
as in vertical recontextualization (Griffith and Guile, 2003). Thus, a specific discourse seems to emerge and exist
at the boundaries between organizations, a boundary discourse. This boundary discourse is the product of vertical
recontextualization of concepts, terms, propositions, facts, argumentation, etc on the behalf of the individuals
interacting across the boundaries of the involved organizations.
However, this boundary discourse is not limited to the inter-organizational boundaries – eventually it will
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influence intra-organizational discourse and the individuals working on the boundaries will partake in the
discourse within their own organizations. Individuals working at and across boundaries can be viewed as a type
of brokers (Wenger, 1999) or boundary spanners (Kapucu, 2006) as they, at least implicitly, have the task to build
bridges across organizational boundaries. Wenger described the job of a broker as complex as it “involves
processes of translation, coordination, and alignment between perspectives” (Wenger, 1999, p. 109). This means
that individuals taking on the role of boundary crossing may be held accountable by the organizations, creating
an ambiguity concerning their loyalties and eventually organizational or group belonging (Akkerman and Bakker,
2011): “On the one hand, these people and objects enact the boundary by addressing and articulating the multiple
meanings and perspectives following from sociocultural diversity (representing both-and). At the same time,
boundary objects and boundary-crossing people move beyond the boundary since they are not fully defined by
the multivoicedness but rather are in a middle ground and have an often unspecified quality of their own (neithernor)” (Akkerman and Bakker, 2011, p. 150).
Nonetheless, individuals possessing boundary-crossing competence have a crucial role in the adaptive process
between organizations if a CAS perspective is applied. Successful development of a boundary discourse may
eventually lead to reformulation of organizational boundaries, thus fundamentally changing the systems-as-awhole. Inter-organizational exercises must therefore encourage the development of such competence in order to
strengthen the overall capability of the crisis response system. However, in order to deepen the understanding of
what this competence means and how it can be encouraged, the concept of boundaries needs to be further
investigated. Wenger (1999) suggested that learning consists of the components practice, identity, community,
and meaning. From Wenger’s point of view, learning is tightly interwoven with the learner’s community. From
an intra-organizational point of view, this is fairly straightforward. However, in an inter-organizational context,
problems arise as the components community and identity become blurted and vague as there is no apparent
community of practice, and hence no professional identity to recognize and pursue as a learner.
Boundaries, as used in this paper, is an ambiguous term. Being at the boundary of an organization suggest
belonging to a world and another world, i.e. being in the in between. The boundary does not only include/exclude,
it is also where the organization connects to other organizations. The boundary both define what someone or
something belongs to, and thus in sense is, but also what it is not (Akkerman and Bakker, 2011). Boundaries are
challenging to the adaptive capacity of systems consisting of several organizations as they present “socio-cultural
differences leading to discontinuity in action or interaction” (Akkerman and Bakker, 2011b, p. 1). The individuals
working at and across a boundary enact the boundary by addressing and articulating meaning and perspectives on
the intersecting organizations, and they also partake in the creation of a new discourse with the potential to change
or redefine the boundaries. Boundaries are not stable constructions; instead they are precarious and permeable in
nature (Kerosuo, 2001). Inter-organizational exercises, at least when they encourage interaction at the boundaries,
therefore have the potential to support the creation of new concepts, terms, facts, and lines of argumentation that
support the buildup of boundary crossing competence and hence improved adaptive capability of the system-asa-whole. This should not be interpreted as dissolving the boundaries as such – the interacting organizations will
most likely not merge into a new organization although some practices may converge. “Dialogical engagement at
the boundary does not mean a fusion of the intersecting social worlds or as dissolving the boundary. Hence,
boundary crossing should not be seen as a process of moving from initial diversity and multiplicity to homogeneity
and unity but rather as a process of establishing continuity in a situation of sociocultural difference” (Akkerman
and Bakker, 2011, p. 152). It should be noted that boundary work may lead to the development of entirely new
practices in their own right (Wenger, 1999), potentially taking the form of a new organization, or node, in the
system-as-a-whole.
An important learning goal of inter-organizational exercises should therefore be to create this boundary crossing
competence and ultimately to develop a boundary discourse that supports adaption within the crisis response
system. This is reflected in exercise objectives in various ways. For example, in the review of inter-organizational
exercises by Nordström and Johansson (2018), typical learning goals were “That actors have a good ability to
communicate internally and externally, as well as explain the decisions taken and their consequences” (p. 5,
original in italics). However, the review also analyzed the type of indicators used for evaluating exercises, and
concluded that indicators usually reflect easily assessed aspects of communication such as time to establish
technical communication systems, number of meetings conducted, timeliness of written reports etc. This suggests
that indicators usually grasp for what is measurable rather than what should be measured.
Suggestions for creating and capturing discourse at the boundaries of organization

How should the type of knowledge, or discourse, created at inter-organizational boundaries during exercises or
actual crisis response events be captured? How can it be used to recontextualize concepts, terms, and lines of
argumentation – the way people think – within organizations? Snowden suggested that the most promising
approach to capturing knowledge in organizations is to engage in capturing and disseminating stories and
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anecdotes that can assist in contextualizing new knowledge and recontextualizing existing knowledge. He stated
that anecdotal material is highly valuable as it offers material for story construction, which is a way to turn
complex ideas and concepts into a memorable form and embed sustainable lessons learnt (Snowden, 2000).
Snowden further suggested the creation of archetypes, cartoon-like characters that reflect important properties of
different members in an organization, as a point of departure for the creation of new stories or scenarios that can
support learning and organizational memory. Archetypes, such as the hero, the wise old man, the villain etc have
always existed, but they also exist within organizations. All workplaces have a few iconic co-workers who occur
in coffee-room discussions, around whom stories emerge and are recontextualised as time passes. New discourse
can be created between and about the archetypes. Snowden (2000, p. 61) stated “…the experience of past
employees can be captured in a memorable form; they allow induction time to be shorted by giving employees
access to stories that it might otherwise take them months or years to accumulate […] to explore alternative views,
or investigate likely responses to a situation from different viewpoints”. The author of this paper suggests that this
approach can be particularly promising for capturing and increasing knowledge in an inter-organizational context.
Stories from work occurring at and across organizational boundaries have the potential to illustrate fundamental
aspects of such work, but also to support recontextualization of knowledge and practices by providing examples
of what works and what does not. Archetypes can be used to support the build-up of identity for boundary spanners.
Conversely, other archetypes could highlight what kind of behaviours do not comply with boundary spanning
competence.
Hence, rather than focusing on easily measurable indicators as the assessment of a complex event such as an interorganizational exercise, less tangible but useful data should be collected, such as narratives about success or failure.
Snowden suggested Story Circles, a kind of workshop where stakeholders meet, discuss, take notes and elicit new
points of view and new concepts. This method allows “a degree of phase shift: dialog would appear meaningless
for long periods and then suddenly meaning would emerge in the form of a memorable phrase” (Snowden, 2000,
p. 58). This lead to “a breakdown of existing perceptions and beliefs and resulted in new insights that emerged
from the active discourse of informed participants […] meaning had arisen from the community itself, but only
where the environment had changed to create discomfort and disruption” (Snowden, 2000, p. 58). As described
above, discomfort and disruptions are characteristics of boundaries, which would support the idea that facilitating
storytelling about boundary work could benefit the creation of boundary stories, and the creation of archetypes
illustrating boundary-crossing competence.
DISCUSSION – IMPLICATIONS FOR INTER-ORGANIZATIONAL LEARNING IN CRISIS RESPONSE

It is sometimes argued that inter-organizational exercises are an expensive waste of time. This line of reasoning
is often based on the difficulties to establish a connection between exercises and real-event performance. In this
paper, the author argues against this view. Inter-organizational exercises are one of very few situations where
actors in different organizations have the opportunity to interact across boundaries with the purpose to cope with
a shared problem. It is only at these times that boundary discourse can emerge. However, this also puts demands
on the designers and evaluators of inter-organizational exercises; it must be assured that the exercise not only
focuses on training goals associated with the individual organizations. The lack of predictability in crisis response
operations suggests that it will always be difficult to know with whom one should cooperate, especially in crisis
response systems like the Swedish one, where responsibilities and mandates are widely disseminated. Instead,
focus should be on generic collaborative capabilities where exercises are designed to challenge participating
organizations in such a fundamental way that boundary-crossing interactions are needed to cope with the problem
at hand (Berlin and Carlström, 2015). Evaluations, likewise, need to focus on events concerning the boundaries
of the participating organizations to assure that the evaluation captures aspects of interaction between and adaption
of participating organizations. Unfortunately, many inter-organizational exercises are streamlined to provide
“value” to all participating organizations by assuring that everyone has the opportunity to show off their
professionalism (and hence experience “success” during the exercise). Focus thus often lies on drill of skill rather
than collaboration. This creates a situation where the assessment of the system-as-a-whole actually consists of an
aggregation of the individual capabilities of participating organizations rather than the adaptive capability of the
same organizations. This type of approach is most likely a heritage of the reductionist view on systems, where a
basic assumption is that performance of a system can be described and understood by studying the capabilities or
behaviours of the individual system components. This is, however, a dangerous approach, particularly when
discussing a CAS like the Swedish crisis response system. Von Bertalanffy (1968, p. 10) warned that “man in the
Big System is to be- and to a large extent has become- a moron, button-pusher or learned idiot, that is, highly
trained in some narrow specialization but otherwise a mere part of the machine”. Likewise, Comfort and Kapucu
(2006) describes specialization as unsuitable for auto-adaption. Understanding and improving crisis response
capability can only be achieved by embracing the uniqueness and complexity of crisis response operations and
exercises, and by acknowledging the fact that system performance on the macro-level is an emergent effect of
interactions that take place on the micro-level between rather than within system components.
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Understanding the qualitative underpinnings of interactions between components in a CAS in the real system is
therefore crucial, as establishing information paths, as described when departing from the abstract, or even
abstract normative system description, often is suggested as the solution to coordination problems. Abstract and
normative descriptions of a system usually only capture the communication channels rather than the actual
communication. Weaver (1953) was aware of this as he divided the challenge of mediated communication into
three different levels, (1) transmitting symbols (through a technical system) in such a way that they are possible
to decode, (2) the semantic challenge, i.e. how well the symbols convey the desired meaning of a message, and,
(3) the efficiency challenge – does the message affect the receiver in the intended way? (Weaver, 1953). In
systems science, communication is usually described and discussed according to the first level of Weaver, hiding
qualitative aspects such as trust, shared terminology, lines of argumentation, recontextualization etc., things that
actually support the adaptive mechanisms of a CAS. This paper advocates richer ways of describing and depicting
the communicative links between different organizations if an improvement of our understanding of the crossscale interactions that take place in a crisis response system is to be achieved. Understanding of interorganizational work or cross-organizational learning cannot truly be understood or developed by reducing
complex systems to snapshots of information paths.
CONCLUSION

To conclude, inter-organizational exercises are important in order to support the development of boundary
discourse and boundary crossing competence. To achieve this, inter-organizational exercises need to be designed
in such a way that they enforce boundary-crossing activities in connection with challenging problems that demand
coordination and joint problem solving. While skill development, in the sense of increasing professionalism, is
still valid from an intra-organizational point of view, evaluations of inter-organizational exercises must comprise
not only of assessing indicators, but also on collecting boundary stories – stories illustrating the do’s and don’ts
of boundary work. Boundary stories must embrace tensions and disruptions in inter-organizational work. These
are unavoidable issues in inter-organizational contexts, but also potential learning events. Extensive joint after
action review and debriefing sessions are important enablers for identifying and collecting such stories. Assuring
that such sessions are joint, comprising several organizations, is crucial as the stories need to include narratives
that are found relevant by several involved organizations, i.e. they should possess a general quality that can be
recognised by many different actors in the crisis response domain, thereby supporting cross-organizational
learning. By disseminating such stories within and between organizations within the crisis response system, it
may be possible to improve the adaptive capacity of the very same organizations. From a research point of view,
this suggests that there is a need to analyze the discourse occurring during boundary-crossing activities in order
to improve the understanding of boundary-crossing competence and the factors that promote it. The discourse that
emerges at the boundaries of organizations is a powerful resource that can be exploited as it supports not only
talking about the world, but also acting in the world.
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ABSTRACT

Models are important means to represent, explore, evaluate, and develop systems, such as interorganizational
crisis management (ICM) systems. The objective was to explore how ICM systems are represented in the scientific
literature, i.e., how ICM systems are modelled. The study was carried out as a systematic literature review. The
results are presented as (1) organizational descriptions or models of ICM systems, (2) functional components of
ICM systems, (3) analytical approaches used to model ICM systems, and (4) changes of ICM systems. The results
revealed that ICM systems are described in various ways, and that descriptions of models are rather based on
entities developed by the authors of the publications than on a common framework for describing ICM systems.
The identified information on models, functional components, analytical approaches, and changes of the ICM
systems provide important input to future work, e.g. comparing different models to determine their strengths and
weaknesses.
Keywords

Interorganizational Crisis Management, Crisis Management, System Model, Literature Review
INTRODUCTION

Crises are events that fall outside the scope of what is normal and expected. Severe crises run the risk of having a
major impact on societal values, such as human lives and well-being, infrastructures, and societal functions (Boin,
2009; Borodzicz and Van Haperen, 2002). Examples of severe crises are the Indian Ocean tsunami (2004), the
World Trade Center terrorist attacks (2001), and the mega forest fires in eastern Australia (2019-2020) (Geist,
Titov and Synolakis, 2006; Nolan, et al. 2020; Huddy and Feldman, 2011). Due to the scale, complexity, and
unpredictability of severe crises, these cannot be handled by single organizations. Hence, organizations engaged
in the handling of such crises need to collaboratively partake in interorganizational crisis management (ICM)
responses, which puts pressure on those organizations to coordinate their efforts. The interorganizational context
requires that crisis management (CM) organizations establish a trust and understanding of each other’s roles and
responsibilities, share information, coordinate their efforts, and establish situation awareness (Granåsen, Olsén
and Oskarsson., 2018; Granåsen, Olsén, Oskarsson and Hallberg, 2019). Hence, ICM responses are complex
operations that are difficult to fully overview. In this respect, one approach to support the understanding of ICM
responses is the general system theory, which makes complex occurrences more tangible (von Bertalanffy, 1969).
There are several definitions of the term system (ISO/IEC/IEE, 2010; Hallberg, Jungert and Pilemalm, 2014).
However, systems are generally regarded as a set of interacting elements organized to accomplish a specific
function or goal, and with the ability to interact with the environment. The concept system can be used as a
perspective for looking at a delimitate part of the world as a unit consisting of interacting components. Hence, it
is possible to view a car as a system consisting of interacting components that are assembled to accomplish a welldefined goal (Friedenthal, Moore and Steiner, 2014). Even though it is possible to consider almost everything as
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a system, such as mathematics, the solar system, the Internet, humans, political systems, and community
infrastructure, considering everything as a system is not useful.
Models are abstract representations of phenomena (Lawson 2010) and may, for example, be used to explore,
document, and discuss phenomena such as systems. Models need to have a clear and stated purpose, otherwise
they risk becoming excessive, inaccessible and unclear. In systems engineering, models are fundamental for the
understanding of existing systems as well as for the design of new systems (Hay, 2003; Hallberg et al., 2014). In
general, two major types of models are used within systems engineering (Friedenthal et al., 2014; Hallberg,
Granåsen, Josefsson and Ekenstierna, 2018). Firstly, there are those that describe the structure of systems, e.g.,
tree diagrams and class diagrams (Tague, 2005; Fowler, 2004). Secondly, there are those that describe the behavior
of systems, e.g., activity diagrams, use case maps, and sequence diagrams (Fowler, 2004; Ölvingson, Hallberg,
Timpka and Lindqvist, 2002). There are also frameworks that bring together several models to view systems from
several different perspectives, e.g., enterprise architectural frameworks (Zachman, 1987). This means that models
can be used to analyze the system, explore and evaluate the system’s design and, further, how the system can be
affected in order to obtain a desired behavior. An existing system’s behavior, such as an organization, can be
affected by the reengineering of work procedures and introduction of information systems.
ICM responses are complex and it is therefore difficult to obtain a full overview and understanding of them. This
is further complicated by the fact that each crisis is unique in many respects. Modeling may thus be a viable
approach to be able to understand and develop ICM systems. However, there exist an extensive number of
notations for system modeling, and it is not clear which notations are the most suitable to model ICM systems.
The objective of this work was to explore how ICM systems are represented through models in the scientific
literature. The analysis was based on a previously performed systematic literature review (SLR) and concerned
four types of ICM perspectives with relevance to modeling of ICM systems:
Organizational descriptions or models of ICM systems.
Functional components used to describe ICM systems.
Analytical approaches used to model ICM systems.
Changes of ICM systems – suggested in studies.
METHOD

The previously performed systematic literature review (SLR), on which the analysis was performed consisted of
two parts - assessment of ICM capability and modeling of ICM systems (Granåsen et al., 2018, 2019). The
database Scopus was used for the literature search and was limited to publications from 2012-2017. Abstracts of
1,197 potentially relevant publications were reviewed. This resulted in the identification of 166 publications for
full text review. The full text review of these papers and 17 others identified by snowballing resulted in the
identification of 77 papers on modeling of ICM systems. The SLR and the results of the assessment of ICM
capability were extensively reported in Granåsen et al. (2019). However, the results on modeling of ICM systems
presented in this paper have not been previously reported.
The analyses of each type of ICM system perspective were performed in three steps:
1.

Extraction of SLR questions that contained information on the ICM system perspective.

2.

Review of the notations of the review questions in the SLR.

3.

Short review of the abstract and paper of each publication on the topic.

4.

Categorization of extracted information on the topic.

The analyses were iteratively performed by two researchers. An explorative approach was used, meaning that the
categories were dynamically formed during the analyses.
Three review questions in the SLR were specifically related to modeling of ICM systems. Table 1 describes how
these questions were used for the analysis of each of the four ICM system perspectives in this work.

WiP Paper– Enhancing resilient response in inter-organizational contexts: Learning from experience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

436

Oskarsson et al.

Modeling of Crisis Management Systems

Table 1. Description of the four types of ICM system perspectives that were analyzed in this work, and the three
review questions used in the SLR

Analysis in this work

Review question in SLR

Organizational descriptions or models of ICM
systems.

Does the paper describe a crisis management system?

Functional components used to model ICM systems.
Analytical approaches used to model ICM systems.

Does the paper address/describe system analytic
approaches for identifying the components and
relations (model the system)?

Structural changes of ICM systems.

Does the paper address structural changes resulting
from the crisis?

RESULTS

Of the 77 publications in the SLR that provided information related to modeling of ICM systems, 40 included
organizational descriptions or models of ICM systems, 67 described functional components of ICM systems, 44
described analytical approaches to extract or analyze ICM systems, and 15 papers described changes of ICM
systems. The number of organizations described in each of the 77 publications are illustrated in Figure 1. The
majority of the publications with unspecified number of organizations comprised developments of general
frameworks.

Figure 1. Number of organizations included in the analysis of ICM in the publications
Organizational descriptions or models of ICM systems

40 (52%) of the 77 publications in the SLR contained organizational descriptions or models of ICM systems. Most
publications described large-scale disasters - natural disasters, acts of terror or mechanical incidents such as ferry
disasters or accidents in large industries. In the analysis, the organizational structures or models of ICM were
divided into three types: (1) regional or national incident management systems, (2) ICM systems in relation to a
specific disaster, and (3) general organizational models of ICM systems.
National or regional incident management systems

The descriptions of national incident management systems included, for example, a model of oil spill
responsibilities in Sweden, a reference model of Queensland disaster management, the Australasian Inter Service
Incident Management System (AIIMS), the Norwegian emergency management system, and an organizational
chart of the Multidisciplinary command and information in the Netherlands.
The model of oil spill responsibilities in Sweden describes participating organizations and their responsibilities,
and includes four categories of organizations (Pålsson, Hildebrandt and Lindén, 2018):
One organization with responsibility for sea response: the coast guard.
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Three organizations with responsibility for onshore response: municipalities, county administrative
boards, and agencies.
The reference model of Queensland disaster management was developed by Andargoli, Bernus, and Hadi (2013),
with the purpose to improve interoperability in the Queensland disaster management system. The model describes
the disaster management system and important interoperations between entities. It was developed by the
generalized enterprise reference architecture and methodology (GERAM) framework, with the motivation that it
contains three important entities: complete life cycle coverage of all entities, equal consideration of both human
and technical system views, and the ability to demonstrate the relations between life cycles and life history of
included entities.
The Australian Inter Service Management System (AIIMS) is a policy framework to guide Australian CM (AFAC,
2011). It describes four main organizational components of CM: planning, public information, operations, and
logistics. According to Owen et al. (2013), AIIMS clearly describes local CM, but is less clear on roles and
responsibilities on regional and state levels.
The organizational chart of multidisciplinary command and information in the Netherlands is a three-tier system,
which is enshrined in the law and includes: (1) municipal or regional disaster teams, (2) regional tactical teams,
and (3) local operational command teams. The chart describes hierarchical relations between the teams in relation
to implementing field units and operation action centers in the case of full escalation (Sholtens, Jorritsma, and
Helsloot, 2014).
The general description of a Finnish search and rescue organization in Seppänen, Mäkelä, Luokkala, and
Virrantaus (2013) provides a model of an ICM system in four parts: Command body of the area of operations,
Command body of supporting services, Command centre of regional rescue services, and Emergency response
centre (Figure 2).
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Figure 2. Schematic illustration of the Finnish search and rescue organization (adapted from Seppänen et al., 2013)
ICM systems related to specific disasters

The descriptions of ICM systems related to specific disasters included information about the specific actors
involved in the disaster and the relationships between them. Several papers described how organizational
structures were formed ad hoc, as the crisis evolved. A significant portion of these models were extracted through
social network analysis.
General organizational models of ICM systems

The descriptions of general organizational models comprised typical ICM systems with different types of actors
that were not tied to a specific nation or crisis. This category further included models that describe the organization
of an ICM coordinating function during ICM operations, without specifying the other crisis management actors
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involved in the crisis (Bearman, Grundwald, Brooks and Owen, 2015; Sundnes, 2014). A comparison between
the organizational structures in routine work and during disaster response was provided in Guo and Kapuco (2015),
and is schematically illustrated in Figure 3.
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Figure 3. Schematic illustration of the difference between two organizational structures of ICM in routine work (left)
and during disaster response (right) (adapted from Guo and Kapuco, 2015)

A further example include an organizational model of emergency response comprising operational centers of three
organizations: fire, police, and emergency medical services and their interactions and dependencies on strategic
and tactical levels. This model was developed by Saoutal, Cahier, and Matta (2014) with the purpose of studying
activity and communication in ICM crisis management.
An example of a model representing the organizational structure of a typical Incident Coordination System
described by Sundness (2014) is schematically illustrated in Figure 4.

Incident Commander
Safety

Public Information
Government Liason

Operations
Branch
Chief

Planning
Branch
Chief

Logistics
Branch
Chief

Fincance
Branch
Chief

Information
Chief

Figure 4. Schematic illustration of the organizational structure of a typical Incident Coordination System
(adapted from Sundness, 2014)

In summary, the organizational models generally described the roles and responsibilities for specific
circumstances, resulting in a diversity of organizational descriptions. Moreover, the systems were described on
different levels and with different components.
Functional components of ICM systems

Sixty-seven (87%) of the 77 publications in the SLR contained information about functional components of ICM
systems. Functional components are in this paper defined as entities used for describing the behavior in an ICM
system. The majority of the publications contained analyses of a specific case, for example, Giordano et al. (2017),
who described the emergency management system for flooding in Lorca, Spain (Figure 5).
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Figure 5. Illustration of the emergency management system for flooding in Lorca, Spain
(adapted from Giordano et al., 2017)

Categorizing the functional components identified in the various publications was challenging due to inconsistent
use of terminology between publications, as well as a lack of definitions of terms in the publications. Thus, the
results were arranged into general categories. Some functional components described the relations between actors,
such as information, management and coordination, as shown in Figure 5. Other components described behavior
that is not easily visualized in a model. In the analysis, the functional components were arranged into nine
categories (Table 2).
Table 2. Categories of functional components used to model ICM systems

Number of
publications

Categories of functional components of ICM systems

38

Information exchange and unspecified interaction

20

Collaboration

18

Coordination

18

Command, control, and management

14

Obtaining situation awareness

11

Planning

11

Adaptation

9

Task interdependency

6

Interoperability

4

Trust

Information exchange and unspecified interaction mainly refers to socio-technical aspects of information
transmission between participating organizations. Publications in which the content of the communication
between the actors was unspecified contributed to this category. The analyses conduced in the publications were
WiP Paper– Enhancing resilient response in inter-organizational contexts: Learning from experience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

440

Oskarsson et al.

Modeling of Crisis Management Systems

largely based on communication density in terms of number of messages sent rather than on information content.
Communication was frequently studied and modeled by social network analysis (SNA) (e.g. Bdeir, Hossain and
Crawford, 2013; Schweinberger, Petrescu-Prahova and Vu, 2014). Some of the publications that were assessed as
studying unspecified interactions presented their studies as studies of collaboration. However, if the study did not
contain information about the organizations actually conducting the collaborative work, it was still considered to
belong to the unspecified category. In one paper this was expressed as “simply being part of the same network
does not suffice for it to be labelled actor collaboration” (Hermansson, 2016).
Collaboration refers to how participating organizations work together to solve crises. A few papers denominated
this as cooperation rather than collaboration. Bodin and Nohrstedt (2016) investigated how individual actors select
collaboration partners and tasks in the formation of a collaborative crisis network, which they hope will contribute
to more effective collaboration approaches for CM. Bang and Kim (2017) suggested an analytical framework of
the disaster management process to examine how the collaboration process proceeded and why it did not work
properly at the site of a ferry disaster in Korea.
Coordination refers to alignment of the CM organizations’ actions towards a common goal. Formalization and
strengthening of the roles of central organizations in order to improve coordination of Swedish oil spill resources
was studied by Pålsson et al. (2017). Curnin, Owen, Paton, and Brooks (2015) presented a theoretical framework
for facilitating coordination of CM.
Command, control and management refers to formal and informal hierarchies focusing on leadership, governance
and decision making authority. Sundness (2014) provided models of both a typical incident command system
where the incident commander is in charge, with responsibility of the overall operation, and a model with unified
command, which is used in most emergency operation centers. Sundness (2014) emphasized that a command and
control center always needs mandate, power, and resources to accomplish any CM operation.
Adaptation includes a collection of perspectives related to learning, making use of experience to improve the
system, system changes, improvisation, and adaptive capacity. Two examples of system descriptions contributing
to this factor were an adaptive and integrated disaster resilience framework developed by Djalante, Holley,
Thomalla and Carnegie (2013) and a conceptual framework concerning adaptive capacity of the disaster response
system by Gero et al. (2015).
Planning refers to preparations before a crisis by planning both procedures within organizations and collaboration
between organizations. Pålsson et al. (2017) presented a Swedish oil spill planning network arranged by the
organizations’ relative importance.
Obtaining situation awareness (SA) is a summary category that refers to functional components related to gaining
an understanding of the situation. Sensemaking, situational assessment, and shared awareness were other terms
used in this category. While SA is primarily centered around the activities of understanding the crisis, task
interdependency focuses on the understanding of the roles and tasks of other organizations, as well as how one’s
own organization fits into the puzzle.
Interoperability refers to the ability of two or more organizations to operate together. Technological, cultural and
methodological interoperability were addressed, including language issues. One paper studied interoperability in
the Queensland disaster management system (Andargoli et al., 2013), using the definition by Chen (2006), which
is more complete and holistic compared to some other interoperability frameworks.
Trust included publications that addressed the importance of trust in the ICM system as a prerequisite for wellfunctioning collaboration.
The different functional components are interrelated, and used in various ways in various system models.
Obtaining situation awareness may, for instance, be an input factor in one model, while it is the output in another
model. Information exchange is a way of obtaining situation awareness as well as understanding the roles of other
organizations. Most papers addressing information exchange focused solely on that factor. However, other
publications presented models that included a multitude of aspects, or several models depicting different
perspectives. One example is Bergström, Uhr, and Frykmer (2016), who suggested six interpretations of how
coordination was achieved between CM organizations during a major wildfire, for example, viewing the CM
system as a system of communication, a system of formal relations, or a system of trust.
Analytical approaches used to model ICM systems

Forty-four (57%) of the 77 publications in the SLR contained information on analytical approaches used to model
ICM systems. In all, 56 analytical approaches were identified, meaning that each of the 44 publications on average
contained information on 1.3 analytical approaches. Six categories of analytical approaches used to model ICM
systems were found in more than one publication (Table 3).
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Table 3. Categories of analytical approaches used to model ICM

Number of
publications

Analytical approaches used to model ICM systems

26

Social network analysis (SNA) and network analysis

3

Communication analysis

2

Activity theory

2

Content analysis

2

Coordination theory

2

Situation awareness (SA) assessment

Examples of analytical approaches used to model ICM systems that were only found in one publication include
boundary analysis, business process modeling, normative framework for systematic assessment of coordination,
and the recognition primed decision model.
Social network analysis (SNA) and network analysis were without comparison the most frequently used analytical
approaches to model ICM. Different types of data, for example, interviews, newspapers or audio recordings, were
used for the SNA analyses to discover and investigate networks that occurred during CM. Amongst other things,
SNA was used to model interactions between actors (Giordano et al., 2017), resilience (Jung, 2017), and centrality
between different organizations (Marcum, Bevc and Butts, 2012).
Communication analysis was used by Trnka and Johansson (2011) in a bottom- up approach to investigate the
interactions between emergency commanders in a simulation game. Communication analysis was also used to
study communication flows between different levels of commands (Saoutal et al., 2014), or within a team
(Baroutsi, 2016).
Content analysis was, for example, used in a case study of the emergency response at a school shooting, where
data was structured into three themes: information flow, challenges, and actions implemented (Norri-Sederholm,
Paakkonen and Huhtinen, 2016).
Activity theory is a method for creating an understanding of activities in a context and observing inter-connectivity
between different networks. Furthermore, it also makes it possible to understand the informal roles and norms that
underpin organizational activity and how they affect interoperability and information sharing (Allen, Karanasios
and Norman, 2014).
Coordination theory was, for example, used to extract elements of coordination processes, such as actions, actors,
and resources that were used as components of the suggested model (Noori, Paetzold and Vilasis-Cardona, 2016).
Dowell (2016) examined coordination in ICM teams to identify factors relating to planning, action,
communication and knowledge of the ICM system.
Situation awareness (SA) assessment was used as an analytical approach in two publications. Subjective selfratings of participants by the situational rating technique (SART) was used to assess if the introduction of a team
coordinator increased team SA (Van de Walle, Brugghemans and Comes, 2016). A study of breakdowns in
communication during CM of bushfires in Australia analyzed how this lead to differences in understanding
between team members (Bearman, Grunwald, Brooks and Owen, 2015).
Changes of ICM systems

Fifteen (19%) of the 77 publications in the SLR contained information on changes of the ICM system. In all, 25
descriptions of changes of the ICM system were identified, meaning that each of the 15 publications that contained
changes of the ICM system on average described 1.7 changes. Seven categories of changes of the ICM system
were identified in the analysis (Table 4)
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Table 4. Categories of changes of the ICM system

Number of
publications

Changes of the ICM system

6

Organizational

3

Collaboration

3

Planning

2

Communication

2

Coordination

2

Information management

2

Technical information infrastructure

Changes of the ICM systems that were only found in one publication were related to expertise, medical provision,
safety policies, roles, and a shift from information management to interaction management.
Organizational changes included, for example, implementation of an ad hoc structure for the sole purpose of CM
coordination during a forest fire (Bodin and Nohrstedt, 2016), involving the County Administrate Board to assume
responsibility of the CM of a wildfire (Bergström et al., 2016).
Changes in collaboration entailed, for example, inclusion of other organizations in the command and coordination
structure (Zhang, Zhang, Comfort and Chen, 2016).
Changes in planning mainly referred to changes of preparedness plans, for instance, implementation of
decentralized network based response plans (Noori et al., 2016), and communication plans on which actors should
have information, as well as what kind of information and when (Zhang et al, 2016; Rencrantz et al., 2012).
Changes of communication entailed, for example, including communication in preparedness planning (Rencrantz,
Karlsson and Olsson, 2012).
Changes of coordination included a shift from a hierarchical structure towards a task based coordination (Noori
et al., 2016), and the set-up of a cross-departmental task force due to insufficient coordination. This can also be
regarded as an organizational change (Bang and Kim, 2016).
Changes in information management mainly referred to how information is shared between the involved
organizations. However, some publications also addressed improvements of the information system (Bang and
Kim, 2016), information strategy (Zhang et al., 2016), and preparedness activities (Danielsson, 2016).
Changes of technical Information Infrastructure relates to technical equipment for communication and
transmission of information. One example was the implementation of a new information system to improve
information sharing and cooperation (Norri-Sederholm et al., 2016).
DISCUSSION

In order to maintain and develop the capability for ICM, it is important to understand how it works and how it
should work. For this purpose, models and modeling are important measures (Lawson 2010). However, what
system models are suitable in the ICM field are not clear. As a result, the objective of the study presented in this
this paper was to study what types of system models are used to describe ICM.
The analysis in the study presented in this paper provided an insight into what models and components are used
to describe ICM systems. In general, systems can be modeled in terms of two aspects, structure and behavior
(Hallberg et al., 2018).
Hence, the use of models and descriptions of organizational and functional components of ICM systems were
analyzed. In general, the organizational descriptions and models of ICM systems included the roles and
responsibilities for specific circumstances, which resulted in a diversity of organizational descriptions. Moreover,
the systems were described on different levels and with different components.
The functional components used to model ICM systems are more disperse and were thus harder to analyze than
the organizational perspective. It was difficult to categorize the functional components due to inconsistent
terminology and unclear definitions. For example, the method section in the publications did not always describe
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to which extent the content of information shared had been analyzed.
The organizational and functional descriptions and models of ICM systems varied from simple models with
rudimentary components to models of complex networks with numerous components (Guo and Kapuco, 2015;
Giordano et al., 2017). The models were also used differently. For example, a functional model could either be
the starting point for verification of links in the model or be used for different perspectives of the analysis or result.
Irrespective of this, the inclusion of organizational descriptions of models of the ICM system facilitated
comprehension of the papers. Most models were developed by the authors and did not occur in other papers. This
indicates a lack of established models of ICM systems.
SNA was without comparison the most frequently used analytical approach for modeling ICM systems. Since
SNA provides a structural description of the communication paths between the organizations and the importance,
or roles, of the organization, its frequent use may be seen as a logical reflection of the applicability of the system
modeling method. However, a drawback with SNA is that if all relevant organization or communication channels
are not identified, the resulting model will be incomplete. Furthermore, SNA is generally based on logged
communication, meaning that face-to-face communication will not be a part of the analysis. Finally, the SNA
analyses rarely considered the content in the communication flows in the system. Thus, for a deeper understanding
of the functional system, SNA needs to be used in combination with qualitative methods. In this respect it is not
surprising that most publications contained relatively superficial analyses based on a number of messages sent
between organizations, while only a minor part of the publications contained a deeper analysis, based on what the
ICM system had accomplished.
Organizational changes was the most frequently identified type of change of the ICM system, which is highly
relevant for the perspective of system modeling. The described changes generally resulted from an exercise or
having handled a real crisis, while few descriptions concerned changes imposed during an ongoing event or
exercise. The fact that only a few studies analyzed the impact of system change is probably a reflection of research
generally being conducted within a limited time scope and focusing on analyses of specific cases. However,
profound analyses of application and impact of system changes generally require long-term studies, which is not
always feasible within research projects. Nevertheless, in order to support the development or transformation of
an ICM system, such as its capability of adaptation, it is necessary to monitor not only what changes are
implemented but also the results of these changes.
The limited number of publications related to ICM modeling in the SLR indicates that this may be a non-exploited
topic. However, it cannot be excluded that publications related to modeling were missed in the SLR, since both
the literature search and the original SLR review mainly focused on assessment of ICM systems. To remedy for
this potential shortcoming, a complementary literature search with the sole focus on modeling of ICM systems is
considered. Irrespective of this, a strength of the SLR is that it focused on empirical studies, meaning that the
identified system models mainly related to actual ICM systems and were based on actual activities conducted
within these systems during a crisis or exercise.
CONCLUSION

The publications identified through the SLR provided useful insight into what components are used to describe
ICM systems. The results revealed that ICM systems are described in various ways in the literature and that
descriptions of models are based on entities developed by the authors of the publications rather than on a common
framework for describing ICM systems. Hence, there is a need for a more coherent and standardized approach to
model ICM in order to enable comparisons between different descriptions and studies. The models and system
descriptions extracted in the literature review provides a valuable source for creating more general system models
and a more coherent terminology.
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ABSTRACT

The increasingly frequent occurrence of organizational crises exemplifies the need to strengthen organizational
resilience. An example of business organizations is small and medium enterprises (SMEs) which contribute
largely to the economic growth. But often, their limited resources (manpower, time, financial capital),
organizational structure, focus on operational routines and less priority towards disaster resilience make them
more vulnerable to crisis than bigger companies. The proposed solution addresses this dilemma by establishing a
collaborative medium within the organization to improve disaster resilience by raising awareness and self-learning
in employees without overburdening their constrained routines and resources. Our work in progress demonstrates
a conceptual model of a learning aid (collaboration channel and a chatbot) that supports the pedagogical
methodologies and employs them for enhancing learnability and awareness and elaborates the usability of
interactive learning instilling disaster resilience in employees and hence in an organization.
Keywords

Chatbot, CALS, SMEs, Organizations, Disaster Resilience.
INTRODUCTION

Since the beginning of human existence, knowledge has been a paramount asset and a cardinal vigor behind
humans’ success. According to the definition provided by Oxford dictionary, knowledge is the collection of facts,
information and skills acquired through experience or education. Humans acquire knowledge by learning and
remembering, also characterized as an educational process. They transform the acquired knowledge into skills
and experience through training and exercise (e. g. OECD, 2006). With the industrial revolution, advancements
in technology, new IT infrastructures and the world being transformed into a “global village” (McLuhan and
Powers, 1992), education and training have become an even more predominant qualification criteria to excel in
business. And this relates to most businesses, e. g. from farming to a big enterprise, and from a retail store to a
multi-million-dollar business venture. In this era of knowledge, business organizations are exposed to numerous
threats and risks, which can snowball into organizational and existential disasters, if not catered with pertinent
measures. Crisis and disasters that affect companies can be of various forms and sources such as manpower
shortage, blackouts, cyber-attacks, industrial espionage, accidents, larger economic crises or also natural disasters
(Mitroff and Alpasan, 2003, Egner, Schorch and Voss, 2015).
Most organizations fail to prepare for extreme events due to a lack of awareness, but also because of the probability
of occurrence of those events (Zsidisin et al., 2005). The lack of adequate preparation exposes organizations to
environmental threats that may jeopardize organizational sustainability and individual welfare (Barnett and Pratt,
2000). Preparedness can be invoked in an organization by ensuring organizational learning. Intra-organizational
learning equips members with knowledge and skills that are required for positive change. And by fostering a
learning culture, the crisis in the organization can shift to a long-term process of stabilizing the organization
(Wang, 2008).
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The use of technology for aiding education and training is widely researched in the communities like ISCRAM,
computer supported collaborative learning (CSCL), computer supported cooperative work (CSCW), human
computer interaction (HCI) and assistive technologies. Computer aided learning software (CALS) have proven to
improve the teaching and learning process by providing interactive access to learning material (Abid, Zehra and
Iftikhar, 2011). A review of skills acquired during exercises routines indicates that in an agile context like crisis,
there is no time for learning while doing, implicating that many of the skills need to be acquired beforehand
(Granholm, 2017). The use of a technological tools like virtual training systems (Field, Rankin, Lemmers and
Morin, 2012) or simulations (Max, Kluckner and Jentzsch, 2014) are also effective to learn for crisis and to
develop skills beforehand. These virtual training systems enable the instructors to configure events around
particular training objectives and competencies and helps them to tailor each exercise to the needs of the trainees
(Field et al., 2012). This conference paper combines education with training to offer the complete pair, i.e.
knowledge and skills to employees in business organizations. We introduce the development of a collaboration
channel in business organizations with an assistive learning option for employees using a chatbot. This paper also
illustrates the utility of this channel in SMEs as an example for such business organizations, based on the
peculiarity of SMEs with respect to other business organizations.
Disaster Learning Aid (DLA) is a work in progress for the development and implementation of an interactive
learning medium between the management and employees. The management can start the collaborative process
by creating the education and training material in the form of manuals for employees. The employees can learn
from these manuals using a chatbot as learning assistant. The interaction with the disaster preparedness
information is realized with the question-answering feature of the chatbot and the collaboration channel completes
with the management getting feedback from the employees. The research paper initiates the discussion by briefly
traversing through the conceptual considerations of the exploration like why SMEs are of interest, where the
chatbot could support disaster education and training, how learning about disasters can improve disaster resilience
in organizations etc. It is followed by the design implications indicating the conceptual and the detailed
architecture of the proposed solution. We close the paper with a short discussion and outline of future work.
CONCEPTUAL CONSIDERATIONS
Peculiarity of SMEs in Crisis Management

Business organizations can be classified as meso, micro, small, medium, and big enterprises. SMEs are peculiar
in nature due to simpler organizational structures, limited financial assets and funds, centralized decision making
and the high reliability on the expertise of employees to get the job done (Thong and Yap, 1995). A small and
medium enterprise is defined as an organization with less than 250 employees and less than a (or equal to) 50
million turnover (European Commission, 2017), while the United States considers SMEs to include firms with
fewer than 500 employees (SBA Advocacy, 2018). SMEs own a substantial share in world economy. SMEs
constitute 99 percent of all European organizations (European Commission, 2015) and 99.9 percent of all the
businesses in United States and 47.5 percent of all the private sector (SBA Advocacy, 2018). These global players
or “hidden champions” (Simon, 1996), are very successful, not just on a national level, but also on a global scale
and are important due to their extensive economic and innovative performance (European Commission, 2015;
Ludwig et al., 2018; Rieckmann et al., 2018). Despite their burgeoning importance, SMEs administer vast
distinctions from large organizations, particularly in relation to their peculiar features and limited capabilities
(Thong and Yap, 1995). For instance, organizational structures in SMEs are simpler when compared to large
organization (Smith, 2007; Thong and Yap, 1995). SMEs are considered disadvantageous when it comes to certain
capabilities vis-à-vis large organizations. However, they are oftentimes able to capitalize on their core strengths,
expertise, innovation and supply-chain embeddedness to gain a competitive position in the market (May, 2017).
The SME sector is renowned for suffering the most in times of a crisis and are the least prepared of all the
organizations (Ingirige et al., 2008). The inspection of the SME sector in UK highlighted that with the ever
increasing threat of natural and man-made disasters, SMEs do not hold the resources and technical systems often
equated with disaster resilience and there may be a need to become more strategic and proactive in their approach
in managing the threat and actuality of extreme events (Sullivan-Taylor and Branicki, 2011). And often, SMEs
are not prepared for extreme events such as big fires, longer blackouts or cyber-attacks. Reasons for that are
manifold: former rarity of such events, lack of experience with dealing with the growing digitalization of business
processes etc., but also due to a lack of an active business continuity plan (Falkner and Hiebl, 2015; Botha and
Von Solms 2004; Reuter, 2015; Sullivan-Taylor and Branicki, 2011). The main challenges for crisis management
in SMEs are the scarce financial and human resources, management lack of willingness to allocate resources and
the hurdles associated with the complexity of carrying out the rescue, relief and rehabilitation activities (Thiel and
Thiel, 2010; Thong and Yap, 1995).
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Furthermore, the lack of awareness at management levels (Oomes, 2004), inadequacy of organizational
knowledge transfer about extreme events (Blackman et al., 2011) and scarcity of employee awareness and training
for different risks (Kaur and Mustafa, 2013) serve as a juror in-crisis and lead to business discontinuity or shutdown in the case of a prolonged crisis. Identification of serious risks, assigning staff to disaster teams, knowing
where to get help and training employees are some of the effective steps in coping with disasters (Morton, 2002).
The availability and the use of education and training, and the coverage of community-based preparedness are
some key factors that can aid in disaster risks reduction (Pelling et al., 2004). DLA aims to provide an effective
and usable solution, especially for such business organizations like SMEs which cannot afford extensive education
and training routines. Education and training acquired using DLA as a collaborative medium in SMEs will trigger
better cooperation, awareness and will encourage self-learning in employees about safety and organizational
disaster resilience, which will impact in coordinated efforts to cope with and prepare for unforeseen events.
Learning for Disaster: Employee Awareness and Training

Learning in the context of extreme events needs canny differentiation and elaboration, which cannot and should
not come up with simplifications or generalizations (Egner and Schorch, 2015). There will be an ongoing need
for innovation and learning to cope with the changing manifestation of disaster risk at the local level (Pelling et
al., 2004). Prior research also validates that many employees feel immune to high-consequence, low-probability
events, and this feeling is reinforced with each day that passes during which a disaster does not occur (Wood,
2015). So, how can we create a communication channel between management and employees that motivates
employees to prepare for the unexpected (Wood, 2015; Kunreuther, 2006)?
In our contribution, we argue for a change of perspective: From a risk-centered perspective that focuses on
disturbances and failures in a crisis to a perspective on how preparedness and awareness of crisis can be created
through learning, appropriation and training. It is important for socio-technical research to find out whether
employees in SMEs have a special situational awareness of crisis situations or if they can be specifically trained.
Firstly, it is a question what knowledge about crises should be available to the employees. For instance, first aid,
which machines must be switched off in the event of a power failure, or how production can be resumed after a
crisis. This knowledge certainly varies from organization to organization, also the business sector plays a
significant role. In our contribution, we focus on the acquisition of crisis-specific information and skills by
employees in business organizations in general. Moreover, the greater aim is to increase the collaboration across
the organizational hierarchy by investment in knowledge and human development, which can prove to be effective
in crisis and for organizational resilience.
Disasters do no follow preordained scripts, even in situations where there is extensive disaster experience, those
seeking to respond invariably confront unforeseen situations (Tierney, 2014). Currently, SMEs use workshops or
trainings to invoke disaster awareness in employees. These exercises are a definite strain on expenses and the
limitations of SMEs do not allow them to do more than mere legal obligations in terms of elaborate organizational
disaster resilience. The solution realized in this research manuscript illustrates that an interactive communication
channel with a chatbot (personal learning assistant) can facilitate self-learning in employees and can support
disaster resilience practices in SMEs.
Learning is a complex process that needs and involves communication and interaction, cooperation, feedback,
evaluation, participation, reflection, coaching (Kyndt et al., 2009; Collin, 2002; Education Development Center,
1998; Ellström, 2001; Eraut, 1994; Sterck, 2004; Skule, 2004, Egner et al. 2015). The proposed chatbot solution
intends to trigger awareness in employees, emphasizing on what to do in a crisis and how employees could deal
with risks. The interactive learning assistant will stimulate crisis learning by empowering employees and
supporting exploration of knowledge which is crucial in crisis situations.
Personal Learning Assistant

Teaching and learning go hand in hand, one individual’s teachings become the other individual’s learning. People
who need to learn face usually the problem of finding either the appropriate material or the right expert (Pipek
and Wulf, 2003). A solution for assisted learning is question-answering systems. Question-answering system are
heavily researched in fields like HCI and CSCW. ‘Answer Garden’ originated in early 90’s as a concept in these
fields of information science to allows organizations to develop databases of commonly asked questions that grow
“organically” as new questions arise and are answered by an expert of knowledge in the loop (Ackerman and
Malone, 1990). The concept of ‘Answer Garden’ grew into expertise recommendation system which locate
necessary expertise within an organization to solve a difficult problem (McDonald and Ackerman, 2000), and
knowledge sharing systems which make the relevant information retrievable and provide mediating access to
people with knowledge (Pipek and Wulf, 2003; Ackerman, Dachtera, Pipek and Wulf, 2013). The practices of
knowledge and expertise sharing are also employed in crisis context, from the point of view of the obstacles in
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inter-organizational crisis management, to generate design implications for improvised information and
communication technology (Ley et al., 2014).
The ever-increasing advancements in the fields of machine learning and artificial intelligence (AI) have given a
new meaning to question-answering systems. At the present time, question-answering systems are not just data
base systems with expertise and knowledge sharing capabilities, but they allow user to hold an interactive
conversation in natural language. These question-answering systems also referred as chatbots can also be designed
to be utilized as personal learning assistants. The use of telegram bot as learning assistant for self-education and
remembering concepts resulted that 72 percent students think using a chatbot could help them engage more with
the subject to learn (Pereira, 2016). The applicability of a knowledge transfer medium can create a sense of
cooperation in SMEs. It will instigate the human development routine in SMEs and will lead to effective relief
and rehabilitation operations in case of unforeseen situations. The empirical analysis on United States
organizations data illustrated that employees follow step by step procedure, if trained for crisis preparedness, also
briefing for crisis was least effective as compared to the computer or media-based crisis training activities
(Cloudman et al., 2006).
Sammut and Banerji explicated the human behavior for learning into machine learning concepts and explained
that asking questions triggers learning and remembering concepts (Sammut and Banerji, 1986). The work in
progress illustrated in this research not only sheds the lights on the need of a training and awareness based
collaboration channel in SMEs for employees, but also puts forth the idea of employing a personal learning
assistant in the form of a close-domain chatbot or a question/answering system (QA), as a profound and efficacious
solution to trigger learning. Chatbots, also known as digital assistants or conversational interfaces, are natural
language processing algorithms empowered with intelligence to simulate a human-like conversation. Based on
the input of the user, they try to generate responses for engaging users in a dialogue for providing information,
executing tasks, or offering services (Dale, 2016; Følstad and Brandtzaeg, 2017; Khan and Das, 2018). A chatbot
based question-answering system is not just an interactive user interface but it is equipped with a robust AI-based
process to support a meaningful conversation (Piccolo et al., 2018), hence it can help employees learn from the
interactions on a subject of crisis.
DESIGN IMPLICATIONS

The system requirements grounded from the literature lay the foundation of the conceptual and detailed
architecture of the disaster learning aid (DLA). In order to realize the concept of an interactive learning assistant
and for creating a communication channel between the hierarchies in an organization the non-functional
requirements like responsiveness, security and usability are also considered. These traits in a chatbot solution
develop trust and lead to an improved user experience. The collaboration and communication cycle in DLA start
off with the fact that most companies own standard disaster manuals and crisis handling guides to react in case of
an emergency. This material is mostly textual and sometimes have pictures to aid understanding of the reader.
This disaster preparedness material is often guided by the national, regional or legal policies for businesses often
imposed equally for all businesses. Most of these guidelines are adapted to the needs of the respective company,
for instance with integrated contact information about emergency managers, local emergency response
organizations etc. But they are analog and thereby not that flexible when changes occur or with the unviability of
the responsible persons. They are typically adapted and distributed manually; a digital version and aid offers more
advantages in this respect.
DLA allows business organizations specially the businesses like SMEs with limited resources to make the disaster
preparedness material available for their employees in digital format. Employees can learn from this material by
asking questions within a selected manual. DLA also enables a feedback loop from employees to management,
which can effectively improve and customize the disaster preparedness material according to the organizations
need through iterative cycles. This passive interaction channel promotes collaboration, cooperation and the team
building within an organization and hence having positive impacts on disaster resilience.
Conceptual Architecture

The realization of the foregoing conceptual rigor requires establishing a passive communication and knowledge
sharing channel between the management and employees. This is conceived by utilizing the distinct features of
model-view-controller architectural pattern. The architecture is illustrated at the highest level of abstraction in
Figure 1. The application provides well-defined views for the management as well as for the employees. The
controller component extends two controllers i.e. the manager-controller which manipulates the data and
annotations provided by manager-view to be modeled as crisis corpus and crisis vocabulary into the data store
and, the employee-controller which gets the requested crisis learning material (manuals) and sends data to the
employee-view for representation. The employee also interacts with the conversational service deployed as a QA
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system. Employee asks questions from the selected and annotated manual, which are sent to the QA system and
the extracted answer is modelled back to the employee's view.

Figure 1. Highest abstraction of the conceptual architecture of DLA

Intricate Design Features with Questing Answering

QA systems have been in research focus for almost over four decades and have resulted in plenty of query and
information retrieval techniques involving machine learning, natural language processing and search
methodologies etc. Ravichandran et al. (2002) used a simplistic technique to find answer by deploying surface
text patterns with question keywords. Corrada-Emmanuel et al. (2003) compared language model approaches to
rank the quality of extracted answers from a passage and found that the performance improves by adding
additional features into the baseline query likelihood or document likelihood approaches. Prager et al. (2008)
presented the bag-of-words retrieval approach for QA where the corpus is annotated with a semantic parser giving
named entities, which are indexed along with the keywords from the question /query yielding an answer on
keyword search. The approach presented by Bilotto et al. (2007) requires that the corpus has been pre-processed
with a semantic parser and a named entity tagger, resulting in text annotations indexed along the named entities
and the keywords. It analyzes the question using the semantic parser, mapping the resulting structure into one or
more posited answer-bearing structures, which are expressed as sets of constraints on semantic annotations and
keywords, and translate directly into structured queries. Chen et al. (2017) used Wikipedia as the unique
knowledge source with machine comprehension to identify the answer spans from the retrieved articles using
recurrent neural network (RNN), reinstating the belief that the answer to any factoid question is a text span in a
Wikipedia article. Toxtli et al. (2018) designed a Taskbot by implementing a model for detecting intents from
users’ utterances using the Microsoft Language Understanding Intelligent Service (LUIS) and trained the model
with a keyword-based vocabulary representing human’s intent. Crouse et al. (2018) employed the analogical
retrieval and connection subgraph techniques to adapt a domain-general natural language understanding system
to answer questions in a new domain. Wu et al. (2018) used word attentions with word context in RNN for text
understanding and summarization, which can be key step for validating the information extracted as an answer.
We intend to create a hybrid approach by combining the key components of the aforementioned techniques, in
order to achieve validated question answering.
Proposed Design Features

Like most of the approaches mentioned above, which focus on producing a specialized conversational agent for a
particular domain, we also propose on training an RNN with the crisis corpus, created by the management to train
their employees. The crisis documents in the corpus are either uploaded or created manually using a templatebased structure which also allows the managers to annotate the documents for crisis vocabulary. Annotating the
documents elevate them for rapid information retrieval through search. Managers also list the example questions
for every specific crisis document which are to be used to train the RNN. Employee has two modes for learning
from the material produced by the management, either by skimming through the manual on a certain topic or by
selecting a manual and asking questions to learn. When using the learning mode, employee has an opportunity to
tag and annotate the article; therefore, creating remindful pointers for his memory. This action also contributes to
the crisis vocabulary and helps elevate the crisis corpus.
If the employee wants to ask and learn, s/he will submit a question which will be treated in two ways by the
system. On one hand the trained RNN will be tested by the question which will retrieve answer spans as answer
predictions from the text manual. On the other hand, the question will be treated with natural language techniques
for named entity recognition and relation extraction. The extracted keywords will formulate a search query, which
will be processed by keyword search to retrieve answer passages. The two answers form RNN and keyword search
respectively will be compared for contextual validation, and the highly ranked answer will be returned to the
employee. This passive interaction cycle takes it full course as employee can identify ambiguities in the learning
material and send feedback, to be resolved by management. Management can address the ambiguities in the
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learning material by updating and improving them for enhanced learning. This interactive cycle can also be seen
as measure for learning and acquired disaster resilience can be indirectly gauged using this and other metrics. The
illustration of the whole process can be seen in Figure 2.

Figure 2. Detailed design and activity diagram with key processes of the proposed design architecture

PROTOTYPICAL IMPLEMENTATION

The working prototype of the proposed solution is realized with AngularJS for employee and manager views of
the prototype, Java spring boot framework is used to implement the model and the controller classes, and
Rivescript implement the chatbot service. The database is realized with MongoDB. The controller classes handle
the respective request from the employee and the manager. The model classes receive the requests from the
controllers for the manipulation of database or chatbot service. The model classes will update the respective views
after the execution of request from the controllers. The work in progress is implemented till a proof of concept of
the proposed approach. This includes interactive views for manager and employee with back end functionality
including data base as crisis corpus with create, read, update and delete (CRUD) operations. The rivescript chatbot
service is also implemented till a proof of concept level which includes more static question-answering by
keyword search within a selected manual with static encoding. The future implementation of the chatbot service
includes elevation of crisis corpus and creation of crisis vocab with the annotated keywords, implementation of
named entity recognition and relation extraction for the enrichment of crisis corpus, creation of document and
sentence level encoding for search and training the RNN with a larger cross validation ratio of crisis corpus.
Figure 3 demonstrates the manager’s view, where s/he can create the manual (or upload existing material),
annotate the manual, specify keywords, update the manual (edit, delete, improve etc.) and add other relevant
learning material. Manager can see the list of created or uploaded manuals from which s/he can click and expand
to work on. Figure 3 shows the selected manual with CRUD features.
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Figure 3. Manager’s view for creating and updating crisis manuals

Figure 4 represents the simplistic view for employees. An employee can select a topic to learn from a list of topics
offered by the management as disaster preparedness manuals. S/he can use this platform to just read it, create
remindful pointers for recall by annotating the document, or S/he can interact with the chatbot to learn by asking
question and having an interactive discussion within the document with a personal learning assistant.

Figure 4. Employee’s view for reading and learning with chatbot

DISCUSSION

In our contribution, we highlight two concerns of business organizations that directly and indirectly hinder disaster
preparedness and capacity development for an effective crisis management. Firstly, business organizations heavily
rely on top-down managerial hierarchy, where strategies are implemented and conveyed to employees without a
procedural feedback mechanism. These strategies also include the strategies to cope with crisis. But dealing with
a crisis requires collaboration, cooperation, and coordinated articulation of work. These essentials are hardly
achievable in strict top-down mechanism and leaves little to no room for the involvement of employees at lowest
hierarchical level. In contradistinction to the tools and technologies developed for the disaster training and
education, DLA instigates a collaborative channel within an organization. This collaborative channel invokes
employee involvement and the feedback mechanism highlights areas which need to be customized to adapt for
employees’ specifications.. Secondly, when it comes to preparing the employees for effective crisis response,
training and education material is created in business organizations. This training and education material is
provided to the employees with introductory workshops or training sessions. SMEs are among those business
organizations which cannot afford extensive training routines and learning sessions. So, DLA develops a selfWiP Paper – Enhancing Resilient Response in Inter-Organizational Contexts: Learning from Experience
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learning mechanism for employees by making the learning material accessible to employees and a QA based
chatbot system supports the employees' learning in an interactive manner. When combined together in the form
of a technological aid, these two traits can lead to better disaster preparedness. Furthermore, the feedback
mechanism in the form of a collaboration channel instills confidence and security in employees. These merits
replicate better communication and coordination not just for crisis, but also in daily routines.
CONCLUSION AND FUTURE WORK

Our paper represents a work in progress to articulate a passive communication channel between management and
employees, in order to assist and expedite the employee training and awareness process from crisis management
perspectives. The near future objectives of our work include realizing the complete conceptual methodology with
trained RNN on enhanced corpus and Keyword-search optimization. We will explore the contextual validation to
a step further by utilizing the techniques like TF-IDF matching and other text similarity algorithms like Jaccard
similarity and cosine similarity etc. Furthermore, we plan to test it with regional SMEs in order to analyze the
practical impacts of such a communication channel and learning assistant. So far, this research revolves around
the close-domain QA. It will have to be tested in a more open-domain question answering context and also to
analyze the effect of personal assistants for raising awareness in the fields of medical and education.
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ABSTRACT

In 2017, Estonia experienced a cyber crisis caused by a vulnerability found in the smart card chips produced by
Infineon Technologies AG. Since the affected chip was used in the electronic identity card (ID card) issued by the
State to more than half of the Estonian population, the vulnerability posed a risk to the resilience of Estonian e-state
and thus quickly escalated into a manageable crisis. This work studies to what extent, in such a national emergency,
the involved parties were able to precisely follow the applicable laws and regulations in the field. We enlist the
cases where the requirements were not fully followed, either due to the lack of technical preparedness, suboptimal
decisions made under heavy time pressure, or the critical nature of the situation.
Keywords
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INTRODUCTION

At the end of August 2017, Estonian authorities became aware of a critical security vulnerability affecting the smart
card chips produced by Infineon Technologies AG. The affected chip was used in more than 750 0001 identity
documents (hereinafter – ID cards) issued by the Estonian State (ERR News 2017b). The chip was used to store the
cryptographic keys enabling Estonian ID card holders to access e-services, give legally binding digital signatures
and even cast an i-vote in national elections.
The flaw in the non-standard RSA key generation algorithm used by the chip provided a way to compromise the
affected key using the computation power estimated to cost around $40 000 (Nemec et al. 2017). While no keys
were compromised at that time, it was clear that it was only a matter of time before the flaw was exploited. These
findings started the so-called Estonian ID card crisis, where the authorities had to focus on minimizing the security
risks to the affected ID card holders, but at the same time ensuring continuous functioning of the e-state.
The ID card crisis was solved in a couple of months. The authorities announced the technical solution on 2017-10-25,
when cardholders were provided with an option to patch their ID cards, either by visiting customer service points of
the document issuer or by using software provided by the State to update the ID card remotely over the Internet.
The security risk was largely mitigated on 2017-11-03, when the certificates containing the vulnerable keys were
suspended. Cardholders were able to update (including remotely) their ID cards until 2018-03-31. On 2018-04-01,
the certificates of the non-updated ID cards were revoked and the government considered the ID card crisis to be
fully solved2.
In this work, we study to what extent, in such a national emergency3, the involved parties were able to precisely
follow the applicable laws and regulations in the field. We describe a list of cases where the requirements were
not fully followed, either due to the lack of technical preparedness, suboptimal decisions made under heavy time
pressure, or the critical nature of the situation. The aim of this work is not to provide a definite legal interpretation,
but rather to point out the legal and technical issues that emerged while resolving the crisis. We start by introducing
the legal framework, the involved parties, and the specific issues being analyzed in the following sections of this
paper.
1This covers more than half of the 1.316 million Estonian population.
2For a more detailed chronology of the Estonian ID card crisis and the analysis of the measures taken, see (Parsovs 2020).
3We note that while to some extent the situation was handled as an emergency, a state of emergency was not officially declared.
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Legal framework and the involved parties

The Estonian State issues several types of credit card sized identity documents that contain a smart card chip that
provides cryptographic functionality. These are the identity card, the digital identity card, the residence permit
card, the e-resident’s digital identity card and the diplomatic identity card. We use the common term “ID card” to
denote all of these types of identity documents.
Each Estonian ID card contains two cryptographic keys with the corresponding certificates: an authentication
certificate for digital identification in e-services and a digital signature certificate for giving qualified electronic
signatures.
On the European Union level, qualified electronic signatures and other trust services are regulated by Regulation
(EU) No. 910/2014 (The European Parliament and the Council of the European Union 2014) (hereinafter – eIDAS).
The aspects not regulated by eIDAS are regulated in the Estonian national law – Electronic Identification and Trust
Services for Electronic Transactions Act (Riigi Teataja 2016) (hereinafter – EITSETA).
The process of ID card manufacturing and issuance is presented in Figure 1. The ID cards are issued by the Police
and Border Guard Board (Politsei- ja Piirivalveamet – PPA) as a public service. The aspects related to the ID
card issuance are regulated by the Identity Documents Act (Riigi Teataja 1999) (hereinafter – IDA). For the ID
card production, personalization and certificate issuance, PPA had a contract with the card manufacturer Gemalto
(formerly Trüb Baltic AS). For issuance of the ID card certificates, Gemalto had a subcontract with Estonian
Certificate Authority (CA) SK ID Solutions AS, which is a qualified trust service provider under eIDAS (hereinafter
– the TSP). In the context of trust services, PPA is a registration authority (RA) of the TSP, whose duty is to perform
the initial identification of the certificate holders.
To receive the ID card, the cardholder must accept the “Terms and Conditions for Use of Certificates of Personal
Identification Documents of the Republic of Estonia” (SK ID Solutions AS 2018b) (hereinafter – Terms and
Conditions) agreement. The Terms and Conditions agreement is a legally binding contract between the cardholder
and the TSP. It includes references to certificate policies, the Certification Practice Statement (SK ID Solutions AS
2018c), SK Trust Services Practice Statement and other statements of the TSP, which are considered to be a part of
the contract. These policy documents and statements of the TSP are also considered to be legally binding towards
any relying party that relies on the trust services provided by the TSP.

ID card manufacturer
(Gemalto)

Personal
data

Personal
data
ID card

Document
issuer
(PPA)

ID card
Terms and Conditions
(signed)

ID card
holder

Certificate

Trust Service Provider
(TSP)
SK ID Solutions
Figure 1. ID card manufacturing and issuance process

In the ID card crisis, the Estonian Information System Authority (Riigi Infosüsteemi Amet – RIA) played a key role
in coordinating the crisis management. Among other tasks, RIA is responsible for the coordination and development
of electronic identity and cyber security. The other relevant legal concepts and parties will be later introduced in the
discussion of that particular issue.
RESTRICTING ACCESS TO THE PUBLIC CERTIFICATE DIRECTORY

On 2017-09-05, a press conference was held where the prime minister of Estonia together with other State officials
informed the public of the ID card security risk. It was announced that, as a mitigation measure, the TSP had closed
down the public directory containing the ID card certificates. As it was explained by the director general of RIA:
“We closed the ID card public key database because without the public key being known it is not possible to use this
security risk to attack the card.” (Estonian Information System Authority 2017).
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We note that the directory service is a trust service provided by the TSP. This service is used to obtain public keys of
the ID card holders for the encryption use case. According to the TSP’s Trust Services Practice Statement (clause
2.3.1 in (SK ID Solutions AS 2018c)), the service is accessible in a public data communications network 24 hours a
day, contains valid certificates and is provided to any party to make inqueries about the certificates and their validity.
The legal grounds for the directory service are also present in clause 94 (6) of IDA, which states that the certificates
are publicly verifiable through the personal identification code of the cardholder.
According to the TSP, the directory service was closed based on the order given by PPA, which was substantiated by
the ID card manufacturing contract concluded between PPA, Gemalto and the TSP. By ordering the closure of the
directory service, PPA effectively forced the TSP to break its contractual obligations towards the relying parties.
Later, on 2017-11-20, with the permission of PPA the directory service was reopened.
In practice, the service was technically still operating, but the ID card certificates were returned only to authorized
contractual parties of the TSP. For IP addresses not explicitly authorized, the service returned incorrect data (i.e.,
empty response) as though the ID card certificates were not valid. In the whole restriction period there was no
announcement made by the TSP to inform the relying parties of the non-compliant operation of the trust service.
According to the TSP, the decision was made to protect cardholders and was approved by the TSP’s auditor – the
certification body TÜV Informationstechnik GmbH (hereinafter – TÜViT).
Restricting access to this information, which by law is public information, requires a legal basis. Clause 4 (1) 10)
of the State of Emergency Act (Riigi Teataja 2015b) provides a possibility to restrict the right to freely access
information disseminated for public use. This, however, requires the declaration of a state of emergency, which was
not done. The law gives PPA and the TSP the right to suspend or revoke the certificates in case of suspicion that a
private key can be used without the consent of the cardholder. We note that the legal framework and the public
key infrastructure (PKI) does not foresee any other security measure than the invalidation of the compromised
certificates. It was clear that the State could not afford to invalidate the certificates, as it would have immediately
made the affected ID cards electronically unusable, endangering the healthy functioning of the e-state.
In practice, the restriction enforced by the directory service possibly had a very limited effect in mitigating the
risk. This measure might have dissuaded only disorganized attackers, as certificates are attached to each digital
transaction and have otherwise been accumulated by quite a few entities. A party seriously interested in obtaining a
certificate could have used their legal rights to obtain the certificate from the TSP using an official information
request. The decisive decision to close the directory service, however, might have achieved a public relations
objective – showing that the parties were mitigating the risk.
TIMING OF THE VULNERABLE CERTIFICATE INVALIDATION

Two months after the beginning of the ID card crisis, on the night of 2017-11-02, after five hours of Cabinet meeting,
the Estonian government decided to support the decision of the director general of PPA to suspend the vulnerable
ID card certificates starting from 2017-11-03 (ERR News 2017a).
The decision of PPA director general referred to the risk analysis made by RIA on 2017-11-02, according to which
an overwhelming risk had arisen that the private keys could be used without cardholders’ consent (Director General
of the Police and Border Guard Board 2017). According to the public announcement, the risk of exploiting the flaw
increased to a critical level after the researchers, who found the flaw, published their research on 2017-10-30 in
full (ERR News 2017a).
The fact that this decision had to be supported by the Estonian government shows the political nature of the decision.
The escalation of this decision to the political level suggests that the legal norms regulating these issues were not
followed. Indeed, it was already clear from the initial information given by the researchers that the affected ID
card platform did not meet the security requirements of eIDAS (see Section “Qualified signature creation device
status”). The situation was similar to the compromise of Dutch CA DigiNotar, after which the Dutch government
decided to keep the compromised certificates valid for an additional two weeks (Arnbak and Eijk 2012). In a closed
ecosystem the State can have its own safety standards. This, however, is not so in the case of the EU digital single
market, where the supervisory bodies of all member states are expected to apply common security requirements to
all qualified trust service providers and qualified trust services.
Compelling the TSP to not invalidate the certificates

According to clause 17 (1) of EITSETA, the TSP has the right to suspend the certificates in case a suspicion arises
that the cardholder’s private key can be used without his consent. According to the CA standards (Section 6.3.9
in (European Telecommunications Standards Institute 2018)) the revocation of compromised certificates is not
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just a right but the obligation of the CA. In the outbreak of the ID card crisis, the government lawyers analyzed
the possibility of using the Emergency Act (Riigi Teataja 2018) to compel the TSP to not revoke the vulnerable
certificates before the government made a decision to revoke (see Section 7.1 in (Laanest and Kask 2017)). Since, by
law, the TSP is considered to be a vital service provider, the State can exercise its rights provided by the Emergency
Act, forcing the TSP to continue providing services of general interest despite the plans of the vital service provider
to discontinue them. However, we note that this legal interpretation seems to be quite problematic, because by
invalidating the affected certificates the TSP is not discontinuing the provision of trust services. Quite the opposite –
the provisioning of trust services requires the TSP to assure that any untrustworthy certificates are invalidated.
In this particular case, the TSP and their auditor TÜViT agreed to follow the plan of the authorities. The problem,
however, is that in general, the authorities who usurped the exclusive rights to decide on this matter, do not carry the
financial risks resulting from the decision to not revoke certificates that should be revoked.
PROBLEMS APPLYING THE SUSPENSION MECHANISM

In the context of certificate validity, the only difference between suspension and revocation is the ability to restore
the validity of a temporarily suspended certificate. Since there were no plans to restore the validity of the affected
certificates, the question arises as to why the certificates were first suspended and only then revoked. According
to the explanation provided by the authorities, the certificates were suspended to allow the affected cardholders
to remotely renew their ID cards after the certificate suspension. The legal requirements do not allow remote
renewing of invalid certificates, therefore it was intended that in the remote renewal process the validity of suspended
certificates would be shortly restored, thereby making the solution legally compliant. This, however, was not done
in practice, and if done, would only have been a fiction (see Section “Remote renewal of suspended certificates”).
The decision of the authorities to apply a suspension mechanism instead of revoking the certificates created legal
issues which could have been avoided. These issues are discussed below.
Covering already suspended certificates

The law does not foresee the suspension of already suspended certificates, therefore PPA’s decision could not be
applied to those certificates that were already suspended based on the request of certificate holders. According
to clause 18 (3) of EITSETA, the suspension can be terminated only by the party who requested the suspension.
This led to a situation where the certificate holders, who had suspended the validity of their certificates before the
PPA decision was enforced, were able to terminate the suspension later, thereby avoiding the consequences of the
decision, which was to restrict the use of the vulnerable ID cards.
Such a situation was prevented, in practice, by forcing the cardholders who applied for certificate validity restoration
to renew their ID cards, thereby revoking their vulnerable suspended certificates and obtaining new certificates.
While from the cardholders’ perspective the end result was the same (i.e., the ID card with valid certificates), from
the legal point of view, the certificate holders were denied their right to restore the validity of their suspended
certificates. Such a problem would not have arisen if the certificates were instead revoked, since revocation can also
be applied to suspended certificates.
Handling the cases of lost ID cards

In the event a cardholder loses his ID card, he is expected to call the TSP helpline and request a certificate validity
suspension, thereby eliminating the risk of abuse. If the card is later found, the cardholder can restore certificate
validity. In case the card is not found, the cardholder can apply for a new ID card revoking the lost card.
In the event the ID card with the PPA-suspended certificates was lost, the cardholders could not request a temporary
suspension of their certificates, as they were already suspended by PPA. In practice, if the cardholders called to
request a certificate suspension, the certificates were revoked. The practice of certificate revocation based on a
request received over the phone was not in compliance with the legal requirements. In particular, clause 19 (1) of
EITSETA requires the TSP to revoke a certificate based on an application, and the Certification Practice Statement
(Section 4.9.3 in (SK ID Solutions AS 2018a)) requires the subscriber to submit a signed application for revocation.
In this case, the TSP made the decision to revoke the PPA-suspended certificates to eliminate the risk that someone
could remotely renew the cardholder’s lost ID card and then abuse it to the full extent. In addition, there was also a
theoretical risk that the authority, on whose request the certificates were suspended, later restores certificate validity,
thereby opening the lost ID card for abuse. Only the cardholders who were aware of such risks were likely to
approach the TSP with the request to invalidate the PPA-suspended certificates of their lost ID cards.
This case has highlighted the flaw in the current legal suspension mechanism for cases when the certificates are
suspended by some party other than the cardholder.
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REMOTE RENEWAL OF SUSPENDED CERTIFICATES

The technical solution for the remote renewal of ID card certificates renewal4 was already introduced in 2016 to
replace the certificates with incorrectly encoded public keys (ERR News 2015). The availability of the solution
played a crucial role in solving the ID card crisis. Hundreds of thousands of ID card holders could update their
flawed ID cards over the Internet without overwhelming PPA customer service points. The problem, however, was
that the remote update solution was not designed to securely update ID cards with invalid certificates.
According to the TSP, the legal basis for remote certificate renewal is eIDAS article 24 (d), which provides an option
for a qualified TSP to verify the identity of the person to whom the qualified certificate is issued “by using other
identification methods recognized at national level which provide equivalent assurance in terms of reliability to
physical presence. The equivalent assurance shall be confirmed by a conformity assessment body.”. According to
clause 181 (2) of IDA, “the digital verification of the identity of the holder of a document is carried out through
the certificate enabling digital identification”. This can be interpreted in a way that the authentication with the ID
card’s authentication certificate is recognized in Estonia to provide equivalent assurance in terms of reliability to
physical presence5. The TSP follows this reasoning and in the Certification Practice Statement (Section 3.3.1.1
in (SK ID Solutions AS 2018a)) states that the renewal request must be authenticated based on a valid authentication
certificate of the document that needs to be renewed.
While the legal framework requires a renewal request to be authenticated using a valid authentication certificate, the
remote certificate renewal service was also provided after 2017-11-03, when the certificates of the vulnerable ID
cards were suspended. According to the TSP, the legal requirement could have been formally satisfied by restoring
the validity of the suspended certificates right before the renewal. Since such a short-term restoration of the validity
would have no practical effect, this step was skipped in practice. The implemented solution was approved by the
TSP’s auditor TÜViT.
We note that if the validity of the certificate had indeed been temporarily restored, the restoration of the validity
would have required a separate decision by the entity who requested the suspension of the certificates. Such a
decision would require that the legal basis for the initial certificate suspension (i.e. the suspicion that the private key
can be used without the consent of the certificate holder) would cease to exist, which was not the case.
Regardless of the legal basis, the decision to restore the validity would have been effectively based on the actions
performed with the suspended certificate, which is against the principle that the actions performed with a suspended
or revoked certificate should have no legal effect. This principle is based on the presumption that in the period when
the certificate is not valid, the card and PIN codes (private key activation data) may not be in the sole control of the
cardholder. The authorities made a non-standard assumption that if cardholders lost control of their ID cards, they
would turn to PPA requesting the revocation of their PPA-suspended certificates, thereby eliminating the risk of
someone performing remote certificate renewal. Only the cardholders who were aware of such a risk may have
applied for the revocation of their lost ID cards.
A technologically and legally sound solution would have required the renewal requests to be authenticated using
some other valid electronic identity document or electronic identification means (e.g., Mobile-ID) satisfying the
requirements of eIDAS article 24. However, at that time, a significant portion of affected cardholders did not have
access to an independent secondary authentication tool, therefore the use of such a solution would have been limited.
REVOCATION OF THE VULNERABLE ID CARD CERTIFICATES

On 2018-03-16, the director general of PPA signed the decision to revoke the certificates of the non-updated ID cards
starting from 2018-03-31 23:59. The decision refered to the initial risk analysis performed by RIA on 2017-11-02,
and the letter received from RIA on 2018-03-13, stating that there was no basis to change the initial risk assessment.
The PPA concluded that since the certificate owners did not find the need to renew their certificates over the 5-month
period, their interests will not be restricted by revoking their certificates. (Director General of the Police and Border
Guard Board 2018)
We note that 2018-04-01 was already mentioned in the initial announcement of suspension as the date of
revocation (ERR News 2017a). While there may be a public impression that the revocation was required due to some
security concerns, the choice of 2018-04-01 was purely a political decision to have some end-date for the ID card
crisis, and also to provide a reason as to why the renewal service for the affected ID cards was being discontinued.
The cardholders who did not renew their ID cards and thus were left with a dysfunctional ID card were not eligible
to compensation, because according to clause 41 of IDA, the State fee is not paid for the ID card, but for the
4For a detailed analysis of the technical solution and its applications, see (Parsovs 2020).
5Such an equivalence, however, has not been assured by the conformity assessment body.
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review of the application for the issuance of the ID card. We note that in the previous large scale ID card security
incident in 2011, the flawed ID cards could be renewed in PPA customer service points even after the certificate
revocation (Police and Border Guard Board 2013).
EFFECTIVE TIME OF CERTIFICATE INVALIDATION

To ensure legal certainty, it is of crucial importance to establish the precise time when the validity of the certificate
changed. For instance, digital signatures created after the certificate was invalidated will not have the legal effect of
a qualified electronic signature (see article 32(1)(b) of eIDAS). The requirement for time precision in establishing
the effective time when the certificate changed its status is not provided in the law. However, the technical standards
of certificates and certificate validity services define one second granularity for timestamps of a certificate validity
period (Boeyen et al. 2008). We encountered serious problems in establishing the effective time when the validity
status changed for the vulnerable certificates. Over time, the TSP’s validity services reported an inconsistent
certificate validity status for the affected certificates (see Figure 2). We discuss these problems in detail below.
Effective time of suspension

The enforcement of PPA’s decision to suspend the affected certificates starting from 2017-11-03 faced serious
difficulties. The technical capabilities of the TSP did not allow for the suspension of such a large amount of
certificates to be registered quickly – a week was required to complete the operation. As a temporary solution, the
validity services were manually modified to return an immediate negative validity status for the affected certificates
until the suspensions were fully registered in the certificate database kept by the TSP.
We looked at the validity status of our vulnerable digital signature certificate6 in the Certificate Revocation List
(hereinafter – CRL) published by the TSP. The first CRL that listed the serial number was issued at 2017-11-03
23:05:54 (thisUpdate field) with the revocationDate field set to the future – 2017-11-03 23:59:59, and
the reasonCode field set to unspecified. However, starting with the CRL issued at 2017-11-10 04:25:07,
the revocationDate field was changed to 2017-11-10 00:03:38 and the reasonCode field was changed to
certificateHold. Apparently, 2017-11-10 was the date when the suspension operation completed and the
standard validity services of the TSP resumed their normal operation.
The CRL technical standard (Boeyen et al. 2008) implies that the revocation status certificateHold should be
used when the certificate validity is on hold (i.e., the validity is suspended). However, in the CRLs we see that
before 2017-11-10, the CRLs used a technical reason code denoting revocation, and only after 2017-11-10 used a
reason code denoting certificate suspension. This technical discrepancy most likely did not cause any problems in
practice, because to the best of our knowledge, the relying parties do not differentiate between the legal types of
revocation (whether it is temporary suspension or permanent revocation). Another side-effect of the temporary
solution was that the unique numbering of the CRLs became disrupted, resulting in different CRLs being issued
with the same CRLNumber.
According to the TSP, the legally binding certificate suspension time is the one that is shown on the TSP’s web
service https://minutoimingud.sk.ee/. There the suspension time for our certificate is set to 2017-11-10
00:03:40, which is two seconds after the revocationDate shown in the CRLs issued after 2017-11-10. If the
suspension time of our certificate is indeed 2017-11-10 00:03:40, then by returning a negative certificate validity
status from 2017-11-03 23:59:59, the TSP effectively restricted our use of the trust service without legal basis. If
the suspension date is the one specified in the initial CRLs (i.e., 2017-11-03 23:59:59), the TSP failed to fulfill the
legal requirement to correctly indicate the suspension period.

CRL (2017-11-03 23:05:54)
Revoked: 2017-11-03 23:59:59
Web: Suspended: 2017-11-10 00:03:40
CRL (2017-11-10 04:25:07)
Suspended: 2017-11-10 00:03:38

Web: Revoked: 2018-04-02 03:49:29
OCSP: Revoked: 2018-04-02 03:49:30
CRL (2018-04-02 10:31:57)
Revoked: 2017-11-10 00:03:38

Figure 2. Timeline of certificate validity status changes as reported by the TSP’s validity services
6The certificate with serial number 86252710521034023130150607177080627273 issued under the intermediate CA “ESTEID-SK 2011”.
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The current situation, where there are several interpretations of the effective time of suspension, fails to provide
legal certainty for the parties involved in the ecosystem. The case also clearly shows that the technical capabilities of
a TSP must ensure immediate certificate status change for all non-revoked unexpired certificates issued by the TSP.
Effective time of revocation

As it was not security critical to quickly revoke already suspended certificates, the TSP did not use temporary
validity services to indicate revocation, but rather relied on the standard procedure for registering certificate validity
status change.
In the CRLs issued by the TSP, we see that the reasonCode of our suspended certificate changed to unspecified
in the CRL first published at 2018-04-02 10:31:57. The revocationDate field, however, stayed the same showing
the backdated revocation date of 2017-11-10 00:03:38. In the Online Certificate Status Protocol (hereinafter
– OCSP) (Santesson et al. 2013) response produced on 2018-04-09, we see the revocationTime field set to
2018-04-02 03:49:30. While the revocationDate field of the CRLs contain an incorrect value, to the best of
our knowledge, the relying parties do not rely on the date specified therein. The revocation date shown in the web
service of the TSP is 2018-04-02 03:49:29, which is one second off the revocationTime returned by the OCSP
validity service.
Article 24 (3) of eIDAS states that “If a qualified trust service provider issuing qualified certificates decides to
revoke a certificate, it shall register such revocation in its certificate database and publish the revocation status of the
certificate in a timely manner, and in any event within 24 hours after the receipt of the request. The revocation
shall become effective immediately upon its publication.”. Therefore according to eIDAS, the effective time of
the revocation is the time of publication. Here, publication can be interpreted as the time when the TSP started to
distribute the revocation status via the validity services of the TSP. Therefore, the effective time of the revocation
should be 2018-04-02 03:49:30, when the OCSP service started to respond with the revoked status (according to the
TSP’s web service, the registration of the revocation happened one second before).
Contrary to eIDAS, clause 20 (4) of EITSETA states that “The validity of a certificate ends upon entry of the data on
revocation of the certificate in the certificate database kept by a trust service provider”. We conclude that EITSETA
is not eIDAS compliant in this matter and the provisions of eIDAS should take precedence.
As we see, the information provided by the TSP validity services is not consistent. This is in conflict with the
technical requirements (Section 6.3.10 in (European Telecommunications Standards Institute 2018)) according to
which the TSP is audited. While the PPA decision required the revocation of the affected certificates on 2018-03-31
23:59, our certificate was revoked 27 hours later, exceeding the 24 hour requirement of eIDAS.
CERTIFICATE STATUS CHANGE NOTIFICATIONS TO CARDHOLDERS

According to clauses 17 (4), 18 (4) and 20 (5) of EITSETA, the TSP is required to notify the certificate holder
promptly of the suspension, restoration and revocation of the certificate. The Terms and Conditions of the TSP
(clause 6.2.7 in (SK ID Solutions AS 2018b)) sets an obligation for the TSP to “inform the owner by using @eesti.ee
e-mail address that their certificate has been suspended, suspension is terminated or certificate is revoked”. Figure 3
shows an example of an e-mail notification that is usually sent by the TSP to inform the cardholder of the changes in
the certificate validity status. In the case of certificate revocation, the IDA clause 96 (3) also requires the issuer of the
document (PPA in this case) to “immediately notify the holder of the document of the revocation of the certificate”.
We found that the cardholders affected by the flaw were not informed in a proper manner that their certificate validity
status had changed. The shortcomings of the received notifications are analyzed below.

Figure 3. An example of TSP’s certificate suspension notification (in Estonian)
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Certificate suspension notification

On 2017-11-05, we received an e-mail notification from PPA (Police and Border Guard Board 2017), which
stated that “[...] the certificates of your non-updated document that are affected by the security vulnerability were
suspended October 3”7 (see Figure 4a). The notification also included a paragraph stating that by sending out the
notification, the TSP’s obligation set out in the clause 17 (4) of EITSETA shall be deemed fulfilled. According to
the TSP, the task of notifying was delegated to PPA, which is the registration authority of the TSP.
As we see, the notification fails to identify the cardholder, the ID card whose certificates were suspended, and the
effective date and time of the suspension. According to PPA, the first notifications included also the document
number, which was later removed, because wrong document numbers were sent out. Many people contacted PPA
because they received notification e-mails even though they had already updated their ID card or had an ID card
which was not affected by the flaw. It turned out that the notifications regarding ID cards issued to underage persons
were sent to their parents, but, as the notifications were not personalized, it created confusion (Postimees 2017).

(a) Suspension notification (2017-11-05)

(b) Revocation notification (2018-03-27)

Figure 4. PPA notifications to cardholder’s @eesti.ee e-mail address

Certificate revocation notification

On 2018-03-27, we received a non-personalized e-mail notification from PPA (Police and Border Guard Board
2018), which stated that “[...] certificates of your document need to be renewed because of the security risk” and
that “[...] all certificates which have not been renewed by April 1, 2018 will be revoked [...]” (see Figure 4b).
Since this e-mail was sent before the revocation took place and it mentions some conditions that have to be satisfied
for the revocation to take place, this e-mail, in our opinion, cannot be considered as the notification required by IDA
clause 96 (3), which shall be carried out immediately after the revocation.
According to PPA, all public activities related to the ID card flaw are considered to fall under the notification specified
in IDA clause 96 (3). Unfortunately, these public activities did not achieve the lawmaker’s aim to undoubtedly
inform the cardholder about their certificate validity change and the effective time of that change.
The TSP did not send the revocation notifications. According to the TSP, there was an agreement that PPA’s
notification will include a statement that the obligation of TSP set out in the clause 20 (5) of EITSETA shall be
deemed fulfilled, but for some reason PPA failed to include such clause in their notification.
Notification in the renewal process

Contrary to the obligation set out in the Terms and Conditions of the TSP, the TSP did not send an e-mail notification
in cases where the vulnerable certificates were revoked as a result of renewing the ID card. According to the TSP,
the e-mail notifications in these cases were not sent as such notifications would have confused the cardholders.
7There is a typo in the English version – Estonian and Russian versions have “starting from November 3”.
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PPA also did not fulfill their obligation to notify the cardholder of the certificate revocation in the case of remote
certificate renewal. We note that since TSP is already obliged to notify the cardholder of the certificate revocation,
the need for such an obligation from the document issuer is questionable.
QUALIFIED SIGNATURE CREATION DEVICE STATUS

One of the requirements for an electronic signature to have the equivalent legal effect of a handwritten signature is
that it has to be created by a qualified electronic signature creation device (hereinafter - QSCD). Annex II of eIDAS
specifies the security requirements for QSCDs, and eIDAS article 30 requires QSCDs to pass a certification process.
The Commission Implementing Decision (EU) 2016/650 (European Commission 2016) specifies Common Criteria
evaluation standards and Protection Profiles according to which the QSCDs must be certified.
In the event the affected ID card platform lost its QSCD status, the TSP would be required to revoke the digital
signature certificates, as they would contain a QSCD claim that does not hold anymore. It was already clear that the
affected ID card platform did not satisfy the QSCD requirements when the Estonian authorities became aware about
the flaw on 2017-08-30. Ironically, due to a loophole in eIDAS, there was no authority that could have revoked the
QSCD status of the affected ID card platform.
The affected ID card platform obtained the QSCD status not through the certification set out in eIDAS article 30,
but through the transitional measures specified in eIDAS article 51. Article 51 states that signature creation devices,
which were recognized as secure-signature-creation devices (hereinafter – SSCDs) under eSignature Directive
1999/93/EC (The European Parliament and the Council of the European Union 2000) (hereinafter – Directive),
under eIDAS are deemed to be QSCDs. Under the Directive, the Estonian Ministry of Economic Affairs and
Communications (Majandus- ja Kommunikatsiooniministeerium – MKM) acted as a conformity assessment body,
assessing a SSCD’s conformance based on its internal procedure (see Section 6 in (Laanest and Kask 2017)). After
the Directive was repealed on 2016-07-01, the MKM lost its authority to assess SSCD conformity and hence also
the authority to declare the signature creation device as non-conformant.
Currently, the legal regulation is also not much better for these QSCDs that have obtained QSCD status through the
certification process set out in article 30 of eIDAS. eIDAS does not require regular reassessment of a signature
creation device’s compliance to the security requirements. Since the decision of QSCD conformance must be based
on a Common Criteria certification process which must be initiated and sponsored by the vendor, the removal of the
QSCD status, even in the event of obvious non-compliance, may lack legal basis, unless the vendor of the product is
cooperating. We have found that even today Common Criteria security certificates of some of the chip products
affected by the flaw have not been updated and are still considered valid (Parsovs 2020). This shows that eIDAS
lacks effective means to maintain the trustworthiness of the signature creation devices after their QSCD status has
been granted.
Another legal issue related to the QSCD status of the Estonian ID card arose due to the modifications made to
the affected ID card platform. Starting from 2017-10-25, the smart card chip applet was modified, replacing the
vulnerable RSA algorithm with the elliptic curve algorithm supported by the chip. The changes, however, were
made without reassessing the device’s conformance. We note that the chip applet implements logical protection of
private keys and hence is subject to security assessment (see Decision 2003/511/EC (European Commission 2003)
and recital 56 of eIDAS). This means that after any changes are made to the chip applet, the SSCD conformity of
the modified ID card platform has to be reassessed.
After the Directive was repealed, the MKM lost its authority to assess signature creation device conformity to SSCD
requirements, therefore the modified platform had to be certified according to the requirements of eIDAS article
30. It was clear that under the given time constraints it was not possible to certify a smart card applet that had
never been formally certified before. According to the government lawyers (see Section 6 in (Laanest and Kask
2017)), since the changes made to the applet were minimal, it was decided that going through the time-consuming
certification as required by eIDAS was not needed.
LIABILITY OF ID CARD PRIVATE KEY SECURITY

In the press conference on 2017-09-05, a journalist asked the prime minister whether the State was ready to
compensate for losses in the event the security risk materialized. The prime minister answered: “[...] I do not know
what your case is, but basically the State naturally has to be fully responsible of our ID and e-solutions. Yes, the
State is responsible in any case.” (time 06:32 in (ERR News 2017c)). From the prime minister’s answer it is not
clear whether he was referring only to moral responsibility or also to legal liability.
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The legal analysis by the government lawyers touched the question of the State’s liability, but did not provide a
positive answer (see Section 8.2 in (Laanest and Kask 2017)). According to clause 7 (1) of the State Liability Act
(hereinafter – SLA) (Riigi Teataja 2015a), a person whose rights are violated by the unlawful activities of a public
authority may claim compensation for damage. Furthermore, according to clause 12 (1) of SLA, a public authority
that fails to issue an administrative act or take a measure in due time is required to compensate for damage.
In this particular case, the claimant would have to substantiate that the vulnerability in the private keys was the
result of some unlawful activity of PPA. Alternatively, the claim could be based on the failure of the authorities
to revoke the affected certificates in due time, after the authorities became aware of the flaw. In this context it is
important to note that clause 19 (3) of EITSETA sets an obligation for the cardholder to request revocation of his
certificate if there is suspicion that his private key can be used without his consent. The cardholders’ failure to
revoke their certificates on 2017-09-05, after the prime minister informed the public of the vulnerability, hlin our
opinion, could already be interpreted as negligence, making the cardholders liable for any fraud conducted with
their identities after that date.
According to Annex II of eIDAS, generating electronic signature creation data (private key) on behalf of the
signatory may only be done by a qualified TSP. It is unlikely that the State would be willing to take over the liability
of the TSP, especially since the operation and liability of the TSP is explicitly regulated by law. In addition, by
accepting the ID card with the Terms and Conditions, the cardholder enters into the contract with the TSP and not
the State.
It is important to note that in the Terms and Conditions of the TSP (SK ID Solutions AS 2018b), the TSP takes no
liability for key generation. In clause 8.1 the TSP states that “the Subscriber is solely responsible for the maintenance
of his/her Private Key” and clause 8.7.1 states that the TSP is not liable for “the secrecy of the Private Keys of the
Subscribers”.
Since neither party is willing to take liability for the security of the generated keys, the end result may be that the ID
card is provided to the cardholder “as is”, leaving the cardholder to bear the losses resulting from fraud. The Terms
and Conditions, which shifts all the liability to the cardholder, however, may turn out to be non-enforceable. Unless
the person agrees to the Terms and Conditions, the ID card is not issued (ID Help Centre 2019). Since the ID card
is a mandatory identity document for all Estonian residents aged 15 and above, the cardholder’s free will, when
entering into the contract, is questionable.
As of this date there has been no significant damage caused by the ID card security issues, therefore liability
questions for now have remained purely hypothetical. This, however, does not contribute to the legal certainty of the
eID field and may lead to a situation where the party taking the risks is not the party that bears the cost of these risks.
CONCLUSIONS AND RECOMMENDATIONS

The ID card crisis has shown that in a crisis situation where the continuity of the e-state is at stake, the fulfillment of
all applicable legal requirements can become quite a challenge. The legal non-compliances observed in this work
can be grouped by three main causes – the lack of technical preparedness, suboptimal decisions made under heavy
time pressure, and the critical nature of the situation.
The TSP’s failure to quickly invalidate a large number of certificates and correctly indicate their status, and the
TSP’s and PPA’s failure to accurately notify the affected cardholders, can be explained by the lack of technical
preparedness and incomplete crisis management planning.
The legal issues resulting from the decision to restrict the access to the public certificate directory and the decision
to suspend (and not revoke) the affected certificates, can be explained by the heavy time pressure under which these
suboptimal decisions were made.
Some of the failures to meet the legal requirements, in particular, the hesitation to revoke the vulnerable certificates,
the remote renewal of suspended certificates, and the use of the modified ID card platform whose compliance to
QSCD requirements had not been assessed, we can consider to be rooted in the critical nature of the situation. The
root cause of the crisis was the fact that the failure in a single ID card platform supplied by a single TSP put the
reputation and functioning of the entire e-state at risk.
To reduce the risk of a similar incident in the future escalating into crisis, the State should seek to equip its residents
with a secondary electronic identity tool that would rely on a different technological platform (preferably also a
different public-key cryptography algorithm) and a different TSP. This, in case of a similar event, would allow
sustaining legally compliant continuity of the e-state, and potentially also a safe remote renewal of the affected
electronic identity tool.
CoRe Paper – Ethical, Legal, and Social Issues
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

468

Parsovs

Solving the Estonian ID Card Crisis: the Legal Issues

In the list below we provide more specific recommendations based on the findings of this work.
1. This work has highlighted the problems in the current regulation of certificate validity suspension, in particular,
when the suspension is requested by a party other than the certificate holder. A potential solution would
be to amend EITSETA granting certificate suspension rights only to the certificate holder. However, since
the use of a suspension mechanism leads to other legal issues8, we recommend to completely deprecate the
suspension mechanism, provided that cardholders are able to replace the revoked certificates with the same
ease as the validity restoration of suspended certificates.
2. The current QSCD assessment mechanism, as provided by eIDAS, does not ensure that the product’s
compliance to the security requirements is maintained after the QSCD status has been granted to the product.
The legislation should establish a continuous management process for the security of QSCDs over its lifecycle
as suggested by ANSSI (Romain Santini, ANSSI 2019). At the same time the certification mechanism
should provide flexibility when a security flaw found in the product has to be quickly mitigated, as nicely
demonstrated by the ingenious Estonian ID card remote update solution.
3. In this work we have pointed out several technical and legal non-compliances of the TSP and its validity
services (e.g., CRL, OCSP and the web service of the TSP displays inconsistent revocation time for the
revoked certificates). While the described non-compliances may look insignificant, it is not uncommon to see
a combination of such separately unimportant issues lead to serious security risks. We advice the TSP and its
auditors to not underestimate such issues.
4. Clause 20 (4) of EITSETA states that validity of a certificate ends upon entry of revocation in the certificate
database kept by a TSP, while eIDAS in article 24 (3) sets the effective time of revocation to be immediately
upon its publication. We recommend to amend clause 20 (4) of EITSETA to be in line with eIDAS.
5. The document issuer’s obligation specified in IDA clause 96 to notify the cardholder of certificate revocation,
overlaps with the obligation of the TSP specified in EITSETA clause 20 (5). It should be reviewed whether
such an overlapping obligation is needed.
6. Last but not least, to ensure legal certainty for the participants of the ecosystem, we recommend the legal
framework to be updated, providing clear answers to the liability questions discussed in this work.
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ABSTRACT

There is a surge in people turning to social media in disasters in China. In the 2010 Yushu earthquake, 5,979
Weibos were posted. Almost 10 years on, in the 2019 Yibin earthquake it was 17,495. This study presents a Social
Network Analysis of the dynamics of this growth, taking the six major Chinese earthquakes of this decade as a
case study. By constructing relationship matrices, the research reveals a transformation of networked crisis
communication patterns on Weibo. We show how communication relationships between verified organisational
users, government agencies, verified individual users (such as celebrities) and unverified ordinary users have
changed, and we observe that government agencies are ‘crowding out the crowd’ of other users. We consider key
aspects and the ethical complexities of this phenomenon.
Keywords:

Weibo, Transformation, Crowding Out, Crisis Communication, Mobilities.
INTRODUCTION

The term ‘natural disaster' generally refers to natural calamities. However, there is no such thing as a purely
'natural’ disaster, because the causes and effects of disasters are deeply entangled with human decisions (Davis
1998, Hartman and Squires 2006). Building on floodplains or in areas prone to earthquakes, lack of investment in
risk analysis or preparedness, are human factors that shape vulnerabilities, and the very ‘nature’ of such disasters.
Chroust and Aumayr (2017) argue that human factors contribute to the number and severity of ‘natural’ disasters.
In addition, Davis (1998) and Ramalingam (2010) show that the politics of emergency response, class, race,
ethnicity and gender often have a major impact on the outcomes and consequences of disasters.
The surge of social media communications moves more of these human factors into the limelight of public scrutiny.
While new forms of networked crisis communication can enable deeper public understanding of the challenges
that emergency agencies face, and net-centric public engagement, a more common outcome is public criticism of
the formal agencies’ response, a disruption of crisis management models, and a struggle for control (Boersma,
Wolbers, Wagenaar 2010, Büscher, Kerasidou, Petersen, Oliphant 2017). In China these struggles take on a
particularly interesting form. In this paper, we present an analysis of a new phenomenon of ‘crowding out the
crowd’ in online communications in earthquake crises on Weibo in China between 2010 and 2019.
BACKGROUND

China is the country with the most continental earthquakes in the world (State Council Information Office, 2009),
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and improving the speed and quality of disaster response is a core challenge to China's emergency response
agencies. With the advent of Web 2.0, the practices and platforms of China's natural disaster response have been
transformed. In 2009, the Chinese government blocked Facebook, Twitter and other overseas social media, and
instead encouraged domestic versions of social media. Weibo -- launched by Sina corporation in 2009, is similar
to Twitter in that it includes posts, comments, retweets and browse functions. A notable difference is the user
verification system for confirming the identity of various user groups by appending a coloured V to the username
and adding verification information. Generally, verified individuals (celebrities, stars, politicians…) receive a
yellow V, while a blue V marks organisations (NGOs, government departments enterprises, college...). Ordinary
individual users are unverified (but still identified on the system).
In the past decade, Weibo has developed into a significant communication platform in crisis communication.
During the 2013 Ya’an earthquake, for example, Weibo provided important “lifelines” for crisis communication
(Zuo and Tian, 2014). Leykin et al (2018) discuss how Weibo can facilitate coordination between emergency
services and disaster victims. Social media have changed crisis communication from one-way communication
where the government releases disaster information through traditional media channels towards multi-way
interactions and communications on social media platforms between the government, responder agencies, and
members of the public. In terms of coordination, Chinese crisis communication has started to involve interactive
public participation, with people providing situation awareness information, commenting on the response, and
engaging in dialogue with each other. This is fueled by the overall growth of social media use and a pervasive and
robust infrastructure. For example, 93.1% of Weibo users access Weibo through mobile devices (Sina, 2018) and
4G coverage in China has reached 95%. In the 2010 Yushu earthquake, 5,979 messages were posted on Weibo,
and 10 years later, in the Yibin earthquake it was 17,495. Weibo has become widely regarded as a crisis
communication platform.
However, China is known as a society in which the government strictly regulates news media and often censors
public information. Widespread concern exists that the strict regulations on social media can have a chilling effect.
Visible censorship can anger people and emboldened them to oppose the government’s censorship policy (Roberts
2014), but it has also stopped some users from writing about social and political subjects (Hong and Wang, 2011)
and it can stop protest and viral bursts of online-only activity (King et al. 2014). Social media users may also selfcensor and suppress their communications (Zeng et al., 2017). Against the backdrop of these insights, we
hypothesized that the government's participation in online communities may suppress the participation of other
types of users. It is important to understand whether this phenomenon exists, and how it unfolds, because the
phenomenon will impact on the cooperation between the government and other social groups in crises in China.
This study takes the six major Chinese earthquakes between 2010 and 2019 as a case study for a Social Network
Analysis (SNA) to study the transformation of network crisis communication patterns (NCCP) on the Weibo
platform. We discuss key changes in the communication relationships between the four main participating groups:
●

Verified Governmental Users (VG)

●

Unverified Individual Users (UI)

●

Verified Individual users (VI)

●

Verified Organisational users (VO)

Preliminary analysis revealed that the relationships between these actors changed significantly. For example, VG
participation in Weibo overall has grown from 312 in 2010 to 138,253 in 2019 (Sina, 2019), including various
departments such as the Public Security Department, Publicity Department and the Health Commission (People's
Daily, 2017, Fig 1).
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Figure 1. The Rise Number of Verified Governmental Weibo User

As we will discuss, our data from the six earthquakes, suggests that the increase in VG, is linked to denser clusters
forming around them as ‘transmission subjects’ and the directions of attention becoming more streamlined.
Government agencies seem to be ‘crowding out the crowd’.
This raises complex ethical issues, ranging from questions about power to transformations of crisis management
models, and the need for ‘social capital’, or cultural competence and social networking capabilities, and trust to
enact positive change. Most importantly for us, crowding out the crowd seems to foreclose important opportunities
for positive change. If the crowd is crowded out, net-centric approaches to coordinating collaboration between
multiple actors are thwarted.
ANALYTICAL FRAMEWORK

Social media drives disruptive innovation (Christensen 1997). They ‘disorder old systems, create new players and
serve new groups, or the same groups with new products, while marginalizing old ones, and deliver[ing] value to
stakeholders who successfully implement and adapt to the innovation … [requiring] a new professional culture to
develop’ (EU Commission 2015). This brings both opportunities and risks. We leverage insights from sociology,
media studies and informatics to highlight three key ethical and social issues.
Public perceptions and crisis governance

Governments are concerned about public perceptions of governance. Establishment of a good government image
can not only enhance the influence of the government but also fundamentally help governments to meet the
expectations and desires of the people. After Web 2.0, the Chinese government began to use new media to
establish an information and communication network to strengthen interaction with the public.
Jha et al. (2018) argue that the Chinese government quickly realised the important role of social media in building
public communication during normal times and disasters. But the fast development of social media provides a
broad platform for people to make their voices heard and it makes it more difficult for the government to maintain
a good image. Online ‘sousveillance’ can help improve government services, but it has also led to people
becoming more critical and demanding of the government. Thus, the advantages of social media to the government
are reduced, and disadvantages can expand.
In crises, this effect is amplified. According to Zhu et al., (2006), in a crisis, every action of the government could
bring extraordinary impact. The government may obtain an unprecedentedly good social evaluation through its
performance in crisis; but governments can also be criticised for responding inadequately in a crisis. Information
control thus becomes important. Censorship is a powerful approach, but it has limitations. Our data shows that if
VG users are sufficiently active and effective in network crisis communication, it contributes to a reduction in
participation from other types of users. But the considerations above prompt us to ask: what is the effect of such
‘crowding out the crowd’?
‘Hunkering down’ in Network Communities

Arguably, social media has engendered a democratization and diversification of public communication spaces.
This seems to lie at the heart of many governments’ difficulties to maintain a positive image. Our data exhibits a
phenomenon that, following the social theorists below, we consider a form of ‘hunkering down’.
Diverse user groups online may rapidly build complex distributed relationships and respond to crises in an
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organised manner, as a crowd. For effective cooperation, ‘social capital’, or capacities to engage with others with
different views and from different backgrounds, and trust are essential within the crowd and in its interactions
with authorities. To understand this dynamic better, we can transpose insights from studies of real world
communities. In debates on the role of ethnic diversity for social capital and trust, Putnam (2007) observes a
negative impact.
Putnam sees social capital as "the connections between individuals -- social networks and the resulting norms of
reciprocity and trustworthiness" (2000:19). Normally, high social capital benefits members of networks and
bystanders (Putnam, 2000: 20; 2007:137-138). However, in his studies of diverse neighbourhoods, Putnam finds
that high ethnic heterogeneity is accompanied by lower levels of trust and a decline in solidarity: people living in
multi-ethnic communities are more likely to stay indoors, a phenomenon he describes as ‘hunkering down’.
Putnam's hypothesis has been highly controversial. Critics point out that linking hunkering down to ethnic
diversity in a neighbourhood ignores other factors. Sturgis et al. (2010) show that, in fact, the relationship between
diversity and trust is weak, and stronger reasons for hunkering down include poverty, inequality, and power
imbalances. This has inspired us to examine the dynamic of crowding out the crowd that we observe in our data
as a form of hunkering down. Cheong et al (2007) can help us understand the communicative power involved in
more depth. They show that "policy initiatives seem to be based on the belief that community cohesion can be
built by imposing a 'majority' agenda on 'minority' communities" (2007:42). This often implies the creation of
government policies to shape the cohesion of communities. However, such imposed forms of cohesion are brittle.
In a review of different forms of community cohesion, Portes and Vickstrom establish that "a higher form of
cohesion [is] associated with a complex division of labour and the strength of institutions" (2011:476). We
therefore ask, whether, by dealing with diversity in ways that enable exchange between strong formal and informal
actors and institutions, hunkering down could be counteracted to enable better public-government collaboration.
Netizen’s public responsibility in a digital world in crisis

This brings us to a complex third key issue. According to Sun (2015), public responsibility means that citizens
have to consider various interests beyond their private status to solve problems. Social responsibilities need to be
assumed for the sake of public interests, and not only focus on and personal rights and interests. Since the growth
of Web 2.0, the world has also become a riskier place. Scientists have labelled the 21st Century the century of
disasters and recent recognition of the severity of the climate and environmental crisis, as well as the outbreak of
COVID-19 seem to confirm this. Yet citizens often still expect government agencies to protect them from disasters,
reluctant to carry more responsibility for their own vulnerabilities and risks (Büscher et al., 2017). This is not to
deny systemic causes or government responsibilities, or condone censorship, or to call for individualisation and
responsibilisation of citizens’ responsibilities. Instead it is a recognition that criticism - be it criticism of
inadequate government preparedness or response, of heavy-handed information control, or rumour-mongering on
the side of citizens - is not enough. What is needed is a deeper understanding of the dynamics of networked crisis
communication patterns and ethically circumspect innovation for public responsibility that enables all parties to
shoulder the responsibility for living in an increasingly precarious world.
Hypotheses

Based on our ongoing research and the discussion above, we developed three hypotheses:
Hypothesis 1: the size of the NCCP is directly proportional to the frequency of posting activities.
H1 posits that when posting increases in the NCCP, the size of the NCCP grows. This also indicates the strength
of public opinion.
Hypothesis 2: VG are displacing (crowding out) active other users in four different ways on Weibo.
Hypothesis 2a: VG is crowding out others by increasing the number of posting activities.
Hypothesis 2b: VG is crowding out others by assuming a privileged information source position.
Hypothesis 2c: VG is crowding out others by being the first to post.
Hypothesis 2d: VG is crowding out others by becoming information transmission subjects on Weibo.
H2 posits that VG are actively and strategically conducting online crisis management to control public opinion
and shape the image of the government. By examining aspects of this strategy of VG in terms of numbers,
positioning as an information source, time of intervention, and actions of information transmission, we can show
how NCCP dynamics have changed over the past decade.
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METHODOLOGY
Social Network Analysis(SNA)

According to Steketee et al. (2015), SNA can be used to analyse complex relationships between social groups.
Every social network includes nodes and ties. Nodes represent actors in the social network (which can be
individuals or groups), and ties represent connections between two nodes. The term ‘transmission subject’
describes actors who gather a dense cluster of relationships in the NCCP. SNA allows insight into social
phenomena such as collaboration, cooperation, or trust between groups in social networks by introducing matrix
algebra and visualising the data to measure density, collaboration and cohesion, and by showing patterns on
network maps from micro to macro levels (Klavans and Boyack, 2006).
The Sample

On the seismic Richter scale, level 6 marks a threshold of destructive damage over a limited area, with higher
levels indicating more severe and widely spread destruction (Richter 1935). The 2010 Yushu earthquake,
magnitude 7.1, was recorded as the first case of Weibo being applied for crisis communication, and it furnishes
the starting point for our analysis. The Changning or Yibin earthquake in 2019 was the only earthquake of
magnitude 6 or higher in the year of writing this paper. Although the most intuitive changes can be obtained by
comparing the earliest and the most recent event, the process of change cannot be observed in this way. Hence,
all six earthquakes with a magnitude of 6 or over that occured during this period in China are taken as case studies
(Table 1).
The first step in collecting posts was to extract valid posts that were not deleted on the Weibo platform and where
the account of the publisher was not blocked. To clearly and specifically observe the changes of NCCP in the past
decade, we extract the forwarded or original posts with a keyword extraction formula in the text part as the second
step, instead of simply forwarding the posts without text part. In the forwarding mechanism of Weibo, if no text
comments are added, Weibo platform will automatically add ‘forwarded post’ as the forwarding content to the
post and such posts will not contribute to the construction of NCCP since the forwarded content does not contain
any information related to the disaster. A total of 133,440 posts were identified.
Table 1. Basic Information of Six Earthquake

In the digital age, the ‘golden hour’ where emergency search and rescue and response can save lives and
significantly shape outcomes away from public scrutiny is transformed. Public attention and participation
nowadays occurs immediately, forming a powerful storm of public opinion. The peak of public opinion related to
crises usually gathers quickly, within the first 24 hours, and interest typically lasts over two weeks (Civiw, 2019).
To evaluate changes in the development of public opinion, we have set the data collection period as 30 days.
All original and forwarded Weibo posts within 30 days of each earthquake were obtained from an original
information source node via Python programming. Posts were collected from the Weibo website with the search
formula "geographical name + earthquake" on retweets or original posts, e.g. “Yushu earthquake” (E1).
Corresponding data, including nickname, release time, release tool and user type were also collected.
Core Variables

Posts are microblogs published by different types of users during disasters. They are the most intuitive variables
to observe changes in NCCP scale. Variation in the total number of posts provides evidence for the transformation
of frequency in Weibo users participating in NCCP. Meanwhile, observing peaks of posting behaviour in a fixed
period will help to observe changes in the duration of public opinion. We tested Hypothesis 1 by comparing the
daily posting volume across 6 earthquakes for 30 days each.
Actors are Weibo users, including VO, VG, VI and UI. The four types of users capture different types of social
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groups and represent their respective public responsibilities and functions. As the core variable influencing NCCP,
the number of actors defines the size of the NCCP, while the degree of influence is indicated by actors’ role as
transmission subjects in the NCCP. Therefore, we will measure changes in participant numbers and roles across
the four actor types to test the Hypothesis 2a-c.
Dyads of posts. This variable describes relations between posts and between users. The generation of posts from
the NCCP involves the function of sending and forwarding, which promotes information flow within online
communities. This kind of flow indicates the transmitter's affirmation and trust for the source of posts. Therefore,
we need to clarify post directions in the NCCP along with the direction of information transmission. This shall
enable us to observe the relationship between users to address Hypothesis 2d.
Measurement

This is a quantitative study, augmented by some analysis of qualitative case study observations from media reports
and post content. The main instruments are statistical data and SNA analysis tools. Having collected a set of
Weibo posts, we classified and organised all the data per individual earthquake, including total post number (post
count), number of different types of users (source deduplication), and relationship between actors (relationship
matrices).
According to Weibo verification mechanisms, users are divided into three main types: VI, VO and UI. The data
shows that all three types are involved in constructing the NCCP, with verified government users having a
significant involvement. As is the case for VO, VG users are shown with a ‘Blue V’ on their authentication profile.
For clarity we have made a further distinction between the two. The classification of Weibo posts based on the
six earthquakes is shown in Table 2.
Table 2. Weibo Posts

To analyse relationships between actors, we constructed relational matrices for each of the six earthquakes and
visualised them through the SNA tool (Figures 5a-f). The construction of user relationships extracts the nodes
with relationships, filters out the nodes with single participants, and makes the actor relationships more intelligible.
The definition of a relationship (a ij) in the matrices is that if two specific users (i and j) appear in the same NCCP
and are engaged in publish and forward activities, then a relationship exists. In this definition, Weibo users who
post or forward as nodes, i and j, refer to the node serial number:
a ij=

1: relationship and weight between i and j
0: no relationship exists between i and j

Centrality is another important concept in SNA. How central a node is in a social network can be measured in
degrees of centrality. It represents the sum of direct connections between a node and other nodes to show the
ability of the node to interact and connect with other nodes. Its measurement formula is:
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When Xij is >0 or 1, it indicates that there is a relationship between node i and node j, and g is the node number
in NCCP. We assume that the higher the degree centrality, the greater the influence in NCCP.
Common SNA software includes Ucinet, Pajek and Gephi. Gephi was used because it has powerful visualisation
functions and strong dynamic analysis ability. ForceAtlas2 was used for forming dense clusters, and statistical
tools were used for collaborative analysis.
Analytical Strategy

A single statistical analysis cannot capture the interaction or relationship between all variables, or how the whole
process changes. But the combination of SNA and case studies can deliver in-depth insight into key nodes of
communication and dynamics of change, driven by users, posts, and the interactions and connections between
them. Moreover, those interactions and connections shape the NCCP.
The analysis of the data was divided into two steps. Firstly, the total posts in each earthquake were processed
separately. Meanwhile, the daily posting volume of the six events was examined with a line chart to visualise
changes in overall public opinion (Figure 2). This also enabled an evaluation of how internet public opinion
developed over time. We compared the scale of the NCPP to the intensity of public opinion and posting activities
to test Hypothesis 1. Secondly, we compared the multi-angle variations of different user types in the NCCP to test
hypothesis 2a-c. Data analysis further focused on detecting the relationship between users to test Hypothesis 2d.
RESULTS
Rising Participation in Earthquake Communications on Weibo

To explore the transformation of NCCP and observe the motivations behind peak post activities during a fixed
time period on Weibo, daily posts within 30 days after earthquakes were counted (Figure 2).

Figure 2. Trend Lines of Daily Posts

In Figure 2, it is clear that the number of Weibo posts in the 2013-2019 earthquakes E2, E3, E5, E6 increased
significantly, compared with the 2010 Yushu earthquake (E1). The highest total post numbers reached 41333 in
E3 (Table 2), which, as Figure 2 shows, also had the highest peak of posts in a day at over 2500. Unlike the
smoothing trend seen after the initial peak in E1, multiple peaks are shown over 30 days for all of the post 2010
earthquakes (including the Pishan earthquake (E4)). Comparing the graphs shows that posting opinions publicly
lasted longer for all subsequent earthquakes after E1. We can infer from this that the Weibo platform plays an
increasingly significant role in the formation of public opinion and provides chances for various user types to
participate in crisis communication. A substantial number of users now gather on Weibo to form NCCP by
providing a huge and long-term public debate in earthquakes. Hypothesis 1 is therefore supported.
Impact of Location on Post Volume

However, a piece of evidence against Hypothesis 1 is the Pishan earthquake (E4), and therefore we further discuss
the context of communications informed by our case study analysis. We found that although all six earthquakes
occurred in the southwest of China, the location of E4 was significantly different to the other five earthquakes.
As Figure 3 shows, E4 occurred in Pishan county, Xinjiang province, near China's inland border with Pakistan.
E4 had a magnitude of 6.5, but the deaths and injuries in this ‘natural’ disaster were fewer than in any of the other
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five events, in part due to the fact that Pishan is a large but sparsely populated county with a population of 249,000.
The population density in the other five earthquake-stricken areas was much greater than that of E4 (Table 1).
Pishan is also far from any inland cities, likely to account for the lack of public interest.
In contrast, amplifying the importance of human factors in the experience of natural disasters, the local population
of the Jiuzhaigou earthquake (E5) was the lowest of the six earthquakes, but despite this it attracted significant
attention, because it is located in a nationally famous scenic area in China with up to 5 million visitors a year.

Figure 3. Earthquake Geographic Location Map

From looking at post numbers and the location of each earthquake, we would suggest that the scale of the NCCP
is linked to local population and the cultural significance of each location. Therefore, when discussing Hypothesis
1, the affected population and geographical location need to be considered as the conditions which affect the
strength and duration of public engagement in crisis communications. Meanwhile, when combining this
information with Table 2, we can see that the proportion of user posts is similar among other earthquakes, although
the scale of the NCCP in the Pishan Earthquake (E4) is the smallest. It is also noticeable that VG posts increased
and that this increase is not affected by geographic location (or cultural significance), indicating that VG users
were actively working to expand their role in NCCP across diverse events, corroborating Hypothesis 2.
Transformation of involved Weibo Actors in Earthquakes

Hypothesis 2 states that the crowding-out effect of VG in the NCCP is multidimensional, including participation
numbers, network information sources and first access time. This section will test Hypothesis 2a-2c with a view
to these three dimensions in turn.
User Volume Transformation: VG is expanding in numbers

After conducting a deduplication of collected data sources, the number of the four user types involved in each
earthquake was counted separately (Figure 4a-d).
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Figure 4a. Involved VG Proportion (%)

Figure 4b. Involved UI Proportion (%)

Figure 4c. Involved VO Proportion (%)

Figure 4d. Involved VI Proportion (%)

The figure shows variations in the involvement of the four types of users. UI's participation and posts decreased
significantly and increases in the VO and VI groups were negligible. Only VG show significant growth, increasing
from 0.6% of overall communications to almost a third, while the participation of UI almost halves over the period
in question. This is consistent with Hypothesis 2a. The growth of VG users is also closely related to the overall
growth of the VG on Weibo. Why is this happening? We can only speculate that active posting behaviour will
provide the public with a more vivid image of the government and positively affect public opinion. However, at
the same time, this phenomenon seems to cause other users to hunker down in the NCCP, reducing their activity,
which can be seen from the decline or slow growth of participation from the other three types of user.
Information source transformation: VG is Synchronising earthquake stories to Weibo

From observing daily post volumes over 30 days, the overall trend for the national park earthquake in Jiuzhaigou
(E5) is unusual. Posts drop quite steeply after the initial peak. In contrast, even the remote Pishan earthquake (E4)
had an additional peak on day 5 (Table 3d). And posts about E1, E2, E3, and E6 are characterised by multiple
peaks across the 30-day time period. To explore the causes of the daily post peaks, a combination of the content,
sources of posts and the governmental report were checked and listed (Table 3a-e).
Table 3a. Post Peaks in E1
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Table 3b. Post Peaks in E2

Table 3c. Post Peaks in E3

Table 3d. Post Peaks in E4
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Table 3e. Post Peaks in E6

The peaks in public attention are comprised of communications about follow on events. They represent high levels
of public engagement, indicating that Weibo is increasingly regarded as the main online space for crisis
communications, as well as expression of public opinion. This provides further evidence for Hypothesis 1.
However, as the actors and sources of information have transformed from primarily VO and UI to now mainly
VG, other user types have largely been replaced. We find that VG are crowding out the crowd to the edge of the
NCCP by positioning themselves as the authoritative source of information, as Hypothesis 2b suggests (see Figure
5a-f for a visual impression of this process). Moreover, VG communicates official crisis information, and this
kind of information crowds out the more diverse voices and topics of VO and UI.
Posting Time Transformation: VG is Shrinking First Participation Time

It is also worth noting that the time it takes users to join the NCCP has shortened between 2010 and 2019. We
compiled the first access time of three Weibo user types - VO, VG and VI - during the earthquakes to observe the
speed of their first entry (Table 4). In the 2010 Yushu earthquake (E1), VO appeared the fastest, but the interval
was 13 hours, and VI accessed after 14 hours. During the 2019 Yibin Earthquake (E6), VG accessed within 1
minute, with VI and VO entering the NCCP within 2 minutes.
Table 4. Access Ranking of Weibo users

In addition, according to Table 5 below, VG are rapidly increasing their posting speed and fighting for first access.
Hypothesis 2c is validated by this, because the government is transmitting disaster information through VG, and
as they become the first official information publisher, they crowd out other users to the edge of the NCCP. This
helps spread official crisis information and reduces the dissemination of rumours or unverified information in the
NCCP. Such action also helps the government to guide or control public opinion during crisis periods.
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Transformation of Influential Actors in NCCP.

This section introduces how we have analysed data with matrix algebra and visualised the connection relations
between users for each earthquake. This was done through Gephi, and it allows observation of how transmission
subjects have changed in NCCP to test Hypothesis 2d.
Transformation of transmission subjects in Relationship Matrices

To highlight transmission subjects in the NCCP and the direction of information communication, we apply the
partition of modularity class in direction graphs. Relation matrices of six earthquakes are shown in Figure 5a-f1.

1

Higher resolution colour versions are available at:
https://drive.google.com/open?id=1z9MNc_VSzAX-78VMMT9-q9w_AEcXuABx
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Figure 5a. Relation matrix of E1

Figure 5c. Relation matrix of E3

Figure 5e. Relation matrix of E5

Figure 5b. Relation matrix of E2

Figure 5d. Relation matrix of E4

Figure 5f. Relation matrix of E6

Connections between nodes are directional in a social media network, and the concept of vector needs to be added
into the calculation of degree centrality: in-degree (the degree of others’ attention to the node) and out-degree (the
degree of the node’s attention to others). When discussing the transformation of the NCCP, the degree centrality
and the transformation of user types is important. According to Figures 5a-f, the direction between the node that
forms the subject and other nodes is one-way, with information from the primary node spreading to peripheral
nodes. The comparison of user types and in-degree of 9 nodes forming dense clusters is shown in Table 5.
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Table 5. Transformation of User Types and In-degree

The four types of users who formed transmission subjects have changed over the past decade in number and
degree of others’ attention. VG transfers from ‘0’ participation in E1 to the largest propagator, obtaining the most
attention since E3. Attention to VO from other users is shrinking, while the nature of VO users has changed: Sina's
functional VO and charity VO disappeared but media organisations and state-related organisations replaced them.
The number of VI has decreased and experienced two qualitative transformations: from political VI to
entertainment VI and then to urban culture VI. UI only appears prominently as nodes in E6. However, the post
content of the UI there was not related to E6 but added the earthquake related-hashtag to attract the attention of
others when searching earthquake-related keywords.
Generally, VG’s transition to become the main producer of crisis information is in line with an increase in public
trust, indicated by growing numbers of VG information consumers. This proves Hypothesis 2d in that VG are
crowding out others by becoming the key transmission subjects on Weibo. State-related VO and city-culturerelated VI have replaced individual users in their highly heterogeneous fields. This supports a government
motivated by a desire to control public opinion and information about disasters. It is worth considering whether
UI can only transmit crisis information if they attempt to spread it through users with high influence. Overall,
there seems to be a clear direction of transformation in NCCP, which favours VG and constrains communication
opportunities for all other users.
DISCUSSION

Our analysis shows that Weibo is becoming a mobile platform for the public to participate in crisis communication
around earthquakes. During the period studied, public posting began to last longer and the number of posts and
users significantly increased. The study clarifies the four main types of Weibo users: VG, VO, VI, UI. But the
four user types have experienced changes in quantity and nature during the construction of NCCP. We will now
discuss some important aspects of transformation and some ethical considerations.
The power of the many

Weibo has provided an important channel for Chinese citizens to share their views and develop better political
understandings (Xu, 2012). Our analysis suggests that high public involvement during E1 and the potential power
of the many to shape the discourse caught the attention of the Chinese government. This encouraged government
departments to operate VG to facilitate, but also to take back control over the communication. The plentiful and
diverse VG and highly active interactions on Weibo show an awareness that the Chinese government has built up
their own communication to control this virtual community, establishing Weibo as a platform to communicate
official information. This is a form of soft power, ‘crowding out the crowd’ through communicative means.
The Intensive Management of Online Public Opinion

China's Internet censorship system (known as the world's most sophisticated content filtering system) seems to
reduce Chinese users' interest in obtaining information (Open Net Initiative, 2005), which could undermine
preparedness amongst the population. In light of criticism, the Chinese government has clarified its online
censorship officially (Yang, 2011). Based on the cooperation between the Chinese government and Sina, Weibo
has set strict controls on posts. Posts containing blacklisted keywords and comments on sensitive topics will be
blocked by pre-release censorship software before being published, and can be manually censored or quickly
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deleted after posting. Under the strict management, sharing opinion online is suppressed, as evidenced by the
decline in the number of UI in crisis communication. It is a kind of deterrent, making social media users cautious
in their speech and activities even in virtual communities. Additionally, VO’s transformation in NCCP is a further
means of control. Switching the self-operated VO accounts to VG can be seen as Sina transferring some functions
to the government and allowing VG to play a more central role.
In light of scandals over extremist and harmful content, as well as political manipulation on the uncensored
Internet of the West, censorship and crowding out the crowd might seem interesting strategies. However, what
are their effects? Hunkering down and a transformation of participation to entertainment seem most harmful.
Hunkering Down

Our study found that the relationship between different types of users and the degree of participation is
reconfigured in NCCP. User relationships enact a new form of 'hunkering down'. In a highly heterogeneous virtual
community, VG have moved ahead of other types of users in terms of first entry times, information sources,
number, and spread of information coverage, but they do not engage or interact. By crowding out the crowd VG
are pushed to hunker down in a central role as information controllers, while other users switch from being
information producers to hunkering down as passive consumers who decline interaction.
Transformation of Entertainment Atmosphere

China's management of the Internet is considered extremely strict: private sector companies are subject to
censorship and implement self-censorship to maintain their business licenses and avoid penalties (MacKinnon,
2010). To survive in this political context, social media platforms strategically position themselves as information
and communication platforms for entertainment and leisure (Wu, 2017). Various research into Chinese social
media showed that the most forwarded post content is entertainment and leisure activities rather than current
affairs (Yu et al, 2011). We believe that the transformations of VI within NCCP are related to Weibo’s shift away
from politics towards entertainment and leisure so as to shift public attention from politics to leisure activities.
These phenomena raise several ethical issues. Although government departments have created various VGs, they
rarely interact or listen to each other or other users on Weibo, so the hunkering down effect of VG has not
developed maturely (Li and Chen, 2018). In terms of the ethics of disaster risk management, it presents a missed
opportunity, as in a century of disasters, the participation of many actors, including citizens could actively support
more open, ‘net-centric’ disaster risk management models (Boersma et al, 2010).
As it stands UI posts are not taken seriously unless forwarded by highly followed users (VG), which could delay
the discovery and dissemination of urgent information. In the current climate, UI posts are greatly reduced.
This reduces the social capital, cultural competence and communicative capabilities of the population, as well as
the trust needed to enact positive change. This is harmful, because rumours can severely damage trust in crisis
communication, and they are often generated due to a lack of public responsibility. Burgess et al. (2006) show
that public responsibility is not only a normative requirement of the state or society but also a moral quality that
citizens should have, and acquire through active communicative engagement. In the current climate, although
Weibo has some characteristics of a public sphere and openness, the effects of censorship and crowding out the
crowd provide a hotbed for rumours. A more interactive approach could enable users to take more responsibility
and place public interests first.
We, therefore, suggest that the participation of a diversity of user types is not a problem that must be eradicated,
but could be a resource for better collective crisis communication. Strengthening netizens' awareness of taking
public responsibility in virtual communities could reduce potential threats in future crisis communication and lead
to better collaboration.
CONCLUSION

Using SNA to explore the transformation of NCCP on Weibo, we have examined six earthquakes in China of a
magnitude 6.0 or above between 2010-2019 as examples. We hypothesised that the scale of NCCP is proportional
to public interest in disasters, and that over time, government actors have crowded out the crowd of individual
and other organisational users in a number of ways, focused on number of posts, claiming the role of authoritative
source, timing of posts, and concentrating one-directional information transmission connections. All our
hypotheses have been confirmed and elaborated by our analysis. Building on a review of theories on public
perceptions and crisis governance, the effects of hunkering down in networked communities, and netizen’s public
responsibilities, we argue that the overall effect of crowding out the crowd in combination with censorship
presents a missed opportunity for more interactive and net-centric, collaborative and collective disaster risk
management in a century of disasters.

CoRe Paper – Ethical, Legal, and Social Issues
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

486

Chen et al.

Crowding out the Crowd in Crisis Communication

BIBLIOGRAPHY:

Boersma, K., Wolbers, J., & Wagenaar, P. (2010). Organizing Emergent Safety Organizations: The travelling of
the concept “Netcentric Work” in the Dutch Safety sector. In 7th International Conference on Information
Systems for Crisis Response and Management - ISCRAM 2010.
Burgess, J., Foth, M. and Klaebe, H. (2006) Everyday Creativity as Civic Engagement: A Cultural Citizenship
View of New Media. In Proceedings Communications Policy & Research Forum, Sydney.
Büscher, M., Kerasidou, X., Petersen, K. and R. Oliphant (2017). ‘Networked Urbanism and Disaster’, in
Freudendal-Petersen, M. and Kesselring, S. (Eds). Networked Urban Mobilities. Springer.
Cheong, P. H., Edwards, R., Goulbourne, H., and Solomos, J., (2007) Immigration, social cohesion and social
capital: A critical review. Critical Social Policy, 2, 1, 24-49.
Christensen, C. M.(1997). The Innovator's Dilemma: When New Technologies Cause Great Firms to Fail.
Harvard Business Press.
Chroust, G. and Aumayr, G. (2017). Resilience 2.0: Computer-aided Disaster Management. Journal of Systems
Science and Systems Engineering, 26, 3, 21-335.
Civiw (2019). Summary and analysis of the latest hot news events in 2019 in China. From:
https://www.civiw.com/report/20190909134516 [Accessed 3 Dec. 2019].
Davis, M. (1998) The Dialectic of Ordinary Disaster. In Ecology of Fear: Los Angeles and the Imagination of
Disaster, New York: Vintage Books, 5-55.
EU Commission. (2015). Disruptive Innovation: Considerations for health and health care in Europe. Brussels.
Hartman, C. and Squires G. D. (2006). There is No Such Thing as a Natural Disaster: Race, Class, and Katrina.
New York: Routledge.
Hong, J. and Wang, X. (2011) The Power of the Internet in China: Citizen Activism Online. The Journal of Asian
Studies, 70, 2, 549–550.
Jha, A., Lin, L. Massin-Short, S., Argentini, G., Gamhewage, G., Savoia, E., (2018) Integrating emergency risk
communication (ERC) into the public health system response: Systematic review of literature to aid
formulation of the 2017 WHO Guideline for ERC policy and practice. PLoS ONE, 13, 10.
King, G., Jennifer P., and Margaret E. (2014) Reverse-Engineering Censorship in China: Randomized
Experimentation and Participant Observation. Science. 345, 6199, 1–10.
Klavans, R. and Boyack, K. (2006) Identifying a better measure of relatedness for mapping science. Journal of
the American Society for Information Science and Technology, 57,2, 251–263.
Leykin, D., Lahad, M. and Aharonson-Daniel, L. (2018) Gauging urban resilience from social media.
International Journal of Disaster Risk Reduction, 31, 393–402.
Li, Y. and Chen, R. (2018) Problems and influence enhancement in the development of government affairs
microblog -- taking the development of government affairs microblog in hubei province as an example (
—
). Today's Massmedia, 26,02,15-16.
from: http://media.people.com.cn/n1/2018/0329/c418772-29896531.html [Accessed 3 Dec. 2019].
MacKinnon, R. (2010) Testimony before the US-China Economic and Security Review Commission: China’s
Information Control Practices and the Implications for the United States. from:
http://rconversation.blogs.com/files/rm_uscc_final.pdf [Accessed 24 Nov. 2019].
Open Net Initiative. (2005) Internet Filtering in China in 2004–2005: A Country Study. China Open Net Initiative.
From: http://www.opennetinitiative.net/studies/china/ [Accessed 24 Nov. 2019].
People's Daily, (2017) 2017 annual People's Daily · government affairs index Weibo influence report.
Yuqing.people.com.cn.
from:
http://yuqing.people.com.cn/NMediaFile/2018/0122/MAIN201801221641000044362014426.pdf [Accessed
2 Nov. 2019].
Portes, A. and Vickstrom, E. (2011) Diversity, social capital, and cohesion. Annual Review of Sociology, 37, 461479.
Putnam, R. D., (2000) Bowling alone: the collapse and revival of American community. New York; London:
Simon & Schuster, 15-20.
Putnam, R. D. (2007) E pluribus unum. Diversity and community in the twenty-first century. The 2007 Johan
Skytte Prize Lecture. Scandinavian Political Studies, 30, 137–174.
Ramalingam,

B.

(2010)

There

is

no

such

thing

as

a

natural

CoRe Paper – Ethical, Legal, and Social Issues
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

disaster.

From:

487

Chen et al.

Crowding out the Crowd in Crisis Communication

http://aidontheedge.info/2010/02/03/there-is-no-such-thing-as-a-natural-disaster-crises-complexity-and-therole-of-theory/ [Accessed 8 Dec. 2019]
Richter, C. F. (January 1935) An Instrumental Earthquake Magnitude Scale. Bulletin of the Seismological Society
of America 25 (1): 1–32.
Roberts, M. (2014) Fear, Friction, and Flooding: Methods of Online Information Control. Dissertation. Harvard
University.
Sina,
(2018) 2018
weibo
user
development
report.
https://data.weibo.com/report/reportDetail?id=433 [Accessed 3 Feb. 2020].

Tech.sina.com.cn.

Sina, (2019) CNNIC 43rd survey report: government affairs weibo. Tech.sina.com.cn.
https://tech.sina.com.cn/i/2019-02-28/doc-ihsxncvf8291457.shtml [Accessed 3 Nov. 2019].

from:
from:

Steketee, M., et al. (2015) Social Network Analysis. International Encyclopedia of the Social & Behavioral
Sciences, 461–467.
Sun, Z. (2015) Public responsibility of citizens in a virtual society (
社 中公民的公共 任析 ).
Theoretical Investigation, 6, 1-5. from: https://www.um.edu.mo/fss/ssrc/ssrc/conf_11th_crossstrait/papers/a6_sun_zhuohua.pdf [Accessed 13 Nov. 2019].
State Council Information Office. (2009) China's disaster reduction efforts.
http://www.gov.cn/zwgk/2009-05/11/content_1310227.htm [Accessed 2 Nov. 2019].

Gov.cn.

from:

Sturgis, P. et al. (2011) Does Ethnic Diversity Erode Trust? Putnam’s ‘Hunkering Down’ Thesis Reconsidered.
British Journal of Political Science, 41, 1, 57-82.
Wu, G. (2017) Development and evolution of social media news communication and control strategies in China
(社交媒体新
播的
展演
管 控 策 略 ). Military Correspondent, 10, 34-36. from:
http://www.81.cn/jsjz/2017-10/26/content_7800384.htm [Accessed 13 Dec. 2019].
Xu, Y. (2012) Understanding netizen discourse in China: Formation, genres, and values. China Media Research,
8,1, 13-15.
Yang, K. (2011) The aborted Green dam-youth escort censorware project in China: A case study of emerging civic
participation in China’s internet policy-making process. Telematics and Informatics, 28, 2,101-111.
Yu, L., et al. (2011) What trends in Chinese social media. Proceedings of the 17th ACM SIGKDD International
Conference on Knowledge Discovery and Data Mining, SSRN Electronic Journal.
Zeng, J., Chan, C., and Fu, K. (2017) How Social Media Construct "Truth" Around Crisis Events: Weibo's Rumor
Management Strategies After the 2015 Tianjin Blasts. Policy and Internet, 9, 3, 297-320.
Zhu, G., Wang, Z., Wan, X. and Zheng, Y. (2006) Government image and public relations in crisis events (危机
事件中的政府形象和政府危机公
). Journal of Public Management, 3,2, 40-48. from:
https://www.ixueshu.com/document/d2ef2e3ca188c3e1fc5e0e0fa7f1a690318947a18e7f9386.html [Accessed
28 Nov. 2019].
Zuo, R. and Tian, X. (2014) New Media Coverage of Natural Disasters. China Social Sciences Network. From:
http://www.cssn.cn/xwcbx/xwcbx_xmt/201403/t20140310_1023755.shtml?COLLCC=549643843&
[Accessed 31 Jan. 2020].
News Link:
CCTV, (2019) The defendant of the first disaster-related case in Changning earthquake was sentenced to five and
a
half
years
in
prison.
Retrieved
15
November
2019
from:
http://news.cctv.com/2019/07/12/ARTIpD0yWnprvNrcUrIXxacu190712.shtml
CCTV, (2019) The 4.8 magnitude earthquake in Yibin city, was obviously felt with a mountain collapse. Retrieved
15 November 2019 from: http://m.news.cctv.com/2019/07/03/ARTIOxEIVTHQJ1ZI3uxFlzli190703.shtml
China Government Online, (2010) Qinghai province held a mourning ceremony for the victims of the Yushu
earthquake. Retrieved 15 November 2019 from: http://www.gov.cn/jrzg/2010-04/21/content_1588463.htm
China Government Online, (2010) The death toll from the Yushu earthquake has risen to 2,203, with 73 missing.
Retrieved 15 November 2019 from: http://www.gov.cn/jrzg/2010-04/25/content_1591703.htm
China News, (2010) The death toll from the Yushu earthquake has risen to 791 with 11,486 injured. Retrieved 10
November 2019 from: http://www.chinanews.com/gn/news/2010/04-16/2230859.shtml
China News, (2014) The Ludian earthquake in Yunnan has left 398 people dead and 3 missing. Retrieved 10
CoRe Paper – Ethical, Legal, and Social Issues
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

488

Chen et al.

Crowding out the Crowd in Crisis Communication

November 2019 from: https://www.chinanews.com/gn/2014/08-04/6456812.shtml?qq-pf-to=pcqq.discussion
China News, (2019) 173 aftershocks of magnitude 2.0 or above were recorded after Changning earthquake.
Retrieved 10 November 2019 from:
http://www.chinanews.com/wap/detail/zwsp/sh/2019/0625/8874032.shtml
China News, (2019) Earthquake experts: a larger earthquake is impossible. Retrieved 3 November 2019 from:
http://www.chinanews.com/sh/2019/06-18/8867514.shtml
China Wenming Network, (2014) Deep mourning: a ceremony was held to mourn the victims of the 6.5-magnitude
earthquake
in
Ludian.
Retrieved
3
November
2019
from:
http://www.wenming.cn/xj_pd/ssrd/201408/t20140810_2110421.shtml
Ministry of Emergency Management of the People’s Republic of China (MEM), (2019) Changning: the masses
spontaneously bid farewell to the earthquake rescue personnel. Retrieved 1 November 2019 from:
https://www.mem.gov.cn/xw/jyll/201906/t20190630_311176.shtml
People’s Daily, (2013) 8552 aftershocks recorded in the 7.0-magnitude lushan earthquake. Retrieved 1 November
2019 from: http://www.12371.cn/2013/05/10/ARTI1368190414710677.shtml
People’s Daily, (2013) 3407 aftershocks were recorded from the 7.0-magnitude earthquake in Lushan. Retrieved
30 October 2019 from: http://scitech.people.com.cn/GB/25509/67728/362775/index.html
People’s Daily, (2013) Ya 'an earthquake has killed 192 people and injured 11,470. Retrieved 29 October 2019
from: http://politics.people.com.cn/n/2013/0422/c70731-21236976.html
Xinhua, (2015) The number of people injured in an earthquake in Pishan rose to 214. Retrieved 29 October 2019
from: http://www.xinhuanet.com/topicnews/201507/0041.htm

CoRe Paper – Ethical, Legal, and Social Issues
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

489

Ngamassi et al.

Social Media Use by Underserved Communities

Investigating the Use of Social Media
by Underserved Communities for
Disaster Management
Louis Ngamassi

Thiagarajan Ramakrishnan

Prairie View A&M University
longamassi@pvamu.edu

Prairie View A&M University
Ram@pvamu.edu

Shahedur Rahman
Prairie View A&M University
shrahman@pvamu.edu
ABSTRACT

Social media is emerging as a communication tool for successfully managing disasters. However, studies have
shown that not all individuals are equally predisposed towards effectively using social media for disaster
management. There still exists a big digital divide when it comes to using social media for disaster management.
Drawing on situational theory of problem solving, we develop a conceptual model that examines the motivating
factors for the underserved communities to use social media for disaster management. We further develop and
cross-validate a questionnaire instrument to facilitate empirical research. We thus offer an empirical context for
motivating individuals from underserved communities to use social media effectively during disasters.
Keywords

Situational Theory of Problem Solving, Communicative Actions in Problem Solving, Social Media Use,
Disaster Management, Underserved Communities.
INTRODUCTION

Disasters are events that cannot be easily predicted and may require non-routine actions to be taken (Sutton et al.,
2008). Recent years have seen a rise in the use of social media to manage disasters. Social media includes
platforms such as facebook, twitter, blogs, and other web 2.0 applications (Omilion-Hodges & McClain, 2016;
Palen, 2008). These platforms enable open online discussions through interactions and conversations (Yates &
Paquette, 2011). They facilitate the creation of new communities and have the potential to reenergize old ones
(Omilion-Hodges & McClain, 2016), thereby enabling rapid sharing of information to relevant parties during
disasters. Further, the ubiquitous nature and easy accessibility of social media enables multiple dimensions of
communication, which include communication between and within people in disaster-affected areas, first
respondents, and disaster management authorities (Ngamassi et al., 2014). Social media also has the ability to
establish widespread communication and flexibility to the changing needs of disaster responders and at the same
time, to reinforce information flow (Ngamassi et al., 2016; Sutton et al., 2008; Yates & Paquette, 2011). The ease
with which information can be shared across large groups of people has made social media a sought-out tool for
managing disasters.
Although social media has all these advantages, not all communities benefit equally. Prior studies indicate that
underserved communities suffer disproportionately from disasters even with the use of social media (Deacon,
2018; Karaye et al., 2019; Nakahara & Ichikawa, 2013; Ramakrishnan et al., 2019; Squires, 2019). For example,
The American Prospect news reports that amongst the most severely damaged neighborhoods during the floods
Katrina were the African American community, which was around 46% and another 21% were from the lower
socio-economic background (Squires, 2019). Similarly, Karaye et al. (2019) suggest that during Katrina floods,
“highly publicized traffic jams from prior storms, some leading to injury and death during evacuations,” (p. 2)
may have acted as a deterrence for underserved communities to evacuate to shelter or higher ground. The
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underserved communities are defined as “a group or people whose circumstances create challenges to
understanding or seeking information, or to their ability to respond in the same way as the general population”
(Karanasios et al., 2019, p. 2995). Underserved populations include old people, people with disability, lower
socio-economic people, isolated people, and marginalized people (Karaye et al., 2019). Further, although there
are studies in prior literature that focus on the use of social media for disaster management and adoption of social
media (Hiltz et al., 2014; Ngamassi et al., 2014; Ngamassi et al., 2016a; Ngamassi et al., 2016b; Spielhofer et al.,
2019; Sutton et al., 2008; Tan et al., 2018), there is a huge gap with regards to use of social media in the
underserved communities, specifically for their use in disaster management. Understanding how underserved
communities share information and how they can be motivated to use social media for managing disasters may
take us a step forward in ensuring that the benefits of using social media are equitable among all the communities.
In this study, we address two research questions:
RQ1: What factors can motivate underserved communities to use social media for disaster management?
RQ2: What are the communicative actions that underserved communities take when faced with problematic issues
related to disasters?
To address these questions, we develop a conceptual model drawing on Situational Theory of Problem Solving
(STOPS). We identify five STOPS variables that can motivate underserved communities to use social media for
disaster management, and offer three propositions that illustrate their effect on the intention to use social media
for disaster management and the communicative actions that they take when faced with disaster related problems.
These propositions are envisioned to provide theoretical background for future empirical studies to develop
testable hypotheses that could further advance Information Systems research related to social media and disaster
management. The findings of this study will thus help FEMA and other disaster management organizations better
serve all the communities including underserved communities and gain benefit from the use of social media during
disasters.
The rest of the paper is organized as follows. The next section is our theoretical development section where we
develop our conceptual model and offer our propositions. Following this section, we present a methodology that
will be used to operationalize the constructs, collect data, and test the conceptual model. Finally, we conclude
with limitations and directions for future research.
THEORETICAL DEVELOPMENT
Situational Theory of Problem Solving (STOPS)

Having its roots in Situational theory of Publics (STP), Situational Theory of Problem Solving (STOPS) helps to
understand the communicative actions that people take when faced with problematic issues (Kim & Krishna,
2014). This theory suggests that, based on the perception of the crisis and its impact, people tend to form their
own group in the digital world (Malasig & Quinto, 2016). The focus of STOPS and its parent theory STP is on
why and when users become active in information seeking and information processing (Kim & Grunig, 2011)
using digital media. These theories further elucidate why and how users participate in motivated information
behavior (Grunig, 1997). They examine how digital media for information selection, information transmission,
and information acquisition can be used to overcome user specific problems (Grunig et al., 2007). In essence,
STOPS examines user’s information behavior towards problem solving.
STOPS has the following five variables; problem recognition, constraint recognition, level of involvement,
situational motivation in problem solving, and a multi-dimensional variable, communicative action in problem
solving (CAPS) (Kim & Krishna, 2014). The extent to which the users recognize that there exists a problem is
captured by the problem recognition variable. Constraint recognition examines the limitations of the users in
solving the problem, and level of involvement focuses on the degree to which users believe that the problems have
the potential to affect them. Situational motivation in problem solving examines the degree to which users are
interested in a specific problem. Thus, if the individuals in underserved communities using social media view
disasters to be a major problem in their area, then they may be inclined to use social media to manage disasters.
Further, if they realize that they may have constraints regarding the sharing and dissemination of information from
different media and if they believe the disasters have the potential to affect them or their neighborhood, they may
be inclined to use social media for disaster management. Users who have a vested interest in disaster management
such as individuals working for disaster management companies or government agencies and also individuals
residing near or in disaster prone areas will be more inclined to use social media for disaster management.
Therefore, we propose that:
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P1: There exists a positive relationship between individuals’ situational problem solving factors regarding
disaster and the intention to use social media for disaster management in underserved communities.
Furthermore, according to STOPS, the communication behavior of the users is determined by these situational
problem-solving factors (Kim & Krishna, 2014). This communicative behavior determines the actions that they
take when faced with a problem (Grunig, 1997). The next section delves into more detail regarding the different
communicative actions concepts. The more the individuals within the underserved communities are aware of the
problem and the constraints they have regarding disasters, the more they are involved and the more they will try
to acquire, select, and transmit the information required to solve the problem. Therefore, we propose that:
P2: There exists a positive relationship between individuals’ situational problem solving factors regarding
disaster and communicative actions in problem solving for managing disasters in the underserved communities.
Communicative Actions in Problem Solving (CAPS)

Communicative actions in problems solving (CAPS) is the dependent variable for STOPS proposed by Kim et al.
(2010). The CAPS model explains the communicative activeness of the user regarding taking, selecting, and
giving information as one participates in solving specific problem. This model suggests that during solving
specific problems users engage in three types of communicative behaviors viz. information acquisition,
information selection, and information transmission. Each of these behaviors has two dimensions pertaining to
active behavior or passive behavior (Kim & Krishna, 2014). Therefore, CAPS can be modeled as second order
variables, and each variable having two dimensions.
When users are faced with problems for which they have no immediate solution, they investigate external sources
and acquire information that can help them solve the problem (Grunig, 1997). This quest for acquiring information
can either be active; information seeking or passively be content with the information that comes their way;
information attending (Grunig, 1997). Thus, one of the CAPS variable is information acquisition, which is formed
of two dimensions information seeking and information attending. The second CAPS variable is Information
Selection. Over time, individuals are inclined to cultivate preference for specific sources and types of information
for problem solving, which is referred to as information selection (Cohen et al., 1988). The two dimensions of
information selection include information forefending and information permitting. Information forfending refers
to actively scrutinizing the information and the degree to which individuals reject information from certain sources
or certain type of information, whereas information permitting refers to the degree to which individuals passively
permit all the information they receive (Kim et al., 2010). The third variable of CAPS is Information Transmission,
which refers to providing information for solving problems (Squires, 2019). Individuals may actively forward
information, which is termed as Information forwarding; for solving specific problems or may passively share the
information, which is termed as Information sharing; only when a request is made (Kim & Grunig, 2011). Thus,
information forwarding and information sharing form the two dimensions of Information Transmission. Social
media is a very good medium for acquiring and sharing information. Given the ubiquitous nature of social media,
users from underserved communities may turn to social media for acquiring, selecting, and transmitting
information regarding disaster management. Therefore, we propose that:
P3: There exists a positive relationship between communicative actions of problem solving and the intention to
use social media for disaster management in underserved communities.
Figure 1 provides an overview of the conceptual model.
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Figure 1: Conceptual Model
PROPOSED METHODOLOGY

In order to further examine the nature of these factors and to provide a means to operationalize the proposed
conceptual model, the next step involves developing a multi-item scale for measuring each of these STOPS factors,
CAPS, and the Intention to use Social Media for disaster management. After developing the survey items, we will
cross-validate the initial instrument with scholars and experts in the field of disaster management and information
technology.
We will further pilot test this instrument with a small sample from the targeted population for reliability,
convergent validity, and discriminant validity. We will do this prior to conducting the large scale test.
Measurement items will be revised or dropped based on the results of the pilot tests.
The target population for our study will include respondents from disaster prone areas in the underserved
communities in the United States. In order to identify underserved communities, we examined prior literature that
discusses the indicators of underserved communities. Prior studies have indicated minority communities,
specifically African American communities (Morrone & Meredith, 2010; Chesser et al., 2016), individuals with
low education (Lustria et al., 2011; Chesser et al., 2016), old people (Xie, 2011; Chesser et al., 2016), and people
with low income (Chesser et al., 2016; Morrone & Meredith, 2003; Zarcadoolas et al., 2002) to be part of the
underserved communities. The focus of this study is on examining the ethnically underserved group. Thus, we
will be targeting the African American community for data collection. We will administer the survey on a
voluntary basis and in an anonymous format. For the purpose of data analysis, we will not be collecting the identity
of the respondents. The minimum sample size required for successfully analyzing the data using SEM technique
is 200 (Nachtigall et al., 2003). In order to validate the normal distribution assumption of the variables, we will
assess the means, standard deviations, skewness value, and kurtosis value for each of the variables (Ghiselli et al.,
1981).
We will use the SEM technique and follow the Anderson and Gerbing’s (1998) two-step approach to analyze the
data. SEM provides the measurement model and the structural model. Measurement model provides the
relationship between the observed variables and their latent variables, whereas the structural model provides the
relationship between the latent variables of interest (Nachtigall et al., 2003; Rahman et al., 2019).
The measurement model will be evaluated for reliability, convergent validity, and discriminant validity (Nunnally,
1978). We will evaluate reliability of the constructs using Cronbach’s alpha. A Cronbach’s alpha value of 0.7 or
above is considered acceptable (Nunnally, 1978). Convergent validity examines how well the items load on their
latent construct. An item-factor loading of 0.6 or greater indicates good convergent construct validity (Bagozzi &
Yi, 1998). Examining the average variance extracted (AVE) for each of the latent variables is an alternate way of
assessing convergent validity. An AVE score of 0.5 or above indicates adequate convergent validity (Fornell &
Larcker, 1981). Discriminant validity will be evaluated by examining whether the measurement items share more
variance with their intended latent variable than any variance that the latent variable shares with other latent
variables (Fornell & Larcker, 1981). If the square root of the AVE of the construct is greater than the correlation
of this construct with other constructs, then the construct is said to demonstrate adequate discriminant validity
(Fornell & Larcker, 1981).
Once, the results of the measurement model are deemed satisfactory, the hypotheses/propositions will be tested
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with the structural model. Chi-square values, CFI, NNFI, and RMSEA will be used to evaluate the model-data
fit for the measurement model as well as the structural model (Bentler, 1990). Further, we will evaluate our
hypotheses/propositions by examining the co-efficient between the exogenous variables and endogenous variables
of the structural model.
As the data will be collected in one point of time and will be self-reported, there will be a potential for common
method bias (Podsakoff et al., 2003). A Harmon one-factor test will be conducted to evaluate the severity of
common method bias (Podsakoff et al., 2003).
DISCUSSION

In this study, we propose a model to understand the intentions to use social media for disaster management by
people in the undeserved communities. The focus is to address factors that can motivate the use of social media
by the underserved communities for disaster management. We draw on the situational theory of problem solving
to develop our conceptual model. We propose that individuals in underserved communities who are aware of the
problems of disaster and have a vested interest in solving them may be motivated to use social media for disaster
management, and the communicative actions they take for solving the problems may also influence them to use
social media for disaster management.
This study has theoretical implications. The scope of situational theory of problem solving has not been examined
in the existing literature with regards to disaster management and social media use. Our study tries to fill in this
existing gap. Our study uses the situational theory of problem solving to examine the intention to use social media
for disaster management by the underserved communities. This may provide more explanatory power in
understanding the use of social media for disaster management.
This study has practical implications. The conceptual model will provide a framework for understanding the
intentions to use social media for disaster management. Further, based on the findings, individuals who are already
using social media for various purposes can be taught and motivated to use social media for effectively managing
disasters in their neighborhood. Furthermore, the results of this study will help officials in disaster management
agencies to understand the problems and constraints surrounding specific disasters and can use the framework to
effectively communicate using social media to solve these problems.
In terms of limitations, the conceptual model needs to be operationalized and validated with empirical data that
remains as future scope of this ongoing research. Further, in this study we are examining only the positive impact
of social media. During disaster, social media also becomes a tool for spreading misinformation and rumors. Thus,
further studies are required to examine the negative impact of social media and the ways to overcome this negative
impact.
In conclusion, this study focuses on providing a conceptual model to understand the use of social media for disaster
management. Four propositions provide a theoretical foundation for future empirical studies. This study also
contributes to the emerging literature focused on the use of social media for managing disasters.
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ABSTRACT

The remote sensing is a way to optimize the process of land cover classification allowing that this process will
be by high definition images of satellite. For the research it was used the Google Earth Engine with JavaScript
programming language to classify the images, identifying the areas with forest or reforest. It was identified that
classifiers Random Forest and Logistic Regression have a high performance in classify the images. From them it
was developed functions to process automatically of new images with purpose of classify them in relation to land
cover.
Keywords

Random Forest, Logistic Regression, Classifier, Google Earth Engine, Remote Sensing.
INTRODUCTION

Remote sensing is a set of technology techniques and procedures that collects and represents data from the surface
of the earth surface without the need of direct contact (Richards 2013). Therefore, all the acquired data comes from
sensors and instruments in general.This process is linked to the handling, storing and analysis of this kind of data, in
order to better understand the phenomena that happen on the surface.
Google Earth is an example of remote sensing, which integrates a set of satellite images, aerophotogrammetry
and even images recorded on the streets to assist in locating and moving around the different places (Google
2018). In order to identify the satellites images provided by Google Earth, it’s necessary to process them through
various programming algorithms which allow the identification of the images’ line and the region of interest. These
algorithms are processed on the Google Earth Engine, which is loaded with libraries developed with the JavaScript
programming language.
Google Earth Engine (GEE) is a free-to-use API. Where it is available to use through JavaScript or Python
programming languages. The API has a web-based text editor for JavaScript, which allow develop codes directly
on the cloud. GEE also has a large database of raw image satellites such as Landsat, MODIS, Sentinel, etc. And
also processed products like a weather maps and climate maps. The best part to use GEE is the cloud processing,
because almost every processing effort is made by the google’s cloud service. This characteristic allows any user
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with a simple computer processes some terabytes of data available on the Google’s cloud database, and if the data
isn’t available on the current database, the user can him self add this kind of data, turning the information private for
personal use or public allowing every GEE user use that uploaded data. The Google Earth Engine’s API, with its
developers community, provide a number of ready-made algorithms for image processing, as well as statistical
calculations for certain areas of interest (Google 2018).
Among these codes, there are some classifiers for image processing already available, such as the Random Forest
(RF), Logistic Regression (LR), Support Vector Machine (SVM), etc. The Random Forest is an algorithm proposed
in the 2000s to predict values from a set of decision trees based on randomly selected data (Biau 2012). The RF
algorithm is fast to implement and usually produces accurate predictions. It can handle a number of input features
(Biau 2012). LR is a recommended technique for situations in which the dependent variable is from dichotomous
or binary nature (Lorena and Carvalho 2007). In turn, SVM is a machine learning technique that can be used for
pattern recognition of predetermined principles (USP 2009?). All these algorithms works in two steps, the training
step and the testing step. In the training stage, the algorithms receive the data and result values. In the testing stage,
the values are known, but the algorithm classify them in order to compare if the obtained result was equal to the
expected result. Then it calculates the algorithm’s accuracy.
The task of integrating information systems is a major challenge in computer sciences because of its importance in
today’s digital application ubiquity scenario, as well as the complexity underlying the implementation of efficient
communication channels between hybrid systems (Eulalio et al. 2016). In the context of forest cover monitoring,
there are a lot of algorithms focused on image classification, e.g. The Random Forest, the Logistic Regression, the
SVM, etc. Each one of these algorithms work in different ways to classify image pixels, having a better or worse
result in distinct situations. For this reason it’s important to test the various algorithms in each part to be classified
before deciding which one to use. With system integration, this task becomes optimized, because it’s the software
that makes a comparative and take a decision.
The objective of analyzing the forest cover of Santa Catarina in general is to generate a solid database, detailed and
up-to-date,to propose and establish conservation measures and appropriate use of forest resources, as well as to
better carry out territorial planning and management, including environmental licensing (Nunes and Gabriel David
2005). In the major project in which this research is inserted, 29% of the are of forest has already been identified,
considering forest formations over 10 meters high and over 15 years old, and also 3 to 4% of pioneer formations
(capoeirinhas), with smaller height and fewer species. In the Semi-deciduous Forest of Western Santa Catarina, the
forest cover amounts to approximately 16%, in the Planalto pine forests (Araucaria forest) 24% and in the Atlantic
evergreen rainforest, also called Pluvial Atlântica forest, between Serra Geral, Serra do Mar and the coast, the
remnants add up to 40%.
To expand monitoring, as well as to establish the remote sensing in the state, there is the need of an initiative to
facilitate the development of integrative functions to existing processes. Thus, this research is useful to improve
the forms of image processing and to allow the automation of some processes which are done manually in the
present,due to the lack of integration between the used systems, and also because the algorithms are in different
languages and do not communicate. So, the paper is related to the event because it is presented the automation
of some processes like image classifying. This classifying can be contribute to information classifying of crisis
management.
Within this context, the general objective of the project is to integrate image processing, monitoring and statistic
algorithms in order to obtain a single algorithm capable of assisting in the automation of mapping and monitoring
forest cover in Santa Catarina State. The specific objectives are: (i) to identify the best way to perform integration
of the algorithms to be processed in the GEE, either from a Web Service or internal Google’s API services and (ii)
to develop products that facilitate the integration of new algorithms for forest cover mapping.
Therefore, the article is divided as follows. Section 1 - Introduction; Section 2 - Materials and methods involved
in the research; Section 3 - Description of classifier selection; Section 4 - Results obtained so far and discussion.
Finally, Section 5 - Conclusions and result relation with the research objectives.
MATERIALS AND METHODS

This research is descriptive, qualitative and quantitative (Wazlawick 2010). The planning of this research is divided
into the following steps: (i) Research in Google Earth Engine about classifiers, with the goal of understanding how
each classifier works to integrate into the project; (ii) bibliographical research in academic articles, books and
portals about these classifiers; (iii) development of necessary adjustments to the Google Earth Engine platform and
other platforms as needed based on studies; (iv) tests on the developed integration; (v) evaluation and identification
of integration key points to allow other algorithms to be integrated into the developed structure.
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For image classification from the Google Earth Engine classifiers, we used images from the NASA Landsat-8
satellite collection 1 level 2 surface reflectance. The Santa Catarina state mapping was divided into 1:100,000 scale
cartographic sheets. These sheets are delimited by the Brazilian Systematic Mapping. In all, 50 sheets are required
to map the entire state, and each sheet receives a buffer of 3,000 meters for overlap at the time of sheet joining. The
selection of the image that is used in the classification follows the criterion of lower cloud coverage index, lower
shading conditions and most current image (year 2017 or 2016).
Satellite image classification in the sheet area was performed through the Google Earth Engine (GEE) API developed
by Google. This API works based on the development of algorithms that follow the JavaScript programming
language syntax. Within this API it is possible to use classifiers such as the Random Forest (RF), Logistic Regression
(in GEE it is called GMO Maximum Entropy or “ GMOMaxEnt ”). The main advantage of using Google Earth
Engine initially is its convenience in image processing because the platform itself has the main satellite images
already stored in the cloud, so it is not necessary to download the images to process them (Padarian et al. 2015).
CLASSIFIERS SELECTION

The classifiers used for this paper were Logistic Regression (LR) and Random Forest (RF). Initially the SVM was
used, however, in the initial tests, this classifier was considered inadequate.In related literature we found a study,
in which the authors came to the conclusion that the RF classifier has better adaptability to the training set, in
other words, RF can handle some mistakes made by the people who created the training dataset, but the SVM
performance is affected by these failures (Chan et al. 2012). Although, both SVM and RF present the same result
confidence (Belgiu and Dr gu 2016),or simply, both can achieve the same result, the advantage of RF is that it has
a friendlier use compared to that of the SVM (Chan et al. 2012). Thus, based on the reports of previous works, the
use of the SVM classifier was disconsidered.
Both Random Forest and Logistic Regression classifiers are based on supervised classification, in other words,
initially the classifier is trained with sample data of predefined classes and then, after training, the classifier receives
unknown data to be classified. RF is a classifier made up of tree-structured classifiers (Breiman 2001). These tree
classifiers are decision trees, in other words, it can be said that RF is part of the classifiers. This is because RF
classifies an image based on the decision tree results that it created in the training step. Decision trees are created by
the classifier from randomly selected data. The amount of decision trees that Random Forest is asked to create
should be carefully taken under consideration, because if the number of trees is low, the classification can contain
many “noises”, while too many decision trees will also generate noise. Since Random Forest does not properly
adjust itself to the increase of tree numbers, it does set an error limit value for generalization (Breiman 2001). The
recommendation is to use 500 trees as default for classification (Belgiu and Dr gu 2016). However, in this study,
the number of decision trees used was only 50.
In turn, the Logistic Regression classifier resembles the linear regression formula. Where linear regression consists
in defining the relationship dependency between the independent variables x and the dependent variables y (Moser
and Oliveira 2017). As the independent variable changes its value, the variation of the dependent variable behaves
linearly. Although linear regression is an effective mathematical model, depending on the situation it can generate
negative values. This is why Logistic Regression is used, once the antilogarithm of the regression coefficient of an
independent variable generates an unbiased estimate between the independent and the dependent variable. Thus,
considering them as dichotomous variables, there may be the presence (value 1) or absence (value 0) of a given
factor (Nelson F. de Oliveira and Lopes 1997). Then, results become binary.
IMAGES EVALUATION

The evaluation of the classified images is performed with a confusion matrix so that it is possible to calculate the
overall accuracy and the Kapppa index. The test points used for constructing the matrix are separated from the set
of training points, in other words, 70% of the points are used to train the classifier and the remaining 30% is used to
evaluate the image.
A visual check is also made on the classified images. For both, confusion matrix value verification and visual
validation, the ArcGis / ArcMap geoprocessing software was used.
RESULTS AND DISCUSSIONS

In order to identify the best image classification algorithm in the Google Earth Engine (GEE) environment, a
bibliographic research was made on the tutorials of the tool itself and some complementary articles. Then, taking
under consideration the fact that a research on this matter had already been carried out in the municipality of Ponte
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Alta do Norte and a series of points had been collected on this project and results show that it has a large number of
reforestation points, this city was defined as the working area for the tests until advancing to the Santa Catarina
classification.
From this collection, Random Forest and Logistic Regression classifiers were applied in a period also searched for
the best yield. Compact and easy-to-understand execution scripts have been created with all of these classifiers for
rapid changes in code and data. In addition to the functionality of creating and exporting a confusion matrix which
informs the results of the test points, an approximate accuracy of the classification result is made present.
Finally, a library with several algorithms was built using the different classifiers available in the GEE. Each algorithm
developed had the specific purpose of classifying the SC region in order to identify the best classifier. The best
represented classifier was Random Forest. However, due to the presence of shadows and clouds, some regions have
not yet been classified correctly. Thus, other algorithms were created to test the shadows so that their composition
could be worked on. After this first step, it can be identified that the most suitable classifiers for Google Earth
Engine are Random Forest and Logistic Regression because, most of the time, they show better results.
Table 1. Confusion Matrix extracted from the Logistic Regression classification of image from Apr/2017 with
Topographic Correction

GMOMaxEnt
Classification

Reference (ground truth)
agriculture
forest
pasture
reforest
shadow
urban
water

agriculture

forest

pasture

reforest

shadow

urban

water

62
1
10
0
0
2
0

0
197
0
2
1
0
0

4
1
70
0
0
0
0

1
3
0
294
2
0
0

0
3
0
0
33
0
0

0
0
1
0
0
49
0

0
0
0
0
0
1
49

After having identified the best classifiers for GEE, the SunCanopySensor + C (SCS + C) topographic correction
algorithm implemented in the GEE was applied. Then, the images were classified using the two classification
algorithms, RF and LR. The classification was applied in two moments, on satellite images with atmospheric
correction at Surface Reflectance (SR) level and on the same image applied to topographic correction (SCS + C).
After the classification, a majority filter was applied to both classified images to reduce the salt and pepper effect
and, subsequently, a confusion matrix was generated (Table 1) to validate the overall accuracy and the Kappa index.
Table 1 presents the confusion matrix after the classification of the Logistic Regression algorithm identified in the
GEE as GMOMaxEnt.
This majority filter, mentioned above, is applied because the salt and pepper effect of the classified images greatly
affects their visual quality. Then, as an attempt to repair this exit condition, the filter was applied. It cannot eliminate
all the image noise, however much of the noise is eliminated, granting the image an increase in its visual quality.
This filter is based on the neighboring mode of the pixel in the center of the kernel. The comparison between an
unfiltered image in Figure 1 and the same filtered image may be seen in Figure 2.
After the classification and filtering process, the images are analyzed visually and their confusion matrix is generated.
For the visual analysis, the already processed image is imported into ArcMap and then compared with the satellite
image superimposed on it in a quick interpretation. After the analysis is completed, the resulting accuracy of the
confusion matrix is compared to the results of the visual analysis. Based on this comparison, it is analyzed if the
image is in agreement with the accuracy. This is because the overall accuracy can often be 99%, but when visually
analyzed, classification may simply not make sense with the results obtained in the confusion matrix. Figure 3
presents the visually analysis of the image generated by the Logistic Regression classifier, supported by Figure 4
which is the raw satellite image or simply the actual image of the ground.
Initially, in the evaluations performed in ArcMap, it could be observed that the image was exported by the GEE
with a displacement of approximately 15 meters to the right and 15 meters down (approximately 1/4 pixel). The
reason for this displacement was not identified, but it is believed that the GEE defaults to EPSG:3857 projection.
Consequently, when the image was exported, the projection was not compatible with the cartographic projection
used in the territory of Santa Catarina, which is EPSG: 32722. Another hypothesis relates to the pixel reference
point, where GEE sets this reference in its upper left corner, while ArcMap uses the center of the pixel. This would
justify the offset of approximately 1/4 pixel. It is important to say that these are only hypotheses, neither accepted
nor rejected.
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Figure 1. Simple Random Forest classification

Figure 2. Figure 1 filtered using the majority
filter

Figure 3. Image generated by the Logistic Regression classifier being visually analyzed using
the Figure 4 as reference

Figure 4. Raw satellite image, false color composition, bands 5, 6 and 3
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This issue was resolved when new parameters were added to the function that exported the images. These parameters
are the geographic projection, and the geographic information of the image; as follows: (i) origin coordinate for x
axis; (ii) distance between sides of pixel on axis x; (iii) pixel rotation relative to the axis x. These items repeat for
the y axis of the image as well. So, for the displacement to be solved, it is necessary to manually inform the function
that the geographic information of the image used as basis for the classification.
Table 2. Result of image classification from 04/2017, sheet SG 22 Z D I

Classifier
RF without topographic correction
RF with topographic correction
RL without topographic correction
RL with topographic correction

Avg Acccuracy
91.25%
91.46%
95.74%
95.25%

S. D. Accuracy
0.027501293
0.026071711
0.020144021
0.019729679

Avg Kapp
89.66%
89.91%
94.97%
94.39%

S. D. Kappa
0.032274064
0.030635026
0.023719419
0.02317022

The confusion matrices that are generated by the GEE and compared with ArcMap matrices use, until now, the
general accuracy index and Kappa index for confirming the classification accuracy as validation parameters of the
classifications. Through these indexes, it is possible to analyze the efficiency of a new spatial filter or any other
change that has a direct impact on image classification. In a final evaluation, in order to establish the average
standard deviation both the RF and the LR were applied one hundred times in two forms of data input (image),
this result can be seen in Table 2, where RF represents Random Forest, LR represents Logistic Regression and
S.D. represents Standard Deviation. The accuracy and index Kappa for each classification way in the table are
the average of all iterations. The table also contains the standard deviation (SD) for each value average. Also, the
column identified as Kappa has the Kappa index for that classification.
Having the set of accuracy results from all iterations, it was applied a Tukey’s test evaluation to identify some
statistics similarity or difference between the classifiers methods, this evaluation can be seen on Figure 5. The
accuracy set also was plotted in a box graph which can be seen on Figure 6. Analyzing the Figures 5 and Figure 6
can be observed in Figure 5 which using or not a topographic correction in the image for the same classifier have
their confidence interval superimposes on the value 0, them their difference can be considered irrelevant.

Figure 5. Tukey’s test with 95% of confidence based on the accuracy iterations, TP means topographic correction

Looking in the Figure 6 can be observed which both the RF classifications have more variance than LR classification,
and in it graph it is also possible observe which both the classifiers which received a image topographic corrected
have variate their classification less than the classifiers which processed the image without this kind of normalization.
Analyzing the Figures 5 and 6 together, it is possible see that the topographic correction do not have a significant
impact on the classification accuracy, on the other hand, it is possible observe that the topographic correction in
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Figure 6. Box graph from using the accuracy for each iteration, TP means topographic correction

both applications, have their variance interval variate less than when is used the raw image for the classification
independent the classifier.
In order to calculate the accuracy and Kappa index, a comparison was first made between the confusion matrices
generated by GEE and ArcMap. Then it was observed that one matrix was transposed from the other. Therefore,
to solve this problem, after the GEE generates the matrix, an algorithm is applied to this matrix to generate its
transpose. Only then general accuracy and kappa indexes are calculated, and this action is performed to prevent
mistakes.
CONCLUSIONS

This paper presented a research on land-use and land-cover and land use monitoring by remote sensing techniques,
with the general objective of integrating image processing, monitoring and statistics algorithms in order to obtain a
single algorithm capable to assist automated topographic correction, thematic mapping and accuracy assessment.
From the implementation of the classifiers in Google Earth Engine, along with topographic correction, it can be
concluded that the overall goal has been achieved, allowing the image to be automatically processed using the above
mentioned algorithms. And monitoring, the forest covering in the State of Santa Catarina.
As for the specific objectives, the objective of identifying the best way to integrate algorithms to be processed
in Google Earth Engine, either from a web service or Google API internal services, it is possible to come to the
conclusion that the best way is by API itself, as Web Services would have to download the image and process it
locally, thus requiring a lot of physical disk space to store the images. Processing in the API itself requires no hard
disk space and powerful hardware since Google’s own services are used. Regarding the second specific objective,
which is to develop products that facilitate the integration of new algorithms for forest cover mapping, several
functions have been designed to allow automated classification. They were also structured in such a way to allow
the creation of new algorithms and the modification of the existent ones as needed.
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ABSTRACT

Common operational picture (COP) map-based interfaces display operational information to support integration
of emergency responders. Such interfaces integrate different subsystems and present the resulting information into
an overview for enabling situation awareness. Literature shows that they are often developed from non-usercentric perspectives and are defined in technological terms that are not adequately capturing the users’ needs.
Therefore, the aim of this particular work in progress is to get insight into the features and the role of COP mapbased interfaces currently being used in Norway to (1) examine their content, functionality, and design; and (2)
to understand how such displays are incorporated into the service context. This study structures the knowledge on
map displays that constitute part of the COP services. Using workshop and interviews with the developers and
users of existing COP map services, we identify requirements for a common operational symbology and common
operational functionality to improve such map services and make them interoperable.
Keywords

Common Operational Picture, Situational Awareness, Map-based Interface, Cartographic Design, Cartographic
Symbolization.
INTRODUCTION

Complex emergency operations typically require collaboration within a single command as well as between
multiple actors such as police, fire department, and health department. In the management of emergency
operations, engaged actors need to display operational information such as position and status of own emergency
units as well as position and status of resources administrated by other emergency responders (Chmielewski and
Gałka, 2009). Moreover, within specific actors, various tasks are assigned differently, to their command posts,
operational leaders, as well as to their particular field teams (Björkbom et al., 2013). Additionally, various actors
have different structures and are administrated differently; they also need to follow different symbol standards
(Chmielewski and Gałka, 2009). All those aspects influence the way, in which information needs to be provided
visually by means of common operational picture (COP) map-based interfaces.
The main task of COP tools is to combine data from different subsystems and present the resulting information
into an overview for enabling situation awareness of a variety of actors during emergency operations (Björkbom
et al., 2013). In 2006, McNeese et al. concluded that COPs are typically developed from non-user-centric
perspectives and are defined in technological terms that are not always in the best interests of users. They identified
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this issue as a critical need area (a research-specific gap) since “success results from representations and
visualizations that are highly user-centric, rather than just computationally-convenient or designed strictly from a
programmer’s mindset” (McNeese et al., 2006:468). Although much has changed since then, mainly because of
advances in information and communication technology, support of user-centric affordances through the use of
commonly known symbolization and functionalities still needs efforts and investigations. As long as the individual
emergency agencies work independently, with no need for common actions, problems do not exist. However,
challenges arise when the agencies need to undertake collaborative efforts that require COP map-based interfaces
where information need to be symbolized in an understandable way and supported by intuitive interactive
functions. The research reported in this paper constitutes part of the ongoing INSITU project that focuses on
supporting information sharing for common situational understanding in inter-agency operations (Munkvold et
al., 2019).
Aim, research goals, and contribution

Our overarching ambition is to determine a common operational symbology and common operational
functionality to be used in COP map-based interfaces. Our long-term efforts encompass defining details on symbol
design as well as identifying key functionalities ensuring compatibility among the semantics and interoperability
of created COP. In turn, the aim of the study reported in this work-in-progress article is to get an insight into the
features and the role of COP map-based interfaces being used in Norway that support situational awareness during
emergency operations. Since such objective extends the scope of a single study, we narrow it down to two specific
research questions (RQs):
(1) What is the typical content (map symbols), functionality, design of a map display?
(2) How are map displays incorporated into the service context?
Our ambition is twofold. Firstly, we intend to structure the knowledge on map displays that constitute part of
COPs. Secondly, through the survey on existing COP map-based interfaces and interviews with their developers
and users, we attempt to identify requirements for a common operational symbology and common operational
functionality to be implemented in such map-based interfaces to make them interoperable.
BACKGROUND AND RELATED RESEARCH
Situation awareness and common operational picture

In her study from 1995, Endsley identified the three levels of situation awareness. The first level is perception or
sensing. At the second level, meaning is assigned to each bit of information hence comprehension is built from
the observed data. Finally, the third level lets individuals project the situation implications into the future. In the
first two levels data is gathered by several entities and fused to some comprehensible picture of the situation. The
task of the user is then to decide actions or predict the future based on the situation picture.
Most of the situation awareness studies concern military cases (Hager, 1997; McNeese et al., 2006; Björkbom et
al., 2013) where a common, real-time representation of the battlespace has always been of primary importance to
commanders. Therefore, the early milestones in the 80’s concerned military command posts that benefited from,
e.g., the development of large group displays for visually representing tactical, operational, and strategic
information to enable situation awareness (Endsley, 1995). As McNeese et al. (2006) claimed, current studies on
COP map-based interfaces constitute an extension of prior work on such displays.
Actors with different tasks, capabilities, and resources have different needs regarding displaying information on
COP map-based interfaces and using their functionalities to perform specific operational tasks (Friedmannová,
2010). Sometimes, the same information needs to be displayed by means of large displays or laptop screens, but
also, provided in small portable devices. All those issues make combining information from several subsystems
and design settings of COP map-based interfaces challenging and effortful.
COP to support emergency responders

Shortly after being introduced to military purposes, COP map-based interfaces have been successfully used to
support emergency responders (Deschamps et al., 2002). However, studies that concern the needs of emergency
management in general and the needs during natural hazards in particular are sparse and fragmented in the
literature. For instance, McNeese et al. (2006) emphasized the necessity of developing COPs in relation to
geographical data. If COPs are to support responses to natural disasters, incorporating extensive information on
environmental conditions is of importance to its users since such information can potentially save more lives
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(King, 2005). Information on environmental conditions is a need that is well exemplified in the Decision Support
System established by the International Joint Commission to reduce the impact of future flooding in the Red River
Basin in Canada and the US (Deschamps et al., 2002). With extensive geographical data, the Decision Support
System resembles geographic information systems (GIS). Available thematic maps can serve as background layers
to pin information to geographical coordinates and tie them to the environment. A similar role has been described
by Chen et al. (2014) who argued that a mapping component displays real time operational information and
combines it with GIS layers.
Not only content related issues, but also the way how collaboration between group members can be reflected in
COPs has been addressed by scientists. Adibhatla et al. (2009) presented and evaluated a transactive memory
system that draws upon Wegner’s (1987) transactive memory theory. The theory emphasizes the role of
knowledge specialization among group members in a group’s ability of solving a composite problem.
Collaboration between group members has also been investigated by Baber et al. (2013) who used social network
analysis and agent-based modeling to explore different forms of information flow between actors. They defined
two patterns – “command” and “control” that can be suited to complex emergency operations.
Implementations of command and control (C&C) within emergency management domains is shaped by societal
factors and operational concerns. The Norwegian emergency management system is structured around four
principles, namely responsibility, similarity, proximity, and cooperation. Together, these principles forms the
basis on which C&C is exercised (Norwegian Ministry of Justice and Public Security, 2016), and diverges from
military C&C structures in some key matters. Emergencies are not managed through a centralized apparatus,
instead emphasizing local decision-making and delegated authority, often including voluntary resources and semiprofessional rescue workers. While the police are responsible for C&C at the operational and tactical levels,
emergencies can see a wide variation in participants, particularly in rural areas where available resources may be
sparse (Sikkerhetsutvalget, 2016). The systematic integration of voluntary resources, coupled with a decentralized
C&C structure, creates a set of challenges when it comes to ensuring that stakeholders have access to the tools
and data needed to build a COP. Various software systems and lack of interorganizational data access, particularly
across the professional-voluntary divide, has been among the factors limiting efficient sharing of information
during emergencies (Grottenberg and Njå, 2017). These difficulties give a compelling argument for establishing
a common set of dedicated capabilities across organizations – “common operational functionality” (Chmielewski
and Gałka, 2009), accomplished through the implementation of software solutions, robust APIs and mechanisms
for inter-organizational data sharing.
User-centric design of decision support map-based interfaces

COPs resemble other decision support tools that employ map displays. Therefore, in the design of COP mapbased interfaces, developers can draw upon approaches to be used when preparing decision support geographic
visualization tools (Kuvedžić Divjak and Lapaine, 2014). The latter are often designed to support specific tasks
that are grouped into various task taxonomies (Zhou and Feiner, 1998; Gotz and Zhou, 2009). Such taxonomies
facilitate optimizing tool functionalities since they can help assign adequate interactive functions to desired tasks
to be supported, and thus, can help fulfill user needs.
Equipping map-based decision support tools in interactive functions appreciated by target users, and therefore,
following the user-centric design approach, is recently a commonly used strategy (Opach and Rød, 2014). In the
context of COP, good examples are the work by van Dijk (2015) and the study by Balakrishnan et al. (2009). The
latter investigated the performance of specific interactive functions: a layer management function and a spatially
annotated chat. Their qualitative evaluation concerned user-centric problems related to human-computer
interaction to support group work and impact of geo-tools on group work.
Cartographic literacy is another aspect to be considered when designing COP map-based interfaces with usercentric approach. Such interfaces―if being well-designed―can facilitate communication of geographical
information in crisis situations (Kuvedžić Divjak and Lapaine, 2014). The design of geographic background,
thematic overlays, and thematic content needs to be addressed when elaborating map-based interfaces. The
thematic content part, in particular, seems to be of key importance to emergency responders as it concerns event
details such as affected areas, rescue squad positions and human resources in use. Therefore, establishing a
common set of map symbols – “common operational symbology” (Chmielewski and Gałka, 2009), similarly as
establishing “common operational functionality”, can make communication between decentralized emergency
officers more efficient. A good example of such efforts is an attempt to design a map key to monitor the transport
of dangerous goods (Friedmannová, 2010). The resulting key is a compact system where colors and shapes are
the leading attributes that knit groups of symbols together. The role of these two attributes has also been
emphasized by Wang et al. (2010) who argued that they both have a strong visual impact on the map reader.
Symbols for emergency maps were also analyzed by Dymon (2003) and Robinson et al. (2010). Their research
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revealed that standardization evolves and needs constant adaptation and improvements.
In the following section we outline the methods applied for investigating common operation functionality and
symbology, including a survey on existing COP tools in use by various emergency responders in Norway, and a
workshop, interviews, and meetings with their users and designers.
METHODS
Survey on COP map-based interfaces in use by selected emergency responders in Norway

To survey COP map-based interfaces systematically, we have considered the following issues:
Data content (map background, thematic overlays, dynamic content on-the-fly, forecasts)
Functionality provided (supported use case scenarios)
Cartographic symbolization
Table 1 lists the map-based tools included in the survey. The basic problem with performing a survey of web
software of any kind is the continuous improvement and update of software. As a result, an already published
software description often does not reflect the software’s most recent version. For example, the services provided
by BarentsWatch that were earlier grouped into one web tool (https://kart.barentswatch.no) have recently been
divided into a number of thematic services such as “Wave forecast”, “Fishery activity”, and “Norwegian fish
health.” Therefore, we had to revisit the websites and focus on those tools that concern emergency support only.
Table 1. COP map-based interfaces included in the survey

Service name

URL

Service provider

Service producer

TransMed

unavailable

Ambulance services

Locus Public Safety

KystInfo

https://kart.kystverket.no/

The Norwegian Coastal
Administration (Kystverket)

Avinet

DSB Map

https://kart.dsb.no/

The Norwegian Directorate
for Civil Protection (DSB)

Avinet

Wave forecast

https://www.barentswatch.no/
en/waveforecast/

BarentsWatch

Avinet

The Marine Spatial
Management Tool

https://kart.barentswatch.no/

BarentsWatch

Avinet

Availability was the main condition for the selection of services. Moreover, while Avinet’s solutions are freely
available web tools commonly used by Norwegian emergency responders, the solutions offered by Locus Public
Safety are dedicated for specific users. Therefore, the information about Locus’s tools can be obtained from
software demonstrations and provided documentation.
Meetings with emergency responders

Two meetings with emergency responders were conducted (Table 2) to gain a better understanding of the way
COP map-based interfaces are used by the emergency responders and to gain feedback on the interfaces’
advantages and shortcomings.
Table 2. Meetings with emergency responders

Date

Meeting format

Details

15-16
October
2019

Two-day
workshop
in Oslo

The workshop was divided into three group sessions and aimed to discuss
information sharing for common situational understanding. Twenty
individuals attended the workshop. They represented various agencies and
emergency responders such as police, fire department, health services and the
Norwegian Directorate for Civil Protection (DSB).

29
November
2019

Skype meeting

The meeting was built around a live demonstration of the COP map services
in use by the Norwegian Coastal Administration (NCA). The meeting lasted
1.5 hour.

WiP Paper – Geospatial Technologies and Geographic Information Science for Crisis Management (GIS)
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

509

Map-based Interfaces for Common Operational Picture

Opach et al.

The first meeting was arranged as a two-day workshop with multiple emergency response organizations. The
workshop consisted of three group sessions that employed different empirical techniques such as brainstorming
and world café. In this work-in-progress we use data from the workshop’s brainstorming session. The second
meeting was arranged as a Skype meeting with a representative from the Norwegian Coastal Administration
(NCA). A live demonstration of the map-based tool in use by the NCA constituted the basis for the discussion.
Interviews with COP software producers

Two interviews with COP software producers were conducted (Table 3) to get a preliminary understanding of
how the producers try to fulfill requirements and expectations of emergency responders. Such understanding is
needed to get insight into features that make COP map-based interfaces usable and useful.
Table 3. Interviews with COP software producers

Service
producer

Date

Details

Locus Public
Safety

14 October
2019

A representative of Locus Public Safety was interviewed by two
representatives of the INSITU project. The meeting lasted 1.5 hour.

Avinet

13 November
2019

A representative of the Avinet company was interviewed by two
representatives of the INSITU project. The meeting lasted one hour.

Both interviews were semi-structured, using a common thematic interview guide. Table 4 lists questions posed
during the interview of Avinet’s representative. Moreover, the interview with Locus Public Safety also included
a demonstration of some of the company’s tools. The interviews were recorded and transcribed. In this study we
focus on the aspects that relate to requirements for COP map-based interfaces.
Table 4. The thematic interview guide used during the interview of Avinet’s representative

ID

Question

1

Do you have an overview of the centers / agencies / emergency services that use / do not use Avinet map
systems?

2

How is Avinet map integrated with other systems?

3

What are the possibilities for integration between the agency-specific map systems?

4

How is this used in the different areas?

5

How closely do you engage users during your system development? How?

6

Do you have users following up on real events / exercises?

7

What opportunities does Avinet (developers) have to work with / understand "users' situational
understanding"?

8

Do you use standard map symbols? (possibly yours or existing ones)

9

To what extent do you discuss the design of map symbols with users?

10

How do you plan to develop the systems? (a) With more complex possibilities? (b) In terms of
integration with other systems?

11

Can you tell about the process (opportunities / obstacles) by sharing maps between agencies?

12

What formats and standards underlie the transmission of geographical information via Avinet's systems?

13

To what extent is it possible to transfer standardized geographic information to third parties outside your
system?

14

Is this considered as a relevant area of further development?

15

What advice do you have for the INSITU project regarding how map solutions can / should contribute to
a common understanding of situations during crises?

RESULTS
Features of COP map-based interfaces in use in Norway
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Apart from TransMed, the other surveyed interfaces have been primarily designed for planning and execution of
day-to-day operations. A common feature of the surveyed tools is their rich content. The tools either directly
enable displaying various map backgrounds, overlays and thematic content (in particular in The Marine Spatial
Management Tool), or redirect to other sister-tools that enable displaying various map layers (the Wave forecast
tool).
The tools offer functionalities typical for regular web mapping services such as layer manager (e.g., DSB Map,
Wave forecast), measuring distances and areas (e.g., Wave forecast), and data filtering (The Marine Spatial
Management Tool). Moreover, the considered tools enable drawing objects on a map (e.g., KystInfo) that can be
next saved and shared with other system users.
The surveyed map-based tools from Avinet feature similar functionality. To some extent, they also share similar
layout and design (e.g., KystInfo, DSB Map, and The Marine Spatial Management Tool) (Figure 1). The layout
of Avinet’s fourth considered tool, i.e., Wave forecast, has undergone modifications and redesign in comparison
with the design of the company’s earlier products. For example, its layer manager has been moved to the left-hand
side and the legend is shown at the bottom of the interface (Figure 2).

Figure 1. Kystinfo – one of Avinet’s map-based tools that share similar layout and design with other Avinet products

Figure 2. Wave forecast – one of Avinet’s map-based tools that has undergone layout redesign
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The surveyed tools use map symbols that have been inherited from their map backgrounds and thematic overlays.
This causes diversity in the cartographic symbolization. Reading difficulties, i.e., problems with visual
information decoding, appear if several thematic overlays are shown simultaneously. Figure 1 shows KystInfo
with four thematic content layers being displayed: sea cables (sjøkabler), marine landscape, marine traffic and
AIS (Automatic Identification System), and maritime safety (accident frequency). Since two of the layers, i.e.,
marine landscape and maritime safety, use similar colors for two of their legend categories, the map interpretation
needs to be careful.
TransMed is of a different nature as it is to be used by a first-response emergency actor whose responsibilities and
tasks are strictly determined by regulations and procedures. TransMed combines a map display with tables. The
map shows status and positions of ambulances, various points of interests, and events, whereas the tables contain
information about selected objects and communication logs. The symbology in use has been determined by the
target users. However, background maps and thematic map overlays, typically retrieved as Web Map Service
raster tiles, use the same symbolizations as those used by the authorities the maps come from.
Meetings with emergency responders
Workshop with multiple emergency responders

After the extraction of the brainstorming session data from the Oslo workshop, seven categories were identified
as requirements for COP map-based interfaces: (1) symbolization, (2) visualization, (3) extra information, (4)
functionality, (5) standardization, (6) knowledge, and (7) management.
Among the participants, the symbolization issue (1) generally appeared as a requirement of a common
cartographic symbolization and a standardized symbol usage with a common cartographic design of basic map
backgrounds. The backgrounds should be established for all emergency responders, and desired information
should be overlaid on those basic map backgrounds. Visualization (2) was identified as a map or a graphic, with
responsibilities regarding map-based extra information (3). The latter should result in developing mapping
solutions tailored to needs, i.e., it is necessary to have a map display with thematic layers and levels of info-types
such as electricity, water, waste, weather, crimes, operations, activities, and statistics. These maps should serve
as a foundation, and emergency responders need more situation-specific overlays, e.g., weather forecasts, power,
resources. A complete resource overview across agencies and organizations should be included in the map. In
turn, functionality (4) should contain a set of predefined interactive analytical functions, for instance, sharing the
same COP map-based interface across different agencies at a national level to avoid misunderstandings caused by
inconsistencies in terms of geographical names. A common interface should support transferring data or images,
real-time sharing of resources and events. As some attendees argued, it is important to have a map-based interface
for “drill-down” and to have “various perspectives” such as satellite-night-sea, sea level view, and aerial imagery.
The stakeholders need more openness to connectivity as third-party actors, and the compatibility between different
map systems. The map solution should be intuitive and made available as a unified system both internally and
externally.
The participants reported on the need for establishing a “sharing regime” standard (5), i.e., a national-level
standard for providing and sharing information. The standardization should include the datasets to be integrated
in different systems. It is important to have a joint map repository for all Norwegian emergency map services.
The leading agency should report to the collaborating agencies by following a standardized template with map
overlays. The participants also expressed knowledge needs (6) regarding existing solutions and various sources
that can be used on the map. As an example, one of the representatives from the police referred to the CompStat
system developed in the 1990s at the New York Police Department to help reduce crime (Weisburd et al., 2003).
CompStat stands for ‘computer statistics’ and supports law enforcement dealing specifically with crime. Lastly,
the management aspect of the overall map-based interfaces (7) was mentioned to be equally important as good
technologies. The map-based information of any kind should be a “fresh ware” that needs to be updated frequently,
e.g., every week. However, this implies further challenges since adequate human resources are necessary to
administrate and maintain such systems.
Meeting with the Norwegian Coastal Administration

In this meeting, a representative from NCA presented and gave a demonstration of the agency’s COP map-based
interface. During the meeting, five members of the research team were asking follow-up questions.
While NCA’s main focus is marine traffic, its primary concern is oil spills resulting from vessel accidents. NCA’s
map-based solutions facilitate documentation, effective decision-making and action. The tool which is freely
available at NCA’s website does not offer typical COP functionality. However, such functionality is provided
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through the tool’s version “Kystinfo Beredskap” [eng: Coastal-information Emergency].
Kystinfo Beredskap has an open part that provides typical web mapping functionality, and another part that is
password protected and assigns users specific roles. This part integrates background maps with thematic overlays
such as environmental characteristics and infrastructure, with situation data such as real-time observations and
engaged resources, as well as weather forecasts and driveway calculations. Moreover, Kystinfo Beredskap enables
selective and targeted information sharing. The tool’s recent developments have been comprehensively tested
with emergency responders dealing with oil spills. The functionalities include accessing remote measurement data
from boats, aircrafts, and drones. A lot of remote sensing data undergo real time geo-processing.
Interviews with COP software producers
Locus Public Safety

The first-response agencies, i.e., police, fire departments, and ambulance services are the target users of the solutions offered by the Locus Public Safety company. The solutions consist of tools for command posts, such as
TransFire for fire departments, TransMed for ambulance services, and Tellus for the police, as well as tools for
emergency mobile units such as TransMobile. Both tool types communicate with each other, e.g., TransFire can
continuously update task descriptions that are automatically provided to specific mobile units that use
TransMobile. Furthermore, TransMed and TransFire offer customized map data, with functionality of map-based
interfaces tailored to organizational responsibilities and the workflows of the respective agencies. The geographic
and map-based components are “integrated from external mapping companies”, according to customer
specifications. The current generation of systems has not been integrated with other map-based solutions, but
cross-organizational collaboration was said to be increasingly required to fulfill the responsibilities of each agency.
Tools that enable multi-agency data access and dynamic integration of real-time geographic content (e.g.,
resources, events, missions) across various agencies are not yet supported in the company’s products. This was
not due to technical restraints, but rather related to concerns about legal frameworks and systems requirements
from customers. Some information has been already shared for specific users, e.g., emergency medical
communication centers have an overview of police cars and fire trucks and, as the interviewee put it “I don't think
the trend is to share less, I think the trend is to share more.” It was emphasized that tool development is a multistage
process with mutual interaction between user groups and system designers and, as the interviewee put it “it is very
rare that something that is really good comes without a proper effort.” Agencies often do not see the benefits of
seeing extra information on their map displays, until they have such information provided. Then, they can
determine new operational tasks.
As the interviewee suggested one solution could be to assign “a unique number to each emergency mission then
you can start to link things together so that you can distribute in the car also so that they on the mission can gain
position on others on the same mission.” Thanks to this one can share the operational picture across the three firstresponse agencies based on such unique number. Having all information on a screen instead of reading various
textual reports is an essential advantage. Moreover, various local actors expressed willingness to share information
on maps, but one needs to remember that the actors also have sensitive data they are not allowed to share.
Symbolizing data in map-based interfaces was stated to be a challenge, as “too much data shown on the map
means no information, but only data and noise.” The company tries to follow design solutions already known
from maps published by Norwegian authorities. Moreover, the company has also elaborated its own standardized
symbol scheme, which is for instance implemented in TransMed. When it comes to background maps, the
company has a map variant in which the amount of information is reduced if zoomed out. This helps emphasizing
real time data content. The latter is typically visually encoded by means of symbols from the emergency symbols
set from the Norwegian Spatial Data Infrastructure register1. Additionally, the symbols are color-coded depending
on determined principles, e.g., in TransMed, the symbols are presented in red, yellow, green, and white, depending
on the event priority. Several agencies use the same symbology; however, there are still needs for a common
symbology, e.g., if a specific area is contaminated and first-response agencies need to know that they need
protective clothing. Furthermore, the way the same information is presented in command posts and in the field
differs. For example, in outdoor solutions colors are saturated and strong, thus one can read a map display with
less details, when moving, in sunlight and from different view angles.

1

https://register.geonorge.no/symbol/symbolpackages/details/a7c44707-7869-4edd-bea7-c7abb2437d05
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Avinet

The company has so far delivered several map-based decision support tools for directorates, county governors,
and county councils in Norway. Although Avinet develops map-based interfaces based on specific requests, the
tool development process is typically stepwise and requires continues collaboration with the customer. As the
interviewee put it “together we find a solution.” This means that over a development process the functionality
evolves based on specific needs that are reflected in offered interactive functions. Their map-based tools are used,
for example, in exercises and, along with exercise customization, modification needs arise. Continuous
modifications were needed, for example, during the development of map-based solutions for NCA.
Although Avinet has developed tools for various agencies, NCA is the main user of its map-based solutions for
information sharing. In NCA, the need for map-based interfaces for emergency management and situation
awareness has been recognized quite early. The main reason were some major ship accidents that resulted in, e.g.,
oil spills that had environmental consequences of diverse scale. Therefore, Avinet’s solutions were needed to
“register places where oil spills were detected and their aftermath in relation to what actions were required and
what resources were available to help cope with the damages.” In addition to NCA, there are many actors involved
in this kind of scenario that needs common situation awareness, such as various inter-municipal committees for
acute pollution. Such awareness requires access to information from various sources, e.g., information about boat
traffic in connection with the incident, but also after the incident, to see what resources can be obtained.
Information from third-parties are also needed, such as data on vulnerable or protected areas from the Norwegian
Environment Directorate. Finally, the development process of map-based interfaces for emergency responders is
challenging since it is not only about providing data and functionality to responsible agencies during an emergency
preparedness situation. Such interfaces are also in use by third-party actors such as media to gather necessary
information. As the interviewee put it, “Third-party actors (…) have the benefit of knowing what is going on with
an oil spill that have moved on and so on. So that is an important part (…) to gather information there and then,
but also to be able to spread it.”
There are no specific repositories with standardized symbols in use by Avinet and it is the customer who decides
how specific information should be represented on a map. However, Avinet needs to adapt such demands to map
conditions. For example, the needs expressed by a customer may lead to problems with map interpretation since
one “often needs to see a lot of information at the same time, and a lot of the data one may get from third-party
sources.” Then, “the third-party objects are represented with a certain color that the third-party has determined as
required.” However, the color cannot be used in an emergency or planning context that already employs this color
to encode a specific message. As the interviewee put it “if you sew together many actors you will have a conflict.”
Therefore, a common symbol library will help to avoid misunderstandings.
DISCUSSION AND CONCLUSION

Emergency management in Norway follows some key concepts relating to decentralization and adaptability.
Moreover, part of the COP map-based interfaces in use as of today have been primarily designed for planning and
execution of day-to-day operations, with emergency response support being a secondary focus. This influences
how emergency responders approach cross-organizational data sharing.
In Norway, there are several map-based emergency tool providers and the lack of system interoperability is visible.
This issue is not caused by technical restraints, but rather, organizational and formal (RQ#2). The survey on
existing COP tools is impeded by the fact that emergency tools undergo continuous improvements. Prototypes are
often confidential and designers as well as stakeholders involved in the development process are not allowed to
comment on this. The tools offered by Locus Public Services and Avinet differ in terms of form and provided
functionality. While the latter company offers typical web mapping solutions that have been additionally equipped
with COP functionalities (e.g., Kystinfo Beredskap), Locus primarily designs tools for first-response agencies that
need comprehensive solutions for their command posts (e.g., TransFire) cooperating with their field teams that
need simplified map displays (e.g., TransMobile). However, no matter the tool’s origin, the companies’ recent
COP software undergoes improvements towards better use of map-based solutions within the whole system
(RQ#2). Hence one might expect that the companies’ products will gradually offer more extensive COP support.
The surveyed tools lack common solutions, i.e., they implement various system functionalities and symbology
(RQ#1). This issue can be solved by the principle “different systems – same data”, but further efforts are needed
to standardize content and its graphic representation used by various systems. A COP map-based interface can
constitute a collection of recognized operational pictures gathered from collaborating emergency responders. In
the COP, the information is merged into a common geographical frame. Such a composite collection offers data
fusion and correlation of recognized operational pictures containing elements from the perspectives of the
collaborating emergency responders. As argued by Wang and Wen (2010), a standardized disaster map symbology
and color-coding can be built up through a comprehensive investigation of different agencies involved in the
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specific disaster management scenarios. In this way, different map readers can improve the interpretation of the
same disaster map and ambiguity can be avoided. As McNeese et al. (2006) stated, the success of the COP depends
on the support of user-centric affordances and visualizations designed according to the principles of situated
cognition (Greeno and Moore, 1993). Referring to the companies’ efforts to engage end-users in the development
process, the role of the user-centric approach is visible and of growing importance.
This work-in-progress outlines some issues related to the development of COP map-based interfaces for
emergency responders. In our further efforts, we intend to continue with translating these issues into a set of
requirements, and next, processes that provide the capabilities needed to maintain a map-based COP across
organizations.
ACKNOWLEDGMENTS

This research constitutes part of the INSITU project funded by The Research Council of Norway. We are grateful
to the emergency management professionals contributing to our study.
REFERENCES

Adibhatla, V., Shapiro, A., McNeese, M. D. and Balakrishnan, B. (2009) Design and development of a Transactive
memory system prototype for geocollaborative crisis management, Proceedings of the Human Factors and
Ergonomics Society Annual Meeting, 53, 4, 389-393.
Baber, C., Stanton, N. A., Atkinson, J., McMaster, R. and Houghton, R. J. (2013) Using social network analysis
and agent-based modelling to explore information flow using common operational pictures for maritime search
and rescue operations, Ergonomics, 56, 6, 889-905
Balakrishnan, B., Pfaff, M., McNeese, M. D. and Adibhatla, V. (2009) NeoCITIES Geo-tools: Assessing Impact
of Perceptual Anchoring and Spatially Annotated Chat on Geo collaboration, Proceedings of the Human
Factors and Ergonomics Society Annual Meeting, 53, 4, 294-298.
Björkbom, M., Timonen, J., Yiğitler, H., Kaltiokallio, O., García, J. M. V., Myrsky, M. ... and Virrankoski, R.
(2013) Localization services for online common operational picture and situation awareness, IEEE Access, 1,
742-757.
Chen, T., Su, G., and Yuan, H. (2014) Creating common operational pictures for disaster response with
collaborative work, WIT Transactions on Information and Communication Technologies, 47, 393-400.
Chmielewski, M. and Gałka, A. (2009) Automated mapping JC3IEDM data in tactical symbology standards for
Common Operational Picture services, Proceedings of the Military Communications and Information Systems
Conference MCC.
Deschamps, A., Greenlee, D., Pultz, T. J. and Saper, R. (2002) Geospatial data integration for applications in flood
prediction and management in the Red River Basin, Geoscience and Remote Sensing Symposium, IGARSS '02,
IEEE International, 6, 3338-3340.
Dymon, U. J. (2003) An analysis of emergency map symbology, International Journal of Emergency
Management, 1, 3, 227-237.
Endsley, M. R. (1995) Toward a theory of situation awareness in dynamic systems, Human Factors, The Journal
of the Human Factors and Ergonomics Society, 37, 1, 32-64.
Gotz, D. and Zhou, M.X. (2009) Characterizing users’ visual analytic activity for insight provenance, Information
Visualization, 8, 1, 42-55.
Greeno, J. G. and Moore, J. L. (1993) Situativity and symbols: Response to Vera and Simon, Cognitive Science,
17, 1, 49-59.
Friedmannová, L. (2010) Designing map keys for crisis management on the regional operational and informational
centre level: monitoring transport of dangerous goods via contextual visualization, Geographic information
and cartography for risk and crisis management, 425-437, Springer, Berlin, Heidelberg.
Grottenberg, L. O. and Njå, O. (2017) Applying a systems safety approach to the development of GIS in the
Norwegian emergency management domain, Safety and reliability—theory and applications, CRC Press.
Hager, R. S. (1997) Current and future efforts to vary the level of detail for the common operational picture,
Naval Postgraduate School, Monterey, CA, USA.
King, D. (2005) Humanitarian knowledge management, Proceedings of the 2nd International ISCRAM
Conference, Belgium: Brussels.

WiP Paper – Geospatial Technologies and Geographic Information Science for Crisis Management (GIS)
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

515

Opach et al.

Map-based Interfaces for Common Operational Picture

Kuvedžić Divjak, A. and Lapaine, M. (2014) The role of the map in a crisis management environment: applying
the theory of cartographic communication and visualization, Collegium antropologicum, 38, 1, 187-193.
McNeese, M. D., Pfaff, M. S., Connors, E. S., Obieta, J. F., Terrell, I. S. and Friedenberg, M. A. (2006) Multiple
vantage points of the common operational picture: Supporting international teamwork, Proceedings of the
50th Annual Meeting Human Factors Ergonomics Society, 467-471.
Munkvold, B. E., Radianti, J. R., Rød, J. K., Opach, T., Snaprud, M., Pilemalm, S. and Bunker, D. (2019) Sharing
incident and threat information for common situational understanding, Proceedings of the 16th International
ISCRAM Conference, Valencia, Spain.
Norwegian Ministry of Justice and Public Security (2016) Risk in a Safe and Secure Society, On Public Security,
Meld. St. 10 (2016-2017) Report to the Storting (white paper).
Opach, T. and Rød, J. K. (2014) Do choropleth maps linked with parallel coordinates facilitate an understanding
of multivariate spatial characteristics?, Cartography and Geographic Information Science, 41, 5, 413-429.
Robinson, A. C., Roth, R. E. and MacEachren, A. M. (2010) Challenges for map symbol standardization in
crisis management, Proceedings of the 7th International ISCRAM Conference, Seattle, USA.
Sikkerhetsutvalget (2016) Samhandling for sikkerhet, Beskyttelse av grunnleggende samfunnsfunksjoner i en
omskiftelig tid, Norges offentlige utredninger 2016: 19.
Van Dijk, H. (2015) Situation Awareness in Crisis Situations: Development of a User Defined Operational
Picture, Proceedings of the 12th International ISCRAM Conference, Kristiansand, Norway.
Wang, F., Wen, R. and Zhong, S. (2010) Key issues in mapping technologies for disaster management, 2nd
International Conference on Information Engineering and Computer Science, IEEE.
Wegner, D. M. (1987) Transactive memory: A contemporary analysis of the group mind, Theories of group
behavior, 185-208, Springer, New York, NY.
Weisburd, D., Mastrofski, S. D., McNally, A. M., Greenspan, R. and Willis, J. J. (2003) Reforming to preserve:
Compstat and strategic problem solving in American policing, Criminology & Public Policy, 2, 3, 421-456.
Zhou, M. X. and Feiner, S. K. (1998) Visual task characterization for automated visual discourse synthesis. Human
Factors in Computing Systems Conference, 18–23 April 1998, Los Angeles, New York: ACM Press, 392-399.

WiP Paper – Geospatial Technologies and Geographic Information Science for Crisis Management (GIS)
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

516

Opach et al.

Towards a Route Planner Supporting Pedestrian Navigation

Towards a Route Planner Supporting
Pedestrian Navigation in Hazard
Exposed Urban Areas
Tomasz Opach

Carlo Navarra

Norwegian University of Science
and Technology / Linköping University
tomasz.opach@ntnu.no

Linköping University
carlo.navarra@liu.se

Jan Ketil Rød

Tina - Simone Neset

Norwegian University of Science
and Technology
jan.rod@ntnu.no

Linköping University
tina.neset@liu.se

ABSTRACT

This study aims to design a route planner functionality that includes real-time context information from physical
sensors and citizen observations to support pedestrian navigation in urban areas exposed to extreme heat and
floods. Urban population is growing and people living in urban areas are especially exposed to heat and urban
flooding, which are two of the anticipated effects of climate change. Route planning functionality can be of value
to individual citizens, especially those with limited mobility, as well as for healthcare professionals and authorities
who are responsible for crisis response and management. Although the route planner functionality is to be
experimentally implemented in a specific tool with the use of broadly available web technologies and real time
data, a major generic outcome is the framework that can be used to develop the functionality as part of a decision
support tool of any kind.
Keywords

Pedestrian Navigation, Route Planning, Exposure To Heat, Exposure To Flood, Decision Support System.
INTRODUCTION

Route planning functionality has become a common element of various decision support and management systems
dedicated for different purposes, including crisis response and management. Although many solutions exist (Bauer
et al., 2010) and even more implementations have been undertaken, there are still challenges to be addressed for
the development of route planner systems to support navigation in specific environmental conditions, such as
heavy rain or snowy roads, and for specific target groups. Firstly, previously developed solutions have typically
limited applicability due to either sophisticated methods or lack of easily available data and technology (e.g.,
Rußig and Bruns, 2017). As a result, some solutions exist only as proof of concept implementations limited to
certain areas and specific conditions. Therefore, any attempt to make such solutions available is appreciated by
practitioners. Secondly, although context-aware route planners have already been considered by scientists more
than two decades ago (Abowd et al., 1999), they seldom employ recently collected context information or crowdsourced real-time data (Rafidi, 2013). An exception, of course, is the broadly known Google Maps Traffic API
that permits route planning based on road traffic. Nevertheless, Google Maps Traffic does not engage users for
data collection since GPS positions are collected automatically from people using Google Maps apps on certain
mobile devices.
Aim, research questions, and contribution

We call the pedestrian route planner we develop for WayFinder, and it constitutes part of the CitizenSensing web
application (see below) that is available for the project’s four partner cities: Norrköping in Sweden, Porto in
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Portugal, Rotterdam in the Netherlands, and Trondheim in Norway. Our generic aim is to design a framework for
map-based decision support tools that facilitate pedestrian navigation in hazard exposed urban areas. As hazards,
we so far have included heat and pluvial flooding since these are the hazards identifyed by our participating
stakeholders. Our long-term ambition is to include multiple types of climate – or environmental hazards.
Furthermore, the primary assumption is to integrate a typical route-planning functionality with real-time
environmental measurements and citizen observations. Our study is guided by three research questions (RQs):
(1) How can a pedestrian route planner system make use of real-time observations volunteered by citizens
to support navigation in urban areas exposed to heat and inundation?
(2) How can a pedestrian route plannermake use of real-time context information about environmental
conditions such as climate parameters?
(3) How are the interactive functions and content of a pedestrian route planner to be designed?
By addressing these three research questions, our contribution to the field of information systems for crisis
response and management are both conceptual and operational suggestions on how a route-planning functionality
to support pedestrian navigation in hazard exposed urban areas can be designed and implemented. We also
formalize some development steps to further facilitate other similar implementations in information systems for
crisis response and management of any kind.
RELATED RESEARCH AND CONTEXT
Route planners

Route planners, based on the classic Dijkstra algorithm (1959) or on its derivatives and more sophisticated
methods (Bauer et al., 2010), are commonly used for military purposes (e.g., Björkbom et al., 2013), fleet
management, as well as in applications for other civil use such as scenic route planners (Teslya, N., 2014; Gavalas
et al., 2017; Novack et al., 2018), bicycle route planners (Hochmair, 2004), and wayfinding and navigation in
specific places (Arenghi, 2018) or during specific events (Yin et al., 2019). Route planners work as separate
decision support tools and serve as part of complex systems, e.g., geospatial technologies used in crisis and
emergency management such as traffic evacuation (Tan and Chan, 2008). Then, a route planner can constitute
part of a common operational picture (COP) or a situation awareness system to be used either in a portable device
by a mobile emergency unit, or in a wall display in a command room. However, no matter what their main
purposes are, route planners have one feature in common, they all suggest routes based on multivariate
optimization, taking into account specific conditions that concern directly the route to be passed (route length,
time distance) and the environment (physical context) the route is to pass by (e.g., land cover, terrain steepness,
climate conditions, population density, noise). The information about the environment can concern its present
state, as well as its historical characteristics or forecasts for the future.
Pedestrian navigation in exposed areas

Pedestrian routing has its specific set of challenges and opportunities. One of such is the necessity of including
detailed sidewalks data in routing algorithms and the problems algorithms have to model the possibility of
traversing parks and plazas (Andreev et al., 2015). Another challenge is accessibility/inaccessibility of locations
due to, for example, steepness or stairs, particularly important for routing algorithm for users with walking
disabilities (Holone et al., 2007). Regarding opportunities, the use of photos can facilitate wayfinding in unusual
situations where the user has to walk through a specific gate or along a certain path. In these cases, photographs
can provide information and reassurance to support the navigation decision (Beeharee and Steed, 2006). A large
body of scientific literature reports on studies by architects and urban planners on mapping areas that are either
recommended or excluded for pedestrians or other public space users during specific extreme events (e.g.,
Martins et al., 2016; Melnikov et al., 2017; Rußig and Bruns, 2017), including outdoor thermal comfort
(Yoshida et al., 2019) and pluvial flooding (Russo et al., 2013).
Heat is a risk to human health and wellbeing, and heatwaves have been frequently addressed in urban climate
adaptation studies, which however must be defined by thresholds that correspond to local weather conditions and
their impact on human health and systems (Huttner et al., 2009). Hirschi et al. (2011) argue that extreme heat
waves become more frequent and more intensive in Central Europe due to climate change. Therefore, getting
insight into how people react on heat (what Yoshida et al., 2019, term ‘thermal perception’) along with their
activities in public urban spaces helps architects and city planners to test their concepts and to design smarter and
more liveable cities (Melnikov et al. (2017). For instance, Martins et al. (2016) suggested to integrate vegetation
with strategically placed water fountains to improve the outdoor thermal comfort of pedestrians. However,
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extreme heat can occur over large geographic areas and can in combination with other factors such as humidity
increase the risk of negative health impacts and death. Therefore, public urban spaces can be only partially adapted
to extreme heat and citizens also require other support, especially vulnerable groups such as the elderly or children.
Pedestrian navigation tools that facilitate planning daily activities during heat events serve as a good example of
such (Rußig and Bruns, 2017).
During another extreme event type—urban flooding—the safety of citizens can be compromised when they are
exposed to flows that exceed their ability to remain standing or to traverse flow paths (Russo et al., 2013). It
happens if uncontrolled runoff flows on streets, creating a significant hazard for pedestrians. More frequently,
pluvial flooding leads to less extreme situations, e.g., when a cloudburst or meltwater create flood conditions that
block streets and sidewalks. Such conditions can become even worse, if there are snow and ice traces remaining
on the streets. In such cases, pedestrian navigation tools can support citizens helping them to avoid inundated
areas by displaying “blue spots” (Balstrøm and Crawford, 2018), i.e., modeled data on places where surface water
accumulates. Since exposed areas might be larger than those shown by models, the tools can include real time
data and observations.
The vast majority of prior studies on human exposure to extreme conditions, such as heat stress, are mostly based
on already collected data (e.g., Rußig and Bruns, 2017). However, since hazard exposure conditions may change
relatively quickly, it is of importance to assess the potential of real time observations and measurements and
incorporate such information into a map based interactive tool that provides users with a typical routing system.
The Citizen Sensing project

A pedestrian route planner functionality is being designed under the umbrella of the Citizen Sensing project
(http://citizensensing.eu/). The project’s main deliverable is a participatory risk management system that
incorporates place-specific information and functions as an integrative platform for citizens and relevant
organizations at different scales. The system is co-developed with stakeholders and consists of a database, a web
app, a sensor network, and a web portal. The web app (Figure 1A) enables citizens to investigate real-time climate
parameters derived from open access weather station networks in a certain area, act as sensors that report on
critical parameters, and that obtain recommendations on how to behave during an extreme event. All reports are
stored in the project’s database and can be examined through the web portal that has two instances: a simplified
public version, and a password protected version (Figure 1B), enabling access to all collected data.

A

B

Figure 1. The CitizenSensing web app (A) enables citizens to investigate real-time climate parameters in a certain
area, act as sensors reporting on critical parameters and obtain an advice on how to behave during an extreme event;
whereas the CitizenSensing web portal (B) enables investigating user observations submitted to the project’s
database (example shows submissions for the city of Trondheim, Norway)

The web app also features a pedestrian route planner functionality to provide added value to the app users. For
instance, during a heat event, a citizen – or a visiting tourist – can use the app to report on how extreme heat
affects them. Such engagement might be triggered by the fact that exposure or vulnerability mapping seldom
“measures” how various hazards affect people. After reporting, the user obtains the recommendation to drink
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water (and where to get it), and is provided with the link to a map display which shows where to go to find cool
places. Such a map display can be accessed regadless of the willingness to report on weather events and redirected
to automatically if the climate parameters from the sensor network exceed critical values. Such a map display has
been experimentally implemented as the pedestrian route planner “WayFinder” guiding users to the nearest park
or other place with less asphalt and brick, and with more shadow and wind, or to a museum or other air conditioned
public building.
PASSIVE AND ACTIVE ROUTE PLANNER FRAMEWORK
The concept of a passive route planner

A passive system integrates a typical routing system with background information; however, the routing system
in itself is not context-aware. Although context information, such as auxiliary thematic overlays, real-time sensor
data with climate parameters, and citizen observations can be provided in the tool, it is not taken into account by
the routing algorithms (Figure 2). The system is referred to as passive because it only displays information without
“actively” using it to calculate an optimized route. Therefore, the way how provided information is merged into a
meaningful message depends on the interpretation by the user, and thus, depends on user skills and experience.

Figure 2. The pipeline in a passive routing system

A passive route planner benefits from including crowd-sourced real-time observations (see RQ1), by displaying
them directly as map markers on a map display along with the calculated route suggestions or by processing them
and displaying the resulting data as, e.g., a kernel density estimation map. When it comes to equipping the tool
with real-time and up-to-date contextual information about environmental conditions (RQ2), a passive system
displays such information as thematic overlays, allowing users to be aware of real time environmental conditions.
Finally, the design of the functionality and the content of a passive system (RQ3), depends on user tasks and
planned use scenarios.
A good example of passive route planners are common operational picture tools supporting situational awareness.
Such tools, typically complex and multicomponent, provide route planning functionality along with background
information depending on the target users’ needs and requirements.
The concept of an active route planner

An active system differs substantially from a passive one. Here, routing algorithms include context-specific
information that, similar to the passive approach, can concern past or present conditions, or can include forecasts.
However, the active routing system, “actively” incorporates auxiliary information and optimizes route calculation
taking into account local conditions (Figure 3). As a result, although the user is provided with suggestions, the
user engagement and interpretation are significantly reduced.
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Figure 3. The pipeline in an active routing system

An active route planner benefits from including real-time crowd-generated observations (RQ1) by incorporating
them directly in routing algorithms. When it comes to equipping the tool with real-time and up-to-date context
information about environmental conditions (RQ2), an active system also includes such information in routing
calculations. The functionality and the content of passive system (RQ3) can be extensively limited and simplified
as the system provides users with ready-to-use solutions.
There are a number of studies that exemplify the concept of an active routing system. Nurgazy (2019) investigated
a pollution-based route planning and presented CAVISAP, a context aware visualization of air pollution with IOT
platforms. In turn, Rußig and Bruns (2017) proposed an approach to reduce heat stress for individuals by creating
a decision support system that computes heat-optimal paths to locations as well as the optimal points in time to
perform a desired action. Although their system “actively” considers available context information, users can
decide for themselves whether the trade-off between additional distance and heat stress reduction is acceptable.
Another example of the active approach is a routing cost function that helps to evaluate a number of trips (origin–
destination pairs) in terms of their attractiveness according to specific criteria, e.g., more “social”, greener, and
quieter than the respective shortest routes (Novack et al., 2018). Finally, real-time trip planning with the crowd
(Rafidi, 2013) also exemplifies an active approach by giving travelers a quick and convenient travel planning
assistance based on crowd-powered trip planning.
PRELIMINARY RESULTS

The route planner WayFinder has so far been developed as a passive system and experimentally implemented in
the CitizenSensing web application (see Figure 1A), while an active version is currently under development.
Therefore, in this work-in-progress article, we report on the outcomes of our conceptual investigations (i.e., on
the framework briefly presented in the previous section) and, in this section, on the current passive system. The
active extension is briefly sketched out in the two use case scenarios and in the discussion section along with the
plans for the future.
Proof-of-concept implementation
Technical details

The WayFinder protype system has been developed in JavaScript and TypeScript using the Angular web
framework, a front-end web application platform. WayFinder uses Google Maps API for a route planner
functionality supporting pedestrian navigation. It also uses the data stored in the CitizenSensing project’s database.
The data comprises real time measurements from weather station networks and voluntarily generated information
on selected weather events (high temperatures, low temperatures, heavy rainfall, drought, snowfall, strong wind,
storm, storm surge, and seasonal observations) as well as information regarding how those events affect citizens
and environment, along with image files and textual descriptions.
The architecture of the CitizenSensing system is presented in Figure 4. We used JavaScript to develop the system
since it has become the most common technology in modern web development. Numerous JavaScript free libraries
make the web design and development process easy and quick. The CitizenSensing server-side architecture (backend) has been impleneted in JavaScript using Node.js in combination with the Express.js framework. In turn, the
system’s web application (front-end) has been developed with Angular and Google Maps API has been used for
the mapping functionality. The routing mechanism is so far based on Google Maps API; nevertheless, there are
other routing libraries such as Leaflet Routing Machine or OpenLayers Routing Machine that we consider to use
in our application and will be tested along with the progress in the active routing system.
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Figure 4. CitizenSensing architecture

WayFinder makes use of past and real time data. Currently, we do not plan to use forecasts neither in the passive
nor in the active version. Regarding historical data, WayFinder incorporates blue spots modeling for Trondheim
and urban heat island data for Norrköping and Porto. The data is stored in the CitizenSensing project’s database.
In the following section, we report on the collection of real time data as well as on the decisions regarding the
functionalities implemented in the WayFinder system.
Weather station networks to gather context specific real time measurements

There is a growing body of scientific research regarding terrestrial or remote methods that enable collecting real
time measurements. Volunteered geographic information plays a specific role in this context since with the advent
of private weather station networks, more high-resolution data are now available within cities to better analyze
various weather events such as extreme heat or cold (Seebacher et al., 2019). In our study, we make use of such
voluntarily collected climate parameters (i.e., air temperature, pressure, and humidity) gathered from an open
access weather station network. Additionally, we have also integrated data from a weather station network
administrated by a municipal initiative (Porto), and from a few weather stations established in Norrköping and
Trondheim as part of the CitizenSensing project.
Climate parameters are collected for the partner cities every half hour and presented on the application’s map
display as map markers. The markers are color-coded based on the temperature parameter. Additionally, we use
a Javascript library with the ordinary kriging algorithm1 to calculate, every half hour, a statistical surface with
interpolated air temperature. The surface is displayed in the web application as a raster thematic overlay together
with the map markers. Figure 5 shows the markers for the city of Norrköping along with the raster overlay. The
color-coding of the markers and the raster overlay is experimental and will evolve along with the tool development.

1

https://www.npmjs.com/package/@sakitam-gis/kriging
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Figure 5. Map markers represent a subset of a weather station network for the city of Norrköping; the raster overlay
has been generated based on measured air temperature
Citizen science and participatory mapping to gather context specific real time observations

The CitizenSensing web application primarily enables users to report on their observations. Collected data on
ongoing weather events and their effects are next displayed in the web application and in the web portal (Figure
1B). The primary aim of displaying collected data on maps is to increase awareness by triggering citizen
engagement. However, we also make use of collected data, especially those real time, to support users in their
pedestrian navigation during a heat event and, in particular, if a pluvial flooding occurs. The latter case is of
special interest to us since open access weather station networks do not provide real time “measurements” on
flooded areas. Therefore, voluntarily reported observations of real time blue spots as those included in the
screenshot from the web portal presented in Figure 6 can significantly facilitate selecting unflooded walking paths.

Figure 6. A reporting on a heavy rainfall that occurred on November 21, 2019 in Trondheim that resulted in
inundated streets and sidewalks

Real time observations are so far used “passively” as a background overlay for optimized routing suggestions. In
the next attempt, voluntarily reported data will be “actively” incorporated into routing algorithms. However, with
such an approach, not the whole content of reports can be directly incorporated into routing algorithms. For
instance, textual and graphical annotations need to be first “transcribed” into variables that can be next used by
routing algorithms. Textual annotations need to be checked for words / phrases that suggest avoiding specific
areas. Next, such words / phrases are to be granted scores that can be incorporated in the routing algorithms. In
turn, image recognition methods need to be used to detect inundated / exposed to sunlight areas that should be
avoided in the routing algorithms.
Functionalities
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If a route planner is to provide users with final route suggestions with no extra information or with very limited
auxiliary content, then the WayFinder’s map display can be simple and equipped with basic interactive functions.
However, since the passive system aims to show routing options along with background information, it is
necessary to equip the tool with necessary interaction techniques.
In its current passive version, the WayFinder prototype’s map display presents a user position (if a client location
is enabled) and a number of target POIs from a predefined list of objects (park, cafe, museum, library, supermarket)
within an arbitrarily set distance threshold (as for today it is 1 km). These settings can be easily customized and
the current parameters have been set as a proof of concept. The target POIs can be selected and then, a shortest
route suggestion is being displayed between the user position and the selected POI along with a route length tag.
The suggested path can be modified by adding waypoints that can be dragged by the user across the street network.
Of value to such modification is access to auxiliary overlays, i.e., users can enable map layers with markers
showing real time temperature, markers showing submitted observations on high temperature and heavy rainfall,
and a raster overlay with air temperatures interpolated from real time measurements. Moreover, three of the
partner cities have own specific thematic overlays: an urban heat island map is available for Norrköping, heat
zone mapping for Porto, and for Trondheim – a blue spots mapping.
As the study is still in progress, more sophisticated geographic visualization techniques are also under
consideration to make the passive system usable and useful. For example, route suggestions, apart from the map
display, can also be presented in an adjacent visual component that shows them as cross-sections of specific
attribute space such as terrain steepness, temperature, or noise.
Use case scenarios: child care and tourism

We exemplify the WayFinder functionality with two use case scenarios. The first case concerns decision support
for child care staff during inundation, while the second case illustrates how WayFinder can support tourists in the
urban area during a heat event.
Case 1: Planning daily activities for children in a kindergarten in the city of Trondheim, Norway

In the Norwegian context, kindergarten personnel are encouraged to arrange outdoor activities regardless of
weather conditions. There are of course certain constraints if extreme weather events occur; nevertheless, the
threshold for considering weather conditions as unsuitable for taking children for outdoor activities might be
considered as less restrictive than in other countries. As a result, rainy weather is not an obstacle for kindergarten
personnel to organized outdoor activities for the children. However, even if such practices are common, it does
not mean that proper planning and safety issues are neglected. As there is a long tradition is Norway to organize
outdoor activities, inhabitants know how to prepare equipment and appropriate clothing. In this particular case,
the WayFinder would offer support by optimizing a walking route to get to a specific place if water accumulates
in low-laying places in the nearby area due to, for instance, melting snow. In this specific case, the WayFinder
display suggests a walking path along with a thematic overlay that shows a blue spots mapping (Balstrøm and
Crawford, 2018). Users can see the shortest path (Figure 7A) and manipulate it if necessary (Figure 7B), for
instance in case the presented path crosses inundated areas, e.g., due to melting snow and ice or resulting from a
heavy rainfall preceding the walking trip.
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A

B

Figure 7. WayFinder suggests a walking path (A) where users can take into account the blue spots mapping and
modify the path (B) to avoid areas that are shown as being inundated

An active extension of this routing system would include the blue spot maps directly in the routing algorithm. The
algorithm would also include voluntarily collected citizen observations about water flow. Additionally, the active
version could enable the child care personnel to supply spatially explicit information in relation to observations
of local impacts, such as validating existing data overlays, submitting information or uploading images on
additional flooded areas, or annotating textual information that supports other citizens or child care professionals
to select safer routes, avoid specific places or plan for different pathways on their trip.
Case 2: Supporting tourists in the city of Norrköping, Sweden

Temperature based routing approaches to mitigate heat stress in daily activities have been presented by Rußig and
Bruns (2017) and have the potential to enable heat sensitive groups to avoid urban heat islands. This is in particular
relevant for groups that lack local knowledge, such as tourists. Our second example would imply that a group of
visitors in the city of Norrköping is planning a walking trip through the city. The group is not prepared for the
extreme heat development that occurs in the inner city during the early afternoon. The group of tourists uses the
WayFinder in this case either to locate the nearest place that offers shade, such as a city park and a freshwater
fountain, or to locate indoor air conditioning in a place where the visitors can wait for a train, such as a café at the
railway station. WayFinder displays the closest route to such a selected location (Figure 8A) with a thematic
overlay showing urban heat island effect, so that the user can manipulate the route in case it leads through an area
with increased risk for heat. As a result, a modified route can lead along the river as in Figure 8B.
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A

B

Figure 8. WayFinder suggests a walking path from the place A to the Espresso House at the railway station in
Norrköping, Sweden (A), or users can take into account the urban heat island effect and modify the route to a cooler
walk along the river (B)

An active version of this routing system would include the data on the urban heat island effect directly in the
routing algorithm. The algorithm would also include real time temperature measurements and voluntarily
collected citizen observations. An active system, after displaying optimized routing suggestions, could further
enable users to add information regarding local heat islands – either validating given information, adding more
spatially explicit information to the map, annotate with either images or text. This type of information could
further include suggestions for adaptive action, such as where to reach a shaded park area, cool down in a fountain,
or providing additional examples of activities that can be conducted in the city during heat waves.
DISCUSSION AND CONCLUSION

Table 1 juxtaposes the features of the two conceptual route planner frameworks for pedestrian navigation with
regard to the three research questions. If a pedestrian route planner system is to be developed with the passive
routing framework, then the benefit from including real-time weather observations volunteered by citizens (RQ1)
concerns displaying them along with route suggestions. Then, if the observations concern (extreme) air
temperature, such information can help to modify the suggested route by adding waypoints that enable the user to
avoid areas exposed to extreme heat (extreme temperatures measured by specific weather station units). Similar,
“automatized” mechanism, can be implemented in an active routing system, as in the study by Rußig and Bruns,
(2017). With regard to urban flooding, to the best of our knowledge, there is no accessible observation network
that provides real time data on inundated areas.
Table 1. Passive vs active route planner framework
Short RQ

Passive routing system

Active routing system

RQ1: How can a pedestrian route
planner system make use of real-time
observations volunteered by citizens?

Can display such information along with
route suggestions

Can include such information in
context-aware routing algorithms and
also, to a minor extent, display it along
with route suggestions

RQ2: How can a pedestrian route
planner system make use of real-time
context
information
about
environmental conditions?

Can display such information along with
route suggestions

Can include such information in
context-aware routing algorithms and
also, to a minor extent, display it along
with route suggestions

RQ3: How are the interactive
functions and content of a pedestrian
route planner be designed?

Content-rich approach with extensive
functionality

Simplified content
interactive functions

and
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The essential shortcoming of including voluntarily contributed real time climate data in a routing system is the
validity of such data. This is the critical limitation of the system. Firstly, there is no control over how citizens
perform their volunteer observations, whether their private weather stations are properly calibrated and deployed
in proper places, and whether the provided data are real. Secondly, the stations are typically deployed in inhabited
areas so uninhabited areas such as parks or city green areas are often not covered by weather station networks.
Therefore, for example, a statistical surface with interpolated air temperature is biased as there are no, or very few,
recordings in potential cooler areas such as in parks. Such issues impede making use of real time weather
observations, especially if the system is to be developed with an active framework. Then, all nuances need to be
included in the algorithms since any outlier may lead to false route suggestions. One solution can be the use of
historical climate data, for instance, on heat records to validate measured data. Several of these methodological
challenges have been identified in the scientific literature (e.g., Resch, 2013).
Crowd-generated real-time observations on weather events and their impacts on human beings and environment
(RQ2) can be used in a similar way as the information gathered from voluntarily administered weather stations
(see Table 1). Thus, the advantages as well as shortcomings are similar to the previously described. For example,
the primary limitation is an uneven distribution of reported observations, with a possible lack of data for certain
areas. In these cases, data on historical events such as floods can help determine areas that should be avoided.
However, there are two basic differences. Contrary to the data from weather stations, citizen observations can
provide direct information about inundated areas, which can be either displayed or included in the routing
algorithms. The second difference concerns the data format. While private weather stations collect specific climate
parameters, usually, air temperature, humidity and pressure, crowd-sourced real-time observations can encompass
not only standardized answers, but also comments and photos. While these can provide significantly more
information, they might require verification. Particularly challenging is the inclusion of comments and photos
directly in routing algorithms as proper techniques need to be employed to translate qualitative description into
quantitative results (Srnka and Koeszegi, 2007) to be included in the algorithm formulas.
As such, the third RQ, focusing on the functionality of route planner systems, is the most challenging. Generally,
the functionality of a passive system depends on user capabilities. The tool can provide users with available
information and can be equipped with various interaction techniques. However, it is the user who determines
whether the tool is not cognitively overloaded (Bunch and Lloyd, 2006) and to what extent the provided
functionality is comprehensible. In turn, if the route planner is developed based on an active routing framework,
citizen observations are incorporated in the route calculations. A successful functionality then depends on the
algorithms being able to provide the user with a smart final routing suggestion without necessarily offering any
additional background information. In practice, of course, such information can be conveyed; nevertheless, as
already incorporated during the algorithmization stage, does not need to be considered so attentively by the users.
With the progress in web technologies, more and more sophisticated solutions are available for routing
multivariate optimization. The bottleneck is access to reliable and freely available real-time volunteered weather
data covering large geographic areas that can be incorporated in route planners supporting pedestrian navigation
in hazard exposed urban areas.
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ABSTRACT

In the process of network operation, it is of great significance to evaluate the emergency capability for the safety
and resilience of urban rail transit. In this work, we proposed an emergency capability evaluation model of network
operation-based urban rail transit by building a four-level index system. AHP (Analytic Hierarchy Process)
method demonstrated the effectiveness of the evaluation index system. The ranking of index importance Wi
characterizes the emergency capability of network operation-based urban rail transit. Taking Shenzhen Metro as
an example, this study analyzed the risk in the actual network operation, evaluated the emergency capability of
network operation and calculated the comprehensive score of emergency capability. Furthermore, based on the
correlation analysis results from the emergency capability indexes, we put forward some measures to improve the
weaker indexes in the evaluation. The results indicate that the emergency capability evaluation method of network
operation-based urban rail transit proposed in this study can better guide the emergency management of network
operation-based urban rail transit.
Keywords

Urban Rail Transit; Network Operation; Emergency Capability Evaluation; Evaluation Index System.
INTRODUCTION

At present, urban rail transit in China is coming into a new network era with the characteristics of line
interconnection and seamless transfer (Saidi et al., 2017; Xiao et al., 2018; C. Yang et al., 2018; Z. Yang & Chen,
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2018). Resource integration and sharing, centralized operation management and the overall coordination in the
whole network are emphasized and significant in network operation-based urban rail transit (S. Li et al., 2019;
Ren, 2016). Especially in the case of degraded condition or emergency condition, it can make the most of the
advantages of the whole network with the comprehensive monitoring, coordination and efficient emergency
management capabilities and then the spread of crisis events can be effectively controlled. Thus, the safety and
resilience level of urban rail transit can be improved in the process of network operation (Q. Li et al., 2017).
Due to the complexity of network structure, the various and relevant functions of different lines, the increasing
density and unbalance distribution of passenger flow and the diversification of train operation organization (Ren,
2016), network operation-based urban rail transit is confronted with the dual challenges of daily safety
management and emergency disposal in case of emergencies (L. Sun et al., 2018). Therefore, it is of great
significance to conduct the emergency capability evaluation work for network operation-based urban rail transit
and it can improve the accident prevention university capability and emergency response capability for network
operation management department in urban rail transit (Wen, 2013).
Heretofore, research abounds on emergency capacity evaluation of urban rail transit, especially in risk evaluation
and emergency rescue disposal of different kinds of hazards in urban rail transit. For instance, based on the
experiences of terrorist attacks and other emergency situations in metro, the critical systems were identified and
some improvements to the design of metro coaches were proposed (Bruyelle et al., 2014). In terms of metro
construction, pre-construction risk identification and risk warning in construction are very important, so the safety
risk identification system and early warning system for China’s metro construction can be designed for China’s
metro construction based on Building Information Modeling (BIM) platform (M. Li et al., 2018) or an
internet/intranet integrated platform (L. Y. Ding & Zhou, 2013). For fire or explosion emergency in metro
operation, we can analyze subway fire emergency response process by modeling and numerical simulation (Ma
et al., 2017; Zhong et al., 2008). When it comes to natural disasters in metro, we can make use of a variety of risk
assessment technical means to study in a comprehensive way, such as statistical methods, multi-criteria analysis,
Geographic Information System (GIS) and/or Remote Sensing (RS) analysis, and scenario-based analysis (Lyu et
al., 2019). In brief, there are many subway-related injuries and fatalities happening due to various reasons every
year. So we can also assess the metro risk and emergency capability from the perspective of analyzing the accident
records and the data of injuries and deaths (Rodier et al., 2018).
With regard to emergency capacity evaluation methods of urban rail transit, some noticeable progress has been
achieved by scholars at home and abroad. There exist several approaches to research emergency capacity
evaluation, including establishing evaluation index system (Huang & Li, 2006; N. Sun, 2010; Yan et al., 2019; G.
S. Yang & Xu, 2011), conducting questionnaire survey (Guo et al., 2016; Mu et al., 2014), building metro risk
network (Q. Li et al., 2017), designing operation incident database (Zhang et al., 2016), utilizing operation fault
log (Avci & Ozbulut, 2018), modeling the QuEP framework (Núñez et al., 2016), et al. Among them, evaluation
index system method is the most widely adopted. Furthermore, different quantitative methods are utilized to better
process the indexes, such as AHP (Chen & Zhang, 2009; G. S. Yang & Xu, 2011), the fuzzy matter-element model
(Yan et al., 2019), , extension distance function (Xu, 2012), structure entropy weight method (Xu, 2012; Yan et
al., 2019), subway risk factor function (Avci & Ozbulut, 2018) and other methods.
In summary, it can be obtained from the above studies that research on emergency capacity evaluation of rail
transit present diverse and rich both in content and in method. However, few studies emphasize the emergency
capacity evaluation of rail transit under the condition of network operation. On the other hand, the validity of the
established indicator system is rarely demonstrated. Therefore, it is necessary to choose an appropriate method to
evaluate emergency capability of network operation-based urban rail transit and demonstrate its validity. At the
same time, as a decision-making method, AHP (Wind & Saaty, 1980) has the characteristics of strong applicability,
simple calculation, good practicability and systematization (J. Ding, 2009). Especially in the case of few objective
data, the complex problems are decomposed layer by layer according to the relationship of indexes in AHP. Then
the comprehensive evaluation results can be gained based on the relative importance degree among indicators
through the expert scoring method. In this regard, AHP has a wide practical applicability and can be used to
demonstrate the effectiveness of the index system (Wind & Saaty, 1980).
This purpose of this study is to propose a method with strong applicability to evaluate emergency capability of
network operation-based urban rail transit. By this means, we can discover some shortcomings and then find out
some measures to deal with them. Therefore, in view of this above research background, combined with the theory
of risk analysis, accident prevention and emergency management, the requirements of Regulations for operation
management of urban rail transit (GB/T 30012-2013) and Specifications for developing plan to urban rail transit
operation emergency (JT/T 1051-2016), the relevant industry standards and regulations as well as the
characteristics of network operation in urban rail transit, this work proposes an emergency capability evaluation
model of network operation-based urban rail transit by building a four-level index system and AHP method is
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used to demonstrate the effectiveness of the evaluation index system. Besides, taking Shenzhen Metro as an
example, the emergency capability in network operation is evaluated in this way. Furthermore, the improvement
measures for the weaker indexes in the evaluation are put forward in combination with the practical situation of
Shenzhen Metro. This emergency capability evaluation method of network operation-based urban rail transit is
proved to be of high application value in urban rail transit.
MODELING AND VALIDITY DEMONSTATION
Emergency capability evaluation modeling for network operation-based urban rail transit

As a direct and effective method, establishing the index system is most widely used in evaluating emergency
capability of operation company. On the basis of the organization system, operation mechanism, legal basis and
emergency guarantee system, the construction of emergency capability evaluation system in operation company
should comprehensively consider the situation of enterprise emergency response plan, actual production and
operation. In this case, combined with safety system engineering, risk analysis, accident prevention theory,
relevant standards and specifications and the characteristics of network operation-based urban rail transit, the
emergency capacity evaluation index system in network operation-based urban rail transit can be modeled.
In this model, emergency response capacity in urban rail transit is seen as the overall index. According to the
process of accident emergency management (J. Ding, 2009), there are four first-level indexes under the overall
index, including accident prevention capacity, emergency preparedness capacity, emergency response capacity
and emergency recovery capacity (U1~U4). On this basis, it is further decomposed, layer by layer, into 21 secondlevel indexes (T1~T21), 55 third-level indexes (X1~X55) and 160 fourth-level indexes (Q1~Q160). The fourthlevel indexes represent the specific performance of emergency response capability in urban rail transit enterprises.
Because of a tremendous number of third-level and fourth-level indexes, here one or two examples are given to
illustrate the concreteness of these indexes down to level four. For instance, under the U1 (accident prevention
capability), there is a second-level index T1 (emergency plan), likewise, the third-level index X1 (emergency plan
system) is under T1. More specifically, X1 is composed of the fourth-level indicator Q1 and Q2, where Q1 means
that emergency plan should be compiled in accordance with the Specifications for developing response plan to
urban rail transit operation emergency (JT/T 1051-2016) and the other industry standards or regulations and Q2
means that comprehensive contingency plans, special contingency plans and on-site handling plans have been
formulated. As another example, T13 (network coordination and rescue mechanism) is subordinate to U3
(emergency response capability). Further, the third-level index X40 (emergency coordination) belongs to T13 and
one of the indexes under the T13 is the fourth-level index Q118 which means that the mechanism for reporting,
transmitting and sharing emergency information has been established among departments.
AHP demonstration of emergency capability evaluation model

The effectiveness of the emergency capability evaluation index system in network operation-based urban rail
transit needs to be demonstrated before its practical application. Through conducting the investigation and
interview for emergency management experts or scholars and operation management professionals in urban rail
transit, the scientific determination and importance ranking of the weights for the above-mentioned indexes can
be carried out to ensure the effectiveness and applicability of the index system. In this research, AHP analytic
hierarchy process (AHP) is adopted to determine the index weight Wi. With the 1~9 sign method, complex
problems are decomposed step by step, and the relative importance of each index in the hierarchy is compared in
pairs to determine the comprehensive importance order of each index. The specific steps are as follows:
(1) As presented in Figure 1, an AHP demonstration model for the index system is built based on the emergency
capability assessment index system. In the AHP model, the target layer (A) is emergency capacity. According to
the process of emergency management, the criterion layer consists of four first-level indicators, including accident
prevention capability (U1), emergency preparedness capability (U2), emergency response capability (U3) and
emergency recovery capability (U4). And the scheme layer is the secondary index corresponding to U1~U4.
(2) Based on the AHP demonstration model for the emergency capability index system, the relative importance
comparison of the indexes in the criterion layer and scheme layer are given by emergency management experts
or scholars and operation management professionals in urban rail transit with the consistent matrix method and 19 sign method. Thus, the judgment matrixes of the criterion layer-target layer and the scheme layer-criterion layer
can be respectively constructed.
(3) The maximum characteristic roots and eigenvectors of the above judgment matrixes are calculated and
normalized. The results are the weights of indexes, that is, the influence degree of importance. The weight ranking
of the criterion layer, the scheme layer to the target layer is respectively shown in Figure 2 (a) and (b). It can be
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seen from Figure 2 (a) that the weight of accident prevention capability (U1) to the emergency capability of the
whole urban rail transit is maximum and 0.555, the second one is the emergency response capability (U3) with
0.252, and the emergency preparedness capability and emergency recovery capability have the lowest influence
on the overall emergency capability. In the Figure 2 (b), compared with other indicators, emergency response plan
is the most important to the assessment of the whole emergency capacity, accounting for 22.84%. The following
elements are emergency command, risk analysis and hidden danger detection, monitoring and early warning,
network coordination and rescue mechanism, etc., indicating that the prevention before the accident is crucial to
the whole emergency work. Once an accident occurs, in order to improve the ability of emergency rescue and
disposal, and then minimize the loss, how to carry out emergency response in a timely and effective manner,
reasonably command and coordinate the line network are the major tasks of emergency work.
Emergency response plan (T1)
Risk analysis and hidden danger detection (T2)
Monitoring and early warning (T3)
Accident prevention
capability (U1)

Publicity and education (T4)
Emergency training (T5)
Emergency drilling (T6)

Emergency capability of urban rail transit
(A)

Emergency force construction (T7)
Emergency organization and command system (T8)
Emergency equipment and facilities (T9)
Emergency
preparedness
capability (U2)

Communications and information security (T10)
Emergency fund guarantee (T11)
Emergency command (T12)
Network coordination and rescue mechanism (T13)

Emergency response
capability (U3)

Communication and information release (T14)
Emergency team (T15)
Equipment and facilities (T16)
On-site disposal (T17)
Recovery and reconstruction (T18)

Emergency recovery
capability (U4)

Accident investigation and report (T19)
Insurance (T20)
Revision and improvement of response plan (T21)

Figure 1. The AHP demonstration model for the emergency capability index system

At the same time, according to the judgment matrix, the weight ranking results of each scheme layer to the
corresponding criterion layer can be obtained respectively, as clearly presented in Figure 3. From Figure 3,
emergency response plan (the weight ratio of 41.2%), monitoring and early warning (the weight ratio of 17.7%)
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and risk analysis and hidden danger detection (the weight ratio of 17.7%) have great impacts on accident
prevention ability. For emergency preparedness capability, emergency equipment and facilities (the weight ratio
of 50.9%) and emergency fund guarantee (the weight ratio of 28.4%) are more important. Moreover, the weight
proportion of emergency command, network coordination and rescue mechanism on emergency response capacity
is 46.8% and 32.0% respectively. However, the joint impact degree of on-site disposal, post-recovery and
reconstruction on emergency recovery capacity reaches 75.3%, directly affecting the strength of emergency
recovery capacity.
(4) In consistency test, the consistency index CI is generally within 0.1, which can be considered acceptable for
the consistency of judgment matrix. The lower the CI value is, the higher the consistency degree of the judgment
matrix is (J. Ding, 2009). In the AHP demonstrate model for the emergency capability index system of urban trail
transit, the results indicate that the consistency ratio of emergency capacity A in urban rail transit is 0.0163. And
the consistency of accident prevention capacity (U1), emergency preparedness capacity (U2), emergency response
capacity (U3) and emergency recovery capacity (U4) account for the proportion of 0.0055, 0.0172, 0.0110 and
0.071, respectively. All the above consistency indicators demonstrate that the constructed judgment matrixes have
the higher consistency degrees. As a result, the weight ranking results of indexes (i.e. importance degree of
indexes) given by this AHP evaluation model have certain validity. Therefore, emergency management experts
can grade the actual situation of network operation-based urban rail transit professionally based on the above
results. Furthermore, the emergency capacity of rail transit in the actual network operation can be evaluated, which
is scientific and applicable.

(a)

(b)

Figure 2. (a) The weight ranking of the criterion layer (U1~U4) to the target layer. (b) The weight ranking of the
scheme l layer (T1~T21) to the target layer

(a)

(b)
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(c)

(d)

Figure 3. (a) The weight ranking of the scheme layer (T1~T7) to the criterion layer U1. (b) The weight ranking of
the scheme layer (T8~T11) to the criterion layer U2. (c) The weight ranking of the scheme layer (T12~T16) to the
criterion layer U3. (d) The weight ranking of the scheme layer (T17~T21) to the criterion layer U4.

EMERGENCY CAPABILITY EVALUATION METHOD
Emergency capability index scoring method of network operation-based urban rail transit

Combined with the established emergency capability assessment index system, 10 experts are selected who are
with emergency management experience in urban rail transit, like university professor, operation management
personnel on field (such as station administrator on duty), metro engineer and project manager, etc. After
understanding the background, content and scoring method of the questionnaire, they can grade160 four-level
indicators item by item according to the scoring standard (as shown in Table 1). Validity test is implemented
based on the scoring results of each expert Xi and all the valid score ratio is determined to be 100%. Meanwhile,
in order to reduce the subjective difference in 160 fourth-level indicators scored by different experts, the scores
of 160 fourth-level indicators were averaged step by step. Thus, we can get the scores of 55 third-level indicators,
21 second-level indicators and 4 first-level indicators successively.
Table 1. The scoring standard of emergency capability evaluation

Score

Degree of conformity

1

Inconformity

2

25% conformity

3

50% conformity

4

75% conformity

5

100% conformity

Emergency capability calculation method of network operation-based urban rail transit

By means of emergency capability evaluation modeling and AHP demonstration, the Wi ranking of index
importance that evaluates network operation-based urban rail transit can be obtained. According to the obtained
index weight (importance degree Wi and index score Xi, the comprehensive score Y (full score is 5) of network
operation-based urban rail transit can be obtained with Eq. (1).
'
! = Σ$%&
() *)

+1-

Correlation analysis method of emergency capability evaluation indexes

Pearson correlation coefficient is used to judge the significance of the correlation among the different
characteristics in the same indicator or the same level of indicators. The correlation coefficient g is between -1
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and 1. When g is greater than 0, it's positively correlated. Otherwise, it's negatively correlated. If |γ| (the absolute
value of g) is close to 1, the correlation is good. And the correlation is poor when |γ| is close to zero. The calculating
formula for the correlation coefficient is shown in Eq. (2). By combining the correlation coefficient g and p value,
we can carry out t test for the significance of the correlation results of each indicator.
γ=

/01
2/00 /11

∑9)%&

=
:∑9)%& ((

(( − (6)(! − !6)
8−1

+2-

− (6); ⁄8 − 1 :∑9)%& (! − !6); ⁄8 − 1

Based on the mean value and standard deviation of the low-level indexes, correlation analysis and significance
test can be conducted to the high-level indexes by combining Pearson correlation coefficient and significance
(double tail) coefficient (i.e., P value). Then, the influence factors of the weaker indexes can be acquired. At last,
we can find out targeted measures to improve the weaker indexes of emergency capability in urban rail transit.
CASE STUDY AND DISCUSSIONS
Emergency management condition in Shenzhen Metro

According to the accidents types and the identification results from dangerous sources in the metro operation
headquarters, the risks in metro operation mainly include emergent events in operation production and passenger
service, natural disasters, public health events, social security events, fire and explosion events, personal injury
events, et al. In accordance with the harm degree of events, influence range and controllability, emergency in
network operation-based urban rail transit are divided into the general emergency (Ⅳ level), the large emergency
(Ⅲ level), the severe emergency (Ⅱ level) and the extremely severe emergency (Ⅰ level). Under the overall
emergency response plan of the metro operation headquarters in this city, there are six types of special emergency
plans, different on-site disposal plans and all kinds of emergency response guidelines. Among them, six types of
special emergency plans are used to dispose the natural disasters, public health events, social security events
(including terrorist attacks), fire and explosion emergencies, personal injuries and passenger transport incidents.
Besides, various spot emergencies or system failures can be disposed with the on-site disposal plans. Furthermore,
emergency response guidelines are responsible to provide the references for those emergencies happening at
special times, places or posts.
Figure 4 graphically illustrates the emergency organization system of metro operation headquarters in Shenzhen.
There is a commander in chief in the emergency leading group of operational headquarters in Shenzhen Metro.
When an emergency occurs, on-site headquarters organize different emergency groups to conduct emergency
rescue work. Among them, the comprehensive coordination group, passenger transport group, resource support
group, treatment and recovery group, news and information group and logistics support group are mainly
responsible for the field comprehensive coordination and command. Besides, emergency rescue group consists of
passenger transport center rescue team, vehicle center rescue team, maintenance center rescue team, ticketing
center rescue team and signal center rescue team. The technical expert group, emergency monitoring group and
emergency rescue group are mainly responsible for technical rescue work. In the emergency work, the on-site
command group and emergency rescue group mainly carry out resource deploying through the control center and
all departments work hard together to deal with emergencies.
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Resource support group
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Logistics support group

Technical expert group
Emergency monitoring group
Passenger transport center rescue team
Emergency rescue group

Control center

Emergency leading group of operational headquarters
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Vehicle center rescue team

Mainly
responsible for
technical
rescue work

Maintenance center rescue team
Ticketing center rescue team
Signal center rescue team

Figure 4. The emergency organization system of metro operation headquarters in Shenzhen

Evaluation results and analysis of emergency capability in Shenzhen Metro

Combined with emergency capability evaluation index system and the general situation of emergency
management of network operation-based urban rail transit in Shenzhen, the above evaluation methods are used to
evaluate emergency capability of network operation in Shenzhen Metro. In accordance with the scoring criteria
in Table 1, the full score of 166 four-level indicators is 830. As a result, the total score of 10 experts ranges from
578 to 764 with an average total score of 690.4. That is, the average score of all indexes is 4.16 and the total score
of six experts is above the average. As presented and visualized in Table 2 and Figure 5, the comprehensive score
of emergency capability in network operation-based Shenzhen Metro can be calculated to be 4.362 (full score is
5) by Eq. (1) and Table 2, indicating that the overall emergency capacity of network operation-based metro in this
city is above the average level and still needs to be improved. Also, the scores of the first-level index U1~U4 in
Shenzhen Metro are respectively 4.320, 4.273, 4.266 and 4.385. Compared with accident prevention ability and
emergency recovery ability, the average scores of the emergency preparedness ability and emergency response
ability are slightly lower. On the other hand, the average scores of 21 second-level assessment indicators are all
above 4.0, indicating that 75% of the actual situation is consistent. The emergency force construction (T7) under
the accident prevention capacity (U1) and recovery and reconstruction (T18) under the emergency recovery
capacity (U4) are slightly lower than others, with the average score of 4.100. Besides, the average score of
emergency fund guarantee (T11) in emergency preparedness capacity (U2) is 4.183 and the one of equipment and
facilities (T16) in emergency response capacity (U3) is 4.063. In short, there are still some deficiencies in the
above aspects on the metro in this city. Therefore, it is necessary to focus on strengthening the construction of
emergency force, emergency fund guarantee, the provision and maintenance of emergency rescue equipment and
materials as well as the after-event recovery and reconstruction. More importantly, we need to clarify the specific
requirements of disaster prevention and reduction.
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Table 2. The weight and score of emergency capability evaluation indexes in Shenzhen metro

Index

The scheme layer

Weight Wi

Score Xi

T1

Emergency response plan

0.2284

4.528

T2

Risk analysis and hidden danger detection

0.0982

4.317

T3

Monitoring and early warning

0.0982

4.422

T4

Publicity and education

0.0266

4.250

T5

Emergency training

0.0266

4.283

T6

Emergency drilling

0.0266

4.342

T7

Emergency force construction

0.0503

4.100

T8

Emergency organization and command system

0.0122

4.100

T9

Emergency equipment and facilities

0.0493

4.194

T10

Communications and information security

0.0077

4.310

T11

Emergency fund guarantee

0.0275

4.183

T12

Emergency command

0.1178

4.475

T13

Network coordination and rescue mechanism

0.0805

4.303

T14

Communication and information release

0.0250

4.333

T15

Emergency team

0.0142

4.158

T16

Equipment and facilities

0.0142

4.063

T17

On-site disposal

0.0463

4.325

T18

Recovery and reconstruction

0.0265

4.100

T19

Accident investigation and report

0.0127

4.650

T20

Insurance

0.0042

4.450

T21

Revision and improvement of response plan

0.0069

4.400

Correlation analysis of emergency capability evaluation indexes in Shenzhen Metro

As clearly shown in Figure 6 (a), we can learn the correlation results with scatter fitting diagram and heat map
between the first-level indexes U1~U4 of Shenzhen Metro. From that, the correlation among accident prevention
ability, emergency preparedness ability and emergency response ability is more obvious, and the scatter fitting
curve tends to be linear. Meanwhile, the redder in the heat map is, the higher the correlation coefficient is. From
another perspective, in the emergency theory, pre-accident prevention emphasizes strengthening monitoring and
early warning after the investigation of possible hidden dangers and risks, so as to prevent them from happening
in the first place. Once an emergency occurs, targeted preparation and response can be made to effectively reduce
the loss of the accident.
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(a)

(b)

(c)

(d)

Figure 5. (a) The radar chart of T1~T7 scores under accident prevention capability (U1). (b) The radar chart of
T8~T11 scores under emergency preparedness capability (U2). (c) The radar chart of T12~T16 scores under
emergency response capability (U3). (d) The radar chart of T17~T21 scores under emergency recovery capability
(U4).

Figure 6 (b)-(e) respectively depicts the correlation between the corresponding second-level indexes under U1~U4.
Clearly, it can be demonstrated from Figure 6 (b) that, under accident prevention capacity (U1), the correlation
among T1~T2 (emergency response plan-risk analysis and hidden danger detection), T1~T7 (emergency response
plan-emergency force construction), T2~T5 (risk analysis and hidden danger detection-emergency training),
T2~T6 (risk analysis and hidden danger detection-emergency drilling), T2~T7 (risk analysis and hidden danger
detection-emergency force construction), T5~T6 (emergency training-emergency drilling) is more obvious.
In addition to this, as visualized in Figure 6 (c), the scatter fitting diagrams among T8-T11 present pairwise linear,
that is to say, under emergency preparedness capability (U2), the evident correlation happens pairwise among the
indexes, including emergency organization and command system (T8), emergency equipment and facilities (T9),
communications and information security (T10) and emergency fund guarantee (T11). Likewise, the second-level
indexes T12~T16 under emergency response capacity (U3) are also significant pairwise correlations as shown in
Figure 6 (d). Moreover, combined with Figure 6 (e), in emergency recovery work, the quality of on-site disposal
(T17) directly determines the efficiency of recovery and reconstruction (T18), which afterwards determines how
to do accident investigation (T19) well. Finally, the preliminary work indirectly affects the revision and
improvement of response plan (T21).
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(d)

(e)
Figure 6. (a) The scatter fitting diagram and heat map among U1~U4. (b) The scatter fitting diagram
and heat map among T1~T7. (c) The scatter fitting diagram and heat map among T8-T11. (d) The
scatter fitting diagram and heat map among T12~T16. (e) The scatter fitting diagram and heat map
among T17~T21.
At last, some targeted measures can be proposed based on the correlation results of the above indicators and the
weaker indicators obtained from the emergency capacity assessment. That is to say, the emergency management
department in Shenzhen Metro should strengthen the prevention before the accident, conduct comprehensive
investigation on possible hidden dangers and risks, strengthen monitoring and early warning and prevent them
from happening in the future. At the same time, the emergency response plan should be improved as far as possible
(Chen & Zhang, 2009; Girard et al., 2016) and make it digital and dynamics (Luo et al., 2016; Yu et al., 2017).
Also, more public education and emergency drilling should be strengthened. Besides, we should ensure the timely
availability of emergency materials, financial resources and manpower. What needs to be pointed out is that the
coordination ability of the line network is particularly important in all emergency work, in order to ensure the
timely transmission of emergency information. And the emergency response system (Abdul Majid et al., 2016;
Zhong et al., 2010) needs to be also improved unceasingly.
CONCLUSIONS

In this work, an emergency capability evaluation model of network operation-based urban rail transit was
proposed by building a four-level index system. Then, AHP method was used to demonstrate the effectiveness of
the evaluation index system. At the same time, combined with the evaluation method, calculation method and
correlation analysis method for emergency capability of network operation-based urban rail transit, the practical
application was carried out in Shenzhen Metro. Several conclusions could be draw as follows.
(1) In emergency management work, the prevention capability before accident has a direct influence on the level
of emergency preparedness and response ability. There exists a stronger correlation among emergency response
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plan, risk analysis and hidden danger detection, emergency training, emergency drilling and emergency force
construction. Besides, emergency manpower, material resources, financial resources and information are related
to each other, which directly affecting the coordination ability of the line network in urban rail transit. At the same
time, the quality of on-site disposal directly determines the efficiency of recovery and reconstruction, which
afterwards determines how to do accident investigation well. Finally, the preliminary work indirectly affects the
revision and improvement of emergency response plan.
(2) The following suggestions for network operation-based safety management department in Shenzhen Metro
can be put forward. In the first place, the improvement of emergency preparedness and response capacity should
be attached more importance. Some weaker indicators, such as emergency force construction, emergency funding
guarantee, emergency equipment and facilities and emergency information, ought to be strengthened. What’s
more, a dual prevention mechanism for grading and controlling safety risks and identifying and controlling hidden
dangers can be built and put into practice. Risk analysis and emergency response capability assessment are
supposed to be carried out regularly in metro. Once again, the update and improvement of emergency response
plan should be emphasized and make its digitization and dynamics realizable and feasible as soon as possible.
Last but not least, the emergency coordination and linkage among various departments ought to be reinforced and
the coordination and rescue mechanism of subway line network should be improved. As the same time, the
timeliness of emergency communication and information release should be intensified. Only in this way, when
faced with emergencies, we can start the three-level passenger flow control measures timely. That is, we can
evacuate the passenger flow in metro station, divert passengers through other stations in metro line and allocate
various resources flexibly in the network, so as to improve the network operation-based emergency capacity of
Shenzhen Metro.
(3) The emergency capability evaluation method of network operation-based urban rail transit proposed in this
study proved effective through theoretical analysis and practical application, including the construction of
evaluation index system, AHP effectiveness demonstration, expert scoring method and comprehensive scoring
calculation. The results indicate that it can better guide the emergency management work of network operationbased urban rail transit.
The method proposed in this paper has some adaptability and practical significance. However, the AHP method
adopted in this paper is relatively simple, and there are some shortcomings in the expert scoring method. At the
same time, data processing should be more rigorous and accurate. In the future research, we will look for other
evaluation methods, like Delphi method, Fuzzy comprehensive evaluation method, TOPSIS method and so on,
for comparative analysis to confirm the applicability of the methods. Besides, the shortcomings and improvements
of each method will be analyzed and extensive research on practical application in urban rail transit will be
conducted.
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ABSTRACT

Risk analysis of snowmelt flood is an urgent demand in cold highland areas. This paper focuses on the method
for the rapid and reliable forecast of daily snowmelt, snow water runoff, and snowmelt flood risk. A neural
network algorithm is used to calculate snow density distribution, snow depth and snow-water equivalent with the
brightness temperature data. Then, daily snowmelt is predicted using the degree-day factor method with the
temperature distribution. On this basis, we use the steepest descent method and Manning formula with
hydrographic information to simulate snow water runoff. We also propose a method to predict the snowmelt flood
risk with the geographic feature and historical flood data. The evaluated risk is compared with monitored data in
the Xinjiang Autonomous Region of China, which shows good consistency. At last, we develop a risk analysis
system to generate the snowmelt flood risk map and provide risk analysis service.
Keywords

Snowmelt Flood, Daily Snowmelt, Snow Water Runoff, Risk Analysis, Forecasting Method.
INTRODUCTION

About 60% land area in the world is covered by seasonal snow, with 9´106 km2 (Niu 2017). Due to the effects of
climate change and global warming, the risk of snowmelt flood in spring is greatly increased, posing a serious
threat to the safety of surrounding cities and towns. Every year, the snowmelt flood causes huge losses to the
infrastructure, houses, and assets in the disaster area. Therefore, it is very necessary to study the forecasting
method of snowmelt flood.
However, most of the snow-capped mountains are located in remote areas with complex mountainous terrain,
which makes it difficult to obtain data on the spot. As a result, it is economical and feasible to use the remote
sensing satellite to detect the snow data and predict the snowmelt volume by using the algorithm. Combined with
local hydrological and geographical features, flood runoff is obtained to predict and warn the flood evolution area.
CoRe Paper – Planning, Foresight and Risk Analysis
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

545

Zhou et al.

Forecasting and Risk Analysis Method of Snowmelt Flood

It is of great significance for snowmelt flood warning, water resource allocation in the basin, and urban disaster
reduction.
Many scholars have researched the forecasting methods of snowmelt floods. In the research on the snow ablation
rate, Deutscher and Osterreichischer (1900) found a linear relationship between snow ablation rate and snow
surface temperature. Based on this discovery, the classical “degree-day” snowmelt model was constructed, which
has been studied and improved by many researchers. By using the multiple regression, Lang (1968) added water
vapor pressure and radiation variables in the model to improve the simulation accuracy. Marinec and Rango (1986)
adjusted the degree factor and snow density according to the vegetation and plant coverage in the basin. Recently,
some novel snowmelt flood forecasting models have been proposed. In 2004, the USM (Urban Snow Model)
model was constructed based on energy balance, which combined snow surface reflectivity with different types
of snow cover information (Valeo and Ho 2004). The simulation results showed that compared with the “degreeday” model, the USM model had a higher simulation accuracy in urban areas. In 2008, the SRM (Short-term
Runoff Model) model based on remote sensing and meteorological data was used to predict short-term snowmelt
runoff in the Alps (Thomas et al. 2008). In 2011, the SHETRAN model was used to analyze the impact of plant
cover on floods caused by extreme snowfall and rainfall in four different small watersheds in the United States
(Bathurst et al. 2011). In 2012, to simulate snowmelt runoff changes in the Cotton Creek, Jost et al. (2012)
constructed a distributed temperature-index snowmelt model summarizing the advantages of several models like
as the DHSVM (Wigmosta et al. 1994) and ISNOBAL (Link et al. 1999). In 2018, Shen et al. (2018) detected
streamflow trends by Mann-Kendall tests and analyzed changes in snowmelt runoff timing based on the winter
snowmelt runoff center time (WSCT) in the southern Tianshan Mountains.
The above studies laid the foundation for the snow water equivalent inversion and flood runoff simulation, but
there are few studies on the integration and display of flood forecasting and risk analysis. In this paper, we
construct a system including functions of snowmelt forecasting, flood runoff forecasting and flood risk
forecasting. The evolution and distribution of snow floods in the region are predicted comprehensively and
accurately, and then the flood evolution process is visualized by image and video. Our research provides a
comprehensive solution for predicting flood evolution and risk distribution.
The remainder of this paper is structured as follows. Section 2 provides an overview of methods to realize the
forecasting and risk analysis. Section 3 shows the schematic diagrams of snowmelt flood risk, daily snowmelt and
flood evolution in the system. Section 4 shows the simulation results of daily snowmelt and flood risk in Ili and
Section 5 makes a conclusion.
METHODS
Runoff Forecasting Method

Our runoff forecasting method is shown in Figure 1. This forecasting method includes 3 sections. Section 1 is a
neural network algorithm used to retrieve the snow water equivalent (SWE). Section 2 is the degree-day number
(NDD) algorithm used to obtain daily snowmelt (DSM). Section 3 is the runoff model used to obtain the flood
runoff distribution.

Figure 1. Flow chart of runoff forecasting.
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Snow Water Equivalent Retrieval

Snow depth (SD) refers to the vertical depth from the surface of the snow layer to the ground below the snow,
assuming the snow layer is evenly distributed over the snowy ground. Snow water equivalent (SWE) refers to the
vertical depth of the water layer formed when the snow is completely melted. As the snow has different sensitivity
to various frequencies, the 19GHz and 37GHz horizontal polarization brightness temperature data collected by
Advanced Microwave Scanning Radiometer-EOS (AMSR-E) sensor is widely used to inverse SD and SWE by
linear regression algorithm (Xiong and Guo 2004). The conversion between snow depth and snow water
equivalent generally uses the following formula:

SWE = SD ´ rsnow

(1)

Where SWE is snow water equivalent, SD is the snow depth, and ρsnow is the snow density.
Because snow water equivalent has a strong correlation with parameters such as brightness temperature, surface
temperature and precipitation, it is common to use machine learning methods to predict snow water equivalent.
Among them, neural network performs the best, because it is very suitable for nonlinear complex classification
work. So in this paper, a neural network algorithm is used to get snow depth, snow density and snow water
equivalent (Alfred TC Chang 2000). Polarization brightness temperature data at 19 GHz and 37 GHz is used as
input to retrieve SD. Factors such as surface temperature, precipitation, wet snow and fractional forest cover are
used as inputs to retrieve rsnow. Then the output is SWE.
Snowmelt Estimation

Because the weather stations are widely distributed, the exact temperature data cannot be obtained for each
location, so the temperature data need to be interpolated to obtain the temperature distribution. In this paper, we
use Inverse Distance Weighted (IDW) interpolation method (Wang et al. 2014) to accomplish two dimensional
discrete temperature data gridding calculation. The interpolation formula is:

æ n Zi ö æ n 1 ö
Z = çå m ÷ / çå m ÷
è i =1 di ø è i =1 di ø

(2)

Where Z is the estimated temperature value of the point to be interpolated; Zi is the observation temperature value
in the weather station i; di is the distance between the station i and the point to be interpolated; n is the total
number of stations participating in the interpolation calculation; m is the weight coefficient. The larger m is the
huger contribution the sampling point will have to the interpolation result.
In the troposphere, for every 1km increase in altitude, the temperature drops by 6~7°C (here we take 6.5 ℃). The
improved formula for IDW is:
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We use the degree-day factor model, which is the most widely used method for estimating snowmelt, using snow
cover information, daily average temperature and degree-day factor, to estimate the amount of snowmelt (Lv et
al. 2018).
The degree-day number (NDD) represents the energy absorbed by the snow. It can be obtained by calculating the
arithmetic mean in the case of the temperature distribution measured at a fixed daily cycle. In the calculation, if
the temperature is negative, replace it with 0 °C.
n

NDD =

åT
i =1

n

i

(Ti ³ 0 )

(4)

Where n is the number of measurements per day; Ti is the temperature in station i.
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The negative temperature value is replaced by 0 ℃ because the amount of heat required to change the snow
temperature below 0 °C is very small compared to the latent heat (80 cal/g) required to melt snow above 0 ℃.
The daily maximum temperature is Tmax and the minimum temperature is Tmin. Because the processes of Tmin
to Tmax, and Tmax to Tmin are linear changes, the daily temperature is a "Tmin-Tmax-Tmin" isosceles triangle
distribution. Then the degree-day number NDD can be calculated by:

0
if Tmax < 0
ì
ï 2
NDD = íTmax / 2 (Tmax - Tmin ) if Tmin < 0 < Tmax
ï (T + T ) / 2
if Tmin > 0
max
min
î

(5)

The amount of snow melt (SM) is directly proportional to the NDD (SM=α×NDD) a is the degree-day factor
&
(DDF), ! = 1.1( ' ) where ρS and ρW are the density of snow and water; the unit of a is cm/°C/d.
&(

SD and SWE can be accessed from remote sensing institute. According to the conservation of mass, the snow per
unit area is completely melted into water (*+ ,- . = */ ,01 .).
Then there is

&3
&(

=

+45
+6

.

Using the degree-day factor method, the amount of daily snowmelt SM can be calculated from the snow cover
density. If the calculated daily snowmelt DSM of a certain location exceeds the actual snow water equivalent of
the location, the actual daily snowmelt amount needs to be corrected:
7,8 = 9

,8 × 1;,
=> ,8 × 1; < ,01
,@A,
=> ,8 × 1; < ,01

(6)

Runoff Model

In terms of architecture, many of the humanitarian agencies are organized as federations or pools. Even within the
group, organizations policies, structure and Runoff model includes flow direction matrix, flow rate matrix and
hydrology model. The flow direction matrix determines the flow direction. The flow rate matrix determines the
flow rate. The hydrology model considers the impact of the local hydrology characteristics on the runoff.
Flow Direction Matrix
Since water always flows to the lowest place, the steepest direction can be considered as the direction of water
flow. So the steepest slope method is used to determine the direction of the water flow, which is represented by
the D8 encoding method, the most suitable encoding rule for the steepest slope method (Fang et al. 2008). Figure
2 shows the code of D8 encoding method summarizing the water flow direction.

Figure 2. Code of D8 encoding method
summarizing the water flow direction.

Based on the D8 algorithm, the DEM raster data are scanned one by one with a 3*3 matrix. Then the grid with
the largest slope between the center grid and each adjacent grid is regarded as the outflow grid of the center grid.
If the grid is at the boundary, the direction points to the boundary, and it will remain unchanged in subsequent
processing.
If the grid is not at the boundary, the slope algorithm between the processed grid and the adjacent 8 grids is:
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S=

DZ
Di

(7)

Where S is the slope between the two grids; Di is the distance between the centers of the two grids ( Denote the
side length of the grid in the DEM data as dDEM, Di is equal to dDEM when grids are adjacent or √2dDEM when grids
are diagonal); DZ is the elevation difference Δh between the two grid, and the grid elevation h is the sum of the
grid DEM elevation hDEM and the grid water depth hW.
If the maximum slope value is less than or equal to 0, the grid is depression or flat, and -2 is assigned, indicating
that the direction of the water flow is undetermined. If the maximum slope value is greater than 0 and the
maximum value is only one, then this direction is the direction of the water flow of the grid. If the slope value is
greater than 0 and there is more than one maximum value, it means there are complex grids having the same
elevation. The grid with the lowest number is selected as the water flow direction.
Flow Rate Matrix
For non-river areas, the source of the kinetic energy of the water flow is mainly the difference between the
conversion of gravitational potential energy and the loss of ground resistance. There the kinetic energy is related
to the ground vegetation, roughness condition, slope, flow path, and so on. Here the Manning formula (Manning
et al. 1890) is widely used in practical engineering to calculate the flow rate. The kinetic energy before the start
of precipitation is set to 0, and the water depth is set to 0. The formula for calculating the flow rate is:

1
V = ´ Rh2/3 ´ S 1/2
n

(8)

Where V is the flow rate on the slope surface; S is the slope; n is the roughness, which is a coefficient that
comprehensively reflects the influence of the roughness of the pipe’s wall surface on the water flow, and here is
set to 0.3; Rh is the hydraulic radius, which is the ratio of the cross-sectional area of the fluid to the wet perimeter.
The wet perimeter refers to the circumference of the fluid in contact with the open area of the open channel,
excluding the perimeter portion that is in contact with the air. In practice, the size of the aspect ratio is often not
noticed, and the hydraulic radius Rh is replaced by the average water depth H of the section.
Flow Quantity Calculation
For a grid, if its current flow rate is V, the fluence rate q flowing out of the grid at this moment is:
D =.×E

(9)

Where A is the interface area of water flowing out of the grid, the size of which is equal to the product of the grid
size and the current water depth (. = F × ℎ0 ).
Then, if the time step is dt, the amount of water flowing out of the grid in one time step is:
H = D × ;I

(10)

The amount of water in the grid at the beginning of the time step is:
H0 = F2 × ℎ@

(11)

Then the amount of water in the grid at the end of the time step is:
H1 = H0 − H

(12)

Similarly, the downstream grid has a water increment of Q in this time step.
Hydrology Model
DEM data only reflects surface elevation, but does not contain hydrological information. If runoff calculation is
based only on DEM data, the influence of surface initial water depth and river flow on surface water transport is
neglected, and the resulting water depth distribution is unreasonable.
In order to obtain more reliable simulation results, we propose a model that adding hydrological models such as
rivers, lakes and reservoirs to the Manning formula. So that the impact of the above hydrological characteristics
on surface flood transport is considered in the initial water depth, flow direction and flow rate.
For the initial water depth, the initial water depth matrix of rivers, lakes and reservoirs is set separately. The initial
water depth of lakes and reservoirs is set according to actual data. The water depth of each section of the river can
be obtained by interpolation according to the data of the monitoring station.
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For the flow direction, the initial flow of rivers, lakes and reservoirs is consistent with the runoff direction, and is
determined according to the river vector data and the end point of the river curve as needed.
For the flow rate, it is determined based on the actual hydrological data. The lake flow rate is consistent with the
surface runoff flow rate. The gate of reservoir is set to be open or closed. The reservoir is considered a lake when
the gate is open. In the closed state, the reservoir is isolated from the outside world, and the flow velocity of the
reservoir is 0.
Flood Risk Forecasting Method

Taking Xinjiang as an example, this section proposes a method for snowmelt flood risk prediction. Through
literature investigation and analysis of spring snowmelt flood cases in Xinjiang, it is found that the main influence
factors of spring snowmelt floods in northern Xinjiang are winter precipitation and spring temperature
characteristics (Tian et al. 2011). Yan et al. (2009) consider winter precipitation factors and temperature factors,
and models the risk of snowmelt flooding in northern Xinjiang from March to May.
The cumulative precipitation number and integrated temperature are easily available meteorological data.
Combined with the local risk threshold, the fusion model is effective in predicting the flood risk level.
Cumulative Precipitation Number

In our model, the cumulative precipitation number N is used to reflect the winter precipitation factor. First, read
the number of precipitation (including snowfall and rainfall) NFeb in February of each state and county. In March,
count the number of precipitation NSpr from March 1 to the current date.
N = NFeb + NSpr

(13)

Integral Temperature

This model uses the integral temperature T to reflect the temperature factor. The integral temperature is defined
as: because the processes of tmin to tmax, and tmax to tmin are linear changes, the daily temperature is a "tmin-tmax-tmin"
isosceles triangle distribution.
The snow melting occurs above 0 °C. Therefore, the integral temperature t is the integral of the daily temperature
distribution curve above 0 °C, that is, the area enclosed by the temperature distribution curve above 0 °C. Let the
daily time (the distance between two tmin) be 1, there are:

0
if tmax < 0
ì
ï2
T = ítmax / 2 ( tmax - tmin ) if tmin < 0 < tmax
ï (t + t ) / 2
if tmin > 0
î max min

(14)

Model Fusion

Based on the cumulative precipitation number N and the integral temperature T, the risk of spring snowmelt floods
in various states and counties in northern Xinjiang was modeled. Based on the collected flood cases, thresholds
Ncri and Tcri are set for N and T. On a certain day, N and T of a certain county can be obtained based on
meteorological temperature data. then:
1.

If N < 1/2 Ncri and T = 0, the flood risk level is none;

2.

If N < Ncri and T < Tcri, the flood risk level is low;

3.

If N > Ncri and T < Tcri, or N < Ncri and T > Tcri, the flood risk level is medium;

4.

If N > Ncri and T > Tcri, the flood risk level is high;

5.

If no flood occurs after the risk level has reached, the flood risk level remains high until a flood occurs.

Considering the differences in geomorphology and climate of various states and counties in Xinjiang, different
thresholds Ncri and Tcri are set for each state and county. The thresholds Ncri and Tcri of the states and counties in
northern Xinjiang are shown in Table 1.
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Table 1. Threshold of snowmelt flood parameters in counties in northern Xinjiang

County

Ncri

Tcri

Ili

15

1

Changji

10

3

Bortala
Qoqek
Altay
Urumqi
Kumul

5
10
10
10
10

5
4
2
1
3

SYSTEM CONSTRUCTION

The snowmelt calculation algorithm, runoff calculation algorithm and the flood risk forecasting method are
integrated into the same system, while the visualization module is added. A snowmelt flood risk forecasting
system with different functional modules can be obtained. The system structure is shown in Figure 3. In this paper,
the system has three functional modules, namely risk forecasting, remote sensing monitoring and flood evolution.

Figure 3. Flow chart of the system.

The flood risk forecasting function can realize the snowmelt flood risk forecasting in the whole region in the next
7 days. The forecasting diagram is shown in Figure 4. The figure shows the snow flood risk maps after 2 days, 3
days, 4 days and 6 days.
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Figure 4. Schematic diagram of snowmelt flood risk in Xinjiang.

Based on the snowmelt calculation method, the snowmelt forecasting function can realize the real-time remote
sensing data recording of the snowmelt in the past 30 days, and the forecasting of the snowmelt in the next three
days. The snowmelt heat map of the corresponding date can be displayed by dragging the time axis. A schematic
diagram of the recording and forecasting of the snowmelt data is shown in Figure 4.

Figure 5. Schematic diagram of flood evolution in Xinjiang.

Based on the runoff calculation method, the dynamic demonstration of flood evolution in the next 7 days can be
realized. The flood evolution trend is shown in Figure 5. The distribution of flood runoff within four days in the
Altay region can be seen as follows.
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Figure 6. Schematic diagram of snowmelt in Xinjiang.

RESULTS
Daily Snowmelt of Ili

From the weather recording website, we collected the maximum and minimum temperature data of 9 counties in
Ili from March 9 to 12, 2019.After getting these data, the daily snowmelt and snow water equivalent can be
obtained according to the snowmelt calculation method. There are two situations.
Regardless of the elevation

The daily snowmelt (DSM) from March 9 to March 11 is shown in Figures 7 to 8.

Figure 7. Calculated daily snowmelt (DSM) regardless of the elevation.
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Figure 8. Calculated and Measured Snow Water Equivalent (SWE)
regardless of the elevation, and error distribution between them.

According to the calculation, the error is mainly distributed between -50 and 0, the calculated mean is -25.94 mm,
and the standard deviation is 26.98. The error we calculated is small with more simulated snowmelt.
Considering the elevation

The daily snowmelt (DSM) from March 9 to March 11 is shown in Figures 9 to 10.

Figure 9. Calculated daily snowmelt (DSM) when considering the elevation.
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Figure 10. Calculated and Measured Snow Water Equivalent (SWE)
regardless of the elevation, and error distribution between them.

According to the calculation, the error is mainly distributed between -25 and 50, the calculated mean is 6.54 mm,
and the standard deviation is 24.89. The error we calculated is small with less simulated snowmelt.
Comparison of two situations

Figure 11. Snow water equivalent difference between two situations.

Data discussion: after the elevation data is considered, the corrections at high altitudes are obvious, but at the
valleys are not obvious, as shown in the white part of Figure 11. This reduces errors and variances in both high
altitude and valley locations. Therefore, increasing the elevation data can effectively reduce the calculation error
and improve the running accuracy of the model. At the same time, observing the error map, it can be seen that the
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error with the measured value mainly distributes in the mountain range. Because the altitude of the mountain range
changes greatly, resulting in the complex landform, and the uneven temperature distribution, which has an impact
on the inversion of snowmelt.
Flood risk of Ili

Take the estimation of snowmelt flood risk in Ili on March 27, 2017 as an example. Table 2 lists the cumulative
precipitation times N, the integral temperature T and the risk level of the counties in Ili on March, and the risk
distribution is shown in Figure 12.
Table 2. Estimation of snowmelt flood risk in Ili on March 27, 2017

Name

Ncri

Tcri

Risk Level

Huocheng

23

7.5

High

Gulia

25

7.5

High

Nilka

27

4.5

High

Qapqal

24

7.5

High

Tokkuztara

28

7

High

Xinyuan

26

7

High

Zhaosu

28

2.5

Medium

Tekes

25

4.5

High

Figure 12. Risk distribution of snowmelt flood in Ili in March 2017.
CONCLUSION

In order to forecast the evolution of snowmelt flood, this paper uses the brightness temperature data detected by
remote sensing satellites to inverse snow density distribution, snow depth and snow-water equivalent. Then,
combing the snow water equivalent data with the local temperature distribution, the amount of daily snow is
obtained. The snow water runoff and the distribution of flood evolution are forecasted with the daily snowmelt,
local hydrological characteristics and geographical elevation characteristics. In addition, the paper uses historical
flood data and climate characteristics to obtain flood risk distribution maps. Such results are compared with the
historical case of a snow flood in Xinjiang, which shows good consistency. It turns out that our approach can
realize the forecasting and risk analysis of snowmelt flood.
Although our forecasting results are basically in line with the actual snow flood distribution, the simulation
accuracy still can be improved. Since the current input data is rough, if more accurate temperature data,
hydrological data and basic geographic data are input in the future, it will be more exact in the forecasting of flood
runoff and subdividing flood risk distribution.
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Compared with other researchers only focusing on snow inversion or flood prediction, this paper integrates
snowmelt estimation, runoff quantity and hydrology model to get a complete and structured system, which has a
great supporting role for emergency decision. This system can be widely used for snowmelt flood prediction in
high altitude and high latitude regions. The next step is to perfect the model by using actual data from more
regions, and integrate the system into the emergency response platform.
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ABSTRACT

Many governments, organizations, practitioners and researchers involved in collaboration on resilience in
emergency management are agreed that this is a key aspect. The QuEP+R framework aims to improve resilience
in an organization’s emergency plan management, in which the stakeholders must be adequately prepared and
trained for their responsibilities in the emergency plan, providing techniques that propose the improvement of
the emergency plan besides resilience. However, for these techniques to be effective, organizations need the
theoretical resilience proposed in QuE+R to be implemented. The CiET framework was designed for this
purpose and has learning objectives and training contents related to QuEP+R techniques to train stakeholders.
The CiET capability plan contents have been classified by resilience dimensions towards the optimization of
resilience in emergency plan management. The integration is supported by I+R-Tool, which generates the
capability plans automatically from the results of the QuEP+R assessment, which outcomes in a stakeholder's
effective training, contributing to the optimization and improvement of the resilience, therefore, in improving
the quality of emergency plans. Hence, the aim remains to search for the continuous improvement of the
emergency plan management within organizations.
Keywords

Resilience, Emergency Management, Training, QuEP, CiET.
INTRODUCTION

The capacity to react to disasters is an issue of concern to organizations. The degree of impact and recovery
time after a disaster depends on it. This capacity has been called resilience, and today there are many definitions
(Manyena, S.B., 2006) in disasters and different domains such as administration, engineering, politics,
sociology, psychology, among others, and each adapts the concept according to the field of study. SchochSpana (Schoch-Spana et al., 2019) describes resilience as the ability to adjust to dynamic conditions, withstand
and rapidly recover from disruption due to extreme events that is manifest in resistance and recovery processes.
Therefore, Resilience Engineering (RE) emerged due to the importance of the resilience concept in different
domains and the processes that it entails. In this way, RE has developed theories, methods, and tools to
deliberately manage the adaptive ability of organizations to function effectively and safely (www.resilienceengineering-association.org):
•

Through observation, RE ﬁnds resilience

•

Through analysis, RE assesses resilience
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Through design and development, RE creates resilience

Because an emergency is an unexpected event and considering the importance of having resilient environments
in times of drastic changes such as we live in is crucial to confronting and recovering from a disaster.
Considering that stakeholders’ training is of vital importance in facing emergency situations, we have integrated
these concepts and models in an IT tool. This paper proposes the integration of a framework for evaluation and
improvement of the quality and resilience of the emergency plan with the framework for improvement of the
capacity of stakeholders for emergency management with emphasis on improving resilience in organizations,
supported by an Integration Tool.
The paper is organized as follows: Section 2 reviews the main concepts related to resilience in emergency
management, emergency plan Framework. Section 3 studies resilience in training for emergency management.
Section 4 explains the integration of frameworks and the integration tool, while Section 4 concludes the paper
and outlines further research.
RESILIENCE IN EMERGENCY MANAGEMENT

According to Labaka (Labaka et al.,2014): Resilience is the capacity of a system to withstand a potentially
harmful event (e.g., flood, storm) or if the event impacts the system, the capacity of the system to absorb the
impact and recover rapidly. Coping and recovery capacities contribute the prevention and protection measures
put into play prior to the threat being updated, as well as the provision and degree of preparation of public
services capable of meeting the specific needs generated by the emergency, the degree to which the values
inherent to prevention would have been incorporated as cultural values in the community in question and, in
more general terms, the influence of socio-political variables such as the degree of social cohesion and existing
institutional strengths. In short, together with the material and organizational resources put into play to avoid or
minimize the potential adverse effects of a threat, it is the set of social variables that characterize each
community that ultimately determines their capacities for coping with and recovering from disasters. The
concept of resilience and the consideration of the strengthening of resilience as an objective of disaster risk
management define four issues that are relevant in the risk management concept:
1.

To set the strengthening of resilience as an objective.

2.

Give prominence to the activity of "prospective prevention", that is, anticipating the possibility of the
appearance of future risks and the adoption of measures to avoid them.

3.

Include in the scope of risk management the preparation of post-disaster actions and mainly those that
imply a strengthening of recovery capacities.

4.

Highlight the intersectoral nature of risk management and its relationship with other public policies,
such as economic, social, health, environmental, etc. policies.

Disaster risk management is therefore the set of activities carried out by a community when faced with the
perception of a threat that may cause a disaster, in order to avoid its occurrence or minimize its adverse
consequences. These are forecasting activities aimed at knowing, avoiding, monitoring and, where appropriate,
forecasting the occurrence of a potentially dangerous event, reducing the vulnerabilities of the elements at risk
and avoiding or reducing the exposure of such elements, as well as preparing adequately in case which previous
measures have not been sufficient. When a disaster has occurred, it is necessary to proceed to manage the
emergency situation and achieve a rapid recovery; adopting for this purpose legal, administrative, technical and
scientific measures so that the necessary social participation can become more effective.
In the field of emergency management is very important to apply resilience in each of its phases (pre-disaster,
response, post-disaster). Bruneau (Bruneau et al.,2003) and Zobel (Zobel et al.,2010) identified four resilience
dimensions.
•

Technical resilience is the capacity of an organization’s physical system to perform sufficiently well
when exposed to a hazardous event.

•

Organizational resilience is the capacity of crisis managers to make decisions and take actions that
avoid a crisis or reduce its impact.

•

Economic resilience is the capacity of the organization to balance the extra costs of a crisis.

•

Social resilience is the ability of society to reduce the impact of a crisis, e.g. help citizens or act as
volunteers.

There are several proposed frameworks and models for implementing resilience in emergency management.
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Bruneau (Bruneau et al., 2003) proposed a framework to quantitatively assess and enhance communities’
seismic resilience. Fiksel (Fiksel et al., 2015) developed the SCRAM framework, which is based on an explicit
characterization and prioritization of an organization’s vulnerabilities and capabilities. Also, Gimenez
(Gimenez et al., 2016) designed the Smart Maturity Model (SMR), which provides several policies that local
governments need to implement at each maturity stage in order to foster four principles: Collaboration and
networking; Awareness and commitment; Learnin; Training and Preparedness. Labaka (Labaka et al., 2016)
proposes sixteen resilience policies deﬁned within the resilience framework for critical infrastructures. Tierney
and Bruneau (Tierney and Michel Bruneau, 2017) developed the R4 framework of resilience: Robustness,
Redundancy, Resourcefulness and Rapidity; while Nuñez (Nuñez et al., 2016) proposes the QuEP+R to
implement resilience in emergency plan management.
QUEP+R

The QuEP framework defines ten maturity levels, numbered from 1 to 10. “A maturity level is a well-defined
evolutionary phase to achieve total quality in emergency plan management" (Annonymous,2015).
Level 1: The organization can generate an emergency plan document in accordance with regulations and laws,
but without any structured plan generation process. Level 2: the organization has incorporated a specific and
repeatable planning process, which influences the quality of the emergency plan since the process is
accompanied by a quality control process to ensure the quality of the emergency plan. Level 3: the organization
uses a planning support system that implements the planning process defined in level 2 to generate and maintain
the emergency plan. Level 4: they can improve the planning processes by designing new activities to create
more value in the emergency plan, such as response procedure simulations or information availability checks.
Level 5: evaluates the participation of those involved in the generation and promulgation of the emergency plans
(the response). Level 6: The organization focuses on optimizing the costs and benefits of achievement. Level 7:
the organization adds to Level 6 a continuous observation of daily and actual emergency planning activities,
using process re-engineering techniques to improve the emergency planning process. Level 8: covers cultural
aspects such as leadership and clear management style, both carried out in conjunction with all stakeholders
(planners, citizens, responders and authority). Level 9: focuses on customer satisfaction, which, in the case of
emergency planning, can be understood as an increased perception of safety. Level 10: aims at excellence
throughout the QuEP framework, through a TQM (Total Quality Management) approach to plan management.
Table 1. Excerpt from the Resilience for Emergency Plan Management by QuEP Maturity Levels (Extracted from
Penadés et al., 2016)
QuEP
Maturity
Levels

System Characteristics of Resilience for Emergency Plans Management[Fiksel]

L10.
L9.
L8. Leadership

Search of the excellence in all the system
…
• Control role-based
• Coordination Training
intra-inter organizational • Resources Management
coordination levels.
…

L7. Service

• Personalized views of
emergency plans

L6.
L5. People

…
• Tacit Knowledge
• Collaboration in rolebased Intra/interorganizational
• Customized process
views

…

…

C1. Diversity.
The existence of multiple
forms and behaviors

C2. Efficiency
performance with modest
resource consumption

C3. Adaptability
flexibility to change in
response to new
pressures

C4. Cohesion
existence of unifying
relationships and
linkages between system
variables and elements

• Learning Coordination
• Manage resources
(events, risks… Resource
allocation)

• Corporate culture
• Intra/Interorganizational
coordination
• Safety awareness
…
• Safety oriented
information systems.
• Emergency context
integrated.
• Social networks
integrated

• Make public events
• Digital Libraries

• Context-sensitive tools.
(Training and learningfriendly tools)
…

• Training & Education
• Procedural Validity
• Collaborative decision
support system.

• Learning Perception
• Adaptive Interfaces

• Stakeholders
relationships
• Maintain levels of
awareness & enthusiasm
of stakeholders
• Clusters (Strong and
weak circle-friends)

QuEP+R was conceived to find the aspects of emergency plan management related to theoretical resilience. On
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one hand, it contains the QuEP (Quality of Emergency Plans Management) framework, which is composed of
maturity levels, principles, practices, and techniques that guide the emergency plan management process
according to the different viewpoints of the stakeholders (Nuñez et al., 2015; Núñez et al., 2016). On the other
hand, QuEP+R is based on Fiksel's resilience characteristics to find out how adequate emergency plan
management can contribute to making an organization more resilient (Fiksel, 2003). Table 1 shows an excerpt
of Fiksel’s resilience characteristics integrated into the QuEP to make QuEP+R.
QuEP defines a set of guidelines and recommendations known as techniques for each one of the activities in the
emergency plan management, known as practices. Organizations must follow these techniques if different
practices established for each maturity level are not covered. These techniques help to make the respective
practices effective. The main QuEP goal is to apply the assessment to real cases to discover the state of an
organization’s emergency plan management and recommend techniques for improvement. To achieve this aim,
QuEP was applied to a real case in the 1F-UPV building (Núñez et al., 2019a). The results were obtained by
maturity levels, as shown in Figure 1. In this case, 25 stakeholders participated, and the global maturity
percentage reached 54.8%, which is tolerable although capable of improvement.

Figure 1. Results obtained in the 1F-UPV building by maturity levels extracted from Nuñez et al. 2019a

QuEP techniques are grouped by maturity levels, principle, and practices related to their corresponding
resilience characteristics considered in the 1F-UPV building. A summary of these techniques is shown in Table
2.
Table 2. Excerpt of QuEP Techniques obtained in 1F-UPV related to Resilience Characteristics

Maturity
Level

Principle

Practice

Technique

L8.
Leadership

Monitoring

Emergency
Drill

T17-ED The organization must maintain a
good level of awareness, commitment, and
enthusiasm among all participants.

L7. Service

T4-ED The organization must notify the
scheduling of emergency drills to the
competent institutions.
T19-ED The organization should analyze
an emergency drill in order to estimate
evacuation times and intervention times
for response teams.

Resilience
Characteristic
Cohesion
(Corporate culture,
Intra/inter-organizational
coordination and Safety
awareness)

Efficiency
(Make public events)

Adaptability
(Context-sensitive tools.
(training and learning
friendly tools)
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Risk Driven

Monitoring

Risk
Analysis

Emergency
Drill

T19-RA The organization should identify
vulnerable people (elderly, disabled,
children, etc.) that may be part of those
affected during an emergency.
T16-ED The organization has the
responsibility of convincing all staff of their
roles. This not only includes the
professional staff of the organization but
also disabled people, cleaning staff,
doorman, security guard, etc. Additionally,
an emergency plan is effective whether or
not all the participants believe in its
importance.
T22-ED The organization must identify the
functions of all participants who will be
part of an emergency drill.

T26-ED The organization must make a
report on the effectiveness of all the
activities of the organization's resources
and means of the organization after an
emergency drill.

Adaptability
(Training & education)

Cohesion
(Maintain levels of
awareness &
enthusiasm of
stakeholders)

Cohesion
(Stakeholders
relationships, and
Maintain levels of
awareness &
enthusiasm of
stakeholders)

Efficiency
(Training & education)

The theoretical resilience presented in QuEP+R must be transformed into actual resilience by the correct
emergency plan management via the policies or dimensions defined by the organizations.
RESILIENCE IN TRAINING FOR EMERGENCY MANAGEMENT

Good training improves the ability to cope with adversity, which is the meaning of RESILIENCE. For
organizations it is important to achieve a greater degree of resilience of all their resources and infrastructures.
For this purpose, we begin the evaluation of the degree of maturity of their emergency plan and this can be
evaluated through the QuEP+R framework and improved through the application of resilience features
integrated into the techniques recommended by the QuEP. Finally, with all the results obtained we can finally
apply the necessary training through the CiET (Continuous Improvement for Emergencies Training)
Framework and its Capability Model (Quiroz-Palma et al., 2019b) to achieve customized training of
stakeholders and achieve a greater degree of maturity and resilience to face emergencies and disasters (See
Figure 2).

Figure 2. Organizations Resilience and Training

The process that the organizations should carry out is described in Figure 3. First, evaluate the resilience and
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maturity of the organization in terms of its emergency plan management, for which they must carry out an
evaluation with the QuEP+R to determine their degree of maturity in emergency plan resilience. Second,
according to the results obtained, apply the necessary techniques and policies. Finally, accompany them with a
personalized training proposed by the CiET framework.

Figure 3. Resilience and Training process

To achieve all the above, the techniques of the QuEP+R have been integrated with the training content of the
CiET framework.
INTEGRATION OF QUEP+R AND CIET

CiET allows organizations to obtain personalized training for all stakeholders of the organization involved in
emergency management. Figure 4 shows the principles (PRINCIPLE class), which are implemented by means
of sets of practices (PRACTICAL class), which in turn are associated with specific levels of maturity
(MATURITY LEVEL class) of an organization (ORGANIZATION class) made by the participants
(STAKEHOLDER class). The techniques (RESILIENCE TECHNIQUE class) are part of the practices and they
find answers with questions (QUESTIONS class). The results of the QuEP evaluation is applied to the
participants (STAKEHOLDER class) are integrated to the learning objectives (LEARNING OBJECTIVE class)
that generate a capability plan (CAPABILITY PLAN class). Each objective learning (LEARNING OBJECTIVE
class) is composed by contents (TRAINING CONTENT class) that includes theoretical (THEORETICAL
TRAINING class) and practical information (PRACTICAL TRAINING class) implemented with gamification
(GAMIFICATION class), contents are organized by resilience dimensions (RESILIENCE TECHNIQUE class).
Supporting the stakeholders’s learning (STAKEHOLDER class) of the organization (ORGANIZATION class)
through evaluation (EVALUATION class) provides feedback and continuous training of the stakeholders.
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Figure 4. CiET and QuEP+R Model

For integration we count on the dimensions of training and relate them to the dimensions of resilience. The
training dimensions identified by Ferradas (Ferradas et al., 2006) are: Education, Technical, Legal and
Institutional, Economic and Social, while the dimensions of resilience are: Technical, Organizational, Economic
and Social. They are differentiated by the Education dimension which refers to training and is included in the
organizational resilience dimension.
We also integrate with QuEP+R through the techniques and their corresponding learning objective. In order to
ensure that the training matches the resilience proposed by the QuEP+R framework, techniques were integrated
with the training content proposed by the CiET, as shown in Table 3. To achieve this purpose, internal and
external resilience, the dimensions of resilience and training applied to each of the contents defined by the CIET
have been identified.
Table 3. Excerpt of Integration of QuEP+R Techniques with CiET training contents

Practice: Risk Analysis (RA)
QuEP+R Techniques

Resilience
Dimension

CiET
Training
Content *

Organizational
Resilience
Organizational
Resilience

CiET
Learning
Objectives
Emergency
Routes
Emergency
Routes

T18-RA The organization shall establish safe zones to ensure to save
people in an emergency.
T19-RA The organization should analyze the different people with
increased vulnerabilities (elderly, disabled, children, etc.) that may
be part of those affected during an emergency.
T20-RA The organization should analyze the different physical
conditions of the accessibility of rescue and rescue services.

Organizational
Resilience

Emergency
Routes

Access routes
Evacuation routes

T21-RA The organization must include within the Emergency Plan
the specification of facilities such as: bridges, hospitals, wastewater
treatment plants, water treatment plants, schools, power plants,
police stations and fire stations.

Organizational
Resilience

Emergency
Routes

Preparation of the
plan
Signage
Evacuation routes

T1-RA The organization shall conduct the study of the types of risk
the organization is threatened according to its location, climatic and
geological characteristics prevailing in the region. The organization
should analyze the occurrence and frequency of these types of risks
considering that the building/plant or area is affected by storms,
tsunamis, etc. There are internal and external risks. In the case of
own risks or internal risks, these include: Anthropic risks such as (i)

Organizational
Resilience

Risks

Risks
Identification
Emergencies
types
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urban, industrial and forest fires (ii) Risks associated with acts of
vandalism in large concentrations of people or in public places and
in the case of technological risks such as (i) Industrial risks: escape,
fire, exploitation).
T3-RA The organization shall conduct the study of the types of risk
that the organization is threatened. The organization should analyze
the occurrence and frequency of these types of risks considering
security in the control of access of people to the building, security by
guards and police, alarm connections with fire and security services,
storage sites, among others. In the case of external risks, these
include: (i) Natural risks: floods (river floods, rain accumulations,
dam breakage, etc.) associated with atmospheric phenomena
(snowfalls, frosts, avalanches, cold waves, hail, torrential rains,
gales, sea waves, drought, forest fires). (ii) Anthropogenic risks: fires
(urban, industrial and forest), risks associated with terrorism, risks
associated with acts of vandalism in large concentrations of people
or in public places. (iii) Technological risks: industrial risks (escape,
fire, exploitation, among others).
T6-RA The organization should analyze the capacity of people who
support their installations (building/plants/zones).
T7-RA The organization must perform an analysis for identification,
quantification and typology of the people inside the buildings,
facilities and areas where the activity takes place.
T5-RA The organization should carry out an analysis of the costs of
media and media resources involved in the study of risks.

Organizational
Resilience

Risks

Risks
Identification
Emergency Types
Risk Analysis

Technical
Resilience
Technical
Resilience

Risks

Risk Analysis
Building Structure
Risk Analysis

Economic
Resilience

Budgets

Resilience
Dimension

CiET
Guidelines

T4-ED The organization must notify the scheduling of emergency
drills to the competent institutions.

Organizational
Resilience

Emergency
Drills

T19-ED The organization should analyze an emergency drill in order
to estimate evacuation times and intervention times for response
teams.

Organizational
Resilience

Emergency
Routes

T16-ED The organization, together with the planners who have the
responsibility to convince all staff of their roles. Not only includes
the professional staff of the organization but also to disabled people,
cleaning staff, doorman, security guard, etc. Additionally, An
emergency plan is effective whether all participants believe and
continue to believe in its importance.
T17-ED The organization must maintain a good level of
awareness, commitment, and enthusiasm among all participants
of the organization.

Social
Resilience

Awareness,
Stakeholder
s
engagement

Social
Resilience

T20-ED The organization should identify the functions of all the
participants who will be part of a drill.

Social
Resilience

T26-ED The organization must make a report on the effectiveness of
all the activities of the organization's resources and means of the
organization after an emergency drill.

Social
Resilience

Awareness,
Stakeholder
s
engagement
Awareness,
Stakeholder
s
engagement
Awareness,
Stakeholder
s
engagement

Risks

Analysis
damage costs
Preparation
budgets

of
of

…
Practice: Emergency Exercises/Drills (ED)
QuEP+R Techniques

CiET
Training
Content*
Emergency drill
Planning
Communication
s
Evacuation
Routes
Emergency
Drills planning
Socialization
mechanisms
Stakeholders
Emergency Plan
Socialization
mechanisms
Stakeholders
Resilience
Stakeholders
functions
Socialization
mechanisms
Stakeholders

…

Note: *Training content CIET

*Training content added (based on QuEP Techniques)
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Figure 5. I+R Tool Interface

Figure 5 shows the integration of QuEP techniques +R in the I+R Tool, as part of the CiET framework, which
can import the results of the organization's evaluation with the QuEP framework. This data set can be selected
according to the resilience dimension it belongs to and the QuEP principle, selecting the stakeholders that will
receive the training. Once the indicated parameters have been selected, the learning objectives are displayed
with the related QuEP techniques and the training content to generate the training plan and with it, achieve the
continuous improvement of emergency management through personalized training appropriate to the level of
maturity and resilience of the organization. The generated Capability Plan is fully compatible with the CiET
Framework tool suite; therefore, the training is performed in the CiET-Training tool.
CONCLUSIONS AND FUTURE WORK

The application of adequate resilient training provides the organization with strengths that will allow its
stakeholders to be prepared when an unexpected event occurs. The degree of impact and the damage caused by
the disaster can be reduced when the stakeholder’s resilient training level is high. This research has integrated
the techniques grouped by maturity levels, principles, and practices proposed by the QuEP+R, according to the
results of the assessment in the 1F-UPV building, along with CiET learning objectives to generate the capability
plan. The I+R Tool is proposed as an IT support tool, in such a way as to benefit the organization for the
enhancement of preparedness and resilience of its stakeholders, and consequently improve the quality of the
emergency plan. The weakness may be that the results of other evaluation frameworks in the emergency plan
are not compatible. Even if such incompatibility exists, a data structure can be set up for information loading,
which makes application integration possible. In future work we intend to evaluate other practices proposed in
the QuEP+R framework in the organization, and the evaluation and training of other organizations are foreseen,
integrating resilience into each of their practices.
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ABSTRACT

Emergency preparedness and management processes are highly influenced by the use of digital technologies.
Unfortunately, due to their rapid development, stakeholders from civil protection as well as policy makers often
are not aware of new technological possibilities, their potentials and risks. This paper offers a methodological
approach to experience evolving technologies by using scenarios in a living lab, equipped with demonstrators
from recent research projects. The scenarios are presented to stakeholders from civil protection and policy making
by telling a future story about the potential usage of emerging technologies. The Future Security Lab allows
addressees to see, understand and use technologies that may become relevant within the next five to ten years and
so a profound basis for knowledge transfer is offered. The case study “Digitalization of Emergency Preparedness
2025” demonstrates how scenarios can be used to integrate demonstrators in stories about the future of civil
protection. First results of an evaluation provide positive feedback from attendees.
Keywords

Civil Protection, Emergency Preparedness, Scenario, Living Lab, Knowledge Transfer.
INTRODUCTION

Emergency management nowadays is highly driven by technological developments in all relevant fields and
phases of the emergency management process (Roth et al., 2014; Prior et al., 2016). Emergency management
therefore faces a new period of digitalization that will largely influence how civil protection organizations cope
with emergencies in future. Herewith the general trend of digitalization raises questions of how to safeguard the
public in a complex and interdependent society in future. Many modern technologies have been developed to
address these questions, but the field of emerging technologies is often non-transparent to those addressed by
these technologies (Bierwisch et al., 2015).
This paper provides an overview of the methodological approach of using scenarios in living labs for improving
emergency preparedness. After introducing the Future Security Lab (FSL) as a living lab, a short introduction to
the basic understanding of knowledge transfer is given. Knowledge transfer in the FSL is operationalized by the
use of scenarios, which leads to a description of how the scenario technique is used to develop a story about the
future based on findings from recent research projects in the field of civil protection. The process of how scenarios
for the Future Security Lab (FSL) are developed will be outlined in detail here. Within the FSL scenarios are
developed concerning several topics from civil protection. The next section introduces a case study focusing on
“Digitalization of Emergency Preparedness 2025” and gives examples of recent developments in security and
civil protection research that might have a strong influence on the future of emergency management. The
following section contains an initial approach to evaluating the FSL. The paper concludes with a discussion of
preliminary results.
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THE FUTURE SECURITY LAB (FSL) CONCEPTUAL APPROACH – A LIVING LAB

In emergency response and crisis management, it is essential to be aware of potential risks and threats and to be
prepared in case of an emergency. New digital technologies promise support in emergency preparations and
processes, although the outcomes of their use are often difficult to foresee (Bierwisch et al., 2015). Therefore,
innovative concepts are needed to enable discussions on emerging social and technological innovations in
emergency preparedness to improve the work of emergency response organizations. Foresight-oriented
approaches try to give an idea of potential future situations and illustrate the possible consequences of
contemporary developments (Gerhold et al., 2019; Federal Ministry of Defence UK, 2018). Further, it is necessary
to create space for an open-minded and transdisciplinary discussion about future innovation.
A living lab is an example of one such innovative space. In the context of the Future Security Lab (FSL), a living
lab is understood as an open space for feedback on technological innovations in security contexts. Because of
their potentially high impact on society, it is necessary to discuss such innovations openly. The living lab FSL
aims at creating a space to experience new technologies and enable a broad array of stakeholders to reflect on
innovations from the field of security (see also Ballon and Schuurman, 2015; Schuurman and de Marez, 2012).
The FSL follows this path and addresses a) decision makers in the field of civil protection, b) emergency
responders and c) policy makers in the field of public security:
a) Decision makers in the field of civil protection are those representatives of civil protection organizations that
are responsible for the acquisition and integration of new technologies in the emergency response process.
b) Emergency responders are members of aid organizations or fire brigades, who are not necessarily involved in
the acquisition, but the use of new technologies in practice.
c) Policy makers are members of the German parliament (Deutscher Bundestag) or the federal state parliaments
(Landtage). They are addressed, because civil protection organizations in Germany depend highly on financial as
well as technical support enabled by political actors.

Figure 1. Overview Future Security Lab

Figure 2. Touch Displays

Figure 3. Different devices (touch table, VR
goggles, displays)

Figure 4. Stakeholders from the Deutsche
Bundestag and civil protection organizations
discussing while scenario presentation

The FSL utilizes the openness of living labs to enable a discourse on future emergency technologies with these
addressees. Supporters and critics of new technological solutions and propositions discuss potentials and threats
of a number of new technologies not on a theoretical basis but based on the exhibits shown and used in the FSL
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within scenarios that are presented to the attendees (Figures 1 to 4, see also “Knowledge Transfer within the living
lab “Future Security Lab””).
Demonstrators were collected from recent research projects (mainly in Germany). As German security research
funding is limited to Technology Readiness Level (TRL) five to six as a Technology Demonstration
(COMMISSION REGULATION (EU) No 651/2014), results from R&D projects are in working progress and
still open for feedback and improvement. The concept of the FSL makes use of this fact in two ways: first, decision
makers and politicians discuss legal and political frameworks to implement (or prevent the use of) a technological
product. Second, feedback is employed to enhance the concept and usability of the innovation in order to improve
its chances for use in emergency management.
Living lab as a concept is not uniquely defined (Hossain et al., 2019). A concrete comparison between labs is
challenging therefore. In the FSL, different stakeholder are confronted with new technologies and future
challenges. Although organizational and individual reflections might be shared in discussions, not all envisioned
end-users are always present. The advantages of the comprehensive approach to present technologies
contextualized through a scenario, embedded into an assumed deployment and an open discussion between
addressees outweighs the existing shortcomings.
KNOWLEDGE TRANSFER WITHIN THE LIVING LAB “FUTURE SECURITY LAB”

Knowledge transfer depends on several aspects, ranging from individual conditions to organizational or technical
limitations. Definitions of knowledge vary widely (Mittelstraß, 2002; Jost and Richter, 2015; Reinhardt et al.,
2011; Stehr, 2000) as they do for transfer (Gräsel et al., 2005; Schmid, 2006). But all definitions essentially
describe a utilization of knowledge gained from context A in context B (Vigerske, 2017, p. 33).
Security research and emergency management are complex and highly dynamic fields. Technological, social,
organizational and political aspects are intertwined when it comes to an assessment of current or future risks and
the decision processes underlying how to cope with these risks. It is difficult to grasp the impact of emerging risks
comprehensively, especially for non-experts like politicians. Nevertheless, those decision makers rely on credible
sources to back up decisions. Therefore, labs like the FSL are needed to inform addressees about a project or
research result and foster critical contemplation in terms of a “reflexive knowledge policy” (Wehling, 2004;
Böschen, 2005). Böschen (2005) pleas for open procedures and involvement of different actors on problem
solving. He calls it “reflexive” since it includes the state of not knowing. Becoming aware that not all
consequences of innovations are foreseeable easily or are recognizable at all is an improvement when it comes to
decisions in the sensitive field of crisis management and security.
Lavis’ knowledge transfer framework (Lavis et al., 2003) is used as the underlying concept of transfer within the
FSL, whereas the knowledge formation is an individual and subjective process (Geiger 2006, p. 311). Lavis asks
five main questions that should be answered to enable knowledge transfer in general:
1.

What should be transferred to decision makers (the Message)?

The message to be transferred in the FSL is: These are potential future challenges you may have to deal with in
emergency management and these are some of the technological solutions that might help you. But they may
come with costs and side effects.
2.

To whom should research knowledge be transferred (Target Audience)?

a) Decision makers in the field of civil protection, b) Emergency responders and c) Policy makers in the field of
public security.
3.

By whom should research knowledge be transferred (Messenger)?

The messenger needs to be familiar with the details and context of the research projects presented in the FSL. He
or she has to translate research findings into reasonable and easy to grasp stories, accessible even to attendees who
are unfamiliar with every detail of the described situation. It is important to offer detailed information when
necessary but to avoid overly technical or expert-level language. At the same time, the messenger should know
not only the background of the addressee but also be able to offer the addressee paths to comprehension of that
information and how that information can be used. The main staff at FSL have this ability. Besides a short
presentation, attendees are invited to test and use the exhibits. In this way, questions about the technologies, their
benefits and their potential negative effects arise. Therefore, the messenger does not convey the messaging alone
but rather initiates the message in a way that enables visitors to learn from each other (see “Evaluation”).
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How should research knowledge be transferred (Knowledge transfer process and communication
infrastructure)?

The exhibits are presented in a narrative scenario which is provided by the staff (see “Scenario Development”) as
a spoken story about a potential situation in the future. While telling the story, demonstrators and other tools are
handed to the attendees. Within the lab we use computers with touchable and non-touchable displays, large-scale
beamers, extra-large wall-mounted displays, various tablets, VR headsets, a VR system (HTC Vive Pro),
firefighters’ gear and several specific demonstrators. More than 45 results from research projects have been
included and implemented in the FSL. The technical infrastructure of the FSL uses a self-developed control
software to trigger separate materials on different kinds of devices. It is possible to show different scenarios
instantly and without any physical adjustment to the technical infrastructure.
5.

With what effect should research knowledge be transferred (Evaluation)?

The main goals of knowledge transfer are: information, communication, reflection and discussion. Research
literature shows that knowledge is transferred more successfully, if a number of criteria of the innovation are met,
like visible advantages of an innovation or an adaption to the expectation of recipients (Rogers & Shoemaker
1971, Gräsel et al 2006). Regarding the FSL it seems to be promising if attendees not only become active and
interact with the exhibits but also when they discuss challenges, potential solutions or (non)-intended side effects
of innovations Gräsel (2005). Within this approach, the concept of knowledge transfer not only includes a transfer
of knowledge about new opportunities to the recipients but also entails co-creating knowledge (Renn 2019) by
confronting stakeholders with possible future developments and their potential consequences, leading to new
insights. At this point, Böschens concept of “reflexive knowledge policy” comes into play in terms of an
innovative policy to include new knowledge and perspectives in political decision-making. In the FSL, knowledge
transfer is less of a speaking-truth-to-power-approach but more of a reflecting-on-consequences-concept.
SCENARIO DEVELOPMENT IN THE LIVING LAB

As mentioned before, scenarios are used to support knowledge transfer with the FSL. Therefore, the FSL is
equipped with tools and technologies that display results from those security related research projects funded by
the national and international programs referred to previously. Based on a scenario approach, a story of potential
futures is told. Narratives are supported by the presentation of the tools and technologies. With this approach
single projects should be embedded into a bigger picture:
In which context is this project relevant? Why is this solution innovative? What is the current state of the art? The
combination of different devices helps to reduce a complex situation to a couple of pictures, videos or sounds: a
sound alarm in combination with footage on different screens showing panicking people in the streets conveys
the challenges of a confusing situation much faster and more effectively than a five-minute speech.
It is necessary to develop and implement an advanced strategy for presentation. The FSL staff have developed
narrative scenarios to describe not only the context of a single project but to weave a number of projects into a
plausible narrative scenario. Narrative scenarios are useful in two ways: (1) a theory-based scenario morphs into
an entertaining story but is backed by facts and figures, and (2) a scenario enables visitors to immerse themselves
in a possible future situation or context and to experience this situation with and without the suggested
technological or social innovation. This experience highlights the usefulness of a solution and triggers a complex
process of reflection.
Scenarios are a well-established methodological approach in futures research and foresight (Glenn, 2003;
Steinmüller, 2012). Nevertheless, scenarios can be developed in many different ways and there is a wide range of
perspectives on what constitutes the nature of a scenario. In this paper, we understand scenarios as homogeneous
and plausible depictions of the future. We therefore focus on possible future developments. That means that all
described and displayed future developments in crisis prevention are based on technologies that have not yet been
implemented but which could have the potential to be realized in future (Steinmüller et al., 2012). This does not
include an estimation as to whether these developments are likely or in a normative sense even desirable. This
theme in turn forms a key part in feedback and discussions with stakeholders from the fields of civil protection
and policy making who visit the lab.
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The development of a scenario follows these steps (Table 1):
Table 1. Methodological steps of the scenario process

Methodological Step
Definition of Scenario Field

Background research: overview of the
field, key research fields, identification
of recent findings, desideratum

Identification of current and recently
completed research projects in the
scenario field

List of included key features
Development of a Storybook, including
technological implementation
Scenario writing

Example
The theme of the scenario has to be defined, e.g.: “Digitalization of
Emergency Preparedness 2025”. Here the definition is:
digitalization of administration, coordination and services as well
as new digital services and solutions before, during and after an
emergency. It includes emergency organizations as well as other
groups affected by them and their activities: society, media,
politicians, etc.
The most relevant stakeholders in crisis management are
identified. Review of main aspects within the scenario: structure of
the organizations, responsibilities, history of events and so on.
Recent research on stakeholder behavior, such as increase in
resilience of first responders or use of social media as a resource to
gain an overview of an emergency situation. Open research
questions like “how to verify information delivered by a social
media user?”
In Germany, there exists databanks for publicly funded security
research projects from the Federal Ministry of Education and
Research (https://www.sifo.de) and the Federal Office of Civil
Protection
and
Disaster
Assistance
(BBK)
(https://www.bbk.bund.de). Besides these resources, additional
search engines are used to gather research projects linked to the
scenario.
All research projects are sorted by means of a number of categories
including main topic, results, and end of project.
The material from the research projects is arranged regarding (1) a
relation in topic, and (2) the best way to present (e.g. big screen,
touch screen, exhibit). This way, a number of thematic foci and a
rough chronology appear.
The team develops a narrative scenario which has a plausible story,
includes relevant contextual information and enables a deeper
understanding of the relevance of the research results in an
accessible way, based on material from research projects,
background research and desiderata.

CASE STUDY: DIGITALIZATION OF EMERGENCY PREPAREDNESS 2025

As an example, the theme “Digitalization of Emergency Preparedness 2025” will be presented here: This broad
topic was cut down to three main categories: development of situation reports, emergency response, and
prevention. The developed scenario consists of
a)

a number of current research projects on these topics (Table 2), which were selected regarding four criteria:
a) a high relevance for the topic, b) passing at least half of the project time (results are produced already)
and not finished to longer than one year ago, c) the project sent some material in, and d) the projects fits
with the final scenario (in terms of the storyline).

b) desktop research regarding current and potential future challenges with digitalization.
c)

a plausible scenario (see next section) in which the findings would make a difference to the current
situation in an emergency.
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Table 2. Relevant research projects and categories used

Research Project

Keywords

Category

EffFeu: Efficient Operation of Unmanned
Aerial Vehicle for Industrial Firefighters

Firefighting, drones, plant fire brigade

Situation reports

SenSE4Metro: Sensor based security and
emergency management system
for underground metro systems during disaster
events

Subway, sensors for detection of critical
situations like heat, smoke, water

Situation reports

SAFEST: Social-Area Framework for Early
Security Triggers at Airports

Surveillance technology,
anonymization, dynamic emergency exit
concept

Situation reports,
Prevention

ENSURE: Enablement of Urban Citizen
Support for Crisis Response

Incorporation of volunteers, support of
first responders

Emergency
response

KUBAS: Coordination of voluntary helpers to
overcome disaster situations

Incorporation of volunteers, support of
first responders

Emergency
response

AUDIME: Audiovisual medical information
technology for complex operational situations

Audio-visual support in complex
situations, mass casualty incident

Emergency
response

EFAS: Mission support system for fire brigades
to combat danger on board seagoing vessels

Firefighting, fire on ships, information
exchange between control center and
first responders, smart wearable
garments

Emergency
response

SEERAD: Sea rescue system based on a lowinterference radar

Sea rescue, radar-controlled tracking
system

Emergency
response

TEAMWORK: Crisis simulation for the
cooperation of emergency forces and the
population

Serious games, simulation of
cooperation between emergency
organizations and residents

Prevention

Scenario Description

The following story in the scenario has a plot, which is presented by a follow-up of different material, displayed
by various devices and exhibits. It is intended for participants to move freely about in the room to keep attention
levels up and form impressions by themselves. For a detailed description of the scenario “Digitalization of
Emergency Preparedness 2025”, see Table 3.
“We are in the port of Hamburg in 2025. About 150 million tons and countless passengers
arrive at or leave the port per year. It is a working day in winter. The weather is rather
stormy but no rain. The sky is cloudy.
We are in the control center on a usual workday when the alarm goes off: a fire on a ship
between the commercial and the passenger terminal. The clock is ticking. What do you do
first? Right, gaining an overview of the situation.
What is going on there? In the large area of the port it is not easy to get an overview,
companies are in that area, a nearby subway and motorway might be affected very soon
by smoke or fire. The emergency number registers a high increase in calls with
contradictory information. A cargo vessel burns briskly. Others report fire on a passenger
ship beside the vessel as well. Smoke covers the area. In sum: the situation is unclear.”
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Table 3. Detailed scenario description in FSL

Story

Devices used

Short description of
innovation

Innovation to
display

First, you would send
firefighters to the spot,
right? However, it is not
clear what is burning there:
chemicals, cargo?
At the same time, you are
getting a call from the
nearby oil company. Their
security system recognized
the fire and automatically
initiated an aerial
reconnaissance by a drone.

Two screens: one for
the view from the
drone, one for a
detailed description of
how the drone
operates.
Project: EffFeu

The system is created for
plants and companies and
includes an automated
aerial reconnaissance by a
drone, automated image
recognition (how many
people, cars, buildings,
etc).
The sensor system can
work as an alarm system: if
a limit is exceeded, the
alarm is set off
automatically in the next
control center. If the
control center needs to get
information about a certain
area, it is possible to
extract the data from the
sensors.

Drone, equipped with
camera and sensors.

The surveillance system
works along with
anonymization software
and counts people by a
combination of heat
detection (from bodies),
height measurement and
motion detection. Only
dots are displayed as a
proxy for a person.
The emergency system
changes the path to the next
usable emergency exit if it
detects a crowd
accumulation or a defective
emergency exit.
Sensors included in the
overalls are able to detect
gas, chemicals and
temperature inside and
outside the overalls. Data
are sent to the control
center automatically.

The complete
surveillance system
including a display
that shows the person
and their movement
in a defined part of
the FSL: visitors can
test the system and
see the anonymized
data presentation.

The caller reports fire and
smoke across a wide area.
The nearby metro might be
affected. Nowadays, we do
not get any information from
inside the tunnels, but it
would be possible through a
sensor-based data net in
2025.
Fortunately, there is no fire
or smoke detected in the
metro.
What about the terminal for
the passenger ship?
Especially in huge buildings
people might panic if
visibility is limited. The
current emergency exits are
indicated by static, glowing
signs which still show the
way to the next exit, even
though the exit is unsuitable.
In 2025 the surveillance
system at the terminal will
allow for the detection of
crowds and will work as a
dynamic system to display
the best emergency exits.
The firefighters arrive at the
spot. Nowadays, this type of
mission is still very
dangerous. The heat could
be enormous on a metal boat
and firefighters risk their
lives and health in a mission
due to temperature,
chemicals or gas. That is
why in 2025 the new smart
firefighter’s overalls are
deployed.

Two screens: one
displays the image
from a camera which
shows only smoke –
the current state of the
art – the other shows a
simulation of a
dashboard which
shows information on
temperature, smoke,
water in the tunnels
around the affected
area.
Project: SenSE4Metro
A sensor on the
ceiling of the room
and a computer screen
to show the crowd
detection and the
alarm.
Digital display as an
advertisement screen
on which – in an
emergency – dynamic
emergency exits can
be displayed.
Project: SAFEST

Smart firefighter’s
overalls
Project: EFAS

Video animation
about the
functionality of the
sensor network.
Real camera image of
smoke in a metro
station.

Test the actual
firefighter’s overalls
of the sensors by
applying heat to
them.
Display on a tablet
shows the increase in
temperature
measured.
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Based on information from
emergency calls and first
responders you learn that a
lot of people have to be
cared for – too many people
for the first responder. That
is why you alert the
volunteers.

Smartphones and
handhelds are used to
show the app and the
alarm which would be
displayed on devices
of volunteers who
have been registered –
due to their
background and
experience – before
the situation. The
volunteers are able to
support professionals.
Projects: ENSURE &
KUBAS

History has shown that
increasing numbers of
volunteers are willing to
provide support in a
particular situation but are
not included formally in a
specific emergency
organization any more.
Both projects have
developed a system for
registration, alerting and
warning as well as
coordination and
communication via an app
on a wearable device.

Applications for
mobile phones that
enable volunteers to
be alerted. Relevant
information was
given to volunteers:
Where? When? What
to expect?
Equipment?
Duration? With a
click, the volunteer
can decide whether to
support first
responders in the
emergency situation
or not.

You get the information in
your control center that a
great number of passengers
from the terminal require
medical care – too much
work for only a few
ambulances and doctors. In
2025 audio-visual support
would help to increase
capacities through data
glasses.

Data glasses are used
to show how the
identification of
information works by
a prepared example.
A screen shows the
incoming data and the
functionality of the
software. By this
means, the entire
system is depicted.
Project: AUDIME

It is a time-consuming
procedure to identify
injured people, carry out a
paper-based triage and
bring all this information to
the control center. By
means of an audio-visual
support system accessed
via data glasses, an
ambulance crew can
perform triage on the spot
with the support of a doctor
and with all information
digitally at hand.

Data glasses and
screen including the
software for
automated image
recognition.

You are suddenly informed
that someone has jumped
from the passenger boat in
panic. They seemed to
believe that there is a fire on
board. You need to find
them immediately. The
water is only a few degrees
Celsius.
The control center instructs
the passenger ship to
activate its sea rescue
measures: the double-radar
localizing the newly
designed life jackets.

A life jacket and a
prototype of the
sensor.

Especially in storms with
high waves, it is very
difficult to locate missing
people.
The innovation consists of
two new features: first, the
radar is able to find the
sensors in the life jacket
even in stormy waters.
Second, the sensor is
activated by contact with
water only – no batteries
are necessary to enable the
system.

The life jacket and
the sensor as exhibits
are combined with a
tablet showing the
operating principles
of the rescue system.

After the direct response to
the event, you relax in the
control center. There have as
yet been no fatalities and
most of the injured people
are in a relatively good
condition. The mission ends
a few hours later. The fire is
extinguished and the
emergency teams are back in
their stations. You assemble
representatives from all
organizations for a debriefing. The findings are

A game station with a
collection of missions
from the
TEAMWORK
database.

Simulations of complex
missions are quite difficult
to design and undertake.
Exercises and training
programs are costly as well
as time- and resourceconsuming. The serious
game from the project
enables participants to
“perform” in a number of
complex missions in order
to achieve a deeper
understanding of logistics,
interaction and strategy. It

The game console in
the FSL can be used
in single-player or
two-player mode.
In two-player mode,
different ranks or
organizations can be
represented to help
players to understand the dynamics of
organizations or
between organizations of emergency
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used to improve similar
future missions by being fed
into a powerful gamescenario that shows the
importance of teamwork.

is even possible to develop
own missions.

management.

Congratulations! You not
only have dealt successfully
with a complex fire situation
but also used your lessons
learned to improve measures
and strategies for the next
mission.
EVALUATION

The use of the FSL is accompanied by an evaluation of its users so far. The FSL is still at a test-run stage so only
scant evaluation data exist yet (N=73). Between the 25th of January 2019 and the 7th of January 2020, policy
makers and practitioners from emergency management as well as students from multiple disciplines (computer
science, futures research, security studies and logistics) and colleagues from various scientific disciplines who
visited the lab, were invited to take apart in an online survey. Actually, students and scientists are not addressees
in the proper sense of the FSL, but were asked to test the scenario described here. In addition, due to the lack of
time, politicians from the German Bundestag usually do not take part in the evaluation process. This is why the
results should only be seen as preliminary.
The evaluation provides feedback on different aspects of the scenario presentation. On the one hand this feedback
indicates that the prescribed purposes have been reached. On the other hand, the FSL is a place for co-creation
and knowledge transfer, so the evaluation represents an opportunity to improve certain critically viewed aspects
and to integrate recommendations. To gather this information six items were selected as the subject of questions.
The results are shown in Figure 5.

Figure 5. First Evaluation Results Future Security Lab (Boxplots, N=73)

The sample size (N=73) consists of emergency responders (17), politicans (3), experts of science and economics
(23), students (17) and others (13).
The attendees were asked whether the technologies they were shown had been presented in an understandable
way. Statistics indicate a high degree of comprehensibility for the displayed objects (Q1, M=4.12, SD=0.81). With
regard to the demonstration aspect the results indicate that the potential for using the technologies was evident.
The attendees gained an understanding of how to work with these technologies in civil protection organizations
(M=3.99, SD=0.78). A deeper grasp of the interplay between technological components is less clear, though the
values are within a promising range (M=3.61, SD=0.957). The scenario presentation concentrated on showing
potential usage and implementation of technologies rather than providing lessons in operating principles and
technical knowledge, and the results reflect this. Although a scenario is a method whereby complexity is
necessarily somewhat reduced, the attendees reported that they had got a sense of the complexity of the
technologies (Q2, M=4.01 SD=0.85). This indicates that reducing the focus on imparting technical knowledge in
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favor of understanding, time saving and giving an overview does not represent a disadvantage for presenting links,
connections and interdependencies between technological components, technologies and stakeholders. After the
scenario presentation all attendees felt encouraged to reflect on the new technologies (Q6, M=4.31, SD=0.74).
While all of them attested to this process of reflection, the visibility of possible impacts was rated as not so high
(Q5, M=3.67, SD=0.96). A few respondents (9 of 76) stated that they had received no positive impacts from the
presentation. This is clearly a result which could be improved upon in the future.
As a whole, all the aspects queried were rated good and indicate a high degree of unanimity among attendees. The
comprehensibility and the demonstration of security technologies were valued highly, as they allowed most
attendees to get a first-hand illustration of how these technologies work and could be used in future. The
encouragement to reflect also highlights a well implemented aspect of the demonstration. The lab, in addition to
offering possibilities to imagine potential use and fields of application, also provided a space for attendees to
reflect critically on what they had learned. Nevertheless, this data is only from test runs and could not be
differentiated between different user groups in a statistical way at this stage. Furthermore, there are only few data
from the addresses in the proper sense of the lab as introduced in the beginning of this paper. It remains one part
of the further examination of the FSL to draw attention on these groups.
DISCUSSION

The technologization of civil protection has been a global trend especially since 9/11 (Ceyhan, 2008; Kaufmann,
2016). This raises questions as to how and to what extent the integration of digital security technologies in
emergency preparedness and management organizations should be shaped. In this contribution an approach has
been introduced to communicate the results of several research projects to decision makers and stakeholders in a
demonstrative, comprehensible and reflexive way, which means not only to understand innovative technologies
but to know how to use or avoid them. To place this concept of a living lab in a broader context and illustrate the
self-conception and objectives of the FSL, the multi-level perspective is an appropriate framework (Geels and
Schot, 2007). This perspective theorizes socio-technical change in a certain area, in this case its contribution to
the field of civil protection in Germany, driven by emerging innovations regarding different levels. Bottom-up
and top-down approaches are both conceivable within the model. On the micro level innovations are developed,
improved and co-created in niches forming fragile arrangements or networks. At the next level up, the sociotechnical regime, is the arrangement of existing technologies and procedures on a meso level, occupied by a broad
network of stakeholders who form trajectories and transitions of existing and future technologies, affecting their
implementation and use. The macro level, the socio-technical landscape, provides an exogenous environment with
long-term and relatively fixed conditions (e.g. laws and value systems). For possible changes in intellectual
regimes, patterns of thinking or, even further, a socio-technical change, innovations need to first emerge from a
niche level, replacing the existing mode of operation or joining new modes together (Geels and Schot, 2007).

Figure 6. The Multi-Level Perspective (Geels and Schot, 2007, supplemented by authors)
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Within the framework of the multi-level perspective, the FSL positions itself as an intermediary between the niche
and the regime level, supporting stakeholders on the regime level to make decisions and form trajectories with
regard to innovative technologies, see Figure 6. The aim of this approach is to transfer knowledge from civil
protection research to stakeholders from emergency response organizations and from the policy making realm.
From the authors’ perspective this mediating role could be viewed as what Renn terms catalytic science (Renn
1999; Renn, 2019). By using scenarios in a living lab, knowledge about emergency response research is
systematically collected, converted and made comprehensible. The presented scenarios and the discussions with
attendees lead to processes of reflection about potential future developments in crisis prevention. It makes
stakeholders think and reflect about the advantages and the potential unintended side effects of implementing and
supporting emerging security technologies within their respective organizations.
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ABSTRACT

The constantly increasing number of passengers using public transportation leads to an expansion of the services
offered by public transportation companies. The existing transportation infrastructures, especially railway stations, can only partly cope with this rapid growth. There is already overcrowding on platforms and access routes,
especially during disruptions caused by natural disasters or major public events. This crowding may result in
personal injury or shutdown of operations for safety reasons. The research project CroMa aims at improving
robustness, safety, security and performance of railway stations at peak loads.
The paper contributes thereto by developing an approach to assess railway infrastructure in terms of the risk of
overcrowding. The core of this research is to combine qualitative workshop results with quantitative database
analysis. Furthermore, the paper gives an outlook on the ongoing process model development as a basis for a
semi-quantitative evaluation tool for railway stations applicable by end users.
Keywords

Crowd-Management, Mixed-Methods, Process Modelling, Critical Infrastructure, Railway Transportation.
INTRODUCTION AND RESEARCH APPROACH

Public transportation is used by an average of 34 million passengers per day in Germany (Federal Statistical Office
of Germany 2020). This represents a significant share of the total traffic volume, especially in urban areas. 56
percent of this share is accounted for by rail transportation, as this mode offers a large transport capacity (Federal
Statistical Office of Germany 2020). Due to its already great importance for economy and society, rail transportation is regarded as a critical infrastructure in many countries (Adjetey-Bahun et al. 2016; Brem 2015; Federal
Ministry of the Interior 2009; United States Department of Homeland Security 2013; United States Department
of Homeland Security and United States Department of Transportation 2015).
The rail-bound transportation volume has been rising continuously for several years (Federal Statistical Office of
Germany 2019) and it is expected that the number of passengers will continue to increase, especially against the
background of expanding urban areas and growing awareness of climate protection and related political restrictions on motorized individual transportation (Fichert 2017). For this reason, many public transportation companies and railway operating companies are reacting by improving their services, either by increasing frequency
of service or by reducing fares. This is intended to and is likely to lead to a further increase in passenger numbers.
At the same time, however, the adaptation process of the railway infrastructure is being delayed. Since the construction of new railway stations and the modification of existing stations in particular cannot be realized in the
short term (Fichert 2017). As a result, the number of passengers in the railway system increases, which in turn
may result in the overcrowding of platforms and stations as well as access and exit routes. Some stations are
already experiencing this problem (cf. Department for Transport 2015; Schirmer 2018). Overcrowding may result
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in injury to passengers in the worst case and in the less severe case, it may make it necessary to shut down operations immediately to control the situation. The consequences for railway operating companies are not only of
economic nature (Anderson 2014; Bauernschuster et al. 2014; Faturechi and Miller-Hooks 2015; Federal Ministry
of the Interior 2011; Miller-Hooks et al. 2009), but can also seriously affect their image, so it is important to avoid
these situations altogether. To do this the cooperation of a large number of stakeholders is required.
The research project CroMa aims at ensuring the safety of individuals, as well as the proper management of major
public events and in particular the full performance of the rail transportation system under any circumstances.
This includes the preservation of the operational safety of stations, trains and the required technical infrastructure
in the face of abnormal conditions. In this context, not only disruptions and incidents should be regarded as abnormal occurrences, but also operations under challenging but still routine or regularly occurring conditions, such
as the beginning of holiday season, an increased number of commuters or, as mentioned above, major events.
In this paper, it is examined which disruptive scenarios or disturbance events are of relevance during operations
and how they can be evaluated in terms of their criticality for the uninterrupted operation of the rail transportation
system. The paper shows the mixed-method approach that has been applied so far. The future objective of this
research is to develop a semi quantitative approach for the assessment of critical system interfaces. For this purpose, a qualitative approach has already been carried out within the framework of an expert workshop. This is
supplemented by a quantitative database analysis. Furthermore, the paper provides an outlook on the development
of a process model as an intermediate step towards the development of the semi-quantitative assessment tool for
end users. Figure 1 shows the research process as planned and partly already carried out.

Expert and end user workshop
Qualitative group discussion

Exploratory approach on
relevance/criticality

Supplement to database analysis

Analysis of databases
Quantitative analysis of past incidents

Identification of "typical" incident characteristics

Process Modeling of passenger handling
Depiction of the entire passenger
handling process

Identification of possible future
scenarios/critical interfaces

Evaluation of all process steps in
terms of relevance/criticality

Tool for the semi-quantitative assessment of railway stations by end users

Evaluation and adjustment
Hands-on, exemplary application at exemplary
railway stations

Qualitative expert interviews for validating the
tool

Figure 1. Outline of the proposed research process (source: authors)
EXPERT WORKSHOP ON SCENARIO DEVELOPMENT

Within the project, a workshop was held to determine which incidents are of particular relevance for different
stakeholder groups. This was done on the basis of various rough scenario sketches (unplanned or planned occurrences) and their possible effects on transportation infrastructures (short-term or long-term impairments). In the
workshop discussion, it was to be worked out which (specific) influencing parameters and factors in each scenario
are of interest or particular relevance for the different stakeholders. The term scenario here refers to a rough outline
of a disturbance event. Guiding discussion questions have been provided for the experts:
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-

What special challenges does the sketched scenario pose for you in your specific function or the organization you represent?

-

How do you assess the relevance and criticality of the scenario or which alternative scenarios or variables
to asses them do you consider to be more critical relevant/ for your specific function or your organization?

-

Do you have any experience in dealing with the respective scenario or do you have pre-planning for such
events in your organization?

The explorative focus of the group discussion is intended as a preparatory approach for the construction of standardized measurement and evaluation tools such as scales for measuring attitudes (Lamnek and Krell 2010). It can
therefore be understood as a complementary method to the subsequent analysis of the databases (cf. section “The
indications and key findings from the group discussion are summarized in Table 1. The qualitative workshop
results provide an explorative insight into the researched subject. The results allow for a more focused quantitative
analysis of past incidents/disturbance events. In the subsequent section, the database analysis is used as an attempt
to quantitatively substantiate the qualitative results, where appropriate, before the last section of the paper introduces an approach to integrate the results of both the qualitative and quantitative approach into a process model.
ANALYSIS OF PAST INCIDENTS”). By exploring the opinions and attitudes of individual participants (Bortz
and Döring 2006; Lamnek and Krell 2010), it is intended to provide a qualitative reference point for the further
development of the process model (cf. section “PROCESS MODELING OF PASSENGER HANDLING”) respectively the semi-quantitative tool and finally for the planned end user guidelines. By means of a group discussion, the first step is to identify the issues that end users of different sectors see as particularly challenging and to
learn of their experiences.
The results of the workshop shall be integrated back into the development of scenarios and their future modelling.
In this context, the workshop will be an independent source to complement the results of the database and literature
research. In combination with the literature and database research and the planned expert interviews, combinations
of attributes or descriptors will be developed for the scenarios.
Composition of the expert/end user group

It was important for the selection of the experts and practitioners/end users that as many sectors as possible from
the context of the CroMa research project are represented. In addition to the directly affected public transportation
and railway operating companies, railway infrastructure companies and service providers as well as police and
non-police public authorities and organizations with security tasks, event organizers and event security services
were therefore also contacted and asked to participate. In addition to the involved partners in the research project,
the aim was to win previously non-involved organizations in order to obtain a broader spectrum of experts and an
undisguised view of the topic.
As depicted in Figure 2, the 14 participating experts and end users can be grouped among the following six groups
or sectors: “Science”, "Event organizers/non-police public authorities and organizations with security tasks",
"Event security services" as well as "Railway infrastructure companies", "Railway operating companies" and
"Local public transportation operators".
3

3

3

n = 14
2

2

Railway operating
companies

Local public
transportation
operators

1

Science

Event
organizers/nonpolice public
authorities and
organizations with
security tasks

Event security
services

Railway
infrastructure
companies

Figure 2. Distribution of experts by sectors (source: authors)
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However, no participants could be recruited for the area of police authorities at all. The participation of this group
in scenario development needs therefore to be increasingly ensured by conducting expert interviews in that field.
Further representatives of railway operating companies, public transportation operators and event security services
should also be interviewed subsequently, in order to increase their proportion in the project and to be able to
adequately consider their interests and points of view.
The results of the group discussion were collected and analyzed. The transcript of results of the group discussions
were subjected to a qualitative content analysis using the MaxQDA software. The evaluation in the subsequent
section highlights the results of the discussion and draws a common conclusion from the results.
Workshop results

At the beginning of the workshop, the participants were asked to assess roughly outlined scenarios on a grid. The
objective of this question was to learn how participants and experts would perceive the impact of disruptions on
their sector or organization from a subjective point of view. For this purpose, the participants were given rough
scenario sketches. These scenario sketches distinguished between planned and unplanned as well as short-term
and long-term disruptions. In this context, the term "planned" may refer for example to the setting up of a construction site affecting a train station, a major public event or the start of the holiday travelling season. An “unplanned” incident, on the other hand, may involve a storm or damage to railway infrastructure. The temporal
dimension differentiates between events with short-term and long-term impacts or disruptions, whereby a construction site, for example, can be attributed to “long-term” impacts and a major event to “short-term” impacts.
The scenarios were neither defined further nor quantified in order to consciously include the subjective and solely
qualitative assessment of the participants and thus enrich the quantitative analysis of the databases. The qualitative
evaluation of the scenario sketches by participants with regard to their individual relevance resulted in the picture
shown in Figure 3, while the evaluation of their individual criticality resulted in the picture shown in Figure 4.

planned,
short-term

Scenario

Scenario

planned,
short-term

planned,
long-term

planned,
long-term

unplanned,
short-term

unplanned,
short-term

unplanned,
long-term

unplanned,
long-term
of little
relevance

relevant

highly
relevant

Relevance
Figure 3. Qualitative assessment of relevance (source:
authors)

uncritical/
low

critical/
medium

very critical/
high

Criticality
Figure 4. Qualitative assessment of criticality (source:
authors)

The results of the qualitative assessments have been clustered by calculating the median of each assessed scenario
sketch. As a result of the subjective assessment, the majority of the participants were of the opinion that unplanned
events can be dealt with in much the same way as those planned, since the only difference would be the availability
of resources. In contrast thereto, long-term events are perceived to be more complex or critical, but not necessarily
associated with greater impact (cf. clusters in Figure 5 and Figure 6). The participants also discussed the need to
establish a uniform definition of the term "criticality" for both event organizers and railway operating companies,
as the respective relevance also differs in some cases. A shift from unplanned to planned events would be possible,
provided that sufficiently adaptable plans existed, or experience could be used. The assessment of unplanned
occurrences as being potentially more critical is also reflected in the clustering of the assessment compared to
those of planned occurrences. Similarly, unplanned occurrences are attributed a higher relevance, although the
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ranges or outliers are noticeable in both figures. This may indicate the dissimilar perception or definition of criticality and especially of short- and long-term in different sectors, as pointed out in the discussion.

planned,
short-term

planned,
short-term

planned,
long-term

planned,
long-term

Scenario

Scenario

In this context, it became apparent that the time frames or timelines of rail transport and infrastructure companies
on the one hand and event organizers on the other sometimes differ considerably. The same was true for the spatial
dimension. Railway operating companies enjoy a much greater degree of flexibility due to their geographically
extensive and widespread network. This gives them better opportunities to take evasive action or to compensate
for and adapt to disruptions compared to local public transportation operators or even event organizers in a more
narrowly defined environment. For the assessment of criticality, the reaction times and delays as well as the respective scope for decision making - partly influenced by external decision makers such as the police - were also
discussed. While there are distinct safety guidelines and standardized procedures in railway operations, in crowd
management the guidelines are rather diffuse and difficult to verify. An advantage for event organizers is the fact
that they usually have a fixed contact person at the regulatory authorities, while railway operation companies do
not necessarily have such a person at the event organizers' disposal.

unplanned,
short-term

unplanned,
long-term

unplanned,
short-term

unplanned,
long-term
of litte
relevance

relevant

highly
relevant

Relevance
Figure 5. Clustering of relevance assessment
(source: authors)

uncritical/l
ow

critical/
medium

very critical/
high

Criticality
Figure 6. Clustering of criticality assessment
(source: authors)

Instead of distinguishing between the two dimensions of "unplanned/planned" and "short/long term", the experts
suggested differentiating between infrastructure capacity in terms of available space, available personnel and possible redundancies. In addition - with regard to the guidelines to be developed in the CroMa project in the future
- the interfaces of the different timelines should be included. Aspects of economic efficiency, the effective sphere
of influence of the infrastructure as well as requirements of the retail area operators should be considered.
Summarizing, the expert and end user working group concluded that even for the same incident the entry points
would be different, especially for organizers and railway operating companies. The railway operating companies
would have great compensation possibilities owing to a multitude of available resources and the large geographical extent of the network. In contrast, the event organizers or local organizations would have fewer alternative
options, which would make it less easy to absorb the impact of one and the same event for them.
In particular, the workshop participants agree that the categorization of scenarios should be diversified and therefore suggest various alternative variables besides plannability, relevance and criticality. Almost all of these variables or measurements focus on the outcome of an event or the possibilities to influence this outcome at all. This
indicates that the emphasis is less on the cause but more on the impact or outcome of an event. Due to the mostly
matching statements on the transferability of intervention measures from one scenario to the other and the resulting
shift from "unplanned" to "planned" scenarios, the experts seem to focus more strongly on the organization-specific intervention options, taking into account the available resources and economic efficiency.
In addition to this output- respectively process-oriented perspective, the question of the different dimensions of
time and space as well as the relevance threshold for the individual organization was discussed intensively. A
discrepancy in the dimensional definitions between railway companies - which rely on regional or even national
systems and therefore have many potential options for reaction - and the more locally or even punctual oriented
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actors, such as event organizers or local public transportation companies with only limited compensatory options,
has been found to exist. Accordingly, the different stakeholders are of major importance, since their needs and
their ability to react to incidents may differ considerably.
The represented organizations draw their experience mainly from recurring or repeated events and not from single
or occasional incidents. This is in line with the also agreed statement that there is no structured knowledge management and no reprocessing of incidents but only in semi-structured approaches. However, the participants recognize the advantages of structuring knowledge across all involved sectors, provided that the individual requirements and processes of the respective organizations are sufficiently taken into account. In this context, the tension
between exchange and competition should also be considered. The expert group agreed that the need for resources
and the sensitivity of the stakeholders involved in the planning and implementation of major events had increased,
but that this had neither significantly increased the number of stakeholders to be involved nor the complexity of
the process as a whole.
According to the consensus of the expert discussion, the complexity of an incident depends to a large extent on
the existence or transferability of already pre-existing, other concepts to the specific scenario, as well as the possible impact and the number of stakeholders involved in the incident. The existence of concepts is believed to
have a significant influence on the quality and speed of the reaction to an incident. Exercises as well as preparatory
measures and good crisis communication might also contribute to this. On the other hand, unclear demarcation of
responsibilities and unknown stakeholders are believed to have a negative impact on the coping capacity.
Table 1. Key findings from the expert/end user workshop

Key findings

Comments

Relevance
assessment

planned/short term = no conclusive statement
planned/long-term = relevant
unplanned/short term = very relevant
unplanned/long-term = very relevant

-

Criticality
assessment

planned/short term = no conclusive statement
planned/long-term = uncritical/critical
unplanned/short term = critical/very critical
unplanned/long-term = very critical

-

Statement 1

Further dimensions or variables for the clustering of events and a uniform definition of these
are necessary.

Reaction times, scope for decisions/options for action, capacity (area, personnel, redundancies), cost-effectiveness,
sphere of influence of the infrastructure,
complexity, severity, duration, compliance with protection goals, "stress",
causal factors, cascade effects and transferability of measures (shift from unplanned to planned if transferable concepts exist).

Statement 2

The time lines, relevance and spatial dimensions for railway operating companies and
event organizers differ considerably.

Interface analysis of the time lines

Statement 3

Railway operating companies have a multitude
of compensatory options and a high degree of
standardization due to their spatial extent,
whereas crowd management is often local, less
standardized and usually has few alternative
options.

-

Statement 4

Long-term occurrences are more complex, but
do not have greater consequences or are
"worse" than short-term occurrences.

-

Statement 5

Unplanned occurrences can be dealt in the
same way as planned, there is only a difference
in the urgently available resources.

Preparation for weather-related events,
terrorism, bomb threats/unidentifiable
objects, premature event cancellation/
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(time-critical) evacuation, overcrowding/redirecting crowds, medical emergencies
Experiences are gathered via routine/learning Establishment of a structured knowledge
effects in repeated events, as there is no struc- management, obligation for communicatured knowledge management.
tion between actors required
The indications and key findings from the group discussion are summarized in Table 1. The qualitative workshop
results provide an explorative insight into the researched subject. The results allow for a more focused quantitative
analysis of past incidents/disturbance events. In the subsequent section, the database analysis is used as an attempt
to quantitatively substantiate the qualitative results, where appropriate, before the last section of the paper introduces an approach to integrate the results of both the qualitative and quantitative approach into a process model.
Statement 6

ANALYSIS OF PAST INCIDENTS

The objective in analyzing databases of past events was to identify and categorize incidents according to their
relevance. This was intended to provide a quantitative approach alongside the qualitative results of the workshop.
Thereby the main focus was on the question of the most frequently occurring incidents as well as the average
duration of the incidents.
The starting point for the analysis was the assumption that, in the event of a disruption or incident, a train does
not arrive at a particular station on time or not at all or is unable to maintain its scheduled timetable. Based on this
assumption, after an initial search for incidents on Twitter and news websites, attributes were developed which
allow for the classification of such incidents. These attributes include the size of the railway station (according to
the station categorization of Deutsche Bahn), the plannability of the incident (unplanned vs. planned), the duration
of the disruption (short < 2h, medium < 24h, long > 24h) and which additional safety measures were necessary to
handle the disruption (no measures, extended measures such as partial track closure, full closure). For the analysis
of a sample of 982 incidents, consisting of datasets provided by a railway operating company as well as reports
from the public media was available. A distinction was made between the incidents according to the type of
transportation means (high-speed train, commuter train, freight train, etc.), the actual duration of the disruption
(in hours) and the generic incident/scenario category. The events in the database were correspondingly typified
according to categories and these were examined with regard to their frequency of occurrence, their plannability
and the place where they occur as well as their temporal extent.
Based on the preliminary scenario sketches from the workshop and the input from expert speakers, the following
generic incident/scenario categories for the clustering of events were defined:
-

Construction works/refurbishment works,
Bomb threat/defusing,
Fire (e.g. train on fire, fire affecting the rail network),
Special ride (e.g. extra train for a soccer game),
Accidents involving persons/medical emergencies,
Criminal offences (e.g. Hostage-taking, Uncertain threat situation/terrorist threats, accidents involving
persons with external causes),
Track closure (e.g. train broken down),
Strike,
Technical defect (e.g. incidents involving the catenary, obstacles on the track),
Storm,
Derailment.

Figure 7 shows the absolute and relative frequency of an incident category in the entire sample as a result of the
database search. With a relative frequency of about 46.8 percent, technical failures were the most prominent of
all occurrences examined, with construction works of about 36.6 percent being the second highest incident category. All other scenario categories are represented with relative frequencies of between one percent and three
percent. Although they all together make up the main part of the categories in terms of quantity, they play a rather
subordinate role when considered individually.
Also, whether a scenario category occurs as planned or unplanned depends on the individual incident. In most
cases, however, an occurrence happens unplanned, which may also be due to the underlying categories of the
scenarios. It also turned out that no specific railway station category or station size could be attributed to a certain
scenario. This is because these events occur at too many different train station sizes or because they are single
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events or the frequency of their occurrence is too low. Although slightly higher probabilities of occurrence at
larger railway stations can be identified for some types of scenarios, this assertion is not yet sufficiently proven
statistically and requires continued database analysis. Thus, the analysis does not yet allow any precise conclusions to be drawn about a specific station category for events or scenarios.
n = 982

60%

500

50%

400

40%

300

30%

200

20%

100

10%

0

Relative frequency

Absolute frequency

600

Derailment

Severe weather

Technical failure

Strike

Track closure

Criminal offences

Accidents involving persons/
medical emergencies

Special ride

Fire

Bomb threat/ defusing

Construction works/
refurbishment works

Operational factors

Infrastructural factors

External factors

0%

Figure 7. Frequency of incidents in the sample (source: authors)

For the duration of an incident, the starting point of the occurrence and thus the beginning of the disturbance, as
well as the announced end of the incident were assumed to be the time frame. The average value of all analyzed
occurrences was 232 hours, but is already afflicted with a standard deviation of 427 hours. This is partly due to
the fact that the different types of incidents can be dealt with at different speeds. For example, disruptions due to
construction works can last for several days and weeks or even months ( in this case the mean value is 2324 hours
with a standard deviation of 1445 hours). On the other hand, disruptions can also be dealt with within a few hours,
for example in the case of injuries to passengers or criminal offences in the railway station area (two to three hours
with a standard deviation of one or two hours). Figure 8 shows the average duration of the disturbance per incident/scenario category and the corresponding standard deviation (black cross) as a result of the database analysis.
The information is given in hours. Just as with the localization of incidents and their plannability, no definite and
confirmed correlations between frequency of occurrence and duration of disruptive events and the individual scenario categories could be ascertained overall.
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Figure 8. Disturbance duration in average value and standard deviation (black cross) according to scenario category
(source: authors)

The database analysis reveals that only a limited number of disturbances events is likely to occur in transportation
systems and that these can be typified. Based on the available data (open data as well as data provided by transportation operators), occurrence frequencies for the respective disturbance events can be calculated reliably. This
is not possible neither for the duration of disturbances nor for the potential geographical location of any of the
disturbance events.
Table 2. Key findings from the database analysis

Key findings

Comments

Statement 1

A classification or typification of occurrences
in railway stations or in railway transportation
is possible

-

Statement 2

The frequencies of occurrence of an incident
can be determined in a meaningful way

-

Statement 3

It is not possible to meaningfully determine the
preferential locations for the occurrence of a
particular incident nor its typical duration from
the available data.

Improving data quality and spatial resolution, more refined clustering of scenarios

The indications and key findings from the database analysis are summarized in Table 2. It can be stated that the
quantitative approach so far has provided a limited number of usable results for the development of process models. Nevertheless, the following section presents an approach to integrate the results of both the qualitative and
the quantitative approach into a process model and shows how this is to be used in the future to develop a semiquantitative evaluation tool.
PROCESS MODELING OF PASSENGER HANDLING

As the above analysis of past events from several different sources shows, only a few incidents can be grasped in
a statistically robust manner. The vast majority of occurrences are either too broadly scattered and therefore uncertain, or the statistical coverage is inadequate from the outset. For this reason, past events may not be used
directly for the modelling of possible future events. However, they do allow a good estimate of the various developments that may occur. This provides the basis for developing a process model.
In this process model, the process of handling arriving and departing passengers in a railway station is to be
modelled in as small steps as reasonably possible. The objective is to identify in particular potentially critical
process steps in advance. Thus, potentially critical developments can be identified at an early stage and, if possible,
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anticipated before they become effective by means of targeted countermeasures. The modelling is carried out
taking into account the results of the expert workshop as well as in close cooperation and coordination with the
railway infrastructure and railway operating companies and the other stakeholders.
The modeling is based loosely on the functional resonance analysis methodology (cf. Hollnagel 2012). This technique is particularly suitable for the modeling of complex and interconnected processes, since numerous dependencies of the individual process functions can be mapped. Each function in this process is then examined to see
what specific attributes it can have. An example of this is shown in Figure 9 for a small section of the process
model. This example shows that the function "Arrival of the train" can either assume the attribute "Premature
arrival" if the train arrives before the scheduled time, "Punctual" if the scheduled time of the timetable is met or
"Delayed" if the time is exceeded. Similarly, the "Passengers alighting" may be "Hindered" by objects or persons
on the platform, or may be "Unhindered". These functions can of course also influence each other. This has to be
considered in a later development stage of the model. In the later development stage, the entire handling process
from the moment a passenger enters the railway station to departure by train or from arrival by train to leaving
the station is to be mapped in this way.

Figure 9. Exemplary process excerpt with the possible attributes of some functions (source: authors)

The process steps and their possible attributes described have to be evaluated concerning their criticality by using
qualitative criteria. These criteria must be developed in close consultation with experts from railway operation
companies, event organizers and police and non-police public authorities. The intended methodology is based on
a methodology developed as part of the RiKoV research project. The RiKoV framework provides a methodology
for a scenario-based vulnerability and risk assessment of terrorist threats (Brauner 2017). This methodology will
be adapted to the use case of the CroMa project.
RiKoV defines vulnerability through a semi-quantitative assessment that evaluates the effectiveness of preventive
security measures in different scenarios and the threat level of the target object. Both these factors subsequently
determine the scenario-specific vulnerability of a target. Since this approach has been designed to be applicable
to a variety of target objects, it is suitable for application in this research (cf. the application in Gabriel et al. 2018).
The system to be assessed can be clearly outlined as an observation space and thus performance, structure, surrounding and time can be assessed with a set of indicators. Each of these indicators can be assessed with an
individual score and then add up to a risk classification, which is then classified into one of seven hazard categories
with the help of an assessment matrix. In this case category 1 is the highest and category 7 the lowest hazard
category, according to the categorization of railway stations by Deutsche Bahn (Brauner et al. 2014).
Within the framework of this project, the above approach is to be adapted. Taking into account the results of the
database analysis, the possible attributes of the single process steps shall be made assessable. For this purpose, a
score is assigned to each attribute as described above, whereby a high score characterizes an unfavorable or critical
attribute. Which attribute and thus which valuation applies to the scenario under consideration is determined by
means of a qualitative assessment framework. In this way, a fast and adaptable evaluation by the end user for the
respective scenario (e.g. situation, location) should be possible.
By adapting the semi-quantitative evaluation matrix of the RiKoV project, a classification into risk categories will
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be possible. On the basis of the process model, a risk indicator should then be calculated for each case under
consideration, which in turn provides information on the criticality of the current scenario. The advantage of this
approach is above all the consideration of local peculiarities, due to the individual assessability of each process
step in the model.
DISCUSSION, CONCLUSION AND OUTLOOK

The active participation in the workshop indicated that there is a high demand for a consistent and preferably
verifiable solution on the part of the end users. The workshop revealed some considerable differences between
the individual stakeholders involved in the handling of major events involving railway stations. These have to be
harmonized and aligned with each other. To this end, the workshop was able to identify the initial prerequisites,
but also the boundary conditions and limiting factors in particular.
Database analysis has provided a way of clustering and typifying incidents. Moreover, results for the statistical
frequency of certain incidents could be collected. However, it has not yet been possible to extract valid data on
the duration or other restrictive conditions of the incidents from the data freely available and provided by the
railway operating companies. More data sets will be analyzed in the future with the aim to be able to obtain this
information for the definition of the process model.
The approach of the simultaneous or complementary implementation of qualitative and quantitative methods has
proven to be of limited use. The workshop provided explorative insights into the topic. Nevertheless, it is disadvantageous that the experts are only able to reflect their individual perceptions and views on the topic. These
may be limited and very subjective due to their own experiences and attitudes. However, since this subjectivity
should be specifically captured during the workshop, this disadvantage is compensated for.
The quantitative evaluation of databases, on the other hand, only allows for a limited gain in knowledge, since
the quality of data, for example on measures taken to mitigate or prevent losses, is often insufficient. Many findings can therefore not be proven statistically sufficient. This could be compensated, for instance, by collecting
the data independently, which is also planned within the framework of the project. As a further possibility, the
use of probabilistic approaches and simulation models remains.
Modelling of the passenger handling process and the possible attributes for each process function has been started.
A probabilistic modelling has proved to be impracticable, as the necessary data could not be obtained from the
databases analyzed so far. Instead, a semi-quantitative assessment tool is to be developed in cooperation with the
experts and especially end users. With this tool, it should be possible to find critical functions or critical attributes
of these. This will provide a tool for end users to make a valid assessment of their own infrastructure against the
risk of critical congestion in different scenarios.
Further research is required to this end. An expert panel, which is currently being set up, is required for the ongoing
refinement and validation of the process model. Within the scope of this panel, the process model as well as the
indicators or attributes and their evaluation are to be checked for plausibility and validated. Finally, it is planned
to integrate the tool into a guideline, which will contain recommendations for structural modifications as well as
for the management of information and communication between the actors involved.
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ABSTRACT

Despite the efforts that have been made to inform the community about the possible environmental risks, there is
still a general lack of information. Currently, we are working on a flood risk scenario focused on a proposal towards
a resilient culture together with the support of Information Technologies (IT) as a way to manage information. The
goal is twofold: (i) on the one hand, to manage data in a small scenario to analyze and process the data collected
from sensors in different sites in a micro-basin. Data get from data processing such as flow and velocity will
then be the input data for hydraulic models to predict floods downstream; (ii) on the other hand, to publicize the
predictions and the data already processed means people can benefit from information on flood risks, and the
different participants may change their perception and consider cooperating in improving resilience.
Keywords

Risk Management, Floods, River Morphology, Resilience, IT.
INTRODUCTION

Ecuador is at a high risk of disasters due to its geo-location (SNGRE 2019). Specifically, we have taken as a study
scenario the city of Cuenca, the third-largest city in Ecuador. Cuenca has different types of natural risks with
a high incidence of earthquakes, forest fires, landslides and rains, and floods caused by heavy rains or climate
change. The Cajas National Park (CNP) is a protected high-altitude area at the south-west Ecuadorian Andes west
of Cuenca in Azuay province. In general, from the map overview, the CNP provides some water sources which are
distributed between two oceanic slopes: the Amazon River (Atlantic Ocean) and the Pacific slope. From the local
map of Cuenca, the CNP is the source of the Tomebamba, Yanuncay, and Machangara rivers1. The CNP has micro
basins such as the Mazán River (17.74%), Llaviuco River (16.39%), Soldados River (15.29%) and Quinuas River
(11.41%). The other micro basins are below 10% (Astudillo et al. 2015).
Flood risk depends on a confluence between two components: hazard and vulnerability, which can be a combination
of natural and human factors that create flood risk (Komori et al. 2012). Flood risk management allows communities
and cities to control floods through preparedness and minimizing their impact. Information Technologies play a
key role in flood risk management and disaster risks can be monitored with the support of sensors and computer
tools, among others (Degrossi et al. 2014). Concerning the flood scenario, Cuenca can prepare for disaster based on
information obtained after the analysis of flows and velocities from the sources in the micro basins in both winter
and summer to monitor their impact at different times of the year. In this paper, we present the first step towards a
complex analysis of how floods can be studied at source with the support of computer tools. The data have been
collected in the work-field corresponds to three morphological types (Cascade, Step-pool, and Plane Bed) present
1Water secretary in Ecuador
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at different sites on the Quinoas River (see Figure 1). We processed the data to obtain mean-flow and velocity and
finally present these on a map. In the second step, data related to flow and velocity are the inputs of specialized flood
prediction models. We also think that it is necessary to incorporate resilience with an emphasis on preparedness.
We must consider as the first objective the different stakeholders’ viewpoints, the general information of the city
studied, how it may face a flood emergency or disaster, and include this in emergency management activities (Ganji
et al. 2019).

Figure 1. Location of the Quinoas River in the geographic map

Sustainable development and climate change are a great leap forward in Risk and Disaster Management history
(UNISDR 2005). In this context, the first global framework, called Marco Hyogo, MAH (2005-2015), pursued
objectives such as increasing disaster resilience and promoting Disaster Risk Reduction (DRR). The Sendai
Framework is in force until 2030, and among its goals are highlighting the construction of resilience and encouraging
science and technology. Although certain means have been established to manage risks and disasters, there is still
a lack of information. Accordingly, incidents may arise when it is too late to prepare or prevent an emergency
or disaster. In many cases, people think that an incident won’t happen to me or here (Peters et al. 2017). Hence,
analyzing different risk scenarios in cities is an objective of resilience in cities (Gonzalez et al. 2016).
This paper is organized as follows: Section 2 describes the background on resilience in disaster management and
the importance of community participation in risk scenarios such as floods. Section 3 describes the study area
in a small scenario and the conceptual model conceived within a flood risk scenario. Section 4 details the steps
followed in data processing including the presentation of the data on a map. Section 5 shows how information can
be managed, while Section 6 concludes the paper and outlines future work.
BACKGROUND

Resilience has many aspects that can be adapted to various contexts and study domains, such as ecology, sociology,
psychology, and engineering, among others (Alexander 2013). Regarding the disaster management domain, the
United Nations International Strategy for Disaster Risk Reduction (UNISDR) provides the definition: “The ability
of a system, community or society exposed to hazards to resist, absorb, accommodate to and recover from the effects
of a hazard in a timely and efficient manner, including through the preservation and restoration of its essential basic
structures and functions.”(UNISDR 2009). Resilience focuses on the ability of a system to deal with perturbations
linked to concepts of vulnerability, innovation and adaptation, and appears to reduce practices that can increase risk
vulnerability and improve the implementation of sustainability, sustainability being one of the main solutions for
climate change (Rego et al. 2018). Anthropogenic actions are useful tools to study resilient strategies and measure
environmental and social resilience, which means all members of the community are involved in resilience and
participate in disaster preparedness (Cumming et al. 2013).
The participation of those involved, known as stakeholders (e.g., governments, communities, organizations, academic
institutions, responders, volunteers, and citizens) is important in the challenge to find a new approach (Almoradie
et al. 2015; Gonzalez et al. 2016). In other words, the stakeholders’ involvement must be committed to the different
activities involved in community participation and a continuous learning process in flood risk assessment, as well as
in planning and implementation of risk management measures, as all are key to the success of flood risk management
plans (Tingsanchali 2012). The stakeholders’ participation and collaboration in flood risk management are useful in
the decision-making process when a disaster or emergency strikes (Almoradie et al. 2015). Flood risk management,
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including prevention, preparation (pre-disaster phase) and flood recovery (post-disaster phase) make countries more
flood resilient (Hegger et al. 2016). The main objective of the pre-disaster phase is to reduce risks through early
warning systems and preventive measures to minimize the impact of a flood (Degrossi et al. 2014).
Information Technologies are present in each one of the phases of disaster or emergency management (pre-disaster,
response, and post-disaster (Aligne 2009)). In this sense, a few years ago, the UNISDR presented a list of
technologies and tools for the Disaster Risk Reduction, which was released with a clear vision towards a resilient
future in this domain (Fakhruddin 2016). For instance, in the preparedness stage, many tools have been created to
simulate or train stakeholders. During the response stage, the knowledge gained from different sources is relevant
for decision making support. At the recovery stage, many data collected in the response are analyzed and studied
(Canós et al. 2010).
Considering the flood risk scenario in Cuenca was considered an interesting laboratory in which to experiment on
building resilience on local and global scales. Cuenca citizens have to adapt to a changing climate, precipitation,
drought, and floods, but there is an absolute lack of a holistic approach focused on city resilience. There is a need
for better collaboration, so as to strengthen city resilience. Community involvement is a relevant issue to create
social resilience. Additionally, there is a lack of education among citizens about territorial development and land
use planning, as well as construction restrictions in flood and landslide risk areas, and sometimes the protection of
the environment and the cultural heritage is ignored.
THE STUDY AREA

Morphological types are widely present in mountain rivers. The Quinuas river has three study morphologies:
Cascade, Step-pool, and Plane Bed (Torbizadeh et al. 2018). The data collected in each one of these morphologies
were measured by the dilution-gauging method by NaCl (Hudson and Fraser 2005). Each reach was divided into
three to five cross-sections, with a staff gauge where the water level was measured with a measuring tape. Velocity
was obtained by the traveling time obtained from the conductance curves upstream and downstream of the reaches.
The traveling time was determined by the Harmonic methodology (Waldon 2004).
For each experiment, conductivity sensors were used. The first one was placed upstream or downstream of the
reach in a place with a steady flow. The remaining sensors were sited on the opposite reach at the cross-section of
points with different hydraulic conditions, which potentially can influence the conductance curve. The effects of
those conditions can be assessed through a comparison of discharge or velocity results.
The study area of the Quinuas river involves seven sites. However, in this experiment, we have seen it necessary to
collect data only in four sites, the most representative according to the study morphologies. Thus, four conductivity
sensors were used together with three sensors situated at the opposite reach limit. The experiment was carried out
on 5 December 2019, and we measured mean-flow and velocity behavior at points along the cross-section, such as
turbulent or calm areas. Two of the sites are shown in Figure 2.

(a) Plane-Bed 2

(b) Step-pool 2

Figure 2. Excerpt of points taken along the cross-section at Quinuas River sites
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• Plane-Bed 2 Site: boulder wave area, ridge area, calm area
• Step-pool 2 Site: turbulence area, preferential area, calm area
• Cascade 2 Site: turbulence area, preferential area, closest to the staff-gauge
• Step-pool 1 Site: farthest from the staff-gauge, closest to the staff-gauge, preferential from the center of the
river

The Conceptual Model

We summarized our model on flood risk scenario with a UML class diagram (see Figure 3). The main entities of the
model are represented as classes, and their dependencies as different types of relation (associations, aggregations
and compositions). In this regard, different sites (Site class) has a location (Location class) in a map represented on
the geographic coordinate system, where each location contains attributes such as latitude and longitude. The data
measurement collected in the field (FieldMeasurement class) belongs to a Site, where the measurement corresponds
to date, water-level, wetted-width, mass, and salt-concentration. The water-level corresponds to Water Surface
Elevation obtained by the sum of the meters above sea level (m a.s.l.) and height(m) of the data collection sites in
different morphologies. The wetted-width is related to river width minus objects which block the flow of the river
(e.g., stones). From the different custom views of stakeholders (Stakeholder class) the results and measurement can
be deployed (Result class), which belong to a site and staffgauge.

Figure 3. The Conceptual Model on flood risk scenario

DATA PROCESSING FLOW

Our proposal was to process the data from that collected at different sites to show the results, where the first step is
the preparation of data from sensors. The next step is related to the processing of the collected data. The last step is
to presented data obtained on a map.
Data Preparation

First of all, we prepared data collected in each one of the morphologies obtained from the HOBO v21-v001 sensor
though HOBOware v3.7.17 tool. The data collected were measured following the dilution-gauging method by using
NaCl (Hudson and Fraser 2005). Data was exported from each one of four selected sites in the CSV file.
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Data Processing

Once the data had been obtained, we executed R scripts by steps, through RStudio IDE2, a tool that was created for
statistical computing and graphics support. As a first step, we read the data from the CSV file and checked the
conductance curve of each site through graphics to determine whether or not these were correct. In other words,
when there are significant jumps or noises, we proceeded to eliminate them. In the second step we processed the
data to calculate mean-flow and velocity. In the third step, we exported the data to a database applying Postgres
v4.11 based on our conceptual model, and created a view that was exported to CSV. In the fourth step, we executed
a python script with support from the Jupyter Notebook application from Anaconda Distribution3. According to the
python script, we took a view from the database and geometry data extracted from the qGis4 file. Finally, we have
exported it in Html. The results can be seen in the map plot.
Data Presentation

The map generated shows each georeferenced point on the Quinuas River with a pop-up message with information
on the site, mean-flow and velocity. We used some libraries, such as geopandas, folium, pandas, and numpy, and
these allowed us to visualize the data on an interactive map and made working with geospatial data in python easier.
An example of information from Step-pool 2 is shown in Figure 4.

Figure 4. Map obtained after data processing

Results by Sites

The results from four selected sites, according to morphology (Plane-Bed 2, Step-pool 2, Cascade 2, and Step-pool
1), are shown in Table 1. The mean-flow (Q) is represented in liters per second (lps) and velocity (U) is represented in
meters per second (mps). The preferential area is the ideal point and is the reference data. The other points or areas
2R Studio (https://rstudio.com/)
3Anaconda Navigator v1.9.7 (www.anaconda.com)
4qGis (https://www.qgis.org)
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evaluate the variability from a sensor is incorrectly placed to obtain the velocity and flow by the dilution-gauging
method using NaCl. Variability thus depends on the morphology and affects both variables, flow (Q) and velocity
(U), as shown in Figure 5. Concerning the flow results, in Cascade morphology the flow value of the turbulence
area is higher than 100% ffrom its reference point, where the variability is clearly shown related to the preferential
area. In the other morphologies, the flows related to the preferential area are closer to each other (see Figure 5a).
Regarding the velocity results, in Step-Pools morphology we can see that there may be under- or overestimation of
the calculated variables, reaching an extreme case in which Step-pool 2 yields a value higher than 100% than the
preferential area. In Cascade 2 morphology the effect is shown to a lesser extent, and in Plane-Bed morphology, the
values for each point are closest because the flow is more regular (see Figure 5b).
Table 1. Results obtained in sites selected

Morphology

Mean-flow (lps)

Velocity (mps)

Step-pool 1
Cascade 2
Step-pool 2
Plane-Bed 2

244.820
246.748
239.642
226.398

0.161
0.293
0.463
0.011

calm area

boulder wave area
Plane−Bed 2

Plane−Bed 2

calm area

●
●
●

calm area

calm area

preferential area

●
●●

Step−pool 2

turbulence area

closest to the staffgauge
Cascade 2

turbulence area

●●

●

turbulence area

preferential area

●

preferential area
●● ●

turbulence area

closest to the staffgauge

farest to the staffgauge
●●

●

●

Cascade 2

preferential area

Step−pool 1

ridge area

Morphology

Morphology

Step−pool 2

●

boulder wave area

ridge area

closest to the staffgauge

preferential area

Step−pool 1

closest to the staffgauge

●

● ●

preferential area

farest to the staffgauge

300

400

500

0.0

Q, Flow, lps (Q)

0.5

1.0

1.5

Velocity, mps (U)

(a) Flow (Q)

(b) Velocity (U)

Figure 5. Results by Morphology

The sensitivity results were obtained at points along the cross-section for each morphology with different hydraulic
conditions to produce different curves. These conditions influence how they affect the work-field data, which are
then the input data for different hydraulic models. For example, in a 1-D HEC-RAS steady model flow and Manning
roughness are compulsory to run the data while water depth can be used as boundary condition or for validation.
In this context, the input data are taken from our database to apply to the hydraulic models, including velocity,
flow, height, river width, and water level, for information on flow resistance through Manning (n) (Arcement and
Schneider 1989). This can have a high incidence effect on a flood risk scenario.
MANAGING INFORMATION IN A FLOOD RISK SCENARIO

The data from our database, as well as the information generated after applying the data to these hydraulic models
for flood prediction, can be managed and given to stakeholders through custom views and access permissions by
roles defined for each stakeholder, as shown through the mockup in Figure 6. In the study of downstream flood
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predictions, factors such as the flow travel time must be considered to give early warning in good time, so that the
information can be disseminated to the different risk management agencies responsible.

Figure 6. Mockups related to managing flood information

The benefits to a city and community of knowledge of the latent risks in their environment and how climate
change can affect them are one of the key points in building resilient cities. So, there is important the participants’
knowledge about floods, their perception of flood management, and collaborations between community members
(e.g., researchers, citizens, and organizations), government, and responders team (Desportes et al. 2016). Also, the
collective culture of resilience in the community allows sharing knowledge from experience, which leads citizens to
give us information from their location. The formal knowledge enables us to train through guides and emergency
plans, and contextual knowledge allows obtaining information from different sources, such as computer systems,
social networks, mobile applications, etc. This is the challenge involved in creating a collective resilience culture in
the different phases of disaster management.
Community members can collaborate with relevant information. Thus, volunteers as researchers and citizens can
act as human sensors in monitoring the risks and assessing hazards from recent information which provides the
parameters of local conditions likely to result in a natural disaster. In a flood scenario, parameters such as water
level, the flooded area, and location are vital information to provide an adequate response. So, we will also work on
the participation of different stakeholders in flood risk activities to analyze their observations.
CONCLUSIONS

The proposal presented in this research is aimed to contribute to a resilient culture in the flood risk scenario in
Cuenca (Ecuador). In this context, we introduce a conceptual model to manage information with the support of IT.
The first step was collecting data from the work-field in a small scenario, then processing it, saving it in a database,
and presenting it on a map, with the help of computer tools such as R and Python. Regarding the second step, we
pursued the objective that the data from our database be input data in existing hydraulic flood prediction models
considering precipitation sensors and the travel time upstream from the micro basin towards downstream in large
rivers.
We consider resilience is necessary for reaching long-term sustainability. For this reason, we are currently
establishing continuous contact with experts in the emergency management domain to involve the community in a
resilient culture for risks in their environment. Also, we think the support of IT is key to managing information
from different sources. Although in this work we have taken a small scenario, the Quinoas River, this micro basin
has an impact on the other rivers in the Cuenca city valley. Therefore, studying a smaller scenario first will allow
our model to be taken to larger rivers in the future.
As for further work, we intend to keep working on our flood risk model and we will collect more data from the
work-field for processing and analysis at different times of the year. We intend to implement an IT-based tool to
manage the information obtained from the processed data and flood prediction.
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ABSTRACT

This article shows the research process carried out by Regional Government of southern Europe, with more than
8 million citizens, to create an Information System to serve as a diagnostic and certification model for the
resilience level of the municipalities of that region. This Information System will allow the local authorities of the
regional governments to know in what situation they are and what they should do to improve their resilience level.
The research framework is based on the best practices in urban resilience. One of the relevant characteristics of
the work is the integration of the knowledge of a very heterogeneous group of experts for the identification of the
special needs of the target region that has been articulated through a Delphi process.
INTRODUCTION

The concern about having tools that mitigate and alleviate the adverse effects caused by crisis situations or
emergencies is an old one, and it is certainly an issue-area that is growing increasingly significant over the years
in the public and private sector, as well as in their full scope. In other words, it is becoming relevant in both
international and local organizations. The evolution of the state of art in the field of disasters, crisis and
emergencies has gone from focusing on protecting individuals to proposing dynamic models, systems and tools
that help organizations make multidimensional and multiagent changes that allow them to minimize the
occurrence of these situations, the damage, and the recovery time. Upon the latter idea, the United Nations Office
for Disaster Risk Reduction provides the following definition for “Resilience”:
“Resilience is the ability of a system to reduce, prevent, anticipate, absorb and adapt, or recover from the
effects of a hazardous event in a timely and efficient manner, including through ensuring the preservation,
restoration, or improvement of its essential basic structures and functions”.
This article shows a case study of a project of the Regional Government of southern Europe in which a proposal
for a model for the self-assessment of resilience is adapted and redesigned to serve as a diagnostic and certification
model for the resilience level of the municipalities of that region. It is important to highlight that the region studied
has more than 8.4 million citizens and almost 800 municipalities with very different characteristics, in terms of
dimension, number of inhabitants, location, equipment, infrastructures or the geographical location itself. This
implies that a self-assessment model of resilience level must be able to adapt to these characteristics without being
too general to be useless.
The own legislation of the Region obliges the municipalities to develop Municipal Emergency Plans (PEM). They
constitute the response of the Local Administration for a better protection of life and property within their
territorial scope in the development of their responsibilities and competences. It is the responsibility of the local
corporations to prepare and approve their own Plan, for those emergencies that do not exceed the local territory,
and are likely to be controlled exclusively by the local Operating Services, being able to count on the timely
WiP Paper – Planning, Foresight and Risk Analysis
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

602

Ramirez de la Huerga et al.

Delphi Approach for Analysing the Resilience Level

contribution of means and resources attached to them. Although the regulations define the minimum requirements,
the Regional Administration wants to have a tool that allows these requirements to be standardized so that they
can be adapted to any local area (although they are very different in terms of infrastructure and/or risk level) and
also facilitate all municipalities the task of developing a PEM, adapt it and improve their resilience levels beyond
the minimum identified by the regulations. To achieve this adaptation objective, the Delphi Method of consulting
experts is used to identify the regional proper dimensions, interest groups/stakeholeders, maturity levels and
minimum requirements necessary to reach those levels. Once these concepts have been redefined, the model is
adapted so that it can also be used as a self-assessment method and certification model by the Public
Administration.
The main objective of the Regional Government Project was to elaborate a diagnostic method for the certification
of resilient municipalities and for the definition of indicators in terms of risk management and vulnerability
analysis that underlies decision-making for emergency management and the development of sustainable plans for
municipalities. This objective aligns itself directly with the priorities established by supranational organizations,
such as the ones described by UN in the Sendai Framework, notably with the following targets:
(e) “Substantially increase the number of countries with national and local disaster risk reduction strategies by
2020” and (g) “Substantially increase the availability of and access to multi-hazard early warning systems and
disaster risk information and assessments to the people by 2030”.
As mentioned before, this paper shows the selection, adaptation and definition of the indicators to measure the
levels of resilience of the regional municipalities against situations of serious risks, catastrophe and public
calamity, reducing the vulnerability of their populations, goods, or public and private assets, improving the quality
of the response of the public authorities and the citizenship in general to this kind of events and, ultimately,
expediting the infrastructure, goods and services recovery, enabling them to return to normality after an
emergency.
As part of the studied project and for the purpose of encouraging these actions, Regional Government has
considered defining a distinctive sign, whose grating could offer an added value to the municipalities’ image, from
the point of view of citizens in general, possible visitors, as well as a pull factor for public and private investment
demanding safe environments.
Similarly, it involves the local community in the knowledge of the risk to which they are exposed, and of the joint
effort for its management in societies characterized by a high degree of socio-economic development such as the
present one, and in those that are impossible, consider zero the risk level. Therefore, it is intended to encourage
the change of attitude within society that needs to learn how to live facing the risks and not ignoring them, through
the knowledge, the assumption, and their adaptation.
Finally, they represent a new scope of participation for citizens in the management of public affairs and, especially,
in those related to the risks that affect them, and their behavior towards the normal performance of citizen
coexistence.
RESEARCH FRAMEWORK
About Resilience and Urban Resilience Concept

The concept of Resilience is a term applied to different areas of knowledge, research and application. Although
the definition most accepted by the scientific community on Resilience comes from the branch of Ecology
(Holling, 1973), it is necessary to take into account the application of the term in different areas. This supposes
that there are different particularizations that enrich this initial definition. In addition, these particularities are the
origin of certain tensions among theorists. As we say, apart from the contributions made from the ecological
perspective, literature is full of meanings and particularizations of the concept of resilience depending on the
research area (Cascio, 2009; Meerow et al., 2016). We can find, for example, works that apply the concept in the
Analysis of Complex Socio-Ecological Systems and Sustainability (Pickett et al., 2004; Folke, 2006) Agriculture
(Alberti et al., 2003), Engineering (Lamond and Proverbs, 2009), Social Sciences (Chandler and Coaffee, 2017),
and including the most modern contributions on Urban Resilience (Etinay, Egbu and Murray, 2018; Montella and
Tonelli, 2018).
One of the main analyzes on urban resilience (Meerow et al., 2016) clearly indicates that although the research
area has gained a lot of relevance in recent years, there are still many shortcomings in terms of both its particular
definition (Urban Resilience) and general (Resilience). In this analysis it is emphasized that the particularizations
of the concept of resilience have caused different tensions that current literature has not solved. It even highlights
the inconsistency of the positions of the different authors in terms of support for these tensions. In this sense,
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Meerow identifies 6 main tensions:
Table 1. Tensions between Urban Resilience Definitions (Meerow et al, 2016).
Tensions or Differences between Urban Resilience Definitions
Existence or Absence of Balance
Positive or Neutral (Negative) Resilience Conceptualizations
Mechanism of change of the system (persistence, transition or transformation)
Adaptation vs. general adaptability
Action Calendar
Definition of Urban
In addition, as Meerow explains: “there are very few approximations that echo these tensions, and only in some
cases they refer to certain specific metrics or resilience indices (Cutter et al., 2010; Orencio and Fujii, 2013)".
On the other hand, the most complex, modern and ambitious contributions recognize "Urban Resilience" as a set
of multiscale dimensions where each dimension has its own indicators, scales and measures that under a given
model offer an evaluation of resilience (urban, interurban, ... ) (Dicken, 2011).
United Nations Urban Resilience programs

The main and most relevant resilience programs promoted by the UN are articulated by UNISDR (United Nations
Office for Disaster Risk Reduction). UNISDR was established in 1999 as a secretariat dedicated to facilitating the
implementation of the International Strategy for Disaster Reduction (ISDR-ISDR). The resolution of the General
Assembly of the United Nations (56/195) gives it the position of coordinator of the United Nations. The UN Plan
of Action depends on the role of UNISDR as a focal point for disaster risk reduction in the United Nations system,
and for coordinating and integrating disaster risk reduction into United Nations programs and activities at national
level.
On the other hand, UN-Habitat is the United Nations program that works for a better urban future. Its mission is
to promote the development of sustainable human settlements from the social and environmental point of view
and provide adequate housing. UN-Habitat has developed a unique position in support of sustainable development
and the planning and construction of a better urban future for new generations. The key process supports economic
and social development, in addition to reducing poverty and inequality. Among its programs and actions, the
URBAN RESILIENT HUB stands out.
The HUB includes three main tools for resilience in developed cities within United Nations.
•
•
•

City Resilience Profiling Tool (UN-HABITAT).
Disaster Resilience Scorecard for cities - A tool for disaster resilience planning (UNISDR +
European Commission + IBM + AECOM + ...).
Quick Risk Estimation (QRE) [UNISDR]

RESEARCH METHOD

The methodology of the investigation, on which this study is based, consists of three sequenced phases.

Literature review

Panels of experts

• Concept of urban
resilience.
• Referral
experiences.

• Indicators.
• Maturity model.

Delphi method
• Validation.
• Importance.
• Evidences.

Figure 1. Project Stages.
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The first stage is based on a literature review for the concept of urban resilience and relevant references. This has
been the first deliverables of the project conducted, timely and in due form, in October 2018, under the name of
“Description of the art state of the concept of urban and municipality resilience”.
In the second stage, we interacted with two panels of 32 experts each in the month of October 2018 in terms of
civil protection. From this interaction with the panels, a great variety of subjects have been brought up with the
aim of characterizing the relevant dimensions to evaluate the resilience of target region municipalities.
In the third stage, the conclusions obtained from both the literature review and the interaction with the panels
through the Delphi method, have been contrasted. The Delphi method is an analytical technique based on the
judgment of a group of experts. It consists of a systematic and iterative process directed towards the obtainment
of feedback, and if possible, of such group of experts’ feedback. Amongst their main characteristics, the following
stand out: anonymity, controlled repeated performances, and the statistical treatment of answers. In the Delphi
process, 18 experts have taken part in it, between which there are responsible and key stakeholders. The Delphi
study was carried out during the months of November and December 2018, having a response rate higher than 60
%, involving high participation in the study.
Literature review process

The analysis of the state of the art through a systematic analysis process (Kitchenham, 2004) had a double
objective: a theoretical objective, where academic documents will be identified and analyzed in the context of
Urban Resilience and Resilience. On the other hand, a practical objective, where the main and most innovative
Experiences, Programs and Referents of Interest in the area of the promotion of Urban and Municipal Resilience
were identified. Due to this dual objective, it was possible to develop a Conceptual Framework on Resilience that
included an analysis of the scientific literature about the concept of Urban Resilience and Resilience, including
both the most relevant definitions in the literature and the enumeration, classification and definition of
Dimensions, Indicators and Variables most frequently used in the literature when evaluating it.
In addition to this Conceptual Framework, the main and most current Experiences and Referents of Interest were
identified, where the main international activities and programs for the improvement of Urban Resilience were
listed taking into account their alignment with the guidelines set by international agreements and regulations,
highlighting, finally, those success stories given their own characteristics, scope, complexity and ease of
implementation. This review of the literature generated a deliverable document that allowed establishing the
theoretical basis of the rest of the research.
The literature review process determined that the UN program "Disaster Resilience Scorecard for Cities"
(UNISDR + European Commission + IBM + AECOM + ...) (UNDRR, 2017) is a highly developed project that
meets most of the requirements necessary to be adapted and applied to the target region In this sense, this
international proposal is the main root of the project that was to be developed. The United Nations project was
focused on the analysis of the resilience of cities, but it had many good characteristics that identified it as a
complete and consolidated project that could be adapted to the analysis of municipalities. This project identified
"10 dimensions" and proposed a very complete question evaluation system, as well as a self-assessment model.
On the other hand, other national experiences, the Smart Mature Resilience (SMR) project developed by the EU
within the Horizon-2020 strategic programs, was identified as a highly interesting project that could be used to
complete the United Nations project. The SMR project is a multi-disciplinary project successfully implemented
in Europe that develops an Urban Resilience Management Guide that integrates 5 integrated tools. The analysis
of the literature allowed us to see how SMR could be combined with the United Nations project, particularly in
aspects related to the definitions of the Maturity Levels (NM) of Resilience that SMR defined perfectly. In
summary, the analysis of the literature allowed us to identify that both projects were complementary and covered
many of the needs defined in the Regional Government project by defining the group of dimensions, questions
and levels of evaluation of the model. Although all these items had to adapt particularly to the region studied and
its own characteristics.
Panels of Experts

As indicated above, 16 experts in the area of civil protection were interviewed in order to characterize the most
relevant dimensions and indicators to assess Municipality Resilience in the target region. The experts formed a
heterogeneous group of professionals related to civil protection at all levels, from first responders to public
administration personnel.
The experts belonging to the entire territory participated in several meetings whose objective was to expose,
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discuss and select what were the dimensions, questions, indicators and maturity levels of those found in the
literature review, which best suited the characteristics target region. The result of these meetings was the selection
of the dimension, questions, Maturity Levels and characteristics that would be part of the initial model that would
be used in the Delphi Method questionnaire. In other words, the starting point was defined.
As it is mentioned before, the starting point was based on the models proposed by the UN and EU, and after
extensive group work and information processing, it was possible to adapt efficiently the indicated Assessment
Model, as well as the development of different Maturity Levels that would be worth to classify each of the
municipalities that were evaluated on the Delphi Rounds.
Delphi Method

The Delphi method was developed by the organization RAND in Santa Monica in the middle of the 20th century,
and it involved the participation of several authors over the years (Helmer and Rescher, 1959; Dalkey, 1969;
Linstone and Turoff, 1975). The performance of this method is based on a systematical and detailed process of
questionnaires for experts. This process consists of several stages where modifications of the information provided
to each expert are undergone. Such information was retrieved from the group that belongs to the previous round.
That way, experts can reflect on a specific idea on the basis of views of the panel and its own previous choices
(Landeta, 1999).
Unique responses are one of the features of Delphi method, and any of its participants knows a priori the response
of other experts that also take part on this study. Additionally, the confidentiality of these questionnaires makes
the modification of expert responses easier, since the rest is not going to know the wide-ranging differences of its
opinion. Likewise, in case its reasoning is wrong, anonymity implies that the interviewed expert will never see its
image damaged. This feature disappears in other group communication techniques, such as group meetings where
the lack of anonymity may probably keep many of the group members from freely engaging in discussions.
However, the panel participants in the Delphi process can anonymously answer or make necessary changes, as if
it was a secret ballot.
Delphi method is characterized by iteration with controlled feedback. This means that, even if questionnaires are
filled several times, successive responses are going to be controlled by the results of previous responses, since
these are also going to be included in the following questionnaires. In doing so, it is necessary to pay particular
attention to a proper understanding of the responses in order to avoid misconceptions which may jeopardize the
rest of the process. As Hiltz and Hendela explain: “The technique is particularly useful in cases where the expert
panel is dispersed over a wide geographic area, and for complex, multi-disciplinary problems” (Hendela et al.,
2017; Hiltz et al., 2019).
DELPHI PROCESS

The objective of the Delphi rounds was to adjust the initial model to the characteristics of the region. With this
objective two Rounds Delphi were raised.
In the first round the experts were asked about the level of relevance of a series of topics grouped into the 10
dimensions proposed by UNISDR for the self-assessment by local governments of their resilience to emergency
situations (Table 2). Each dimension is evaluated based on a series of “Self-Assessment Questions”. In the final
version of the questionnaire, yes or no must be answered based on the indications expressed in the questionnaire
“To answer yes, the Municipality must…”, for which it will also be necessary to be able to provide “evidence” in
this regard. Each question is related to a Maturity Level (NM) adapted from SMR Project. In the first
questionnaire, a level of maturity was proposed for each question resulting from the work sessions previously
held. To help experts, they were given access to an annex where they could see a brief summary of the description
that corresponds to each level of maturity. Likewise, a series of open questions were included in which you can
contribute aspects that you understand are relevant and have not been included in the first round of the Delphi
process. Each dimension had one or several questions that the expert should answer.
For example, for Dimension 1 "Organizing for resilience in emergency situations", the first topic was "Making
plans". In this matter, the experts are asked about how important it is that "Homologated Municipal Emergency
Plan (PEM)" are available. If it is totally necessary, the expert should indicate that "having a Homologated
Municipal Emergency Plan (PEM)" should be included in Maturity Level 1. If, on the contrary, he believed that
"having a Homologated Municipal Emergency Plan (PEM)" is something very specialized, it should indicate that
it corresponds to Maturity Level 3. In addition, each expert should make "general comments" and indicate what
evidence / documents the municipality must provide to affirmatively answer each of the questions that are asked.
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In other words, if it is finally agreed that "having a Homologated Municipal Emergency Plan (PEM)" corresponds
to Maturity Level 1 and experts indicate that the "evidence" is having an "Updated Homologated Municipal
Emergency Plan (PEM) in the last year", in the future, when a Municipality will be asked they will have to show
this document in order to reach Maturity Level 1, if it does not have it, it does not reach maturity level.
Finally, the expert should indicate how relevant this topic was in the general model.
Table 2. Resilience Dimensions (UNISDR, 2017)
#

Definition

1

Organize
resilience.

2

Identify, understand, and use
current and future risk scenarios.

3

Strengthen financial capacity for
resilience.

4

for

emergency

Apply resilient urban design and
development.
Safeguard natural buffer zones to
increase the protection functions
offered by natural ecosystems.
Strengthen institutional capacity
for resilience.

Description
Establish an organizational structure and identify the processes needed to
understand and take actions aimed at reducing the degree of exposure, impact
and vulnerability to emergencies.
Identify and understand the risk scenarios of the Municipality, and use this
knowledge to inform decision-making.
Understand the economic impact of emergencies and the need to invest in
resilience. Identify and develop financial mechanisms that can support
resilience activities.
Evaluate the built environment and make it resilient.

Safeguard natural buffer zones to improve the protection functions of natural
ecosystems. Identify, protect and monitor ecosystem services of fundamental
importance that offer some benefit to resilience in the face of emergencies.
Ensure that all institutions relevant to the resilience of a Municipality have the
6
capabilities they need to perform their functions.
Ensuring understanding and strengthening social capacity for resilience.
Understand and strengthen social Cultivate an environment conducive to social connectivity that promotes a
7
capacity for resilience.
culture of mutual aid by recognizing the role of cultural heritage and education
in reducing risk.
Assess capacity, suitability and links between vital infrastructure systems and
8 Increase infrastructure resilience.
modernize them as needed, according to identified risks.
Ensure an effective response to
9
Ensure effective response to emergencies.
emergencies.
Ensure that there are sufficient plans before an emergency, depending on the
Accelerate recovery and rebuild risks identified, and that then an emergency situation, the needs of the victims
10
better.
are the central aspect of recovery and reconstruction, to design and re-enlist
reconstruction work with their support.
5

Once received, the answers of the experts were analyzed. Then, both the differences between them and the
comments in the open responses were identified. The general average of answers for all the questions was superior
to 70%, which supposes a high index of answers for a very heterogeneous group of professionals. In addition, the
typology of the questions / topics was diverse, so the general comments of the questions were very enlightening.
84% of the experts agreed in their answers about the Maturity Level (NM) for each of the questions. In an
exploratory analysis of the answers we found that by eliminating 3 respondents, we obtained a higher degree of
consensus. Which could indicate that the experts did not understand the question or were evaluating it erroneously.
Table 3. Question 1.1 of the Delphi questionnaire (example).
Evaluation
To answer yes, the Municipality must…
Question/Item

Topic

Maturity
Level

Have developed a PEM with the requirements set forth in the
Is there a current Emergency Territorial Plan of the region and be
Municipal
approved.
Emergency
Plan (PEM)? Having implemented the PEM, having reviewed and updated
it before changes and by conducting annual drills.

Plan realization

General Comments
Evidences to certify a “YES”
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Very
irrelevant

Relevance of the topic

Irrelevant

Neither relevant nor
Relevant
irrelevant

Very
relevant

As indicated, the Delphi questionnaire asked experts about 10 different dimensions related to Municipal
Resilience. Each of the dimensions could be made up of 2 or more items and on each item they asked about NM
and Relevance (R) of each Item and also asked the experts to indicate their “General Comments” and "Evidences"
for each one. Table 4 shows a summary of the data obtained in the Delphi process. It has been asked for 73
individual NMs and 47 levels of Relevance (120 questions in total per round), in addition 154 general comments
were obtained and 282 evidences were provided by the experts.
Table 4. Overall Delphi Data
Dim

Item

NM
Questions

Relevance
Questions

NM+R (Eval. Questions)

# Comments

# Evidences

1

3

5

3

8

20

32

2

5

5

5

10

19

37

3

4

4

4

8

11

22

4

4

5

4

9

19

26

5

3

3

3

6

5

7

6

6

10

6

16

20

41

7

4

8

4

12

10

26

8

9

11

9

20

30

46

9

7

10

7

17

16

36

10

2

12

2

14

4

9

Total

73

47

120

154

282

The analysis of the experts’ answers in the First Round (Table 5) shows that the questions on NM and R
(evaluation questions) had a 34% disagreement (R1 Column). The level of disagreement was measured by
observing the Interquartile range between the values of the responses. Whereas if this was greater than 0.75, there
was a disagreement. This high disagreement percentage for a final model that need to be discussed to try to reach
a consensus model.
Table 5. Delphi Answer Disagreement Data
Dim

NM+R

#answers /w disagreements (R1)

#answers /w disagreements (R2)

1

8

3

1

2

10

4

0

3

8

5

0

4

9

6

1

5

6

2

0

6

16

3

0

7

12

7

2

8

20

7

4

9

17

3

1
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10

14

1

0

Total

120

41

9

34%

7.5%

Percents

Once the first-round answers analysis was carried out, a second questionnaire was sent to the expert panel,
including, this time, the general response of the group and the comments made by the rest of the experts. On this
occasion the experts were exclusively asked about the questions where the expert had given a different response
to the group. The questions were: "Do you want to keep the initial answer or want to change it" and "Explain the
cause."
Once the responses of the first round have been processed, the questionnaire is forwarded to the experts, as
explained above, to re-evaluate their responses knowing the general responses of the group. This process allowed
experts to consider different factors and comments, which led to a reassessment of those responses that were not
equal to those of the majority. In this Second Round, experts modify their responses, drastically reducing the
number of disagreements to 7.5%. This implies that experts agree on 111 of the 120 evaluation questions asked.
Most of the different responses were changed by the experts in favor of the group response. The general comment
was a decisive factor for this agreement, since it improved the perception of the problem for the expert. In other
words, each expert will be able to read the comments of other experts in different areas. This allows observing the
answers from different perspectives, improving the global vision of the question. The quantity and quality of the
information you have about a problem is increased, being able to add different information to that of the expert
before the Delphi Process.
In addition, the analysis of the consensual responses resulted in the identification of the maturity levels for each
response, the relevance of the topic and the identification of the evidence necessary for the future certification
system, giving rise to the results shown in the following section.
RESULTS

The drastic reduction of the disagreements in the responses (from 34% to 7.5%) as well as the large number of
responses in the comments and the evidence indicates that the Delphi process carried out was a success and has
allowed the generation of a model adapted to the particular needs of the region.
As a result, a self-assessment model on municipal resilience has been created that allows municipalities to analyze
their level of resilience maturity. The self-assessment questionnaire was adapted for the characteristics of target
region, the 3 levels of maturity were defined, as well as the relevant interest groups that should intervene in each
of them, the most relevant characteristics of each level of maturity and finally the minimum reference resources
for each type and size of municipality were categorized.
The model is based on a self-assessment questionnaire to identify the areas of improvement and the possible
certification of resilient municipalities in the target region. On the basis of the results, indicators in terms of risk
management and vulnerability analysis underlying decision-making for emergency management and sustainable
emergency plans in the target region municipalities could be defined.
Self-assessment questionnaire

The questionnaire is organized in the 10 dimensions proposed by UNISDR but adapted for the purpose of local
governments self-assessing their resilience facing emergency situations. This result was possible after the
collaborative work of the experts work in the meetings and the Delphi rounds. Each dimension is evaluated based
on a number of “self-assessment questions”. In the final version of the questionnaire, it is mandatory to answer
yes or no, based on several indications expressed in this document. “To answer affirmatively, the municipality
must...” for which, in addition, it is necessary to provide pieces of evidence in this regard. Each question is related
to a Maturity level. In the questionnaire, a Maturity Level for each question is proposed. The self-assessment
questionnaire would be filled out sequentially according to the maturity level of every question, starting at the
first level, then the second level (for those who have answered affirmatively all of the questions at the first level),
and finally the third level (for those who have answered affirmatively all of the questions at the first and second
levels).
Description of referral Maturity levels
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The Maturity Levels have been adapted to the particular needs of the region indicated by the experts and based
on the proposal of the SMR project. The SMR Project defines 5 levels of maturity and a group of characteristics
that must be met to reach each level. The work done by the experts (meetings and Delphi Process) adapts these
levels to 3 identifying different needs depending on the size and characteristics of each municipality.
CONCLUSIONS

This article shows the process applied in a regional government project for the development of a self-assessment
Model of the resilience level. For the development of this model it was necessary to integrate different success
models applied in other areas and modify them so that they were adapted to the specific requirements of the target
region.
Following the identification of the international reference models and the initial definition of a proprietary model,
the Delphi method has been used to adapt an initial model to the characteristics and nature of the region. The
Delphi process has allowed the addition of two projects to assess urban resilience and resilience levels taking into
account the opinion of a heterogeneous group of experts. In addition, the integration of these models implies a
detailed adaptation to the needs and characteristics of the target region.
An agreement level of 92.5% has been reached on all the elements asked, which makes it possible to qualify this
Delphi process as a success and also gives the resulting project a very high internal validity. The weight of the
responses of the group of experts, being a group composed of specialists from different areas, assumes that the
aggregate knowledge of the resulting model will have a high degree of adjustment. Remembering that as a result
of this process more than 150 contributions were obtained as general comments and more than 280 evidences
were presented.
This resulting model will allow the Regional Government to establish a certification system for municipalities
that serves as a reference for both public administrations and citizens, which would increase the general confidence
in the capacities of the municipality in crisis situations.
In summary, the analysis of the literature helped identify the best practices and theoretical concepts. The work
with the panel of experts was key to select the best practices, identify potential indicators and the basic maturity
model. Finally, the Delphi process helped clarify which elements, topics and questions were appropriate and which
ones should be modified. In addition to identifying the importance of these items and the evidence that
municipalities must provide to answer yes to each question, this offered a first validation of the model and helped
to prepare the model that will be used in the following phases of the project.
As future steps, we indicate that the project is currently beginning its test phase, where several municipalities in
the region will be evaluated and analyzed. The results obtained in these tests will serve to identify and improve
possible failures that have not been previously detected and to refine the model.
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ABSTRACT

Over the past decades, humanitarian organizations have largely been criticized for their lack of effectiveness
regarding their mission of assisting vulnerable population. However, few researches have investigated what ideal
should humanitarian organizations tend toward and the path to undertake in such transformation. In this
perspective, this paper intends to overcome this situation by proposing a supply chain maturity model specifically
addressed to the humanitarian sector. In the form of a two-dimension matrix, the table aims at: 1) Objectify one
organization’s position regarding its transformation journey 2) Depending on the organization, identify the
specific improvement areas and suggest their sequence. An instantiation of the maturity model is also proposed
through the case of the Indonesian red cross.
Keywords

Maturity Assessment, Performance, Humanitarian Organization, Supply Chain.
INTRODUCTION

In constantly changing societies, organizations to remain prosper must keep up with the competition and thus,
seek for improvements. To do so, one way consists in assessing the organization’s key capabilities to determine a
level of control (i.e. maturity). This observation allows highlighting gaps and opportunities and helping the
organization position among its peers. Consequently, attention and efforts should concentrate on heightening those
capabilities that may figure in various domains. However, to smooth the change, a certain logical approach (i.e. a
kind of a roadmap) must be followed. For instance, those improvement guidelines can be found in maturity models
and the supply chain domain have several of them. By taking a closer look at the humanitarian world, where
humanitarian organizations assist vulnerable people with relief services or items through a specific supply chain,
we identified a shortage. Indeed, in the literature many papers abound to highlight the lack of effectiveness in the
aid provided by humanitarian actors (Haavisto and Goentzel 2015). However, even though humanitarian supply
chain (HSC) is a branch of the supply chain, too few papers provide perspectives of improvement. Consequently,
we need to objectify the level of maturity of current HSCs to be able to support them in their transformation.
Therefore, the research question studied in this paper can be formulated as following : how to assess the maturity
level of existing HSCs in order to objectify their forces and lags in the objective of remediation or improvement
? To address this need, the paper starts with a contextual setting developing HSC features and supply chain
maturity models and their design. After that, follows a discuss around the humanitarian supply chain maturity
model proposed. An application of the model and assessment results are then provided through the case of the
Indonesian Red Cross.
BACKGROUND
Humanitarian supply chain features

Most of the time, due to urbanization, a disaster occurrence leads to the disruption of territory where population
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are distributed. The hit duration and intensity generate harmful effects in terms of victims and facilities damages.
To recover from this situation, that requires funding and assistance, humanitarian aid is generally provided by
government entities and specialized organizations. Those experts have for main objective of alleviating human
suffering of vulnerable people. To do so, aid is provided respecting four principles, shared by most of the
humanitarian organizations; humanity, neutrality, independency and impartiality principle (Kwon and Kim 2018).
Where agencies differentiate themselves lie in the combination of their strategic choices, disaster managing
approach, structure and other supporting activity processes.
Strategy

The starting point of these differences stems from the fact that humanitarian players do not share the same
understanding and importance of the core principles mentioned previously. Consequently, facing the same
situation the behaviours and approaches vary and thus, generating many coordination issues between the
organizations (Slim 1997). To illustrate these differences of public policies, Dijkzeul and Moke (2005) categorized
organizations according to both their relationship to/with victims and stakeholders. Based on this typology, the
International Committee of the Red Cross (ICRC) and Médecins Sans Frontières (MSF) strongly value the
impartiality principle e.g. providing aid without any discrimination and Independence regarding the funding
sources and the decision autonomy. At the opposite, others such as World Food Program (WFP) or CARE give
priority to the physical presence on the field (i.e. Solidarity) and support projects developed by governments (i.e.
Subcontracting) (Dijkzeul and Moke 2005).
Disaster management

Disaster management (or emergency management) is defined by (Moe and Pathranarakul 2006) as involving
“plans, structures, and arrangements established to engage the normal endeavours of governments, voluntary
and private agencies in a comprehensive and coordinated way to respond to the whole spectrum of emergency
needs”. Disaster management is generally divided into four phases forming a cycle, namely the mitigation, the
preparedness, the response and the recovery phases (Coppola 2015). The mitigation phase concentrates on
assessing potential risks and intends to reduce or eliminate its probability and/or impact before it occurs. The
preparedness phase includes contingency plans, evacuation or awareness campaigns to prepare for any eventuality
that mitigation cannot manage. After disaster detection, the response phase starts. It is a question of providing
assistance to affected communities to limit suffering and meet basic needs (Kusumastuti et al. 2010). Finally, the
recovery phase, that does not have a clear triggering point, consists of helping affected communities restoring or
improving the pre-disaster situation (Moe and Pathranarakul 2006). Concretely, all the phases are not equally
considered. Indeed, the emphasis is on the response phase that is the most complex function to manage (Coppola
2015) while preparedness and recovery phases are often neglected due to the absence of support from donors
(Kwon and Kim 2018).
Network organization

In terms of architecture, many of the humanitarian agencies are organized as federations or pools. Even within the
group, organizations policies, structure and capacity may diverge. Indeed, as an illustration, Save the Children
Fund, presents a centralized structure with standardized decision rules while Oxfam, rather decentralized, operates
with branches located in many countries and central offices (Dijkzeul and Moke 2005). In addition to this, the
different operating approaches make coordination between the different actors; whatever aid agencies within and
outside the pool as well as others both global and local very delicate (Long and Wood 1995). In terms of
collaboration also, where partners are supposed to work jointly for a common objective (Moharana et al. 2012),
the experiences have been rare and resulted in inefficiencies (Tomasini and Wassenhove 2009).
Supply chain maturity models & design

In the organization context, the term ‘maturity’ refers as: “an evolutionary progress in the demonstration of a
specific ability or in the accomplishment of a target from an initial to a desired or normally occurring end stage“
(Mettler 2011). In other words, to support organization progress, maturity assessment or performance evaluation
(Charles et al. 2010) serve decision-makers to appraise their situation compared to a certain capability and
highlights logical improvement areas to reach it. The origins of the maturity model root within the quality
management domain, however, it is better known within the information technology field (Netland et al. 2007).
Measuring the maturity level of the supply chain is for companies crucial to maintain competitiveness and ensure
the organization’s durability (Lahti et al. 2009).
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Commercial supply chain maturity models

Although maturity models cover a large range of disciplines, only a few (5%) are focusing on the management of
the supply chain and logistics (Santos-Neto and Costa 2019). Among them (McCormack 2001) proposed the
Supply Chain Management Maturity Model (SCMMM) developed in five levels and with a business process
orientation considering process view, process structures, process jobs, process values/beliefs, process
management/measurement and best practices. The assessment is based on a grid and a series of questions where
answers are in the form of a 5-level Likert scale. Later (Netland et al. 2007) developed the Supply Chain Maturity
Assessment Test (SCMAT) based on best practices in the supply chain and operations management found in the
literature. Seven categories that regroup the 50 best practices have been identified namely, the strategy, control,
processes, resources, materials, information and organization. The assessment is similar to the SCMMM via an
excel-based audit and the result is provided in a radar chart format. Instead of the most common format; 2D matrix
with levels versus categories, (Oliveira et al. 2011) proposes a new sort of maturity model. After a statistical
analysis of the 90-process capabilities indicators of supply chains collected from industrial opinions, the Supply
Chain Process Management Maturity Model (SCPM3) defines maturity levels as a set of capabilities to reach in
a specific order like a roadmap. Finally, unlike most maturity models designed for assessment and eventually
improvement, the European Technology Platform (ALICE)’s model proposes an innovative approach for logistics
and supply chain management deployment in Europe. The model orientation aims to assist supply chain
development in being more efficient, competitive and sustainable in future from 2020 to 2050 (ETP ALICE 2014).
Humanitarian supply chain maturity models

In recent years, HSC received increased attention and particularly regarding performance. Many papers discuss
the current performance of humanitarian organization, but only a few propose suggestion or areas of improvement
of the supply chain (Abidi et al. 2014) or identify critical success factors (Abidi et al. 2013; Behl et al. 2019; Lu
et al. 2006; Pettit and Beresford 2009). From the literature review performed, using the keywords: “humanitarian”
or “relief” and “maturity” or “assessment” and “supply chain” in Google Scholar, Web of Science and Emerald
Insight, only three papers stood out. In each case, the capability assessed in those articles differs. (Salvadó et al.
2018) focuses on sustainability while (Charles et al. 2010) apprehends the agility of humanitarian organizations.
In Salvadó et al.’s paper, the objective is to propose a roadmap for humanitarian organizations to achieve
sustainable objectives in the perspective to remain competitive. Such planning can be found in the form of a
maturity model in five levels (unaware, beginner, medium, good and expert) and integrating three maturity
dimensions to assess (social, economic and environmental). The evaluation method involves a list of criteria
related to each dimension previously mentioned to measure. The results are available in a radar chart or table and
indicate the degree of maturity reached by the organization regarding each dimension. The corrective actions are
given by the dimension with the lowest score. In the second paper, Charles et al. highlight the cross-learning
opportunity with capacity assessment maturity models designed first for the commercial sector (e.g. the European
Foundation for Quality Management (EFQM), Capability Maturity Model Integration (CMMI) or even the SCOR
model). However, they must serve as inspiration models because the humanitarian field is too specific and current
models are not suitable. Consequently, Charles et al. start with the agility definition and identified key
improvement areas from the literature such as the flexibility, velocity or reliability. The assessment is then,
performed via an evaluation grid providing a final score on a 5-level scale is suggested to be turned into an
improvement plan. Since no improvement cycle really exists, it becomes relevant investigating HSC success
factors. Indeed, those are areas ensuring, if controlled, a sufficient performance to remain competitive (Pettit and
Beresford 2009). Based on a literature review, Pettit and Beresford identified seven key success factors namely;
the strategic planning, the inventory management, transport & capacity planning, human resource management,
collaboration, continuous improvement and supply chain strategy.
Table 1. Humanitarian supply chain maturity models identified from the literature review performed

Article

Capability
assessed

Assessment
method

Results
availability

(Charles et al.
2010)

Supply chain
agility

Evaluation grid

Table and radar
chart

(Salvadó et al.
2018)

Supply chain
sustainability

Evaluation grid

Table, figure and
radar chart

Maturity assessment model design

This section aims at providing explanations related to the design of maturity assessment models. Indeed, such
method is not that simple and only a few articles develop the theory associated (Mettler 2011). Essentially, a
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maturity assessment model comprises state descriptions (i.e. the maturity levels) along with key drivers of
maturity (i.e. assessment items) to address improvement objectives (Mettler 2011). Models are generally displayed
as a two-dimensional array where the x-axis represents the maturity levels and the y-axis the assessment items
(Netland et al. 2007). Concretely, two approaches exist: the top-down approach that consists in fixing the number
of levels and corroborate them with maturity drivers while the bottom-up approach that starts with the maturity
drivers to make clusters and end up with the level’s definition (Mettler 2011). For his part, Mettler proposes a
different method that is the following; the first step consists in identifying an evolution objective based on a need
or an opportunity. The second step is about defining the scope i.e. set the parameters regarding the focus, level of
analysis, novelty and audience orientation of the model. After that, the third point focuses on the model design
through the maturity definition, goal function, design process, design product, application method and
respondent’s configuration. The next step evolves around the evaluation design where the subject of evaluation,
time frame, evaluation method is defined. Finally, the last step namely ‘reflect evolution’ concerns the subject of
change, the frequency and the structure of change. For each stage, the decision parameters can be assigned a value
among the existing options defined by Mettler.
PROPOSAL

Many authors agree on the interest of maturity model to place one organization in relation to its competitors and
offer improvement area guidance regarding a capability. Santos-Neto and Costa (2019) demonstrate this interest
which results in a large diversity of capability maturity models existing. However, if we focus on the supply chain
and logistics only, the number scales down to nineteen and reduces to a very few in the humanitarian context.
Despite numerous papers highlighting the performance deficiencies of humanitarian supply chains, no chance is
offered to objectify such performance and propose a step-by-step evolution in terms of network design. This is
the lack identified this paper intends to overcome.
Scope

The phenomenon to be studied is specific since the focus is on the HSC that is a branch of the supply chain and,
as previously mentioned, novel. The model is management oriented and first designed for the benefit of the
logistics group level but, since logistics account for 80% of relief efforts (Van Wassenhove 2006), it would also
serve the organisation level and be by extend to the inter-organisational level if all organizations decide to improve
in such way.
Model

The maturity model proposed here (See Table 2), relies on a philosophy whereby there is a lot to gain by taking
advantage of opportunities generated by others. In other words, by taking the example of Airbnb, an individual
benefit temporary from a place to live whenever someone is having a house and ready to share it in return for
compensation. The operation is win-win on many aspects at the same time; social, economic and sustainable. By
extension, this philosophy may apply to organizations as well. Indeed, opportunities for sharing capacity like not
full-storage areas or empty trucks, etc. are numerous. Such perspective is the basis of a recent logistics concept
named the Physical Internet (Montreuil et al. 2013) and is behind ALICE’s maturity model as well (ETP ALICE
2014). It is through this concept, which implies different degrees of connection of the network elements, that the
maturity model is scaled. Although most models are divided into five degrees of maturity, literature reviews and
expert interviews established that four levels are sufficient to fully describe the supply chain transformation
process (Meng et al. 2011). Besides, a even number of degrees avoid respondents remaining in a certain comfort
zone by choosing the average. Consequently, the model counts four levels whose names are inspired from the
linguistic proficiency (See figure 1). The first level is entitled ‘Elementary’ and includes siloed entities part of a
pool organized in a hierarchical structure. The second level is ‘Intermediate’ and represents integrated entities part
of a pool organized in a flat structure. The third level is named ‘Advanced’, at that stage, the organization extends
its connection outside the pool with close partners. Finally, the fourth level titled ‘Proficient’ represents a wide
hyperconnection of all humanitarian stakeholders.
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Figure 1. HSC maturity model division into four levels

Fundamentally, any organization aims at meeting the needs and expectations of a specific stakeholder with
compliant products or services. At first, to fulfil this objective, an adapted strategy is defined. Then, the processes,
resource and internal organization should be aligned to support such vision (Spitzer 2007). In the humanitarian
context, the core activity is disaster management. To support this, functions such as logistics are crucial to be
effective (Kusumastuti et al. 2010) and account for 80% of the efforts (Van Wassenhove 2006). Consequently,
with this in mind, the key improvement areas of the maturity model had been determined with a focus on the
supply chain (i.e. Strategy, Management and the Network design). Each key improvement area is made up of
several sub improvement areas selected among the critical success factors identified by (Abidi et al. 2013; Behl
et al. 2019; Lu et al. 2006; Pettit and Beresford 2009). The strategy dimension counts three subsections that are:
(1) the “supply chain strategy”, identified by Pettit and Beresford as crucial to ensure the appropriate service level,
(2) the “disaster phase focus” with a priority order (e.g. A > B means, regarding the whole activity, A concentrates
more activity than B), significant because it influences the activities to perform, according to Abidi et al.) and (3)
the performance objective(s) characterizing the orientation of the performance measurement system and hence
the business processes. The management section encompasses six sub improvement areas: the “strategic
planning”, “inventory management”, “transport & capacity”, “human resource management”, “data management”
and information management” identified by Pettit and Beresford. Four of them (the “strategic planning”, the
“human resource management” and “data/information management”) were determined by Behl et al. as the most
important causal factors. Finally, the originality of the study remains in the integration of the network design as a
key area encompassing the notions of “structure”, “coordination” and “collaboration” of the network nodes as
underlined in many papers as a key differentiator element in supply chains best practice (Abidi et al. 2013; Altay
et al. 2018; Pettit and Beresford 2009) or in crisis contexts (Fertier 2018).
Basically, the ‘Elementary’ level represents a reactive and repetitive approach based on experience (Hillson 2001).
Consequently, decisions mainly rely on fragmented information (Tohamy 2017) such as price (Meng et al. 2011)
and time and opportunities. This describes a situation of a siloed organization (Tohamy 2017) lacking supply
chain visibility both internally and externally (Haight 2012). The second level, ‘Intermediate’ is related to
organization starting to collect enough information and analyzing risks (Haight 2012) to focus on the means
optimization (Beamon and Balcik 2008). At that stage, the organization gains in visibility regarding its resources
and performance and can detect past errors and learn from them. It is also better connected within the pool with
the other entities. However, there is still limited cooperation with the other stakeholders (Meng et al. 2011). The
third level ‘Advanced’ depicts a stage centered on the anticipation (Tohamy 2017). Data reliability and tools and
methods (Hillson 2001) are performant enough to interact closely with some supply chain partners (Tohamy 2017)
and extend the visibility (Haight 2012). Arrangements are set to extend the capacity (Pettit and Beresford 2009)
and enhance the organization’s flexibility (Beamon and Balcik 2008). Finally, the last level named ‘Proficient’
reflects organizations enough mature to emphasis the reduction of non-added value operations (Pettit and
Beresford 2009). As similar lean, just-in-time, etc. approaches, decisions are based on best practices (Haight 2012)
and integrates a sustainable component (Salvadó and Lauras 2017) via, among other things, the participative
management (Pettit and Beresford 2009) of interns or beneficiaries and also an emphasis on mitigation and
preparedness (Scott 2014). Data is available in real-time (Tohamy 2017) and offers the opportunity of dynamic
pre-positioning and direct negotiation (Meng et al. 2011). Finally, this stage also refers to the hyperconnection of
all actors allowing collaborative logistics capacities strategies like shared warehouses or transport consolidation
(Montreuil et al. 2013).
Evaluation

The maturity model developed is theory-driven and is accessible as a two-dimension matrix filled in with textual
descriptions. The assessment does not require any third-party assistance and is more pertinent for managerial
functions. The evaluation process is simple and fast and requires from the respondent a qualitative self-assessment
regarding the improvement items and the likely position.
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Collaboration

2,12

Coordination2,12

Confrontation or arms length

Hierarchical coordination
6

Internal supply chain7

Isolated business7

Limited cooperation,
tendering6

Internal coordination

Intra-organization node
connection

Integrated set of tools
and methods3

Ad hoc collection of tools and
methods3

Information
management1,2

Intra-organization node
fragmentation

Data harmonization and
governance7

Data silos, fragmented and
after-the-fact7

Data management1,2

Structure

Committed resources
with expertise3

Individuals trained in
basic skills3, Variable
availability of staff3

Lack of resources and experts1

Human resource
management1

Coordination with all
the network's nodes
Direct negotiation6,
Favor close
collaboration6
Negotiation or
tendering6, Favor
collaboration6

Horizontal and vertical
connection of all the
nodes

7

Hyperconnected10 &
state-of-the-art tools and
methods3
Open supply network10,

Real-time, standardized
and reliable data7

Intra-organization node
connection &
Horizontal Interorganization node
connection
Close SC partners
coordination

Extended supply chain
of trading partners7

Interoperable set of
tools and methods3

Data reliability7

Extended capacity via
close partners1

Centralized

Seize opportunity on a need
basis

Transport & capacity1

Collaborative
warehouse strategy1
Transport
Consolidation10,
Dynamic routing10
Participative
management1, “ in a
state of readiness” 11

Pre-planned stock
arrangements1

Cost and quality6

Lowest price6

Inventory
management1

Best practices5

End-to-end planning5

Emerging analysis and
risk identification5

Chaotic5, Experience based3

Strategic planning1

Effectiveness,
Efficiency, Flexibility4

Effectiveness,
Efficiency4

Effectiveness4

Performance objective

Mitigation8 >
Preparedness >
Response > Recovery >
Effectiveness,
Efficiency, Flexibility,
Sustainability9

Preparedness >
Response > Recovery

Response > Recovery >
Preparedness

Prescriptive7

Proficient

Response > Recovery

Disaster phase focus12

Advanced
Predictive7

Intermediate
Diagnostic7

Reactive3

Supply chain strategy1

Strategy11

Elementary

Sub areas

Key areas
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Table 2. The HSC maturity assessment model in a two-dimension matrix

Source: 1. Pettit and Beresford, 2009 - 2. Fertier, 2018 - 3. Hillson, 2001 - 4. Beamon and Balcik - 5. Haight, 2012 - 6. Meng et al., 2011 - 7.
Tohamy, 2017 - 8. Scott, 2014 - 9. Salvado and Lauras, 2017 - 10. Montreuil, 2013 - 11. Spitzer, 2007 – 12. Abidi et al., 2013
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APPLICATION CASE

To provide a first concrete application of the maturity model proposed, the following evaluation will be undertaken
through the case of the Indonesia Red Cross (IRC) from which we gathered some information.
Indonesian Red Cross presentation

Indonesia Red Cross is the main humanitarian organization positioned in Indonesia. Across the country, it is
recognized as an auxiliary to the government and guided by the 7 principles of humanity, impartiality, neutrality,
independence, voluntary service, unity and universality. One of its three core missions consist of assisting and
cooperating with authorities and providing humanitarian assistance in the event of natural disasters. To provide
first aid items to affected people when a disaster occurs IRC relies on the logistics and above all on its logistics
network. Such a network is organized following the administrative division of the country. In other words, almost
every administrative level from the region to the regency, has an IRC office. The closest office is mandated when
a disaster happens. If it is overwhelmed by an event, aid is requested to the closest office at the upper
administrative level until reaching, if necessary, the headquarters. In a reverse way, if stocks are missing at some
point, it is supplied in a cascade until reaching the distribution area. In terms of strategy, the organization reacts
on a needed basis and is under pressure since disasters hit the country almost every day. Forecasts are difficult to
make due to the uncertainty thus, safety stock targets for the biggest warehouses has been set based on
demography. On demand, when relief items need to be moved to affected areas, the logistics department books a
shipment to local transporters. Internal information is relayed via spreadsheets and smartphone applications. In
terms of human resources, IRC mainly relies on volunteers to have basic skills but difficult to mobilise due to
their status and constraint towards their employer.
Evaluation

After a first visit in Indonesia of ten days last July within the IRC headquarters in Jakarta where we met different
representatives of the logistics function, we collected enough information to get a good understanding of the
organization, management procedures and interaction with the other IRC offices. Based on the interviews,
experience feedback and the maturity model developed, we were able to generate the following assessment result
provided in the form of a radar chart (See Figure 2).

Figure 2. IRC supply chain assessment results regarding the 4 different maturity levels displayed in a radar chart.
'S.' stands for strategy 'M.' for management and 'N.' for network.
Discussion

As it can be seen, two third of the improvement areas are positioned in the first level while the rest remains in the
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second level. Such result is not completely surprising, in the sense that, Van Wassenhove in 2006 has already
underlined the delay of humanitarian organization compared to the private sector regarding efficient supply chain.
It is also encouraging and shows where IRC’s attention should be focused on the future. Moreover, quite recently,
before the access to this evaluation, they feel the need for developing and integrating their data management tools
to gain in visibility and embarked on the path toward more efficiency.
CONCLUSION & FURTHER RESEARCH

Over the past years, humanitarian organizations have largely been criticized for their lack of effectiveness
regarding their mission of assisting vulnerable populations (Haavisto and Goentzel 2015). However, few research
have investigated what ideal should humanitarian organization tend toward and the path to undertake in such
transformation. In this perspective, this paper intends to overcome this situation by proposing a supply chain
maturity model specifically addressed to the humanitarian sector. In the form of a two-dimension matrix, the table
aims at: 1) objectify one organization’s position regarding its transformation journey 2) shows the next
improvement areas to concentrate on as a roadmap. For now, such a model has been developed with only a
theoretical approach with concepts extracted from a literature review. Next step would be to take the pulse of
practitioners regarding the model and discuss the vision behind. Same with the assessment result that is subjective
and produced according to your perception of the organization. Moreover, we are aware that the placement on the
grid is a bit subjective for now. Particularly, if the respondent feels puzzled in situations where the capability is
performed but not fully controlled. To overcome this absence during the assessment, probably a survey should be
developed integrating a Likert scale where the respondent could fill in the intensity of the behavior regarding the
statement (strongly disagree, …, strongly agree). Finally, it is important to recall that this model should not remain
static and is expected to evolve. Indeed, according to Spitzer, there is no end road in being more performant. It is
a cyclic process that coordinates with an ever-changing context and expectations.
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ABSTRACT

Traffic congestion creates multidimensional impacts that require stakeholders’ integration and coordination. This
paper tries to close the research gaps in congestion management by examining a case study of integrated solutions
of congestion measures and analyzing future challenges in congestion management based on two selected factors.
The authors develop the result from the literature study and an expert interview that provides a better perspective
on the case study. The study generates a new perspective on reviewing the organizational aspect of integrated
congestion management measures. Secondly, it starts a discussion on future challenges in congestion management
and connects the domain of future mobility with congestion theories as an independent discussion.
Keywords

Congestion Management, Traffic Incident Management, Intelligent Transportation System, Traffic Management
System, Future Mobility, Social Evolution, Future Challenges.

INTRODUCTION

Transportation plays a significant role in shaping human society's advancements (McDaniel 1972). It is one of the
main infrastructures that provide vital services to modern society. Physical components of transportation have
long lifetimes and require a longer time to change. In fast-growing or densely populated areas, it could lead to
many negative impacts; one of them is traffic congestion (Loorbach et al. 2010).
Agglomeration and rapid increase in the urban population creates a higher need for transportation infrastructure
and consequently will create traffic congestion problem if they are not correctly planned. Traffic congestion itself
is a serious problem that creates multidimensional impacts, including social, economic, and environmental (Li
2005). Therefore, it also needs the integration and coordination of stakeholders in the respective dimensions to
solve congestion. Many large urban areas will never solve all of their congestion problems but rather need to
manage it to create a reliable and predictable travel condition (ECMT 2007). In a crisis situation, congestion is a
major bottleneck that could limit the successful implementation of crisis response. On the other hand, the ability
to manage congestion in the normal situation might represent a higher degree of readiness and resilience towards
congestion in the time of crisis.
A large number of existing studies that tried to propose or review information systems (IS) addressing congestion
management (CM) measures can be found under several technological terms. Examples of those terms are Traffic
Management Systems (TMS) (Al-Sakran 2015, Djahel et al. 2015 and Nellore and Hancke 2016) or Intelligent
Traffic System (ITS) (Hernández et al. 2002, Chattaraj et al. 2009, Khekare and Sakhare 2013 and Roy et al.
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2017). However, the majority of studies discussed the technological aspects of the measures rather than the
organizational and social environment that is being served.
The topics of future mobility are considered as well-studied topics. As an example, Scopus indexed more than ten
thousand documents that are related to “autonomous vehicles,” one of the primary goals of future mobility. In a
broader social context, the long lifetimes and inertia of transport infrastructure had led researchers or agencies to
create long-term future scenarios and planning. These are ranging from a modest horizon of five to twenty years
(Ubbels et al. 2000, EC 2004 and Eurofound 2008) to a very long horizon of forty to fifty years (FTAG 2001,
Krail et al. 2007, WEC 2007 and Petersen et al. 2009).
A closer look at the literature on CM reveals research gaps that can be divided into two main areas. The first area
is reviewing CM measures that use new technology in their organizational aspects. Even though getting the
technology itself ready for implementation is the main goal, discussing the organizational environment where the
technology will be implemented is also important to have a successful implementation and full benefit. Another
area that lack of research is a separate analysis of the future in traffic congestion. Currently, this topic is discussed
as part of the studies that analyzed the future of mobility in general or how the novel technology is better in dealing
with current congestion problems. This research tries to close the gap by collecting the discussions from literature
and connecting them to the fundamental theories of congestion.
To sum up, the objective of the paper is to explore the definition and aspects of congestion, current trends with an
example of integrated solutions in managing congestion, and future challenges in CM caused by selected factors.
We use literature studies as the main source of information. We reflect those findings by including documents
from an ongoing project of Traffic Incident Management and Congestion Management (TIM-CM) by Seattle Area
Joint Operations Group (SAJOG) in Seattle, Washington, USA, as a case study of proposed integrated solutions
that followed the current trend of technology. This project set as an example of a possible means of multiorganizational collaboration in managing congestion.
The paper is organized into four sections. The following section sets a background by discussing the definition
and aspects of congestion in transportation. In the next section, we explore the solutions in preventing or managing
congestion by listing and grouping discussed measures from several studies. This is followed by a case study from
an ongoing project in integrated CM as an example of the current trend. In the third section, we describe and
discuss the future challenges of congestion caused by selected factors. Finally, the conclusion is presented in the
last section.
RELATED WORK
Congestion in Transportation
Definition

Congestion in transportation is a complicated state. It is a situation where a physical phenomenon of vehicles
impedes each other’s’ progression that is described subjectively related to each user's expectations (ECMT 2007).
Therefore, there is no universal definition that can describe congestion objectively.
Goodwin and Dargay in ECMT (1999) defined congestion as "the impedance of vehicles impose on each other,
due to the speed-flow relationship, in conditions where the use of a transport system approaches its capacity."
Cambridge Systematics and Texas Transportation Institute (TTI) (2005) defined congestion as an excess of
demand on a portion of a roadway at a particular time that is shown by stopped or stop-and-go traffic conditions.
Similarly, VCEC (2006) defined congestion as a "situation where the demand for the use of roads is excessive,
resulting in slower than normal speeds." Li (2005) put a reflection of these perspectives on congestion in figure 1
below, where two critical points of congestion are illustrated. The first one is the high concentration of demand,
whereas the second one is the state where the capacity of the road is almost fully used. The figure shows that the
traffic speed will decrease exponentially as the traffic flow gets closer to the maximum road capacity. There is no
standard on determining the starting point of traffic congestion as it depends on subjective assessment. Therefore,
the below figure only presents an estimated position of the traffic congestion.
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Figure 1. Speed-flow relationship and traffic congestion (Li 2005)

Framework

The discussion on congestion usually starts with how congestion happened and how to manage it. As shown in
figure 2 below, Li (2005) described the causal effect between what created congestion and the measures that
transport management used to manage it.
A more specific discussion on congestion causes and its categorization will be discussed in the subsection below.
Meanwhile, CM measures as responses to traffic congestion will be discussed in the later chapter. The causal loop
in this framework suggests that the failure in responding to congestion might fuel the causes and created more
severe congestion.

Figure 2. The Framework of Congestion (Adapted from Li (2005))

Causes

Congestion is usually classified into one of the two categories depending on its cause, whether it is recurrent or
non-current congestion (ECMT 2007). As the name suggests, recurrent congestion is congestion that happens
regularly or periodically on a section of the transportation system. On the other hand, non-recurrent congestion is
congestion that happens randomly and unexpectedly.
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There are two different views on which category attributed to an instance of congestion. Skabardonis et al. (2003)
and Li (2005) use incidents, or the absence of it, as the deciding factor. Their view, as depicted in figure 2 above,
is more conservative compared to ECMT (2007). ECMT (2007) included planned events, such as road works,
sporting events, and any large events that attracted large masses into non-recurrent congestion. Similar to that
view, Systematics and TTI (2005) put out physical bottlenecks from irregular causes in their list of seven root
causes of congestion. Six causes that are listed as irregular congestions are traffic incidents, work zones, weather,
traffic control devices, special events, and fluctuations in normal traffic. Following the latter perspective, Talukdar
et al. (2013) did a literature review on this topic and created a diagram on the causes and their specific example,
as shown in figure 3 below.

Recurrent
(from transport
system)

Excess demand

- Population and economic growth
- Desire to travel by private vehicles
- Unawareness of full cost of driving
- Influence of land use pattern
- Concentration of work trips in time
- Day to day variability in demand

Shortage of
infrastructure supply

- Lack of investment in infrastructure

Physical bottleneck /
insufficient capacity
Improper traffic control
and management

- Poor traffic control devices
- Ineffective management system

Causes

Non-Recurrent
(from traffic
influencing
events)

Traffic incidents

- Vehicular crashes
- Breakdowns
- Debris in travel lanes
- Events occur on the shoulder/roadsides
- Incidents off of the road way

Special events

Work zones

- Construction activities

Emergency situation

Poor weather

- Reduced visibility
- Bright sunlight on the horizon
- Presence of fog or smoke
- Wet, snowy or icy roadway

Figure 3. Causes of Traffic Congestion (Talukdar et al. 2013)

Factors

As opposed to congestion causes described in the previous section, congestion factors are deciding on how fast
and severe congestion will occur. There are three categories of factors, namely micro-level factors that relate to
how traffic is on the roadway, macro-level factors that relate to usage demand, and exogenous factors that relate
to activity patterns (ECMT 2007). All of these factors distinguished by how they affect congestion. Factors that
are labeled as congestion triggers are the factors that will immediately raise traffic congestion at the micro-level.
Meanwhile, factors that are labeled as congestion drivers are the factors that contribute to the creation of
congestion incidence and the severity of it. These three factors and the causality are depicted in figure 4 below.
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Figure 4. Factors of Congestion (Adapted by ECMT (2007) from Bovy and Hoogendoord (2000))

Congestion Management
Discussed Measures

As discussed in the previous chapter, congestion is a problem that emerges globally. It has led many works of
literature from different parts of the world, such as ECMT (2007), Li (2005), Strickland and Berman (1995),
Talukdar et al. (2013), and Downs (2005), to discuss management measures that can be implemented to relieve
congestion. Management measures of congestion are usually divided into two basic categories, namely demandside CM measures and supply-side CM measures. Although all the literature reviewed in this section agree with
the distinction, some measures, such as pre-trip guidance/information, might fall into the different side in different
literature.
Supply-side CM measures concerns with the availability of transport facilities itself and its capacities. With traffic
engineering techniques, these measures aim to improve the traffic flow for all users (Li 2005). Prepared from five
literature cited in this section, Table 1 below lists measures that fell into supply-side CM measures.
On the other hand, demand-side CM measures are designed to address and reduce traveler demand on
transportation systems (Strickland and Berman 1995). These measures can be implemented as a regular or on a
specific time to manage non-recurrent congestion or time-specific recurrent congestion. Table 2 below lists
measures that fall into demand-side CM measures prepared from five literature cited in this section.
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Table 1. Supply Side CM Measures

Group

Measures

Expanding transport
infrastructure

•
•
•
•

Modifying existing infrastructure
Expanding the road system
Building new infrastructure
Rail construction

Improving public
transport

•
•
•
•
•
•
•

Developing mass transit
Bus lanes/high occupancy vehicle lanes
Better public transport services
Extending services
Adopting fee structures
Operational improvement
Public transport information provision

Improving traffic
operation

•
•
•
•
•
•
•

Traffic signal improvement
Traveler information systems
Incident management plans
Road traffic information systems
Pre-trip guidance / information
Monitoring and management of traffic flows
Managing freight operation

Mobility management

•
•
•

Ridesharing
Promoting bicycle and pedestrian travel
Park and ride facilities

Appropriate institutional
arrangement

•
•

Multi-level framework for planning and decision making
Better coordination between national, regional and local

The right combination of
policies

•
•
•
•

A well-developed congestion management strategy
Developing congestion indicators
Appropriate monitoring plan
Ensuring peoples participation at the policy-making process
Table 2. Demand Side CM Measures

Group

Measures

Economic measures

•
•
•
•
•

Taxation/disincentives (e.g., Congestion / Cordon charges, Electronic
Road Pricing (ERP), Linked based pricing system and Road tolls)
Subsidies/incentives (e.g., incentives to the user of ridesharing)
Mixed-use toll roads
Area licensing scheme
Public transportation pass program

Regulatory measures

•
•
•
•
•

Access management or restricted zones
Parking control
Traffic calming
Flexible working hours
Trip ordinances

Land-use policies

•
•

Land-use planning
Site amenities and design

Communications
substitutes

•
•
•

Teleconferencing
Teleshopping
Remote working
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Case Study

The case study on this paper discusses the TIM-CM project that is being conducted in Seattle, Washington, USA,
by a regional consortium called SAJOG (SAJOG 2017). This project aims to manage congestion in the Seattle I5 corridor by enhancing mobility and reducing congestion impact from traffic incidents (CoSSaR 2017). The
discussion in this section is based on two documents related to the project and an interview with Mark Haselkorn,
the project manager of TIM-CM from the University of Washington (UW). The interview helps to clear and
emphasize the critical contents of the documents.
The discussion is opened by two subsections that discussed the background of the projects, the managed workflow,
the challenges that were discovered, and the solutions that are proposed to solve the challenges. Then, this research
explores the organization of several aspects in this project, which are roles of multiple agencies and entities that
are managed in the scope of the projects, layering of systems and services that house technologies that are
implemented in the projects to help manage congestion; and implementation process.
From the list of CM measures in the previous section, this project can be attributed to some of the supply-side
measures that are listed in table 3 below.
Table 3. CM Measures Addressed by TIM-CM

Group

Measures

Improving traffic operation

•
•
•
•
•

Traveler information systems
Incident management plans
Road traffic information systems
Pre-trip guidance / information
Monitoring and management of traffic flows

Appropriate institutional
arrangement

•
•

Multi-level framework for planning and decision making
Better coordination between national, regional and local

The right combination of
policies

•
•
•

A well-developed congestion management strategy
Developing a congestion indicator
Appropriate monitoring plan

1. Integrated Workflow

In the initial phase of the project, two teams of Traffic Incident Management (TIM) and CM modeled and refined
their processes to create an integrated TIM-CM workflow, as shown in figure 5 below. TIM joint operation
consists of Washington State Patrol (WSP), Seattle Police Department (SPD), Incident Response Team from
Washington State Department of Transportation (WSDOT), and WSP 9-1-1 dispatch. Meanwhile, CM Joint
Operation consists of WSDOT Traffic Management Center (TMC), Seattle Department of Transportation (SDOT)
Transportation Operations Center (TOC), SPD traffic division, and SPD 9-1-1 dispatch.
The integrated workflow is modeled in a time-based diagram starting from the moment that an incident was
occurred (T0) to the end state where the normal traffic situation can be observed (T10). In managing incidents, TIM
focuses on life-saving and incident clearance. Meanwhile, CM focuses on the congestion caused by the incident
itself. Although TIM and CM have different focuses on the impacts of an incident, both need incident information
to enable successful collaborative management in mitigating the situation (CoSSaR 2017).
This integrated TIM-CM is a core component of Integrated Corridor Management (ICM) that is implemented on
the proposed Virtual Command Center (VCC). VCC will support the enhanced inter-agency coordination of ICM
in managing traffic incidents (SAJOG 2017).
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Figure 5. As-Is TIM-CM (CoSSaR 2017)

2. Challenges and Solutions

The project group found the challenges to construct a coordinated TIM-CM in both conceptual phases of analyzing
the TIM-CM and technical phase of proposing the VCC. Table 4 below lists the core challenges addressed in the
project with their proposed solutions.
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Table 4. Challenges and Proposed Solutions in TIM-CM (Combined and adapted from CoSSaR (2017) and SAJOG
(2017))

No

Challenge

Solution

1

Both TIM and CM are complex multi-agency, multijurisdictional activities that are interdependent yet with
distinct goals, methods, and stakeholders.

Create the appropriate TIM-CM
joint
operations
command
structure.

2

CM has less defined command structures and processes than
TIM, which is guided and driven by pre-existing operational
protocols and structures. A CM plan, cannot currently be
immediately prepared and launched because operators lack
enabling information, structures, processes, and policies.

Interagency
Concept
of
Operations (ConOps) supported
by VCC

3

Overcome information-sharing barriers across TIM-CM
agencies, especially between law enforcement and
transportation agencies.

Cloud-based
Information
Sharing Environment (ISE)
across TIM and CM processes
that
provides
appropriate
security and access for handling
agency data.

4

Major highway incidents result in severe regional impacts
beyond the incident site. Managing incident-generated
congestion continues after the incident is cleared, involves a
more-diverse group of stakeholders, and covers not only a
greater portion of the freeway, but also the interconnected
arterials and alternate modes of transportation, as well as the
people, facilities and services that rely on transportation
infrastructure.

Congestion Analysis Engine and
pre-planned ICM options that are
triggered and implemented
through
enhanced
VCC
capabilities

5

Enhance TIM-CM communication with the public, and
engage commuters as stakeholders in the design of TIM-CM
enhancements, as well as better communication and
coordination with Metro and Sound Transit, the Port of
Seattle, private transportation systems, and ride-hailing
companies are needed. In addition, an effective means to
coordinate with regional employers to address incident
impacts on their employees is lacking.

Gather insight into current
Seattle commuter behaviors and
preferences
and
Enhanced
Public and Private Sector
Outreach supported by VCC
capabilities

6

CM information flow occurs primarily in a one-way hub-andspoke model with TIM stakeholders at the center.
Understandably, TIM focuses almost exclusively on
immediate life-saving response issues and pushes out
information to CM stakeholders as a secondary priority. CM
stakeholders lack access to law enforcement dispatch systems
and have limited access to on-scene responders, limiting their
ability to respond proactively to building congestion.

VCC that employs the ISE and
shared services to increase
desired information sharing
without distracting from urgent
responder priorities

3. Roles

This project, conducted by SAJOG, consists of nineteen entities of partners from public and private sectors that
are working together. Their roles are defined in the SAJOG charter. This group is led by six central public agencies
within Washington State as the core working group, namely WSDOT, SDOT, SPD, Seattle Fire Department
(SFD), King County Metro Transit (KCMT), and WSP. Meanwhile, other agencies, local partners, and private
partners joined SAJOG in the sub-working group (SAJOG 2017).
While the current target of the TIM-CM operation is in the city of Seattle and the surrounding regions that are
passed by the I-5 corridor, the involvement of the higher State of Washington is already included in the group.
Therefore, a change in public regulations or processes which potentially disrupt the operation of the project can
be minimized.
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4. Systems and Services

As already hinted on the proposed solutions in the previous chapter, there are several layers of systems and
services to articulate the operational needs of ICM. As shown in figure 6 below, there are four layers: an enhanced
information sharing architecture/environment, enhanced data sharing and shared capabilities, shared workflow
applications that support the ConOps, and the VCC and user experience layer (SAJOG 2017).
Although the technological development of the systems is on the hand of partners working in the sub-working
group, the agencies in the core-working group that will use the systems and the services first hand are
collaboratively designing the environment themselves. This approach is necessary to minimize issues in system
adoption by public agencies. In order to have a seamless connection between different systems that are currently
used by different agencies, TIM-CM will be continuously connecting or replicating those systems in ICM’s cloud
environment.

Figure 6. Layers of ICM (SAJOG 2017)

5. Deployment Methodologies

The deployment of VCC is supported by cutting-edge technology provided by the private partners in the group,
such as Amazon and Microsoft. The aim is to have a scalable and flexible system to accommodate the variability
of the traffic.
As shown in figure 7 below, the deployment methodologies are iterative and agile. This human-centered approach
links development and deployment concurrently to allow any issues to be addressed throughout the process.
Additionally, ongoing evaluation and improvement will be conducted iteratively. Emerging and future
technologies will be incorporated in the future to enrich the data and capabilities of the systems (SAJOG 2017).
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Figure 7. Deployment of a VCC for ICM (SAJOG 2017)

NEW CHALLENGES IN CONGESTION MANAGEMENT

This chapter discusses the current and future evolution in transportation under two selected themes. Then,
challenges that are currently happening or will happen as the consequence of the evolution from literature are
listed and connected to the aspects of congestion.
Challenges due to Mobility Technology

In addition to the continuous research from the past in improvement of the current mobility technology, such as
increasing safety and reducing emission, one of the primary goal of future mobility technology is eliminating
human involvement in the form of Autonomous Vehicle (AV).
By eliminating human involvement, AV promise to eliminates some traffic accidents that are caused by human
error. This promise will directly reduce the non-recurrent instances of congestion. However, not all kinds of
accidents can be avoided by AV. When an instance of an accident is cannot be avoided, an ethical decision by the
behaviour of the AV will need to select which outcome it prefers (Bonnefon et al. 2016). This social dilemma,
such as sacrificing its passenger for the greater good of saving pedestrians, adds another aspect in the breakthrough
AV technology that needs to be convincing to users (Nikitas et al. 2017).
Future projection of the mobility environment is to have a machine-led environment in the form of connected AV
that will not only take over the driving function from humans but also having real-time synchronization with other
mobility actors (Nikitas et al. 2017). This connectivity is one additional promises on how machine-led mobility
could reduce congestion problems. The multidimensional environment of the AV needs multiple stakeholders to
control the real-time data supplied by the vehicle. Transportation management stakeholders consortium, such as
SAJOG from the case study in the previous chapter, could be the stakeholder that is given some degree of indirect
control of AV’s behaviour on the transportation network.
The transition from our current human-driven vehicles into AVs can lead to shared road space between them. This
mixed traffic situation could create more problems than current full human-led or future full machine-led mobility
(Nikitas et al. 2017).
The challenges discussed above are listed in table 5 below, with its connection to aspects of congestion.
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Table 5. Challenges from Mobility Technology

No

Challenge

Relation to Congestion

1

Ethical decisions of AV (Bonnefon et al. 2016)

Driver behaviour (source) and
Traffic incidents (cause)

2

Convincing new technologies to users (Nikitas et al. 2017)

Travel behaviour (source)

3

Better decision-making (Nikitas et al. 2017)

Travel behaviour (source) and
Driver behaviour (source)

4

Mixed traffic situations (Nikitas et al. 2017)

Traffic incidents (cause) and
Driver behaviour (source)

Challenges from Social Evolution

In the context of business, the development of Information and Communication Technologies (ICT) is changing
how transportation infrastructure is used. One of the primary examples is that ICT enables broad remote activities
and therefore reduces the number of trips needed to conduct business. Schuckmann et al. (2012) list two future
projections regarding social perspective on transportation infrastructure; firstly, transportation infrastructure is
still an essential service of economics but no longer a deciding factor in the competition for investment. Secondly,
the infrastructure of ICT is becoming a stronger driver of economic growth compared to physical transportation
infrastructure. These projections show how the business sector might change their perspective on transportation
infrastructure in the future.
However, city centers with higher density mean that more users are competing for limited spaces and roads
(Sanchez-Diaz and Browne 2018). Together with the advancing e-commerce, the increasing need for goods
distribution results in traffic congestion as one of the externalities (Arnold et al. 2017). Several solutions to reduce
traffic congestion from goods distributions to shopping centers were already proposed and implemented. Off-peak
deliveries and centralized receiving stations are some of the solutions that can be deemed effective in reducing
the effect (Dalla Chiara and Cheah 2017). On the other hand, e-commerce’s home deliveries tighter and
unpredictable schedule would further tighten traffic capacity.
In the context of urban living, Lund et al. (2017) lay several future social constructs that will affect transportation
management directly or indirectly, which are:
(1)
(2)
(3)
(4)
(5)
(6)

increased densification of city centers,
changes in the cost of owning a car,
sharing economy or service is getting more acceptance
liveability is more attractive,
private car is no longer a status symbol, and
people are always connected (Lund et al. 2017).

The usage of personal transportation is changing from having a physical car into having access to a car in the form
of Mobility as a Service (MaaS). MaaS offers an integrated public mobility solution with similar convenience to
the private car (Jittrapirom et al. 2017). Simply put, getting a taxi is changing from having more public
transportation attributes (such as waiting for one on the side of the street) to more private transportation (available
at any time on a click).
Most challenges in implementing new social aspects in a transportation system lie in security and regulation. The
success of transportation platforms such as Uber and DriveNow over conventional taxi shows that acceptance by
the prospective user is not a big challenge. Furthermore, some of these platforms, such as Grab and Go-Jek, are
evolving into super apps that are able to cater many aspects of the future social construct. Table 6 lists several
challenges in transportation caused by the changing of the social construct that can be related to congestion from
literature.
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Table 6. Challenges from Social Evolution

No

Challenge

Relation to Congestion

1

Unification or integration of future services (e.g., MaaS) to
existing services (Nikitas et al. 2017)

Excess demand (cause) and
Travel behaviour (source)

2

Different existing policy to implement a full-scale solution
(Wosskow 2014)

Travel behaviour (source)

3

Evolution of parcel distributions from B2B to the tighter and
unpredictable B2C (Nemoto et al. 2001, Arnold et al. 2017)

Excess demand (cause) and
Travel behaviour (source)

CONCLUSION

This research explored and discussed the following topics: the definition and aspects of congestion, the current
trend with a case study of integrated solutions in managing congestion, and future challenges in CM caused by
two selected factors. The case study is set as an example of how different agencies and sectors, together as the
stakeholders of transportation, are able to work collaboratively to propose a joint solution that can help managing
congestion.
The absence of a systematic approach in reviewing the literature is one of the limitations in this paper. ECMT
(2017) was used as a source in building the initial formation of the supporting literature that were mainly obtained
from Google Scholar and Scopus. Subsequently, an iterative approach that adds more queries from the collected
literature was applied. A systematic methodology, such as selecting specific years of publication or journal
databases, can be considered as an enhancement to this research. The next limitation is the scope of the case study,
TIM-CM, as it only focuses on some parts of CM measures in managing congestion.
Further research can enhance this study by comparing several projects of IS-based CM measures similar to TIMCM from different regions. This comparison can be used to set a standard of the systems and services organization
that is required to manage similar congestion problems. Another research agenda is to conduct a literature study
systematically to generate a complete and concise outlook of new challenges of future congestion. The outlook is
expected to assist practitioners and academics in preventing future congestion by producing well-adapted CM
measures.
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ABSTRACT

During the past decade there has been a steady increase in cyber attacks targeting Critical National Infrastructure.
In order to better protect against an ever-expanding threat landscape, governments, standards bodies, and a plethora
of industry experts have produced relevant guidance for operators in response to incidents. However, in a context
where safety, reliability, and availability are key, combined with the industrial nature of operational systems, advice
on the right practice remains a challenge. This is further compounded by the volume of available guidance, raising
questions on where operators should start, which guidance set should be followed, and how confidence in the
adopted approach can be established. In this paper, an analysis of existing guidance with a focus on cyber incident
response and recovery is provided. From this, a work in progress framework is posited, to better support operators
in the development of response and recovery operations.
Keywords

ICS, CNI, Cyber Incident, Guidance, Response and Recovery.
INTRODUCTION

The importance of defending Critical National Infrastructure (CNI) against cyber attacks has developed rapidly
over the past decade. CNI can be defined as infrastructure on which a nation is reliant to function (e.g. power
generation and water treatment) (Green, Krotofil, et al. 2016). In many instances, CNI is underpinned by Industrial
Control Systems (ICS). These provide an interface between operational real-world processes and digital systems,
providing operators, commonly referred to as Operators of Essential Services (OES), with monitoring, control, and
automation capability; these need to be a focal point for protective efforts.
Historically, ICS were considered immune to network-based attacks due to their reliance on proprietary network
protocols and hardware (Byres and Hoffman 2004). There is some truth to this notion, with isolated networks being
intrinsically secure from most forms of attack due to their lack of external connectivity. However, a continued drive
for interconnection has been prioritised due to the benefits it yields (e.g. process optimization, energy efficiencies,
and proactive maintenance) (Galloway and Hancke 2013). The introduction of widely adopted protocols to support
interconnectivity (i.e. TCP/IP) within this context can be considered the most significant technical evolution of
recent years, while also the greatest catalyst of risk; this effect can be observed through an increase in attacks
originating from the Internet (Kaspersky Lab ICS CERT 2018).
To begin ensuring consistent control of CNI security, governmental bodies have started to implement similar
strategies. The United States of America (USA) assigned, in 2013, the National Institute of Standards and Technology
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(NIST) the task of providing guidance on CNI Cyber-Security to OES (Office of the Press Secretary 2013). The
European Union (EU) approved the introduction of the Network and Information Systems (NIS) Directive in 2016
into national laws of all of its member states (European Commission 2019). The United Kingdom (UK) created the
National Cyber Security Centre (NCSC) in 2016 to provide advice and support to the public and private sector
alike (NCSC 2020). However, while guidance supporting the evolution of ICS security, and compliance with
regulations, equips operators with a starting point, it may not be complete and actionable. This is of particular
interest for cyber incident response and recovery (R&R) best practice, where CNI and its supporting ICS are used in
a variety of ways.
This paper explores existing guidance related to cyber incident R&R for CNI – more specifically, for CNI where
ICS acts as a foundational base for its operation. We provide the following contributions:
• An overview of cyber incident R&R guidance for ICS.
• A breakdown of key cyber incident R&R phases.
• A criteria set used to evaluate the completeness of guidance across identified phases.
• A critical analysis of existing guidance based on the defined criteria.
• A work in progress framework to support OES in their development of cyber incident R&R activities.
The remainder of this paper first presents an overview of cyber incident R&R guidance. This is used to define key
R&R phases, before a criteria set is defined. Using this criteria set, an analysis of existing guidance is undertaken.
Finally, we present our work-in-progress framework, conclusion, and areas for future work.
CYBER INCIDENT RESPONSE AND RECOVERY GUIDANCE

The following subsections provide an overview of government and industry guidance, created to support OES in the
development and delivery of cyber incident R&R capability. Initial exploration will focus on UK-centric resources,
and any supplementary documentation (i.e. referenced material from the UK guidance). International resources are
then reviewed with a focus on North America and France. These countries were selected based on their global
nuclear energy presence (i.e number of reactors currently in operation) (IAEA 2018); thus guidance from these is
typically of a greater maturity level, and offers the availability of documents written in English.
UK Guidance
NCSC Cyber Assessment Framework (CAF)

Created in response to the NIS Directive, the CAF consists of four objectives, each focusing on a different stage of
an organisation’s security planning (NCSC 2019a). Objective D relates to guidance on R&R, and is broken down
into two sub-objectives: Response and Recovery Planning, and Lessons Learned. The CAF also recommends
consulting additional external resources (Cichonski et al. 2012; ISO/IEC 2016a; Creasy and Glover 2013).
Drinking Water Inspectorate (DWI) Cyber Assessment Framework

The DWI have published their own guidance tailored towards the water sector in the UK. Based on the NCSC’s CAF,
its aim is to provide OES with a framework for managing cyber security risks and incidents that could impact the
quality or availability of drinking water. Furthermore, it allows the DWI to assess an operator’s security measures
for compliance with the NIS Directive (DWI 2019). The DWI CAF is constructed around four top-level objectives,
objective D being related to R&R (DWI 2018). This guidance also recommends consulting additional external
resources (ISO/IEC 2017a; IEC 2011; NIST 2017).
NCSC 10 Steps: Incident Management

The NCSC 10 Steps for incident management provides a light-weight resource covering key considerations aligned
to incident R&R activities (NCSC 2018). These include establishing a response capability, providing training, and
usage of lessons learned.
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Office for Nuclear Regulation (ONR) Security Assessment Principles (SyAPs)

SyAPs aid regulatory judgements and recommendations when undertaking assessments (for compliance) of nuclear
facilities (ONR 2017). The assessment principles contain ten Fundamental Security Principles (FSyPs), two of
which are directly relevant to cyber incident R&R (FSySP 7 and 10). These cover the following topics: Counter
Terrorism Measures, Emergency Preparedness, Response Planning, Testing and Exercising of the Security Response,
and Clarity of Command, Control and Communications Arrangements During a Post Nuclear Security Event.
ONR Preparation for and Response to Cyber Security Events Technical Assessment Guide (TAG)

This TAG provides guidance for use by ONR inspectors covering eleven topics related to cyber security event
response (ONR 2019). While TAGs explicitly state that they are not a resource for demonstrating adherence to
SyAPs, they can provide additional insight into what OES high-level goals should be. This guide also recommends
consulting external resources (IAEA 2013; IAEA 2011; IAEA 2015; ENISA 2010; Carnegie Mellon University
2019; Kral 2019; Sweigart 2003; CIS 2019).
Her Majesty’s Government (HMG) Security Policy Framework

The HMG Security Policy Framework covers several topic areas, from culture and awareness, to risk management
and personnel security (HMG 2018). Although brief, one section describes requirements when preparing for, and
responding to, security incidents. This is discussed using generic, non-cyber terminology, and is targeted towards
government organizations.
Health and Safety Executive (HSE) Operational Guidance (OG) 86

OG 86 is closely aligned to the NCSC CAF, and is formed around its core security objectives and corresponding
principles (HSE 2018). Discussion in relation to cyber incident R&R is present throughout this guide. Guidance
surrounding cyber incident R&R is provided in direct alignment to CAF objective D. This can be summarised as
the development of a clear and concise, well articulated, cyber incident response plan. OG 86 also recommends
consulting additional external resources (IEC 2011; ISO/IEC 2017a).
Supplementary Guidance
International Atomic Energy Agency (IAEA) Nuclear Security Fundamentals

The IAEA Nuclear Security Fundamentals outlines 12 essential elements required to support a state’s nuclear
security regime (IAEA 2013). Cyber security is mentioned only once within this document, linked to a requirement
on assurance activities. Essential element 11 relates directly to response (i.e. planning for, preparedness for, and
response to, a nuclear security incident).
IAEA Nuclear Security Series (NSS) 17

NSS 17 is designed to guide operators in establishing and improving programmes of work to protect computer
systems, networks, and other (critical) digital systems responsible for the safe and secure operation of nuclear
facilities (IAEA 2011). Specific details on cyber incident R&R are limited to generic guidance such as describing
relevant responsibilities and response planning.
IAEA NSS 23-G

The objectives of NSS 23-G (IAEA 2015) are defined across four areas: establishing a framework for ensuring
the confidentiality, integrity, and availability (CIA) of sensitive information; identifying sensitive information;
considerations for sharing/disclosing sensitive information; and guidelines/methodologies for ensuring CIA.
Therefore, its ties to cyber incident R&R are limited; however, content such as that found in Annex 2 (i.e. examples
of sensitive information) could be of use when categorising information related to "contingency and response plans
and exercises".
ENISA Good Practice Guide for Incident Management

While not directed towards ICS, this guide provides a comprehensive discussion on cyber incident management
for conventional IT systems (ENISA 2010). Covered topics include R&R through the explanation of the incident
handling process and basic codes of practice.
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Carnegie Mellon University - Computer Security Incident Response Team FAQ

This FAQ provides a high-level discussion on CSIRTs. Although not targeted towards ICS, it acts as a useful
reference point in understanding core CSIRT requirements (Carnegie Mellon University 2019).
SANS Incident Handler’s Handbook

The SANS Incident Handler’s Handbook details key phases of incident R&R, their purpose, tools that can be used
to support them, etc. (Kral 2019). While this is not ICS specific, it provides a comprehensive discussion on R&R
broken down into the following core sections: Preparation, Identification, Containment, Eradication, Recovery and
Lessons Learned.
SANS Security Consensus Operational Readiness Evaluation (SCORE)

The SANS SCORE security checklist is highly summarised in the form of six bullet points; each corresponding to
the six steps presented within the Incident Handler’s Handbook. It is designed to support all forms of incidents,
including those from Advanced Persistent Threats (APT) (Sweigart 2003).
The Center for Internet Security (CIS) Critical Security Controls (CSC)

CIS CSC presents 20 security controls (CIS 2019). Although defined as controls, these are more closely linked with
high-level groups/objectives, to which mapping against the NIST Cyber Security Framework is performed. CSC 10,
19 and 20 discuss R&R topics covering guidance for both small and large organisations.
NIST Computer Security Incident Handling Guide (SP 800-61)

SP 800-61 details the need for incident prioritisation, stating that the handling and subsequent recovery of systems
affected by these incidents should be determined by the potential impact on service functionality and information
integrity (Cichonski et al. 2012). A focus is placed on exploring methods for ensuring essential service continuity
and impact mitigation.
NIST SP 800-53 (USA)

SP 800-53 provides a "catalogue of security and privacy controls for federal information systems and organizations
to protect organizational operations and assets, individuals, other organizations, and the Nation from a diverse set
of threats including hostile attacks, natural disasters, structural failures, human errors, and privacy risks" (NIST
2017). This includes twenty mandatory controls, mapped to ISO/IEC 27001 (ISO/IEC 2017a), for securing assets
including R&R.
CREST Cyber Security Incident Response Guide

This guide is split into three core areas: preparing for, responding to, and recovering from a cyber security
incident (Creasy and Glover 2013). Each of these areas contains a step by step guide offering potential avenues for
an organisation to follow during incident response, including methods for identifying potential incidents, conducting
triage, and then effectively containing and recovering from a state of containment.
BS EN ISO/IEC 27001/27002

ISO/IEC 27001 provides non-technical guidance for implementing and maintaining systems that are well protected
from cyber threats, including a table in Annex A listing all the objectives that an asset owner should achieve (ISO/IEC
2017a). Section A.16 of this table refers to incident management and consists of the following objectives:
Responsibilities and Procedures, Incident Reporting, Vulnerability/Weakness Reporting, Event Assessment,
Incident Response, Lessons Learned, Evidence Collection. These objectives are described in more detail within
ISO/IEC 27002 which serves as a "best practices" guidance for implementing the requirements in ISO/IEC
27001 (ISO/IEC 2017b).
BS EN ISO/IEC 27035:2016

ISO/IEC 27035 serves as a reference for fundamental principles that are designed to ensure that the correct tools,
techniques and methods are appropriately selected in the event of a cyber incident. Part 1, Principles of incident
management, presents fundamental concepts of information security incident management. These concepts are
combined with principles from the five phases of R&R: detecting, reporting, assessing and responding to incidents,
and applying lessons learned (ISO/IEC 2016a). Part 2, Guidelines to plan and prepare for incident response,
describes how to plan and prepare for cyber incident R&R. This covers the "Plan and Prepare" and the "Lessons
Learned" phases presented in Part 1 of the standard (ISO/IEC 2016b).
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BS EN IEC 62443 Series

The IEC 62443 catalogue defines procedures for implementing secure ICS. However, while the entirety of the
catalogue was recommended by UK guidance, due to paywall restrictions, only parts 2-1 and 4-2 of the series were
reviewed. Part 2-1 of this series provides guidance for establishing an ICS security program including planning for
incident R&R (IEC 2011). Part 4-2 of the series describes the technical security requirements for ICS components
including guidance on how to ensure that systems respond in a timely manner to security violations by alerting the
appropriate personnel and reporting details on the violation (IEC 2019).
International Guidance
BS EN ISO/IEC 27019:2017

ISO/IEC 27019 provides guidance to fulfil the objectives set out in ISO/IEC 27001 and 27002, for ICS within
the energy utility industry (ISO/IEC 2017c). This is similar to that provided in ISO/IEC 27001, with subtle
modifications to better suit ICS.
Nuclear Regulatory Commission (NRC) RG 5.71 (USA)

RG 5.71 provides a comprehensive overview of cyber incident R&R guidance for nuclear operators (NRC 2010).
Guidance is provided under high-level requirements for establishing a cyber security plan in relation to incident
R&R.
Nuclear Energy Institute (NEI) 08.09 (USA)

NEI 08.09 is closely linked to NRC RG 5.71 (NEI 2010). R&R activities/requirements are discussed across multiple
high-level topic areas surrounding contingency planning.
NIST Framework for Improving Critical Infrastructure 2018 (USA)

This framework focuses on improving cyber security risk management for CNI (NIST 2018). It provides a common
organising structure for multiple approches to cybersecurity by assembling standards, guidelines and practices into
one document. Five core functions are defined, two of which are related to R&R.
NIST SP 800-82 (USA)

SP 800-82 provides guidance on securing ICS. It presents a general overview of system architectures, associated
vulnerabilities, and recommendations on how to counteract these in order to reduce the associated risk (Stougger
et al. 2015). ICS-specific guidelines for R&R include Incident Detection, Incident Classification, Response Actions,
and Recovery Actions.
NIST SP 800-83 (USA)

Based on SP 800-61, SP 800-83 provides a Guide to Malware Incident Prevention and Handling for Desktops
and Laptops. Although not ICS specific, it is intended to help OES understand and mitigate risks associated with
malware incidents, including associated practical guidance on response activities (Souppaya and Scarfone 2013).
NIST SP 800-100 (USA)

SP 800-100 provides high-level guidance for management personnel tied to general information security themes,
including risk management, service acquisition, and planning (Bowen et al. 2006). Guidance on R&R includes
topics such as Incident Preparation, Incident Prevention, Incident Eradication, Incident Recovery, and Post-Incident
Activities.
North American Electric Reliability Corporation (NERC) CIP-008-06 (USA)

Targeted towards power systems in North America, CIP-008-06 encompasses cyber security incident reporting and
response planning requirements and associated recommendations. Its purpose is to "mitigate the risk of reliable
operation of the Bulk Electric System as the result of a cyber security incident by specifying incident response
requirements" (NERC 2019).
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Canadian Nuclear Safety Commission (CNSC) REGDOC-2.5.2 (Canada)

Cyber security requirements feature throughout this document within discussions on design management, design
documents, and the instrumentation of the control life-cycle. One section is dedicated to cyber security under
"Robustness Against Malevolent Acts" (CNSC 2014). While this section provides a set of guiding principles focused
on ties to safety, the inclusion of cyber specific incident R&R guidance is limited.
ANSSI Managing Cyber Security for Industrial Control Systems (France)

Coverage of cyber incident R&R activities within this document is limited, appearing briefly as part of a discussion
on defence-in-depth strategies, and across one section focusing on the "Incident Handling Alert Chain". This section
is brief, with best practices established in the form of three questions (ANSSI 2012).
Response and Recovery Phases

In order to provide a critical analysis of the reviewed documents, the key phases and sub-phases that OES are
advised to adopt must first be defined. From these, a criteria set can be built and its coverage can then be measured.
Using the reviewed documents, the following key phases and sub-phases have been extracted. This provides a
complete overview of elements identified within the reviewed guidance:
• Planning Phase:
– Define Roles and Responsibilities
– Document Response Planning Activities
– Conduct Asset Criticality Assessment
– Document Risk Management Process
– Perform Threat Analysis
• Preparation Phase:
– Conduct Personnel Training
– Perform Regular Tests and Audits
– Implement Incident Detection Capabilities
• Mid-Incident Phase:
– Ensure Resource Availibility
– Conduct Incident Reporting
– Perform Incident Containment
– Perform Incident Eradication
– Perform Incident Recovery
• Post-Incident Phase:
– Conduct Root Cause Analysis
– Document Lessons Learnt
– Collect Evidence
– Manage Public Relations Communication
CRITICAL ANALYSIS

The following section provides a critical analysis of the guidance discussed across the previous section, making use
of established R&R phases as a base. This highlights the value of each resource, and identifies areas that are in need
of further development.
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Table 1. Requirements and Criteria for Document Analysis
Requirement Type/Phase
Type
Planning

Requirement
Non-Technical (NT)
Technical (Tec)
Roles and Responsibilities (RR)
Response Planning (RP)
Criticality Assessment (CA)
Risk Management (RM)
Threat Analysis (TA)

Preparation

Training (Tra)
Regular Testing and Auditing (RTA)

Incident Detection (ID)
Mid-Incident

Resource Availability (RA)

Incident Reporting (IRep)
Incident Containment (IC)
Incident Eradication (IE)
Incident Recovery (IRec)
Post-Incident

Root Cause Analysis (RCA)
Lessons Learnt (LL)
Evidence Collection (EC)
Public Relations Management (PRM)

Criteria
Information provided is non-technical.
Information provided is technical.
Contains information on assigning/defining roles and responsibilities.
Contains information on response plan
documenting.
Contains information on identifying and
assessing key assets and infrastructure
in terms of criticality.
Contains information on creating and
consulting risk management documents.
Contains information on conducting a
continuous threat analysis for remediating identified vulnerabilities and minimising attack vectors.
Contains information on personnel training - including response team training/awareness training.
Contains information on testing and
auditing- this includes red team exercises, penetration tests, and automatic
testing.
Contains information on incident detection mechanisms.
Contains information on resource allocation and accessibility in the event
of a cyber incident (physical and nonphysical resources).
Contains information on reporting incidents to the appropriate personnel (internal/external).
Contains information on procedures
that should be implemented for containing the damage caused by an incident.
Contains information on procedures
that should be implemented for eradicating incidents.
Contains information on procedures
that should be implemented for recovering from an incident.
Contains information on post-incident
analysis; used to determine the root
cause of the incident.
Contains information on lessons learnt
from past incidents for improving current defensive capabilities.
Contains information on evidence collection for use by external authorities.
Contains information on public information disclosure management.

Methodology

When assessing the effectiveness of current guidance for ICS R&R, relevant requirements must be identified. These
are chosen based on the identified R&R phases from the previous section: Planning, Preparation, Mid-Incident and
Post-Incident. A breakdown of these is illustrated within Table 1. A criteria set has been defined alongside these, to
ensure a structured and in-depth analysis can be undertaken. Additional criteria of technical and non-technical
factors have also been included allowing for a clearer understanding of the target user. Operators may favor technical
documents, whereas those in management roles may prefer higher level non-technical documents, for example.
Results

The results of the analysis have been compiled into Tables 2 and 3. At a high-level, topic areas with substantial
coverage can be identified, and a clear disparity across the reviewed guidance set is evident.
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The majority of documentation reviewed contains high level details, with only ⇠54% of these providing technical
guidance. Since ICS implementations can differ between environments, hardware specific technical guidance is not
always recommended. However, due to the technological nature of the subject area, a lack of technical guidance
may present a challenge, or indeed a problem, for OES during practical implementation.
To provide a clearer discussion on findings, the following subsections provide a breakdown across each of the key
R&R phases.
Table 2. Document Analysis Results (Part One)
Guidance/Standard
SyAPs (ONR)
TAG (ONR)
CAF - Objective D (NCSC)
10 Steps: Incident Management (NCSC)
OG 86 (HSE)
Security Policy Framework (HMG)
CAF (DWI)
Cyber-Security Incident Response Guide
(CREST)
Good Practice Guide for Incident Management (ENISA)
Nuclear Security Fundamentals (IAEA)
NSS 17 (IAEA)
NSS 23-G (IAEA)
IEC 62443 (Parts 2-1 and 4-2)
ISO/IEC 27001/27002
ISO/IEC 27035
ISO/IEC 27019
RG 5.71 (NRC)
NEI 08.09 (NEI)
NIST Framework
NIST SP 800-53
NIST SP 800-82
NIST SP 800-83
NIST SP 800-61
NIST SP 800-100
CIP-008-06 (NERC)
CSIRT FAQ (Carnegie Mellon University)
Incident Handler’s Handbook (SANS)
SCORE (SANS)
Critical Security Controls (SANS)
REGDOC-2.5.2 (CNSC)
Managing Cyber Security for ICS (ANSSI)

Type
NT Tec
3
3
3
3
3
3
3
3
3
3

Planning
RR RP
3
3
3
3
3
3
3
3
3

3

3

3

3
3
3
3
3

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3
3
3

3

3
3
3
3
3
3
3
3

3
3
3
3

3
3
3
3
3

3
3
3
3
3
3
3
3

3
3

CA
3
3
3
3
3
3
3

RM
3
3
3
3
3
3
3

TA
3

Preparation
Tra RTA ID
3
3
3
3
3
3
3
3
3
3

3

3
3

3

3

3

3
3
3

3
3

3
3
3

3
3

3
3
3
3

3

3

3
3
3
3
3
3
3
3
3
3
3
3

3

3
3

3

3
3
3
3

3
3
3
3

3

3

3
3
3

3

3
3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3
3

3
3
3

3
3

3
3
3
3
3
3
3
3
3
3
3
3
3
3

Planning Phase

The majority of publications (⇠80%) discuss the importance of response plan documenting, and role and responsibility
assignment. There is however, minimal discussion on Criticality Assessment and Threat Assessment (⇠53% and
⇠63% respectively). Also, Risk Management is inconsistently discussed (⇠53%).
Preparation Phase

The need for training is well covered (71%). However, discussion on testing and auditing, in addition to incident
detection, is inconsistent (⇠59% and ⇠66%, respectively). This may be due to its inclusion within a larger series. For
example, The NCSC CAF Objective D does not cover incident detection, as this is covered in Objective C (NCSC
2019b).
Mid-Incident Activities

Incident Reporting, Containment, Eradication and Recovery are well covered (⇠88%, ⇠69%, ⇠72%, and ⇠81%
respectively). However, Resource Availability guidance is limited (⇠34%). This level of coverage is surprising, as
most post-incident activities are highly dependent on resource availability. If resources (human and non-human) are
incorrectly allocated, or unavailable, this can drastically and adversely affect the impact of an incident.
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Table 3. Document Analysis Results (Part Two)
Guidance/Standard
SyAPs (ONR)
TAG (ONR)
CAF - Objective D (NCSC)
10 Steps: Incident Management (NCSC)
OG 86 (HSE)
Security Policy Framework (HMG)
CAF (DWI)
Cyber-Security Incident Response Guide
(CREST)
Good Practice Guide for Incident Management
(ENISA)
Nuclear Security Fundamentals (IAEA)
NSS 17 (IAEA)
NSS 23-G (IAEA)
IEC 62443
ISO/IEC 27001/27002
ISO/IEC 27035
ISO/IEC 27019
RG 5.71 (NRC)
NEI 08.09 (NEI)
NIST Framework (NIST)
NIST SP 800-53 (NIST)
NIST SP 800-82 (NIST)
NIST SP 800-83 (NIST)
NIST SP 800-61 (NIST)
NIST SP 800-100 (NIST)
CIP-008-06 (NERC)
CSIRT FAQ (Carnegie Mellon University)
Incident Handler’s Handbook (SANS)
SCORE (SANS)
Critical Security Controls (SANS)
REGDOC-2.5.2 (CNSC)
Managing Cyber Security for ICS (ANSSI)

Mid-Incident
RA IRep
3
3
3
3
3
3
3
3
3
3
3
3
3
3

IC

IE

IRec

3
3

3
3

3

3

3
3
3
3

3
3

3
3

3
3

Post-Incident
RCA LL EC

PRM

3
3
3

3
3
3

3

3
3

3

3
3
3

3

3
3

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3
3
3
3
3
3
3
3

3
3
3
3
3

3
3
3
3

3
3
3
3
3
3

3
3

3
3
3

3

3
3
3
3
3
3
3
3

3

3
3
3
3
3
3
3

3
3

3

3
3
3
3
3

3
3
3
3

3

Post-Incident Activities

Of all the phases undertaken during R&R operations, post-incident activities contains the greatest level of
inconsistencies. Lessons Learned are well covered (⇠66%); however, Root Cause Analysis, Evidence Collection,
and Public Relations Management coverage is limited (⇠31%, ⇠31%, and ⇠19%, respectively). The reduced level
of discussion on Post-Incident topics is surprising, especially considering the importance of these activities. For
serious incidents, the collection and preservation of evidence for authorities is essential. Any accidental tampering
of evidence during R&R activities could seriously affect the corresponding investigation. Similarly, maintaining an
honest and trustworthy reputation with the general public is crucial, as this can affect operations in the long term.
Analysis: Concluding Remarks

Through the analysis of these publications, a lack of consistency has been highlighted. Although the core topics
surrounding R&R activities are discussed in most documents, such as Roles and Responsibility assignment
and Response Plan Documenting, less-common topic areas, such as Evidence Collection or Public Relations
Management appear irregularly. Concerns will surely arise if OES are recommended to consult documents that
do not discuss these topics, meaning that important topic areas may be unintentionally overlooked. The lack of
consistency throughout available guidance highlights the need for amalgamation into one resource that OES are
able to use reliably. This will give them the confidence that they are consulting the most in-depth material on R&R
activities. The following section will cover the design of a work-in-progress framework, constructed to address the
limitations in existing guidance.
FRAMEWORK PROPOSAL

In order to remediate the inconsistencies discovered in current available guidance, a framework that aims to make
guidance on R&R more accessible and comprehensible has been drafted. The current progress on this framework
can be seen in Figure 1. The purpose of this framework is to break OES’ R&R capabilities into a more granular and
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manageable set of processes and controls. The contents for this framework are based on the information presented
throughout the reviewed standards and guidelines.
As shown in Figure 1, our framework is broken down into the four R&R processes, as per the criteria table
used during the analysis of existing guidance (see Table 1). Within each, processes and/or controls are defined.
The framework will be composed of two main sections: an in-depth explanation of the controls and related
sub-controls/processes; and a summary table used for quick referencing. The table will contain a list of all the
controls, each containing a set of sub-controls/processes, accompanied by a short explanation. Each of these will
then be mapped to a data source, which provides methods or tools used to aid OES in following the framework.
Furthermore, external resources on these sub-controls/processes will be referenced should additional information
be required. Table 4 demonstrates what a portion of the final framework will look like.
As an example of its use, the control "Criticality Assessment" (belonging to the Planning phase) is composed of
four sub-controls/processes. The sub-control "ID Non-Physical Assets" can be achieved by obtaining database
meta-data and software version numbers. Additional resources available for this sub-control are ISA 62443-2-1
4.2.3.4/6, ISA 62443-3-3 SR 7.8 and more.
This framework is still under development and is presented in its current version. It is subject to change based on
the findings of future work, as discussed in the next section.

Figure 1. Framework Design - each process/control has an associated set of sub-processes/controls, data sources
and resources

CONCLUSION AND FUTURE WORK

As shown, an (over)abundance of available guidance exists for OES to consult. Reviewed resources include
publications from governmental organisations (NCSC, NIST, HSE, DWI, NRC, CNSC and ANSSI); non-statutory
organisations (ONR and NERC); international organisations (ISO/IEC, ENISA and IAEA); educational institutions
(Carnegie Mellon University and SANS); and industry institutions (NEI and CREST). An analysis of the guidance
from these sources concluded that a lack of consistency exists between the disseminated information. Because of
this, if OES fail to consult a comprehensive set of resources, their processes run a risk of being incomplete. This
lack of consistency highlights the need to amalgamate all essential elements of guidance for R&R activities into
one resource. A draft version of a more complete resource has been created to address this limitation in existing
guidance. Its continued evolution will be supported by future work, including the development of an ICS testbed
and attack scenarios, used to obtain an industry perspective from key stakeholders, in parallel to an ongoing in-depth
review of existing academic literature.
Over the past five years, Lancaster University has constructed an ICS testbed through the procurement and
implementation of physical real-world hardware and software, produced by major ICS vendors including Siemens,
Schneider, Cisco, PTC, etc. This ensures that the testbed is able to accurately represent a real-world network of ICS
devices, and therefore affords a high degree of confidence in applicability to real-world environments (Green, Le,
et al. 2017). Using the testbed, synthetic attack scenarios are currently being developed. Creation of these attack
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NIST SP 800-53 CM-8, PM-5
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Table 4. Excerpt from the Proposed Framework (subject to change)

scenarios will serve as a means of testing the thoroughness and effectiveness of the proposed framework. These
scenarios will be tested and modified using the University ICS testbed in an attempt to mimic real-life scenarios.
One of the currently developed scenarios corresponds to a Denial of Service Attack, which is broken down into the
following four stages (See Figure 2 for a graphical representation of the attack scenario):

• Stage 1: Compromise a router through the use of password brute-forcing. Once access is gained, leverage
existing VPN configuration and reconnect as a trusted user.

• Stage 2: Enumerate devices in the Industrial Zone. Where possible, extract relevant data (e.g device
configuration and process control logic) for offline analysis.

• Stage 3: Take external monitoring systems offline.

• Stage 4: Take the PLC offline.

Using the developed attack scenarios, key industry stakeholders will be consulted in order to explore adopted
methodologies for R&R operations, including the use of existing guidance. The following roles have been included
as a starting point for exploration: cyber security personnel, system operators, system managers, system engineers,
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Figure 2. DoS Attack Scenario

safety managers, and regulators. Obtaining an industry perspective will provide key additional information, giving
an important practical support to the framework.
To ensure a comprehensive analysis of current guidance has been undertaken, existing academic literature will also
be investigated. Relevant works will be reviewed for thematic similarities, to both reinforce our previous findings
and to gain an understanding of how/where identified gaps may have been addressed by the academic community.
The findings from both industry engagement and existing literature will be used to support the development of our
proposed framework, aiming to ensure in future a more comprehensive and robust set of processes and controls.
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ABSTRACT

In this article, we want to present the concept for a risk management approach to assess the condition of critical
infrastructure networks within metropolitan areas, their interdependencies among each other and the potential
cascading effects. In contrast to existing solutions, this concept aims at providing a holistic view on the variety of
interconnected networks within a city and the complex dependencies among them. Therefore, stochastic models
and simulations are integrated into risk management to improve the assessment of cascading effects and support
decision makers in crisis situations. This holistic view will allow risk managers at the city administration as well as
emergency organizations to understand the full consequences of an incident and plan mitigation actions accordingly.
Additionally, the approach will help to further strengthen the resilience of the entire city as well as the individual
critical infrastructures in crisis situations.
Keywords

Risk Management, Cross-Domain Networks, Interdependencies, Stochastic Model, City Resilience, Critical
Infrastructures.
INTRODUCTION

Nowadays, metropolitan areas are home to a large number of critical infrastructures (CIs) from different domains,
which are required to maintain essential services and the social life in these cities. Among them, there are the
general utilities like electricity, gas or water, information and communication technologies (ICT), distribution
networks for food or as well as road or railway transportation networks. These networks typically span over the
entire city area and but are bounded within a geographically narrow space. This leads to manifold physical and
logical dependencies among those infrastructure networks (Rinaldi et al. 2001), turning them into a complex and
highly sensitive multi-domain CI network. Hence, any incident happening at one part of those networks (e.g., an
impairment or even the total failure of a system due to external influences) can have far-reaching consequences, i.e.,
cascading effects, on other domains and thus on the economic and social well-being of the entire city. Consequently,
a detailed risk analysis with a strong focus on the interaction of these networks and potential cascading effects for
the population, as part of the Network and Information Security (NIS) Directive in Europe European Comission
2016, is a central aspect for the protection and further the resilience of these CIs.
To obtain an overview on the current state and the behavior of their networks, CI operators use simulation tools,
which are based on mathematical models and live monitoring data from their networks. However, these tools usually
do not provide information on networks from other domains, i.e., do not take the interdependencies among the
corresponding author
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networks into account. Thus, despite collecting information from simulations of the individual networks, a detailed
understanding of the dynamics in the overall system of all networks within a city is missing. In other words, even
though the risk behavior and resilience of a subsystem may be well understood, such a local view is insufficient for
an assessment of cascading effects, unless there is also a global view that reveals potential cross-domain effects.
In this article, we conceptually describe a risk management approach for the CI networks located within a
metropolitan area to tackle the challenge of systematically gaining a global view on a network of interdependent
CIs. This framework is developed as part of the currently running project ODYSSEUS 1 with the goal to provide
a support tool for CI operators as well as city administration and emergency organizations in (or in preparation
of) crisis situations. At the heart of the framework are the multi-domain CI networks and their interdependencies
as well as the potential cascading effects that can arise from them. These interdependencies are identified and
analyzed in close cooperation with CI operators to obtain an extensive CI interdependency graph. Further, a
multi-domain simulation tool is developed, which uses stochastic models (e.g., Markov chains and probabilistic
automata) to couple the individual domain networks and thus realizes a flexible yet realistic representation of the
overall network of networks. This allows simulation of potential threats and evaluates their effects on the entire
city. To obtain a realistic assessment of those consequences, the framework integrates a model on the spatial and
temporal distribution of the city population.
Based on the output of the framework, risk experts in the city administration as well as within the CI operators will be
able to see, which potential compensation and displacement mechanisms can be expected within the multi-domain
network of CIs in case of an incident. From this data, targeted preventive safety measures can be derived and
evaluated using the framework; their implementation will support minimizing the effects in the event of an incident.
Accordingly, this will help to improve the preparation of emergency organizations and further increase the resilience
of the entire city as well as the individual CIs in crisis situations.
The remainder of the paper is structured as follows: in the next section, we will provide an overview on existing
methodologies and approaches for the core parts of the ODYSSEUS approach. Then, a detailed overview on the
specific concepts of the ODYSSEUS framework and their interplay is provided. Finally, we discuss how this
framework can support the resilience of CIs within a city as well as the resilience of the entire city itself.
EXISTING APPROACHES IN THE LITERATURE
Modeling Cities and Population Distribution

Many large European cities maintain Geographic Information Systems (GIS), which are used in a wide range of
areas in the context of their administration. Much of this data is publicly available within the framework of Open
Government Data and can be used for various applications. This includes, on the one hand, basic geometries
describing physical objects of the city such as transportation networks or building structure models, and, on the
other hand, socio-economic information, such as the use of the buildings or the distribution of the population in
the urban space. In general, such information on the spatial distribution of the population within a city is only
available in aggregated form for reasons of data protection. It can be given in the form of raster data, which is
a representation of the resident population, or at the level of administrative units, where more detailed data on
demography is available. Therefore, modelling approaches like spatial disaggregation (Mennis and Hultgren 2006)
must be applied to achieve a more precise spatial distribution of the population. This means that the population
figures that are available, e.g., per counting district, are distributed to a higher-resolution unit such as buildings
(Aubrecht et al. 2009; Widhalm et al. 2015).
In general, this approach is not sufficient to provide a realistic impression of the population distribution of a city.
Besides the resident population – i.e., those people who live there and thus also spend the night (”night population”)
– but also the so-called ”day population” needs to be modelled (cf. Figure 1). Further, a distinction between
the working and non-working population must be made; commuters to and from the urban area also need to be
considered (Martin et al. 2015). In this context, time profiles can be helpful, which describe typical spatio-temporal
activity patterns of the population and provide a plausible estimate of the population distribution that is sufficiently
accurate for applications such as in the event of a disaster. An alternative to modelling the daily population is
the analysis of mobile phone data for the spatio-temporal recording of population densities (Deville et al. 2014).
The advantage of this method is the worldwide high penetration rate of mobile phones in urban agglomerations.
However, it should be noted that in addition to the enormous amounts of data that have to be processed, the spatial
accuracy of the data is still limited.
1National project funded by the Austrian Research Promotion Agency under grant no. 873539
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Figure 1. Illustration of the variation between day population and night population of New York

Interdependency Graphs

In the literature, relations and dependencies among CIs are mostly described using graph models, where CIs are
represented as nodes and the dependencies, also differentiated in various types (Haimes 1981; Rinaldi et al. 2001),
are represented as directed edges. Such a graph model provides a simple overview and a basic understanding of
the interactions between CIs and can further be used as a solid basis for investigations and analyses (cf. Figure
2). For example, the Input-Output Interoperability Model (IIM) (Haimes and Pu 2001) uses the structure of
interdependency graphs and linear equations to estimate the consequences of incidents on the network of CIs.
Moreover, the Hierarchical Coordinated Bayesian Model (HCBM) (Yan et al. 2006) combines the information
on interdependencies with incident data from different sources to improve the accuracy and variance in impact
assessment and estimate low-probability-high-impact events (also know as ”black swans”) more precisely.
Other concepts include stochastic processes to improve the modeling of partly unknown dynamics and relations
among the CIs. Therefore, the graph structure of the interdependencies among CIs or critical systems within them
is used as a starting point for the analysis. Among them, techniques based on Bayesian networks are also applied
to describe interdependencies between critical infrastructures (Schaberreiter, Kittilä, et al. 2013; Schaberreiter,
Bouvry, et al. 2013). Additionally, percolation theory (Sander et al. 2002; Newman 2002), an approach coming
from the field of epidemics, has been applied to analyze the spreading of the effects of an incident in critical
communication networks (König, Gouglidis, et al. 2018).

Figure 2. Schematic illustration of the interdependencies among CIs of the different domains (sectors).

Cascading Effects

When looking at the interdependencies among CIs, the question arises on how to identify and assess cascading
effects among those infrastructures. The first approaches to solve this were looking at specific events and how
they will influence future events (like the Cross Impact Analysis (CIA) (Gordon and Hayward 1968; Turoff 1971)).
Currently, more complex concepts are applied to analyze cascading effects within CIs (e.g., Interdependent Markov
Chains (IDMCs) (Wang et al. 2012) and their extensions (Rahnamay-Naeini and Hayat 2016)). However, Bayesian
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models and Markov chains are more difficult to apply in realistic scenarios compared to percolation theory because
of the large amount of data required to analyze and understand the system as well as to instantiate the model.
In (König and Rass 2018), a stochastic model has been developed that not only identifies potential cascading effects
within a network of interconnected CIs, but also supports the assessment of such cascading effects. To achieve that,
a combination of Markov chains and percolation theory is used, which has been further implemented to simulate
the cascading effects among CIs within a region and evaluate their impact (Schauer et al. 2018; Grafenauer et al.
2018). The concept of Markov chains has been further extended to probabilistic Mealy automata (König, Rass,
et al. 2019). Such an automaton describes a system which can be in one of finitely many states. Upon receiving an
external signal, the Mealy automaton undergoes a state transition with a certain probability (cf. Figure 3). This
representation facilitates a more detailed simulation of a CI (or systems therein) together with the cascading effects
a specific incident might have on the entire system. Mealy automata are a core aspect of the ODYSSEUS approach,
where each automaton describes a critical system within a CI and the signals represent incidents coming from
another (dependent) system. Hence, we will describe their application in further detail below.

Figure 3. Schematic illustration of a Mealy automaton of some system with three operational states and transitions
for the events ”fire” and ”virus”.

Simulation of Sub-Networks of Different Domains

In practice, CI operators usually run simulations of their respective networks to identify the above mentioned
(cascading) effects of an incident. Such simulation frameworks are based on a combination of mathematical models
of the physical processes and monitoring data gathered from the network itself. Thus, they provide an up-to-date
picture of the network and a good estimation of its behavior (e.g., in a crisis situation). Among those mathematical
models, various approaches exist (just to name a few): the simulations of power networks are based on Maxwell
equations and Ohm’s law (cf. for example (Kelley et al. 2015)), communication networks can be modeled using
waiting lines (e.g. (Reiser 1979)); granular flows (Haut et al. 2005) or agent-based models (Yuhara and Tajima
2006) are used to simulate traffic within a city, and so forth.
Although these simulation frameworks can represent the behavior of an individual network, the important
dependencies and resulting cascading effect across different domains (as discussed in the previous sections) are
not considered in those simulations. In other words, incidents originating beyond the boundaries of a CI network
as well as their effects are not part of the simulation. In the literature, co-simulation approaches (Lin et al. 2011;
Kelley et al. 2015; Wen et al. 2015) can be found, where two domains – most commonly the power and ICT network
– are coupled. However, a holistic view of all supply networks within a city is required to be able to perform
comprehensive analyses of incidents and their cascading effects on the entire interdependent network of CIs.
Risk Management and Data Processing

The above mentioned results from the infrastructure graphs, cascading effects modelling and simulation are
integrated into risk management processes. In classical risk management, and particularly when considering
CIs, data preparation mainly focuses on presenting risks in such a way that results can be used as a support for
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decision-making. However, in an increasingly dynamic business environment this type of risk management soon
reaches its limits due to the large amount of data coming from constant monitoring of critical systems. Additionally,
technologies and business processes nowadays have an increasingly fast cycles that require a more dynamic
identification and assessment of risks. Hence, risk management needs to adapt to this situation and integrate the
benefits coming from this large amount of available data into the decision-making to improve the prevention or
mitigation of risks.
In the literature, the concept of dynamic data preparation has been discussed parallel to the increasing relevance of
Big Data Analysis and mainly under the umbrella of data-driven management. In this context, a framework has been
presented that attempts to overcome the limitations of risk management based on asset management by using big
data methods (Middleton 2012). Other innovations in the field of crisis management, which apply Big Data analysis
in the general corporate environment, are also examined (Zhang and L. Yang 2017). For Smart Cities, a similar
method is discussed, which improves crisis intervention and disaster resilience (C. Yang et al. 2017). Novel risk
management approaches for CIs that specifically rely on simulations (Schauer 2018) can apply these methodologies
to effectively use the large amount of data. Additionally, more fine-grained data on the behavior of critical systems
can help to make alternative concepts for risk minimization much more effective, as for example by applying game
theory (Rass et al. 2015).
ODYSSEUS RISK MANAGEMENT APPROACH
GIS Model Development

As a first step towards a GIS model of a city, the relevant data needs to be collected. Therefore, a number of publicly
accessible information sources are available (e.g. OpenStreetMap, OpenInfrastructureMap, etc.) to support the
geo-referenced modelling of an urban area (cf. Figure 4). These information sources provide data about various
different CI networks, e.g., road, railway, electricity. However, this data usually only contains a specific level of
detail, i.e., the CI networks will not be displayed in their finest granularity; missing data can be gathered from
experts within the CI operators. In this context, it is important to find a level of abstraction that remains useful
in terms of the amount of data required, but without revealing sensitive data of the infrastructures, yet still offers
enough detail to provide realistic statements later on in the risk assessment.

Figure 4. Schematic illustration of the overall ODYSSEUS Risk Management Approach.
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The main goal of this step is to create a GIS-based representation of a city, where the different CI domains can be
shown as individual layers in the GIS model. All the elements of the different CI networks up to a specific level of
abstraction are geo-referenced, which allows an overview of the entire urban area with all the different CI networks
located within it. In addition, the population distribution will be modelled in the same representation in a spatial
context and under consideration of the time component (details follow below).
Threat Identification

In this step, the threats relevant to urban area in general and to the CIs in particular are identified and compiled in a
catalog. As a basis, domain-specific threat catalogs as well as national risk analyses can be used. The resulting
catalog should include natural and technical as well as intentional and non-intentional threats for the CI networks.
The identified threats are backed with reliable data from historical events or current studies. This is achieved using
incident databases from the CI operators (e.g., about road accidents, asset malfunctions, hacking, etc.) as well as
public threat databases (cf. Figure 4). Subsequently, security controls for the identified threats are derived from
publicly available guidelines as well as from best practice approaches from the CI operators.
Based on the resulting threat catalog, complex threat scenarios are defined in a next step, which reflect current
concerns of the CI operators and thus establish a clear practical relevance. In detail, the prevailing circumstances
and the chronological sequence as well as the affected infrastructures and areas of the city are specified for each
scenario. To represent a broad spectrum of potential incidents, the scenarios are selected from different threat
categories. It should be pointed out that the more information on one scenario is available (and the more precise this
information is), the more realistic the outputs will be. Hence, experts from the CI operators are consulted through
workshops to formulate the threat scenarios as detailed as possible without revealing any sensitive information on
the CI networks.
Cascading Effects Simulation

The simulation of cascading effects which span across the different CI networks is the core feature of the cross-domain
risk analysis framework that is going to be developed in ODYSSEUS. In general, this simulation is based on a
directed graph model, consisting of nodes and edges, representing the individual assets and links within the CI
networks. This is formalized in a generic way such that it can be applied to single domains, e.g., the power or
ICT network, as well as to the overall system, i.e., including all CI networks as well as their interdependencies.
Accordingly, we speak of two different views or levels of the simulation model, i.e., the intra-domain and the
inter-domain level (cf. Figure 5). In a way, one may think of the intra-domain model as a risk assessment simulation
model that is specific for a certain domain (e.g., energy, water, etc.). It describes the physical behavior of the
CI subnetwork. On top of this, the inter-domain model represents the interdependencies among the individual
domain-specific physical networks. The model then operates on abstract information about the operational states of
the assets, which is exchanged across those interdependences (cf. Figure 5).
As the name indicates, the intra-domain level focuses on the simulation of one individual network for a specific
domain, e.g., the power network. On the one hand, established physical models from the literature can be used
to implement the simulation and describe the behavior of a network. Since we are mostly operating on publicly
available information and thus often cannot drill down to the last system of a network, there might not be enough
data available to instantiate the physical model properly. Hence, a more promising approach for this scenario is
finding an approximation for the dynamics of the individual systems in a CI network. Such an approximation can be
achieved by using machine learning and building an artificial neural network (ANN) for each system. The ANN
representing a node is trained based on real-life historic data of that node, or from artificial data obtained from
simulation software (the latter may be particularly valuable as a rich source of data, in cases where experts are
not available or human domain knowledge is scarce or difficult to obtain). The ANN learns to mimic the physical
processes and behavior of a node based on the combination of input and output values coming from log files or
other system monitoring tools and can later on simulate the node in a realistic way. Each ANN is thus a digital twin
for some CI subnetwork. It has to be noted that the monitoring data required for this training needs to come from
the CI operators. Since this data is sensitive in most cases, one option is that the CI operator trains the ANN itself
without providing the monitoring data to someone else and only gives the resulting ANN to the simulation model.
The inter-domain (or cross-domain) level focuses on the simulation of the overall system, i.e., the dynamics between
the individual CI networks. Therefore, the information on the interdependencies between the individual networks
are required, i.e., which node in one domain influences a node in another domain. Since these effects are highly
complex, including physical as well as organizational mechanisms, we are using Mealy automata as a particular
formalization of stochastic dependencies to approximate them in an abstract way (cf. (König and Rass 2018;
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Figure 5. Illustration of the interplay between the intra-domain and inter-domain model.

Grafenauer et al. 2018; König, Rass, et al. 2019) for more details on the approach). In this formalization, a node is
taken as a black-box that undergoes changing risk states over its life time, ranging from “undisturbed operation”
up to “total failure”. A change of state is triggered by external influences, and may result in different new risk
states with distinct probabilities (stochastic model). Mealy automata are exactly such state machines that change
their internal state, here a risk status, based on external signals and with prescribed probabilities. In our case, an
external influence can be an incident happening to the node (e.g., an attack or a technical failure) or the change of
the operational state of another node, on which it is depending on. The states represent the current risk level to
which a CI is exposed, and the probability is determined by the CI’s own resilience or inner dynamics to react on
the new situation.
To combine those two levels to form a cross-domain model, the model in (König, Rass, et al. 2019) is extended in
ODYSSEUS. In detail, a mapping is introduced from the intra-domain representation of nodes by ANNs to the
representation by Mealy automata. Since the ANN reflects the behavior of a node, it can determine the implied
risk level and thus the state change of the Mealy automaton. Additionally, both the technical and organizational
information flow between depending components of different domains are analyzed using domain-specific expertise
from the CI operators. The results then describe the interdependencies and define the cross-domain influence
between the Mealy automata. In this way, the individual CI networks are connected and a cross-domain simulation
can be implemented, which provides a holistic understanding of the impact of potential threats across multiple
interrelated networks.
Societal Impact Assessment

The simulation of cascading effects is only one input to risk management; the other one is to assess the impact of
those effects. To obtain a valid assessment, highly accurate spatio-temporal information, both on structures within
the city and on the affected population, is required. However, demographic data are only available at a rough spatial
level and not in a chronologically differentiated manner (as already mentioned above). This results in the need to
refine the distribution of the population both in a spatial and in a temporal context. To achieve that, we are applying
methods of disaggregation in the ODYSSEUS approach, which allow an estimation of the necessary differentiation
in the form of quantitative spatio-temporal population models. These models are subsequently used as a basis for
impact analyses and assessment of the effects on the population.
To measure the consequences on a diverse and complex ecosystem like a city, several different impact indicators
and impact classes are defined, which need to cover the broad spectrum of social influencing factors. Such impact
classes can be, for example, ”people”, ”economy”, ”environment” or ”society”, with indicators measuring the
number of wounded people during an incident, the monetary value of the direct and indirect damages, the amount
of polluted water or the degree of discontent in the population due to the incident. In this context, the population
distribution model of the city provides useful inputs to all these indicators. The final assessment scheme consists of
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a function which receives as input the current state of the critical supply networks in the city and calculates an
abstract impact measure on this basis.
Integration into Risk Evaluation

The data and results obtained from the simulation and the impact assessment need to be integrated in the risk
management process, more specifically into the risk evaluation. Hence, a core focus of this approach is the dynamic
estimation and continuous reassessment of the risk based on new information. To achieve that, the processing of
the results adapts to the changing environment and takes advantage of the additionally available information. This
includes the detailed data on the effects of an incident on the overall system coming from the simulations as well
as the extensive information from external sources (e.g., from threat intelligence providers or the CI operators
themselves). After a reasonable processing, the aim of the approach is to support CI operators with tailored
assessments of risks as well as recommendations to prevent or mitigate them, which can significantly speed up
corrective actions.
In addition, the results as well as their visualization needs to be optimally adapted to different personal profiles. In
ODYSSEUS, this is targeted by a methodology for data representation and visualization that builds on the data
provided by the project’s dynamic risk management approach (cf. Figure 4). Since many roles from within an
organization (e.g., managers, technicians, administrators, etc.) need to be involved into the risk management process
in one way or another, the aim is to tailor the representation of the results to the different organizational roles.
Only in that case, they are able to complete their risk management tasks in an efficient manner and based on a
comprehensive understanding of the data presented to them.
Risk Minimization

In order to further support decision-makers in implementing security controls for specific threat scenarios, a
game-theoretical model is extending the ODYSSEUS approach to identify the optimal allocation of resources (cf.
Figure 4). In detail, a CI operator is facing a (intentional or natural) threat and has several security controls (coming
from the threat catalog compiled in the beginning) for this specific threat scenario at hand. Using the simulation for
cascading effects and the societal impact assessment, the effectiveness of each of these strategies, i.e., to which
degree (if at all) they reduce the impacts of an incident, is evaluated.
Based on the methods developed for the dynamic estimation and continuous re-assessment of the threats refine
and prepare the data for the game theoretical framework. Accordingly, the framework is designed in such a way
that it allows direct integration of simulation results by using distribution-valued payoffs. This eliminates the
need of aggregating complex data into a single numbers and thus losing information in that process. Additionally,
the approach allows the integration of potentially contradicting expert opinions, i.e., there is no need to find a
compromise on the expected impact but rather all views are taken into account. In this way, the game theoretical
framework facilitates an optimal fine-tuning of different variants of security controls and thus realizes an improved
resource allocation for the individual controls, which are then carried out by the CI operators.
EFFECTS ON RESILIENCE

When looking at the resilience of the individual CI networks as well as the entire city, the city administration and
the emergency organizations might not be prepared for consequences stemming from cross-domain effects. In case
of an incident or during a crisis situation, this might increase the time until all CI networks can be brought back to
full operation, i.e., the resilience of the individual CIs and also of the overall city. To reduce that time span, the
outputs coming from the ODYSSEUS framework can support the administration and emergency organizations in
different ways:
1. the results from the simulation framework, i.e., which assets from the different domains are affected by a
specific incident, provide a holistic view to the organizations on the potential cascading effects a specific
incident might have on individual CI networks as well as on the whole city. This supports them in obtaining a
clear impression of the cross-domain effects and avoids missing out on dependencies that are not explicitly
visible.
2. the overall impact of an incident (including the cascading effects indicated by the simulations) coming from
the risk assessment will give them a realistic estimation of the damage a specific incident might have on
the entire city, i.e., including consequences to the individual networks as well as to social life in the city (in
contrast to the impact on a single network). The usage of different impact indicators allows them to assess the
impact in various terms and thus obtain a better insight into multi-domain consequences.
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3. the list of security controls coming from the risk minimization will indicate those measures, which should
be implemented first since they will reduce the overall impact of the considered incident to a minimum.
This enables the organizations to appropriately prepare to specific incidents and efficiently react in a crisis
situation.
Using this information from the ODYSSEUS framework, the compensation and displacement mechanisms within
the multi-domain network of CIs can be better anticipated compared to an analysis which only considers the
respective networks individually. Hence, this strengthens the resilience of the CIs and the entire city by reducing
the time infrastructures as well as people are affected by the cross-domain effects of an incident.
CONCLUSION

In this paper, we presented a general concept for a risk management approach, which is able to support the
assessment of cascading effects among CIs located within a metropolitan area. Therefore, a GIS model of the
area is created using open-source data, CIs and their interdependencies are identified therein and a network of
CI networks is built. A simulation framework is using this information to simulate cross-domain effects. Those
effects are further assessed according to their societal impact; additionally, mitigation actions are evaluated. The
output of the framework can then be used by city administration and CI operators to improve their activities in crisis
situations in terms of efficiency and effectiveness. This shall ultimately lead to an improvement of the resilience of
the individual CIs and accordingly of the entire city.
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ABSTRACT

The use of emergency notification systems (ENS), or early warning systems, are not only common practice among
Institutes of Higher Education (IHEs), but are required by law in the United States. The dramatic increase in use
is matched by the increase in community expectation. This community expectation corresponding with societal
shifts challenges Public Safety leaders to implement and maintain a broad and highly reliable ENS. Most Public
Safety programs lack the internal resources to consistently assess system risk, reliability, and messaging validity
of their ENS sufficient to match the required system performance. Virginia Tech Emergency Management is
proposing an ENS evaluation system capable of supporting assessment of reliability and risk across the entire
system through the lens of Socio-Technical Systems (STS) theory at a practitioner level. By organizing emergency
notification/early warning systems through Human Subsystems, Technical Subsystems, and Task Design the
practitioner can assess their system by performance and risk.
Keywords

Emergency Notification System, Early Warning System, Socio-Technical Systems Theory.
INTRODUCTION

In 2015, Virginia Tech Emergency Management (VTEM) performed a routine test of their Emergency
Notification System (ENS) when a particular delivery mode failed to perform as expected. According to the ENS
testing protocol, an investigation into the delivery mode failure was conducted resulting in the identification of
human error related to the delivery mode configuration. The investigation also revealed a subtle disconnect
between Information Technology (IT) personnel responsible for the maintenance of the technical backbone of the
ENS and the Emergency Management (EM) personnel responsible for the overall system architecture. At the
foundation of the disconnect was the definition of the ENS. The IT personnel considered the ENS to be the
technical components and configuration of those components designed and capable of delivering a message to a
broad number of people as quickly as possible. The EM personnel considered the ENS to include the personnel
receiving the message, the message structure, the user(s) sending the message, the technical components and
configuration, and the public safety personnel responding to the incident. Furthermore, the EM personnel
considered the required training and maintenance thereof a component to the overall ENS as well. This led to
VTEM and Virginia Tech Network and Infrastructure Services (NI&S) collaborating on a multi-year effort to
improve the overall system.
METHODOLOGY

The primary effort between the two departments was to define the ENS completely, followed by a thorough
assessment of all components. The completion of these efforts resulted in a recognition of the power of this
approach to proactively assess risk to system performance, and leverage that assessment to mitigate known risks,
as resources and tolerance will allow. Initially, VTEM and NI&S developed a close working relationship through
Practitioner Paper – Resilience in Critical Infrastructures
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.
663

Marinik et al.

Developing Performance Metrics for an Emergency Notification System

the process of fully investigating any system disruptions identified because of consistent ENS testing. This
relationship was paramount in developing a strategic path forward with full support to break down pre-conceived
notions of the ENS, its definition, and performance, and build a foundation of shared understanding across the
system. In 2017-2018, VTEM and NI&S, as well as other Virginia Tech partners, worked to map the ENS and
build a greater understanding of various system components. By 2019, a standing work group was established, to
include founding members from VTEM and NI&S, as well as, Virginia Tech Police Department and Virginia
Tech Division of Operations IT. This work group (VT Alerts work group) jointly developed an approach to map,
categorize, and assess the ENS with respect to performance through the lens of the Socio-Technical System (STS)
theory (Hendrick and Kleiner, 2002). Figure 1 below provides a high-level generic system map as first conceived
by the VT Alerts work group. This system map creates a shared understanding of the complete set of components
(including the human elements), and provides for a rudimentary designation of task design represented by arrows
marking a relational process.

Figure 1. Original ENS Map

While this effort resulted in a common operating picture, the VT Alerts work group recognized the potential
benefit of assessing the performance of this system as a proactive means to address system reliability. However,
the ENS map falls short of providing an adequate construct by which to assess the ENS. Therefore, the work group
sought a solution to frame the ENS in a manner supportive of developing performance metrics. The STS work
system model (Figure 2) offered a framework, which the VT Alerts work group applied to the ENS map as a
construct providing the means to assess the comprehensive system components. The VT Alerts work group then
focused on identifying systemic components and the categories (e.g., Human subsystem, Technical subsystem,
and Task Design) to which they belong. Figure 2 demonstrates the subsystems and general categories applied to
each.

Figure 2. STS Applied to VT Alerts

This systematic evaluation provided firm boundaries that were advantageous to the VT Alerts work group in
maintaining a shared understanding of the system, while performing a detailed evaluation involving a significant
number of components and attributes. The VT Alerts work group recognized early in the process their
responsibility to communicate their findings to Public Safety and University leadership. Through early
organization and categorization, the VT Alerts work group benefited in the resulting ability to encapsulate more
detailed and technical notions into higher-level categorical concepts focused on performance metrics at a system
level.
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During the process to identify, qualify, and quantify attributes related to subsystem components, the VT Alerts
work group was challenged with ENS delivery modes. The delivery modes are defined as the technical
components representing the function that transfers the intended message from the user interface to the targeted
recipients. Examples of these delivery modes are text messages (SMS), telephonic calls (Pre-recorded or text-tospeech), and emails. Virginia Tech’s ENS includes 14 potential delivery modes. The development of attributes to
the delivery modes became complicated. The two primary challenges were achieving a consistency to the
attributes, and tracking the number of attributes identified. The goal was to identify all the relevant attributes for
supporting the development of delivery-mode performance metrics. The initial solution was to categorize the
delivery-mode attributes. This allowed two-levels of attributes (categories vs. measurable attributes) and provided
a mechanism to assign and track the means by which delivery-modes could be measured. The results of the
delivery-mode attribute generation project are in Figure 3 below.
The VT Alerts work group then developed a more specific and technically oriented system map that included a
more granular version of the ENS interface and technical subsystem using the delivery mode attributes. Figure 4
is a simplified representation of this system map for readability. Each delivery mode of the full system map
includes the attributes as shown in the call-out for the SMS delivery mode. After identifying the set of attributes
for each channel (system component attributes and process connections), the resulting map provided an in-depth
and detailed overview of the existing ENS.
Using the more detailed system map, the VT Alerts work group began an assessment of the overall system, with
the goal of developing proactive approaches to maintaining a highly functioning, reliable ENS. The process for
this assessment was more organic in nature, and the Conclusion section below provides both positive and negative
outcomes identified to date.
CONCLUSION

This approach has resulted in a deeper understanding across a more complete group of stakeholders regarding the
overall ENS. This process identified several areas for improvement, categorized below consistent within the
applicable STS subsystems:
Human Subsystem
o

Training of Administrators
The system includes multiple types of administrators, each with playing a role in the
implementation of the ENS. This evaluation has identified inconsistencies in training,
challenges in exercising the administrators, and potential solutions to address such
challenges.

o

Exercise of system
The technical subsystem has historically been the focus of the system exercises.
Conducted, at least twice daily, these exercises provide an excellent evaluation of the
process from sender to end-point. The VT Alerts work group, using this process, has
identified several means of conducting these exercises to improve decision-making
prior to sending alerts.

o

Message Development
The current system protocols include message templates based on potential hazards,
allowing the system administrator (sender) to use the most appropriate template to
quickly develop a message. The initial effort resulted in the development of
performance metrics that may offer an improved evaluation specific to message
development. This work is ongoing.

o

Training and continued proficiency of Community Users
A unique aspect of this approach is to include those who receive the messages (alerts)
as part of the system. This extends the performance metrics, and continuous
improvement process to a much larger set of people. The advantage of this approach
is two-fold: 1) the messaging and language are considered in terms of training potential,
and 2) the systemic feedback loop includes those interpreting the message and the
actions they take. Work to measure message interpretation and subsequent decisionmaking are ongoing.
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Technical Subsystem
o

Specific component upgrades
New/Upgraded Applications
Early results of this work included multiple additions of system component
redundancies. Initial focus on hardware reduced mean time between failure,
and multiple application upgrades.
Infrastructure redundancy
The system was designed with multiple redundancies, and has always been a
focal point of the system. The VT Alerts work group is using this process to
develop performance metrics for infrastructure evaluation in a structured and
analytical manner.

o

Potential to develop delivery mode criteria and evaluation to expand notification in multiple
dimensions.
Arguably, the most abstract results of the work thus far, are the recognition that
performance metrics of the system offer the potential to structure the system by
capability. In essence, channels (delivery modes) may be added or removed from the
system based on a set of criteria designed to optimize delivery mode capabilities (reach,
human factors, etc.).

Task Design
o

Messaging templates
While closely related to the message development effort within the human subsystem,
the messaging templates bring the developed messages to the technical subsystem (via
delivery modes). This subsequent project is to marry the alert language to the
appropriate delivery modes considering effectiveness of message interpretation,
attention getting, and targeted audience. This work is ongoing,

o

ENS interface configuration
This project ties together the results of training administrators, message templates,
system exercises, and continuous improvement. The intent is to optimize the ability of
the sender to quickly identify the appropriate template, adjust language, maintain
accuracy and brevity, and initiate the alert. The ENS interface configuration should
also support decision-making. This work is ongoing.

The VT Alerts work group has also identified some challenges to this approach and are continuing to develop
strategies to address moving forward. Particularly, there have been challenges to acquiring data to support the
performance metrics desired. In several ways, the metrics of interest require sophisticated methods of data
collection not yet implemented. Finally, the VT Alerts work group recognizes at times, work on the ENS has not
adhered to the STS theory approach strictly enough to maintain consistency with the original goals. This requires
a cultural change and setbacks have occurred.
In summary, this approach creates a foundation focusing programmatic efforts towards systemic improvement of
the ENS. The benefits to VT Alerts have already been recognized, and the VT Alerts work group remains
committed to this approach moving forward. The VT Alerts work group has also begun evaluating the potential
for this approach, or similar, to evaluate and mitigate systemic risk associated with the ENS. The potential for
developing a generic rubric to support the evaluation and assessment of any ENS, and methods to mitigate risk
thereto appear promising with several other emergency management programs expressing interest in mimicking
this approach.
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Figure 3. Categories and Measurable Attributes for System Delivery Modes
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ABSTRACT

Social media are rich information sources during crisis events such as earthquakes and terrorist attacks. Despite
myriad challenges, with the right tools, significant insight can be gained to assist emergency responders and related
applications. However, most extant approaches are incomparable, using bespoke definitions, models, datasets and
even evaluation metrics. Furthermore, it’s rare that code, trained models, or exhaustive parametrisation details are
openly available. Thus, even confirming self-reported performance is problematic; authoritatively determining state
of the art (SOTA) is essentially impossible. Consequently, to begin addressing such endemic ambiguity, this paper
makes 3 contributions: 1) replication and results confirmation of a leading technique; 2) testing straightforward
modifications likely to improve performance; and 3) extension to a novel complimentary type of crisis-relevant
information to demonstrate it’s generalisability.
Keywords

Event-Detection, Social-Media, Crisis-Informatics, Word-Embeddings, CNN.
INTRODUCTION

The past decade has seen research using social media to automatically detect the occurrence of events of interest
flourish (Atefeh and Khreich 2015; Goswami and Kumar 2016; Hasan, M. A. Orgun, et al. 2018; Cordeiro and
Gama 2016; A. Weiler et al. 2017; A. Zimmermann 2014). Twitter has become the dominant platform, primarily
resulting from ease of use as a broadcasting mechanism for anyone with internet connectivity, combined with ease of
access to data for researchers. Huge numbers of people take to Twitter daily, publicising everything from mundane
to globally important revelations. This very ease of access to, and dissemination of information renders Event
Detection (ED) in social media distinctly different from traditional media. High volume and velocity throughput,
coupled with hugely varied language, make Twitter a very challenging context (Zhao et al. 2011).
Despite challenges interred, potential value of effective ED in Twitter is enormous. Applications span personal
social planning (Choudhury and Alani 2014; Cavalin et al. 2015), to predicting the stock market (Tsapeli et al. 2017;
Alcorn 2013; Pagolu et al. 2016), among myriad others. Twitter is often the first medium where events are reported,
beating even traditional news-wire (Shuai et al. 2018; Kalyanam et al. 2016; Liu et al. 2017; Thapen et al. 2016).
Leveraging early reporting via accurate ED can simplify and accelerate decision making processes and provide
critically decisive time advantages.
One application which has received significant attention is detection of unfolding crises (Imran, Castillo, Diaz,
et al. 2015; Nazer et al. 2017; Said et al. 2019; Pekar et al. 2016; Snyder, Karimzadeh, et al. 2019). This includes
natural disasters (e.g. earthquakes), and anthropic emergencies (e.g. terrorist attacks). For crisis-responders, such
as emergency-services dispatchers, early access to pertinent information can make a huge difference to response
effectiveness (Imran, Castillo, Lucas, et al. 2014; Thapen et al. 2016; Huang and Xiao 2015; Sen et al. 2015; Karami
et al. 2019; Zade et al. 2018; Snyder, Karimzadeh, et al. 2019; Snyder, Lin, et al. 2019). Similarly for journalists,
there’s decisive advantage in early knowledge of unfolding events, where even minutes’ lead can mean beating
http://www.taglaboratory.org/

† https://www.sussex.ac.uk/
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competitors to breaking stories (Liu et al. 2017; Diakopoulos et al. 2012; Repp and Ramampiaro 2018; Freitas and
Ji 2016; Zubiaga 2019; Shuai et al. 2018; Hasan, M. A. Orgun, et al. 2016; Hasan, M. Orgun, et al. 2016).
Twitter data value comprises not only notification of the event occurrence, but also specific details about it, which
can inform and help guide responses. Such information includes details of affected individuals/infrastructure,
requests for help, and other time-sensitive information. There’s been increasing research here also, aimed at
providing more fine-grained classification of tweets beyond just relevance to some event (Tonon et al. 2017; Hu et al.
2017; Peng et al. 2019; Vargas-Calderón et al. 2019).
Despite the wide variety of techniques tested however, there’s a critical problem leveraging their potential, stemming
from a fundamental lack of fair and authoritative comparability between them. This stems from several interrelated
factors. Foremost is the frequent unavailability of datasets used, resulting variously from: using bespoke datasets
which aren’t made public (e.g. Liu et al. 2017; Tonon et al. 2017; Kanojia et al. 2016; Thapen et al. 2016; Hero
2016); removal of datasets owing to institutional/copyright issues (e.g. Edinburgh-FSD corpus of Petrovic et al.
2010); erroneous artefacts such as missing IDs (e.g. Imran, S. Elbassuoni, et al. 2013; Imran, S. M. Elbassuoni,
et al. 2013); insufficiently explicated processing/combining/filtering of otherwise available datasets (rendering
recapitulation of specific data used impossible; e.g. Buntain et al. 2015); and so on. Furthermore, there’s often
variation in how ED and related information categorisation is defined, such that even two techniques using identical
data can’t be compared like-for-like. Finally, owing to difficulty defining the quality of outputs, there’s even
significant variation in evaluation criteria employed (M. Weiler A. a. G. and Scholl 2015).
Thus, parties interested in utilising ED systems have no clear means of determining SOTA for their particular
application. There’s often in fact, no straightforward way of delineating between techniques’ efficacy, other than
prominence in literature, which can be misleading about quality and merit of the research. Furthermore, researchers
looking to advance capabilities have no robust, shared baseline on which to build and improve. This renders
"advances" problematic, as there’s no authoritative means to establish superiority between approaches. Without
such, novel research has questionable value.
This paper starts addressing this insufficiency. A technique used for ED and related information types’ classification
is replicated and results verified. It’s chosen for its demonstrated generalisability in text processing (beyond just
social media), and potential to extract multiple types of pertinent information. It’s carefully re-implemented, and
experiments repeated, on public data. Modifications are explored, and applications extended to novel crisis-related
information types. This may then serve as a foundational baseline, enabling accurate comparison with other
techniques, clarifying the path to improved capabilities.
The rest of this paper is structured thus: first, the selected technique is overviewed. Second, details of data used in
the original and replication are explicated. Third, replication process and experiments, including extensions, are
reported. Finally, conclusions are made about the approach and problem area, informing suggestions for future
work.
APPROACH

Method selection was based on:
1. recent use in research and applied context;
2. reputation for general text-processing efficacy, indicating likely ED (and related tasks) effectiveness;
3. availability of data used;
4. apparent leading/high performance based on reported results.
There’s a risk the technique doesn’t represent the best of extant approaches, stemming from the ambiguity which
motivates this research. Given current lack of direct comparability, regardless of technique ultimately selected,
there’s dire need to establish a robust baseline, against which alternatives can be compared. Without such, there’s
no means of determining this ranking, and hence, this should be seen as a starting point upon which future research
can build.
Multifarious approaches have shown merit in ED1. These include time series based approaches, where events are
detected as frequency bursts of hashtags (Yilmaz and Hero 2016; Ozdikis, Senkul, et al. 2012), keywords (Hossny,
Moschou, et al. 2018; Hossny and Mitchell 2018), and other derived features (Nützel and F. Zimmermann 2015;
1See the excellent surveys of Atefeh and Khreich 2015; Hasan, M. A. Orgun, et al. 2018; Imran, Castillo, Diaz, et al. 2018 for overview.
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Comito et al. 2019). Similarly research has employed topic modelling (Zhu et al. 2017; B. Wang et al. 2017),
clustering techniques (Alsaedi et al. 2017; Ozdikis, Karagoz, et al. 2017), semantic-web and curated knowledge bases
(e.g. Tonon et al. 2017), neural networks (Burel, Saif, and Alani 2017; Kruspe 2019), among other miscellaneous
and hybrid strategies (Cordeiro 2012; Fang et al. 2016). Therefore, a technique was selected with demonstrated
efficacy beyond ED, in general text classification tasks, likely to perform strongly and guide subsequent evaluation
and comparison.
Burel et al. (Burel, Saif, Fernandez, et al. 2017) use a simple neural network model pioneered by Yoon Kim (Kim
2014)2. It’s designed as a generalisable sentence classification model, capable of application to various downstream
tasks, and has seen widespread success, forming the basis of many subsequent CNN approaches to text classification
(e.g. Wehrmann et al. 2017; Can et al. 2018; Fan et al. 2018; Chen et al. 2018; Salehinejad et al. 2017; Bian et al.
2017; Undavia et al. 2018).
Model input constitutes word embeddings representing the source text. Architecture comprises a single convolutional
layer with 128 filters each of 3 sizes (3, 4, 5; i.e. 128*3=384 filters total) that extract features from the input
embeddings. Convolution layers’ outputs are max-pooled, before concatenation and passing through a softmax
function, providing final classifications. Burel et al. report using dropout with probability 0.5 during training to
mitigate over-fitting. They use ADAM gradient descent (Kingma and Ba 2014) and batch size of 256. Training
is reported as 400 iterations, though early stopping to prevent over-fitting is not mentioned, nor whether optimal
weights are restored. Recreating their approach, L2 regularisation was tested, though it didn’t improve performance.
Early stopping was also tested, and showed significant improvement. Burel et al. use 5-fold cross-validation, though
specific proportions of the corpus subsets used for train/validation/test sets were not reported.
Two architecture variants were tested in their paper, with different inputs:
1. using just word embeddings derived from the tweets’ texts.
2. using word embeddings and embeddings of "semantic-concepts" contained within the tweets’ texts.
For word embeddings, pre-trained GoogleNews word2vec (w2v) model 3 4 is used. For semantic-concepts’
annotation, IBM’s now defunct Alchemy-API is used5. Fortunately they make their semantic-concepts’ annotations
publicly available 6. Obsolescence of Alchemy-API does mean the specific concept annotation process can’t be
recreated exactly for novel data (though IBM Watson contains a similar system 7, and other similar substitute
alternatives are available8). Fortunately, as reported by Burel et al., and confirmed herein, the semantic-concepts
don’t significantly improve results.
In both configurations, tweets are first pre-processed to clean and tokenise text. Unfortunately very few details
of the specific process are provided. Tokens are then mapped to pre-trained word embeddings, creating for each
tweet a matrix of word embeddings derived from its constituent tokens. Each matrix has dimensions 300 in one
axis (corresponding to the length of pre-trained embeddings’ vectors), with the other being equal in length to the
highest number of tokens in any of the training set tweets. Tweets with fewer tokens than this are padded to ensure
consistent length. The process is illustrated in figure 1.
In the semantic-concepts augmented model, a parallel operation extracts semantic-concepts associated with named
entities. An embedding space is then initialised for these, and this results in a matrix per tweet of such concepts’
embeddings. Since most tweets don’t contain mentions of any named entities, they’re not annotated with "semanticconcepts". Hence the semantic-concepts embeddings’ matrices are primarily uniform with embeddings representing
"no semantic-concept". These embeddings are 30x1 vectors, justified by Burel et al as being appropriately
smaller than the word embeddings, reflecting the far smaller set of concepts to be represented (i.e. far fewer
semantic-concepts modelled than words). An example from Burel et al is illustrated in table 1.
Semantic-concepts embeddings are processed by an identical CNN as the architecture described above. The outputs
of the text and semantic-concepts CNNs are concatenated prior to a (final) softmax layer. Figure 2 illustrates this
process.
2There are many implementations available, e.g.
https://www.kaggle.com/hamishdickson/cnn-for-sentence-classification-by-yoon-kim/data and
https://paperswithcode.com/paper/convolutional-neural-networks-for-sentence
3https://code.google.com/archive/p/word2vec/
4https://drive.google.com/file/d/0B7XkCwpI5KDYNlNUTTlSS21pQmM/edit
5https://www.ibm.com/cloud/blog/announcements/bye-bye-alchemyapi
6https://www.comrades-project.eu/outputs/datasets-and-ontologies/88-datasets/39-sem-crisislext26.html
7https://cloud.ibm.com/catalog/services/natural-language-understanding
8e.g. TextRazor - https://www.textrazor.com/
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Figure 1. Pre-processing, combining word and semantic-concepts embeddings as input to Dual-CNN model.
(Modified from original paper of Burel et al.)

Table 1. Semantic-Concepts annotation of Burel et al..

Figure 2. Dual-CNN visualisation, showing separate CNNs processing word & semantic-concepts embeddings,
concatenation, and final softmax layer. (Modified from the original paper of Burel et al.)
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Burel et al. justify the choice of separate CNNs by virtue of the differing length of word-based and semantic-concept
based tokenisations. This precludes the more obvious introduction of the semantic-concepts as an additional
channel in a (single) CNN. This however seems more a product of the tool used to perform semantic-concept
annotation, which introduces additional tokens denoting the class of the named entity in addition to the entity itself.
As seen in table 1, the annotated tokens "obama" and "boston" introduce an additional token each. Modifying the
semantic-concepts’ representations, to ensure length parity (e.g. replacing named entities with just their class),
could enable incorporation as a separate aligned channel and potentially improve performance, but this hasn’t been
investigated here.
Finally, performance of the two architectures is compared to 3 baselines: Naïve Bayes (NB), Decision Trees (DT),
and Support Vector Machine (SVM). Unlike the CNNs however, these aren’t given the same input. Instead, they’re
given TF-IDF representations of the tweets’ texts. It’s unclear why, since this precludes direct comparison of
baselines to their suggested approach, by virtue of differing representations. Ideally the baselines should also
be tested with the same inputs to provide true comparison between their respective abilities to exploit those
representations. This hasn’t been investigated here, but remains for future work.
DATA

A primary reason for the lack of extant comparable research in ED is the dearth of high-quality annotated data.
Many papers use bespoke datasets collected specifically for the purpose. Whilst valid for one-off/specific tests,
the majority of these corpora aren’t made public; hence performance reported in such papers becomes isolated by
having no direct corollaries to compare against. No matter the works meritoriousness, it’s of limited worth when it
can’t be directly related to others work.
Despite this, there are some public corpora with annotations supporting this research. Burel et al. use one such
corpus, namely CrisisLexT26 (CLT26) 9, created by Olteanu, Castillo, et al. 2014 and extended by Olteanu, Vieweg,
et al. 2015.
CLT26 constitutes around 26000 tweets collected between 2012-13. These comprise 26 different subsets, relating
to specific individual crises, including anthropic and natural instances. The collection is annotated with 3 different
attributes:
1. Informativeness: 4-category label indicating whether a tweet is related to the event. Categories comprise
"Related and informative", "Related but not informative", "Not related" and "Not applicable". This is the target
used in ED, frequently in a binary setting by collapsing the two "Related ..." labels into a single class. This is
the approach adopted by Burel et al. for their first task of classifying tweets as being "related"/"unrelated" to
an event.
2. Information Type: 7-category label indicating type of information contained in the tweet. Categories
comprise: "Affected individuals", "Infrastructure & utilities", "Donations & volunteering", "Caution &
advice", "Sympathy & emotional support", "Other useful info." and "Not applicable". This target can be used
to train models classifying types of information contained in event-related tweets. This is used by Burel et al.
in their 3rd task.
3. Information Source: 6-category label indicating source of the tweet. Categories comprise: "Eyewitness",
"Government", "NGOs", "Business", "Media" and "Outsiders". This isn’t tested in Burel et al., but is included
as an extension here.

EXPERIMENTS

Burel et al. compare performance of their baselines (NB/SVM/DT) with their two CNN variants using CLT26.
They test models’ abilities to classify tweets for three targets, detailed in "Replications" section. I also tested several
variants of their experiments, detailed in "Extensions" section.
9https://crisislex.org/data-collections.html#CrisisLexT26
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Replications

1. Related/Unrelated. Binary indicator of a tweet being related to a crisis event or not. Based on "Informativeness" CLT26 annotation. Labels "Related and informative" (n=16849) and "Related-but not informative"
(n=7731) are treated as positive class. Label "Not related" (n=2863) and "Not applicable" (n=489) are treated
as negative class. Data is balanced by undersampling larger positive class to create final dataset of 6704
instances ((489+2863)*2).
Curiously Burel reports final dataset size of 6703 instances; despite contacting the author, no explanatory reason is forthcoming.
2. Event Types. Multi-class classification of type of event tweets relate to, based on event-specific CLT26 subsets.
12 event types are defined: "shooting", "explosion", "building-collapse", "fires", "floods", "meteorite-fall",
"haze", "bombing", "typhoon", "crash", "earthquake" and "derailment", based on CLT26 constituent events.
Each Tweet from an event specific subset is of that event type; e.g. all tweets in each of the subsets
"2012 Colorado wildfires", "2013 Australian bushfire" and "2013 Brazil nightclub fire" are of the "fire" event
type. This same approach is replicated in this experiment. Note though that this assignment overlooks that
many tweets in event specific subsets have "Informativeness" label of "Not related". Hence, they should
perhaps be excluded.
This dataset is also balanced by undersampling. Just as for the previous target though, figures reported by
Burel et al. aren’t consistent with expectations. i.e. The smallest event type is either Haze or Bombing, both
comprising 1000 tweets. Hence, undersampling the remaining 11 categories should result in 12*1000=12000
tweets, not 12997 reported by Burel et al.. Again, the authors have been contacted, but no explanation
provided.
3. Information Types. 7-class label indicating type of information contained in tweets. Dataset is also balanced
by undersampling, and again numbers reported by Burel don’t match expectations. Smallest class is "Not
applicable" (1138 tweets); hence there should be 1138*7=7966 tweets, not 9105 reported by Burel et al..
Extensions

1. Embeddings variants. Burel et al. use the pre-trained word2vec trained on Google News. Since the style and
constraints of news articles and tweets differ significantly, it should be straightforward to improve performance
by using alternative pre-trained models trained on twitter data. Several are available, including the three
selected:
(a) Godin_Twitter_400d_w2v (Godin 2019): 400d-word2vec model trained on Twitter data10.
(b) Twitter_200d_GloVe: 200d-GloVe (Pennington et al. 2014) model trained on Twitter data 11.
(c) CrisisNLP_300d_w2v: 300d-word2vec model trained on crisis-related Twitter data, from CrisisNLP
(Imran, Mitra, et al. 2016) (QCRI 12)13.
2. Original vs re-hydrated data. CLT26 was released in 2015 and covers data from 2012-13. Originally
comprising 26000 annotated tweets, re-hydrating through Twitter’s API results in reduction in size.
Though not essential for Burel et al., any approach requiring Tweet metadata necessitates re-hydration, since
the CLT26 distribution doesn’t include this. Hence this information must be obtained by re-downloading
Tweets from Twitter directly. Furthermore, Twitter dataset "rot" is common and often the later use of
these corpora must work with a subset of the original.To gauge the impact of corpus size reduction, some
experiments were repeated on re-hydrated data.
At time of rehydration, only 69% of original tweets were still available. For individual crises, the
lowest fraction was for "2013 Singapore haze", with only 54% still online. The highest fraction was for "2012
Venezuela Refinery", with 79% of Tweets available.14
10https://github.com/FredericGodin/TwitterEmbeddings
11https://nlp.stanford.edu/projects/glove/
12https://crisisnlp.qcri.org/
13https://crisisnlp.qcri.org/lrec2016/lrec2016.html
14Rehydrated-datasets, and data-configurations used for experiments available at https://github.com/j-m-crow/2020_crisis_
baselines
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3. Binary/mutliclass variants. Testing binary/multiclass equivalents of target configurations in Burel, to assess
relative complexity of each:
(a) Multiclass Informativeness. Burel collapses 4-class "Informativeness" to binary "Related"/"Unrelated".
I include 4-class setting which provides more nuanced information could permit more effective filtering
(to see i.e. just "Related and informative", rather than also including "Related but uninformative", which
may impede effective use).
(b) Binary event types. Burel et al. test event types in multiclass configuration. I include binary variant,
splitting events into either natural/anthropic crises, indicating crises as natural disasters or the result of
human actions.
(c) Binary information types. Binary version of "Information types", intended to classify as either actionable
(i.e. information of benefit to crisis-responders) or not (other information types which don’t aid/inform
crisis-response, dsepite potential relatedness). Actionable categories comprise "Affected Individuals",
"Infrastructure and utilities", "Caution and advice" and "Other useful information". Non-actionable
categories comprise remaining "Donations and volunteering", "Sympathy and support" and "Not
applicable".15
4. Information Source/Eyewitness. The last extension adds the additional CLT26 annotation, "Information
Source". Tested in both multiclass (7-class) and binary configuration, where non-"Eyewitness" labels are
collapsed to singular negative class. Motivation is that often crisis-eyewitnesses can provide the most
up-to-date and accurate information on situational needs. Hence, accurately identifying them could greatly
aid emergency response. Indeed, there’s increasing research in this area (e.g. Fang et al. 2016, Krumm and
Horvitz 2015, Tanev et al. 2017, Zahra, Imran, Ostermann, et al. 2018, Morstatter et al. 2014, Diakopoulos
et al. 2012, Cresci et al. 2018, Zhang et al. 2018, Truelove, Vasardani, et al. 2017, Starbird et al. 2012,
Pekar et al. 2016, Snyder, Karimzadeh, et al. 2019, Truelove, Khoshelham, et al. 2017, Zahra, Imran, and
Ostermann 2020).
Owing to the large number of experiment permutations comprised above and limited resource, not all configurations
were tested. This permitted focussing on those most interesting from replication perspective, and providing wide
baselines of the method/data to build upon.
IMPLEMENTATION

Numerous issues were encountered during implementation, concerning CLT26 and approach of Burel et al.. Hence,
whilst attempting replication as accurately as possible, numerous approximations and suppositions were necessary.
Since these may impact results, they’re overviewed below.
CrisisLexT26

• Overlap between labelled crises. CLT26 comprises 26 subsets of specific-crisis related tweets. Owing
to overlap in keywords used to retrieve tweets from Twitter and the time covered (all events occurring
in 2012-13), there are tweets appearing in more than one subset. Since tweet annotations are relative to
individual crises, duplicates appear with different annotations in different sub-collections. For example,
Tweet-ID ’354439470801616898’ appears in "2013 Alberta Floods", as well as "2013 Lac Megantic train
crash". "Informativeness" and "Information Source" annotations are consistent between the two, but not
"Information Type". For Alberta, it’s labelled "Sympathy and Support"; for Lac Megantic, it’s "Other useful
information".
Such overlap is problematic, potentially meaning training set tweets appearing in validation and test
sets, hence invalidating results. Additionally, lack of consistency in labels between duplicates could further
obfuscate training. There’s no mention of these overlaps in Burel et al., hence it’s likely they weren’t apparent.
Fortunately the number of overlaps is small and unlikely to have significantly impacted results. Nevertheless,
all tweets are de-duplicated in replication, to ensure discrete train/validation/test sets and valid results.
15Note, no single notion of "actionability" applicable to all crises and crisis-responder roles exists (Ghosh et al. 2018). Rather, actionability
stems from numerous variables, including specific crisis-type, roles of responders using such information, application domain, as well as
myriad other factors (Zade et al. 2018). Moreover, what comprises actionability evolves during the unfolding of crises (Munro 2011).
Definition adopted here prioritises actionable information in the immediate aftermath of crisis-onset; hence excluding "donations and
volunteering" which though actionable, tends to be of lower urgency (C. Wang and Lillis 2020) than other information types providing
more time critical information to responders in the crucial period immediately after the crisis-onset (Mccreadie et al. 2019).
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• Malformed semantic-concepts annotations. The semantic-concepts annotations released by Burel et al.
also contain errors. Some tweets contain no entry at all (distinct from not containing annotated concepts most CLT26 tweets contain no semantic-concepts annotations, but are recorded in a specific format). More
problematically, 3 entries contain annotations with a large discrepancy between number of tweet tokens
and number of tokens in the annotation. The annotation for Tweet-ID 399804790227468289 for example
comprises 562 tokens (all "none") - more tokens than there are characters permitted in a tweet 16.
Tweets with mismatched annotation lengths and missing entries are clearly errors. Since the Alchemy-API
service no longer exists, it’s impossible to amend these errors. Hence, tweets displaying such are dropped.
Despite contacting the authors, it’s unclear whether these discrepancies were apparent during experiments, or
if they were introduced later, prior to public release.
Burel et al.

• Dataset sizes discrepancies. Outlined above, numerous discrepancies exist in dataset sizes reported in Burel
et al.. Despite attempts to infer possible causation, and having contacted the authors, unfortunately no
explanation has been provided.
• Pre-processing. Burel et al. provide scant details of pre-processing employed. Hence, I’ve adopted a fairly
standard approach to cleaning and tokenisation of tweets that matches those few details, though the possibility
remains that this diverges from the original. I pre-process tweets using the following procedure:
1. data is cleaned (i.e. duplicate tweets and those with erroneous semantic-concepts are removed).
2. URLs are removed using simple regex pattern-matching.
3. non-EN unicode characters are removed.
4. text is lowercased.
5. tokens are extracted using Keras’ Tokenizer 17 in the default configuration.
6. tokens are mapped to pre-trained word embeddings. Out-of-vocabulary tokens are handled as detailed
below. Embedding fine tuning during model training is allowed to improve efficacy.
7. semantic-concepts are aligned with Tweets based on ID.
8. semantic-concepts embeddings are initialised using Keras’ Embedding layer. These are also fine-tuned
during training to improve performance.
• Cross-validation. Though Burel explicitly states using 5-fold cross-validation, it’s unclear how this is realised
on the CLT26 data-strata. It appears folds were applied in aggregate across all subsets, which could permit
data from individual crises to appear in training and testing sets. Despite inherent issues, since the aim is to
validate Burel et al. results, the same strategy is adopted in this research.
• Model parametrisation. Initialisation and parametrisation details of CNN models and baselines aren’t
provided. Hence, parameter search was necessary to provide optimal results. Limited by resources though,
there’s potential these could be improved further.
• Out-of-vocabulary tokens. Burel et al. don’t explicate their strategy for dealing with out-of-vocabulary tokens
without entries in pre-trained word2vec model. Two common approaches are using fixed representations for
all OOV tokens, or generating random embeddings for each novel token according to pre-existing embedding
space distribution. Since the latter provides more granular token demarcation, this was used here.
RESULTS
Replications

Table 2 shows results of direct replications. Fortunately, results are almost uniformly confirmatory of those reported
by Burel et al., lending weight to conclusions made therein. Minor exceptions exist where I was unable to match
original results. These are sufficiently small to be accounted for by lack of exhaustive parameter search, dictated by
pragmatic resource use, and not of concern. In several instances results were surpassed (e.g. Information Type
0.012 F1 increase). Likewise though, these differences are insignificant, and likely result from pragmatic training
trade-offs of myself and Burel et al..
16https://blog.twitter.com/en_us/topics/product/2017/Giving-you-more-characters-to-express-yourself.html
17https://keras.io/preprocessing/text/
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Table 2. Burel et al. results compared to replications.

(Italics are results of Burel et al.. Replications equalling or surpassing are marked * (those without achieve less). Each
metric (Precision, Recall, F1) per-target top result shown in bold, for both full (unbalanced) and sample (balanced)
configurations.)

Concerning results variance, using a two-tailed paired t-test, measured over 5 CV runs (F1), differences between
CNNs and SVM are insignificant at U = 0.05 and U = 0.005, for both Related/Unrelated and Information Types, in
both balanced/unbalanced settings (independently). Conversely, NB and DT are shown to be significantly inferior at
both U values. Additionally, differences between top performing models in each balanced/unbalanced setting are
significant, at U = 0.05 and U = 0.005, highlighting positive effects of class-balancing this highly skewed dataset.
Significance testing wasn’t undertaken for Event Types target owing to likely over-fitting, detailed in Extensions
results section.
Extensions

Tables 3, 4, 5 & 6 show results of extensions.
Embeddings variants

Table 3 shows results using different word-embedding models. Google News model results listed in this table
are replication results, not those of Burel et al.. This ensures absolute parity and comparability between results
in this table. Improvements are small but notable, with Twitter-specific Godin_w2v and GloVe providing most
consistent increase. Interestingly, Crisis-tweets trained model from CrisisNLP didn’t improve results as much as
expected. This likely stems from specific pre-processing employed, particularly removal of non-EN characters,
which pre-disposes the tweets’ contents to more standard linguistic style, hence ensuring Google embeddings
performed well despite domain mis-match.
Overall it seems so long as the embeddings are sufficiently well (pre-)trained, choice of specific model doesn’t
overly affect performance. Testing different pre-processing approaches would be interesting to see if these provide
more distinct separation between models’ efficacies, and potential to combine the multiple models as inputs, to
leverage information each encodes, to see if there are notable gains. Without further experimentation, the GloVe or
Godin model is the best choice.18
Note, Event Types wasn’t tested with further embeddings (in rehydrated data configuration), since results (being so
high) suggest the current task configuration is trivially easy to solve. Indeed, Burel et al. note the limited range of
event types and specific event-instances in CLT26 devolves the task to essentially keyword spotting, since most
crises type can be identified simply by recognising presence of certain keywords (e.g. Burel et al. note, "77% of
the tweets about meteorite falls contain the word meteor"). Hence, model overfitting to these specific keyword
indicators, means it would likely fail to generalise beyond this limited context. It could be possible to ameliorate
this by removal of such indicators and/or increasing variety of specific event-instances. This hasn’t been done here
owing to limited compute-resource, and preference for testing Information Source annotation, requiring pragmatic
trade-off.
18Note, at time of research, incorporating contextual embeddings (e.g. BERT, Devlin et al. 2019) wasn’t feasible. Given widespread demonstration
of such embeddings’ improvements across various NLP tasks, it’s expected they would be competitive with best performing embeddings
here, if not superior. Whether there would be significant improvements though remains to be seen. In future work I plan incorporating such
contextual embeddings, and combinations of different embedding sets, as noted above.
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Table 3. Comparison of different embeddings for CNNs.

Each metric (Precision, Recall, F1) per-target top result shown in bold, for full (unbalanced) and sample (balanced)
configurations. Results marked * weren’t tested.

Original vs re-hydrated data

Table 4 shows results using re-hydrated data. These results provide comparison reference for methods requiring
Tweet metadata which necessitate CLT26 rehydration. They also provide guidance in expected performance
curtailment induced by reduction in corpus size resulting from re-hydration.
Certain metrics show increased performance (e.g. NB achieving P=0.927 on re-hydrated vs 0.898 originally), but as
expected there’s an decline overall. This is less extreme than expected, mostly limited to <=5% difference. Note
though that this testing doesn’t provide sufficient disambiguation of models true predictive capacity. To do so
requires further experiments testing trained models on entirely novel data. This would likely show more marked
reduction in performance owing to smaller variance in training tweets of the smaller corpus. This is left for future
work.
Binary/Multiclass variants

Table 5 shows results of "Related/Unrelated" and "Information Type" in their multiclass/binary variants. Event type
wasn’t included owing to lack of merit (data being insufficient for reasonably representing the task).
Unsurprisingly, there’s significant dropoff in efficacy moving from binary related/unrelated to 4-class relatedness
configuration. F1 peaks at 0.838 for the binary case, and only 0.664 for multiclass. Whilst this doesn’t render the
model useless, far lower F1 does indicate likely ineffectiveness in real world deployment. Performance could be
improved by increased provision of higher quality, more diverse data. Presently however, those wishing to deploy
live systems, should sacrifice increased relatedness disambiguation and opt for more readily usable binary variant.
Additionally, usefulness of the binary variant could be improved by reconfiguring positive class to include only
"Related and informative", combining "Related but not informative" with the negative class. This would ensure
any tweets classified as related are indeed informative (hence, actionable), and reduce noise in the deluge of data
surrounding high-profile crises.
Similarly unsurprisingly, moving Information Type from binary to multiclass shows increased performance (peak
multiclass F1=0.625, binary F1=0.85). This suggests crisis-responders should use the simpler, higher performing
binary variant. Disambiguating actionable from non-actionable with higher precision being more useful under time
pressure than noisier, less informative multiclass alternative.
Information Source/Eyewitness

Table 6 shows "Information Source" results. Various experiments were run, including embeddings variants, and
using original vs re-hydrated data. This ensures parity of results provided for all CLT26 targets (which are more
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Table 4. Re-hydrated data results

Each metric (Precision, Recall, F1) per-target top result shown in bold, for full (unbalanced) and sample (balanced)
configurations. Results marked * weren’t tested.

generally four commonly specified targets in crisis-response). Furthermore, there’s increasing interest in identifying
information sources, since it provides incisive means of filtering those (few) sources most likely to be able to
provide timely and pertinent information during crises. Particularly interesting is binary configuration of being an
Eyewitness or not (i.e. any of the other classes). Eyewitnesses, co-located at the geographical location of events’
occurrence by definition, are best placed to provide accurate, up to date information.
Results are promising, and comparable to model performance on other CLT26 targets. Embedding model choice
again has relatively minor impact. Binary configuration shows far higher efficacy than multiclass. Indeed, binary
configuration F1 suggests real-world usefulness, whilst multiclass model (peak F1=0.499) doesn’t demonstrate
sufficient efficacy to be useful.
Interestingly, peak performance is by SVM using balanced (original) data, with numerous possible explanations.
Neural nets, requiring significantly greater volumes of training data, may be disadvantaged by virtue of limited size
of CLT26, and additional class-balancing size dropoff. Additionally, CNNs spatial aspect may not provide sufficient
advantage over SVM in the context of short tweets. Relatedly, specific Eyewitness tweets’ syntax may be such that
spatial language characteristics that can be leveraged by CNNs are simply not present. Further work is required to
disambiguate this issue.
CONCLUSIONS & FUTURE WORK

This paper demonstrates numerous interesting aspects of crisis-information classification on Twitter. It’s also
highlighted broader key issues in reproducibility of machine-learning and social media focussed research. Foremost,
it’s validated the baselines of Burel et al. through non-trivial replication. Moreover, various extensions have
demonstrated generalisability of the CNN design of Kim, and wide ranging efficacy in short-text classification.
Novel formulations of additional targets and test configurations are of significant interest and practical use to
researchers and practitioners harnessing such systems, providing nuanced guidance for appraisal and selection for
real-world deployment.
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Table 5. Binary/Multiclass variants results

Each metric (Precision, Recall, F1) per-target top result shown in bold, for full (unbalanced) and sample (balanced)
configurations.

The need for robustifying approaches to continued research in this area was also highlighted. Numerous meritorious
research avenues are being pursued in this and related domains. However, without authoritative and comparable
baselines against which to measure these, there’s no means to quanitfy the significance of this "progress". This paper
provides one such baseline, enabling better understanding of SOTA and a yardstick for comparison of improvements.
Additionally, several future work trajectories were identified. Directly, this comprises extension to more diverse
extant modelling approaches. It also includes potential to improve upon the effective, simple and generalisable
CNN model, in both straightforward and more complex ways.
Attaining the above contributions also importantly highlighted discrepancies in reporting of corpus statistics, and
uncovered numerous errors in modelling approach and corpus annotations. This has relevance beyond ED, in the
broader challenge of reproducibility in machine learning research. Indeed, primary difficulties conducting this
research stemmed from lack of thorough and exhaustive process reporting, and frequent obfuscation by omission in
data and modelling reporting, of crucial factors affecting feasibility of independently replication.
Paramount importance of researchers reporting details and implications of research as completely as possible can’t
be overstated. It’s imperative that either research code be shared, or data preparation, pre-processing methodologies,
model parametrisation, and experimental context be fully explained to enable independent recreation thereof.
Similarly, where data issues arise, either during creation or utilisation, these must be reported clearly and cogently,
whilst examining potential impacts, in order to maintain research validity. Public data sources must be utilised,
either independently curated and made available, or through structured challenges such as TREC incident streams19.
Where potential for errors/ambiguities persists, these must be openly reported to enable their continued tackling and
resolution by the wider community.
Significant time was expended ameliorating these issues, and I hope the demonstration of such detailed and thorough
inspection required invigorates the community to focus more effort here. Whilst it may not have the headline appeal
of superficial advances on the SOTA, ensuring the field is supported by robust, verifiable methodologies at its
foundation, is arguably of far more importance.
Finally, the need for more nuanced error analyses in this and similar work was emphasised, alongside the dire need
for higher quality, larger and more diverse corpora. Continuing, it’s my intention to pursue both axes - increasing
quality and incisiveness of crisis-classification error-analyses, parallel to improving data provision. In so doing I
hope a collection of resources can be created and made available, directly building upon those already available
from this research.

19http://dcs.gla.ac.uk/~richardm/TREC_IS/
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Table 6. Information Source results

Each metric (Precision, Recall, F1) top result shown in bold, for full (unbalanced) and sample (balanced) configurations,
per original and re-hydrated data. Results marked * weren’t tested.
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ABSTRACT
The usage of non-authoritative data for disaster management provides timely information that might not be available
through other means. Wikipedia, a collaboratively-produced encyclopedia, includes in-depth information about
many natural disasters, and its editors are particularly good at adding information in real-time as a crisis unfolds.
In this study, we focus on the most comprehensive version of Wikipedia, the English one. Wikipedia offers good
coverage of disasters, particularly those having a large number of fatalities. However, by performing automatic
content analysis at a global scale, we also show how the coverage of floods in Wikipedia is skewed towards rich,
English-speaking countries, in particular the US and Canada. We also note how coverage of floods in countries
with the lowest income is substantially lower than the coverage of floods in middle-income countries. These results
have implications for analysts and systems using Wikipedia as an information source about disasters.

Keywords
Social Media, News Values, Wikipedia, Natural Disasters, Floods.

INTRODUCTION
During the past decade, water-related disasters , such as floods, droughts, storm surges, cyclones, convective storms
and tsunamis, accounted for 90% of all disasters in terms of the number of people affected and among them, 50%
were flood events (Hiroki 2019).
Unaddressed vulnerabilities, rising population, intertwined natural events, continue to be the main critical factors
for loss of life, disrupting livelihoods and fueling new displacement. A previous analysis estimated that people in
the least developed countries are, on average, six times more likely to be injured, lose their home, be displaced or
evacuated, or require emergency assistance, than those in high-income countries (UNDRR 2019).
Death tolls and economic losses from natural hazards are expected to rise in many parts of the world. Countries
with higher income levels show lower human vulnerability and the high number of people exposed translates into
lower mortality compared to developing countries (Dottori et al. 2018). An analysis of vulnerability at a global
scale, integrating population and economic dynamics with one of the most comprehensive natural disaster loss
databases, show that there is still a considerable climate hazard vulnerability gap between poorer and wealthier
countries (Formetta and Feyen 2019).
Wikipedia, founded in 2001, has come a long way, becoming over the years one of the primary sources of
encyclopedic information worldwide. In fact, during 2018 alone, the English Wikipedia had over 108 billions article
views. It accounts for approximately 45% of all page views on Wikimedia projects in this period (237B)1.
1https://stats.wikimedia.org/v2
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One of Wikimedia’s goal is sharing knowledge, and an extensive international base of editors is a crucial element
in providing information in several languages. Even if a useful, ethical code for Wikipedians can guide editing
towards styles of practice that best support the Wikipedia mission2, when editors mix personal interests with the
goals of the Wikipedia community as a whole, they make choices that can affect the articles they create and edit
(Hube 2017). Although collaborative editing fulfils the objective of sharing information, it can introduce biases that
are apparent when Wikipedia is used as a reference data set for a specific topic, such as natural science research.
In recent years, researchers have placed much effort into studying how to extract meaningful information for crisis
management from social media and collaborative sources (Lorini et al. 2019; Imran et al. 2016; Olteanu et al. 2015),
but biases in these sources are rarely evaluated.
In a seminal paper, Galtung and Ruge (1965) showed that pieces of news from “elite” nations were more likely to be
covered in foreign news reports. We find evidence of the same for the coverage of floods in the English Wikipedia,
noting that floods in the wealthiest countries, particularly floods in the US, are more likely to appear in Wikipedia
than floods in the poorest countries.
We think that Wikipedia is a valuable source of free data, and it could be beneficial to researchers in the Disaster
Risk Reduction field if biases are identified, measured, and mitigated. In this article, we estimate the coverage of
floods in Wikipedia along many variables, including Gross Domestic Product (GDP), Gross National Income (GNI),
geographic location, number of English speakers, fatalities, and various indices describing the level of vulnerability
of a country.
Addressing flaws and exposing biases can help the research community to think about possible countermeasures
that can lead to a set of best practices for Wikipedia or for publishing research leveraging Wikipedia data. Our main
contributions are:
• We establish a validated reference set of events tracked by several independent organizations, with support
from hydrologists. Some organizations collect data about floods for different purposes, from insurance to
sustainable development goals set by the United Nations (UN). Their effort is to collect floods data on a
global scale. We compare and collate the different data sources.
• We match verified events with Wikipedia entries. We analyze three methodologies for matching verified
events with Wikipedia’s text in terms of location and temporal references. In our work, a particular effort has
been made to geo-locate Wikipedia entry candidates since we wanted to identify news reporting information
about an event and to exclude generic collections of unspecified events.
The remainder of this paper is organized as follows: the next section presents related work; then, the third section
describes the methods for establishing verified ground truth information, for matching Wikipedia data with verified
events and how to geo-locate them Finally, we present experimental results, including a case study, followed by our
conclusions and future work.

RELATED WORK
Wikipedia has been used as a data source to study sustainable development and for Disaster Risk Reduction. For
instance, it has been recently used as a source of data to estimate indicators at very high spatial resolution leveraging
recent advances in Natural Language Processing (NLP) by extracting information from free-text articles (Sheehan
et al. 2019). In their work, the spatial distribution of the articles and meta-data extracted from its text, combined
with other data such as night-light satellite images, are used to improve the prediction of socio-economic indicators
of poverty, as measured by ground truth survey data collected by the World Bank.
In previous work, researchers used Wikipedia for detecting and monitoring natural disasters (Steiner and Verborgh
2015a) leveraging interlinks between versions of the same article in different languages and inbound/outbound
redirects to other similar articles. The methodology proposed in their paper consists in creating and maintaining a
list of articles related to natural disasters, scanning Wikipedia entries and subsequently checking if edits happen on
an article in the list, assuming a new event reported would impact the monitoring-list.
Considering that Wikipedia is being used as a source for data analysis, our work aims at identifying potential biases
in Wikipedia coverage of natural events, specifically floods.
Wikipedia exhibits a substantial amount of self-focus, in the sense that editors in each language-specific Wikipedia
tend to write about topics that are of interest to their community and not others (Hecht and Gergle 2009). A
2https://en.wikipedia.org/wiki/Wikipedia:Ethical_Code_for_Wikipedians
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country-based analysis of Wikipedia shows that geotagged articles (i.e., articles referring to specific locations)
concentrate in only a few countries, and this concentration can be explained in no small extent with variables such as
population, number of broadband Internet connections, and number of edits emanating from each country (Graham
et al. 2014).
A comparison of Wikipedia with the Global Terrorism Database3 in 2015 shows that Wikipedia covered about
78% of attacks and almost all of the terrorism-related deaths in Western countries, but only 28% of those in other
countries (Rossling 2019).
Also, Wikipedia suffers from a cultural gap that favours entries written in English and especially, those referring to
the United States of America (USA) which are the longest and best-referenced ones (Callahan and Herring 2011).
Tobler’s law for geography claims that similarity decreases with distance (Tobler 1970). According to this law, those
events happening close to English speaking countries should be considered more familiar to Wikipedia editors and
therefore, better covered than those happening in distant places. There are also urban/rural biases, with Wikipedia
coverage of rural areas being systematically inferior in quality (Johnson et al. 2016).
Becoming a source on current news events was not part of the original mission of Wikipedia, but currently, the most
visited and edited articles are about current events (Keegan, Gergle, et al. 2012). Wikipedia has transitioned into a
source that incorporates significant news work (Keegan 2013).
When it comes to history, Wikipedia narratives are biased towards recent events and those happening in Western
Europe (Samoilenko et al. 2017b; Samoilenko et al. 2017a). Partially because of this, there is an explicit Wikipedia
policy against “recentism”4.
Regarding coverage of natural disasters, a study on the Tōhoku catastrophes showed that activity on Wikipedia
concentrated on the day of the earthquake, but there was intense editing activity for several days (Keegan, Gergle,
et al. 2011). A similar pattern of intense activity close to the events was observed in the 2011 Arab spring (Ferron
and Massa 2011). Most of these event-centric articles are written as the event unfolds (Moats 2019) and indeed,
spikes in editing activity can be used for detecting new crisis events (Steiner and Verborgh 2015b).
Our work is focused on natural disasters at a global scale for events happening over more than three years. Therefore,
our experiments widen the previous analysis of biases, including a set of socio-economic risk indicators concerning
natural hazards.

METHODS
Ground Truth Generation
This work aims to analyze the coverage of floods in Wikipedia.
Development and relief agencies have long recognized the crucial role played by data and information from previous
events in mitigating the impacts of disasters on vulnerable populations. Due to the complexity of collecting reliable
information, there is still no international consensus regarding best practices for defining critical aspects of an event
such as starting date, duration or number of fatalities.
To carry out our experiments, we selected data source which included validated information from international
relief agencies or local governments worldwide to cover all the events that could have been detected on the social
networks so Precision and Recall could be computed against a complete validated dataset. That is why we consider
three of the most comprehensive databases documenting floods that are commonly used by the hydrology science
for reference(Wirtz et al. 2014):
• Floodlist5, funded by the EU Space program Copernicus 6 program, it reports on all the major flood events
from around the world. Floodlist includes articles on flood-related issues such as warning systems, mitigation
and control, flood recovery, flood damage repair and restoration, as well as flood insurance. The reports and
articles also include information about the extraordinary humanitarian, aid and relief efforts made in the
aftermath of many flood disasters.
• The Emergency Events Database (EM-DAT)7 contains information from various sources, including UN
agencies, non-governmental organizations, insurance companies, research institutes and press agencies. Data
from UN agencies, governments, and the International Federation of Red Cross and Red Crescent Societies
3https://www.start.umd.edu/data-tools/global-terrorism-database-gtd
4https://en.wikipedia.org/wiki/Wikipedia:Recentism
5https://floodlist.com/
6https://www.copernicus.eu/en
7https://www.emdat.be
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have priority. This choice is not only a reflection of the quality or value of the data, but it also reflects the fact
that most reporting sources do not cover all disasters or have political limitations that could affect the figures.
The entries are reviewed continuously for inconsistencies, redundancy, and incompleteness.
• The Dartmouth Flood Observatory (DFO)8, based at the University of Colorado, maintains the Global Active
Archive of Large Flood Events derived from news, governmental, instrumental, and remote sensing sources.
The archive is “active” because current events are added immediately. Each entry in the archive and related
“area affected” map outline represents a discrete flood event. The listing is comprehensive and global in scope.
We also looked at other reliable sources such as the Copernicus Emergency Manamagent Services (CEMS) based on
requests for satellite images acquisition for emergency response and risk and recovery maps. We found that official
requests were issued only when the national authorities could not cope with the disaster on their own, resulting in
only one-tenth of events recorded by the other sources, most of which were redundant.
As shown in Table 1, none of the three selected databases is complete, and some events recorded in one database are
not in the others. Hence, we merge multiple databases into a single dataset. Our data begins on 2016-02-29 because
this is the earliest date for which the three datasets contain information.
Table 1. Number of events recorded per year in chosen data sources between 2016-02-29 and 2019-05-20

Year

Total floods

Floodlist

EM-DAT

DFO

2016
2017
2018
2019

261
322
394
125

191
220
306
96

169
215
191
74

99
117
157
42

Total

1102

813

415

649

Criteria and Definitions of Events It is essential to assess criteria for event recording and limitations of the several
data sources before homogeneously merging their data.
• Floodlist includes articles on flood-related issues such as warning systems, mitigation and control, flood
recovery, flood damage repair and restoration, as well as flood insurance. We decided to leave out news items
with “landslides” as the only tag, while we ingested all the other news items as we think they were mostly
relevant to floods.
• In EM-DAT, for a disaster to be entered into the database at least one of the following criteria must be
fulfilled: (i) ten (10) or more people reported killed, (ii) one hundred (100) or more people reported affected,
(iii) a declaration of a state of emergency, and/or (iv) a call for international assistance. EM-DAT provides
geographical, temporal, human and economic information on disasters at the country-aggregated level. When
the same disaster affects several countries, EM-DAT enters several country-level disasters into the database
with the same identifier. From all the EM-DAT database, we consider only events labelled with “flood” or
“storm” as primary disaster type.
• DFO derives from a wide variety of news and governmental sources. The quality and quantity of information
available about a particular flood are not always in proportion to its actual magnitude, and the intensity of
news coverage varies from nation to nation. DFO creates a record for any flood that appears to be “large”,
with, for example, significant damage to structures or agriculture, long (decades) reported intervals since the
last similar event, and/or fatalities. Deaths and damage estimates for tropical storms are totals from all causes,
but tropical storms without significant river flooding are not included. No filter is applied to information as
we assumed all the news items were relevant to floods.
Since our ground truth information’s main purpose is to support the analysis of the coverage of events in Wikipedia,
we opted for a rather inclusive definition of flood and included events associated to heavy rainfall, which is the first
driver of an overflow of water in river channels but also in coastal and urban areas. The merged database contains
information from different sources, trying to avoid duplicates. We aggregated events at the national level, and when
an event affected more than one country, we insert a record for each country with the same dates. For those events
for which a data source did not indicate the end date, we assumed it was three days after the starting date of the
event. We choose three because it is the median value of the duration of the floods in our dataset. An example
record contains the following information:
8https://http://floodobservatory.colorado.edu/
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start_date: year, month, day
end_date: year, month, day
country: name of the country
affected: string from the source about population affected
fatalities: number of deaths associated with the event
location_source1: location from location_source1
location_source2: location from location_source2
location_source3: location from location_source3
identifier: list of id from sources
disaster_type: i.e Storm, Flash Flood, Flood
in_emdat: True/False
in_dartmouth: True/False
in_floodlist: True/False

The resulting ground truth dataset contained 2295 floods. However, there were still many duplicate items needing to
be consolidated.

Event Consolidation
The criteria for describing an event vary according to the source. Starting and ending dates are difficult to establish
and there is no agreed methodology for reporting about duration and impacts of floods among the Disaster Risk
Reduction community.
For instance, a flood in Angola on March 2016 was reported by Floodlist as spanning the period 2016-03-05 to
2016-03-07, by EM-DAT as happening from 2016-03-01 to 2016-03-10, and by DFO as occurring from 2016-03-01
to 2016-03-10.
To avoid duplicates, when two or more events from the data sources overlapped in time and country, the earliest
starting date was selected as starting date for the event and the latest ending date as the ending date. This choice
also means that two events happening at an overlapping time in two different locations of the same country will be
considered as duplicates and merged. The aggregation was because the DFO dataset can locate an event only at the
national level. We normalized country names of each source to facilitate the merging process.
After the consolidation process, the dataset consisted of 1102 flood events. Figure 1 shows a Venn diagram
illustrating the intersection between and among our three data sources. The intersecting areas are consistent and
represent the majority of events, meaning that more than one source identified such floods.

Figure 1. Venn diagram representing the intersection of floods coming from the data sources

We asked experts in the field of DRR to analyze a sample of twenty records that appeared only in one data source.
They convened that:
• Unique records from Floodlist were mostly due to the inclusion of landslide associated with storms and
episodes of heavy rain which were excluded from the other two data sources because not defined by their
criteria as a flood.
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• Unique records from EM-DAT were due to the inclusion of convective storms that lead to wind storms or
sand storms which were excluded from the other two data sources because not associated with a flood.
• Unique records from DFO were mainly due to a country attribution different than the other sources in case of
transborder events.
In light of the analysis of the data sources, we decided to conduct the experiments using the 458 events located in
the intersecting areas, assuming that we can safely consider floods recorded by two or three data sources.
Figure 2 shows the geographical distribution of events recorded in each data source and the final merged result

(a) Floods per country - Floodlist

(b) Floods per country - EM-DAT

(c) Floods per country - DFO

(d) Floods per country - final merged ground truth

Figure 2. Floods per country (heat maps) of the three data sources for ground truth information and the final
merged dataset

Figure 3. hydrological events listed in NatCatSERVICE for the period 2013-2018

To further evaluate potential biases in the distribution of events across data sources we compared the ground
truth information with data from Munich RE’s NatCatSERVICE9, one of the most comprehensive natural disaster
databases available, which primary interest is to assess insured losses. While the number of events registered
seems to confirm what described by our ground truth dataset (385 hydrological events in 2018, 340 in 2017), the
geographical distribution of events over the globe shown in Figure 3 indicates a different distribution of events.
The discrepancies emerged can be explained in part by the fact that the majority of events comes from Floodlist,
9https://natcatservice.munichre.com/
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which also records storms associated with heavy rainfall. Such events fall into a different category of events
(meteorological) in the NatCatSERVICE data.
One might think that our ground truth information could be biased by the coverage of events in wealthier countries
where access to digital information is extensive and where English is the predominant language spoken. Nevertheless,
the EM-DAT distribution shown in Figure 2b is similar to the one of NatCatSERVICE.

Finding Floods in Wikipedia
Initially, a keyword-based search was done on articles from the English Wikipedia covering the period for which we
collected ground truth information. To do this we used a public snapshot10. We defined a set of keywords (“flood,”
“floods,” “flooding,” “flooded,” “inundation”) as representative for a potential flood event identification in a sentence.
Therefore, we scanned for text containing any of the keywords within the sentences extracted from Wikipedia. If we
found any of them, the sentence was stored with its corresponding title and paragraph as a “candidate” sentence. In
the case of articles whose title contained any of the keywords, such as “Floods in the United States: 2001–present”,
all sentences were considered as candidates since we assumed that the content was about floods.
Of all the sentences filtered with the mentioned keywords, we selected only the ones directly linked to flooding.
To ensure that, we applied to candidates a classifier (Lorini et al. 2019) expressing the probability of a text to be
relevant to a flood. We selected only the ones with a probability higher than 40%. The Precision of this step was
83%, computed over a sample of two hundred candidate sentences extracted from Wikipedia.
Selected articles needed to satisfy further criteria before being checked against ground truth information. Only the
sentences containing information about Country and Time-span of the event(s) were considered potential candidates.
For extracting a date or location mentions, we used a Name Entity Recognition (NER) library named spaCy11
on every title and sentence of the candidates. Subsequently, all the potential candidates were parsed to extract
timestamps and countries. We created multiple candidates sentences in case spaCy returned multiple placenames.
For parsing string identified as dates, we used the datefinder12 library which can convert strings into structured
objects. It can also extract part of a date, such as “early June”. Since sometimes a specific year was not explicitly
mentioned in a sentence but could be guessed from the context, we defined the following heuristics for extrapolating
the year found elsewhere in a text:
• If there was only one year within a sentence, we could assume that the same year applies to every incomplete
date entity in that sentence.
• If there was no year in the sentence and only one year in its whole paragraph, we could assume that the same
year applies to that sentence.
• If there was no year in the sentence and only one year in the title of the article containing the sentence, it
could be assumed that the same year applies to that sentence.
The heuristics used for associating place names to their respective country was a cascade of the following heuristics:
1. Wikidata: we searched for the placename identified by spaCy in Wikidata. If the entity returned has a
corresponding page in the English Wikipedia, the country returned by the query is associated with the
candidate sentence.
2. Nominatim: we searched on Nominatim13 the place names that were not associated to a country after the first
step. The query used the public Nominatim API and the country associated with the place name was the most
“important”14 result returned.
3. Mordecai:15 the sentences and titles not associated with any country in the previous steps were then processed
using Mordecai for inferring a country from the text.
Tables 2 shows the results of the application of our methodology on a set of sentences. In some cases, the NER
library could not find any placename; sometimes, the placename did not lead to the identification of the related
country and in other cases, we could extract a country name. Finally, we discarded candidate sentences for which
we could not find a country and a time reference.
10https://dumps.wikimedia.org of the full English Wikipedia (containing around 6M articles), generated on May 20th, 2019.
11https://spacy.io
12https://datefinder.readthedocs.io
13https://nominatim.openstreetmap.org/
14The results have a value that represents the importance of the location according to the number of citations in Wikipedia.
15https://github.com/openeventdata/mordecai
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Table 2. Examples of successful and unsuccessful attempts at location inference from text

Sentence

Location entities

Countries

“The 2009 West Africa floods are a natural disaster that began
in June 2009 as a consequence of exceptionally heavy seasonal
rainfall in large areas of West Africa”

West Africa

None

“In the Tiquicheo Municipality, 10 houses flooded after a river
near the city overflowed its banks”

the Tiquicheo Municipality

None

“The town of Poldokhtar in Lorestan Province was engulfed by
flood water.”

Poldokhtar,
Province

None

“2015 Southeast Africa floods”

None

None

“New Orleans Outfall Canals”

None

None

“Serious flooding was also reported in Greenwich, Woolwich
and other locations further downriver, causing major property
damage.”

Greenwich, Woolwich

United
Kingdom

“In July 2012, heavy torrential rains caused floods in Kyushu,
Japan, leaving 32 people dead or missing.”

Kyushu, Japan

Japan

“In Antu County, 70 homes in one village were destroyed by
flooding, a mountain valley was submerged by floods 20 m deep,
forcing 570 families to evacuate.”

Antu County

China

Lorestan

Matching Wikipedia Candidates and Ground Truth Information
The last part of the matching process was determining if the selected Wikipedia sentences were identifying an entry
in the ground truth database. We defined three methods for identifying matching records. Here they are listed from
the most strict to the laxest:
• Country and Year-Month-Days matching
A Wikipedia candidate matches an event in the ground truth database if they link to the same country name
and the date in the title or sentence of the candidate is within the time range[start_date, end_date+5 days] of
the ground truth entry.
For instance, the sentence “On April 13, reportedly 12 people counted were killed by Rainstorm and Flash
flooding in KPK and Balochistan.” matches the flood happening in Pakistan between 2019-04-13 and
2019-04-18.
• Country and Month-Year matching
A Wikipedia candidate matches an event in the ground truth database if they link to the same country name
and the month in the candidate sentence or title is overlapping with the time range[start_date, end_date] of
the ground truth entry.
For instance, the sentence “In August 2018, the region yet again experienced record-breaking flooding in
valley towns such as Coon Valley, Wisconsin, La Farge, Wisconsin and Viola, Wisconsin.” matches the flood
happening between 2018-08-20 and 2019-08-22 in the USA.
After performing the matching for each of these pairing methods, we evaluated the hits manually for events covering
three different months.
We define the Precision of our methodology as the fraction of matched candidates that are describing an event
enlisted in the ground truth dataset. We can think about Precision as the answer to the question How many Wikipedia
matched candidates are a flood recorded in the ground truth dataset?
We define the Recall of our methodology as the fraction of ground truth events that are identified by the matched
candidates. We can think about Recall as the answer to the question How many floods in the ground truth dataset
are matched by Wikipedia candidates?
Results of Precision and Recall evaluated manually over a sample of three months from our consolidated dataset are
shown in Tables 3 and 4.
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Table 3. Metrics for country and year-month-days matching

Period

Floods in ground truth

Precision(%)

Recall (%)

November 2016
September 2017
June 2018

18
20
26

66.67
66.67
88.89

16.67
15.00
34.62

Table 4. Metrics for country and year-month matching

Period

Floods in ground truth

Precision(%)

Recall (%)

November 2016
September 2017
June 2018

18
20
26

66.67
50.00
53.33

16.67
20.00
57.68

For the identification of a correlation between socio-economic indicators and flood coverage in Wikipedia, we opted
for the matching method using Country and Year-Month-Days because a higher Precision implies that more matches
are relevant, thus better support our analysis.

RESULTS
We will use the term Hit Rate to refer to the percentage of matches between the Wikipedia articles and events in the
ground truth. A Hit Rate of 100 means that all the floods representing a set of events in the ground truth database
matched some Wikipedia candidates. A Hit Rate equal to 0 represents no coverage in the English Wikipedia for any
flood of the set of events analyzed.
Our research analyzed how articles in English Wikipedia covered the floods reported worldwide in our ground truth
database. We analyzed several socio-economic variables to see whether they correlate with floods coverage. These
variables are GDP per capita, GNI per capita, country, continent, date, fatalities, number of English speakers and
vulnerability index.
Figure 4 shows the top twenty countries ordered by the number of floods in the ground truth dataset and their
respective hit rate. Among the countries with the highest number of floods, the United States shows a hit-rate two
times higher than the ones of all the others.
Figure 5 shows the top twenty countries sorted by the hit-rate and their coverage in the ground truth database.
Floods events in the USA and Canada are reported most frequently on Wikipedia English than anywhere else in the
world. The language can be only a partial explanation because for floods in Australia the hit-rate is half and lower
than other non-English-speaking countries.

Figure 4. Top 20 countries ordered by number of floods in ground truth
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Figure 5. Top 20 countries with at least five floods in ground truth dataset ordered by hit rate

Table 5 and Figure 6 show the ratio between floods recorded in the ground truth database and the floods detected
in Wikipedia aggregated by continent. Since floods are geophysical event, this aggregation offer a comparison
between similar Areas’ extension.
Although most events happened in Asia, floods in North America have been reported more frequently.
Table 5. Percentage of ground truth floods matched by Wikipedia: per Continent

Asia
North America
Africa
Europe
South America
Oceania

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

194
106
96
85
57
27

73
52
21
18
6
8

37.63
49.06
21.88
21.18
10.53
29.63

Figure 6. Floods for each continent and their corresponding hit rate ordered by number of floods in the ground
truth

In order to deepen our analysis, we divided the countries into six groups according to their Gross Domestic Product
per capita in US Dollars, following the classification set by the World Bank for this indicator16:
• Low income: GDP per capita < $812
16urlhttps://data.worldbank.org/indicator/ny.gdp.pcap.cd
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Low middle income: $812  GDP per capita < $2,218
Middle income: $2,218  GDP per capita < $5,484
Upper middle income: $5,484  GDP per capita < $9,200
High income: $9,200  GDP per capita < $44,714
Very high income: GDP per capita $44,714

Table 6 and Figure 7 show the results for each of these groups.

Figure 7. Floods for each level of GDP per capita and its corresponding hit rate

Within the ground truth database, floods recorded for countries in the high-income group are more than in any other
group. The hit-rate of most countries from lower-middle-income to high-income varies between 30% and 40%.
Hit-rate is considerably different between the lowest and the highest bracket, close to 19% for the former and 65%
for the latter.
Table 6. Number of floods matched per Country according to GDP per capita

Low income
Lower middle income
Middle income
Upper middle income
High income
Very high income

Countries

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

21
37
39
27
67
28

46
87
113
69
165
69

9
29
32
14
45
47

19.57
33.33
28.32
20.29
27.27
68.12

We also grouped the countries into four different groups following the classification set by the World Bank for this
indicator17. The difference in coverage (hit rate) between high-income and low-income countries is even more
evident, as shown in Figure 8.

17https://data.worldbank.org/indicator/NY.GNP.PCAP.CD?view=chart
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Figure 8. Floods for each level of GNI per capita and its corresponding hit rate

INFORM Global Risk Indicators (GRI) is an open-source risk assessment tool for humanitarian crises. It can
support decisions about prevention, preparedness and response (Marin Ferrer et al. 2017). We combined two
socio-economic indicators that complement our previous analysis from their 2018 report:
• The Vulnerability indicator addresses the intrinsic predispositions of an exposed population to be affected
or to be susceptible to the damaging effects of a hazard. So, the Vulnerability dimension represents the
economic, political and social characteristics of the community that can be destabilized in case of a hazardous
event. Physical vulnerability is a different matter; it is embedded into the hazard and exposure indicators.
• The Lack of coping capacity indicator measures the ability of a country to cope with disasters in terms of
formal, organized activities and the effort of the country’s government as well as the existing infrastructure,
which contribute to the reduction of disaster risk.
They are both expressed on a scale of zero to ten. We combine the indicators as the square root of the product
between them. We grouped the events in the ground truth database into four categories sorted by ascending value of
the combined indicator. The higher is the indicator, the more vulnerable is the country.
Table 7. Percentage of ground truth floods matched by Wikipedia: per INFORM indicators

Vulnerability

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

0-2 (least vulnerable)
2-4
4-6
6-8
8-10 (most vulnerable)

66
157
130
101
90

21
60
43
31
20

31.82
38.22
33.08
30.69
22.22

Events where the capacity to cope with a disaster is the lowest, therefore where the impact could be the highest, are
less likely to be described in Wikipedia.
Our analysis also considered the percentage of English speakers18 in a country. In Table 8 and Figure 9, we see an
increase in the coverage for countries with 60% or more English speakers, and then another increase for countries
with 80% or more English speakers.
Table 8. Percentage of ground truth floods matched by Wikipedia: per percentage of English speakers

English speakers (%)

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

<20
20-40
40-60
60-80
80+

131
67
37
24
92

36
19
14
9
53

27.48
28.36
37.84
37.50
57.61

18https://en.wikipedia.org/wiki/List_of_countries_by_English-speaking_population
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Figure 9. Probability of hit given the percentage of English speakers

The percentage of the English-speaking population is an indicator of the probability that an event would be
described in English Wikipedia. Nevertheless, the population of a country could be related to the event coverage
by English-speaking editors. We sorted the countries by ascending population and divide them into four groups
containing the same number of countries each.
•
•
•
•

Group 1:
Group 2:
Group 3:
Group 4:

population < 754,394
754,394  population < 6,465,513
6,465,513  population < 24,992,369
24,992,369  population
Table 9. Percentage of ground truth floods matched by Wikipedia: per population

Country population

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

G1 (smallest)
G2
G3
G4 (largest)

14
60
133
342

2
8
29
137

14.29
13.33
21.80
40.06

Indeed, as shown in Table 9, the hit rate is more significant for the most populated countries. In order to determine
if the time of events affects the coverage of floods in Wikipedia, we analyzed the temporal distribution of the events.
The method applied for evaluating hit rates showed that the relation between ground truth events and matches follow
similar proportions across time, as shown in Figure 10.

Figure 10. Floods for each month between 2016-03 and 2019-04

Table10 and Figure 11 shows a significant increase in the number of events that are matched by Wikipedia articles
for floods in the ground truth database leading to hundred of fatalities or more. Combined with the other indicators,
this could mean that only events with high impacts echoed to countries with higher English-speaking population
rate and high-income to mid-income.
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Table 10. Percentage of ground truth floods matched by Wikipedia:per number of fatalities

Num. of fatalities

Floods in ground truth

Floods in Wikipedia

Hit rate (%)

0
1-9
10-99
100-1999

164
184
173
27

31
57
68
20

18.90
30.98
39.31
74.07

Figure 11. Probability of hit given the number of fatalities

A TALE OF TWO FLOODS
North and Central America, September 2017. Hurricane Irma made landfall on northeast Caribbean islands
during the early hours of 6 September, affecting Antigua and Barbuda, Anguilla, British Virgin Islands, St
Barthélemy, St. Martin, the Virgin Islands and other islands in the eastern Caribbean Sea. After causing devastating
damage across the Caribbean, Hurricane Irma made landfall in the Florida Keys on 10 September and worked its
way north, bringing with it strong winds, storm surge and flooding rain.
Although national news agencies covered only partially the event, we can say that Irma caused between fifty and
one-hundred fatalities, affecting millions of people. In our datasets, the Hurricane Irma is linked to several countries,
and it produced the highest number of matches (43 total, 40 only USA), meaning many sentences on Wikipedia
reported about it. Find some examples of sentences reporting Hurricane Irma in Table 11
Table 11. Examples of sentences reporting Hurricane Irma

Sentence

Date

Countries

“In September 2017, Hurricane Irma storm surge caused major flooding
in the downtown area of Jacksonville.”

2017-09-12

United States
of America

“Moyer, Crystal (September 8, 2017). Hyatt Regency in downtown
Jacksonville being evacuated.”

2017-09-08

United States
of America

“People stand in a flooded street that usually serves as a farmers market,
in Ouanaminthe, northeast Haiti, September 8, 2017.”

2017-09-08

Haiti

“Hurricane Irma: 10 dead in Cuba as record flooding hits northern
Florida [...] September 11, 2017.”

2017-09-11

Cuba

Sudan, August 2018. By August 2018 heavy rains in Sudan that had started in mid-July had caused severe flooding.
As of 16 of August the floods and rain had left at least 23 people dead, over 60 injured and affected more than
70,000 people. Although the event appears in all three data sources, we could not find any match in Wikipedia
applying our methodology. Either the event was not the subject of any Wikipedia article, or it was not described as
accurately as other events.
Even if both events had a high number of fatalities and affected people, while the former event was widely identifiable
on Wikipedia, the latter case was less (or poorly) described.
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CONCLUSIONS AND FUTURE WORK
According to the United Nations Office for Disaster Risk Reduction, the impact of natural hazards is highest on the
most marginalized populations, exacerbating inequality and further entrenching poverty. Beyond focused attribution
to single events, impacts are often found to be a function of a series of associated shocks such as famine, disease
and displacement that prompt disruption in multiple dimensions (e.g. livelihoods, education or labour-market)
(UNDRR 2019).
For instance, it is estimated that 35.6% of the population affected by floods in Pakistan in 2010 consequently slipped
under the poverty line as a result.
The results of our analysis are consistent along several dimensions, and paint a picture in which Wikipedia’s coverage
is biased towards some countries, particularly those that are more industrialized and have large English-speaking
populations, and against some countries, particularly low-income countries which also happen to be among the
most vulnerable. This means that tools using data from social media or collaborative platforms should be carefully
evaluated for biases.
Limitations and future work. We considered only one type of event that is very prevalent globally: floods, but
other types of events should be considered. We had chosen to focus on one type of event because this work is a first
attempt to bring Wikipedia and its crowdsourced information into the scope of Disaster Management. Therefore the
experiments and the results must be solid, reproducible and clear.
We relied on methodologies demonstrated and developed in previous work such as automated classification of text
using ML models and we used consistent exhaustive data sources.
Automated content analysis cannot replace expert annotation, but considering that the English Wikipedia contains
over five million articles, it is impractical to perform this analysis manually. Some biases introduced by automated
content analysis may include the usage of libraries for parsing geographical entities, which may have been trained
using more data from some countries than from others; these biases need to be studied.
It would be necessary to perform this study considering other (language) versions of Wikipedia in order to understand
how an editor’s language affects the coverage bias. The scope of the research must be extended to other types of
events. In order to scale the current methodology, researchers need to identify an adequate global ground truth
information for the specific type of event and a classifier for it. An additional research effort could analyze the
information derived from events that are reported in the ground truth database but are not found in Wikipedia.
Reproducibility. Code implementing our methods, the merged list of floods, and the raw and processed datasets of
Wikipedia matches are available: https://github.com/javirandor/disasters-wikipedia-floods
Acknowledgments. Castillo thanks La Caixa project LCF/PR/PR16/11110009 for partial support. Rando was
partially funded by the María de Maeztu Units of Excellence Program (MDM-2015-0502).
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ABSTRACT

Information is a critical need during disasters such as hurricanes. Increasingly, people are relying upon cellular
and internet-based technology to communicate that information—modalities that are acutely vulnerable to the
disruptions to telecommunication infrastructure that are common during disasters. Focusing on Hurricane Maria
(2017) and its long-term impacts on Puerto Rico, this research examines how people affected by severe and
sustained disruptions to telecommunications services adapt to those disruptions. Leveraging social media trace
data as a window into the real-time activities of people who were actively adapting, we use a primarily qualitative
approach to identify and characterize how people changed their telecommunications practices and routines—and
especially how they changed their locations—to access Wi-Fi and cellular service in the weeks and months after
the hurricane. These findings have implications for researchers seeking to better understand human responses to
disasters and responders seeking to identify strategies to support affected populations.
Keywords

Telecommunications, Adaptations, Social Media, Cellular Phone Service, Wi-Fi Access.
INTRODUCTION

During natural disasters and other crisis events, information is a critical need. People in disaster-affected areas
need information to understand the unfolding event and to make decisions about how to respond. Increasingly,
people are relying upon cellular and internet-based technology to fulfill this need. For example, disaster-affected
people use mobile phones to share their status with friends and family (Sutton et al., 2008) and connect to social
media platforms to exchange information about warnings, impacts, and response activities (e.g. Sutton et al., 2008;
Vieweg et al., 2010; Bird et al., 2012; Simon et al., 2015). However, the modalities that people increasingly rely
upon to exchange information during crisis events (using cellular, internet, and Wi-Fi technology) are acutely
vulnerable—during the times when people need information most—to disruptions to the electrical grid and/or
other telecommunication infrastructure (e.g. Simon et al., 2015; Palen and Liu, 2007).
This research looks at how people in Puerto Rico adapted to disruptions to cellular service and Internet access due
to Hurricane Maria, which struck the island in September 2017. Due to the strength of the storm and existing
weaknesses in the infrastructure on the island, Hurricane Maria had severe and sustained impacts on the
underlying electrical grid and on telecommunication services that relied upon this grid. About 79% of the people
on the island were living without power 30 days after the event (FEMA, 2018), and around 50% were still without
power three months later (Robles and Bidgood, 2017). Contemporaneous media reports described how people in
Puerto Rico adapted to these impacts—for example, by traveling to find better cellular service (Becker, 2017) or
changing cellular phone providers (Brown and Respaut, 2017). Our work seeks to systematically study the
adaptations used by everyday people to communicate in the aftermath of the storm.
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Though previous research has examined how people adapt to disaster events generally (e.g. Wamsler and Brink,
2014; Heidenstrøm and Kvarnlöf, 2017) and to disruptions in telecommunication infrastructure more specifically
(e.g. Ghanem, et al., 2016; Moreno and Shaw, 2019), those studies have relied primarily on after-the-fact
interviews and surveys. In this research, we use an interpretative, primarily qualitative approach to analyze social
media trace data from Twitter to better understand how disaster-affected people adapted to disruptions to cellular
service and/or Wi-Fi access, both in the initial impact period of the event and over time. Specifically, we address
the following questions:
•
•

RQ1: How do people adapt to disruptions to telecommunications services (specifically cellular service
and Wi-Fi access) during a significant, long-term disaster event?
RQ2: How do social media users (specifically Twitter users) talk about those adaptations?

RQ1 helps to advance our understanding of societal resilience to disaster events, with potential implications for
disaster-affected people and responders. RQ2 addresses persistent research questions about social media as a
signal—contributing to an enhanced understanding of human behavior that may be readily available (for data
mining in real-time or after the fact) on social media platforms and the kinds of signals that may be obscured (i.e.
the adaptations that may be harder to see through digital trace data).
BACKGROUND AND RELATED LITERATURE
Adaptations to Disaster Events

Researchers have argued that to understand disaster response, we should look beyond the impacts of the events to
include the ways that people change their behavior to adapt to new and changing conditions (e.g. Moreno and
Shaw, 2019; Heidenstrøm and Kvarnlöf, 2017), both in the immediate aftermath and over time (Wamsler and
Brink, 2014). This expanded perspective encourages us to—both accurately and productively—view disaster
victims as agents in their own recovery (Heidenstrøm and Kvarnlöf, 2017; Wamsler and Brink, 2014). Including
adaptations may also lead to more robust theories and models of disaster response and recovery and help us design
infrastructure that better accounts for and supports adaptations and, ultimately, recovery.
The disaster sociology and crisis informatics literature contain several empirical accounts of how people adapt to
power outages and other disruptions to the electrical grid (e.g. Moreno and Shaw, 2019; Heidenstrøm and
Kvarnlöf, 2017; Ghanem et al., 2016; Bolin, 1994). Moreno and Shaw (2019) investigate how victims of the 2010
earthquake and tsunami in Chile cooked without electricity by using gas and wood stoves and organizing
community kitchens. Though research from this perspective has noted how people charge their phones and other
devices during electrical outages (e.g. Ghanem et al., 2016), it remains understudied how people adapt to loss or
reduction of telecommunication abilities due to reliance on new modalities like cellular phones and social media.
Examining Organizational Responses to Impacts on Telecommunications Infrastructure

Researchers have described how organizations adapt to telecommunication disruptions. For example, Leitl (2006)
describes efforts by organizations to support telecommunications after Hurricane Katrina—including businesses
offering free Wi-Fi to affected customers. Poblet el al. (2014) relate how, in the aftermath of Hurricane Sandy,
non-profits provided free public Wi-Fi connectivity to disaster-affected people in Red Hook, NY. Though this
line of research provides a growing understanding of how organizations (including emergent organizations of
volunteers) help to address impacts on telecommunication infrastructure, there remain open questions about how
individuals adapt to these impacts—including how they utilize these changing resources. Understanding how
people change their behavior to meet their dynamic needs could help to better inform these responses.
Social Media as a Sensor for Impacts and Adaptations

Existing research on adaptations have typically relied upon interviews and surveys, often conducted long after the
event, to gain insight into how people responded to the event (e.g. Heidenstrøm and Kvarnlöf, 2017; Ghanem et
al., 2016). Though these accounts can provide rich detail about a person or group’s behavior, they are also limited
by factors such as human memory and research-participant dynamics. To complement these perspectives, our
work turns to the social media record to examine adaptations through data collected contemporaneously.
The ISCRAM community and the crisis informatics field have developed a body of research utilizing social media
traces as source data for understanding human behavior during and after disaster events (e.g. Hughes and Palen,
2009; Vieweg et al., 2010; Wilensky, 2014). This research has tended to focus on impacts—particularly immediate
impacts—of disaster events. A significant subsection has looked at adaptations in the form of organizational
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responses (e.g. Plotnick and Hiltz, 2016; Maitland and Peha, 2018) and the work of volunteers, including online
volunteers (e.g. Starbird and Palen, 2011; Hughes and Tapia, 2015). Extending this body of research, our study
uses social media data to look at how affected individuals adapt to long-term disruptions of communication
infrastructure after a major disaster event.
Event Background

This research focuses on impacts on Puerto Rico from Hurricane Maria—and to a lesser, but still significant
extent, Hurricane Irma—which hit the island in September 2017. Hurricane Irma, a Category 5 storm, passed
slightly north of Puerto Rico on September 6, causing flooding and significant damage to both water and electrical
infrastructure (Rivera and Alvarez, 2017). Hurricane Maria hit the island directly 14 days later (on September 20,
2017) as a Category 4 storm and had compounding impacts on an inherently vulnerable and now further weakened
infrastructure (Kwasinski et al., 2019).
Impacts from the storms were catastrophic, multi-dimensional, and long-lasting. Thousands of lives were lost,
with estimates varying between 2,975 (a number provided by the government of Puerto Rico: Sanchez, 2018) and
4,645 (an estimate from a study from the Harvard T.H. Chan School of Public Health: Kishore et al., 2018). There
were impacts on the infrastructure that provides water—80% of Puerto Ricans lost access to water in the initial
impact period, and 31% still lacked access after 30 days (FEMA, 2018). As recently as September 2018, thousands
of Puerto Ricans were still living in substandard housing conditions as a result of the hurricanes (Robles and Patel,
2018).
In particular, the electrical infrastructure was severely damaged (Kwasinski et al., 2019). In the wake of Hurricane
Irma, about two-thirds of the population of Puerto Rico was left without electricity (Scott, 2018). After Hurricane
Maria, the entire island suffered a power outage. 79% of customers were still without power 30 days later (FEMA,
2018) and although $2 billion had been allotted to fix the grid (FEMA, 2019), a large number of Puerto Ricans
continued to live without power ten months after Hurricane Maria (Laughland, 2018). Because of their inherent
dependencies on the power grid, this caused both acute and long-lasting disruptions to telecommunications
services. This study looks at adaptations to those disruptions.
METHODS
Data Collections

To answer our research questions about the short and long-term adaptations to disaster impacts, we generated a
longitudinal dataset of tweets—initiated in the days before the hurricane hit Puerto Rico and extending for nine
months following the event. This research relies on Twitter data collected, through their public APIs, in two
distinct phases. The first phase used a keyword-based search (via the Twitter Streaming API), capturing in realtime tweets that contained any of these terms (maria, puertorico, puerto rico). This collection ran from
August 24 to November 6 (2017). The resulting Hurricane Maria Keyword Dataset contains 30,269,284 tweets.
In the second phase, we generated “contextual streams” (Starbird and Palen, 2011) for accounts in the Hurricane
Maria Keyword Dataset that we determined were likely “local” to the event. We determined likely locality in two
ways. First, we identified 40,906 accounts that had place names (e.g. “Puerto Rico” or “San Juan”) in their profile
description or profile location. Next, we identified 2,882 accounts that sent a tweet with embedded geolocation
coordinates showing it was sent from within Puerto Rico during the initial collection period. 2,303 accounts
appeared in both subsets, so combining the two resulted in 41,485 local accounts. For each of these accounts, we
collected (using the Twitter REST API) all of their public tweets that were still available at the time of our
collection. The Twitter REST API limits this request to the most recent 3,200 tweets sent for each account. To
capture a comprehensive set of tweets, especially for high-volume tweeters, we conducted this contextual stream
collection step three times: first in January 2018 (to capture initial impacts) and then finally in June 2018 (to see
longer-term impacts and adaptations). We stopped our collection in June 2018 after the number of relevant tweets
fell to very small rates. The resulting Hurricane Maria Locals’ Contextual Streams Dataset contains 55,136,043
tweets.
Methodological Approach

From within this vast dataset we worked to identify a diverse and low-noise sample of tweets that contain
information about adaptations related to the effects of the hurricane on telecommunications infrastructure. We
used an iterative method, combining a top-down, heuristics-based approach for identifying an initial sample with
a bottom-up, grounded approach for expanding and refining that sample. First, using a pre-selected set of queries,
we searched the dataset for all tweets with specific words or combinations of words—i.e. "buscar" and "señal"
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(“search” and “signal”). Next, we evaluated the utility of each query, measuring the ratio of relevant to irrelevant
results (within a random sample) and removing queries with low signal-to-noise ratios. At the same time, using a
grounded approach based on the tweets that we were surfacing through each query, we identified additional
queries and added them to our list for evaluation. Our final set contains 30 queries (see Appendix A) which
collectively generate a diverse and low-noise sample of 6,482 tweets.
The first author manually coded and worked with the second author to surface meaningful codes and themes.
From this coding, we determined 1,603 tweets to be both relevant to the disaster and include impacts from and/or
adaptations to telecommunications disruptions: 1,010 related to cellular service, 539 related to Wi-Fi, and the
remaining 54 related to both cellular service and Wi-Fi. This curated sample is not a complete set of tweets related
to these kinds of impacts, but it is low-noise and reflects many of the most visible ways that users were talking
about them, allowing qualitative analyses into how users talk about telecommunications disruptions via Twitter.
Identifying Impacts and Adaptations

Through the manual coding process, we developed a grounded coding scheme to classify the different kinds of
adaptations that appeared in these 1,603 tweets. A round of open coding surfaced potential classifications for the
tweets, which we refined by coding a sample of our 1,603 tweets with these categories. Categories were iteratively
updated: kept the same, eliminated if they were redundant, or added if a salient theme was not captured in the
initial coding scheme. The primary contribution of this paper, presented in the findings, is a description of this
coding scheme—i.e. of the kinds of adaptations that are visible in the Twitter record.
After finalizing the coding scheme, we manually coded each of the 1,603 tweets. We present some basic
quantitative representations to give a sense of the relative frequency of the different adaptations. Although helpful
to give an overview of the adaptations visible in our sample, the inherent limitations in our sampling and coding
method mean we are careful not to make strong quantitative claims.
Note on Data and Anonymization

To elucidate what the adaptations are and how they appear in the social media record, we feature example tweets
in our Findings. These tweets have been translated from Spanish by the first author, a fluent Spanish-speaker. To
preserve the privacy of the people who shared these tweets, we anonymized usernames and omitted the original
Spanish-language tweets.
FINDINGS

Though we began this research with an open-ended goal to look for adaptations to all types of disruptions (prior
to the development of the research questions presented here), preliminary analysis suggested that adaptations
related to finding cellular service and/or Internet access were among the most salient in the Twitter data. This is
perhaps due to the fact that people were often actively making those adaptations while they accessed the Twitter
platform.
Close examination of the full contextual streams from a sample of accounts suggests that the Twitter users whose
tweets we examined were mostly teenagers or young adults. This is likely due to the higher prevalence of youth
using social media, especially during natural disasters (Spielhofer et al., 2019). Many of them appeared to be
university students, for example mentioning their university in their profile description.
Aligning with media reports, our data show adaptations related to accessing telecommunications services during
disruptions to the electrical grid in Puerto Rico continued for months following Hurricane Maria.
Figure 11 shows the number of tweets per day from affected locals that we identified as containing an impact or
adaptation related to accessing cellular service or Wi-Fi. The graph illustrates a steady rise in tweets about impacts
or adaptations during the first week after the event, building into a somewhat varied, but sustained volume over
the next two weeks, followed by a long but slow decline of tweets through June 2018.

1

The early spike in Figure 1 (around September 7, 2017) is due to adaptations after Hurricane Irma.
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Figure 1. Daily tweets from disaster-affected locals referencing a telecommunication disruption or adaptation

Our analysis provided insight into diverse and creative adaptations to Wi-Fi and cellular service disruptions. In
the findings below, we describe some of the most salient adaptations, grouped by similarities in the underlying
behavior, rather than the specific telecommunication service. The findings are organized into four sections:
adaptations where the user changed their location to gain access to cellular service; adaptations where the user
changed their location to gain Wi-Fi; adaptations where the users leveraged Twitter to exchange information about
how to adapt; and other interesting or potential impactful adaptations.
Changing Location to Get Cellular Service

The most common adaptation for gaining access to telecommunications was “changing location” to either find
cellular service or use someone or somewhere else’s’ Wi-Fi which accounts for 654 (41%) of our 1,603
adaptation-related tweets. This adaptation category captures cases where a user changed their location to gain or
improve access to a service, whether through an action as simple as going to another room in their house, or as
involved as traveling to another city. Twitter users described changing their location both to get better cellular
service and to access Wi-Fi. Though the underlying behavior (changing location) may have been similar for each,
there are nuanced differences, detailed below.
Finding Cellular Service: Moving within the house

One seemingly simple adaptation to reduced cellular service was for a person to move within their own house or
current building, for example going to another room, floor, or the roof. 122 (7.6%) of our 1,603 tweets contained
a reference to a person going onto the roof of a building to get better cellular service:
Everyone is on their roof to get service. [2017-09-28]
Ok so my neighbor put a chair on his roof, sat down chilling and looking for service.
((: [2017-10-16]
It is incredible that I have to go onto my roof to be able to do my homework because
I don’t have service in my house. !!! [2018-01-09]

The first two tweets, sent in the early impact phases of the event (one week and about a month after the hurricane),
document how others—not just the tweet author—are adapting, suggesting this was a common or widespread
adaptation. The third tweet, sent months later, indicates that this was a persistent adaptation that for some became
part of routine life, though the “incredible” comment here suggests that this was a relatively new and perhaps
unwelcome routine.
Finding Cellular Service: Traveling locally

The Twitter record also provided evidence of people traveling outside the home to nearby areas to get service.
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I will walk to the hill, climb a tree and there I will find service and write to you.
If not, it will kill me. [2017-10-21]
Since yesterday without service from @ClaroTodo. I’m doing to do the same… go 7
minutes from my house to find service. [2018-01-14]

Tweets from this category include mentions of different types of transportation used—for example cars, buses,
bikes, and walking. Sometimes they include the distance traveled or time it took, or reflect both humor and
frustration at the situation. In these cases, it can be difficult to distinguish between the actual adaptation and the
abstracted or exaggerated one—though it is usually clear that the tweet author was affected by the disruption and
adapting in some way similar to their “joke.”
Finding Cellular Service: Going to another city or town

Another category of tweets revealed that disaster-affected people also traveled longer distances to get cellular
service:
I had to go to Caguas to get service. "" [2017-09-28]
We are good. Today we are pilgriming to San Patricio to find service.

[2017-10-07]

It seems like it was yesterday that I had to travel to 5 towns to be able to get
service and communicate. [2017-12-26]

The first tweet above records the tweeter making a trip to a specific city—in this case Caguas, in search of cellular
service. This format was common for tweets about this kind of adaptation. The authors rarely stated how far they
traveled, but the distance was perhaps implied by the stated destination.
In the third tweet, the user recalls a time when they did not know exactly where to get cellular service and had to
devote time to searching for service, rather than traveling directly to a point where they knew there would be
service. We saw several tweets with this kind of adaptation, which often contained expressions of frustration,
suggesting that disaster-affected people who are trying to adapt to impacts to cellular service would benefit from
knowing a specific location where they can access it, so they can save time (and energy) by limiting their physical
searches.
Figure 2 shows the number of tweets we classified as “changing location” to access cellular service across the
three categories. We identified more tweets documenting people traveling within their home or going to another
city and fewer related to “traveling locally”, although it is likely that tweets from the latter category were harder
to find due to ambiguity in how people talk about that kind of destination—i.e. they often use place names which
make it difficult to distinguish between local travel and more distant travel without more contextual knowledge
about where individual users reside.

Figure 2. Where users went to access cellular service
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Changing Location to Get Wi-Fi Access

Our Hurricane Maria Locals’ Contextual Streams Dataset contains evidence of disaster-affected people using a
wide variety of options to access Wi-Fi. Through our analysis, we identified the five most popular “places” where
locals went to access Wi-Fi: a business, friend or family member, neighbor, library, and school. Figure 3 provides
an overview of the relative volume of each type of tweet. We did not include tweets where the user seemed to
have accessed someone else’s Wi-Fi, but it was ambiguous from where (e.g., “Stealing Wi-Fi is my
favorite pastime”).

Figure 3. Places users went to use Wi-Fi

The most common way to access Wi-Fi in our dataset was by going to a business, although this can be partially
attributed to bias in our sample, as a few of our search terms had specific business names (see Appendix A).
During our initial heuristics-based querying, we noted and leveraged some linguistic cues that helped us further
identify tweets related to Wi-Fi adaptations. A common way to explain “using” someone or somewhere else’s
Wi-Fi was “robar wifi” or “chapiar wifi” which literally translate to “stealing Wi-Fi”. In the following
paragraphs we describe the places users went to use Wi-Fi.
Accessing Wi-Fi: Businesses

People traveled to diverse businesses for Wi-Fi, including fast-food restaurants, local businesses, and hotel
lobbies. The tweet record shows many people oftentimes used the establishment’s Wi-Fi from the parking lot—
and contains some tweet authors’ reflections on this “theft.”
#robbing Wi-Fi in front of Walgreens [2017-10-07]
At Wendy’s, chilling in the car stealing Wi-Fi. [2017-11-09]
Man, I feel like a vile thief having to park in front of Wendy’s to steal a little
Wi-Fi. [2017-12-12]

Though it is unclear if these adaptations are due to impacts from the hurricane (or whether the person just didn’t
have their own Wi-Fi), they do suggest a value for businesses to open up their Wi-Fi networks during times when
telecommunications infrastructure is impacted—and to communicate that access is not contingent on purchasing
goods or services.
Accessing Wi-Fi: Friend or family member’s house

Another place people went for Wi-Fi was a friend or neighbor’s house. For example:
My mom lives like a big shot, her power never went out, I came to steal Wi-Fi and
hot water. "#$ [2017-09-07]
In my best friend’s house, there is electricity & Wi-Fi. #blessed [2017-10-14]
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Similar to the case of accessing Wi-Fi from businesses, it was not always clear that this was an adaptation to
impacts from one of the hurricanes, but often (e.g. first tweet above) it was. That tweet, sent during the impacts
from Hurricane Irma, clearly indicates that the tweeter had been affected by the loss of electricity (no hot water),
suggesting that this was indeed an adaptation to the hurricane. The second tweet is similarly clear about getting
Wi-Fi at a friend’s house due to disruption to electricity (that the person implies they are experiencing elsewhere).
Accessing Wi-Fi: Neighbors

Other tweets indicated people borrowing Wi-Fi from neighbors, which they went about in several different ways:
Thank you for the neighbors that shared their Wi-Fi password! Only way to communicate
in #Caguas #MariaPR [2017-09-22]
I love to go to my neighbor’s house to use their internet. [2017-10-07]
I have to give thanks to my neighbor who always has Wi-Fi and always has it without
a password. #fastpassvipforheaven [2018-02-27]

One strategy was “stealing” Wi-Fi from a nearby neighbor who didn’t use password protection (third tweet
above). But the most common was simply to ask a neighbor for their Wi-Fi password and either go to the
neighbor’s property or use a weaker signal from the tweeter’s own property. The first two tweets above show that
behavior. Though the second and third may not be adaptations to the hurricane impacts, the first tweet certainly
is, as the user thanks the neighbor for proactively sharing their password and helping others in the community
communicate. The inclusion of a hashtag (at the end of the first tweet) also helps to reduce ambiguity about the
impetus for that behavior.
Accessing Wi-Fi: Libraries

Libraries are an important resource for many disaster victims, providing a place with free Wi-Fi and computers
(Hamilton, 2011). Our tweet record revealed people going to the library to use Wi-Fi, but this adaptation seemed
limited in frequency. Through we searched specifically for “biblioteca” + “wifi” (“library” + “wifi”) when
creating our sample, we only identified 11 tweets with this adaptation. We discovered tweets indicating a user
tried to go to the library to access Wi-Fi but was unable to because the library either didn’t have Wi-Fi or it didn’t
work:
Only the library has energy but the plugs don’t work and there isn’t internet. [201710-10]

Although the signal suggests people were turning to libraries to meet communication needs, there is also evidence
that libraries were suffering from some of the same disruptions that members of the public were.
Leveraging Twitter to Exchange Information about How to Adapt

Aligned with accounts from previous events of social media users turning to those platforms to intentionally share
information about adaptations—for example, users helping each other find gas during the impacts of Hurricane
Sandy (Medley, 2012)—our Hurricane Maria Locals’ Contextual Streams Dataset shows Twitter users
leveraging the platform to find or share information related to adaptations around telecommunications impacts.
We partitioned this into two categories: (1) users who exchanged information related to how to adapt to
telecommunications impacts with their social media peers, or (2) users who reached out to Internet or cellular
network providers for information regarding service.
Asking where to find cellular service or Wi-Fi

Many tweets showed users asking others on Twitter for information about where they could access either cellular
service or Wi-Fi. Sometimes this happened directly (e.g. first tweet below), with a user mentioning or replying
directly to another Twitter user with a question:
@anonymized In Caguas there is service by Bairoa. [2017-10-04]
If you are looking for a spot with good service, come to the Caguas plaza. [2017-1020]
Where can I get Wi-Fi in Arecibo?? [2017-11-20]
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Other times (e.g. third tweet above), the questions were directed to a more general audience of the accounts’
followers or perhaps people searching for specific keywords. In multiple tweets (e.g. second one above) people
who had found cellular service let others know where they could find it as well. These activities show how
disaster-affected people help themselves and others cope with disruptions from crisis events by utilizing social
media to exchange local knowledge and emerging expertise about how best to adapt.
Reaching out to a cellular service provider

Prior work found people using social media to ask for help from emergency services (Spielhofer et al., 2019), and
we found evidence that users also use Twitter to reach out to their Internet and cellular network providers after a
disaster:
@LibertyPR good morning. Without internet service on 45 SE Urb Division in San Juan.
%%& [2017-09-14]
@tmobilepr I wanted to know in what area you have restored service… I’m from the San
Juan area. [2017-10-07]
@clarotodo you are charging me as if my antennas were fixed in 2 days … I am juggling
to try to find service… [2017-11-21]

The tweet record shows several variations of this, including asking when services would be restored, making the
provider aware of a service outage, and asking where they could go to for better service. Many of the tweets with
this type of information-exchanging adaptation contained expressions of frustration. Several users complained to
their providers that they were being charged for a service that had not been fixed.
Other Adaptations Provide Insight into Dynamic Demands on Infrastructure during Crisis

There was also evidence of several other adaptations that were unexpected or otherwise notable but do not fit into
the categories described above. Despite a low signal in our dataset, they may reflect more widespread patterns or
represent novel or potentially problematic adaptations.
Changing cellular service provider

News articles about the aftermath of the event described how some Puerto Ricans switched mobile phone networks
after Maria based on seeing which companies were quicker to restore service (e.g. Brown and Respaut, 2017).
Aligned with those journalists’ accounts, we identified some tweets (17) in our dataset in which users talk about
changing providers:
On my way to Claro to make a contract for 10 years. #FirstForService [2017-09-26]
@clarotodo I have to change providers, Liberty doesn’t have a date for when they are
doing to repair all the damage in my area. [2017-11-21]
I only have service in San Juan. They told me that T-Mobile and AT&T have it
everywhere. Is that true? I am going to leave Claro. [2017-11-07]

In some examples, it is difficult to determine the extent to which this adaptation was simply an action that users
considered taking (perhaps just an expression of frustration), or if they ended up following through and changing
their provider. The first tweet above mentions switching to Claro, while the third mentions leaving Claro, which
suggests that the providers residents switch to or from may depend on the area in which they live and that there is
a possibility that a high number of users may switch to a particular provider that has been faster to restore services
in their area.
Stopping on roads and highways to access cellular service

The tweet record includes a few references to people stopping on roads and highways to access cellular service.
This category was small (in terms of number of tweets mentioning it), but remarkable. The tweets below suggest
that this was at least somewhat of a common practice among people who experienced a loss of cellular service:
You and me stopping in the road to look for cell phone service think about it. [201710-04]
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People should stop parking in the way to find service, that is so September. [201711-17]

This implies an understanding that cellular service is more accessible on highways and roads but also demonstrates
a willingness to partake in potentially dangerous and disruptive activities to gain access to telecommunications.
The second tweet above, which states that parking on roads for service is “so September” (2 months ago), suggests
that there was at least some recognition of the negative impacts of this adaptation.
Turning “buscar señal” (looking for service) into a game or hangout activity

Underscoring the pervasiveness and long-term impacts of these disruptions to telecommunications services,
several users began to compare looking for service to a game or common pastime:
Now hanging out with friends is to go find service. " [2017-10-09]
Come over baby I’ll take you to go look for phone service. [2017-10-17]
What a slow day. Someone come with me to look for Wi-Fi. [2017-11-05]

Although in many cases (like the first tweet above), this seems to be a humorous way to cope with long term
service disruptions, it is also a reflection of a legitimate action taken by many users who were impacted. Several
users in our sample turned to Twitter to recruit their friends/followers to go out with them to help them find service
(third tweet above). This shows how disaster-affected people made changes to the routines within their social
lives as part of their adaptive strategies—so that they could hang out with their friends and search for cellular
service at the same time. This category of tweeted adaptations is particularly interesting because it reveals how
disaster-affected people built a culture of resiliency, both through their humor and through the willingness to
create new social norms and routines to accommodate their adaptations.
DISCUSSION AND CONCLUSION

Our findings provide a window into the diverse ways that people in Puerto Rico who were affected by Hurricane
Maria adapted to long-term impacts on their ability to communicate. While previous work has examined the
responses of public entities and non-profits to facilitating access to telecommunications-related services in the
wake of disaster events (e.g. Maitland and Peha, 2018), our work highlights the individual responses that disasteraffected people adopted—often relying upon themselves, their family, and their neighbors to meet their needs.
The most common adaptation was traveling somewhere to access telecommunications. We demonstrate how
people changed their location in various ways—heading to their roofs to make phone calls or to the local Burger
King for Wi-Fi access. We show how people turned to social media platforms to share information about
adaptations with their peers, and to complain to their service providers about persistent impacts. Furthermore, we
also highlight other salient adaptations that illustrate altered patterns of use of underlying infrastructure (including
other kinds of infrastructure, like transportation) that in some cases represented long-term changes in how people
organized their lives. We discuss implications for both researchers and emergency response planners in the
following sub-sections.
Long-term Changes and New Routines

It is important to note that many of the adaptation tweets we identified are from long after Maria made landfall—
mostly October through mid-December. People continued to “adapt” to telecommunications impacts for several
weeks and even months after the hurricane, indicating that these tweeters have adopted (and perhaps evolved)
long term adaptations into their everyday routines as they slowly begin to rebuild other parts of their lives. This
is especially noticeable through how “buscar señal” turned into a hangout activity, demonstrating a reorganization
of social routines to accommodate the time spent searching for cellular service. These adaptations are indicative
of a kind of individual and community-level resiliency, as impacted people continue, despite notable frustration
and exhaustion, to go through great efforts to maintain telecommunication abilities. Aligned with the framework
presented by Wamsler and Brink (2014), this work shows that in the case of Hurricane Maria, residents in Puerto
Rico had to move beyond short-term “coping” and make long term changes in their lives.
Understanding Adaptations Can Help Communities Become More Resilient

Our work extends from an argument that understanding individual and collective adaptations can help formal
response efforts better plan for, support, and accommodate those adaptations. This research contributes to
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improved understandings of how infrastructure will be used differently during the aftermath of disaster events—
suggesting changing stresses to both telecommunications and transportation infrastructure as people “move” both
figuratively and literally away from an impacted service or area to a healthier part of the infrastructure. Our
findings repeatedly show people traveling to access cellular service, which we can see—through tweets
complaining about people stopping in the middle of the road to use their cellular phones—putting new pressure
on transportation infrastructure. For example, we have several tweets, like one below, where users complain about
traffic around larger cities, and theorize that the search for cellular service post-Maria has worsened traffic jams:
Please fix the service in the Caguas area so that people don’t have to come to Bairoa
to look for it. The traffic is out of control. [2017-10-31]

This is an example of where individual adaptations can compound and become detrimental at a larger scale—a
phenomenon discussed by Wamsler and Brink (2018). The tweet record also shows people changing cellular
service providers to get better service, as some companies were able to repair their equipment more quickly. These
signals, if provided in real-time, could help service providers and responders adapt to the adaptations, so to speak.
This is an idea we come back to at the end of this section.
This work also surfaces opportunities for formal response agencies to better communicate with the public in ways
that help people recognize adaptive strategies that might be available to them and ways that they can help other
impacted people adapt—e.g. by opening up their Wi-Fi network after a disaster to help their neighbors.
Leveraging Social Media as a Tool to Inform Others

Echoing observations from the field of crisis informatics, this research also reveals how social media was
leveraged by affected citizens to share valuable information with each other and with “official” responders—in
this case their cellular service providers. After Hurricane Sandy, Twitter users self-organized to help others find
available gas, in some cases adopting specialized hashtags to exchange that information (Medley, 2012). After
Hurricane Maria, we can see similar behavior among disaster-affected people, posting about where they have
managed to find cellular service or asking others where the best cellular service is near their current location.
These ad hoc responses demonstrate the utility of social media platforms for facilitating real-time adaptations and
collaborations for people trying to meet their own needs.
Twitter as a Signal of Adaptations to Telecommunications Impacts

One aim of our broader research project is to assess the utility of social media as a signal for adaptations to impacts
from disaster events. This study provides some affirmative evidence of this proposition. Our findings suggest that
social media, and specifically Twitter, are more useful for understanding adaptations related to disruptions of
telecommunications than for other types of disruptions—for example, figuring out how to launder clothes during
a water disruption. Our findings also indicate that people continued to talk about adaptations for months after the
hurricanes hit, suggesting that the social media record could be used to understand how people continue to adapt
over time. Some of the tweets provided evidence that people were growing frustrated, after several weeks, with
traveling to find service and were thinking about other types of changes such as switching providers. Though our
work did not systematically or quantitatively measure adaptations over time, there is potential for future work to
make contributions in this way.
However, there remain difficult problems to solve. After approaching this data from several different directions,
we eventually derived a heuristics-based approach to identify a relatively low-noise sample of tweets related to
adaptations (that we could use for qualitative research). This required considerable effort—computationallyassisted, but manual work—to identify a relatively small sample of 1,603 adaptation-related tweets. There are
likely many thousands more tweets related to telecommunications adaptations that we missed.
One cause of these missed tweets is ambiguity, a problem that we struggled with throughout the analysis,
especially in our initial attempts to identify adaptations. People often talked about their adaptations in vague or
implicit ways that leveraged other context that might not be visible in a single tweet. One way forward would be
to use other tweets from a user’s contextual stream to provide context for identifying an adaptation, a technique
we plan to explore in future work.
We also encountered ambiguity later in our process—in our attempts to interpret adaptation-related tweets and
classify them according to our coding scheme. At times, it was difficult to know if a behavior (like “stealing” WiFi) was an adaptation to the effects of the disaster or just a regular routine for a young person who did not have
Wi-Fi service in the home. As another example, in an early round of analysis, we attempted to code all tweets that
indicated a changed location in search of cell service or Wi-Fi along a scale of distance traveled. However, it soon
became clear that the way users talked about changing their location for Wi-Fi access and the way they talked
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about changing their location for cellular service were quite different. These differences are due, in part, to the
nature of these two telecommunications modalities and the kinds of “places” one might go to access them. In
particular, tweets with evidence that users changed their location to access Wi-Fi were often more ambiguous in
distance traveled, but less ambiguous in terms of the specific place where they traveled to (e.g. the library),
whereas tweets showing users changing their location to access cell phone service were more specific about the
city they traveled to. It is possible that these kinds of ambiguities could be somewhat alleviated by mapping out
popularly-referenced locations and using user contextual streams to estimate a starting location for each account,
but some level of uncertainty will likely persist.
Other Limitations and Future Work

Related to some of the ambiguities described above, our work has several limitations related to the underlying
data and our method for identifying adaptations within those data. One significant issue is that while Twitter is
broadly used for this type of research due to the public availability of the data, other platforms (e.g. WhatsApp,
Instagram, and Facebook) are more widely used but it is difficult to access that data. Because of this and other
instances of non-use —e.g. among people who did not have telecommunication access at all and therefore could
not post to social media—we cannot see or weigh adaptation behaviors among those who were not using Twitter.
Our data sample is also restricted to people who use Twitter—people who tend to be younger and not
representative of the total population. In addition, we limited our analysis to accounts that either posted a
geolocated tweet or had a geolocation term suggesting they were in Puerto Rico. While this helped to reduce the
search space (resulting tweets that were far more likely to be sent by affected people), these accounts likely
represent only a small proportion of accounts operated by people in Puerto Rico.
Our heuristics-based approach relied on a kind of snowball sampling that built new searches upon prior successful
searches, likely resulting in some unexplored search pathways. In addition, to make our sample tractable for
qualitative research, we limited our search terms to ones with low noise. Taken together, these limitations mean
that there are likely additional adaptations that are not featured here.
These limitations open the door to future work that utilizes other approaches, e.g. interviews and surveys, to help
contextualize and generalize the Twitter-based insights. Our findings, which reveal some of the adaptations that
were salient, can help shape survey and interview instruments to help us answer these open questions. We also
see the potential for machine-learning approaches (likely human-in-the-loop solutions) to systematically identify
and classify adaptations across users and over time—both in real-time to inform disaster response efforts and
after-the-fact to enhance our understandings of human adaptations to disasters through research.
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ABSTRACT

Integration of social media in emergency response environments presents specific organizational challenges, such
as lack of resources or information credibility. Additionally, there exists individual resistance to change in these
environments that could potentially discourage adoption. To identify and understand these challenges, we conducted
semi-structured group interviews with emergency call takers and dispatchers. We find that these PSAP operators
desire participation and explanation of changes throughout the organizational change process. Participants also
articulated they desired training regarding change even when not directly affected. Though change management
procedures often call for these strategies, they are commonly overlooked, leaving individuals to imagine worse
case scenarios that manifest as additional stress in an already stressful work environment. It is suggested that a
formalized change management process which directly addresses the identified challenges within the organizational
technology adoption process (OTAP) is needed in order to mitigate undue stress.
Keywords

Crisis informatics, organizational change, technology adoption, social media, otap
INTRODUCTION

Often hailed as the first of the first responders (J. B. Davis 2005), emergency response personnel work in a chaotic
and dynamic environment, subjecting them to a number of stressors (Adams et al. 2015; Klimley et al. 2018).
Frequent exposure to traumatic situations often leads to post-traumatic stress disorder (PTSD) or other work-related
stresses resulting in many emergency dispatch centers, or Public Safety Access Answering Points (PSAPs), being
plagued with high turnover rates and staffing shortages (Miller et al. 2017).
Call takers and dispatchers are called upon to calmly and professionally make sense of difficult situations with
callers that commonly provide irrelevant, misleading, and even incorrect information (Elbashir et al. 2014).
Further exacerbating these difficulties, PSAP operators in the United States increasingly must utilize sources of
information, such as video, text messages, and web-based applications as a result of the Next Generation 911
(NG911) infrastructure (Holland 2018). Additionally, social media can provide another source for making sense of
emergency and crisis situations. Recent research surrounding social media, has been to determine its value (Simon
et al. 2015), locate valuable yet trust worthy information among the noise (Halse et al. 2018; Kropczynski et al.
2018), and other practical applications within the PSAP environment (Merchant et al. 2011; Vieweg, Castillo, et al.
2014).
Though scholars have documented the utility of social media for coordination and dissemination of salient information
between citizens and crisis responders (Cobb et al. 2014), it has been noted that many public organizations lack the
resources and tools necessary for implementation (Plotnick et al. 2015). Furthermore, establishing the credibility
and trustworthiness of curated information is a challenging endeavor, considering that the data may be used for
decision-making purposes (McCormick 2016). This becomes less of an issue when the data comes from a trusted
source or is corroborated by another that is trusted (Dailey and Starbird 2017; Tapia and Moore 2014).
corresponding author
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The impact of social media integration in PSAP environments on call takers and dispatchers remains under explored.
The current study seeks to address this gap by providing insight into the organization technological adoption process
(OTAP).
LITERATURE

When studying the integration of social media into the emergency services domain, it is important to examine prior
research from several diverse domains. First, it is important to understand the foundation of technology and its
evolution within emergency response. Social media has been the focus of many studies with varying perspectives
and is touted by many as a valuable tool for intelligence gathering (Denef et al. 2013; Hughes, Peterson, et al. 2014),
information dissemination (Hughes and Palen 2012; Latonero and Shklovski 2013), and situational awareness
during crisis management (Cameron et al. 2012; Ireson 2009). As an emerging technology within contemporary
PSAP environments, previous social media research is vital to grounding any study seeking to explore its impact
on emergency response. Our research is specifically aimed at describing the challenges PSAPs will face when
undergoing organizational change that is imminent with the arrival of social media in these organizations. In
the following sections we discuss prior research from various domains (e.g. organizational management, crisis
management, psychology) in order to address each of these points.
Technology

911 emergency services in the United States began in the 1960s, where analog public switched telephone network
(PSTN) were utilized. Due to the nonexistence of mobile phones, telephone numbers in this early PSTN network
could be directly mapped to an address providing the ability to route the call to the local PSAP responsible for
servicing the address by querying an address location identification (ALI) database (Figure 1).

Figure 1. Non-wireless location identification

As a result of the proliferation of mobile phones which could not be directly mapped to an address (i.e. callers
could be located any where when calling), the traditional method of mapping phone numbers to a local PSAP
was insufficient (Tapia, Giacobe, et al. 2015). To address this problem, in 1996, the Federal Communications
Commission (FCC) directed that wireless service providers send location and phone number information for
emergency calls (Gupta et al. 2010). Location information is generally provided by two different methods. Either (1)
GPS information is provided by the handset the caller is using or, failing that, (2) through a process of triangulation
using nearby cellular towers with which the phone is communicating (Sayed et al. 2005). Both of these methods
provide latitude and longitude coordinates that are in turn translated into a nearby address and subsequently routed
to the appropriate local PSAP using the aforementioned ALI database (Figure 2).

Figure 2. Wireless location identification

Contemporary telephone networks and cellular communications have experienced a number of changes over the
past few decades. The original analog PSTN is slowly being converted to a digital one, and as bandwidth and phone
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technology advance, the capability to send rich data in the form of text messages, digital photographs, and video
is now possible (Weiser et al. 2008). NG911 is, therefore, aimed at leveraging these innovative technologies to
provide emergency operators with additional sources of information to assist them with gathering a clearer picture
of the state of the emergency.
Just as the external network technology necessary to route callers to the closest PSAP has undergone a series of
changes, so too has the internal technology currently implemented in PSAPs across the U.S. Since each PSAP
is granted some level of autonomy, there is no singular software package that is universally deployed. Modern
emergency operations centers with large financial support enjoy technological advancements such as electronic
geographic information systems (GIS), computer-aided dispatch (CAD), and applications for guided scripts used
during call taking (Brooks and Ulibarri 2012; Kropczynski et al. 2018). However, organizations with fewer financial
assets may use less technological methods, such as, flip-charts to assist with guiding the call taking. Hence, there is
an opportunity for further advancement and therefore change with regard to the technology employed (Farnham
et al. 2006).
Social Media

As public social media use in crisis increased, emergency responders started to take notice of the way citizens were
engaged with social media and the information exchanges that took place there. Consequently, responders began to
consider if social media might be a useful tool for their practice. Research revealed that social media could be used
to distribute information quickly to a wide-spread audience (Kodrich and Laituri 2011; White et al. 2009) and to
engage more directly in two-way conversation with members of the public (Hughes and Palen 2012; Latonero and
Shklovski 2013; Palen and Liu 2007). Information that the public produced also looked to be useful, as researchers
showed that it could contribute to situational awareness during a crisis event (Cameron et al. 2012; Ireson 2009;
Vieweg, Hughes, et al. 2010).
Despite recognized potential, emergency responders encountered difficulties in adopting social media into their
practice (Hughes and Palen 2012; Latonero and Shklovski 2013; J. N. Sutton 2010; Tapia, Bajpai, et al. 2011).
Often responders met with great resistance from management regarding whether they were allowed to use social
media. Further, they encountered issues when trying to incorporate its use into existing organizational structures
that had not been designed to work with dynamic, socially generated data. Professional emergency management
organizations use a command-and-control reporting structure that can make it difficult to incorporate volunteers or
un-vetted information sources into their processes.
Professional emergency responders1 have sought to better understand how they too can use online media to
communicate with the public and collect intelligence (Denef et al. 2013; Hughes, Peterson, et al. 2014; Hughes
and Palen 2012; J. Sutton et al. 2014; St. Denis et al. 2014). Many emergency decision makers see the data
produced through crowd-sourcing as ubiquitous, rapid and accessible—with the potential to contribute to situational
awareness (Vieweg, Hughes, et al. 2010). However, incorporating the products of digital volunteer activity into
professional emergency practice has proved to be challenging due to issues with credibility, liability, training, and
organizational process and procedure (Hughes and Palen 2012).
Technology Adoption

As technology progresses, emergency service organizations are afforded the opportunity to "address challenges
associated with communication, interactions, and team process" whereby organizations reap increased effectiveness
of team coordination, information processing, and decision making (Yu and Khazanchi 2015, p. 339). Innovation
diffusion theory (IDT) (Rogers et al. 2019) explains how this occurs, stating that new technologies are propagated
through a social system via communication of members with one another. However, it does not appropriately
address acceptance among users (Wu 2009). Diffusion is indeed vital to the acceptance of technology as articulated
by the Technology Acceptance Model (TAM) (F. D. Davis 1989; F. D. Davis 1993). TAM demonstrates that an
individual’s perception of the usefulness of a technology, and its ease of use, begins with an understanding of the
need for the technology in the first place (Wu 2009). Frequently though, technology acceptance and adoption are
achieved through larger organizational change initiatives (Lippert and M. Davis 2006).
Organizational Change

As previously explicated, the current state of PSAPs in the United States is one of fluidity resulting from a plethora
of pressures to change (e.g. society and government). There are many recent examples of citizens unable to access
1 Professional

emergency responders are highly trained and have an official charge to ensure the health and safety of the public they serve.
Examples include fire fighters, police officers, emergency medical services, county and state emergency management agencies, and
humanitarian organizations such as the Red Cross.
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emergency services in time of crisis through traditional methods (e.g. (Murthy and Gross 2017); (Quinn 2017)).
Humans, being creative and adaptive, have therefore sought other means by which to organize themselves and to
seek help from others regardless of whether the help is governmental or otherwise. Most often, the method that
they use to seek help is via social media (Eriksson and Olsson 2016). Studies have shown that social media can be
valuable for communicating with the general public (Freberg 2012; Palen and Hughes 2018). Furthermore, it can
also being employed to enhance the operational picture during a crisis using a "boots on the ground" approach, that
is to say, mining valuable information from citizens that are directly affected (Purohit and Chan 2017; Ragini et al.
2018).
In addition to societal pressure for change within PSAP organizations, the U.S. government has initiated Next
Generation 9-1-1 (NG911), which is an IP-based emergency communications infrastructure that allows voice and
multimedia (i.e. video and picture) communication between a caller, the PSAP, and the responders in the field.
To support NG911, much of the antiqued analog communications infrastructure currently in use will need to be
replaced. As a result, PSAPs must change and they must change now. However, this does not exempt them from the
effects that change has on individuals.
Individual Perspective

The formative years of organizational change were primarily focused on the role of individuals in resolving conflict
within organizational development contexts especially aimed at "addressing change and implementing it as a
process" (Al-Haddad and Kotnour 2015, p. 236). Lewin’s (1946) theories of organizational development articulated
that organizational structure was changing to emphasize teams meaning that an individual’s behavior must operate
in this new environment. Consequently, change should therefore occur at the team level encouraging individuals to
modify their behavior to fit the new normal (Williams and Lewin 1948). This proved to be a novel approach as
organizational change could now examine change in a larger context incorporating both the individual and group
dynamics within the organization to examine how and why people change (Al-Haddad and Kotnour 2015).
Given the dynamic nature of the PSAP environment, change is inevitable, however, most individuals are resistant to
change thus affecting the successful outcome of an organizational change initiative (Agboola and Salawu 2011).
Factors such as uncertainty, potential for failure, and perceived negative effects of a shifting status quo (Hon et al.
2014; Mathews and Linski 2016) have been identified as reasons for change resistance. Dubrin and Ireland (1989)
state that there are three factors to blame for individuals’ resistance to change: fear of the unknown, identified fault
with the change and resulting problems, and perceived negative personal impact.
In order to combat and ameliorate an individual’s personal resistance to change, researchers have suggested creating
a work environment that assists employees with accepting the change through providing detailed information
about the change (e.g. justification and explanation) or allowing opportunities to participate in the change process
(Wanberg and Banas 2000). While it has been noted that offering these mitigation strategies can aid in mitigating
the negative effects of change resistance (George 2007; Woodman et al. 1993), application within high-stress public
environments, such as a PSAP, has not been adequately explorer with regard to integration of social media.
Management & Leadership Perspective

Many theories of organizational change describe the importance of individual agency and behavior regarding
change (Al-Haddad and Kotnour 2015; Lewin 1946; Williams and Lewin 1948), while others proclaim the impact
that management and leadership can have to invoke change (Abramson and Lawrence 2001). Research has shown
that leadership can positively invoke change by effectively communicating the need to those impacted by the
implementation (R. B. Denhardt and J. V. Denhardt 2002). Accordingly, Kanter, Stein, and Jick (1992) state that
"responding to change, harnessing change, and creating change become the major management challenge" (Kanter
et al. 1992, p. 14). On the other hand, Fayol (1949) categorizes the five elements of management – planning,
organizing, command, coordination, and control – however, concern for the individual is not overlooked (Carter and
Fayol 1986). Concern for the individual acknowledges that while management is often the key stakeholder when it
comes to evaluating, identifying, and implementing change, individuals can be negatively impacted if not properly
accounted for during the planning phase.
Consequently, management has a vital role in accomplishing change goals. First, management must identify
opportunities for change whether they be internal (e.g. addressing a specific problem or area of improvement) or
external (e.g. regulatory compliance). Many organizational theorists describe (Williams and Lewin 1948; Judson
1991; Kotter 2012) this process as a needed shift from the status quo whereby a business problem is diagnosed
(Beer et al. 2009) and a solution prescribed with a high sense of urgency (Judson 1991; Kotter 2012).
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Summary

Scholars have disagreed about the level of measurement (e.g. individual versus organization) when examining
organizational change and the barriers that exist to thwart positive change outcomes. It has been suggested that
individuals are frequently adverse to change due to several important factors, such as uncertainty, potential for failure,
and perceived negative effects of a shifting status quo (Hon et al. 2014; Mathews and Linski 2016). Conversely,
other studies have identified prevailing arguments that change happens at an organizational level, specifically from
leadership (Abramson and Lawrence 2001; R. B. Denhardt and J. V. Denhardt 2002). However, while these two
opposing views might seem at odds with one another, there is certainly some overlap whereby management and
those in a leadership position can influence change resistance in individuals (Carter and Fayol 1986). The question
remains, do these challenges to change exist within a public organization, such as a PSAP? Subsequently and more
germane to this study, do these same challenges present themselves with regard to the integration of social media
into a PSAP environment?
RESEARCH DESIGN

This study employed an analytic induction strategy (Robinson 1951) whereby working hypotheses of the social
media integration process were derived from literature and reevaluated during the research process. Typically,
inductive research strategies are exploratory and data drives the research findings. On the other hand, analytic
induction provides not only a data-centric approach to the research, but also leverages the benefits of deduction in
which prior research can inform research activities and the formulation of hypotheses. Analytic induction therefore
allows research to begin with an informed hypothesis while providing a mechanism to adjust the hypothesis as new
information arises during the research process.
For the current research, the initial working hypotheses were:
H1: There exists several perceived barriers to the integration of social media within a PSAP from the perspective of
PSAP operators
H2: Timely communication is essential when introducing organization change within a PSAP from the perspective
of PSAP operators
This study was conducted at a large PSAP located in Charleston, South Carolina and serves the greater Charleston
County area. The Charleston County Consolidated 9-1-1 Center was established in 2009, when local city emergency
dispatch and call taking activities began to incrementally consolidate. Consolidation efforts were complete in 2013
when the Charleston Police Department transitioned (Consolidated 9-1-1 Center 2018). The site in Charleston
was selected as a result of the long-standing research partnership that had already been established and the nearly
unfettered access given.
To address these hypotheses, a series of semi-structured group interviews were conducted with 23 participants
across several days at a large southeastern United States PSAP. Semi-structured group interviews provide "some
degree of predetermined order but still ensures flexibility in the way issues are addressed by the informant" (Dunn
2005, p. 80). Furthermore, semi-structured interviews are well suited for addressing sensitive or complex topics,
such as the organizational change practices and management decisions. Informal and conversational in nature, this
type of interview allows the researcher to probe deeper for information and clarification of responses as needed
(Barriball and While 1994).
Participants were questioned about the organizational change process in the PSAP, as well as, their feelings and
attitudes about the process in general. Further questioning explored employee perceptions as they pertain to the
integration of social media as a tool to support their daily activities or provide value to the organization. Since there
was unanimous support by the participants, digital audio recordings were made and ultimately transcribed via a
transcription service.
Subsequently, a thematic analysis was performed in order to extract a clearer picture of the organizational change
process within the PSAP and the perceived barriers to the integration of social media into the call-taking and
dispatching standard operating procedures (SOP). Iterative processing of the interview transcripts, produced a rich
description of the perceived barriers to social media integration, which are highlighted below.
RESULTS

First, it must be stated that every participant expressed a sincere passion for providing a beneficial and vital service
to their communities. In fact, despite the challenges discussed nearly all mentioned that even in the midst of
frequent stressful organizational change, it was their drive to help others that ultimately motivated them to endure
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the difficulties. Further, management within the organization indicated that the PSAP had a culture of change
meaning that change is a constant in their environment and individuals are hired with an understanding that they
will experience high levels of change during their tenure. Several interesting themes emerged during data analysis
with respect to an improved organizational technology adoption process as elucidated by the participants.
One of the most obvious themes that emerged, was that the PSAP environment we studied was one of frequent
change. Almost every participant agreed that if there was one thing constant in their work environment, it was the
inevitability of change. Not only does change happen often, it was stated that technological change was the most
frequent.
P12: The phone system, the technology, all of that stuff changes pretty often.
Communication

Despite the commonality of technological change, participants identified communication as an area in need of
improvement. P19 and majority of participants conveyed a strong desire for improved lines of communication
when it comes to organizational change. Even though both management and participants acknowledged that
communication does exist, the perception is that information is propagated but only from leadership down to staff.
Information dissemination concerning change is evidently standard procedure in the organization.
P19: Our meetings are them walking in saying, "Hey this is gonna be happening or they give it to our
supervisors to relay the information and worry about a lot of our questions
Even though communication does exist, participants overwhelmingly noted that the information is relayed
immediately before implementation and is unidirectional in nature lacking the opportunity for them to give feedback
regarding the change.
P3: Communication needs to come into play first. The higher ups need to communicate with us and
allow us the opportunity to communicate with them. They’re constantly telling us, "Hey, feel free
to give us feedback on this. We care." but they never actually listen.
P3 was not alone in revealing a need for communication to be bidirectional whereby information diffusion occurs
from leadership to staff followed by feedback from staff to leadership (Figure 3). Furthermore, the proposed
communication flow model should be cyclical so that staff feedback is potentially incorporated into the change or their
concerns are addressed and additional information form leadership is disseminated. For PSAP environments, this
communication flow might also need to include publishing informative information for the general public, especially
if the change affects how the public requests emergency services, such as via social media, web applications, or text
messaging proposed by NG911.

Figure 3. Change Communication Loop
CoRe Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

723

Reep et al.

Social Media Technology Adoption Process

Figure 3 demonstrates the cyclic nature that call takers and dispatchers desire and it also illustrates the need for
longer lead times to change notification. P16 mentions that changes are communicated closely with the day of
implementation. The proposed change communication workflow would necessitate these longer lead times serving
to ameliorate the negative effects that change can have on an individual.
P16: Personally, I feel like they may give us some notice that "Hey, this might happen. This may be
incorporated in something. This is something that we’re working on." But the main decision we’re
not really told until right before it’s incorporated. "Hey, this is your notice that this is going to be
happening starting this day."
Participation

Another characteristic of OTAP discovered during analysis was participant desire for inclusion in the change process.
First, many participants felt that the change process only peripherally includes them in the process merely through
notification of a change but disregards their skills and expertise.
P4: Now, whether or not we’re incorporated in what’s going on or our opinion is asked, that’s a whole
another story.
When asked how the change process could be improved, P2 mentioned that during the planning stages of change,
they should be included. We found that many other participants echoed P2’s sentiment.
P2: I guess come to us before the change, before they thought about making a change.
P2, when questioned further, states that leadership makes decisions through an analysis of objective numerical data
without participation from those "on the floor" answering phones and dispatching resources for emergency response.
P2: I feel like people make decisions even though they’re not experiencing it from our point of view,
and how it actually gets put into effect, and how it actually works. And I feel as though they rely
a lot on numbers or what they’re seeing, instead of what’s actually going on on the floor, and
taking in the information and the feedback from their employees.
Moreover, P3 stated that when included in the change process, they are much more efficient in light of changes.
When an SOP change is implemented without employee feedback or without their participation, their work is
negatively impacted. Inclusion and participation could help with mitigating the negative impact that changes can
cause.
P2: I know, from a personal experience, when we have a part of, or we have input in the SOP that
makes us be able to follow the SOP because we had an input in how it was supposed to start.
When the SOP is given to us on how we’re supposed to operate, it’s a little difficult knowing that
some of the agencies that we came from, that’s what we came from and now, we’re changing the
way we operate. So it’s a little bit different when somebody’s telling you, "Now I want you to
operate this way," versus you having an input in how you operate.
Training

Beyond communication and participation, participants discussed a desire for training with respect to upcoming
changes. Information diffusion among staff does not feel adequate, especially when the technological landscape of
the PSAP is changing. P11 described an specific incident regarding a change to their standard operating protocol
without the training necessary to be effective. It should be noted that while P11’s sentiment was not widespread, it
highlights the fact that there is the perception that training regarding change is at times insufficient.
P11: And so they were kind of thrown to the wolves with not much training or direction.
Furthermore, P11 continued by expressing the need for training, even on systems that are not directly impacting
each individual.
P11: So I think that heads-up notice and training for any new change and not just training for those
who are doing it.
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Additionally, when pressed further, the participant goes on to describe another particular situation in which a
change was made for the administrative call takers, those not responsible for answering citizen calls to the PSAP
but rather answer calls from various public agencies or non-emergency numbers. The change referenced did not
directly impact the participant but yet it was noted that cross-training would be beneficial for improving situational
awareness among the operators regardless of their primary area of responsibility. Many of the other participants
agreed expressing a need for further training both for those that changes affect and others that might not necessarily
be directly impacted.
DISCUSSION

Our research suggests that though PSAP organizations provide a valuable service to their communities, the very
nature of their work can cause severe stress on the call takers and dispatchers that are on a daily basis subjected to
traumatic situations. Stress, combined with the unsettling perceptions that many have regarding change, has created
an environment that is rife with high turnover rates and understaffing. Responding to individual resistance to change
is an easy point of entry for helping to reduce stress within emergency services staff.
OTAP should be supported with a cyclical change communication flow that begins with management disseminating
information regarding change and staff responding with feedback, resulting in adjustments or further information
releases well advance of the planned implementation date. To achieve this, additional planning for proposed
changes must account for the communication loop to properly close and to allow for participation of staff directly
in the change process. They desire bidirectional communication and inclusion in the process from conception to
implementation. Moreover, potential changes should also provide an opportunity for training for those directly
and indirectly affected by the change. Not only does providing training increase situation awareness among team
members (Endsley 1996) thereby increasing team effectiveness (Endsley 1996), it explicitly addresses participant
desire for training. It is understood, of course, that further study is necessary to replicate and validate these
recommendations.
CONCLUSION

While it is necessary and appropriate to continue evaluating tools, techniques, and value offered by social media
and other technological advancements, researchers must not be quick to dismiss the impact that our findings could
have on those working within PSAP environments. It was mentioned several times that employees felt that they
were not adequately involved in the initial planning stages of change implementation and felt disconnected from
the entire process. Consequently, many of study participants expressed concern that those responsible for the
implementation may not fully understand the environment and therefore additional stress may result. Addressing
operators’ concerns should be a high priority both from a research perspective and one from within the PSAP
organizations. It is therefore recommended that participatory design methodologies be used with individuals whose
job it will be to interact either with the social media tools provided or with the data curated from such environments.
A reoccurring theme expressed by nearly every participant was their passion for providing a service which benefits
their community and those living around them. Many of the operators discussed the high stress that they experience
as a result of their daily work activities and the amount of change that occurs in their environment, and yet it is their
passion to help others that gives them the strength to persevere.
Limitations and Future Work

We are aware that the current study had some limitations that must be acknowledged. First, since the research was
performed at a single site, generalizing the results to other PSAPs or environments may not be beneficial. Given our
research partnership with the PSAP, the environment was one of convenience and accessibility. Traditionally, PSAPs
are sensitive and secure which presents a challenge for researchers attempting to gain access. However, the research
is the first step to be followed-up with further study in the future. Our next step is to establish partnerships with
other PSAPs in order to expand the study beyond a single case study with hopes of providing more generalizable
results across the emergency and crisis response domain.
Furthermore, working with a single site restricts the participant pool, which could limit the usefulness of statistical
analyses. While this was not a problem necessarily for this qualitative study, it does put limitations on the research
methods available. Expanding to additional sites could alleviate this problem, or eliminate it entirely.
Additionally, as a follow-up to this initial study we would like to investigate a means of evaluating OTAP presented
herein. Despite the constant change call takers and dispatchers frequently endure, our research is aimed at supporting
a more enjoyable work environment. To that end, we currently have another study scheduled to begin in the first
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quarter of 2020 to utilize training to address some of the recommendations we discovered during the current study.
Upon completion of the second phase of research, we plan to implement this multi-phase approach at other PSAPs
across the United States and perhaps beyond in an effort to replicate and validate our preliminary findings.
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ABSTRACT

We report on the design, development, and evaluation of a user labeling framework for social media monitoring
by emergency responders. By labeling Twitter user accounts based on behavior and content, this novel approach
identifies tweets from accounts belonging to Individuals generating Personalized content and captures information
that might otherwise be missed. We evaluate the framework using training data from the 2018 Camp, Woolsey,
and Hill fires. Approximately 30% of the Individual-Personalized tweets contain first-hand information, providing
a rich stream of content for social media monitoring. Because it can quickly eliminate most redundant tweets, this
framework could be a critical first step in an end-to-end information extraction pipeline. It may also generalize
more easily for new disaster events since it relies on general user account attributes rather than tweet content. We
conclude with next steps for refining and evaluating our framework in near real-time during a disaster response.
Keywords

Crisis Informatics, Social Media, Emergency Management, Situational Awareness.
INTRODUCTION

Social media have expanded options for communication and information sharing in disaster and crisis events (AlAkkad and Zimmermann 2012; Palen and Hughes 2018; Reuter et al. 2018). In particular, emergency managers
have found social media useful to communicate and interact with members of the public about disaster events
(Denef et al. 2013; Hughes et al. 2014; Hughes and Palen 2012; Latonero and Shklovski 2011; Sutton et al. 2014)
and to monitor for information that can contribute to situational awareness during an event (Goentzel et al. 2015;
Vieweg et al. 2010).
Despite the value of social media, adoption by emergency managers has lagged behind public adoption (Palen
and Hughes 2018) because of the many challenges integrating these informal communication channels into formal
emergency response (Hughes and Palen 2012; Plotnick and Hiltz 2016). Emergency managers often do not have
enough resources, training, support from management, or sufficient tools to use social media effectively (Briones
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et al. 2011; Hughes and Palen 2012; Plotnick and Hiltz 2016; Sutton 2009). Also, one of the biggest problems is
the challenge of sifting through massive volumes of social media data to find information that is relevant and
useful to emergency response (Hiltz et al. 2020; Imran et al. 2015; Palen and Hughes 2018).
To meet this challenge, a focus of much crisis informatics research (Palen et al. 2009), and the focus of this study,
is to extract useful and actionable insights for emergency management from the deluge of social media data
available during a crisis event (Imran et al. 2015; Purohit et al. 2018; Zade et al. 2018). Managing and maintaining
awareness of social media communication can be a daunting task and emergency managers are frequently
concerned about missing important information (Hughes and Palen 2012; Peterson 2015; Plotnick and Hiltz 2016).
In this study, we address these concerns about missing information with the iterative design and evaluation of a
user labeling framework for identifying important social media content from individuals that are local to a disaster
event. Content from local individuals is often highly-relevant and contains specific localized information that
cannot be obtained from other sources (Bruns and Burgess 2012; Kogan et al. 2015; Starbird et al. 2010; Starbird
and Palen 2012).This research begins with the 2014 Carlton Complex Wildfire in Eastern Washington State where
emergency managers wanted to understand what information they were missing in social media—information that
they did not already know. This led us to design a framework for manually filtering noise in social media and
capturing a dataset rich in individual and local content. When filtering, this individual-local content was the most
useful to emergency responders during this event. The framework for identifying individual-local content was
then used to build a machine learning classifier to automate the process for use in near real-time. This paper
describes the experiences and concepts that led to the development of the classifier and the user labeling
framework for the training data. Finally, we demonstrate how this framework can constrain content to quickly
identify first-hand information coming from local individuals in a disaster using data from the 2018 Camp,
Woolsey, and Hill Wildfires in California.
BACKGROUND
Machine Learning for Analyzing Twitter Data in Disaster

Using machine learning to identify Twitter user types for emergency social media monitoring is an under explored
area. Prior research has shown that there are key differences in user profile and behavior patterns that can be used
to differentiate between accounts belonging to organizations, organizationally affiliated individuals, and
unaffiliated individuals in real-time (Purohit and Chan 2017). Additionally, we know that crowd behavior
combined with Twitter profile information can act as a collaborative filter for identifying on-the-ground Twitterers
during crises (Starbird and Palen 2012). This research expands upon these efforts by exploring how identifying
which Twitter users are contributing personalized content could provide a content rich social media monitoring
stream for emergency response.
In contrast, machine learning techniques for analyzing and extracting response-relevant information from
individual tweets has been an active area of research for nearly a decade (Imran et al. 2015). For example, Oleantu
et al (2015) used machine learning to compare the distribution of content sources and information types across
both natural hazards and human-induced disasters. Based on this analysis, they concluded that if the goal is to
extract information not present in mainstream media, other internet sources, or provided by outsiders unaffected
by the crisis, then roughly 80% of content would need to be filtered out (Olteanu et al. 2015). Creating
generalizable tweet level methods to find the remaining high-value 20% of content is a steep challenge. This study
proposes that filtering sources at the Twitter user level prior to and in combination with tweet level techniques is
a powerful strategy for identifying information that could otherwise be missed by emergency responders.
Initial Motivation & Development of the Framework

The concepts described in this paper were developed over the course of the first author’s involvement working
with the Virtual Operational Support Team (VOST) community starting in 2011 with a study of an early
implementation of a VOST (St. Denis et al. 2012) and evolving through participation in over twenty-five VOST
activations, totaling hundreds of hours of experience in social media monitoring support (St. Denis 2015). A
VOST is a team of trusted volunteers that assist emergency responders with tasks that can be performed remotely
online. Several researchers have studied VOSTs and how they operate and coordinate to provide essential
information in support of the official response team (Fathi et al. 2019; van Gorp 2014; Hughes and Tapia 2015;
St. Denis et al. 2012). The first author worked alongside members of the VOST community to identify and report
response-relevant information back to disaster management teams on the ground. In 2014, they began
downloading Twitter data from the University of Colorado Project EPIC data collection server during crisis events
at the end of the day when tweet volumes began to taper off. They developed methods for wrangling and
summarizing trends for the current day and across the incident that could be used by the teams on the ground for
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daily reporting and eventually fold into the VOST final report. These reports were considered useful, but it was
later observed that the reports primarily added detail to what was already known.
The idea that led to the development of the classifier emerged following the lead author’s participation in the
response for the 2014 Carlton Complex Wildfire in Eastern Washington State. The Carlton Complex was a highly
destructive wildfire that grew by over 100,000 acres overnight, destroying 353 homes in the rural communities of
Pateros and Brewster (Lacitis and Mannix 2014). There were many communication challenges during the fire and
resources were limited. In the after-action-review for the fire, a comment made by the lead public information
officer motivated the current research: “In the thick of it, [...] what I really want to know is what I don’t know.”
This comment echoed a concern voiced repeatedly by emergency managers and motivated the use of VOSTs in
the first place. But, as the complexity of information grows, VOSTs may not be enough or may not be available
in all instances (Plotnick and Hiltz 2016). Without better tools and techniques, it may be nearly impossible for
emergency responders and local communities to keep pace with what is happening and prevent critical information
from slipping through the cracks (Hiltz et al. 2020).
Following the post-fire meeting with the public information team for the Carlton Complex Wildfire, the lead
author used the Twitter data collected during the fire for an experiment. The collection terms for the fire included
variations of the fire name (Carlton Complex, Carlton Wildfire, #CarltonComplex, #CarltonComplexWildfire,
#CarltonWildfire) and the names of the towns under evacuation (Pateros, Twisp, Winthrop). During the fire as
new tweets were downloaded, the most frequently occurring accounts and sources for online content embedded
in the tweets were manually labeled based on their role in the disaster (e.g., media, emergency response,
individual–local). This labeled dataset was later used to implement a filter, removing content from accounts
unlikely to contain new information. The intuition was that the social media stream in a disaster is dominated by
identifiable sources that can safely be filtered out or removed. These sources include mainstream media, official
emergency response, and other organizations involved in the response. Any tweet that comes from one of these
known sources or has content from one of these sources is unlikely to contain new information that the emergency
response team did not already know. After excluding tweets from emergency response, mainstream media, news
aggregators, official public sector organizations, and known spam accounts, as well as any tweets with links to
content from these sources, the Carlton dataset was re-examined. The results were surprising in two ways. First,
the filter reduced the overall volume of tweets by over 80%. To put this in perspective, on July 18th, 2014 when
social media traffic was at its peak, there were a total of 4,033 tweets with a filtered dataset of 755 tweets (Figure
1). The peak occurred between 9 and 10 am, reducing the volume from 349 tweets to just 68 tweets. Second, once
the noise was removed, local content was easily identified and a much clearer picture of what was happening at
the community level emerged. Identifying this local content is typically a primary focus of VOST social media
monitoring work. Non-critical information is logged as general situational awareness and incorporated into
periodic updates and any critical, response-relevant information is communicated directly to the incident
management team according to formal protocols (St. Denis 2015; St. Denis et al. 2012).
Based on these preliminary results, a more
systematic study was repeated. A new unlabeled copy of the dataset was downloaded
from the data collection server and bounded
300
to a ten-day period starting on 3pm July
17th, 2014 through 3pm July 27th,
200
Filtered
capturing the most active phase of the fire.
The shortened links for all embedded
Unfiltered
100
content were expanded and the domain field
was extracted for each link (e.g. cnn.com).
0
The dataset contained 21,416 tweets, 6,606
accounts, and 590 URL domains. Any
account or domain that appeared at least ten
times (average of once a day) was manually
Figure 1: Filtered Versus Unfiltered Tweets from July 18th, 2014
assigned a label. The data was processed in
(Peak Volume)
daily batches and calculations were done to
see what percentage of tweets were filtered
out using the filtering logic described above. A total of 353 Twitter accounts and 182 URL domains were assigned
a label. Results were consistent with the initial experiment with 82% of the tweets filtered overall and 86% filtered
during the heaviest volume days of the fire. The final Filtered Dataset contained 3,873 tweets.
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To evaluate these results, we randomly selected 1000 tweets from the Filtered Dataset and 1000 tweets from the
remaining tweets (excluding retweets). We performed a content analysis on the Filtered Dataset consistent with
the one described below in the methods section of this paper. None of the remaining tweets contained personal
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status or response-relevant information. This filtering technique was trialed the following summer across three
VOST activations on the 2015 Wolverine Wildfire, the 2015 Chelan Complex Wildfire, and the 2015 Kettle
Complex Wildfire in Eastern Washington State. Filtering results were consistent across each of these trials. Full
details are discussed in prior work (St. Denis 2015).
Translating the Filtering Framework into a Machine Learning Classifier

These results were promising, but they are only relevant for emergency response if achieved in near real-time.
The Carlton study and 2015 trials became the basis for the design of a machine learning classifier that we have
been working on at the University of Colorado, Earth Lab. Based on our analysis of the Filtered Datasets from
these fires, the tweets that were the most informative in the moment were those coming from individuals on the
ground sharing their perspective through the personalized content of their tweet. It is this information that provides
a clearer picture to the emergency response team of what is happening within communities impacted by a hazard
and how they are responding. The ability to identify this information quickly during the acute phase of a hazard
response could prevent critical information such as details about an emergent hazard or life-safety situation from
slipping through the cracks – the critical “what I don’t know” from above. But more generally, at all phases of
response, these tweets make the community conversation visible and highlight the needs and issues that are an
important part of supporting communities impacted by disaster.
Our current account classifier predicts account classifications with approximately 90% accuracy, particularly for
content generated by accounts in the Individual-Personalized category (Diaz et al. 2020) - where we hypothesize
the majority of new information emerges during a disaster or crisis event. The classifier ingests profile pictures,
the user’s recent history (most recent 200 tweets), profile information, and behavioral statistics (Diaz et al. 2020).
Examples of behavioral statistics include calculations such as the average number of tweets per day, percentage
of tweets that are retweets, and the regularity of spacing between tweets. The classifier combines multiple forms
of neural networks: convolutional for image data, bi-directional LSTM for language processing, and feed-forward
for numeric values. These network outputs are then combined via learnable weights to make predictions about
account classifications. In the simplified diagram below (Figure 2) the profile picture and potentially other image
data is fed through a convolutional neural network. In parallel, the text from the tweet and user account flows
through a bi-directional LSTM. Numeric values flow through the feed-forward network where outputs are
combined and used to predict the Account Role (Table 3).

Figure 2: Overview of the Classifier

Given the strong predictive capability of the classifier, we were ready to evaluate the potential applications of the
classifier to large-scale events and the implications for future work. The training data from the 2018 Camp,
Woolsey, and Hill fires offered a rare opportunity to explore that–which is the focus of the work presented in this
paper.
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METHODS

To evaluate our user labeling framework, we us a Twitter dataset from a critical period during the 2018 Camp,
Woolsey, and Hill fires in California. These tweets provide an opportunity to evaluate what sort of content and
patterns of information we are likely to find in similar circumstances. In addition, there is an opportunity to use
insights from the data to guide the next stages of development and collaboration with stakeholders.
On November 8, 2018 strong winds and adverse conditions across the state of California resulted in the ignition
and growth of multiple large, destructive wildfires, including the Camp Fire in Northern California, and the
Woolsey Fire and Hill Fire near Los Angeles. The Camp Fire was the costliest and deadliest fire in California
state history destroying over 18,500 structures (Smith 2019) and resulting in 85 fatalities. The Woolsey Fire
destroyed 1,643 structures and resulted in 3 fatalities1. The Hill Fire burned in the vicinity of the Woolsey Fire
but was contained relatively quickly at 4,532 acres destroying 4 structures2. The Woolsey Fire was contained on
November 21, 2018 and the Camp Fire was contained on November 25, 2018. Search terms used to collect data
from the Twitter Streaming API are summarized in Table 1.
Table 1: Terms Used to Collect Twitter Data for Wildfires of Study

Fire Name

Terms

Camp Fire

Camp fire, #campfire, concow, magalia, butte county fire,

Woolsey Fire

Woolsey fire, #woolseywildfire, wolsey fire, malibu fire

Hill Fire

Hill fire, #hillfire, Griffith Park fire, thousand oaks fire

General

Los angeles fire, california wildfire(s), ca wildfire(s), california fire(s), california fire(s),
ca fire(s), california fire(s) smoke, CA fire(s) smoke,
#californiafires, #cafires, #cawildfires, #californiawildfires,

The dataset collected from November 8 through November 25, 2018 contains 1,780,929 tweets, 289,006 original
tweets (non-retweets) and 736,617 Twitter accounts. From this data collection, we selected 5,000 user accounts
with at least one original tweet (non-retweet) during the peak growth of the fires (November 8th to November 11th)
as an initial target number of records to add to the training data. The first author manually inspected and labeled
2,261 of these accounts as training data for the classifier.
Coding of Training Data

The coding scheme for accounts has gone through multiple iterations and continues to evolve as we develop the
classifier. Currently, we use two labels for each account: type and role. The first (type) describes whether the
account owner appears to be an individual, an organization, or an automated feed. The second (role) organizes
accounts by communication role or behavior in disaster (see Table 3). Each account has been inspected and coded
manually by the first author and coded across multiple dimensions of behavior. The machine learning classifier
assigns both of these labels during inference.
The Account Type and Role classifications are based on information reported in the user profile and recent tweet
history. The two classifications are coded in parallel. For example, a news reporter would have a combined
classification of Individual – Media and the local office of emergency management would be classified as
Organization – Emergency Management.
Table 2: Account Type Classifications and Descriptions

1
2

Account Type Classification

Description

Organizaton

The account represents some sort of organizational entity such as a
business or non-profit

Individual

The account appears to belong to an individual

Feedbased

The account and its content appears to be populated by some sort of
automated feed such (e.g. Weather warning bots)

https://www.fire.lacounty.gov/woolsey-fire-incident/
https://wildfiretoday.com/tag/hill-fire/
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Twitter accounts not affiliated with emergency response, government, or media were then filtered based on their
level of personalization. They were given either the label Personalized or Redistribution based on recent tweet
history. Recent histories were used primarily because this was the data that was available to us at the time of the
analysis. Our hypothesis was that an account with evidence of personalized content is much more likely to
contribute personalized content in a disaster than one that does not, regardless of timing. Using recent tweets
rather than those from the disaster event also tests the generalizability of our classification: if personalized
content-generating accounts can be identified by their tweet patterns outside of the disaster, they can be quickly
labeled at the onset of a disaster based on their prior tweets. For Personalized accounts we looked for indictors
such as personal photos, status updates, expression of opinions, and conversational interactions with others
within the recent stream. In general, these accounts have lower volumes of content, but not always.
Redistribution accounts have high levels of what Starbird et al (2010) describe as derivative content -information that is reposted or gives pointers to information available elsewhere with no evidence of personally
crafted content.
Table 3: Account Role Classifications and Descriptions

Role Classification

Description

Emergency Management

Emergency response organizations, emergency response personnel, and
individuals with emergency response expertise

Public Sector

Organizations and individuals in the public sector with an official role
related to the disaster (e.g. Forest Service, Mayor, Utilities, Weather
Service)

Media

Mainstream media outlets and media personnel

Redistribution

General public accounts that primarily pass along information from
secondary sources (e.g. retweet media, official information or special
interest content)

Personalized

General public accounts owned and managed by individuals with evidence
of individualized content

Motivation for Analysis/Research Goals

The labels assigned to the training dataset and the resulting set of tweets extracted from the 2018 Camp, Woolsey,
and Hill fires provide a unique opportunity for analysis. The labels segment the tweets into clearly defined
participant categories. Leveraging the results of prior research (St. Denis et al. 2014), we filter out content from
emergency management, the public sector, and media sources and focus our analysis on the two remaining
categories that capture public social media communications: Individual-Personalized and Redistribution.
We hypothesize that the richest source of first-hand reporting and new information come from the IndividualPersonalized sample, but we are also interested in understanding the subtle differences between the two samples
that could help us guide the next steps in the design of the classifier as we refine Twitter user classification and
identifying opportunities for refining search results at the tweet level. We were also interested in evaluating the
timing and strategy for involving emergency response community in the design process.
Sampling Methods & Datasets

Starting with the 2,261 labeled accounts from the 2018 Camp, Woolsey, and Hill fires dataset, we selected all
original (non-retweet) tweets for these accounts from the data collected. This resulted in a dataset of 3,741 tweets
combining user account data and tweet information for each tweet. We then selected 1000 tweets from accounts
labeled as Individual-Personalized, hereafter referred to as the Individual-Personalized sample. Next, we selected
608 tweets from accounts labeled as Redistribution, because that was all that was available in the dataset
(combining the predictors Individual, Organization and Feed-based). This dataset is the Redistribution sample.
These datasets gave us two sets of tweets (one from Individual-Personalized accounts and the other from
Redistribution accounts) to compare against each other based on content.
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Tweet Content Coding

Each tweet in the sample was coded based on three dimensions: tweet content, audience (local/general), and
content source (first-hand versus secondary). The tweet content category (
Table 4) describes the overall purpose of the tweet and its content. Is the author looking for specific information

(Information Seeking) or providing new information about the hazard such as a photo of the fire from their home
(Information Sharing)?
Table 4: Tweet Content Coding Categories

Content Category

Description

Known Sources

Tweet contains embedded content from official organizations, mainstream media outlets,
news feeds, or accounts identified as spam.
Example: Westworld’ Location at Paramount Ranch Burns Down <link> via @variety

Reaction/Support

Content of tweet is primarily an emotional response to events, expression or offer of
emotional support to those impacted, or gratitude for emergency response efforts.
!
Example: my heart breaks for california right now.
#campfire #woolseyfire

Information Sharing

Tweet content provides information about an individual or hazard without having a link to
an official source or media coverage. The text of the tweet can contain information from
Known Sources above, but tweet content is selected and crafted by the Twitter user. We
divided information sharing into the following sub-categories: hazard status, personal
status, family status, infrastructure status, photo share, video share, or smoke/particulate
Example: Agoura Rd. South of 101 #Calabasas - apartment on fire #WoolseyFire

Information Seeking

Author of tweet looking for specific information related to the hazard or response.
Example: Does anyone know if point dume club is still there #MalibuFire #pointdume
#WoolseyFire

Community
Response/
Organizing

Any form of community organization or response including fundraising, donations,
evacuation assistance, temporary shelter, animal welfare, or sharing of related information.
We included missing persons in this category because it became a large-scale digital
community effort during this fire.
Example: I can take in critters (rabbits, guinea pigs, hamsters, etc) for folks having to
evacuate.
#WoolseyFire #BrushFire #malibu #GriffithParkFire #wildfires
#CaliforniaFire. Feel free to share.

The tweet audience category (Table 5) differentiates between content that is specific to the local population or
content that applies to a more generalized audience. For example, information about evacuation shelters or
alternate help lines are both local whereas a view of the fire from space is for a more general audience.
Table 5: Tweet Audience Coding Categories

Audience Category

Description

Local/Personalized

Content that provides information about what is happening at the community level or to
individuals impacted by the hazard.
Example: All the Malibu cams seem to be down, but Santa Monica pier is panning
#WoolseyFire…

General

General information about the hazard including statistics and general outlook. This
category also includes information that quickly becomes common knowledge such as
photos/videos that have gone viral or information that doesn’t contain local information
such as a satellite view of the fire from space.
Example: 250,000 people evacuated due to #CaliforniaFires. Let that sink in…
#WoolseyFire #CampFire

We added the content source category (
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Table 6) to differentiate between content generated by a Twitter user and content gathered and shared from a

secondary source. For example, a personal photo contributes first-hand information to the local picture whereas
sharing information from a police scanner reinforces known information. This was not done in the original study,
but we added this based on a comparison of content across the two samples. We were interested in seeing if
Individual-Personalized accounts were more likely to share first-hand information than Redistribution accounts.
Table 6: Tweet Content Source Coding Categories

Content Source

Description

First-hand

Based on the author’s personal experience or directly known by the author.
Example: Here's a view of the fire from my neighborhood. The fire has now made it's way
over the hill from Ventura county into Los Angeles. <photo>

Secondary

Information gathered by the author and synthesized into tweet.
Example: @xxxx My best friend sent me this . He’s the yellow pin (already evacuated) but
said there was fire at Malibu canyon apts …

RESULTS

We first compared the Individual-Personalized account tweet sample with the Redistribution sample, and found
that the Individual-Personalized sample appears to contain more individualized content. In Figure 3, close to 30%
of the tweets contained some form of first-hand information compared to only 6% in the Redistribution sample.
There were also more than twice as many Reaction/Support tweets in the Individual-Personalized sample (31%
vs 14%). Although these tweets don’t typically contribute to situational awareness (and thus may not be of interest
to emergency responders), they indicate a personal, emotional response.
We can also see a difference when comparing information sharing patterns. Although Known Sources and
Information Sharing categories both capture a form of information sharing, Known Sources tweets are more
generic, often just copying the media headline or updating as tweet text. These tweets are generally safe to filter
out. The broader Information Sharing category captures the different ways that people use social media to share
information from a variety of sources, including personal references to produce some form of personalized content
to share. Information Sharing was the primary content category in the Individual-Personalized sample, comprising
just over a third of the tweets with Known Sources accounting for only 17%. In contrast, the primary content
category in the Redistribution sample was Known Sources at 44%, with Information Sharing tweets still
accounting for a quarter of the sample. The Information Seeking category is small, but it was four times larger in
the Individual-Personalized sample (4%), indicating a stronger personal signal. Interestingly, the Community
Response category was almost identical in makeup across both samples. We will discuss this in a later section.

Figure 3: Comparison of Content Categories & Proportion of First-hand Content

Looking at the audience labels, the Redistribution sample tended slightly more towards general audience content
(57%) whereas the Individual-Personalized sample was evenly split between general audience and localized
content (see
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). General audience content was found primarily in Reaction/Support and Known Sources. The large volume of
general audience content may reflect the broad reach of this catastrophic event.

Figure 4: Audience Distribution
Information Sharing Analysis

In Figure 5, the most common Information Sharing Category in the Individual-Personalized sample were photos
and videos (32%), followed closely by sharing of hazard information (29%) and personal or family status updates
(23%). First-hand sources dominated all categories except for Hazard Status/Information where it is roughly
evenly split. Over half of the messages in the Redistribution sample were hazard updates and sharing of basic
hazard information with less than a third (30%) from first-hand sources. Photos and videos also accounted for
almost a quarter (24%) of the Information Sharing tweets, but typically from secondary sources. One particular
video from the fires showed up repeatedly among these tweets. These results validate the differences between the
two populations of users. Accounts in the Individual-Personalized sample generated and shared more first-hand
information than the Redistribution sample. The Redistribution sample shared more generalized status information
and was less personalized.

Figure 5: Information Sharing Sub-Categories

Accounts that distribute information appear in every data collection. Some appear commonly across events and
become relied upon sources of information within communities (Starbird et al. 2010; Sutton 2010). One example
within our sample was @VCscanner, an account that gathered information from multiple sources including
emergency response feeds, and provided a stream of concise updates for the local community. There were 32
tweets from this account in the Redistribution sample, plus another 18 from @CAFireScanner (an account that
was used temporarily when Twitter suspended @VCscanner). This was the highest number of tweets from a single
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source in our sample. We found a total of 27 tweets in our sample endorsing the critical value of information
provided by this account, relaying new information, or asking for specific updates (see sample below). Six of
these were from people reacting strongly when the @VCscanner was suspended temporarily by Twitter bot
detection algorithms during the fires.
Updates from @VCscanner:
#WoolseyFire: Outbuildings are now on fire on the Pepperdine campus.
#WoolseyFire: Trancas Canyon Road is about to be heavily impacted.
Public examples supporting @VCScanner:
@Twitter you need to not block the services of @VCscanner he is providing all fire areas with up to the
minute info that could be the difference between life and death! #Woolseyfire #hillfire

"#

❤
We're hanging in there & staying strong. #VenturaCounty is my
%
THANK YOU @VCscanner for your INCREDIBLE reporting!!
#WoolseyFire #HillFire
#CaliforniaFires&' <link>

Actionable information and response-relevant content is rare, even in large samples and so only very general
observations can be made. We categorized a total of 13 tweets as potential life safety situations. Five were possible
first-hand reports and all of these were from the Individual-Personalized accounts. Another 13 tweets (10 from
the Individual-Personalized sample, 3 from the Redistribution sample) were categorized as misinformation/rumor,
primarily speculating that the cause of the wildfires was arson. One tweet contained a video promoting a theory
that the Woolsey fire was caused by the intentional detonation of explosives. There were significantly more tweets
identified as criticism in the Individual-Personalized sample compared to the Redistribution sample (17 tweets
versus 3 tweets). Most were critical of or corrected misinformation in mainstream media, but there were several
criticizing the handling of traffic congestion when evacuating Malibu and the delayed restoration of power. A
large volume of missing persons information circulated on Twitter during the fires. We will discuss this in more
detail in the next section.
Community Response

Community response content was almost identical across both the Individual-Personalized and Redistribution
samples. One factor that may have unified communications across these two samples is the use of hashtags related
to the actor James Woods. On November 8th, 2018, James Woods offered to retweet all pertinent information
related to missing persons for all tweets with variations of the hashtag #CampFireJamesWoods to his over two
million followers (Waqas and Imran 2019). We found a total of forty missing persons reports across both samples.
Only three of these (in the Individual-Personalized sample) came directly from the family members themselves.
The others were examples of people identifying missing persons reports and creating new content with the James
Woods hashtags. There were 106 tweets containing combinations of #CampFireJamesWoods,
#SoCalFiresJamesWoods, and related hashtags across the two samples. It was used most commonly for missing
persons, but it was also frequently used to extend visibility to information related to large animal evacuation and
lost pets. There was a noticeable amount of noise in the Redistribution sample indicating either misunderstanding
or mis-use by some of these accounts. Interestingly, when we queried the entire event data collection containing
1,780,929 tweets, we found 55,153 tweets contained variations of the James Woods hashtags indicating the reach
of this simple idea and the collective motivation to distribute critical information in times of crisis.
First-hand Information and Social Media Monitoring Work

Personalized content and first-hand information shared by those affected by a disaster contribute to a richer
understanding of how community members are directly impacted by a disaster. The ability to keep pace with these
communications and prevent critical pieces of information from slipping through the cracks is a primary
motivation behind using a VOST (Fathi et al. 2019; St. Denis 2015; St. Denis et al. 2012). But in fast-paced events,
even with the support of a VOST or dedicated social media monitoring team, sifting through the noise is a daunting
task.
VOST members monitor for new information, particularly from those affected by a disaster, that potentially
requires immediate attention, contributes to situational awareness, or informs public information work in some
way (Fathi et al. 2019; Hughes and Tapia 2015; St. Denis 2015; St. Denis et al. 2012). Life-safety situations,
misinformation, rumor, and local community criticism are examples of critical content that is brought to the direct
attention of someone on the incident team. Across large-scale disasters, members of the public use social media
to issue calls for help (Hughes et al. 2014; Peterson et al. 2019). Within the Individual-Personalized sample we
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found 13 potential life-safety reports. Some are likely copied from police scanners, but mixed in with this are
accounts from people who need assistance or know of someone who does as indicated in the following tweet:
My mom is stuck in Malibu with no power or cellphone in a wheelchair and this photo is freaking me
out. I can’t get in to help. #Malibu #WoolseyFire
General social media monitoring results are shared and discussed in the chat. Relevant information such as
questions, community issues, or concerns get folded into summary reports for the incident teams. The type of
content logged often depends on objectives set by the incident team and may shift as circumstances evolve. Some
questions or comments identified through social media monitoring highlight potential information gaps either in
emergency messaging or media coverage as illustrated in following tweets:
Anybody have an info on Camarillo Springs? Is it open yet?
@VCFD @CityofCamarillo #camarillosprings #hillfire
The fire spread to the park in my neighborhood, and all I can find is coverage of the houses in Malibu
on TV. Anyone with videos or photos of three springs, please share! <photo>
Many social media posts document the hazard from a variety of perspectives and provide a more personalized
picture of how members of the community are impacted and how they are responding.
Nathan just sent me this photo from our backyard... Praying it doesn’t get closer. Malibu is on fire now
! <photo>
and it’s getting worse around us
This morning, most of us awoke to no power. In my case, my son woke me up at 5:45 am, to show me
the TV news reports on how the #WoolseyFire had grown.
Collectively, this information chronicles the impact on the community and the types of support they may need in
the moment or moving forward. In wide-spread hazards, these reports may be critical for identifying the extent of
damage and filling in important information gaps for the response team.
DISCUSSION & CONCLUSION

The ability to organize emergency-related social media content within a meaningful framework is a powerful idea,
offering the potential to reduce noise and make sense of what is happening in new ways. If this can be
accomplished in near real-time, this information could be used by emergency response and communities impacted
by disaster to build a more complete picture. Our classifier performs an important function by narrowing the tweet
flow to the Twitter accounts most likely to be contributing the type of first-hand, personalized content desired by
emergency social media monitoring teams - creating a content-rich stream of information that can be filtered and
organized in different ways. Based on this first cut, other proven techniques can then be used to further filter
content at the tweet level. Moving forward we will continue to refine our knowledge of this information space,
the classifier, and related tools in collaboration with the emergency response community across events.
From a research perspective, filtering noise and identifying content across events enables us to see how differing
social and physical characteristics of a hazard (like wildfire) shape societal response, and provide the potential to
understand how community response to a disaster events happens in the digital age. These are important gaps in
the current knowledge, and filling them could help inform the design and development of tools.
This paper focused on a comparison between the training data for Individual-Personalized accounts and the
classifier category we called Redistribution. This binary segmentation of the data was necessary in the initial
phase of the classifier development while the training dataset was small and we were developing our classification
strategy. The results from this analysis have helped us to refine the training data for the next phase of classifier
development where we are looking at metrics to further refine the training data to identify accounts within the
Redistribution class that are more likely to capture and distribute relevant information. This is being applied to a
new set of training data collected during the 2019 California Wildfires and will extend this research.
The classifier was designed based on knowledge of and experience of public information work, but this work has
also highlighted challenges faced by communities impacted by a disaster. In large-scale widespread disasters,
mainstream media may focus on dramatic information rather than the details that help community members piece
together a clear local picture (St. Denis et al. 2014). The ideas presented in this paper and development of the
automated classifier may be equally valuable as a social media monitoring tool for communities in addition to
official response teams.
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Our analysis of the two samples from the 2018 Camp, Woolsey, and Hill fires training datasets demonstrate that
correct identification of Individual-Personalized accounts could capture a large portion of first-hand reporting.
Further refinement within the Redistribution class may help us identify accounts that are actively involved and
applying methods at the tweet level will help us further refine our results.
Now that the account classifier accurately identifies Individual-Personalized accounts (~90%) (Diaz et al. 2020),
we are working on a prototype to collect, pre-process and run tweets through the classifier in near real-time so
that we can evaluate potential application for emergency response. The goal would be to trial this with non-critical
personnel in support of an incident response either using a virtual operational support team (VOST) or similar
model (Hughes and Tapia 2015; St. Denis et al. 2012). The benefit is that we can both evaluate the effectiveness
of the filtered content sooner, while potentially providing valuable information to an emergency response team.
Additionally, we can capture valuable information from emergency responders about the data that can be used to
refine the classifier through use across these trials.
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ABSTRACT

The ubiquity of mobile internet-enabled devices combined with wide-spread social media use during emergencies
is posing new challenges for response personnel. In particular, service operators are now expected to monitor these
online channels to extract actionable insights and answer questions from the public. A lack of adequate tools makes
this monitoring impractical at the scale of many emergencies. The TREC Incident Streams (TREC-IS) track drives
research into solving this technology gap by bringing together academia and industry to develop techniques for
extracting actionable insights from social media streams during emergencies. This paper covers the second year of
TREC-IS, hosted in 2019 with two editions, 2019-A and 2019-B, contributing 12 new events and approximately
20,000 new tweets across 25 information categories, with 15 research groups participating across the world. This
paper provides an overview of these new editions, actionable insights from data labelling, and the automated
techniques employed by participant systems that appear most effective.
Keywords

Emergency Management, Crisis Informatics, Real-time, Twitter, Categorization.
INTRODUCTION

Emergency services’ ability to respond effectively is highly dependent on their ability to obtain actionable information
about the on-the-ground situation. Traditionally, this collection is accomplished via either communication with
the public through call-centres or through reports by first responders (FEMA 2011). Wide-spread adoption of
smart phones and online networking platforms like Twitter (particularly by the younger generation) has made social
media an increasingly common communication channel during emergencies (Castillo 2016). Indeed, given the
notional tweet stream about an emergency, like a wildfire, we can imagine a range of information types that might
be shared during the incident. While the majority of tweets in such a stream likely express sentiment, solidarity, and
wishes to help from around the world (Olteanu, Vieweg, et al. 2015), more valuable content captures reports from
news services and government officials that contain useful information for people in the incident area. Meanwhile,
the most actionable information in these streams is contained within the small number of tweets by people in the
affected region who are reporting first-hand about on-the-ground conditions and immediate safety and health needs.
This shift toward social media has been noted by emergency and civil protection services, who are increasingly
searching for effective means to monitor these channels, use them to answer questions, respond to aid requests
corresponding author
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and more (FEMA 2013). Monitoring these channels, however, is a challenging task given the high volumes of
information posted in contrast to the relatively small proportion of actionable information (McCreadie et al. 2019).
Hence, a clear need exists for tools to assist response officers in tackling the deluge of social media content.
Researchers have invested significant effort into this task, each addressing different stakeholder needs. Some
of these works have also resulted in experimental platforms such as AIDR (Imran, Castillo, et al. 2014),
CrisisTracker (Rogstadius et al. 2013), Twitcident (Abel et al. 2012) and EPIC Analyse (Barrenechea et al. 2015),
among others. Despite these efforts, technological solutions have not seen wide-spread adoption by response
services, with commonly cited reasons including data quality (Hiltz et al. 2014), limited trained staff (Plotnick
et al. 2015), resistance to social media as a primary communication channel (Tapia et al. 2013), and difficulties in
integrating social media with current organizational policy/procedures (Reuter, Heger, et al. 2013). Indeed, Reuter,
Backfried, et al. 2018 concluded in their study of ISCRAM papers that such research efforts have only made “a
relatively small contribution to actual technology and industry”.
The research community is poorly positioned to tackle institutional or staffing issues, but questions over data quality
are soluble given sufficient evidence. We argue that by placing more effort into standardizing task definitions,
metrics and datasets, then quantifying the value of automated solutions should be feasible. To this end, in 2018
we founded the Incident Streams (TREC-IS) initiative to establish this standardization (McCreadie et al. 2019).
TREC-IS develops test collections and evaluation methodologies to evaluate automated social media monitoring
solutions for crisis responders and to provide a re-occurring data challenge in which academic groups and solution
providers can participate. Insights from that pilot edition (TREC-IS 2018) are detailed in an associated 2019
ISCRAM paper (McCreadie et al. 2019).
This paper continues that previous work, detailing the design improvements, new datasets, and insights gained
from TREC-IS. TREC-IS 2019 includes two editions, 2019-A and 2019-B, and has a release of associated labelled
Twitter dataset for each. This paper’s primary contributions include:
1. The official overview for TREC-IS 2019, containing the 2019 task description, updated design and motivation,
as well as dataset and participant performance statistics;
2. An analysis of actionable information, both in terms of prevalence and the factors that contribute to a social
media message being seen as critical for emergency responders; and
3. A detailed examination of participant systems and insights about what learning and featurization techniques
perform well in identifying high-priority, actionable information during times of crisis.
RELATED EFFORTS AND PRIOR EDITIONS OF TREC-IS

TREC-IS is part of a broader set of crisis informatics efforts that explore social media’s role in the emergency
management domain. This section situates TREC-IS in the context of these related efforts before describing relevant
background from the pilot edition of TREC-IS from 2018.
Related Crisis Informatics Efforts

Early on, researchers recognized social media’s potential as a data source for reactions to and information about
emergencies, but making use of this data has proven non-trivial (Palen and Anderson 2016). For example,
fragmentation in tasks, datasets, and evaluation metrics hinder assessment of state-of-the-art systems. TREC-IS
exists to standardize these issues, with our goals being to construct a clear set of emergency response-relevant tasks,
datasets on which these tasks may be executed, and metrics to evaluate systems’ performance in these tasks.
Within social media streams, a common task for emergency responders is to classify documents based on the
information they contain. A key aspect of TREC-IS is then to support automatic classification of actionable and
useful information types that an emergency responder may want to find. To identify these information types, we
build upon research into categorizing emergency related content. In particular, a survey (Castillo 2016) of previous
categorization efforts identifies eight main dimensions: by information provided/contained (Truelove et al. 2015);
fact vs. subjective vs. emotional content (Kumar et al. 2013); by information source (Olteanu, Castillo, et al. 2014);
by credibility (Castillo et al. 2013); by time (Chowdhury et al. 2013); by location (De Longueville et al. 2009);
by embedded links (Shaw et al. 2013); or by environmental relevance (physical, built or social) (Mileti 1999).
TREC-IS falls within the space of categorization by information provided.
Crisis informatics researchers have also introduced constrained information tasks beyond classification, instead
determining whether crisis-related social media messages contain sufficient information for a responder to take
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action. Purohit et al. (2018) present a model of message serviceability that scores content according to three axes:
whether the message contains an explicit request, is addressed to an individual/organization, and whether it contains
sufficient detail to identify a location, time, or related markers necessary to direct a response. Similarly, Sachdeva
and Kumaraguru (2017) examine text posted to Facebook pages that represent police agencies in India, finding
patterns that drive organizational responses. These narrower information tasks align with prior evidence (e.g., as
shown in TREC-IS 2018 (McCreadie et al. 2019)) that a large majority of social media content posted during crises
are not high-priority or critical messages, meaning simply identifying relevant content is insufficient. TREC-IS
maintains a similar classification of actionable content, consisting of six information types that are consistently
ranked as high-priority messages (e.g., requests for search and rescue or reports of emerging threats). We expand on
this research by investigating aspects of social media content that make it particularly important for emergency
responders.
TREC-IS also builds on lessons learned from the Exploitation of Social Media for Emergency Relief and Preparedness
(SMERP) workshop (Ghosh et al. 2017), which examined two challenges: 1) disaster-related text retrieval in Twitter,
and 2) tweet summarization during a disaster event. We have integrated two lessons from SMERP: First, the
information needs defined in the text retrieval task were broad, making it difficult to map an information need to a
response officer’s activity. We therefore developed our own information ontology, detailed later. Second, SMERP
included only four information needs and examined a single event, so participating systems’ generalizability is
unclear. Hence, for TREC-IS, we have opted for a larger pool of multiple events and event types.
Finally, TREC-IS is both part of and builds upon expertise stemming from the Text Retrieval Conference (TREC).
TREC is a combined conference and evaluation campaign that encourages research into information retrieval
technologies on large test collections. Sponsored by NIST, TREC has run annually for over 25 years and consists of
tracks, where a track is an area of focus in which particular retrieval tasks are defined. Tracks act as incubators for
new research areas and often result in foundational research into core technologies, such as search engines (Robertson
et al. 1995) or information extraction from social media (Lin et al. 2016).
TREC-IS Pilot Effort in 2018

In 2018, TREC-IS ran as a new TREC track and established a pilot set of test collections and evaluation methodology
for subsequent editions. This section briefly describes the key organizational aspects of TREC-IS 2018, shown
in Figure 1, as they provide the foundation for our discussion of TREC-IS in 2019. At a high level, participant
TREC-IS systems can perform two tasks: classifying tweets by information type, and ranking tweets by criticality.
As shown in Figure 1, each system receives a stream of filtered, event-relevant tweets and an ontology of information
types from TREC-IS; each system then records tweet-level classifications and priority ratings, which they then
submit for evaluation. We operationalize these tasks, define information types, and generate ground truth labels for
these tasks using human assessors, as follows:

Figure 1. TREC-IS Task Visualization

Crisis-Relevant Information Types and Priorities: TREC-IS 2018 defines information ‘types’ to represent
categories of information that emergency response officers might find interesting, such as ‘Reports of Road
Blockages’ or ‘Calls for Help’. We define these types based on a top-down analysis of incident management
ontologies, response documentation and discussion with experts. This valuable information is rare on social media,
so to make the track’s datasets useful beyond TREC-IS, we expand these information types via a bottom-up analysis
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of tweets. TREC-IS 2018 then groups the identified information needs into higher-level types shown in Table 1,
which we have since modified in TREC-IS 2019, as discussed in later sections (McCreadie et al. 2019).
To capture the importance a given message has to emergency response officers, we also use four information
criticality labels: low, medium, high, and critical, where high- and critical-level messages require prompt or
immediate review and potentially action by an emergency manager. Examples of critical information included calls
for search and rescue, emergence of new threats (e.g., a new gunman, aftershock, or secondary event), or calls for
evacuation.
Event Datasets: TREC-IS 2018 has developed a dataset of past events for training and evaluation. Relevant
crises for TREC-IS include six natural and man-made events: wildfires, earthquakes, floods, typhoons/hurricanes,
bombings, and shootings. In the pilot TREC-IS run, we have relied on event datasets shared by other emergency
management initiatives and augment these sets with two custom crisis-event collections. This original set includes
21 events, 19 from CrisisLex (Olteanu, Castillo, et al. 2014) or CrisisNLP (Imran, Mitra, et al. 2016; Imran,
Elbassuoni, et al. 2013). After pre-filtering to remove tweets marked as irrelevant or non-English and downsampling
our two custom event sets, TREC-IS 2018 ended with approximately 25,000 tweets (Table 2).
Social Media Labelling: To evaluate participant systems, we require ground-truth data on information-type and
criticality labels for the above tweets. For the 2018 effort, six NIST-hired assessors have labeled these tweets,
marking priority and all relevant information types per message. After de-duplication, this labeling has resulted in
19,784 labeled tweets with 43,514 information types.
Evaluating Participant Systems: A key aspect of TREC-IS and TREC more generally is that research and
professional groups submit systems to the track for evaluation. These research prototypes are instrumental for
establishing the state-of-the-art and in driving research agendas in identifying the hard technical problems in these
tasks. Each participating research group is allowed to submit up to four runs from candidate systems, each of which
is referred to as a run and is evaluated separately. In 2018, 11 research groups from 8 countries have participated,
submitting a total of 39 runs.
Metrics: The 2018 TREC-IS edition evaluated each participating run across two axes: information-type categorization, and information criticality. For information-type categorization under the 2018 pilot, participant systems were
allowed only one information type per tweet, but when working with NIST assessors, we realized this constraint
was burdensome. We therefore allowed NIST assessors to provide multiple labels per tweet despite the one-label
participant constraint and evaluated information-type categorization in two ways: multi-type and any-type (we have
since changed this restriction in 2019). The second axis of evaluation for a TREC-IS system was the extent to which
it could rank information that emergency response officers need to see. Since our criticality labels are ordered (e.g.,
“low” is less than “critical”), we assigned numeric scores to these labels and calculated the Mean Squared Error
between the human-assigned score and a system’s score for each tweet.
Summary of TREC-IS 2018 Systems: To summarize what participants in the TREC-IS 2018 pilot attempted, it is
worth noting the 2018 systems had far fewer training examples (around 1,300 tweets, denoted ‘Boostrap’ in Table 2)
than systems in TREC-IS 2019, along with a small set of indicator terms for each of the 25 information types. As
such, some approaches reported simply using keyword matching between frequently occurring indicator terms
and the tweets within the stream for each event (Mehrotra and Pal 2018). This approach was one of the better
performing in terms of categorization precision, but its recall was poor. Other approaches focused on using the
limited training examples and indicator terms to produce supervised machine learned models, which can be divided
along three dimensions: 1) how they expanded the training dataset to obtain sufficient examples for model learning;
2) how they represent tweets; and 3) what type of learning they attempted (classical or deep learning/neural). For
example, two groups (Miyazak et al. 2018; García-Cumbreras et al. 2018) used Wordnet to expand the event query
and indicator terms to increase recall. Success using this approach was mixed, as care needed to be taken not to
expand too far and reduce the discriminative power of the query and indicator terms. Another group collected news
articles from the BBC and Fox News that closely matched the event query to collect additional training data.
In terms of tweet representation, participants primarily focused on the tweet text, with some additionally considering
the tweet author (Choi et al. 2018) or date information (Miyazak et al. 2018). Date information in particular was
reported to add value (Miyazak et al. 2018). When representing the tweet texts, the most common approach was a
bag of words representation (usually with term frequency-inverse document frequency weighting). Other groups
reported improved performance using word-embeddings (Miyazaki et al. 2019) and entity extraction methods (Choi
et al. 2018).
For learning methodology, most groups opted for classical machine learning approaches (e.g., support vector
machines or Naive Bayes), although a few groups also tested neural models (convolutional neural nets and multi-layer
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perceptrons). Where comparisons were made, classical approaches were more effective in 2018, though we will
contrast these findings with 2019 participants later in this paper.
Main Conclusions from TREC-IS 2018 TREC-IS’s pilot run and the eleven teams that participated provided
invaluable information about system evaluation, metrics, and data collection. That effort demonstrated that a
non-trivial (approximately 10% post-filtering) amount of actionable information exists in Twitter during emergency
events. We also found that cutting-edge systems of the time were insufficient for end users’ needs in classifying
information type and priority. While participants were relatively effective at identifying news reports and sentiment,
they struggled to identify critical information like search and rescue requests (McCreadie et al. 2019).
UPDATES TO TREC-IS IN 2019

Conclusions from TREC-IS 2018 motivated us to continue this effort, as the need for computational support in
identifying critical information present in social media remains unfulfilled. To expand opportunities to engage
with the track, we have run TREC-IS twice in 2019, a first edition (2019-A) in June 2019, and the main TREC
edition (2019-B) in September 2019. In both editions, participants have submitted systems for classifying tweets by
information type and criticality, though we have modified performance metrics to differentiate between actionable
information types and all types.
As before, participant systems are provided training datasets of tweets, labeled by information type and criticality.
Unlike the 2018 edition, however, 2019 editions allow participant systems to provide multiple information types per
tweet, rather than the single-type constraint in 2018. This change brings participants’ information categorization
task into alignment with the assessors’ labeling task. In particular, participant systems now provide all categories
they consider relevant for a tweet, with the categorization metrics updated to reflect this modification. These metrics,
in effect, capture the overlap between assessor-selected categories and system-selected categories, where more
overlap indicates better performance.
We have also made minor alterations to the information-type ontology, removing one of the 25 TREC-IS 2018
categories, adding a new one for locations, and refining four of the remaining types.1 Table 1 presents this updated
ontology, with ⇤ noting TREC-IS 2019 modifications. Specifically, we have removed the “Other-Unknown” category,
as this category was very rare and have merged its contents into the “Other-Irrelevant” category. We have also
added Report-Location to capture whether a tweet contains information about the location of the tweet subject, as
such information is important to responders.
New Datasets

For each TREC-IS edition, we have released a new dataset of tweets, their information types, and their priority
labels, as produced by human assessors.As we have run TREC-IS twice in 2019, each edition has a new dataset,
1see http://trecis.org/2019/2019Changes.html
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and systems are allowed to use datasets from prior editions for training. E.g., for 2019-A, participants could use
the ‘bootstrap’ and ‘2018’ TREC-IS pilot datasets for training. We then evaluate systems over the new 2019-A
dataset, which contains 6 new events and around 8,500 tweets. Similarly, for 2019-B participants can leverage the
‘bootstrap’, ‘2018’ and ‘2019-A’ datasets for training and are evaluated against the ‘2019-B’ dataset, which contains
a further 6 events and 9,200 tweets. Over the four datasets created so far, TREC-IS has manually assessed over
35,000 tweets from 33 unique disasters, producing in excess of 125,000 labels. These events, sources and statistics
are summarized in Table 2.
We note three additional differences between the datasets in 2018 pilot and TREC-IS 2019:
• We no longer rely on the CrisisLex or CrisisNLP datasets and instead use new events retrospectively crawled
by TREC-IS organizers, based on manually selected keywords.2
• As our new event collections are both high-volume and noisy, we also downsample them. This filter process
first removes non-English tweets, and for any event with more than 1,000 tweets remaining, we apply KMeans
clustering (: = 2, 500) to tweet texts and select one tweet from each cluster as that cluster’s sample. Our
assessment interface performs a further redundancy check on this downsampled collection, removing very
similar tweets using cosine similarity-based fuzzy matching. Assessors then label any remaining tweets.
• For 2019-B, we transitioned fully to contemporary events that occurred in 2019. This move is notable, as
Twitter now allows tweets in excess of 140 characters, which may affect participant systems and previously
constructed models.
In all cases, assessors label either all sampled tweets per event or the budgeted assessment time expires. This time
constraint is notable for 2019-B, where 15,000 were sampled, but only around 9,200 have been assessed (cf. #
Sampled and # Assessed columns in Table 2).
New Metrics Introduced in TREC-IS 2019

An additional conclusion from our 2018 pilot is that calculating performance metrics over all information types is
insufficient. I.e., taking the macro average of these metrics over all types biases our results towards common but
2With one exception where a participating group donated an event.
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less critical categories, as these common types often lack actionable information. Consequently, we have modified
evaluation metrics as follows:
Information Feed: To evaluate information-type classification performance, we calculate metrics, like accuracy,
micro-averaged over all events but macro-averaged over information types. Emergency response officers, however,
primarily care about seeing all valuable information; i.e. missing actionable information is more serious than seeing
irrelevant data. We therefore report performance metrics when considering all information types and considering
only actionable information types. This meta-class of actionable information types (Table 3) captures content that
is likely critical for an emergency response officer to see. These constrained metrics therefoer provide better insight
into system performance on the most important types of information. Specifically, we measure:
• Information Feed, Info. Type Accuracy, All: Overall classification accuracy, micro-averaged across
events and macro-averaged across information types. This metric yields a high-level view of categorization
performance but does not capture utility to emergency response officers.
• Information Feed, Info. Type Positive F1, All: Categorization performance when only considering the
target class per information type. E.g., performance for the ‘Request-SearchAndRescue’ information type
only includes the few tweets belonging to that type. This metric measures signal shown to emergency
response officers while ignoring any noise that the system also produces. The ‘All’ version of this metric
macro-averages over all information types.
• Information Feed, Info. Type Positive F1, Actionable: The same as the above metric but only considers
actionable information types shown in Table 3. This metric aims to capture whether systems find actionable
information.
Information Priority: TREC-IS metrics also evaluate whether systems can identify key information that
emergency response officers need to see, which we operationalize by comparing a system’s information priority
score for each tweet and that tweet’s priority label as given by an assessor.
For this metric, however, we first map assessors’ information priority labels into numerical scores (i.e., low=0.25,
medium=0.5, high=0.75 and critical=1.0). Second, since some participant systems do not provide scores within an
appropriate 0-1 range, we normalize these systems’ scores via a max-min normalization, with a minimum score
cap of 0.25. Our priority estimation metric then measures the Mean Squared Error (RMSE) between assessor
score and normalized system priority score. As with information feed metrics, to distinguish between prioritization
performance for actionable categories against all categories, we report prioritization error for all information types
and over only the actionable types.
• Prioritization, Priority RMSE, All: Overall prioritization error, micro-averaged across events and macroaveraged across all information types.
• Prioritization, Priority RMSE, Actionable: Prioritization error, micro-averaged across events and macroaveraged across only actionable information types (Table 3).
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Tweet Labeling Process

Each tweet in the TREC-IS collections is labeled by a TREC assessor. These assessors all have strong information
analysis skills and experience in labeling text and social media for TREC-IS and other TREC retrieval and
classification tasks. Prior to performing labeling tasks, each assessor receives a two-hour, in-person training session
that includes an overview of the emergency event scenario and guidance on identifying actionable information
within each event type. Assessors then exercise their training in a guided, hands-on, group labeling session using
the 2012 Colorado wildfires event. Assessors are also allowed to use Wikipedia entries for each event to familiarize
themselves with its timeline and geography.
For each labeling task, assessors use an assessment tool that displays the raw text of the tweet and renders it using
Twitter’s API, which replicates the view (replete with embedded multimedia) a user would see natively on Twitter.
Assessors then decide if each tweet is actually relevant to the event, if it contains actionable information, and assigns
one or more category labels and a priority level to the tweet.
In most cases, all tweets collected for a single event are labeled by one assessor to minimize inconsistencies within
an event that could arise from disagreement between assessors. The TREC-IS 2019 budget has not allowed for
multiple assessors per tweet, precluding agreement evaluations, but tweets labeled as actionable have been reviewed
by track organizers, as described in the next section.
ANALYSING ASSESSOR LABELS AND PARTICIPANT METHODS

Having presented the structure and changes to TREC-IS 2019, we now turn to this paper’s remaining contributions:
an analysis of tweets assessors labeled as critical or actionable, and an exploration of participant systems’ techniques
and performance. For analysing assessors’ labels, we examine the 35,000 manually assessed tweets to answer the
following three research questions:
• RQ1.1 – What types of information constitute critical messages, and how prevalent are they on Twitter?
• RQ1.2 – Is the amount of critical information changing as Twitter evolves?
• RQ1.3 – What features of a social media message make it actionable?
Following discussion of critical and actionable content, we then analyse systems submitted to TREC-IS 2019.
This study investigates the 35 participant runs submitted to 2019-A and the 32 runs submitted to 2019-B, which
collectively originate from 15 research groups. We answer the following three research questions about these runs:
• RQ2.1 – What techniques did participants explore?
• RQ2.2 – How well did these different systems perform?
• RQ2.3 – Are different techniques yielding different performance results?
RQ1.1 – What Types of Critical Information Appear in Social Media?

A key finding in TREC-IS 2018 is that assessors find a non-trivial number (14.4%) of tweets containing high-priority
or critical information across 21 disaster-related event datasets. While this result supports the common belief that
social media contains useful and important content during emergencies, we find the majority of these high-priority
messages fall into the six “actionable” information types shown in Table 3. Many events from TREC-IS 2018
occurred in 2013-2014, however, whereas TREC-IS 2019 editions are taken primarily from 2019, and the distribution
of critical information may have changed over the years. Given this new data and the potential for Twitter’s
population and popularity to evolve, we revisit this analysis of criticality and information type.
Globally, across TREC-IS editions, the average tweet criticality is ` = 0.3507 with a standard deviation f = 0.1791,
placing the average tweet in a low-to-medium priority. This metric is slightly lower than but consistent with results
from the 2018 edition, wherein we find `2018 = 0.3632. Decomposing this importance by priority level for the 2019
editions (Figure 2a), assessors score 87.3% of tweets as low-to-medium priority (72% and 15.3% respectively, up
from 85.6% in 2018). Prevalence of high-importance tweets has decreased in 2019, from 13.6% to 10.3%, but
critical tweets have increased from 0.8% to 1.1%. In both cases, assessors see approximately 10% of tweets about
disasters as highly important.
Turning to the interaction between criticality and information type in Figure 2b, our results are consistent with
TREC-IS 2018: Actionable categories have the highest mean priorities, with a distinct separation between the first
three types (search and rescue, calls for relocation, and new sub-events) and the second three (emerging threats,
reports of new service availability, and requests for goods/services). This ordering indicates that our actionable
information types are consistently more likely to contain critical insights, regardless of edition, answering RQ 1.1.
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(a) Criticality Distribution

(b) Average Criticality by Information Type (95% Confidence)

Figure 2. Criticality Distributions and Criticality by Information Type. Actionable information types are in purple.

Figure 3. Criticality Distribution by TREC-IS Edition

RQ1.2 – Is Criticality Changing Over Time?

Next, we examine information criticality distributions across TREC-IS editions. We first analyse criticality by
edition: Bootstrap/2018A, 2018/2018B, 2019A and 2019B in Figure 3. An important observation apparent from
this figure is that 2019A contains proportionally far more low-priority tweets and consequently fewer medium- and
high-priority tweets than other editions. For critical tweets, however, we see a consistent increase over the editions,
which might indicate the volume of critical information is increasing over time (as later editions use more recent
events). Alternatively, our sampling is simply capturing more critical information. Hence, the question arises:
As Twitter evolves and its user population grows, is the amount of critical information posted during crises also
changing? Using assessors’ evaluations from all TREC-IS editions, we can evaluate this yearly message priority. To
this end, Table 4 reports event and tweet counts per year in TREC-IS datasets, and Figure 4 depicts annual changes
between 2011-2019. Figure 4a shows the Joplin tornado in 2011 had a tendency toward high-priority content, with
2012-2016 seeming to regress to the mean. Surprisingly, 2017 and 2018 see a large drop in mean priority. Figure
4b captures this effect as well, with high- and critical-priority content accounting for slightly more than 10% in all
years except 2017 and 2018. These aberrations in 2017 and 2018 may result from event paucity in these years or
from the over-representation of shootings in those years, which account for two of the three events. To conclude on
RQ 1.2, we do not have strong evidence of increasing criticality over time; rather, the volume of critical information
seems centered around 10% of the sampled streams, although this is strongly tied to the type of events covered.
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(a) Mean Priority By Year

(b) Priority Class By Year

Figure 4. Tweet Priority Over Event Years

RQ1.3 – What Makes a Tweet Actionable?

Having shown valuable information is consistently available on social media during emergencies, the natural
question is: what makes a tweet actionable, or at least valuable for a response officer to see? This question is
important for system builders, as its answer indicates what factors a system should consider. While assessors
provide both information-type and priority labels for each tweet, these labels do not tell us why they were assigned
or what information was used to make that determination. As such, we require additional information to answer the
above question.
While related work discussed above (Sachdeva and Kumaraguru 2017; Purohit et al. 2018) provides insight into the
factors that make a post actionable by a response agency, we also perform a smaller-scale labelling study to identify
whether additional priority-centric factors are present in critical crisis-related messages. We therefore select 170
tweets labeled as ‘Critical’ priority by our assessors in 2019-B – forming a set of likely valuable tweets. Next,
we render each tweet using the same assessment interface as NIST assessors. A subset of TREC-IS coordinators
review each of these critical tweets, and a new assessor identifies features of the tweet that appear to contribute to
actionability. Note, this new assessor was a computer scientist and experienced in the construction of automatic
systems for this task (i.e., was a participant in previous TREC-IS editions). Hence, their categorization is reflective
of factors one might believe an automatic system should consider when categorizing each tweet. After all tweets are
analysed, we aggregate the outcome into three high-level information sources (Tweet Text, Linked Content and
Author) with a total of 10 sub-categories, shown in the top part of Table 5 below.
Table 5’s right-hand columns report critical-tweet counts and proportions of actionable tweets in which that
information type was important. First, as we might expect, the most common information source is a tweet’s text
(97%); the remaining 3% of critical tweets may link to critical information (e.g., an evacuation order) or contain
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media data without text. Second, the vast majority of critical tweets (88%) also explicitly mention a location,
consistent with the idea of serviceability as most emergency responses would need a location to send a response.
Location references are also substantially more prevalent than in the overall tweet stream; e.g., assessors identified
only 53% of 2019-B tweets as having an explicit location label. Third, unexpectedly, only 20% of critical tweets
clearly mention the event, potentially because some events lacked a common descriptor when the critical information
appeared, e.g. no agreed upon hashtag, or location(s) were used as a proxy (like ‘Highlands Ranch just had a school
shooting’). Practically, textual topical-relevance indicators appear less useful for identifying actionable tweets here.
About 6% of tweets also contain either a temporal expression (e.g., ‘issued at 3:40 a.m.’ or ‘2 min ago’) or mention
a relevant person (e.g., an official), and these factors aid in contextualizing the content by supporting the reader in
determining whether the content is current or a quotation.
Beyond tweet text, most critical tweets also provide some form of linked content (69%, sum of Linked Content
sub-categories). The most prevalent type of useful linked content is either an article or web-page (49%); e.g.,
a news article is just published that contains on-the-ground reporting or a live feed. The next most prevalent is
linked tweets (12%), followed by a small number of images and videos (5% and 3%, respectively). This result
highlights that systems should not only rely on tweet text but also integrate linked content when identifying critical
information. The last category of information that we consider is the name or username of the author of the tweet,
which our assessor has mark as useful for only 4% of tweets, suggesting that author identity or veracity is not a
strong indicator of actionable information.
Finally, two additional cases that are not strictly related to information within tweets are worth highlighting. First,
our assessor noted that for 25% of tweets, extracting mentioned locations would require deeper knowledge of the
affected region’s geography. E.g., in the extract, ‘Three wildfires currently out of control south of High Level, north
of Peace River and north of Slave Lake currently’, the actual referenced location is implicit and is only mentioned
relative to other (unaffected) places. In the social media context, a tweet’s author might naturally assume the reader
has sufficient local knowledge, but this understanding is difficult for current geolocation technology.
Second, for 24% of tweets, our assessor questioned whether some actionable information was truly useful because,
at the time of the tweet, the information was out-of-date. This line of inquiry occurred because the assessor saw the
same information earlier in the stream, suggesting the response officer might similarly have seen this information
previously. During the general TREC-IS labelling task, NIST assessors are instructed to consider each tweet
independently, meaning our labels do not account for whether similar information has been previously seen.
RQ2.1 – What Did Participants Try?

Before analysing participant systems’ performance, it is valuable to analyse what techniques are employed by these
systems, which can provide insights into common approaches and trends in technology. In this section, we discuss
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trends in system descriptions for 2019-A and 2019-B based on the 2-3 sentence short summary participants submit
with their systems.3 We describe four main observations below:
• Machine Learned Categorization is Prevalent: 89.6% of submitted runs use a form of supervised machine
learning to categorise tweets into information types. Two groups opted for a different approach, however:
UAGPLSI experimented with a direct application of textual similarity between information-type descriptions
and tweets, and IIT-BHU used unsupervised clustering to create vectors for each information type and
calculated similarity between those vectors and tweets. Neither of these alternatives were as effective as
supervised approaches.
• Word Embeddings are the Most Common and Effective Text Representation: All participant systems
leveraged tweet text during categorization by converting text into a numerical vector representation. In
2019-A, 46% of systems used classical bag-of-words or n-gram representation, while the remaining 54% used
a form of word or character sequence embedding (via GloVe, FastText or SkipThought, or otherwise implicitly
generate a text embedding using a neural model like BERT). In 2019-B, embedding-based approaches
increased to 56%, while classical representations dropped to 34%.4 Examining the top 10 approaches for each
year, 6/10 and 9/10 used embeddings in 2019-A and 2019-B respectively, indicating that these embeddings
are a superior representation to classical approaches. Despite this result, we lack sufficient data to identify a
best-performing embedding method.
• Deep Learning is Becoming More Prevalent and Effective, but Traditional Machine Learning Remains
Competitive: Of the machine learning runs submitted, usage of deep-learning approaches was limited in
2019-A (29%) but increased to 39% in 2019-B. The majority still use traditional machine learning approaches
(e.g., Naive Bayes, Logistic Regression or Random Forests). We also observed a large increase in the number
of deep-learning based systems in the top 10 across editions (1/10 in 2019-A vs. 6/10 in 2019-B), indicating
that participants are learning how to make neural approaches more effective. On the other hand, we note that
the most effective system in terms of identifying actionable content for both editions is still a classical rather
than deep learned model.
• Evidence Suggests Participants Are Not Integrating Supporting/Linked Data: Despite our finding that
linked data contributes to making a tweet actionable, no participants mentioned leveraging such data in their
system descriptions. While it is possible that participants did make use of such evidence but omitted any
reference to it, it seems likely that usage of such data is still largely unexplored for this task.
RQ2.2 – How Well Did Participants Perform?

Tables 6 and 7 present performance metrics for 2019-A and 2019-B respectively for each run submitted by the 15
participant groups, ordered by F1 score across actionable information. While results are not comparable across
editions (i.e., the underlying events are different), overall trends are comparable. A clear (and expected) result
in both 2019-A and 2019-B shows F1 scores for actionable information types are significantly lower than for all
information types; on average, runs achieve a two-to-three-fold increase in F1 by expanding to all information types.
Across both editions, only runs from UAGPLSI performed as well or better on actionable types than on all types.
A similar pattern exists for message prioritization, wherein performance increases by a factor of 1.5-to-2 from
prioritizing actionable tweets to all tweets. This result shows actionable types are more difficult to identify than
non-actionable types.
Beyond comparing classification performance in actionable versus all information types, we also compare run
rankings between actionable versus all information types and between F1 versus priority. In the former case, systems
that perform well for actionable types may not perform well for all types, but an analysis of the rankings between
these two systems suggests otherwise. That is, Spearman rank correlations between runs ranked by F1-actionable
and F1-all are strong (> 0.69 in both editions), suggesting systems that do well at identifying actionable information
also do well at identifying other information types. Between F1-actionable and RMSE-actionable, however, we
see a different result: Spearman rank correlations are very weak to weak (between 0.19 and 0.4 in both editions),
suggesting a disconnect between identifying actionable information type and ranking the most critical messages
within these types.
A final key observation over both editions is that the average F1 scores for both actionable and all information types
is very low (e.g., mean F1 on actionable types is 0.050 in 2019-A and 0.057 in 2019-B). Further, across 2019-A and
3Caveat: These summaries only provide us information about what participants thought was important enough to include, and hence will be
incomplete. As such, caution should be taken when drawing conclusions from this data.
4For 2019-B. 10% of runs did not specify how they represented the tweet text.
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2019-B, only two runs perform beyond two standard deviations away from the mean (the top two irlabISI runs in
2019-A). This result holds for prioritization as well in both 2019-A and 2019-B, suggesting the overall state of
the art in these tasks fall far short of addressing the needs of emergency response users. We see this finding as
motivation to continue the TREC-IS initiative into 2020.
Table 6. 2019-A Submitted runs under the v2.3 evaluation script. Information Feed metrics range from 0 to 1,
higher is better. Prioritization metrics range from 0 to 1, lower is better. The highest performance under each
metric is highlighted in bold.

RQ2.3 – How Do Different Learning Methods Perform?

As our earlier analysis of system descriptions illustrates, participants employ a variety of feature engineering and
learning methods, and we can use this variation to evaluate how these different approaches impact performance.
This question is further motivated by the observation that traditional learning methods are still competitive compared
to more sophisticated deep learning approaches. Hence, in this section, we divide 2019-B participant systems
into several comparison groups and merge all systems in each group into an exemplar system. We then examine
precision and recall for our six actionable information types, comparing performance across these groups to the
“meta-system” comprised of combined outputs from all groups. These comparisons illuminate whether the different
approaches capture similar dynamics in tweet content because, if the meta-system has similar precision or recall to
one or more of the comparison groups, then the alternate groups are providing little new information. Alternatively,
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Table 7. 2019-B Submitted runs under the v2.3 evaluation script. Alerting metrics range from -1 to 1, higher is
better. Information Feed metrics range from 0 to 1, higher is better. Prioritization metrics range from 0 to 1, lower
is better.

if the meta-system deviates significantly from the comparison groups, each comparison group must be capturing
different aspects of the data.
In our first comparison, we divide systems by ML paradigm: systems using traditional ML models (e.g., Logistic
Regression, Naive Bayes, Random Forests, etc.) versus systems using deep learning methods (e.g., LSTMs, CNNs,
etc.). Based on our analysis of system descriptions, 19 of the 2019-B systems use traditional ML approaches,
compared to 11 that use deep learning. Figure 5a illustrates the differences in precision and recall for these classes
of systems, showing the unified deep learning system obtains a slightly higher precision but lower recall than the
traditional ML systems. Crucially though, Figure 5a shows the meta system achieves approximately 8% higher
recall than either traditional or deep learning systems, suggesting that while these two approaches generally capture
similar messages across our actionable types, each group appears able to identify a unique set of content. This
result in turn indicates that ensemble approaches may be effective in the future.
An alternative driver for differences in performance may be featurization strategies systems employ. Systems
that use recent advances in embeddings, for example, may outperform standard bag-of-words (BoW) methods by
integrating context from large, pre-trained models. We examine this possibility in another set of comparisons,
wherein we divide systems into three featurization groups: standard BoW (12 systems), word/n-gram embeddings
(11 systems), and BERT-based bidirectional embeddings (7 systems). From this analysis, we find embedding-based
systems (primarily GloVe and FastText) outperform BoW- and BERT-based models in recall (Figure 5b). As in the
ML comparison, the meta-system achieves at least 15% higher recall than any comparison group, suggesting that
the different featurization strategies reveal different sets of important messages.
CoRe Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

757

McCreadie et al.

Incident Streams 2019

(a) Learning Paradigm Groups

(b) Text Featurization Groups

Figure 5. Performance in Actionable Information Types by Comparison Group

GUIDANCE FOR FUTURE SYSTEMS

We now summarize several considerations for future systems designers:
Importance of Location in Criticality Assessment: As shown in Table 5, the majority of content perceived as
critical includes an explicit mention of a location. This result is consistent with the serviceability model
presented in Purohit et al. (2018) and suggests future systems would benefit from extracting place names and
integrating geolocation pipelines, both for evaluating proximity to an event and for providing responders with
actionable information.
Integrate Linked Content for Criticality Assessment: Also in Table 5, the article or web page to which a tweet
links often contains valuable information that contributes to a tweet’s perceived priority. Future systems
could index this linked content or include the domain of the included link to capture this information.
Use of Word Embeddings in Classification: Many participating systems leveraged word embeddings when featurizing textual content. Our analysis suggests these embeddings provide a superior representation to classical
bag-of-words approaches in both precision and recall for actionable information types. We lack data to
determine which embeddings are superior, however.
Ensemble Learning: A meta-system outperforms individual systems by a significant margin, suggesting the
different approaches employed by TREC-IS participants are capturing different aspects of information types.
Future systems could therefore integrate a diverse set of featurization strategies and learning models into a
single ensemble system.
CONCLUSIONS

In this paper we have provided an overview of the new 2019 editions (2019-A and 2019-B) of TREC-IS. TREC-IS is
a standardization initiative that develops test collections and evaluation methodologies for identifying and categorize
information and aid-requests made on social media during crisis situations. It also incorporates re-occurring data
challenges in which researchers/developers can participate, enabling comparison of state-of-the-art systems. Over
two years and three editions, TREC-IS has manually annotated tweet streams for 33 emergency events, comprising
35,000 tweets and producing over 125,000 labels.
This paper provides analysis of both manually labeled tweets and systems participating in TREC-IS 2019, yielding
insights into both what information is actionable and critical for crisis responders, as well as what automated
techniques perform well in identifying high-priority, actionable information during times of crisis. From this
analysis, we show high-priority information on social media tends to be either calls for aid, warnings about new
sub-events or threats, evacuation information and reports of services coming back online, consistent with TREC-IS
2018. Furthermore, we show overall volumes of high or critical information remains near 10% of our samples.
Through analysis of these critical tweets, we also show both mentions of location and linked content are more
prevalent in critical messages than in the overall stream, indicating that these factors are important when finding
high-priority content in a social media stream.
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10 organizations participated in both the 2019-A and 2019-B editions (15 unique groups), submitting a total of
67 runs. Through analysis of these systems, we observe that the prevalence and effectiveness of deep learning
approaches is increasing (particularly BERT-based systems), but little evidence exists that systems are integrating
linked content within the tweets, which may improve effectiveness. In terms of overall performance, we are confident
that systems are both becoming more sophisticated and improving in performance, but advances still need to be
made before such systems will be ready for live deployment.
The Incident Streams track is slated to continue in TREC 2020 with a further two editions. All tweet streams, labels
and participation details can be found at http://trecis.org.
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ABSTRACT

Rapid damage assessment is one of the core tasks that response organizations perform at the onset of a disaster to
understand the scale of damage to infrastructures such as roads, bridges, and buildings. This work analyzes the
usefulness of social media imagery content to perform rapid damage assessment during a real-world disaster. An
automatic image processing system, which was activated in collaboration with a volunteer response organization,
processed ⇠280K images to understand the extent of damage caused by the disaster. The system achieved an accuracy
of 76% computed based on the feedback received from the domain experts who analyzed ⇠29K system-processed
images during the disaster. An extensive error analysis reveals several insights and challenges faced by the system,
which are vital for the research community to advance this line of research.
Keywords

Social Media, Damage Assessment, Artificial Intelligence, Image Processing.
INTRODUCTION

Rapid damage assessment is a task that humanitarian organizations perform within the first 48 to 72 hours of a
disaster and is considered a prerequisite of many disaster management operations1. Assessing the severity of damage
helps first responders understand affected areas and the extent of impact for the purpose of immediate rescue and
relief operations. Moreover, based on the results of early damage assessment, humanitarian organizations identify
focus areas to make detailed assessment for long-term relief and rehabilitation of the affected population2. However,
Corresponding author
1https://www.fema.gov/media-library/assets/documents/109040
2http://www.resiliencenw.org/2012files/LongTermRecovery/DisasterAssessmentWorkshop.pdf
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traditional ways to perform rapid damage assessment require sending experts to the disaster affected area to conduct
field assessments that include taking pictures of the damaged infrastructure, interviewing people, and collecting
relevant data from other reliable sources. These experts perform analysis and interpretation of the gathered data
before writing a report for planners and decision-makers. Limited human resources and severe living conditions in
the disaster area are only a few examples of challenges facing field assessment experts. Such challenges can delay
data gathering, damage assessment, and ultimately, relief operations.
Past works on rapid damage assessment used Synthetic Aperture Radar (SAR), remote sensing, and satellite image
processing techniques (Plank 2014; Barrington et al. 2012; Pesaresi et al. 2007). These approaches use costly data
sources and are time consuming to deploy and collect relevant data. Furthermore, satellite data is susceptible to
noise such as clouds, especially during weather-induced disasters, e.g., hurricanes. The focus of this work is to
analyze the usefulness of non-traditional data sources such as social media to perform rapid damage assessment.
More specifically, as opposed to textual content for damage detection (Kryvasheyeu et al. 2016), we are interested in
the imagery content shared during an ongoing natural disaster to identify images that contain damage caused by the
disaster.
Microblogging and social media platforms such as Twitter play an increasingly important role during disasters (Castillo 2016; Imran, Castillo, Diaz, et al. 2015). People turn to Twitter to get updates about an ongoing
emergency event (Starbird et al. 2010; Hughes and Palen 2009). More importantly, when people in disaster areas
share information about what they witness in terms of damages caused by the disaster, flooded streets, reports of
missing, trapped, injured or deceased people, or other urgent needs, that information could potentially be leveraged
by humanitarian organizations to gain situational awareness and to plan relief operations (Imran, Elbassuoni, et al.
2013; Purohit et al. 2014).
In addition to the textual messages, images shared on Twitter carry important information pertinent to humanitarian
response. This work focused on the real-time analysis of the imagery data shared on Twitter during Hurricane Dorian
in 2019. In collaboration with a volunteer response organization, Montgomery County, Maryland Community
Emergency Response Team (MCCERT)3, we activated our image processing system before Hurricane Dorian made
landfall in the Bahamas. Based on the information requirements of our partner organization, the system filtered
images that were relevant to the disaster and identified the ones that showed some damage content (e.g., damaged
buildings, roads, bridges). More specifically, the damage analysis task assessed the severity of the damage using
three levels: (i) severe damage, (ii) mild damage, and (iii) little-to-no damage (i.e., none).
During a 13-day deployment period, the system collected around ⇠280K images. It used machine learning
techniques to eliminate duplicate and irrelevant images before performing the damage assessment. As a result,
around ⇠160K images were found as relevant and around ⇠26K as containing some damage content. Domain
experts from our partner volunteer response organization examined an evolving sample of images during the disaster.
The purpose of having human-in-the-loop was two-fold. First, to keep an eye on the system generated output to
verify the system was correctly classifying the images and make corrections if a mistake was identified. Second, use
the human corrections to better train the system for future deployments.
The human experts performed two tasks while examining over ⇠29K images over several days during the system’s
deployment period. First, they determined if an image contained any damage content. Second, if an image was
identified as containing damage, they would determine the severity of the damage using the three severity levels
mentioned above.
Based on the results of each expert’s assessment, the system achieved an accuracy of 76% for the damage detection
task and 74% for the damage severity assessment task. These are reasonable accuracy scores, which prove the
effectiveness of the system for analyzing real-world disaster imagery data for rapid damage assessment. Furthermore,
we performed an error analysis of the corrections resulting from performing the two tasks. Among common
mistakes, we observed that the system is weak in identifying scenes that show flooding taken from afar, foggy
or blurry scenes, and low-light scenes. Moreover, images that resembled damage scenes but were verified as
incorrect confused the system. For example, a pile of trash would sometimes be confused as damage. Identifying
deficiencies during our deployment not only helps us improve our machine learning models, but also provides
valuable information for the crisis informatics research community to better understand challenges of analyzing
social media imagery data during real-world disaster situations. This could lead to the discovery of additional
methods and models that seek similar qualifying actionable machine output imagery to benefit decision-makers.
The rest of the paper is organized as follows. The next section summarizes Related Work. In the Hurricane Dorian
Deployment section we provide details of the event and our system deployment. Then, we report the data collection
3We met the lead of the CERT team in one of the ISCRAM conferences and discussed the possibility to do a joint activation of our automatic
image processing system for damage assessment.
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and analysis in the section Data and Results. We later discuss our findings in the Discussion section, identify
challenges, and provide future directions. Finally, we conclude the paper in the last section.
RELATED WORK

The importance of imagery content for disaster response has been reported in a number of studies (Turker and San
2004; Chen et al. 2013; Plank 2014; Feng et al. 2014; Fernandez Galarreta et al. 2015; Attari et al. 2017; Erdelj and
Natalizio 2016; Ofli et al. 2016). These studies dominantly analyze aerial and satellite imagery data. For instance,
Turker and San 2004 analyze post-earthquake aerial images to detect damaged infrastructure caused by the August
1999 Izmit earthquake in Turkey. Plank 2014 provides a comprehensive overview of multi-temporal Synthetic
Aperture Radar procedures for damage assessment and highlights the advantages of SAR compared to the optical
sensors.
On the other hand, Fernandez Galarreta et al. 2015 and Attari et al. 2017 report the importance of images captured by
Unmanned Aerial Vehicles (UAV) for damage assessment while highlighting the limitations of remote sensing data.
These studies propose per-building damage scores by analyzing multi-perspective, overlapping and high-resolution
oblique images obtained from UAVs. Ofli et al. 2016 also highlights the importance of UAV images while addressing
the limitations of satellite images. The authors propose a methodology that enables volunteers to annotate aerial
images, which is then combined with machine learning classifiers to tag images with damage categories.
Very recently, the study of social media image analysis for disaster response has received attention from the research
community (Daly and Thom 2016; Mouzannar et al. 2018; Alam et al. 2018b). For example, Daly and Thom
2016 analyze images extracted from social media data collected during a fire event. Specifically, they analyze
spatio-temporal meta-data associated with the images and suggest that geo-tagged information is useful to locate the
fire-affected areas. Mouzannar et al. 2018 investigate damage detection by focusing on human and environmental
damages. Their study includes collecting multimodal social media posts and labeling them with six categories such
as (1) infrastructural damage (e.g., damaged buildings, wrecked cars, and destroyed bridges) (2) damage to natural
landscape (e.g., landslides, avalanches, and falling trees) (3) fires (e.g., wildfires and building fires) (4) floods (e.g.,
city, urban and rural) (5) human injuries and deaths, and (6) no damage.
While many of the past works on rapid damage assessment need expensive data sources, some of which are also
time consuming to deploy such as UAVs, satellites, and SAR, our work highlights the usefulness of Twitter images
and utilizes an image processing pipeline proposed in (Nguyen et al. 2017). This image processing system filters
irrelevant content, removes duplicates, and assesses damage severity for real-time damage assessment using deep
learning techniques and human-in-the-loop.
HURRICANE DORIAN DEPLOYMENT
Hurricane Dorian

On the morning of August 30, 2019, Hurricane Dorian was a Category 2 in the eastern Caribbean barreling toward
the northern Bahaman Islands and central Florida. In the next 24 hours, the tropical storm rapidly intensified and
became a potential danger. On September 1, it made landfall in the Bahamas in Elbow Cay. On September 2, the
hurricane remained nearly stationary over the Bahamas as a Category 5 storm. On September 3, Dorian began
weakening in intensity as it started moving northwestward, parallel to the east coast of Florida. The hurricane turned
to the northeast the next day and made landfall on Cape Hatteras with a Category 1 intensity on September 6. It
then transitioned into an extra-tropical cyclone and struck Nova Scotia and then Newfoundland with hurricane-force
winds on September 8. Finally it dissipated near Greenland on September 10. Hurricane Dorian caused 63 direct
and 7 indirect fatalities. It caused USD 8.28 billion worth of damage. Affected areas included Lesser Antilles,
Puerto Rico, The Bahamas, Eastern United States, Eastern Canada, southern Greenland, and Iceland4.
Community Emergency Response Team Deployment

In the United States, Community Emergency Response Teams (CERTs) offer a consistent, nationwide approach
to volunteer training and organization that professional responders can rely on during disaster situations5. When
called upon, CERTs can assist formal humanitarian organizations in a range of disaster response and management
tasks. Some CERTs have expanded their team capabilities to provide virtual assistance that includes social media
analysis. Montgomery County, Maryland CERT applies a methodological framework as described by (Peterson
et al. 2019) when searching for mission-specific content extracted from Twitter. This includes, but is not limited to,
performing the following tasks to find reports of damage:
4https://en.wikipedia.org/wiki/Hurricane_Dorian
5https://www.ready.gov/cert
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1. Use hashtags and keywords to manually search for relevant tweets, including tweets containing images
showing some degree of damage.
2. Analyze tweet text for pertinent cues that would qualify it as valuable. (e.g., context, location, user profile,
etc.).
3. Download damage images into a team collaborative working document and determine the applicability of
each image to the mission assignment.
4. Send summary-of-findings report, including appropriate images, to respective stakeholder (e.g., FEMA).
5. Repeat above steps throughout operational period.
The above-described methodological framework is effective for social media analysis during disasters, when the
mission assignment is focused on text. For example, searching tweets for information indicating road conditions
within a region impacted by the disaster. Most social media management tools that Montgomery County, Maryland
CERT has used lack the capability to retrieve only tweets containing disaster images. This could hinder future
mission assignments related to retrieving visual data because of complex and time-consuming manual steps. For
example, first, each tweet would need to be individually checked by a human to determine if an image was included.
Secondly, if the tweet did contain an image, and that image was determined to be of value to the mission assignment,
it would need to be extracted and placed within a collaborative document. Then potentially another human would
determine the applicability of the image to the mission assignment.
Manual analysis of a high-volume data source such as Twitter often leads to information overload (Hiltz and Plotnick
2013). Therefore, instead of following the above manual steps, we used an automatic Twitter image collection and
processing system to find reports of damages caused by Hurricane Dorian as it was progressing. Next, we describe
the details of the automatic processing system.
Automatic Image Processing System Deployment

We used AIDR image processing system (Nguyen et al. 2017; Imran, Castillo, Lucas, Meier, and Vieweg 2014) to
start collecting tweets related to Hurricane Dorian on August 30, 2019. The collection ran for about two weeks
and stopped on September 14, 2019. In total, approximately 6,890,106 tweets were collected. The below listed
keywords were used to collect English language tweets.
Keywords used to collect tweets
HurricaneDorian, Dorian, DorianAlert, Alerts_Dorian, PuertoRico, DorianMissing, DorianDeaths,
HurricaneDorianMissing, HurricaneDorianDeaths, Dorian Missing, Hurricane Dorian Missing,
Dorian Found, DorianFound
Images Processing Modules

The system has a number of different image analysis modules to process images on Twitter. In this system
deployment, we used four of them, which are described below.
Image URL deduplication: Due to the high number of retweets, some images are re-shared on Twitter thousands
of times. Downloading duplicate or near-duplicate images is time-consuming and not helpful for decision-makers.
This module keeps track of image URLs and maintains a hash of unique ones. Upon receiving a new image URL,
the system determines whether it is unique or not by querying the hash with a time-complexity of O(1)6 i.e., the
search takes constant time irrespective of the hash queue length.
Image deduplication: Images downloaded using unique URLs are not warranted to be actually unique. Different
URLs can point to the same image hosted and shared by different web hosts. Moreover, an image could be cropped,
resized, or re-shared with additional text inserted on the existing image. Therefore, determining whether an
image is a duplicate by comparing it to all the existing images collected by the system to date is crucial. The
image deduplication module performs this check by measuring the distance between a newly collected image and
existing images using the Euclidean distance on features extracted from images. More specifically, the system
uses a deep neural network to extract features from an image and keeps it in a hash. We use a fine-tuned VGG16
model (Simonyan and Zisserman 2014) and extract features from its penultimate fully-connected (i.e., “fc2”) layer.
A Euclidean distance less than 20 between the features of two images is considered as the two images are duplicate
6https://en.wikipedia.org/wiki/Time_complexity
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Figure 1. Web-based interface for human assessors to verify system predictions and relabel images if required.
The highlighted labels are system predicted.

or near-duplicate. Determining an optimal distance threshold is an empirical question, which is not the focus of this
work. However, a distance of 20 worked best for our setting.
Junk filtering: Generally, Twitter is full of noisy content and disasters are not an exception. Research studies have
found images of cartoons, advertisements, celebrities, and explicit content shared in tweets related to a disaster
event (Alam et al. 2018a; Alam et al. 2018b). Trending hashtags are often exploited for this purpose. Such
irrelevant content must not be shown to decision-makers during disaster response and recovery efforts given their
time is valuable and limited. Unnecessary disruptions must be avoided. The junk filtering module tries to detect
irrelevant images by using a deep learning model which is trained to detect irrelevant concepts such as cartoon,
celebrities, banners, advertisements. The F1 score (i.e., the harmonic mean of the precision and recall) of this
model is 98% (Nguyen et al. 2017).
Damage severity assessment: A unique and potentially relevant image is then finally analyzed by the damage
severity assessment module, which determines the level of damage shown in the image. We used a transfer learning
technique to fine-tune an existing VGG16 model originally trained on the ImageNet dataset. The fine-tuning of
the network (all layers) is performed based on the damage-related labeled dataset consisting of three classes. The
three classes are severe, mild, and none. The severe damage class contains images that show fully destroyed houses,
building, bridges, etc. The mild damage class contains images that show partially destroyed scenes of houses,
building, or transportation infrastructure. The F1 score of this model is 83%.
Human-in-the-loop for Image Labeling in Real Time

Automatic systems are not perfect and may make mistakes. It is essential to have some human involvement either to
verify the produced results or provide supervision to the system if/when needed (Imran, Castillo, Lucas, Meier, and
Rogstadius 2014). Our system uses human-in-the-loop for both verification and gaining supervision purposes. Data
items processed by the system are used to take samples for humans to verify and guide the system if a mistake is
identified. Such mistakes could be false positives or false negatives. Human-labeled items would then be ideally fed
back to the system for retraining a new model for enhanced performance.
To involve humans in the verification and supervision process, we used our MicroMappers crowdsourcing system7.
Images downloaded and classified by our data processing system were first used to take samples. We performed this
sampling every couple of hours during the operational period for Montgomery County, Maryland CERT (details
in the next section). In most of the samples, we selected all severe damage and mild damage images and some
from the none class from the system-processed images in a given time-window of past )-hours. We did not fix
7https://micromappers.qcri.org/
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Figure 2. Task description page showing details of the tasks including classes definition

the ) value, i.e., number of hours, as human processing speed depends on many unknown factors. The sampled
images were then shown to human experts. For this deployment, we decided to only crowdsource the output of our
damage severity assessment module, which classifies an image into one of three damage levels (i.e., classes), as
described above. On a web interface, we showed an image along with the system predicted class to the expert. The
human expert either agreed or disagreed with the machine classification. In the case where they disagreed with the
machine classification, they would provide a new label to the image. Figure 1 depicts the crowdsourcing interface.
The interface first showed the options (Damage, No Damage, and Don’t know or can’t judge), which can be seen on
the left. If the human selected the Damage label, the interface would further show two severity levels (Mild, Severe),
which would appear on the right side of the screen. The human would select one of these two severity labels and
submit their assessment. If the human selected “Don’t know or can’t judge", then the system would not show the
two additional severity labels. The human experts were allowed to provide additional comments using the text
boxes on the interface.
In addition to the labeling interface, we established two other pages, one for showing the task details (Figure 2) and
the second for a detailed tutorial8 with concrete examples for each class. Each human expert was instructed to go
through the tutorial before beginning their labeling effort.
DATA AND RESULTS
Data Statistics

As shown in Table 1, out of all 6,890,106 tweets collected, 280,063 unique image URLs were found. The total
number of downloaded images was 279,819. Around 244 images failed to download due to one of several reasons,
e.g., the tweet author deleted the actual tweet, the image host server was down, or connection timed out, etc.
Table 1. Hurricane Dorian tweets and image data statistics

Total tweets
6,890,106

Unique image URLs
280,063

Downloaded images
279,819

Failed to download
244

Automatic Classification Results

The 279,819 images, which were successfully downloaded, were then analyzed by the image processing modules
described in the previous section. An image-based deduplication was performed as the first step followed by the
8https://ibb.co/DztXbTy
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image relevancy check executed by the Junk filtering module. All relevant images were then ingested by the Damage
Severity Assessment module to determine if they contained any damage. If the image contained damage, it was
classified according to the severity shown in the scene.
Table 2. Image-based automatic processing: Results of unique, relevant, and damage images.

Unique images
119,767

Relevant images
77,580

Images with damage
26,386

Severe damage
11,044

Mild damage
15,342

Table 2 shows the number of images which were found as unique, relevant, and with some level of damage –
specifically severe and mild damage. Out of 279,819 images, the image-based deduplication module found 119,767
unique images, which was around 42% of the whole set. As described earlier, this image-based deduplication module
relies on deep features extracted from images using a deep neural network. Due to the high retweet/re-sharing ratio
on Twitter, even during a large-scale natural disaster, 58% of the images were identified as exact or near-duplicate
by the system. At this stage, the process of automatically finding near-duplicate images had already reduced the
chance of information overload affecting the human experts.

Figure 3. Images that are relevant but do not show any damage

Furthermore, out of the 279,819 images, 77,580 were identified as relevant by the system. These images did not
contain cartoons, celebrities, banners, advertisements, etc. Among the relevant images, some contained damage
scenes while others did not. Figure 3 shows a few images that did not show any damage but were identified as
relevant. Many of the relevant images showed hurricane maps or some other scene associated to rescue efforts. We
show the distribution of total, relevant, and irrelevant images for the whole deployment period in Figure 4.
Aug 30: Dorian becomes a
Category 4 but still hundreds
of miles east of West Palm Beach
Sep 1: Dorian hits Abaco Island, Bahamas
as a Category 5 hurricane
Sep 6: Dorian hits North Carolina

Figure 4. Distribution of total, relevant, and irrelevant images over the duration of the event

Out of all relevant images, 26,386 were identified as containing some damage where 11,044 showed severe and
15,342 showed mild damage. The images with damage scenes were around ⇠10% of all the downloaded images.
The system’s ability to filter out ⇠90% of images as potentially not containing any damage content is a significant
reduction in risk of information overload to humans. Figure 5 contains a few images, which according to the system
showed severe damage. Figure 6 shows a few images, which according to the system included mild damage. We
show the distribution of mild and severe damage images as classified by the system for the whole duration period in
Figure 7.
Finally, Table 3 shows distribution of images identified as duplicate, not relevant, and containing no damage.
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Figure 5. Severe damage images identified by the automatic system

Figure 6. Mild damage images identified by the automatic system

Figure 7. Distribution of severe and mild damage images over the duration of the event
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Table 3. Image-based automatic processing: Results of duplicate, not relevant, and no damage images

Duplicate images
160,052

Not relevant images
202,239

Images with no damage
253,433

Human Verification and Image Labeling Results

As Hurricane Dorian progressed, human experts from Montgomery County, Maryland CERT (N=28) were asked to
look at an evolving sample of system processed images to verify if the system was producing desired results. The
experts were also instructed to correct any identified mistakes done by the system. Given they were trained domain
experts, not employed from an online paid crowdsourcing platform, we trusted their judgements without the need to
ask multiple assessors. This meant each image was assessed by only one human expert. At the conclusion of the
CERT operational period, their team lead reviewed around ⇠2K of the completed tasks for quality assurance. This
feedback can be found in the Discussion section.
Table 4. Damage detection task confusion matrix—system vs. human judgments

Machine
Damage
No Damage

N=28,050
Human

Damage

2,088

712

No Damage

5,954

19,296

Table 4 shows the results of the damage detection task. In total, the human experts analyzed 29,136 images over a
42-hour operational period from 8:00pm on September 6 to 2:00pm on September 8. These images were initially
processed by the system and contained scenes of both damage and no damage. Moreover, when an image contained
damage, it had one of three damage severity labels (severe, mild, none) assigned by the system. Of all 29,136
analyzed images, 1,086 were labeled as “Don’t know or can’t judge” by the experts. This could have been due
to several reasons including blurred/low quality images, closeup shots, too dark/small, or an image containing
text. From the remaining set (i.e., 28,050), the experts agreed with the system predictions for 21,384 images. This
agreement can be seen in the two diagonal colored cells of the Table 4, where in 2,088 cases both system and human
agreed that the image showed some damage and 19,296 cases the image showed no damage. However, there were
6,666 (5,954 + 712) images which the experts did not agree with the system. Based on the results of this human
analysis, we compute the system accuracy = 76% .
Table 5. Damage severity assessment task confusion matrix—system vs. human judgments

Severe Damage

Machine
Mild Damage

None

Severe Damage

710

384

357

Mild Damage

113

881

355

None

721

5,233

19,296

N=28,050

Human

For the second task, which aimed to assess the severity of damage in an image, the results are shown in Table 5.
The human experts agreed with the system 20,887 times, as shown in the three diagonal colored cells. However, we
received a disagreement for 7,163 images. Based on the results of this human analysis, we measured the system
accuracy as 74% for this task.
We report detailed system performance results in terms of precision, recall, F1, and accuracy for both tasks in
Table 6. The system achieved a precision of 0.89 for both tasks, which is a reasonable score. However, the recall
scores are a little lower, i.e., 0.76 for task 1, and 0.74 for task 2.
DISCUSSION AND ERROR ANALYSIS

From an emergency manager’s point of view, it is important the system does not miss any damage reports, regardless
of the severity of damage. Missed damage reports could provide relevant information on an impacted area that had
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Table 6. System performance for both tasks

Classification tasks
Task 1: Damage; No damage
Task 2: Severe; Mild; None

Accuracy
0.76
0.74

Precision
0.89
0.89

Recall
0.76
0.74

F1
0.80
0.80

minimal or no actionable intelligence immediately available for decision-making. Therefore, among other cases,
‘false negative’ are most important for us to analyze. For example, when the machine predicts an image as not
containing any damage i.e., “None” but the human expert labels it as “Severe” or “Mild”. There were 357 cases
where Machine=None & Human=Severe and 355 cases where Machine=None & Human=Mild. These cases can be
seen in Table 5 and are analyzed next.
Machine:None vs. Human:Severe: Figure 8 shows a few images where the machine prediction was None (i.e., no
damage) and human assessment was Severe damage. Our in-depth analysis of these 357 images reveals that in most
of these false-negative cases, the machine mainly missed flooded scenes. Another main pattern that emerged is
where images with low light confused the machine such as the third image from the left in Figure 8. Also, aerial
images covering a wide area caused issues for the machine to understand them (i.e., first image on the left). Image
collages are also a source of problem for the machine. We define an image collage as multiple images joined together
to appear as one. Such cases create even more challenges to accurately classify damage severity when the level of
damage in at least one of the images contradicts the level of damage in another image within the same collage.

An aerial photo taken from distance

Closeup flooded scene with a human
and a dog in the center

Flood scene with
very low light

Foggy and blurred
flood scene

Flood scene with
low light

Figure 8. False negative examples where Machine:None & Human:Severe

Machine:None vs. Human:Mild: Figure 9 shows a few cases out of 355 where the machine prediction was None,
but according to the human experts these images showed Mild damage. Our analysis of these cases revealed that
most of the damage appearing in an image was covered by another object. This caused issues for the machine to
classify them as a damage image. In the second and third image from the left in Figure 9, it can be seen there are
people standing and covering some parts of damage scenes. Whereas in the fourth image, a white door is covering
80% of the damage scene, leaving only a small area for the machine to predict it as a mild damage case. Moreover,
we noticed that scenes with trees showing strong winds were also missed by the machine.
For the above two cases, further investigation revealed that our damage severity assessment model’s training data
lacks flooded and strong winds scenes, which is one of the reasons the model missed many such cases.

Strong winds, rain, and minor flooding

Flooding scene with many people
Covering major portion of the image

Tree down with humans covering part
of the damaged area

Room inside scene showing
damaged ceiling

Figure 9. False negative examples where Machine:None & Human:Mild

While responding to a disaster, time is limited and precious to decision-makers. Having them preoccupied with
looking at irrelevant data is not appropriate and risks creating information overload consequences. Therefore,
another important area for us to understand are false positives our system generates. As shown in Table 5, there
were 5,954 (721 + 5,233) images which, according to the machine, either contained Severe damage (i.e., 721 cases)
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or Mild damage (i.e., 5,233 cases), but according to the human experts these cases were None—meaning they did
not show any damage. Next, we study these two cases.
Machine:Severe vs. Human:None: We extensively analyzed these 721 images. A few of them are shown in
Figure 10. Our analysis revealed that most of the images appeared to contain some damage, but actually they did not.
Many images contained scenes with irregular arrangements of wooden pieces, which deceived the model to predict
them as damage. The first image from the left in Figure 10 shows a pile of trash that could be interpreted as debris
of a destroyed built infrastructure. The second image has a wooden pathway with irregular arrangements of lumber.
Perhaps, part of the pathway is slightly damaged, but it is not a severe damage scene. Similarly, the other two
images caused confusion for the model. Having an ability to identify non-damage scenes which resemble damage
scenes would be one of the most challenging tasks to address from the machine’s modeling point of view. More
hard negative examples would help models better understand and discriminate between positive and negative cases.

A pile of trash that looks like debris
of destroyed buildings

A wooden pathway

A dog on small wood pieces or bark

Small wood pieces

Figure 10. False positive examples where Machine:Severe & Human:None

Machine:Mild vs. Human:None: Figure 11 shows a few images from this category. Our analysis revealed that
the majority of these images showed maps depicting the hurricane’s path as seen in the first image from the left
of Figure 11. Among other scenes, there were rough sea images or memes with flooding scenes (i.e., last image
from left). Furthermore, we also noticed this category contained many images with people standing in groups
or performing some activity. Overall, this category shows more variation in the scenes compared to the other
categories. The misclassifications relating to the maps and images where there are people can be easily fixed by
feeding more hard negative examples to the machine. However, scenes of rough seas and flooding closely border
between the mild or severe categories and thus would be hard to accurately tackle.

Hurricane path map

Sand/soil and white bags

Rough sea

Meme

Figure 11. False positive examples where Machine:Mild & Human:None

Challenges and Future Work

Based on feedback from the human experts, we identified a number of weaknesses and challenges that our image
processing models faced. We list these challenges as future work below.
• Flood scene variations: Capturing different variations in flood scenes such as flooding on roads, in houses,
forests, or fields is important yet challenging for machine learning models. In our case, this problem occurred
mainly due to the lack of appropriate training data that represented such variations. However, in some cases, even
a sufficient amount of labeled data might not be enough to resolve ambiguities between a natural scene and a
disaster scene. For example, rough sea scenes should not be confused as flood scenes. These difficult cases require
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additional considerations while training machine learning models and also raise awareness to the need for further
research on effective integration of human intelligence into machine learning models.
• Low-light damage scenes: We noticed many foggy and low-light scenes were missed by our models. Similar to
the previous challenge, lack of training data collected in low-light conditions caused our models to miss such cases.
Addressing this issue is important from a time perspective for decision-makers when a disaster occurs at night
time. Accurately classified images can provide awareness of the severity of damage before daylight arrives, thus
saving time and allowing for some decisions to begin to be made (e.g., resource allocation planning). In addition to
collecting more appropriate training data, other image processing techniques can be used to adjust image contrast,
brightness, or saturation as pre-processing steps before feeding them into the model.
• Wide-area and aerial images: Images taken from afar often cover a wide area that shows many objects such as
houses, trees, sky, etc. These images do not only show objects at a much smaller scale than ground-level images but
they also often contain scenes with a mix of both damaged and undamaged objects and areas. Due to such large
differences in the scale of objects and areas, it may not be ideal to design a single model that operates on both aerial
and ground-level images for any given task. In particular for the damage assessment task, the ideal solution may
require designing separate aerial and ground-level models with more localized (i.e., object-level) damage detection
and assessment capabilities.
• Maps and memes: Our models suffered while identifying maps and memes. However, we noticed this deficiency
is mainly due to the lack of appropriate labeled data on which our models were initially trained. Adding more
suitable training images would help eradicate this problem.
• Damage-resembling scenes: Images that show scenes resembling damaged objects or areas constitutes a big
challenge for automatic image processing models. We identified around 700 such cases during our deployment.
Machine learning for such scenes may need additional semantic information about objects surrounding a damage
scene to help models understand. For example, if a nearby crop field shows intact healthy crops, then it is less likely
that overall image shows severe damage.
CONCLUSIONS

Rapid damage assessment provides crucial information about damage severity caused by a disaster in the early stages
of response. Humanitarian and formal response organizations rely on field assessment reports, remote sensing
methods, or satellite imagery to perform damage assessment. This work leveraged imagery data shared on Twitter to
identify reports of damages using image processing techniques based on deep neural networks. Moreover, the image
processing system filters out duplicate and irrelevant images which are not useful for decision-makers responding to
the disaster. The system was activated before Hurricane Dorian made landfall in the Bahamas and ran for 13 days.
Over a 42-hour operational period of collaborating with our partner volunteer response organization, the damage
reports identified by the system were examined by the domain experts of this organization, whose feedback revealed
that the system achieved an accuracy of 74% and 76% for the two damage assessment tasks. Although these scores
show the system’s effectiveness to process real-world disaster data, we identified a number of shortcomings of our
machine learning models, which are listed in the previous section and considered as potential future work.
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ABSTRACT

We report on the development of a classifier to identify Twitter users contributing first-hand information during
a disaster. Identifying such users helps social media monitoring teams identify critical information that might
otherwise slip through the cracks. A parallel study (St. Denis et al., 2020) demonstrates that Twitter user filtering
creates an information-rich stream of content, but the best way to approach this task is unexplored. A user’s profile
contains many different “modalities” of data, including numbers, text, and images. To integrate these different
data types, we constructed a multimodal neural network that combines the loss function of all modalities, and we
compared the results to many individual unimodal models and a decision-level fusion approach. Analysis of the
results suggests that unimodal models acting on Twitter users’ recent tweets are sufficient for accurate classification.
We demonstrate promising classification of Twitter users for crisis response with methods that are (1) easy to
implement and (2) quick to both optimize and infer.
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INTRODUCTION

Social media has changed the way that people communicate in disaster, expanding the options for sharing information
(Al-Akkad and Zimmermann, 2012; Palen and Hughes, 2018; Reuter et al., 2018) and lowering the barriers for
participation both on the ground and at a distance (Bruns and Burgess, 2012; Palen and Vieweg, 2008). This
has also expanded the options for emergency managers to share information with the public (Denef et al., 2013;
Hughes et al., 2014; Hughes and Palen, 2012) and to monitor for new information that can contribute to situational
awareness during an event (Goentzel et al., 2015; Vieweg et al., 2010).
Although social media has the potential to provide invaluable information for emergency response teams, adoption
of social media by emergency response has lagged behind public adoption (Palen and Hughes, 2018) as emergency
responders face the challenge of integrating these informal channels into formal emergency response (Hughes and
Palen, 2012; Plotnick and Hiltz, 2016). One of the key challenges is sifting through the large volume of information
circulating during a disaster across the broad range of social media platforms available to the public (Hiltz et
al., 2020; Imran et al., 2015; Palen and Hughes, 2018). Emergency managers frequently report concerns about
information potentially slipping through the cracks (Hughes and Palen 2012; Peterson, 2015; Plotnick and Hiltz,
2016)) and growing public expectations that emergency response monitor and respond to these communications
(American Red Cross, 2011).
Machine learning applications can help organize social media content and filter out “noise” (i.e. already known or
extraneous information), reducing the demand placed on emergency resources and helping responders to quickly
identify mission-critical information. In recent years, many machine learning approaches to social media filtering
and summarization for emergency management have been proposed and tested. However, effective real-time filtering
remains a challenge, especially at the onset of a new event before a training dataset can be created (Imran et al.,
2014a; 2015; Alam et al., 2018a). Instead of attempting to label or cluster individual social media posts, our
proposed approach focuses on user classification, which can generalize from event-to-event and can effectively filter
out irrelevant social media content when used by itself or as a first step in an information extraction pipeline.
This study reports on the development and comparison of multiple classifiers designed to identify Twitter user
account types for emergency social media monitoring. The original concept was developed by contributing author
(St. Denis, 2015) as part of prior research working with the Virtual Operational Support Team (VOST) community
starting in 2011 with a study of an early implementation of a VOST (St. Denis et al., 2012) and evolving through
participation in over twenty-five VOST activations and the experience gained from hundreds of hours of social
media monitoring support (St. Denis, 2015). VOST teams are trusted volunteers that assist emergency response
teams with tasks that can be performed remotely online and during emergency response. The contributing author
worked alongside members of the VOST community to identify and report response-relevant information back to
the disaster management teams on the ground. The most common task for VOST members is to monitor social
media streams for posts contributing to situational awareness or which require a direct response (St. Denis et al.,
2012; St. Denis, 2015).
In 2014, following the catastrophic Carlton Complex Wildfire, this contributor began experimenting with a user
labeling framework for emergency social media monitoring (St. Denis, 2015). This framework was effective at
identifying community-level information but only if it could be accomplished in near real-time with strong predictive
performance, suggesting that machine learning techniques could be an effective approach. The proposed labeling
framework narrows the results to only tweets from Twitter users contributing “personalized” content, where further
processing at the tweet level can refine these results. In our parallel study (St. Denis et al., 2020), we use tweets from
the 2018 Camp, Woolsey, and Hill Fires in California to compare how the tweet content of “Individual-Personalized”
users differs from more general “Redistribution” users. We show that the “Individual-Personalized” sample is much
richer in personal status and first-hand information sharing (30% versus 6%) as compared with the “Redistribution”
sample. This paper describes the development and statistical comparison of Twitter user classifiers, exploring both
unimodal and multimodal approaches. We present and compare the models we have developed so far and discuss
some future directions for technical development and applied cases.
RELATED WORK

Over the last decade, machine learning has played an increasingly important role as researchers and emergency
responders explore ways to manage the deluge of information generated during disaster and crisis events. Studies
have shown that the public shares valuable information on Twitter and other social media platforms during crises
(Sutton et al., 2008; Vieweg et al., 2010). However, emergency managers struggle to find the useful posts in a
stream of thousands or millions of tweets. Innovations such as the use of trained and trusted volunteers have been
used successfully for social media monitoring support (St. Denis et al., 2012), but these resources are limited. To
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help make the task easier, some researchers have developed automated information extraction methods for filtering
social media data, many of which focus on supervised classification and clustering of individual tweets (Marcus et
al., 2011; Starbird et al., 2012; Imran et al., 2013; 2014b). While many of these projects have yielded promising
results, deploying them in real-time during actual disaster events to benefit the emergency response team remains a
challenge due to the high specificity required for each disaster event and the difficulty of integrating social media
into formal response.
Crisis Informatics and Machine Learning

A variety of machine learning algorithms have been applied to social media data from natural hazard and crisis
events in order to filter, cluster, classify, and summarize the data. Prior work demonstrates the potential of machine
learning to convert social media data into actionable information. For example, new methods have been developed
for domain specific applications such as earthquake detection (Sakaki et al.,2010; Cameron et al., 2012) and
monitoring the outbreak and spread of disease (Imran and Castillo, 2014; Rudra et al., 2018). Other work has
explored using tweets to detect phases of disaster (Iyengar et al., 2011; Chowdhury et al., 2013) and to identify
sub-events within a larger disaster or social event (Marcus et al., 2011; Pohl et al., 2012; Chakrabarti and Punera,
2011). Researchers have tested a wide range of methods for extracting useful information from social media posts
and new techniques continue to emerge with classification schemes focusing on information source/identification of
eyewitnesses (Olteanu et al., 2015; Zahra et al., 2020), type of content contained in tweet (Alam et al., 2018b; Imran
et al., 2013; 2017; Olteanu et al., 2015), credibility (Halse et al., 2018), location in relation to disaster or other event
(Sakaki et al., 2010; Starbird et al., 2012), image filtering (Nguyen et al., 2017b), and assessing emotional content
(Caragea et al., 2014).
Recently, researchers have increasingly used deep learning to process emergency-related social media text and
multimedia data. When working with large data sets, word vector representations, trained on general and crisisspecific data, have improved tweet-level classification of humanitarian categories (Imran et al., 2016; Nguyen et
al., 2017a; 2017b) and disaster relevancy (Alam et al., 2018b). Additionally, the rising popularity and application
of convolutional neural networks has led to several projects on classifying infrastructural damage severity from
disaster images (Alam et al., 2017; Alam et al., 2018d; Li et al., 2018) - with another application of convolutional
neural networks being post-disaster sentiment analysis of images (Dewan et al., 2017). Adversarial training has
been applied to generalize model performance between hydrometeorological disasters (typhoon, hurricane, and
flood) and earthquakes (Alam et al., 2018a; Li et al., 2019), and semi-supervised training has been used to better
utilize unlabeled data (Alam et al., 2018b) and train models that generalize to multiple types of disasters, including
floods and earthquakes (Alam et al., 2018a).
One of the biggest challenges for previous approaches lies in generalizing to new disasters. Content classifiers
tend to be highly event specific, as the locations, organizations, and occurrences mentioned in event-related tweets
provide insight into what types of information are being shared. This means that each new event must have its own
training dataset, but during the early hours and days of a disaster, it is extremely difficult to find human resources to
label data. Various solutions have been proposed, including using online semi-supervised learning algorithms that
prioritize labeling the most useful training examples (Imran et al., 2014a; 2014b) and applying adversarial learning
for domain adaptation to new disaster events (Alam et al., 2018a). While these methods do provide improvements
over traditional fully-supervised learning, in practice, content-level classifiers often depend on valuable human
annotation time at the onset of each new disaster. By contrast, user-level classifiers are less dependent on the
specifics of a single emergency event, instead basing classification on event-agnostic user attributes.
Social Media User Classification

Research looking at Twitter users in disaster is limited and applications for emergency social media monitoring
is relatively unexplored. Differences in users’ profiles and behavior patterns can be used to differentiate between
organizational, organizationally affiliated, and organizationally unaffiliated accounts (Purohit et al., 2017). In
addition, crowd behavior combined with Twitter profile information can be used as a collaborative filter to identify
on-the-ground social media users during crises (Starbird et al., 2012). In other applications, machine learning has
been used to differentiate between Twitter user accounts with digitally versus human-generated content (Chu et al.,
2012; Uddin et al., 2014) and specific attributes of the account owner (Pennacchiotti and Popescu, 2011; Rao et al.,
2010).
Multimodal deep learning

Multimodal deep learning uses data of different modalities or types, such as audiovisual data (Ngiam et al., 2011;
Atrey et al., 2010) or annotated images (Alam et al., 2018d; 2020; Alqhtani et al., 2015; Jomaa et al., 2016;
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Mouzannar et al., 2017). This is in contrast to unimodal approaches that use only one modality - such as imagery,
audio, or text. In multimodal learning, heterogeneous data fusion is the primary goal and challenge. Common
strategies include: (i) the extraction of generic or hand-crafted low-level feature vectors which are then concatenated
along a common axis (feature-level fusion) or (ii) the fitting of unimodal models whose fixed predictions are then
used as inputs to a decision model (decision-level fusion) (Atrey et al., 2010). The few applications of multimodal
deep learning within crisis informatics cluster around annotated image classification for infrastructural damage
(Alam et al., 2018d; Alam et al., 2020; Jomaa et al., 2016; Mouzanner et al., 2017) - while other tasks include
detecting informative posts (Alam et al., 2018b), detecting injuries or death (Mouzannar et al., 2017; Alam et al.,
2018c) classifying type of natural disaster (Mouzannar et al., 2017), detecting natural landscape damage (Jomaa et
al., 2016; Mouzannar et al., 2017), and disaster event detection (Alqhtani et al., 2015).
METHODS
Data identification

Our initial data set (2,458 Twitter users) was derived from Tweets collected across four wildfires in Eastern
Washington state during the 2014 and 2015 wildfire season. This data was collected as part of prior research (St.
Denis, 2015) and includes Tweets from the 2014 Carlton Complex Wildfire, and the 2015 Wolverine Fire, Chelan
Complex, and Kettle Complex wildfires. The initial coding and analysis of this data is discussed in the background
section of our analysis paper (St. Denis, 2020). An additional 2,260 Twitter users were derived from data collected
during the co-occurring 2018 Camp, Woolsey, and Hill Fires in California. Collection terms for the California Fires
are summarized in Table 1. We supplemented the data with an additional 1,210 “Emergency management” and
“Public Sector” accounts (discussed in Data labeling) by mining accounts “followed” by Twitter users active in the
social media in emergency management (#SMEM) community. This gave us a list of 5,930 Twitter usernames for
training, validation, and testing.

Data labeling

Our classifier generates two account predictions. The first, “account type”, predicts whether the account owner
appears to be an individual, organization, or automated feed (see Table 2). The second, “account role”, organizes
accounts by communication role or behavior in disaster (see Table 3).

We simultaneously assigned account type and role labels using information reported in the user profile and recent
tweet history. For example, identifying a news reporter would result in a combined classification of “Individual
– Media” and the local office of emergency management would be classified as “Organization – Emergency
Management”. Additionally, an account was marked as “Personalized” if there were personal photos, personal
status updates, and expression of thoughts/opinions in their recent Tweet stream. If the recent stream was dominated
CoRe Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

777

Diaz et al.

Classifying Twitter Users for Disaster Response

by content from outside sources (e.g. media/political) without evidence of personal content, it was labeled as
“Redistribution”.
Data loss

Between data collection and feature calculation, 204 of the accounts had been deleted (=C1 = 5, 930, =C2 = 5, 726).
These accounts were removed from the training (=C2 = 4, 000), validation(=C2 = 861), and test sets (=C2 = 865); these
final sizes still aligned with a 70%-15%-15% split. See Table 4 for the distribution of labels within our data set.

Feature engineering and preprocessing

Once users were identified and labeled, we used the Twitter API to gather numerical, textual, and visual content
from the users’ profiles. This content captures both the user’s identity (e.g. name, account age, profile picture) and
behavior (last 200 tweets: original, retweeted, and quoted).
Text features

Formatting characters (e.g. “\n”, “\t”, “\r”) were removed from all text. URLs and punctuation marks were also
removed. Words were separated by capitalization such that “CamelCase” would become “Camel Case”. All
characters were converted to lower case, and stop words (e.g. “the”, “and”) were removed. We used seven text
fields as described in Table 5.

We use the users’ most recent 200 tweets because 200 is the maximum amount allowed by a single rate-restricted
request. Quoted tweets and retweets are distinctions made by the Twitter API; a quoted tweet displays the tweet one
interacts with as well as their commentary, while a retweet has no simultaneous commentary.
Numeric features

Numeric features are presented in Table 6 and belong to four categories: (1) features provided by the Twitter API, (2)
features derived from users’ behavior, (3) features derived from keyword indicators informed by expert knowledge,
and (4) features derived from a latent Dirichlet allocation (LDA) topic model fit on the users’ tweets (Blei et al.,
2003).

Our derived behavior descriptors consist of metrics describing temporal patterns of user activity. In addition
to simple metrics like average tweets per day, maximum tweets per hour, and average time between tweets, we
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Figure 1. Demonstration of topic model results. Higher brightness at a pixel value indicates greater topic confidence
for that tweet/row. An emergency management user (left) may be expected to consistently discuss few topics with
high confidence. Media users (right) could be expected to have a structured diversity of topics, while personalized
users (middle) are much more variable.

calculated two measures of temporal entropy to assess the level of irregularity in user activity patterns. For each
user, the time intervals between tweets were used to calculate approximate entropy (ApEn), a measure of time series
event regularity that was first developed for biomedical applications (Pincus et al., 1991) but has since been applied
to a wide variety of time series data (Pincus and Kalman, 2004; McKinley, 2011; Montesinos et al., 2018). In our
work, the entropy measure was used to capture the level of regularity and irregularity in the timing of tweets, which
might help differentiate between “Feedbased” (more regular) and “Individual” (more irregular) accounts. ApEn
was calculated using filtering levels r from 100-5000 (see Table 5).
Important keywords for distinguishing classes were identified during data labeling using expert knowledge and by a
data-driven two-step process defined by (1) binary classification of the classes through logistic regression via binary
unigrams and (2) examination of highly weighted words. Examples of these include: “firefighter”, “wildland”,
“paramedic”, “reporter”, “tv”, “fm” “journalist”, “maga”, “jobs”, and 69 more (78 total). We recorded binary
keyword occurrence in screen name and user name for each keyword and user.
We trained topic models on user tweets to derive features for the subsequent classifier. An LDA model was fit to
tweet text to discover 50 topics over 50 epochs, where each tweet from each user was considered an independent
document. Once the model had learned to convert binary unigrams into topic score vectors (where each index is a
topic and each value is the confidence of that topic), all tweets from a user were scored. Then, scores were averaged
across tweets to generate a mean topic score vector of length 50 - a topic centrality measure. This average topic
score vector was sparsified by retaining the top-10 values and setting the rest to zero to improve the computational
efficiency of near-zero values. Then, we derived a measure of topic variability for each user. For each user, we used
= , where t is the topic vector for tweet 8 - visualized in
the topic score vectors from = tweets (the set of vectors {t 8 }8=1
8
¯
Figure 1) and the user’s average topic score vector ( t ) to calculate topic variance across at most 200 tweets:
Var(t) =

min(=,200)
50
’ ’
8=1

C8, 9

2
C¯9 ,

9=1

This summarizes data from tweets 8 = 1, ..., min(=, 200), across topics 9 = 1, ..., 50.
Image features

Profile pictures were downloaded from URLs provided by the Twitter API. These URLs provide square images
with side-length of 48 pixels and in various file formats. For standardization, all images were converted to “jpg”
format - which was the most prevalent. If an image had 1 spectral band (grayscale), it was duplicated into 3 to
fit a standard RGB representation; similarly, if an image had 4 spectral bands, the final band (alpha/transparency
band) was ignored. Any unsuccessfully retrieved image was represented as a black background - all 0 values. Thus,
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Figure 2. Demonstration of profile pictures as used by our models. From left to right we demonstrate profile
pictures typical of “Personalized”, “Media”, “Emergency Management”, “Public Sector”, and “Redistribution”
users. In the three middle columns, the top row displays pictures typical of “Organization” users, while the bottom
row displays pictures typical of “Individual” users.

profile pictures were presented to the model as 48 ⇥ 48 ⇥ 3 pixel values - as displayed in Figure 2. While these are
objectively small, this is not unusual relative to popular computer vision data sets - see MNIST (LeCun et al., 1998)
which contains 28 ⇥ 28 ⇥ 1 and CIFAR-10 (Krizhevsky 2009) which contains 32 ⇥ 32 ⇥ 3 images.
Scaling

All input features were transformed to be between 0 and 1 using minimum and maximum values of their respective
variables. In other words, all pixel values were divided by 255, each numeric variable was scaled individually, and
each word vector dimension was scaled individually. The values required by these transformations were derived
from the training set and applied to the validation and testing sets.
Predictive model

Our primary user classification model was a multimodal neural network that integrated disparate user data, the
parameters of which were optimized using a single loss function. Each input data type had a corresponding model
component whose architecture was designed to take advantage of the structure of the input data. Each of these
model components represents a mapping from the input data to a feature vector which is then concatenated along a
shared axis and then mapped to a final prediction. The model components are as follows:
• Numeric features and binary unigrams:
– Fully-connected layer
• Character and word vector sequences:
– Long-short term memory (LSTM) layer
• Profile pictures:
– Convolutional and max-pooling layer (48 ⇥ 48 ⇥ 3 ! 24 ⇥ 24 ⇥ 16)
– Fully-connected layer
All of the above model components consisted of 1 parameterized layer with no intercept/bias terms. These layers
used a hyperbolic tangent (“tanh”) activation function. All outputs were a vector equal in dimension to the number
of classes - 3 for author type and 5 for author role.
Fusion: combining features from heterogeneous inputs

To fuse the different modalities, hidden layer activation vectors from each input (described above) were concatenated
to obtain a vector of length 92, where 2 is the number of classes, and 9 represents the combination of 7 text inputs, 1
image input, and 1 numerical feature input. This concatenated feature vector was passed to another fully-connected
layer - with no bias term and a tanh activation function - to obtain an output vector of length 2 that contributes to the
final probabilities of each class.
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Figure 3. Multimodal model overview. Numbers within parentheses (e.g. “Bag of words / Unigrams (4)”) indicate
the number of unique modalities - each of which experiences the same transformation with separate parameters.
The dark red arrow has both separate parameters and an additional bias/intercept parameter.

Emphasizing important modality

A primary concern with black-box models, such as neural networks, is the inability to embed scientific and expert
knowledge. Particularly, it would be desirable to embed the known importance of specific modalities within a
multimodal model. In our early prototyping, we found binary unigram representations of users’ tweets to provide
the best predictions. To embed this, we directly add the hidden layer activation vector generated by this modality to
the hidden layer activation vector generated from the multimodal feature vector. As such, this approach is similar to
the notion of “shortcut connections” (He et al., 2016); however, our implementation differs by having separate
parameters for the shortcut and direct connections. Additionally, the direct connection applies an additional bias
parameter. Conceptually, this may act as a sort of attention mechanism (Bahdanau et al., 2014). Our multimodal
model can be visualized in Figure 3.
Implementation details
Hardware

Our data collection, preprocessing, and model fitting was conducted on Amazon Web Services (AWS) Elastic
Compute Cloud (EC2) instances, with various instance types: t2.xlarge, c5d.9xlarge, and p3.8xlarge. The p3.8xlarge
instance was used for training the multimodal neural network due to its four NVIDIA Tesla V100 GPUs with 64
gigabytes of GPU RAM. Likewise, the c5d.9xlarge instance was used for training the LDA model due its 36 vCPUs
with 72 gigabytes of RAM.
Training

Our multimodal model was trained for ten epochs with a minibatch size of 512 data instances which utilized >95%
of GPU compute and memory potential. We trained the model to minimize multi-class cross entropy loss using
the Adam optimizer (Kingma and Ba 2015). We stopped training if validation set loss did not decrease for three
consecutive epochs. For each model, we varied the ! 2 regularization penalty (“weight decay”) between 0.0001
and 1 by a factor of 10, choosing the final value based on best validation set accuracy. To combat class imbalance
during parameter optimization, minority classes were randomly sampled using a uniform distribution to occur as
frequently as the majority class.
CoRe Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

781

Diaz et al.

Classifying Twitter Users for Disaster Response

Baseline models

To determine if our highly multimodal approach outperformed simpler baseline models, we trained unimodal
models and a decision-level fusion model to compare results. Unimodal models were created by separating their
components from the larger structure of our primary model (see Predictive model). The decision-level fusion
approach was a logistic regression that used the unimodal outputs as inputs. Thus, these two efforts required 10 loss
functions, 9 for each component and 1 for the fusion - with no joint learning from low-level features possible. These
models were trained in the same manner as the primary model; however, the decision-level fusion model required
many more epochs for reliable convergence (50 versus 10).
RESULTS

Fitting our models to this task was characterized by persistent overfitting, as displayed in Table 7. ! 2 regularization
was used as described in Training, but it was unable to match in-sample to out-of-sample performance. Nevertheless,
multiple models achieved greater than 86% validation set accuracy on the author type classification and greater
than 76% validation set accuracy on the author role classification. Of these models, our primary multimodal
model achieved the highest validation set accuracy in both tasks; however, this difference was not found to be
statistically significant (U = 0.05) via McNemar’s test, which is suggested for comparing classifiers which are too
computationally expensive to be executed 10 times (Dietterich, 1998).

Since the three top-performing models were found to be statistically similar, we chose the “Unimodal - tweets and
retweets” model as our final choice due to its simplicity. Using this model, the optimal ! 2 regularization penalty for
both classification tasks was 0.01. Given this information, we generated test set predictions and confusion matrices
to understand the distribution of correct and incorrect predictions - these are presented in Figure 4.
Additional classification metrics for the test set are presented in Table 8, these include accuracy, precision, recall,
F1-score, and supporting data count. Author type classification boasted higher accuracy and weighted class-specific
metrics than communication role classification. However, author role classification generally boasted higher
unweighted class-specific metrics (except for precision). This likely highlights the difference in the distribution and
amount of classes between the two tasks.
During training, all classes were sampled to occur at the same frequency; however, this could not prevent the
under-performance of the minority “Feedbased” author type.
DISCUSSION
Modeling approach
Multimodal approach

The two most popular multimodal approaches are decision-level (Figure 5) and feature-level fusion (Figure 6) see Multimodal deep learning section. Our proposed model is an alternative strategy which uses neural network
layers to learn feature vectors and which optimizes these low-level features and their ultimate decision through a
single loss function. Our proposed model outperformed decision-level fusion on both classification tasks; however,
the two results were found to be statistically similar.
Due to time constraints, our existing results do not evaluate our proposed model’s ability to emphasize important
modalities; however, we suggest that it or other attention mechanisms be explored in future multimodal approaches.
Particularly, our model attempts to emphasize our important modality by doubling its number of parameters
and by allowing it to more directly affect the final prediction - making that modality more “front and center” to
backpropogation algorithms.
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Figure 4. Confusion matrices for unimodal (“Unimodal - tweets and retweets”) user classification on the test set
data for author type (left) and role (right). The values within each row sum to 1, representing the distribution of
labels predicted for a given true label type.

Unimodality

A key finding was that our intricate multimodal approach produced results that were statistically similar to a
unimodal model acting on tweets and retweets. These tweets and retweets were represented as binary unigrams
and acted on by a model similar to logistic regression - the nonlinear function we used was the hyperbolic tangent
rather than the traditional sigmoid function. While results may vary with a larger data set (that may be easier to
regularize), this suggests that real-time user classification may sufficiently be done with very simple methods that
require less data storage and less computing power.
Technical opportunities

Our text features were preprocessed by a wide range of data representations: unigrams (tweet level), word
embeddings (tweet level), and character embeddings (word level). This was determined by early prototyping results;
however, given a larger data set, it is desirable to move away from unigrams and towards word embeddings (a
more robust textual representation) - perhaps disaster-specific word embeddings (Imran et al., 2016). Additionally,
Figure 1 illustrates the value of using learned LDA topics as input features. At the user level, those results are well
represented in a 2D image format and, in subsequent work, could be used as input to a convolutional neural network.
From the time of user identification and labeling to the time of feature collection, some user accounts no longer
existed (n = 204, p = 3%). This emphasizes a need for raw data management that accounts for deletable data that
the researcher(s) may be more entirely interested in later. This would be particularly important if the missingness
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Figure 5. Decision-level fusion approach to multimodal user classification. The “Barrier in differentiability” bar
indicates the inability of this approach’s final predictions to learn across preprocessed data and low-level features
of different modalities because the “Fixed Predictions” are learned by optimizing independent loss functions.

resulting from account deletion is informative (e.g. accounts that are involved in disasters in some specific way are
more or less likely to be deleted).
Next Steps

The ability to hone in on content contributed by individuals and deploying these models in real time would allow this
information to be used by emergency responders and those affected by a disaster to mount more effective responses.
The current version of the classifier is an important first step in understanding how to approach a content-rich
stream of information because the classifier and related tools can now be refined across events in collaboration with
potential end-users.
From a research perspective, sifting through the noise and identifying content across events enables us to see how
different social and physical characteristics of a hazard shape societal response. This gives us the potential to
understand how community response to a disaster event happens in the digital age. As we begin to automate data
collection across large fires and other hazards, this knowledge could then, in turn, be used to inform the design and
development of tools. Both of these are important gaps in current knowledge.
Now that the account classifier accurately identifies individual-personalized accounts (approximately 90% of
the time), there is an opportunity to build our current solution and begin to refine our ability to distinguish
content at the tweet level, filtering out noise such as known sources of information or tweets that contain purely
reactive/emotion-based content. There is also the opportunity to utilize specialized data sets (Imran et al., 2016) to
help us identify critical content.
We are working on a prototype to collect, pre-process and run tweets through the classifier in near real-time so that
we can evaluate potential application for emergency response. The goal would be to trial this with non-critical
personnel in support of an incident response either using a virtual operational support team (VOST) or similar
model (Hughes and Tapia, 2015; St. Denis et al., 2012). This will allow us to both evaluate the effectiveness of the
filtered content sooner, while potentially providing valuable information to an emergency response team. At the
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Figure 6. Feature-level fusion approach to multimodal user classification. The “Barrier in Differentiability” bars
indicate this approach’s inability to learn multimodal low-level features because low-level features are produced by
generic methods (e.g. color histograms, texture) which are not optimized for the task at hand.

same time, we can capture valuable information from emergency responders about the data that can be used to
refine the classifier across these trials. All trials so far have been on wildfires, but we believe the classifier would be
beneficial for use in other hazards as well, with the potential to incorporate existing hazard-generalizing methods
(Alam et al., 2018a; Li et al., 2019).
CONCLUSION

In summary, we proposed a neural network that utilized data of many different modalities (image, text, and numbers)
to classify Twitter users of different author types and roles. Our multimodal approach does not require the manual
extraction of feature vectors prior to optimization (i.e. differs feature-level fusion) and it is optimized with only
one loss function (i.e. differs from decision-level fusion). Our model demonstrated promising results for crisis
response; however, these results were found to be statistically similar to a unimodal approach acting on a user’s
tweets and retweets. Thus, we provide evidence that binary unigrams and a simple model - one fully connected
layer with a tanh activation function - can accurately classify Twitter users for crisis response. This is beneficial for
the emergency response community because it requires less data storage and less computational power. Efficient
real-time Twitter user classification could be a powerful filtering tool for emergency management teams during
natural disasters, either used by itself or in combination with techniques for extracting response-relevant content at
the tweet level.
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ABSTRACT

This paper aims at studying the role of Wikipedia in social resilience processes during terrorist attacks. It
discusses how Wikipedia users' specific skills are mobilized in order to make sense of the event as it unfolds.
We have conducted an ethnographic analysis of several Wikipedia's terrorist attacks pages as well as interviews
with regular Wikipedia’s contributors. We document how Wikipedia is used during crisis by readers and
contributors. Doing so, we identify a specific pace of contributions which provides reliable information to
readers. By discussing the conditions of their trustworthiness, we highlight how historical sources (i.e.
traditional media and authorities) support this pace. Our analyses demonstrate that citizens are engaging very
quickly in processes of resilience and should be, therefore, considered as relevant partners by authorities when
engaging a response to the crisis.
Keywords

Wikipedia, Resilience Process, Terrorist Attacks, Social Media.
INTRODUCTION

Urban crises such as terrorist attacks impact heavily a community. According to R. Aron “an action of violence
is labeled “terrorist” when its psychological effects are out of proportion to its purely physical result (Aron 2017
p. 170)”. Its range depends on the national community cohesion i.e. the community capacity to know what they
can expect to each other. In that respect, terrorist attacks constitute “a test of social cohesion (Truc 2016)”
whose discursive component is part of the resilience processes engaged as soon as an event occurs.
As deep hardships for communities experiencing them, major attacks are constitutive of a collective memory,
especially around dramatic events (Brice Mansencal et al. 2018; Clavandier 2004). Therefore, efforts made by
communities struck by an attack to understand it as it happens are seen as a significant part of self-resilience. In
this context, a community can be defined as a group of individuals having “good reasons” to feel affected by an
event. G. Truc qualifies these communities as "mourning communities1 (Truc 2016 p. 144)" and these "good
reasons" multiple (e.g. geographical proximity, relationship with the victims, sense of moral duty, etc.).
Feeling belonging of a community while an event unfolds can also be experienced by engaging in the
understanding of this event. Thus, seeking information about an event fully contributes to this process (e.g.
Heverin and Zach 2012; Jurgens and Helsloot 2018). In this matter, social media have become a main tool
during crisis both for people directly impacted by the event and for the broader community feeling involved.
Eismann, Passega and Fischbach state that “sharing and obtaining factual information is the primary function on
social media consistently across all disasters (Eismann et al. 2016 p. 7)”. According to Reuter & Kaufhold
(2018) during a crisis social media is a place for citizens to exchange information and for authorities to alert the
public and host institutional communication. It is also a means for authorities to include user-generated content
into the crisis management processes. Information shared on social media is relevant for emergency agencies to
have a more accurate situational awareness and for citizens to enable a collective and coherent approach of the
event (e.g. Stieglitz et al. 2018). Following this second aspect, while understanding resilience as the “capacity of
social groups and communities to recover from, or respond positively to, crises (Maguire and Hagan 2007 p.
15)”, user-generated content can be understood as a key element in the accomplishing of social resilience (e.g.,
Jurgens and Helsloot, 2018; Reuter and Spielhofer, 2017). Therefore, sharing and seeking information on social
media “[helps] to build an overall picture of what [is] taking place (Heverin and Zack 2012 p. 44)”. This picture
1

Translation from French by the authors.
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is built by the witnesses of the events and the broader community. Consequently, step by step, an inventory of
the event is being built on social media, gathering elements as various as expressions of affection for the
victims, direct testimony, behavioral messages, etc. (Mendoza et al. 2010). Information gathering has been
identified as an indicator to measure resilience of a community (Maguire and Hagan 2007 p. 20). Seeking and
searching for information on social media is also identified by Yates and Partridge (Yates and Partridge 2015) as
a way to cope with an on-going event. The authors link this search for information to an engagement in forms of
resilience: exchanges and information hosted on social media, become a means of engaging in collective
conversations related to a drama. These collective conversations are described as producing positive
psychosocial effects. As an illustration, Sutton et al. point out that seeking and sharing information on social
media during a major event “appeared to serve as a collective and networked space through which individuals
coped with feelings of insecurity about the events surrounding them (Sutton et al. 2008 p. 5)”.
Similar patterns can be identified during the terrorist attacks that stroked France in recent years. Charlie Hebdo
Attack in January 2015 has been followed by a tribute mobilization on social media using mainly #Jesuischarlie,
(for “IamCharlie”, see Thiault 2015). During the November 2015 Paris Attacks, social media has been filled
with tribute, information about the event but also with organizational messages which aim was to protect
individuals present at the scene of the attacks. These messages featured the hashtag #PortesOuvertes (for
“OpenDoors”). Among the most common hashtags used during these events, the informative ones keep
remaining the most used over time (Bubendorff et al. 2019). As pointed by Heverin & Zach, hashtags become
tools allowing finding and building an overall picture of the event since there are filled by “numerous people
contributing pieces of information to the collective conversation (Heverin and Zach 2012 p. 44)”. Collective
sense-making on social media is also built through the participation of other users not directly affected but who
speak about the event through identical hashtags on Twitter (ibid.)
Wikipedia is a free online encyclopedia, created and edited by volunteers around the world and hosted by the
Wikimedia Foundation2. Available in different languages it constitutes an original way of participation into
building knowledge from user-generated-content. Numerous researches have been questioning social media’s
role during crisis regarding resilience building. Nevertheless, Wikipedia has been undervalued in social media
categorization (Reuter and Kaufhold 2018 p. 41), even if the concern of its contributors for seriousness and
information veracity on the encyclopedia have been demonstrated (Amanda L. Hughes and Leysia Palen 2009;
Bubendorff et al. submited, forthcoming). With a clear preference for Facebook or Twitter, only a few
researches focus on this specific tool. As a result, its role in resilience processes has not been documented. Most
of the time, analyses provided by literature about the use of Wikipedia during a crisis look at its collaborative
function. Some analyses focus on other wiki applications like Palen and Liu’s studies about wiki uses after 9.11
(Palen and Liu 2007).
Following social media characteristics established by Chan, we consider that Wikipedia fulfills the functions of
“information dissemination and gathering (Chan 2014 p. 10)” just as the most common observed social media,
Twitter or Facebook. While the main part of the literature focuses on such social media platforms when
analyzing information dissemination during a crisis, in our opinion Wikipedia also constitutes a relevant place to
understand how information is aggregated and legitimized during a major event (Keegan et al. 2013).
In this paper we formulate the hypothesis that, by creating and contributing to a Wikipedia page related to an
ongoing event such as a terrorist attack, Wikipedia contributors facilitate to understanding and making sense of
the event and support the resilience of the impacted community. We aim at demonstrating how Wikipedia is
used
by
citizens
in
order
to
make
sense
of
the
ongoing
event.
In order to understand this process, we focus on several terrorist attacks, mainly November 2015 Paris Attacks.
In addition to their magnitude in terms of victims (130 victims and more than 350 injured), these attacks have
particularly affected French people, who described them as the most significant terrorist attacks of this century
in France (Brice Mansencal et al. 2018).
In this paper, we address the two following research questions:
o

RQ1: How does Wikipedia play a role into the information dissemination during an ongoing
crisis?

o

2

RQ2: How do Wikipedia contributor’s skills participate to resilience during a major event?

See also the Wikipedia “about us” page: https://en.wikipedia.org/wiki/Wikipedia:About [last visit 14/02/2020]
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METHODOLOGY
Data Collection

In order to do so, we mobilize a research methodology based on qualitative approaches. Two types of
investigations have been conducted. First, we have proceeded with an online ethnography of Wikipedia
consisting in gathering information and news from Wikipedia. By defining and following specific protocols (see
below), we have observed and collected what was published on this social media at the time of a crisis.
We have sampled a number of events which had an impact on the French community in recent years (see Table
1). We mainly focused on terrorist attacks but also looked at a natural hazard in order to identify if each type of
crisis presents a specificity on Wikipedia.
Table 1. List of analyzed articles
Article

English
written
related
article

Event

Date of
the event

Page
creation3

No of
contributors
(on Jan 20)3

Jan 7
2015

7 Jan 2015,
12:19 am

674

Attentats contre
Charlie Hebdo

Charlie
Hebdo
Shooting

Shooting in press offices weekly
newspaper “Charlie Hebdo”

Attaques du 23
mars à Trèbes et
Carcasonne

Carcassonne
and Trèbes
attacks

Shooting and hostage taking in South of
France

Mar 23
2015

23 Mar 2015,
3:03 pm

139

Attentats du 13
Novembre 2015 à
Paris

November
2015 Paris
attacks

Hostage taken in Bataclan, mass
shooting in several cafés

Nov 13
2015

13 Nov 2015,
10 pm

926

Attentats du 14
juillet 2016 à Nice

Nonexistent

Truck ramming during Bastille
celebration day in Nice

Jul 14
2016

14 Jul 2016,
10:52 pm

391

Ouragan Irma

Irma
(Hurricane)

Categorie 5 Hurricane which struck
Caribbean island, Cuba and Florida.

Sept.
2017

5 Sep 2017,
5:31 pm

260

For each selected article of the Table 1, we used the services provided by the Wikimedia foundation (Xtools4) to
access several information such as:
-The history of the pages: date and time of creation, main periods of contributions, type of contributions.
- The list of contributors: we have extracted the complete list of contributors in order to compare several events
(i.e. terrorist attacks, natural hazards, etc.) and to emphasize potential patterns of contributions on the
encyclopedia. We have also looked at other contributions made by these “wikipedians” in order to eventually
elaborate categories of contributors.
In addition, we conducted ethnographic observations directly on the articles pages. In particular, these
observations allowed us to identify structure and referencing models used by their contributors. It should be
noted that Wikipedia present the specificity of proposing all versions of an article online. It is thus possible to
read all the versions that lead to an article currently online. Along with these observations, we have
systematically studied Wikipedia’s pages related to the article.
Wikipedia collaborative aspects are embodied by other pages related to an article, namely the ‘talk pages’ and
‘village
pump’
section
of
the
specific
days
of
the
event.
A talk page is available alongside the main article and is used to bring together discussions between
contributors. This forum is mainly used to resolve conflicts, minor problems such as the structure of the article,
the title, the level of grammar or spelling, and to discuss the information to be included in the article. In our
study, these pages were systematically analyzed for all the articles mentioned in Table 1.
When an event is important and focusing the contributions, discussions on the village pump can be linked to it.
When such pages were available for the event, they were also considered. Data were screenshotted for further
analyzes.

3
4

Regarding the French-version-articles.
A suite of statistics tools available at: https://xtools.wmflabs.org/.
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In order to explore these observations in greater depth, we have conducted three semi-structured interviews with
Wikipedia contributors to the major-event-related pages. The guidelines for the interviews were developed
based on the different categories used to make the observations. The interviews focused on how individuals
perceive the construction of information on Wikipedia as well as the particular times of breaking news. The
interviews were enhanced by online ethnographic observations. For example, some of their contributions to the
breaking news articles were presented to contributors as a starting point for an exchange. Table 2 gathers
biographical elements and presents their related major-event-contributions. Respondents were contacted directly
via the messaging service offered by Wikipedia, we must point out a very low response rate. While interviews
can shed additional light on ethnographic analysis, their small number limits the possibility of generalizing the
elements of analysis emanating solely from the interviews. They do, however, support several research
directions developed from the ethnographic material.
Table 2. Sociography of the interviewees
Contribution to page of

Nice
Attack

C. and T.
Attacks

Charlie
Hebdo
Shooting

November 2015
Paris Attacks

unknow

yes

no

yes

yes

40954

10 years or
more

no

yes

yes

yes

35218

10 years or
more

yes

yes

yes

yes

Id
number

Interview
Modality

Gender

Age

Profession

Amount of
contributions

Contributor
since

1

phone call

M

22

student

13028

video call

M

55

journalist

face-toface
meeting

M

65

IT engineer

2
3

Data Analyzes
Using Excel and Atlas.ti software, we have gathered a timeline of page construction, and manually coded all the
data according to research themes we have identified.
RESULTS
Wikipedia uses during crises

The collaborative encyclopedia is particularly used in the case of a crisis, both from the perspective of readers
and contributors.
Readers

As well documented in the literature (i.e. Jullien 2012), Wikipedia is a very used website in everyday life to
seeking both information or encyclopedic knowledge. More specifically, each year the most viewed pages are
related to recent events. For example, on the French-language edition of Wikipedia the most viewed pages over
the year and related to events are: for 2019, the fire at Notre-Dame de Paris5, and for 2015 the Charlie Hebdo
page consultation is ranked number 5 and its attack 145. The number of views of Wikipedia tends to increase
rapidly each time a “breaking-news” event occurs (Keegan et al. 2013). The same pattern can be observed
regarding the crises of our sample. Moreover, our observation highlights an increase in page views6 regarding
similar events when a crisis occurs. During a specific terrorist attack, not only its page does have a large number
of views, but other pages dealing with events of the same nature also present high hits. Lastly, as shown in
Figure 1, the anniversary periods of major past crises are also characterized by an increase and high number of
views.
Despite the significant amount of researches conducted on Wikipedia, few have been focused on its readers (e.g.
Jullien 2012, 2016; Singer et al. 2017). Their motivations (as well as their consultation processes) are therefore
poorly documented, and especially in times of crises. Our analyses allow us to formulate hypotheses about the
way Wikipedia’s consultations are distributed.
5

Numbers provided by: https://fr.wikiscan.org/pages_vues, access 02.05.2020
NB: the available data are expressed in single view, it is the frequency of visits that can be estimated and not the number of
individuals who constitute this consultation.

6
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Figure 1. Timeline of views, French Wikipedia

First of all, the quick increase of the number of views can be understood as a public testimony of their trust into
the website when providing trustworthy information about an ongoing event. Furthermore, Wikipedia pages are
very highly ranked in search engine results (Waller 2011). Such ranking can also explain, in part, large
audiences during major events: assuming people try to know more about the event, they will be led by search
engines into Wikipedia. In this sense, Wikipedia has become a place where people go in order to find reliable
information during an event. The number of views during anniversary periods or when a similar event occurs
tend to confirm this understanding, as the reader seems to trust the information given by Wikipedia as a
knowledge built on a historic event as well as relevant news information.
Contributors

While the number of Wikipedia readers increase at the time of a crisis, Wikipedia breaking news articles are
created quickly during or after an event, underlining the interest of the users of Wikipedia for crises. Hence,
Keegan, Gergle and Contractor underline that articles related to breaking news are increasing in number and that
“since 2003 the top 25 Wikipedia articles with the most contributors every month consist nearly exclusively of
articles pertinent to current events (Keegan et al. 2013 p. 596)”. The November 2015 Paris Attacks articles have
been created nearly simultaneously to the events themselves (9:23 pm for English version and 11:00 pm for
French one, while the first shooting occurred at 9:17 pm). Articles on breaking news are built from a much
larger number of collaborations very quickly after the creation of a page (Keegan et al. 2013). In contrast,
articles on less major events take at least one year to reach this same level of participation.
Figure 2 illustrates contributors’ appetite for major event articles. In the case of the November 2015 Paris
Attack, the French Wikipedia page counts 6172 contributions by 860 Internet users, and 238 French speaking
Wikipedians are still “watchers” of this page (i.e. changes made to the page are reported to them).
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Figure 2. Timeline of contribution; French page November 2015 Paris Attacks

In order to compare the distribution of contributions during crisis and during regular times, we propose to
observe articles which are not controversial, as articles proponing a comparison of models. As an illustration,
the article on the number Pi gathered all these criteria. Figure 3 presents the dispersion of the contributions for
this article.
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Figure 3. Timeline of contribution; French page “pi”

By comparing Figures 1 and 2, the article on the November 2015 Paris Attacks has a higher number of
contributions than the “regular” page about Pi shortly after their creations. The page is created while the events
occur; the contributions are mostly made in a period very close to the event: here in 2015. The page has been
stabilized very quickly: after one month, modifications have become less numerous and only a few minor
additions have been made (since mid-2016). In comparison, for an article not related to a crisis situation like the
article about Pi (Figure 3), it has taken nearly seven years to the article to have been stabilized.
Figure 4 presents the dynamic of contributions for the French article related to the 9.11 Attacks in New York, a

crisis which occurred before Wikipedia became massively used by the French-speaking community: despite the
major dimension of the event, while the creation of the page is not simultaneous with the event, the
contributions are spread over time as for a “regular” article published on Wikipedia (e.g. “Pi”).
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Figure 4. Timeline of contributions; French page of September 11 Attacks

Our observation confirms Keegan’s analyses which demonstrate that breaking news articles have their own
pattern of collaboration and editing during the first moment of a crisis (Keegan 2015). Focusing on the users’
trajectories and their contributions on articles related to major events, Keegan shows that their dynamic is more
concentrated than on usual non-breaking-news-articles: in terms of velocity and in terms of concentration of the
number of edits and corrections in a short-time-period. The contribution rhythm progressively slows down,
becoming more similar to non-breaking articles.
Nevertheless, according to Keegan, there is no crisis specialization on Wikipedia while our study shows that,
regarding contributions, same editors can be found on each crisis articles we examined. Looking at the 100th first
contributors of three major crises in France articles on Wikipedia, nearly 46% of them contributes at least to two
articles (31% edited all of three articles). These contributors also participate to other articles and are not only
specialized into crisis. However, they develop expertise in writing crisis article than benefits the community. We
consider that, doing so, they become actors of the resilience process at work here. The interest they show in
crisis articles on Wikipedia clearly demonstrates its prominent place in current events. We will now focus on
two main characteristics sustaining this view.
Patience as urgency

The rhythm induced by experimented Wikipedia contributors tends to provide quality to information which can
support the resilience process.
Hence, despite this haste in creating new content, the interviews we led with experimented French crisis
contributors underline that, overall, this practice is highly discussed. One of the interviewees explains:
“Let’s say I wouldn’t be the one creating a page after looking at BFM TV [French news
channel] the 11.13 at 10 pm. But neither would I ask immediately for its suppression. I
would rather go online the next day or the one after, looking at … where we are”
(interviewee 1)
The same debate occurs on the English version of Wikipedia as the user who has created the Paris Attacks 2015
page explains7:
“I'm going to be bold here and make this article, because there has been a discussion on
the Charlie Hebdo shooting “talk” page for days and it needs to get done. The latest
consensus is for a separate page on all the attacks”. (ethnography)
Discussion between contributors during different crises have reached a consensus about creating such pages.
Nevertheless, tone to be used and information to be mentioned are still discussed among its contributors.
7

Source: https://en.wikipedia.org/w/index.php?title=January_2015_%C3%8Ele-de-France_attacks&dir=prev&action=history, accessed 13
may 2018.
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Experienced users feel committed in organizing the related pieces of information, as an interviewee expresses:
“[…] when news are really recent […] the article initially tends to come from and be built
from a somewhat chaotic trend… it's quite interesting to see, and so at this level,
exchanges become essential to give a structure… to the article, to sort information
especially. And it seems to me that yes, exchanges are quite important in this type of
article for this reason.”(interviewee 3)
Our results highlight that patience is stated as an urgent necessity for experimented contributors. As already
stressed out by Keegan, our observations of major event articles confirm that the numbers of contributors
increase on this specific type of article as a crisis unfolds. This phenomenon tends to exacerbate discussions,
debates and more generally complicates the editing of the article. Therefore, experimented contributors act as
moderator, following a slow pace. One of the interviewees specifies:
“But it depends a lot on the activity itself, and it also depends on how the article is
created, that’s to say that if it is an article about an attack... there is information coming
out and then... waiting until you have a little distance to be able to process information
during two or three days.” (interviewee 2)
Despite the hurry of Wikipedia’s contributors in creating a major-event-related article, Wikipedia is the place
where the event and its related information are discussed through several processes such as source comparison,
significant editing work and moderation activity. This last process is ensured by experimented contributors who
put an effort toward encouraging the numerous contributors to publish verified information. Keegan (2015)
shows that Wikipedia sets on a high tempo during a crisis. The author demonstrates that the specific broad
activity tends to significantly reduce the time required to correct inaccuracy, rumors, or lies. Our observations
show that the rapidity of contributions is not the only mechanism at work. During these periods, contributors
pay particular attention to verifying sources of information. Some of them delay their contributions waiting for
verified information to become available. As highlighted by Chan, information gathering participates to a form
of resilience: “provid[ing] reliable information quickly to the public enables them to better prepare for and
respond to crises (Chan 2014)”. We consider that the specific rhythm set by experimented contributors of
Wikipedia supports this aspect as it provides a place where information is synthesized while the event is
occurring.
Reflexive process is engaged despite the emergency and the new contributors who can be unfamiliar with the
Wikipedia rules8. Users take part in the construction of knowledge regarding the event rather than updating the
newest live-events like mainstream media. As new events occur (namely terrorist attacks), Wikipedia
contributors formalize procedures through debating, negotiating and looking for consensus inherent to
Wikipedia (see e.g. Auray et al. 2009). These results support Hansen et al. (Hansen et al. 2009) approach who
sees Wikipedia as an embodiment of the communicative discourse that Habermas defends as a means to achieve
forms of personal and social emancipation. Here, communicative actions described by Habermas as
emancipatory can be observed in the discussion among contributors. The Wikipedia structure allows and
supports this aim “to achieve a level of mutual understanding between actors (Firer-Blaess 2011 p. 137)”. As
shown by Hansen et al., Wikipedia is not free from other forms of interactions, but its structure tends to make
possible and value communicative discourse. During times of crises, when uncertainty is most critical, the
consciously pursue a “cooperative search for the truth (Habermas 1984)” among contributors tend to reinforce
the role that Wikipedia plays in resilience processes at work from the beginning of the crisis that has a
widespread impact on a community.
Meaning of this specific pace for sources uses on Wikipedia
Primacy of official media

The information verification methods implemented by experienced contributors through this fast pace support
their usefulness within resilience processes. The information on Wikipedia is verifiable and of high quality,
readers can rely on this website to understand the event and start responding to it.
First of all, the current practices on Wikipedia are to warn the reader of the instability of pages concerning
current events. As explained on the “Help” Wikipedia section guiding contributors, the banner mentioning
"current event" appears on the top of these articles in order to "warn readers about the fast-changing or
8

These newbies can be identified by the fact that they are not registered as user. Their contributions are then signed with their IP number
rather than a chosen username
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speculative nature of the article". It tends to create the conditions for resilience processes insofar as Internet
users (readers and contributors) are called upon to use critical thinking and patience regarding the information
they are likely to find on this kind of page. Doing so, they can be included in the events, and in the process of
sense making around it.
Furthermore, regarding “current events”, Wikipedia users tend to renegotiate rules established by everyday uses.
On Wikipedia, a cold distinction between primary and secondary sources helps contributors in distinguishing
reliable information. In order to be valid, a piece of information has to come from a so-called secondary source:
i.e. media, books, academic publications. As we mentioned before, Wikipedia is well known for its verification
process (Cardon and Levrel 2009; Forte and Lampe 2013; Sahut 2016). On Wikipedia, sorting through several
references and indicating which sources are reliable are an important part of the contributor's work and expertise
(Sahut 2014). The citation rules are well known by regular contributors. Serious events, or breaking news events
in general, bring these rules into question. As the article is developed gradually as the event unfolds, traditional
media become the main reference in this process. On the contrary, in regularly times, although the media can be
a source, scientific books or articles are mainly used. The main national news media remains standard for
reliability, this is confirmed by one of our interviewees regarding how consensus between contributors is
established about sources:
“Le Monde [a major French newspaper] for instance, it’s Gospel Truth.”(interviewee 2)
Unlike information commonly referred to as “user-generated-contend” information on social media during
crises, first-hand evidence (e.g. a photo taken by an individual present on the scene) cannot be considered
reliable on Wikipedia. User-generated content performed by contributors here is rather the treatment of the
information available in real time.
Political authorities as sources

Furthermore, information from official authorities play a main role into the construction of the events on
Wikipedia. In addition to the major national and international media, information from official sources is
expected and allows Internet users to provide readers with reliable information, thus contributing to the ability to
understand the event and initiate processes of resilience. Like all information quoted on Wikipedia, it must be
taken over by a third party to be validated. An important difference in the consideration of the statements
provided by the authorities is worth noting here.
On Wikipedia, authorities are considered trustworthy insofar as their statements address the protection and
integrity of citizens rather than managing a political crisis. We see this in our interviews but also in the
observation of the articles. Here, for example, two contributors discuss in November 2015 Paris Attacks French
Talk page to decide whether or not the press conference held by the state prosecutor deserves to appear in the
article.
Contributor A: "But I remember defending the fact of relying on the details and
chronology of the public prosecutor in an article on a plane crash case and hearing myself
said by a contributor" my point of view is that Wikipedia is not the spokesperson for either
State, the BEA [French equivalent for NTSB] or the justice of a country"
Contributor B: The presentation of the prosecutor seems to me to be an objective
document, complete, at least to a certain extent (...) and independent (the judiciary in
France being theoretically independent of the political power), it seems to me to be a
much more reliable source than media retakes, which will take up this release with the risk
of making mistakes.”9 (ethnography)
The State and its authorities become reliable when one finds oneself in a situation that cannot be confused with a
“political” crisis. For the people we met, the political dimension of an event refers to the issues related to the
various political parties on the French public scene, which are perceived as having other aims than the
protection and integrity of its citizens. The exchange between these two contributors shows that information
from the State is considered reliable when it is shared by institutions perceived as apolitical.
This perception may change according to the events. For example, according to one of the interviewed
9

Translated by the authors from https://fr.wikipedia.org/wiki/Discussion:Attentats_du_13_novembre_2015_en_France/archives_2015,
accessed 10/12/2019.
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contributors, the Paris Police Prefecture is perceived as reliable in the case of casualty reports for terrorist
attacks but cannot be a sufficient source in the case of protests. In the view of this contributor, this source must
be counterbalanced by another, which would not belong to the same “political side”. The classic comparison
between union and police accounts is then highlighted and will be put forward by several interviewees:
"Generally it will be" according to the Ministry of Interior, there are x deaths" and we
can't have any other sources. Journalists can't count the deaths, the only source is the
Ministry of Interior, so well... we're still in a country where it's relatively credible. The day
I write "there were 50,000 demonstrators", if I don't specify the source, Laughs is more
delicate. The Ministry of the Interior in this case can say whatever it wants. Laughs.
(interviewee 3)
These Wikipedia contributors’ particular skills are mobilized to support resilience processes in the event of
crises, as they allow the reader to quickly access quality information. As such, several traditional French media10
have also referred to the construction of these pages as a significant step “in the writing of the history of 13
November11”, acknowledging its contribution in the sense making of the event. Contributors we met
unanimously defined the role of Wikipedia during a major event as a “place of serious synthesis of
information”. By providing quickly an overview of the on-going event, Wikipedia can be seen as one of the
tools used by individuals to access information, reduce the uncertainty associated with major events and
consequently support resilience processes.
DISCUSSION AND CONCLUSION

This dsfpaper highlights the processes by which Wikipedia plays a role into resilience process. It discusses how
Wikipedians’ skills are mobilized and rearranged in order to support coping with to an ongoing event. We show
how experimented contributors keep to a specific pace of contributions and, by doing so, they guarantee the
information veracity on Wikipedia during a crisis. By mobilizing these specific skills (i.e. specific pace and
checking of sources) they allow Wikipedia’s readers to find trustful information about the event soon after its
occurrence, consequently participating to the building of an overall picture (RQ1). Based on their own
knowledge of Wikipedia’s uses, experimented contributors catalyze the questions, uncertainties and emotions
generated by an event into establishing a specific rhythm of contributions. This process supports forms of
reflexivity that fuel resilience building (RQ2). Finally, we mobilize Habermas’ communicative discourse as a
pertinent theoretical framework to understand the Wikipedia contributors’ motivations and actions. This
approach supports a better understanding of how and why citizens, not directly involved in a major event, give
their time, energy and skills to help others in accessing serious and verified information; thereby reinforcing the
process of resilience.
In conclusion, we would like to discuss the place the Wikipedia contributors give to the content published on
social media. In our opinion, this is quite “classical” in the sense that it does not differ from authorities’
positons: On Wikipedia experienced contributors do not consider the voice of the citizens as reliable source of
information. Therefore, this citizen-generated content does not fit into the synthesis of information that they aim
to build during an on-going major event.
On a practical level, our results emphasize the importance of user-generated-content in order to understand how
citizens make sense of an event. The ISCRAM community has shown on many occasions the relevance social
media in crisis management. Nevertheless, in France, administrations are still cautious about the use of
information coming from online social networks. They are even more so when it comes to interacting with
citizens on these networks in a logic of horizontality specific to these tools. Looking at Wikipedia uses during
crisis, our results insist on how citizens, even in times of destabilizing crisis such as a terrorist attack with a very
high number of victims, are equipped with the capacity to produce, process information as well as to debate and
exchange in order to create the most accurate and possible picture of the situation. This research shows that
citizens on the Internet are engaging very quickly in processes of resilience. As such, we will argue that they
may be considered as partners of interactions for authorities more than individuals to be (physically and
emotionally) protected.

10
11

A radio report on France Culture, articles on Slate, mention of the page in several press article.
Source : http://www.slate.fr/story/110605/wikipedia-attentats-13-novembre, translated by the authors.
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ABSTRACT

Multimedia content in social media platforms provides significant information during disaster events. The types of
information shared include reports of injured or deceased people, infrastructure damage, and missing or found
people, among others. Although many studies have shown the usefulness of both text and image content for
disaster response purposes, the research has been mostly focused on analyzing only the text modality in the past. In
this paper, we propose to use both text and image modalities of social media data to learn a joint representation
using state-of-the-art deep learning techniques. Specifically, we utilize convolutional neural networks to define a
multimodal deep learning architecture with a modality-agnostic shared representation. Extensive experiments on
real-world disaster datasets show that the proposed multimodal architecture yields better performance than models
trained using a single modality (e.g., either text or image).
Keywords

Multimodal Deep Learning, Multimedia Content, Natural Disasters, Crisis Computing, Social Media.
INTRODUCTION

Information from different modalities often brings complementary signals about a concept, an object, an event, and
the like. Learning from these different modalities leads to more robust inference compared to learning from a single
modality. Multimodal learning is a well-researched area and has been applied in many fields including audio-visual
analysis (e.g., videos) (Poria et al. 2016; Pereira et al. 2016), cross-modal study (Nagrani et al. 2018), and speech
processing (e.g., audio and transcriptions) (Chowdhury et al. 2019). Despite the successes of multimodal learning
in other areas, limited focus has been given to multimodal social media data analysis until recently (Gautam et al.
2019). In particular, using social media data for social good requires time-critical analysis of the multimedia content
(e.g., textual messages, images, videos) posted during a disaster situation to help humanitarian organizations in
preparedness, mitigation, response, and recovery efforts.
Figure 1 shows a few tweets with associated images collected from three recent major disasters. We observe that
relying on a single modality may often miss important insights. For instance, although the tweet text in Figure 1(f)
reports about a 6.1 magnitude earthquake in Southern Mexico, the scale of the damage incurred by this earthquake
cannot be inferred from the text. However, if we analyze the image attached to this tweet, we can easily understand
the immense destruction caused by the earthquake.
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Hurricane Maria

California Wildfires

Mexico Earthquake

(a) Hurricane Maria turns Dominica into ‘giant debris field’ https://t.co/rAISiAhMUy by
#AJEnglish via <USER>

(b) A friend’s text message saved Sarasota man from deadly California wildfire
https://t.co/0TNMFgL885

(c) Earthquake leaves hundreds dead,
crews combing through rubble in #Mexico
https://t.co/XPbAEIBcKw

(d) Corporate donations for Hurricane Maria
relief top $24 million https://t.co/w34ZZziu88

(e) California Wildfires Threaten Significant Losses for P/C Insurers, Moodya Says
https://t.co/ELUaTkYbzZ

(f) Southern Mexico rocked by 6.1-magnitude
earthquake CLICK BELOW FOR FULL
STORY... https://t.co/Vkz6fNVe5s...

Figure 1. Tweet text and image pairs from different disaster events with complementary information.

Most of the previous studies that rely on social media for disaster response have mainly focused on textual content
analysis, and little focus has been given to images shared on social media (Imran et al. 2015; Castillo et al. 2016).
Many past research works have demonstrated that images shared on social media during a disaster event can help
humanitarian organizations in a number of ways. For example, Nguyen, Ofli, et al. 2017 use images shared on
Twitter to assess the severity of infrastructure damage. Mouzannar et al. 2018 also focus on identifying damages in
infrastructure and environmental elements. Taking a step further, Gautam et al. 2019 have recently presented a work
on multimodal analysis of crisis-related social media data for identifying informative tweet text and image pairs.
In this study, we also aim to use both text and image modalities of Twitter data to learn (i) whether a tweet is
informative for humanitarian aid or not, and (ii) whether it contains some useful information such as a report of
injured or deceased people, infrastructure damage, etc. We tackle this problem in two separate classification tasks
and solve them using multimodal deep learning techniques.
The typical approach to deal with multimodality includes feature- or decision-level fusion, which is also termed as
early and late fusion (Kuncheva 2004; Alam and Riccardi 2014). In deep learning architectures, multimodality is
combined at the hidden layers with a different variant of network architecture such as static, dynamic, and N-way
classification as can be seen in (Ngiam et al. 2011; Nagrani et al. 2018; Chowdhury et al. 2019). Specifically, Ngiam
et al. 2011 explore different architectures for audio-visual data. Their study includes unimodal as well as cross-modal
learning (i.e., learning one modality while giving multiple modalities during feature learning), multimodal fusion,
and shared representation learning. Nagrani et al. 2018 also study audio-visual data for a biometric matching task
while they investigate different deep neural network architectures for developing a multimodal network whereas
Chowdhury et al. 2019 analyze audio and transcriptions while concatenating both modalities in a hidden layer.
In this work, we propose to learn a joint representation from two parallel deep learning architectures where one
architecture represents the text modality and the other architecture represents the image modality. For the image
modality, we use the well-known VGG16 network architecture and extract high-level features of an input image using
the penultimate fully-connected (i.e., fc2) layer of the network. For the text modality, we define a Convolutional
Neural Network (CNN) with five hidden layers and different filters. Two feature vectors obtained from both
modalities are then fed into a shared representation followed by a dense layer before performing a prediction using
softmax. In the literature, this type of joint representation is also known as early fusion. The proposed multimodal
architecture is trained using three different settings as follows: (i) train a network using input data from both
modalities, (ii) train a network using only the text modality, and (iii) train a network using only the image modality.
We perform extensive experiments on a real-world disaster-related dataset collected from Twitter, i.e,. CrisisMMD (Alam, Ofli, et al. 2018a), using the aforementioned three training settings for two different classification
tasks: informativeness and humanitarian classification. The test data for the evaluation of all three settings are fixed.
The experimental results show that the proposed approach (i.e., multimodal learning) outperforms our baseline
models trained on a single modality (i.e., either text or image). For the informativeness classification task, our
best model obtained an F1-score=84.2 and for the humanitarian classification task, our best model achieved an
F1-score=78.3. Despite the fact that this model outperforms its counter-part unimodal baseline models (i.e., trained
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on a single modality), we remark that there is a big room for improvement, which we leave as future work. To the
best of our knowledge, this is the first study that presents baseline results on CrisisMMD using state-of-the-art deep
learning-based unimodal and multimodal approaches for both informativeness and humanitarian tasks, all in one
place. We hope that experimental analyses presented in this study will provide guidance for future research using
the CrisisMMD dataset.
The rest of the paper is organized as follows. In the Related Work section, we provide a review of the literature.
Then, in the Dataset section, we present details of the dataset used in this study. Next, in the Experiments section,
we describe the methodology and discuss experimental results. We then present possible applications and future
directions in the Discussion section. Finally, we conclude the paper with the Conclusions section.
RELATED WORK

Many past studies have analyzed social media data, especially textual content, and demonstrated its useful for
humanitarian aid purposes (Imran et al. 2015; Castillo et al. 2016). With recent successes of deep learning, research
works have started to use social media images for humanitarian aid. For instance, the importance of imagery content
on social media has been reported in many studies (Peters and Joao 2015; Daly and Thom 2016; Chen et al. 2013;
Nguyen, Alam, et al. 2017; Nguyen, Ofli, et al. 2017; Alam, Imran, et al. 2017; Alam, Ofli, et al. 2018b). Peters
and Joao 2015 analyzed the data collected from Flickr and Instagram for the flood event in Saxony, 2013. Their
findings suggested that the existence of images within on-topic textual content were more relevant to the disaster
event, and the imagery content also provided important information, which was related to the event. Similarly,
Daly and Thom 2016 analyzed images extracted from social media data, which is focused on a fire event. They
analyzed spatio-temporal meta-data associated with the images and suggested that geotagged information are useful
to locate the fire affected areas. The analysis of imagery content shared on social media has been explored using
deep learning techniques in several studies (Nguyen, Alam, et al. 2017; Nguyen, Ofli, et al. 2017; Alam, Imran,
et al. 2017). Furthermore, Alam, Ofli, et al. 2018b presented an image processing pipeline to extract meaningful
information from social media images during a crisis situation, which has been developed using deep learning-based
techniques. Their image processing pipeline includes collecting images, removing duplicates, filtering irrelevant
images, and finally classifying them with damage severity.
Combining textual and visual content can provide highly relevant information as discussed by Bica et al. 2017
where they explored social media images posted during two major earthquakes in Nepal during April-May 2015.
Their study focused on identifying geo-tagged images and their associated damage. Chen et al. 2013 studied the
association between tweets and images, and their use in classifying visually relevant and irrelevant tweets. They
designed classifiers by combining features from the text, images and socially relevant contextual features (e.g.,
posting time, follower ratio, the number of comments, re-tweets), and reported an F1-score of 70.5% in a binary
classification task, which is 5.7% higher than the text-only classification. Recently, Mouzannar et al. 2018 explored
damage detection by focusing on human and environmental damages. Their study explores unimodal as well as
different multimodal modeling setups based on a collection of multimodal social media posts labeled with six
categories such as infrastructural damage (e.g., damaged buildings, wrecked cars, and destroyed bridges), damage
to natural landscape (e.g., landslides, avalanches, and falling trees), fires (e.g., wildfires and building fires), floods
(e.g., city, urban and rural), human injuries and deaths, and no damage. Similarly, Gautam et al. 2019 presented a
comparison of unimodal and multimodal methods on crisis-related social media data using an approach based on
decision fusion for classifying tweet text and image pairs into informative and non-informative categories.
For the tweet classification task, deep learning-based techniques such as Convolutional Neural Networks
(CNN) (Nguyen, Al-Mannai, et al. 2017), and Long-Short-Term-Memory Networks (LSTM) (Rosenthal et
al. 2017) have been widely used. For the image classification task, state-of-the-art works also utilize different
techniques of deep neural networks such as Convolutional Neural Networks (CNN) with deep architectures. Among
different CNN architectures, the most popular are VGG (Simonyan and Zisserman 2014), AlexNet (Krizhevsky et al.
2012), and GoogLeNet (Szegedy et al. 2015). The VGG is designed using an architecture with very small (3⇥3)
convolution filters and with a depth of 16 and 19 layers. The 16-layer network is referred to as VGG16 network,
which we used in this study.
For combining multiple modalities, early and late fusion have been the traditional approaches (Kuncheva 2004).
The early-fusion approaches combine features from different modalities while the late-fusion approaches make
classification decisions either by majority voting or stacking methods (i.e., combining classifiers’ output and making
a decision by training another classifier). In deep learning paradigm, typically, hidden layers are combined using
approaches such as static or dynamic concatenation as discussed in (Nagrani et al. 2018; Chowdhury et al. 2019).
In this study, we follow CNN-based deep learning architectures for both unimodal and multimodal experiments. We
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extract high-level features from two independent modality-specific networks (i.e., text and image) and concatenate
them to form a shared representation for our classification tasks.
Our study differs from previous studies in a number of ways (Mouzannar et al. 2018; Gautam et al. 2019). As such,
we experiment with one of the largest, publicly available datasets (i.e., CrisisMMD) to provide baseline results for
two popular crisis response tasks, i.e., informativeness and humanitarian categorization, using multimodal deep
learning with a feature-fusion approach. In contrast, Mouzannar et al. 2018 focus only on human and environmental
damages using a home-grown dataset, which limits generalization of their findings. As for Gautam et al. 2019,
although they also use a subset of the CrisisMMD dataset, they focus only on the informativeness classification task
and employ a decision-fusion approach in their experiments. Unfortunately, due to potential differences in data
organization (i.e., training, validation, and test splits), our experimental results are not exactly comparable with
theirs.
DATASET

We use CrisisMMD1 dataset, which is a multimodal dataset consisting of tweets and associated images collected
during seven different natural disasters that took place in 2017 (Alam, Ofli, et al. 2018a). The dataset is annotated
for three tasks: (i) informative vs. not-informative, (ii) humanitarian categories (eight classes), and (iii) damage
severity (three classes). Because the third task, i.e., damage severity, was applied only on images, we do not consider
this task in the current study and focus only on the first two tasks as follows.
Informative vs. Not-informative. The purpose of this task is to determine whether a given tweet text or image,
collected during a disaster event, is useful for humanitarian aid purposes2. If the given text (image) is useful for
humanitarian aid, it is considered as an “informative” tweet (image), otherwise as a “not-informative” tweet (image).
Humanitarian Categories. The purpose of this task is to understand the type of information shared in a tweet
text/image, which was collected during a disaster event. Given a tweet text/image, the task is to categorize it into
one of the categories listed in Table 1.
An important property of CrisisMMD is that some of the co-occurring tweet text and image pairs have different
labels for the same task because text and image modalities were annotated separately and independently. Therefore,
in this study, we consider only a subset of the original dataset where text and image pairs have the same label for a
given task. As a result of this filtering, some of the categories in the humanitarian task are left with only a few pairs
of tweet text and image. This situation skews the overall label distribution and creates a challenging setup for model
training. To deal with this issue, we combine those minority categories that are semantically similar or relevant.
Specifically, we merge the “injured or dead people” and “missing or found people” categories into the “affected
individuals” category. Similarly, we merge “vehicle damage” category into the “infrastructure and utility damage”
category. As a result, we are left with five categories for the humanitarian task as shown in Table 1.
Twitter allows attaching up to four images to a tweet, and hence, CrisisMMD contains some tweets that have more
than one image, i.e., the same tweet text is associated with multiple images. While splitting data into training,
development, and test sets, we need to make sure that no duplicate tweet text exists across these splits. To achieve
this, we simply assign all tweets with multiple images only to the training set. This also ensures that there are no
repeated data points (i.e., tweet text) in the development and test sets for the unimodal experiments on text modality.
While doing so, we maintain a 70%:15%:15% data split ratio for training, development, and test sets, respectively.
Table 1 provides the final set of categories, total number of tweet text and images in each category as well as their
split into training, development, and test sets.3 Note that the total number of tweet text and images in the table differ
only for the training sets as per the strategy explained above.
EXPERIMENTS

As explained in the previous section, we have two sets of annotations for two separate classification tasks, i.e.,
informativeness and humanitarian. For each one of these tasks, we perform three classification experiments where
we train models using (i) only tweet text, (ii) only tweet image, and (iii) tweet text and image together.
In the following subsections, we first describe the data preprocessing steps and then describe the deep learning
architecture used for each modality as well as their training details. To measure the performance of the trained
models, we use several well-known metrics such as accuracy, precision, recall, and F1-score.
1http://crisisnlp.qcri.org/
2A detailed definition of humanitarian aid is provided in (Alam, Ofli, et al. 2018a).
3The data split used in the experiments can be found online at http://crisisnlp.qcri.org/.
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Table 1. List of categories and their data split for different tasks.

Train (70%)

Dev (15%)

Test (15%)

Total

Text

Image

Text

Image

Text

Image

Text

Image

Informative Task
Informative
Not-informative

5,546
2,747

6,345
3,256

1,056
517

1,056
517

1,030
504

1,030
504

7,632
3,768

8,431
4,277

Total

8,293

9,601

1,573

1,573

1,534

1,534

11,400

12,708

Humanitarian Task
Affected individuals
Rescue volunteering or donation effort
Infrastructure and utility damage
Other relevant information
Not-humanitarian

70
762
496
1,192
2,743

71
912
612
1,279
3,252

9
149
80
239
521

9
149
80
239
521

9
126
81
235
504

9
126
81
235
504

88
1,037
657
1,666
3,768

89
1,187
773
1,753
4,277

Total

5,263

6,126

998

998

955

955

7,216

8,079

Data Preprocessing

The textual content of tweets is often noisy, usually consisting of many symbols, emoticons, and invisible characters.
Therefore, we preprocess them by removing stop words, non-ASCII characters, numbers, URLs, and hashtag signs.
We also replace all punctuation marks with white-spaces.
On the image side, we follow the typical preprocessing steps of scaling the pixels of an image between 0 and 1 and
then normalizing each channel with respect to the ImageNet dataset (Deng et al. 2009).
CNN: Text Modality

For the text modality, we use Convolutional Neural Network (CNN) due to its better performance in crisis-related
tweet classification tasks reported in (Nguyen, Al-Mannai, et al. 2017). Specifically, we create a CNN consisting
of 5 hidden layers. To input the network, we zero-padded the tweets for an equal length and then converted them
into a word-level matrix where each row represents a word in the tweet extracted using a pre-trained word2vec
model discussed in (Alam, Joty, et al. 2018). This word2vec model is trained using the Continuous Bag-of-Words
(CBOW) approach of Mikolov et al. 2013 on a large disaster-related dataset of size 364 million tweets with vector
dimensions of 300, a context window size of 5 and : = 5 negative samples.
The input then goes through a series of sequential layers including the convolutional layer, followed by the
max-pooling layer, to obtain a higher-level fixed-size feature representation for each tweet. These fixed-size feature
vectors are then passed through one or more fully connected hidden layers, followed by an output layer. In the
convolutional and fully-connected layers, we use rectified linear units (ReLU) (Krizhevsky et al. 2012) as the
activation function, and in the output layer, we use the softmax activation function.
We train the CNN models using the Adam optimizer (Zeiler 2012). The learning rate is set to 0.01 when
optimizing for the classification loss on the development set. The maximum number of epochs is set to 50, and
dropout (Srivastava et al. 2014) rate of 0.02 is used to avoid overfitting. We set early-stopping criterion based on the
accuracy on the development set with the patience of 10. We use 100, 150, and 200 filters with the corresponding
window size of 2, 3, and 4, respectively. We use the same pooling length as the filter window size. We also apply
batch normalization due to its success reported in the literature (Ioffe and Szegedy 2015).
VGG16: Image Modality

For the image modality, we employ a transfer learning approach, which is an effective approach for visual recognition
tasks (Yosinski et al. 2014; Ozbulak et al. 2016). The idea of the transfer learning approach is to use existing
weights of a pre-trained model. We use the weights of a VGG16 model pre-trained on ImageNet to initialize our
model. We adapt the last layer (i.e., softmax layer) of the network according to the particular classification task
at hand instead of the original 1,000-way classification. The transfer learning approach allows us to transfer the
features and the parameters of the network from the broad domain (i.e., large-scale image classification) to the
specific one, in our case informativeness and humanitarian classification tasks.
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Figure 2. The multimodal architecture for the classification task using both text and image as input to the system.

We train the image models using the Adam optimizer (Zeiler 2012) with an initial learning rate of 10 6 , which
is reduced by a factor of 0.1 when accuracy on the development set stops improving for 100 epochs. We set the
maximum number of epochs to 1,000 with an early-stopping criterion.
Multimodal: Text and Image

In Figure 2, we present the architecture of the multimodal deep neural network that we use for the experiment. As
can be seen in the figure, for the image modality we use the VGG16 network. For the text modality, we use a CNN
based architecture. Before forming the shared representations from both modalities we have another hidden layer of
size 1,000 from each side. The reason to choose the same size is to have an equal contribution from both modalities.
In the current experimental setting, there is no specific reason for choosing the size of 1,000, which can be optimized
empirically. After the concatenation of both modalities, we have one hidden layer before the softmax layer.
We use the Adam optimizer with a minibatch size of 32 for training the model. In order to avoid overfitting, we use
early-stopping condition, and as an activation function, we choose ReLU. For this experiment, we do not tune any
hyper-parameter (e.g., the size of hidden layers, filter size, dropout rate, etc.). Hence, there is room for further
improvement in future studies.
Results

In Tables 2 and 3, we present the performance results achieved for different tasks and modalities. In the
unimodal experiments, the image-only models perform better than the text-only models in both informativeness and
humanitarian tasks. Specifically, the improvement is more than 2% on average in the informativeness task whereas
it is more than 6% on average in the humanitarian task. In the multimodal experiments, we observe additional
improvements in performance in both tasks. Specifically, multimodal model performs about 1% better than the
image-only model in all measures for the informativeness task and about 2% better than the image-only model in
all measures for the humanitarian task. These results confirm that multimodal learning approach provides further
performance improvement over the unimodal learning approach.
Overall performance of the humanitarian classification models is lower than the informativeness classification
models due to the relatively more complex nature of the former task. However, it is important to note that the results
presented in this study are obtained using basic network architectures and should be considered as a baseline study.
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Table 2. Results for the informativeness classification task.

Training mode

Modality

Accuracy

Precision

Recall

F1-score

Unimodal

Text
Image

80.8
83.3

81.0
83.1

81.0
83.3

80.9
83.2

Multimodal

Text + Image

84.4

84.1

84.0

84.2

Table 3. Results for the humanitarian classification task.

Training mode

Modality

Accuracy

Precision

Recall

F1-score

Unimodal

Text
Image

70.4
76.8

70.0
76.4

70.0
76.8

67.7
76.3

Multimodal

Text + Image

78.4

78.5

78.0

78.3

DISCUSSION

Deep learning models are data hungry. Given our initial condition to consider only the tweet text and image pairs
that have the same labels for a given task, we are left with a limited subset of the original CrisisMMD dataset.
The proposed multimodal joint learning showed comparable performance over unimodal models for both text and
image modalities. Furthermore, while designing a model for multiple modalities an important challenge is to find
concatenation strategies that better capture important information from both modalities. Towards this direction, we
design the model by concatenating hidden layers into another layer to form a joint shared representation.
We further analyzed the performance of the three models (i.e., text-only, image-only, and text + image) by examining
their confusion matrices. Table 4 shows three confusion matrix for the three models for the first task (i.e., informative
vs. not-informative). From the emergency managers’ point of view, it is important that the machine does not
miss any useful and relevant message/tweet. The three confusion matrices (a, b, & c) reveal that our text-only
and image-only models missed 155 and 114 instances, respectively, whereas multimodal model missed only 101
instances. These are the instances where machine says “not informative”, but the ground-truth labels (i.e., human
annotators) say “informative” (a.k.a. false negatives). The image-only model made significant improvements over
the text-only model, however, when text and image modalities are combined in the multimodal case, the error rate
dropped significantly (i.e., from 155 to 101).
Another important aspect is related to information overload on emergency managers during a disaster situation.
Specifically, it happens when the machine says a message is informative, but according to ground-truth labels it is
not (a.k.a. false positives). The confusion matrices in Table 4 show these mistakes made by the three models as 139
by the text-only, 145 by image-only, and 139 in the multimodal case. We do not observe any improvements from the
multimodal approach as observed in the false negative case.
Table 5 shows confusion matrices from the three models for the humanitarian categorization tasks. One prominent
and important column to observe is “N”, which corresponds to the “not-humanitarian” category, and shows all
instances where the model prediction is “not-humanitarian”. In particular, if we look at the number of instances where
actual label is “infrastructure and utility damage” (denoted as “I”) but the model prediction is “not-humanitarian”
(i.e., the value of the cell at the intersection of row “I” and column “N”), we see that the text-only model has 41
false negative instances in Table 5(a) whereas the image-only and multimodal models have 13 and 10 instances
in Tables 5(b) and 5(c), respectively. This indicates that the image modality helps models better understand the
“infrastructure and utility damage” category, and hence, significantly reduce the errors in the predictions. A similar
phenomenon can be observed in favor of the text modality for the case where the actual label is “rescue, volunteering
Table 4. Confusion matrices resulted for the informativeness task: Informative, Not-informative.
(a) Text-only

Human

Inf
Not-inf

Predicted
Inf
Not-inf
875
155
139
365

(b) Image-only

Human

Inf
Not-inf

Predicted
Inf
Not-inf
916
114
145
359

(c) Text + Image

Human

Inf
Not-inf
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Predicted
Inf
Not-inf
929
101
139
365
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Table 5. Confusion matrices resulted for the humanitarian task: Affected individuals, Infrastructure and utility
damage, Not-humanitarian, Other relevant information, Rescue, volunteering or donation effort.
(a) Text-only

Human

A
I
N
O
R

A
0
0
0
0
0

I
0
17
1
6
2

Predicted
N
O
5
1
41
12
458 20
105 112
37
2

(b) Image-only

R
3
11
25
12
85

Human

A
I
N
O
R

A
1
1
0
0
0

I
0
56
13
5
5

Predicted
N
O
4
0
13
6
437 22
50 178
43
5

(c) Text + Image

R
4
5
32
2
73

Human

A
I
N
O
R

A
1
1
0
0
0

I
0
61
17
3
9

Predicted
N
O
3
0
10
4
426 26
49 180
33
3

R
5
5
35
3
81

or donation effort” (denoted as “R”) whereas the predicted label is “not-humanitarian” (i.e., the value of the cell at
the intersection of row “R” and column “N”). Specifically, the image-only model has 43 false negative instances in
Table 5(b) while the text-only and multimodal models have 37 and 33 instances in Tables 5(a) and 5(c), respectively.
In general, we see that the number of such errors are minimized by the third model which uses both text and image
modalities together. However, there are still some cases where significant improvements can be achieved. For
instance, the “other relevant information” category (denoted as “O”) seems to create confusion for all the models,
which needs to be investigated in a more detailed study.

(a) <USER> Hurricane Lady #Maria It’ll rain burning
blood. I hope Puerto Rico knows how to do Visceral
Attacks.
Unimodal: informative (7)
Multimodal: not-informative (3)

(b) Hurricane Irma: Rapid response team ‘rescues’
fine wines - https://t.co/pUEeOixSdc #finewine #HurricaneIrma
Unimodal: not-informative (7)
Multimodal: informative (3)

(c) RT <USER>: Hurricane Irma nearly ruins a wedding
day here in northeast Ohio! Social meeting comes to the
rescue
Unimodal: informative (7)
Multimodal: not-informative (3)

(d) 6th grade Maryland student collects 3,000 cases of
drinking water for Puerto Rico https://t.co/x57AeLHeaC
Text-only: not-humanitarian (7)
Image-only: not-humanitarian (7)
Multimodal: rescue, volunteering or donation effort (3)

(e) Hurricane Harvey’s impact on the US oil industry
https://t.co/zxVWR3u0fU
Text-only: other relevant information (7)
Image-only: not-humanitarian (7)
Multimodal: infrastructure and utility damage (3)

(f) #Breaking Tornado warning for Lantana Rd south to
Boca Raton. #BeSafe <USER>
Text-only: not-humanitarian (7)
Image-only: not-humanitarian (7)
Multimodal: other relevant information (3)

Figure 3. Example tweet text and image pairs where joint modeling of the input modalities yield better predictions.
The symbol (7) indicates an incorrect prediction and the symbol (3) indicates a correct prediction.

Figure 3 shows example image and text pairs that illustrate how joint modeling of image and text modalities can
yield better predictions, and hence, lead to performance improvements over unimodal models. For instance in (a),
we reckon that the image-only model thinks the image is informative because it shows fire-like patterns whereas the
text-only model thinks the text is informative because it mentions rain burning blood. However, when these two
modalities are evaluated together, they do not really provide any consistent evidence for the model to label this
image-text pair as informative any more. Similarly, in (d), evaluating image alone or text alone does not result in
correct predictions whereas joint evaluation of image and text yields the correct label, i.e., “rescue, volunteering or
donation effort”. Furthermore, we observe another interesting case in (e): text-only model thinks there is potentially
useful information for humanitarian purposes by predicting “other relevant information” whereas the image-only
model thinks there is nothing related to humanitarian purposes by predicting “not-humanitarian”. However, the
multimodal model effectively fuses the information coming from both modalities to make the correct prediction,
i.e., “infrastructure and utility damage”. We believe these examples provide further insights about the success of the
proposed multimodal approach for modeling crisis-related social media data.
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Challenges and Future Work

In contrast to other popular multimodal tasks such as image captioning or visual question answering where there is
strong alignment or coupling between text and image modalities, social media data are not warranted to have such
strong alignment or coupling between co-occuring text and image pairs. In some cases, each modality conveys
different type of information, which may even be contradicting the other modality. Therefore, it is important not
to assume the existence of strong correspondences between social media text and images. To this date, this is a
relatively less explored phenomenon that needs more attention from the research community since all of the existing
multimodal classification approaches assume that there always exists a common label for data coming from different
modalities. As such, a challenging future direction is to design a multimodal learning algorithm that can be also
trained on heterogeneous input, i.e., tweet text and image pairs with disagreeing labels, in which case CrisisMMD
can be used for model training in its full form.
CONCLUSION

Important informative signals gathered from different data modalities on social media can be highly useful
for humanitarian organizations for disaster response. Although images shared on social media contain useful
information, past studies have largely focused on text analysis, let alone combining both modalities to get better
performance. In this work, we proposed to learn a joint representation using both text and image modalities of
social media data. Specifically, we use state-of-the-art deep learning architectures to learn high-level feature
representations from text and images to perform two classification tasks. Several experiments performed on
real-world disaster-related datasets reveal the usefulness of the proposed approach. In summary, our study has two
main contributions: (i) It provides baseline results, all in one place, using unimodal and multimodal approaches for
both informativeness and humanitarian tasks on the CrisisMMD dataset, and (ii) it shows that a feature-fusion-based
multimodal deep neural network can outperform the unimodal models on the challenging CrisisMMD dataset for
both tasks, which underlines the importance of multimodal analysis of the crisis-related social media data. Despite
the fact that our multimodal classifiers achieve better performance than the unimodal classifiers, we remark that
there is still big room for improvement, which we leave for future work.
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ABSTRACT

Social media platforms play critical roles in information dissemination, communication and co-ordination during
different phases of natural disasters as it is crucial to know the type of crisis information being disseminated and
user concerns. Large-scale Twitter data from hurricanes Irma (Sept. 2017) and Michael (Oct. 2018) are used here
to understand the topic dynamics over time by applying the Dynamic Topic Model, followed by a comparative
analyses of the differences in such dynamics for these two hurricane scenarios. We performed a spatio-temporal
analyses of user activities with reference to the hurricane center location and wind speed. The findings of spatiotemporal analyses show that differences in hurricane path and the affected regions influence user participation
and social media activity. Besides, topic dynamics reveals that situational awareness, disruptions, relief action are
among the patterns common for both hurricanes; unlike topics such as hurricane evacuation and political situation
that are scenario dependent.
Keywords

Social Media, Dynamic Topic Modeling, Irma, Michael, Disaster Management.
INTRODUCTION

Natural disasters have severe damaging impacts on society and economy. To take necessary actions during a
disaster, affected population need to be well informed about the threats of a disaster and emergency management
agencies need to understand community concerns and needs in different phases of disaster. Besides traditional
media, social media plays critical role in disseminating weather and situational awareness information (Imran,
Castillo, Diaz, & Meier, 2013; Oyeniyi, 2017; Sadri, Hasan, Ukkusuri, & Cebrian, 2017b; Xiao, Huang, & Wu,
2015). Social media platforms such as Facebook, Twitter, and Instagram etc. are uniquely different from
traditional media because traditional media is mainly designed for one way communication whereas social media
allows two way communication (Brown, 2015). However, it is critical to harness the rich information from these
information sources because of the velocity, variety, and volume of the big data (Brown, 2015; Stieglitz,
Mirbabaie, Ross, & Neuberger, 2018). In addition, with ubiquitous adoption of platforms—such as 2.38 billion
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monthly active users on Facebook (Noyes, 2019) and 321 million on Twitter (Shaban, 2019)—online social media
has become a very important data source of user-generated content during a disaster. Many studies have shown
the potential of social media data in disaster management mainly in crisis communication (Lachlan, Spence, Lin,
Najarian, & Del Greco, 2016; Sadri, Hasan, Ukkusuri, & Cebrian, 2017a; Sadri, Ukkusuri, et al., 2017), human
mobility analysis (Beiró, Panisson, Tizzoni, & Cattuto, 2016; Pan, Zheng, Wilkie, & Shahabi, 2013; Rashidi,
Abbasi, Maghrebi, Hasan, & Waller, 2017; Roy, Cebrian, & Hasan, 2019; Q. Wang & Taylor, 2016), damage
assessment (Kryvasheyeu et al., 2016) and event detection (Dong, Mavroeidis, Calabrese, & Frossard, 2015;
Kryvasheyeu & Chen, 2015) among others.
Collecting ongoing topics in pre-disaster, during disaster and post-disaster period is vital in making necessary
decisions and take systematic actions for preparation, response and recovery logistics. Social media such as
Twitter has been one of the mostly used crowd-sourcing data sources for this purpose(Kryvasheyeu & Chen, 2015;
Martín, Li, & Cutter, 2017; Z. Wang, Ye, & Tsou, 2016). Machine learning approaches such as topic modelling,
e.g. using Latent Dirichlet Allocation (LDA) model (Blei, Ng, & Jordan, 2003), can identify topics from a
collection of documents. Thus, this approach has been adopted by recent studies for identifying disaster related
topics (Patel, 2018; Resch, Usländer, & Havas, 2018; Sadri, Hasan, et al., 2017b). Topic modeling can help
disaster social media analysis in many ways, for example, Resch, Usländer, and Havas(Resch et al., 2018) used
spatiotemporal analysis and topic modeling for earthquake footprint and damage assessment, thus adding one
more information layer to disaster management. Yang et al. has extended the LDA model to understand location
specific topic and topic sentiment for hurricane Sandy(Yang et al., 2017). However, most of the topics that have
been explored in the previous studies are static in nature, and thus cannot answer how a particular topic evolve
over time during different phases of disaster.
Moreover, a comparative study on how a topic evolves for two different disasters is still unexplored in the existing
literature. Each hurricane is different in terms of intensity, speed and hurricane path, and thus the topics triggered
by these hurricanes can be different except some commonalities. The findings of a comparative study will provide
an empirical basis to monitor general topics (based on similar topics in the comparison) and context-dependent
topics during such future hurricanes. In this paper, we present a dynamic extension of topic modeling approach,
Dynamic Topic Model (DTM) (Blei & Lafferty, 2006), to understand the topic dynamics using Twitter data
collected during hurricanes Irma and Michael. Our study focuses on three main research questions:
1.
2.
3.

How does the spatio-temporal distribution of social media activity vary in response to the hurricane
center location and wind speed and does such spatio-temporal distribution depend on hurricane path
and affected regions?
How do the topics, discussed in social media, evolve over time during different phases of disaster?
What are similarities and dissimilarities in the topic dynamic in two different disaster contexts?

LITERATURE REVIEW

Social media has become one of the most feasible platforms for communication in many recent natural disasters
such as hurricane Florence, Michael, and wildfire at California. The affected people have used social media in
many ways such as —for sharing ground realities from the affected regions, taking informed decision and seeking
supports through peer networks (Cecile Wendling, Jack Radisch, 2013; Subba & Bui, 2017). Fast dissemination
of information about the ground realities of disaster-affected areas through social media helped emergency
management agencies to prepare, mobilize, and coordinate their resources for rescue and relief efforts (Slamet et
al., 2018). In disaster affected areas, communication among people is also critical as it provides essential
information regarding community needs and concerns about major infrastructures (different evacuation routes
and transportation facilities) during warning, response and recovery phases (Sadri, Hasan, et al., 2017b). Social
media data (twitter data) associated with the tornado in Moore and Oklahoma also provided similar information
related to public behavior as well as peoples’ critical needs (Ukkusuri et al. 2014; Sadri et al. 2018a).
Topic modelling, especially latent Dirichlet allocation (LDA), is used in disaster related information retrieval
from social media data. For example, Sadri et al. (Sadri, Hasan, et al., 2017a) have used static LDA model to
identify disaster related topics using Twitter data. This study has trained an LDA model over the whole dataset
irrespective of the time slice, thus cannot capture the evolution of topic over time. This study (Patel, 2018) has
used the static LDA model trained on both for the whole dataset (entire period) and by date (24 hours). A static
LDA for each time slice (e.g. 6 hours or 12 hours or 24 hours) will not consider the topics evolved from the
previous time slice. Thus, each time slice may have completely different topic distribution disregarding the
relation with the topics from previous time slice. Resch et al(Resch et al., 2018) has proposed a use case of static
LDA model to detect earthquake damage. Thus, this study also cannot capture the dynamics of the word
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distribution within a topic. Yang et al. (Yang et al., 2017) proposed an approach to incorporate sentiment with the
topic given some keywords as priori knowledge and did not focus on the temporal dynamics of the topics.
In our study, we have used a Dynamic Topic Model (DTM) (Blei & Lafferty, 2006) to understand the topic
dynamics using Twitter data collected during hurricanes Irma and Michael.
DATA PROCESSING AND DESCRIPTIONS

In this study, we have used Twitter data collected through its API during hurricanes Irma and Michael. Hurricane
Irma made its landfall at the Florida Keys on Sept. 10, 2017 as a category 4 hurricane and Michael made the
landfall on Oct. 10, 2018 at Florida Panhandle as a category 5 hurricane. To identify the evolving topics only
from the affected regions, we filtered the data for the Florida users. For hurricane Irma, we collect 1.81 million
tweets posted by 248,763 users. To collect data for more timestamp we collect user specific data (up to 3200
tweets) using rest API for 16399 Florida users, identified from the streaming data. The combined data contains
~2.48 million tweets from 16,399 users. Besides for Michael, ~12 million raw tweets from ~3.8 million users
were collected by using relevant keywords and geolocation boundary. From that, ~200 thousand users were from
the four affected states (Florida, North Carolina, Georgia and Virginia) of Michael and we found ~1.5 million
tweets from them. For our study, we selected 10 days of data, 5 days before landfall and 5 days after landfall, for
each hurricane. During this 10 days of timestamp, ~ 640 thousand tweets were separated among which ~200
thousand tweets were found as repeated, hence resulting in ~450 thousand unique tweets from the Michael
affected states. In social media like Twitter, the users publish content about many different topics, and a lot of
these contents are not relevant to our study. Thus, appropriate filtering is necessary to get meaningful insights
from the data (Roy, Hasan, Sadri, & Cebrian, 2020). To get the data relevant to a particular disaster, we further
filter the datasets by keywords such as ‘hurricane’ and the name of the hurricane (‘irma’ or ‘michael’). For
dynamic topic models, we use only tweet texts which contain a lot of noisy information that can deteriorate the
quality of the topics. Thus, it is necessary to remove the noise from the tweet text before fitting the data into the
model. To be consistent with the tweet language, we take only the English tweets for our analysis. We remove the
emoticons from the texts. Although emoticons can represent sentiments and emotions, it is not standardized and
hard to interpret. In the tweet texts, users can mention other users starting with @ symbol. Although it might
represent some communication pattern, a user name does not give any meaningful interpretation within a topic
and thus, we remove all the user mentions from the text. We also remove URLs from the tweets because they do
not provide any semantically interpretable information. Further, we remove the stop words, punctuation and
special characters (\@/#$ etc.) from the text. Finally, we convert all the tokens/words as lowercase before creating
the corpus for fitting the topic model. After applying relevance filtering, the data size is as followingIrma data contains 32,021 tweets with vocabulary size 11,872
Michael data contains 78,479 tweets with vocabulary size 23,837
MODELING APPROACH

In this study, we have used Dynamic Topic Model to understand the topic dynamics during a disaster. Dynamic
Topic Model (DTM) is introduced by Blei et al. (Blei & Lafferty, 2006) as an enhancement to the previous Latent
Dirichlet Allocation (LDA) (Blei et al., 2003). Compare to the static LDA model, DTM includes a notion of time
that describes the evolution of word-topic distributions over time. In a static topic model, such as LDA, if 𝛽 : be
𝐾 topics, each topic is considered as a distribution over a fixed vocabulary and each document is considered as a
mixture of 𝑘 topics. In LDA, the documents are drawn exchangeably from the same set of 𝑘 topics, whereas in
DTM the documents are grouped by time slice (e.g. 6 hours in our study) and the documents of a time slice 𝑡
come from a set of topics that evolved from the previous time slice. Figure 1 shows the plate notation of DTM,
where 𝛽 , denote the 𝑉 (assuming 𝑉 terms/vocabularies) dimensional vectors of natural parameter for topic 𝑘 in
time slice 𝑡. The component of 𝛽 is represented by 𝑉 dimensional multinomial, 𝜋 where, the 𝑖 component is
𝛽 = log( ). The state space model evolves over time by chaining Gaussian distribution in a dynamic model and
mapping the emitted value to simplex.
𝛽 |𝛽

~𝑁(𝛽

, 𝜎 𝐼)

(1)
Logistic normal with mean 𝛼 is used to represent document specific topic proportion, and the sequence between
models are captured by a dynamic model shown in equation (2).
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𝛼 |𝛼

~𝑁(𝛼

, 𝜎 𝐼)

(2)

Figure 1. Plate Notation of Dynamic Topic Model with Variational Approximation (adopted from (Blei &
Lafferty, 2006))

Therefore, the DTM sequentially ties a collection of topic models by chaining the topics and topic proportion
distribution.
More in depth description of DTM and posterior inference can be found here (Blei & Lafferty, 2006). In our study,
we choose 10 topics to understand the topic dynamics. We divide the total timestamps (10 days) into 40 six-hourly
slices. We implement our dynamic topic models using genism packages (Rehurek & Sojka, 2010).
RESULTS

This section presents the analysis of Twitter data (tweet) in response to two hurricane scenarios. We use Twitter
data from two recent hurricanes: hurricane Irma and Michael. At first, we present a spatio-temporal analysis of
tweet frequencies by showing the county wise tweet density with respect to the location of hurricane center (eye)
and its wind speed. Next, we present the topic evolution over time using a dynamic topic model. We train our
models in a personal computer having a core i5 processor and 12 GB of RAM. The training times are around 30
minutes and 45 minutes for Irma and Michael data, respectively. First, we show the results for hurricane Irma and
hurricane Michael separately, and then we compare between these two hurricane scenarios:
Hurricane Irma
Spatio-temporal Analysis of Twitter Activity

We focus our analysis on the tweets that come from different counties (total 67) in Florida. Hurricane Irma hit
Cudjoe
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(a) Pre-landfall

(b) Pre-landfall

(c) Landfall

(d) Landfall

(e) Post Landfall

(f) Post Landfall

Figure 2. Spatio-temporal County-wise Tweet Density along with Hurricane Path and Wind Speed for Hurriane
Irma

Key, 20 miles north of Key West, and then Naples on September 10, 2017 (see Figure 2). Although Miami-Dade
County was not hit directly by Irma, but still it received life-threatening conditions. Figure 2 shows the county
wise heat-map representing Twitter activity on six different time-stamps indicating pre-landfall, landfall and post
landfall periods. From 3 AM, Sept. 9, 2017 to 1 AM, Sept. 10, 2017, when Irma was affecting Cuba, people from
Miami-Dade, Broward, Orange, and Hillsborough County, were highly active on Twitter (see Figure 2a and 2b).
The wind speed at these two periods were 180 mph (category 5) and 135 mph (category 4), respectively. On
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September 10 (at around 5 AM), while Irma makes landfall at Florida key as a category 4 (wind speed around 130
mph) hurricane, twitter activity decreases compared to a pre-landfall period (see Figure 2c). Except in orange
County, Twitter activity decreases further when Irma approaches towards Naples County and made landfall as a
category 3 hurricane (wind speed around 115 mph). Mandatory evacuation was declared prior to hurricane landfall
causing one of the largest evacuation in Florida (Wong, Shaheen, & Walker, 2018); population displacement
trigged by massive evacuation causes this significant drop in twitter activities during the landfall period. On Sept.
11 and onwards (see Figure 2e), while Irma passes through Tampa as a category 1 hurricane, Twitter activity is
the lowest possibly due to power outage and communication disruptions (NERC, 2018). On September 12, while
Irma almost diminishes after passing Florida (see Figure 2f), Twitter activity starts increasing possibly because
evacuated people returned their home and power/electricity was restored in some areas (Wong et al., 2018).
Topic Evolution Over Time

Figure 3 shows the result of dynamic topic model. Before interpreting the topics, we need to understand that we
consider only the tweets coming from the affected regions (Florida). From the spatio-temporal analysis (see Figure
2), we see that Miami and Tampa regions have the highest share in the spatial distribution. The topic distributions
of the dynamic topic model also represent this spatial distribution. From Figure 3, we can see that the word
‘florida’ or ‘floridians’ have very high probability in topic #3, #4, #6, #7 and #8. Topic #1 contains the word
‘tampa’. On the other hand, topic #5 and #7 contain both ‘florida’ and ‘miami’. Now, looking at the contexts of
the tweets we can see that:
Topic #3 and Topic #7 describe the situational awareness and updates about hurricane Irma. The words
– ‘storm’, ‘mph’,’category’,’news’, ‘florida’- have very high probability at the beginning (Sept. 5 to
Sept. 6). This is because the news channels and media were forecasting about the hurricane strength
(wind speed) by providing update about the upcoming hurricane that might potentially hit the Florida. In
the next two days (Sept. 7 to Sept. 8), words like ‘watch’ and ‘advisory’ have high probability. It is
because people were recommended to watch about hurricane advisory as the landfall time (Sept. 10) was
coming closer. Coming next on the landfall day (Sept. 10), words like ‘key’, ‘move’ have high
probability, representing the landfall location of ‘florida key’. After the landfall on Florida key, on Sept.
13 words like ‘break’, ‘jose’ represent about the hurricane damage and another hurricane Jose that was
formed in the Atlantic Ocean as a category 4 hurricane.
Topic #8 and Topic #9 describe about hurricane evacuation and return activity. On Sept. The words –
‘cause’, ‘south’, ‘florida’,’days’, ‘house’ have high probability in the beginning (Sept. 5 to Sept. 6). This
is because the south Florida was under the mandatory evacuation zone. Between Sept. 6 to Sept. 7, the
words- ‘come’, ‘bring’,’center’, ‘want’- have high probability indicating necessary preparation for
staying home or evacuation. Coming next on Sept. 8 to Sept. 10 (landfall), the words– ‘go’,’evacuate’,
‘coast’- have high probability indicating evacuation and going to a safer place from the high risk coastal
area. After the landfall, on Sept. 14 and afterward, the words- ‘back’,’home’ have high probability
indicating coming back to home
Topic #4 indicate the disruptions caused by the hurricane. Words like ‘school’, ‘close’ represent that the
schools started closing 5 days before landfall (Sept. 5). The words ‘flood’ on Sept. 12 indicate the
flooding due to hurricane. The increasing probability of the word, ‘power’ indicates that power outage
disruption became higher after the landfall (Sept. 10) and onwards.
Topic #6 is about the sentiments about the ongoing events during hurricane. The topic words – ‘pray’,
‘amp’ (ain’t my problem),’US’, ‘Cuba’, ‘please’, ‘safe’, ‘thank’- represent public sentiment during
different period of hurricane Irma.
Topic #1 and topic #5 represent local topic on Tampa and Miami respectively. The word ‘miami’ have
high probability before Irma made landfall to Florida key, and the word ‘tampa’ had high probability
while hurricane was approaching towards Tampa. The probability of the words like ‘relief’ and ‘help’
became high on Sept. 14 (post landfall) in topic #1.
Topic #0 and topic #2 represents the general topics about day-to-day things and concerns (words such as
‘worry’, ‘need’, ‘snack’).
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Figure 3. Change in Word probability over Time (hurricane Irma)
Hurricane Michael
Spatio-temporal Analysis of Twitter Activites

Similar to Irma, we plot county wise tweet density with respect to the hurricane center. Figure 4(a) shows that the
Hurricane Michael is approaching to Florida on Oct. 9 (it was generated on Oct. 7), 2018 at a wind speed of 100
mph and not that much people were tweeting about Michael at that time. But, Figure 4(b) depicts that people of
south Florida and some counties of North Carolina started talking about Michael over twitter and the hurricane
was approacing very qucikly with 130 mph wind speed at the early morning of Oct. 10, 2018. Then, the hurricane
made landfall with 160 mph wind speed (Figure 4c) on Florida Panhandle during afternoon of the same day and
the tweet density increased in a significant number from Florida and North Carolina state. On the following day
(Oct. 11, 2018, morning) of landfall, from Figure 4(d), its obviuos that the hurricane became weak as the wind
speed went down to 40 mph while passing over Georgia and people became less active in twitter as the tweet
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density decreased. But, from 4(e), at the evening of Oct. 11,2018, Michael streangthens as the wind speed went
up to 60 mph and was traveling over South Carolina towards North Carolina and again the tweet density increased
from Florida and North Carolina.
So, it seems like most of the tweets were generated from these two states as the south and central Florida was not
affected by the Hurricane and North Carolina was not expected to hit by Michael strongly, hence people were
spreading information over twitter instead of evacuating or preparing for hurricane. But, we did not observe
significant tweets from Georgia and South Carolina as it can be assumed that most of the people evacuated from
these states. Lastly, Virginia people also did not tweet a lot because this state was not expected to be hit by
Michael, hence it seems people of Virginia was not concerned about this Hurricane in twitter although the state
was affected.

(a) Pre-landfall

(b) Pre-landfall

(c) Landfall

(d) Post Landfall

(e) Post Landfall
Figure 4. Spatio-temporal County-wise Tweet Density along with Hurricane Path and Wind Speed for Hurricane
Michael
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Topic Evolution Over Time

From Figure 5, a heat-map of dynamic topics found, we can observe the word probability of the most frequent
topics over 10 day’s timestamp, which are discussed in followingIn topic #0, people discussed more about state emergency while the hurricane generated and predicted
that Florida could be hit tomorrow by Michael on the previous day (Oct. 09,2018) of the landfall.
Topic #2 is related to hurricane Florence, a previous hurricane which made its landfall one month before
of Michael. The discussion was focused to help the victims of hurricane Florence by fundraising
program.
Topic #3 indicates that people were concerned about witnessing hurricane for another time and the
moving of people or evacuation just before the landfall as Michael had a very small warning phase.
In topic #2, ‘relief’ word co-appeared with ‘florence’ before Michael formation; which indicates people
were concerned to help hurricane Florence victims just before Michael occurrence. But, for topic #3,
‘relief’ is found after Michael landfall with ‘democrat’ which means people expected help from
government after the landfall.
From topic #4, ‘tropical’ and ‘storm’ words found together just before two days of landfall mentioning
that Michael was not a major hurricane (but, it hit as a category 5 hurricane). It reflects the very short
noticed characteristics of Michael.
Topic #5 shows that people were searching for information about expected affected area (Tallahassee)
before landfall. Besides, after the landfall they were also interested to know about the busted condition
of affected area (Panama City).
Topic #8 is also about getting live updates of affected areas (Florida Panhandle).
Topic #9 indicates that people were discussing about the forecast of Michael before the landfall and
about the wind speed of the hurricane just after the landfall. In the same topic, after landfall people were
concerned about the social connections to recover from the disaster and the power outage issue.
Topic #3, topic #4 and topic #7 showed some political words like ‘democrat’, ‘trump’,’avenatti’
(renowned attorney) and ‘presidential’ before and after the landfall. The reason behind this is the US
midterm election was held within few weeks of hurricane Michael landfall.
Topic #0, topic #1, topic #5 and topic #8 contain ‘Florida’, ‘panhandle’, ‘tallahassee’; topic #4 and topic
7# contain ‘north carolina’, ‘nc’ which depicts the more affected locations of Michael.
Situational awareness and live updates words like ‘forecast’, ‘wind’, ‘mph’ and ‘emergency’ are found
in topic #0 and #9 for hurricane Michael.
Topic #1 and #6 reflects the general topics about daily life issues and concerns by words like ‘advisory’,
‘defrosting’, ’weekend’, played etc.
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Figure 5. Change in word probability over time within a topic (hurricane Michael)
Comparison Between Two Hurricane Scenarios

Hurricane Irma (2017) and Michael (2018) are among the strongest hurricanes in the US history. Although both
of these two hurricanes made landfall in Florida, Irma as category 4 and Michael as category 5, the hurricane
paths and the affected regions are different. Hurricane Irma mostly affected Florida; on the other hand, Michael
affected only a part of the Florida, North Carolina, Virginia, and Georgia. Therefore, these two hurricanes have
two different contexts and scenarios. The objective of this section is to identify the similarities and dissimilarities
in the spatio-temporal activity distribution and topic evolution for these two hurricane scenarios. From the above
findings between hurricane Irma and Michael, we notice the following similarities and dissimilarities:
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Similarities

During both hurricanes, Miami-Dade, Broward and Orange counties were highly active in Twitter though
these counties were not affected by hurricane Michael. Previous experience of multiple hurricanes might
be the reason of their increased activity.
Both hurricanes represent some topics that reflect the affected locations with high density of Twitter
activity found in spatial distributions. For example: for hurricane Irma topic #1 contains the word
‘tampa’; topic #5 and #7 contain ‘miami’. For hurricane Michael, topic #0, topic #1, topic #5 and topic
#8 contain ‘Florida’, ‘panhandle’, ‘tallahassee’; topic #4 and topic 7# contain ‘north carolina’, ‘nc’.
There are some topics which overlap, such as situational awareness and live updates. Topic #3 and topic
#7 from hurricane Irma and topic #0 and #9 from hurricane Michael reflect similar issues.
In both cases, power outage related topics became active after the landfall, Topic #4 for hurricane Irma
and topic #9 for hurricane Michael.
Likewise, hurricane relief related topics became active after the landfall, topic #1 for Irma, topic #3 for
Michael.
Dissimilarities

Spatio-temporal density map shows higher density along the locations of the hurricane Irma’s path. For
hurricane Michael, we found less density at the counties in Georgia and North Carolina, although these
locations were along the path of Michael. Hurricane Irma’s path was along the coastline where these
areas have experienced many hurricanes/storms. On the other hand, Michael’s path was along the landarea, where some of the regions were not affected by previous hurricanes. This might be the possible
reason for lower participants in social media activities from these areas.
Topic related to hurricane evacuation became highly active at the evacuation period of hurricane Irma.
However, we do not find much attention related to evacuation in the topic dynamics of hurricane Michael.
Hurricane Irma prompted massive evacuation in Florida, whereas for Michael, evacuation period was
short noticed. This might be the possible reason for less attention to evacuation topic for Michael.
In both hurricane scenarios, the topic dynamics show a topic related to another approaching or dissipating
hurricane. However, Irma’s topic dynamic the word, ‘Jose’ became active after Irma’s landfall. On the
other hand, in Michael’s topic dynamic, the word ‘Florence’ became active at the beginning of the topic
dynamic.
In hurricane Michael’s topic dynamic some topics contain political words as the US midterm election,
2018 was held within the next few weeks of the landfall (the word ‘democrat’ in topic #3, the word
‘trump’ in topic #4). However, Irma’s topic dynamics do not contain any political words, probably due
to the fact that it occurred in a non-election year.
CONCLUSIONS

Learning from experiences has been a major focus by disaster scholars and we need enough empirical evidence
that will facilitate people-oriented future hazard mitigation scenarios. Online social networks are ever-growing
and large scale social media data that are publicly available can provide such opportunities in terms of effective
crisis communication and logistics of disaster response and recovery. Recent studies have used data mining
techniques such as topic models to understand the social media user need and sentiment during disasters. However,
these studies cannot answer how such communication patterns in disaster prone communities evolve over time
during different phases of a major disaster from warning to recovery, and if there exist common trends in the topic
dynamics for different hurricane scenarios. This study presents an analysis of time dependent communication
patterns during two different hurricane scenarios. To the best of authors’ knowledge, our study is the first in the
literature presenting an analysis of topic dynamics considering two distinct major hurricane scenarios.
In this study, we use large scale Twitter data that we collected during two recent hurricanes: hurricane Irma (2017)
and hurricane Michael (2018). At first, we present a spatio-temporal analysis of the Twitter activity along different
counties along the hurricane path, and then we use Dynamic Topic Model to understand the topic dynamics for
each hurricane using the tweet texts from the affected regions. This was followed by a comparative analysis of
the commonalities and differences in such dynamics between two hurricane scenarios. Topics related to situational
awareness, live updates and disruptions are common across both hurricane scenarios. On the other hand,
difference in hurricane path and characteristics of the affected regions lead to dissimilarities in the topic dynamics.
Although our work can reveal the dynamics of topics, it has some limitations. In the dynamic topic models, we
set the number of topics beforehand due to associated computation challenges and the time slices we used are
discrete in nature. However, it may be possible that topic evolutions are continuous in nature, some topics may
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have dissipated in the process, and new topics emerged. However, in our current approach, the number of topics
are fixed and hence we cannot model this behavior with our current approach. The computational and memory
requirement increase quickly with the increase in time slice thus can pose a problem in determining appropriate
resolution of time granularity. Future studies can consider the continuous time topic dynamics considering a
flexible number of topics over the time during a disaster. Approaches like Brownian motion based continuous
time DTM (C. Wang, Blei, & Heckerman, 2012) or non-Markov assumption based continuous topic model (X.
Wang & McCallum, 2006) can be can be adopted in the future studies.
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ABSTRACT

The massive crowdsourced data generated on social networking platforms (e.g. Twitter and Flickr) provide free,
real-time data for damage assessment (DA) even during catastrophes. Recent studies leveraging crowdsourced
data for DA mainly focused on analyzing textual formats. Crowdsourced images can provide rich and objective
information about damage conditions, however, are rarely researched for DA purposes. The highly-varied content
and loosely-defined damage forms make it difficult to process and analyze the crowdsourced images. To address
this problem, we propose a data-driven DA method based on multi-, crowd-sourced images, which includes five
machine learning classifiers organized in a hierarchical structure. The method is validated with a case study
investigating the damage condition of the City of Miami caused by Hurricane Irma. The outcome is then compared
with a metric derived from NFIP insurance claims data. The proposed method offers a resource for rapid DA that
supplements conventional DA methods.
Keywords

Computer Vision, Damage Assessment, Disaster Management, Insurance Claims, Social Networking Platforms.
INTRODUCTION

In 2017, three catastrophic hurricanes made landfall in the United States, which caused tremendous economic
losses and human suffering. In fact, statistics seemingly suggest a tendency of increased frequency and more
severe outcomes of natural disasters worldwide (Coronese et al., 2019; Smith, 2019). On the other hand, huge
efforts have been made by human society to minimize the negative impacts of natural disasters. Disaster
management is tasked with reducing disaster risk and relieving human suffering. DA plays a critical role in the
response and recovery phases of disaster management. DA collects disaster magnitude and severity information
such as the number of assets damaged and people injured. The collected information increases public situational
awareness, assists disaster relief operations, and aids resources allocation of official agencies.
Conventionally, DA is conducted with the field survey by official agencies and/or relevant stakeholders (FEMA,
2016; IFRC, 2008). Field survey-based methods are labor-intensive and time-consuming. Some researchers have
proposed DA methods based on satellite or Unmanned Aerial Vehicle (UAV) imagery. However, both satellite
imagery and the deployment of UAVs are limited by harsh environmental conditions while many natural disasters
happen accompanied by adverse weather. Consequently, the satellite and UAV imagery is not always available
for DA after the disaster.
The recent explosive growth of crowdsourced data from social networking platforms (e.g. Twitter, Flickr,
Facebook) provides new data sources for disaster management and DA (Granell & Ostermann, 2016). Compared
to conventional data sources, crowdsourced data do not require the extra deployment of labor for data collection
and are less susceptible to harsh environmental conditions. The real-time nature enables the data to be collected
throughout the disaster while the analysis can also be conducted in a rapid and even real-time manner. Some
machine learning-based methods have been developed to estimate the damage location and extent, such as topic
modeling and sentiment analysis. However, those methods are mostly based on textual contents. Social media
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text messages have been criticized for their low information quality (Agarwal & Yiliyasi, 2010), which limits
their accuracy and application for DA. Crowdsourced images received much less attention from the research
community due to the difficulty of processing and analyzing the unstructured crowdsourced data. However, the
crowdsourced images may show the real-world scenarios comparable to field assessors’ perception and provide
rich and objective information about damage types and severities. A few recent studies started to analyze
crowdsourced images with computer vision (CV) techniques (Li et al., 2018; Nguyen et al., 2017). Those studies
developed and tested models with large annotated datasets but the raw-crawled images from webs are extremely
noisy and unbalanced in terms of semantic contents. Thus their models still require validations over the rawcrawled crowdsourced images.
In this study, we develop a data-driven approach to assist DA using crowdsourced images that can be consistently
collected during and after disasters. The method consists of five machine learning classifiers that are organized in
a hierarchical structure. Each classifier is responsible for a single task such as filtering or classification, while they
jointly serve as a robust filter and extract damage type and severity information from raw-crawled crowdsourced
images. We tested our method to analyze the damage caused by Hurricane Irma in the city of Miami with images
collected from three crowdsourced platforms, namely, Twitter, Flickr, and National Alliance for Public Safety
GIS (NAPSG) Crowdsourcing Photo App (NAPSG Foundation, 2017). We compared the method outcomes with
a damage severity metric derived from the National Flooding Insurance Program (NFIP) insurance claims data as
well as evaluating the method predictions with annotated raw-crawled Twitter images. The results demonstrated
the effectiveness of our proposed method in identifying locations and extent of disaster damage.
LITERATURE REVIEW

In practice, DA is conducted by official agencies and stakeholders such as humanitarian organizations and
insurance companies. Conventionally, human assessors are sent to disaster sites and collect detailed damage
information such as the location, number, type, and severity of affected buildings (FEMA, 2016). Other DA
methods such as self-reporting, fly-over, geospatial analysis, and predictive modeling are also recommended
based on requirements on different time and situations (FEMA, 2016). The field survey-based methods are laborintensive and can take up to weeks and months depending on the disaster scale. Many researchers therefore
proposed rapid DA methods based on high-resolution satellite or UAV imagery (Jordan, 2015; Novikov et al.,
2018). The broad-view imagery provides an overview for disaster-affected areas while the high-resolution data
enable the DA conducted to individual structures. However, high-resolution satellite imagery of affected areas is
not always available in the short aftermath of a major disaster (Robinson et al., 2019). The deployment of UAVs
should consider technical issues such as system reliability, power supply, and physical load. Both satellite imagery
and UAV data can be affected by adverse atmospheric and weather conditions such as dense clouds, heavy rain,
and strong wind, while many disasters were accompanied by those harsh environmental conditions. These
limitations cause barriers to the accessibility and speed of using the imagery data.
Recently, researchers have explored the usage of crowdsourced data as an alternative data source for DA.
Increasingly emerging data from social networking platforms (e.g. Twitter and Flickr) provide free, open and realtime data sources for DA. These data also reflect the perceptions of individuals towards the damaged built
environment and can be acquired easily with API calling during disasters. Some methods have been developed to
extract disaster-relevant information from crowdsourced data. However, most of them are based on text mining
and textual data (e.g. the textual content of social media posts) only (Alam et al., 2018a). Existing text-based DA
methods mainly relied on keyword-search (Deng, et al., 2016; Eilander et al., 2016), topic modeling (Resch et al.,
2018; Wang & Taylor, 2018; Yao & Wang, 2019), and sentiment analysis (Kryvasheyeu et al., 2016; Shan, Zhao,
Wei, & Liu, 2019). However, unstructured short text messages from social media such as tweets are often
criticized for their limited lengths, colloquial expressions, low information quality, and severe subjectivity
(Agarwal & Yiliyasi, 2010). Thus, it is not surprising that the above mentioned text-based DA studies all aggregate
and report their results in coarser spatial level (e.g. state-, province-, county-, and ZCTA-level).
The literature review also finds a few studies leveraging crowdsourced images for DA. Some researchers used
transfer learning and fined-tuned convolutional neural networks (CNNs) to predict damage severity level with
crowdsourced images (Alam et al., 2018b; Nguyen et al., 2017). Transfer learning is an approach leveraging pretrained models to solve new problems by retraining the model with datasets annotated for new classification tasks.
Alam et al. (2018b) and Nguyen et al, (2017) employed crowdsourcing platforms and annotated more than one
hundred thousand images for model development. Similarly, Li et al. (2018) fine-tuned a pre-trained CNN model
to locate and quantify the damage in crowdsourced images. The authors re-trained the model with tens of
thousands of annotated crowdsourced images. Mouzannar et al. (2018) proposed a multi-modal model for disaster
damage type classification with crowdsourced texts and images. Instead of retraining the model, the author
considered two pre-trained CNNs as feature generators and fused generated text and image features for
classification. Experiments showed better performance of this multi-modal method compared to its single-modal
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counterparts. In another study, Ahmad et al., (2019) also took pre-trained CNNs as feature generators for detecting
passable roadways during flooding from crowdsourced images. The author considered both “object-level” and
“scene-level” features. The object-level features are obtained with pre-trained models developed for object (e.g.
pizza, bird, and soccer) classification tasks, whereas scene-level features are obtained with models pre-trained for
scene (e.g. street, playground, and bedroom) related tasks. It was shown that models with two types of features
fused achieved the best performance, while scene-level features performed better than object-level features when
singly used.
Previous works leveraging crowdsourced images for DA mainly rely on transfer learning or similar approaches.
Those approaches use single CV models that require large annotated datasets for model development and lack the
validation over noisy and unbalanced raw-crawled crowdsourced data. To address this research gap, we propose
a hierarchical machine-learning method for DA. Our proposed DA method divides the raw task, DA with
crowdsourced images, into sub-tasks that follow a logical sequence and use five classifiers to implement those
sub-tasks. The division allows each classifier to focus on a relatively simple task and to perform on images passing
preceding classifications, which are less noisy regarding the image content. Thus the classifiers can be developed
with fewer annotated images. In the other sense, the hierarchical structure works like a robust filter and filtered
out irrelevant crowdsourced images effectively.
METHOD DESCRIPTION

Crowdsourced Platforms

The proposed multi-sourced DA method uses a four-step approach to identify informative images and extract
damage information. The four steps are, i) identifying images showing perceived outdoor environments; ii)
identifying images showing damage content, i.e. flood water or uprooted tree; iii) classifying the damage type (i.e.
wind and flood); and iv) classifying the damage severity level (i.e. little to minor, mild, and severe). Five distinct
machine learning classifiers were developed to implement the four steps and they were organized in a hierarchical
structure (Figure 1). Figure 1 demonstrates the pipeline of the proposed DA method. The method starts with
aggregating raw-crawled geotagged images from three crowdsourced platforms into census tracts (i.e. a
geographic region with a population between 1,200 and 8,000 people, roughly representing neighborhoods) (U.S.
Census Bureau, n.d.). The aggregated images then pass through five classifiers for filtering and classification. The
outcomes include the damage type and maximum damage severity level exhibited in images for each census tract.
Note that in the training process, we include the false positive images predicted by the preceding classifier in the
training set of its succeeding classifier. In this way, the succeeding classifier can also remove some false positive
images and avoid the accumulation of misclassification to some extent.

Twitter

Flickr

Geotagged
Images

Aggregation
(in Census
Tract-Level)

Discard

Damage
Severity: 0

Damage
Severity: 0

No

No

None

Perceived
Outdoor Scene

Yes

Presence of
Damage?

Yes

Type of
Damage

Flood
Wind

NAPSG

Flood
Damage
Severity
Wind
Damage
Severity

Figure 1. The Pipeline of Damage Assessment based Multi-, Crowd-Sourced Image Data

Two researchers cooperated for the image annotation. Communication is allowed to resolve any labelling
ambiguities. The images are collected from Twitter during hurricane events i.e. Hurricane Florence, Hurricane
Mathew and the YFCC100M dataset (Thomee et al., 2016). Table 1 summarizes the amount of annotated images
and labels for distinct tasks.
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Table 1. Images Used in Image Classifier Development

Classification Task
Perceived outdoor
environment classifier

Damage presence
classifier

Damage type classifier

Damage severity level
classifier

Labels
Total

# of Images
1,230
Positive (images showing perceived outdoor
environment)
Negative (other images including maps, selfies,
indoor scenes, screenshots of texts and etc.)

Total

585
645
1,089

Positive (images showing damage content):

577

Negative (images showing normal environment
views)

512

Total

655
Wind damage

273

Flood damage

269

Wind and flood damage
None
Wind damage
Little to none
Minor
Severe
Flood damage
Little to none:
Minor:
Severe:

35
78
468
160
121
187
483
179
139
165

Feature Extraction with Deep Learning Models

Feature extraction represents images with feature vectors, while the following machine learning models are
developed with extracted feature vectors. In this study, we considered both object-level and scene-level features.
We used three deep learning models for feature extraction. Specifically, (1) an Inception-v3 CNN trained on the
ILSVRC dataset (Russakovsky et al., 2015; Szegedy et al., 2016); (2) a ResNet18 CNN trained on the Places365
dataset (Zhou et al. 2016); and (3) an Autoencoder (AE) trained on the ADE20K dataset (Zhou, Zhao, et al., 2016).
The ILSVRC dataset is for object recognition tasks whereas the Places365 and ADE20K are for scene
classification and segmentation tasks. Thus, the Inception-v3 CNN extracts the object-level features while the
ResNet18 CNN and AE are responsible for the scene-level feature extraction in this study. The features are
extracted as the output of the penultimate layer of two CNNs and from the bottleneck layer of the AE. The
Inception v3 CNN and AE return features of 2,048 dimensions and the ReNet18 CNN yields features of 512
dimensions. We used these three feature generators to extract feature vectors for all annotated images. These
features were only extracted once and repeated for use when developing different image models in the pipeline
(Figure 1).
Classification of Images Showing Perceived Outdoor Environment

The raw-crawled crowdsourced images can vary enormously regarding the image contents. In this study, we
restricted the “informative” images as the ones that exhibited perceived outdoor environments (Figure 2b). Other
images such as cartoons, maps, posters (Figure 2a) were not considered even their content may be related to the
disaster. The first image classifier sorts out those “informative” images. Images showing the indoor environment
may also reveal the damage condition for an individual building. They vary a lot with the outdoor environment
regarding the exhibited objects and backgrounds. Also, we did not collect enough images to train a separate
classifier for it. Thus, we excluded them from analyses. The annotated images are divided into 80% training set
and 20% testing set, which is stratified according to classes (the same setting applied to the development of the
remaining classifiers). We tested both scene-level and object-level features extracted with the method described
in the feature extraction section, and experimented with logistic regression (LR) models and support vector
machine (SVM) with a linear kernel. Default parameters were used for model training except the class weights
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are balanced. Table 2 shows the classifier performance in the test set for different combinations. Generally, all
classifiers achieved high classification accuracies of 90%. The linear SVM with the ResNet18 scene-level features
performed slightly better than other combinations.

(a). Non-Informative Images

(b). Informative Images

Figure 2. Examples of Non-Informative (a) and Informative Images (b)

Table 2. Classifier Performance for Classification of Perceived Outdoor Environment

Machine Learning Models + Features

Classification Accuracy

SVM (linear) + Inception v-3 object-level features

91.46%

SVM (linear) + ResNet18 scene-level features

94.31%

SVM (linear) + AE scene-level feature

92.28%

LR + Inception v-3 object-level features

91.46%

LR + ResNet18 scene-level features

90.00%

LR + AE scene-level feature

91.87%

Classification of Images Showing Damage Content

The next image classifier finds out images showing damage content. Figure 3 shows example images with and
without damage contents. Similarly, we trained and tested models with three extracted features and experimented
with both the LR model and linear SVM. According to Table 3, the combination of the LR model and ResNet18
scene-level features achieved the highest classification rate of 88.53% among all combinations.

(a). Images Shown Non-Damage Scene

(b). Images Shown Damage Scene

Figure 3. Examples of Images Showing Non-Damage (a) and Damage Scene (b)
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Table 3. Classifier Performance for Classification of Damage Presence

Machine Learning Models + Features

Classification Accuracy

SVM (linear) + Inception v-3 object-level features

83.41%

SVM (linear) + ResNet18 scene-level feature

87.55%

SVM (linear) + AE scene-level feature

75.12%

LR + Inception v-3 object-level feature

84.79%

LR + ResNet18 scene-level feature

88.53%

LR + AE scene-level feature

75.58%

Classification of Damage Types

When examining crowdsourced images showing evident disaster damage, we found highly disparate contents for
different damage types. For example, an image showing flood damage usually contains the water body while the
wind damage is generally represented with uprooted trees, roofs with missing tiles Figure 4. Thus we added a
classifier to detail the damage type.
The classification of damage type is a multi-label question as an image can include either wind damage or flood
damage or both. We used an artificial neural network (ANN) model for this classification task as ANN considers
the possible correlations between labels. We annotated 655 images for the classifier development. Each image is
assigned with a multi-label showing whether there is evidence of wind and/or flood damage. We tested three types
of features as well as their concatenations. Table 4 presents the classifier performance.
The neural network is learned with backward propagating the loss during the training process, while the loss is
determined with the model predictions and annotations. For a simple illustration, the correct prediction leads to a
loss of 0 while the wrong prediction leads to a loss of 1. In this study, we considered the correct prediction of a
single damage type contributing to the loss with a factor of 0.5 in the training process. We found this measure
could maximize the use of collected data and increase the prediction accuracy by 5 to 10 percent. Note that the
accuracies presented in Table 4 are determined as the percentage of accurate predictions for both damage types.

(a). Images Shown Wind Damage

(b). Images Shown Flooding Damage

Figure 4. Examples of Images Showing Wind Damage (a) and Flood Damage (b)
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Table 4. Classifier Performance for Classification of Damage Type

Features

Classification Accuracy

Inception v-3 object-level feature

80.30%

ResNet18 scene-level feature

82.01%

AE scene-level feature

69.70%

Inception v-3 object-level features + AE scene-level feature

81.06%

Inception v-3 object-level features + ResNet18 scene-level feature

84.84%

ResNet18 scene-level features AE scene-level features

41.67%

Inception v-3 object-level features + ResNet18 scene-level features
+ AE scene-level features

79.54%

Classification of Damage Severity Levels

We used two machine learning models to determine the severity level of wind and flood damage respectively. We
assigned each training/testing image with one of the three severity levels (see Figure 5 for examples):
●
●
●

Little to None: images show adverse weather conditions and/or little damage that does not cause
economic loss or impact human activities;
Minor: images show minor damage that results in certain economic loss or partially affect human
activities; and
Severe: images show severe damage that is accompanied by extreme environmental conditions,
significant economic loss or severely impact human activities.

In addition to the LR and SVM models, we also tested the ordinal LR model considering the ordered nature of
damage severity level. The classifier performances of different combinations are shown in Table 5.
Wind Damage, Little to None

Wind Damage, M inor

Wind Damage, Severe

Flooding Damage, Little to None

Flooding Damage, M inor

Flooding Damage, Severe

Figure 5. Examples of Wind Damage and Flood Damage of Different Severities
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Table 5. Classifier Performance of Damage Severity Classification

Machine Learning Models + Features

Flood

Wind

LR (Multinomial) + AE scene-level feature

68.09%

58.12%

LR (Ordinal) + AE scene-level feature

58.51%

52.14%

SVM (RBF) + AE scene-level feature

64.89%

54.70%

SVM (Linear) + AE scene-level feature

68.09%

58.97%

LR (Multinomial) + ResNet18 scene-level feature

71.28%

58.97%

LR (Ordinal) + ResNet18 scene-level feature

62.77%

61.54%

SVM (RBF) + ResNet18 scene-level feature

73.40%

71.79%

SVM (Linear) + ResNet18 scene-level feature

70.21%

63.24%

LR, Multinomial + Inception v-3 object-level feature

68.09%

68.38%

LR, Ordinal + Inception v-3 object-level feature

69.15%

64.96%

SVM, RBF + Inception v-3 object-level feature

60.64%

59.83%

SVM, Linear + Inception v-3 object-level feature

69.15%

64.96%

CASE STUDY AND METHOD VALIDATION
Case Description

We tested the proposed method with a case study investigating the damage condition of the City of Miami during
Hurricane Irma. Hurricane Irma was a category 5 hurricane that made two landfalls in Florida with a category 3
and 4 intensities on September 10 respectively. It caused tremendous impact to the whole Florida state including
the city of Miami. During the affected period, Miami experienced estimated wind gusts of 63-73kt and a sustained
wind of 45-55kt (Cangialosi et al., 2018). The combined effect of storm surge and tide produced an inundation
level of 3 to 5 ft. along Biscayne Bay shoreline in Miami. The heavy rainfall and urban runoff caused significant
flooding in downtown areas (Cangialosi et al., 2018).
We collected geotagged images from three crowdsourced platforms in the city boundary of Miami and during the
affected period of Hurricane Irma. The output is compared with the Average Asset Value Loss Ratio (AAVLR),
a metric derived from NFIP insurance claims data, for validation.
Data Collection

Images were collected from three crowdsourced platforms, namely, Twitter, Flickr, and NAPSG Crowdsourcing
Photo App (NAPSG Foundation, 2017). The former two are well-known social media platforms that have already
received intensive attention from researchers. The NAPSG Foundation is a non-profit organization dedicated to
solving emergency management and public safety problems with technology and data. NAPSG volunteers
collected and mapped online photos showing disaster impacts to indicated locations on the NAPSG
Crowdsourcing Photo App during hurricane events. We collected the Twitter images from the links carried by
3,929 raw-crawled tweets that are posted in Miami during Hurricane Irma. One tweet may include none or more
than one images. Both Twitter and Flick images are collected through API calling and NAPSG crowdsourced
images are downloaded from its online web portal. We totally collected 3,593 images in the city boundary of
Miami during the affected period of Hurricane Irma (Table 6).
Table 6. Crowdsourced Images Collected for the City of Miami during Hurricane Irma

Source

# of images collected

Temporal and spatial span

Twitter

2,883

09/01/2017 – 09/13/2017, Miami city

Flickr

659

09/01/2017 – 09/30/2017
locations within 15 miles from the center of Miami

NAPSG

51

09/10/2017 – 09/18/2017, Miami city
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Application and Results

The geotagged images were aggregated in census tracts for analysis. The collected crowdsourced images are
distributed in 112 census tracts in the region of Miami. For each census tract, the combined set of crowdsourced
images are input to the pipeline shown in Figure 1. For the five classifiers in the pipeline, we generally used the
ones yielding the highest classification accuracies in the testing set (marked as the bold underlined ones) in Table
2-5. Figure 6 presents the spatial distribution of wind and flood damage severities obtained with our method. The
green patches in Figure 6 suggest no evident wind or flood damage found from crowdsourced images collected
for that census tract.

Figure 6. Wind and Flood Damage Severity in Census Tracts

The wind and flood damage shown in Figure 6 is generally distributed along the Biscayne Bay shoreline, which
conforms to the disaster report (Cangialosi et al., 2018). With respect to the disaster severity level, it appears that
most areas with damage identified show severe damage. This may be because we use the maximum severity level
to represent the damage severity experienced by that census tract. Another reasonable explanation is that social
media users are more likely to post images shown severe situations.
Evaluation of Classifier Performance

To evaluate the performance of the proposed pipeline on raw-crawled crowdsourced images, we annotate the
2,883 images collected from Twitter and inspect how they are classified by the five image classifiers (Figure 1).
Figure 7 shows the process. When applied to the noisy and unbalanced raw-crawled Twitter data, the proposed
method successfully identified 26 and 28 images showing flood and wind damage respectively, but also missed 2
images showing flood damage and 13 images showing wind damage. In addition, it also wrongly predicted 10
and 11 images that show no damage as exhibiting damage contents. In Table 7, we present comprehensive
performance metrics of the proposed pipeline on identifying wind and flood damage images. Based on Table 7,
the ordered structure is especially effective in filtering out irrelevant images or reduce the Type I error. Flood
damage is easier to be identified compared to wind damage with associated recalls of 92.9% and 68.3%. The
method shows close precision for the two damage types. Examples of the false positive images for flood and wind
damage include scenic sea surfaces and forests, which are common scenes for Miami.
Real-World
Outdoor
Scene?

Flood

2,547 images
• True:2,521
• False:28

239 images
• True:230
• False:9

Positive

95 images
• True: 62
• False: 33
None

334 images
• True:329
• False: 5

Negative

Positive

Negative

2,883 raw
crawled images

Type of
Damage?

Presence of
Damage?

Wind

36 images
• True:26
• False:10

39 images
• True:28
• False:11

20 images
• True:13
• False:7

Figure 7. The Filtering and Classification of Raw-Crawled Twitter Images
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Table 7. Performance Statistics of the Method on Identifying Wind and Flood Damage
Damage Type

Precision

Recall

Specificity

Accuracy

Wind damage

71.8%

68.3%

99.6%

99.2%

Flood damage

72.2%

92.9%

99.6%

99.6%

Validation with NFIP insurance claims data

We further assessed the validity of the proposed method by comparing its outcome with a disaster severity metric
derived from NFIP insurance claims data. NFIP is a program aimed to provide affordable federal flooding
insurance to the public. FEMA released historical NFIP claims data in July 2019, which includes more than two
million claims from 1978 to the present. The raw data are redacted in the census tract level to protect the privacy
of policyholders (FEMA, 2019). We used the NFIP claims from September 1, 2017 to December 31, 2017 in the
112 census tracts with crowdsourced data collected, which identified 710 insurance claims.
The individual insurance claim data does not represent the damage severity level directly because households and
asset values vary among census tracts, i.e. more claims and higher insurance payouts may be attributed to less
damaged areas with high-value properties. In order to diminish the impact of the asset number and values for each
census tract, we collected the asset value and counts data from the Florida Department of Revenue (FDOR). FDOR
maintains the asset value data as assessed by property appraisers and updates them annually. These data are
published with GIS layers that are mapped in the parcel level. We did not find the historical data in 2017 and used
the 2019’s data instead in this study. The asset value and counts were also aggregated in the census tract-level.
The metric, AAVLR, is determined as the ratio of the average insurance payout and the average asset value for
that census tract.
AAVLR

Total Insurance Payouts

Number of Assets

Number of Insurance Claims Total Asset Value

In fact, we tried different metrics derived from insurance claims and asset value data. The AAVLR proves its
plausibility as it conforms to the geographic characteristics of Miami, that higher severity level is found along the
Biscayne Bay shoreline and Miami River (as Figure 7 shown). We do not show other metrics here due to the word
limit.

Figure 8. Spatial Distribution of AAVLR

We binned the AAVLR into five ordinal groups: 0%, 0-2%, 2-5%, 5-10%, and >10% (Figure 7), and then
compared the estimated wind and flood damage severity (shown in Figure 6) with AAVLR using three correlation
tests: the Pearson, Spearman, and Kendall’s tau correlation tests. Table 7 shows the correlation results. The
Pearson correlation test is suitable for numeric and dichotomous variables such as the presence of wind and flood
damage, while the Spearman and Kendall’s tau correlation analysis works better for ordinal variables such as wind
and flood damage severity. According to Table 7, our estimated disaster damage, including the wind and flood
damage severities and the presence of flood damage, correlates with the disaster severity metric (AAVLR)
significantly (p-value < 0.05), though the obtained correlations are around 0.25. The statistical analysis results
suggest that these correlations between image-derived damage level and the ratio of average issuance are
significant, but more impact factors should be considered in the future to decide the damage level, such as
alternative data for census tracts without damage images (see Figure 6 and Figure 7).
WiP Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

834

Hao et al.

Hurricane Damage Assessment with Crowd-Sourced Images

Table 8. Correlation Analysis of Damage Severity and Mined Damage Information

Damage Information

Pearson Correlation

Spearman Correlation

Kendal’s tau Correlation

Presence of Wind Damage

0.1539 (0.1052)

0.1477 (0.1201)

0.1389 (0.1196)

Wind Damage Severity

0.2438 (0.0096)

0.1655 (0.0812)

0.1532 (0.0805)

Presence of Flood Damage

0.2598 (0.0057)

0.2596 (0.0057)

0.2441 (0.0062)

Flood Damage Severity

0.2286 (0.0153)

0.2575 (0.0061)

0.2404 (0.0069)

* Numbers in brackets are the p-value that suggests the statistical significance.

DISCUSSION AND CONCLUSION

In this study, we proposed a method for DA (damage assessment) with multi-, crowd-sourced images. The method
uses five machine learning classifiers organized in a hierarchical structure, which takes the raw-crawled
crowdsourced images and outputs as the damage types and severity levels. We applied this method on a case study
investigating damage conditions of Miami during Hurricane Irma. The performance evaluation shows that our
method is effective in identifying images showing wind and flood damages. When compared the method outcome
with flood insurance data, the significant correlation results demonstrate the usefulness of the method in
identifying damage at census tract-level.
Previous studies found difficulties in leveraging crowdsourced images for DA due to loosely-defined forms of
damage, unstructured raw-crawled image data, lacking large annotated datasets for model development and so
forth. Our method addressed these challenges with the proposed hierarchical-structure and multiple-classifier
design. The hierarchical structure filters irrelevant and less informative images at the beginning. As succeeding
classifiers work on the less noisy images that pass preceding classification, they can better focus on learning the
difference between positive and negative samples with defined semantic contents. Thus, classifiers may be
constructed with less annotated training and testing samples while still achieving satisfactory accuracies. In this
study, we used around 1,800 annotated images. The hierarchical structure also allows this method to be applied
to the unbalanced and noisy crowdsourced images directly without human sorting. Note that only a very small
portion (71 out of 2,883, or 2.5%) of Twitter images are related to disaster damage.
We will improve this preliminary work in the following aspects in the future study. First, the method performance
can be improved with more annotated images when data become available, though retrieving relevant data is very
challenging. Second, the case study uses about 3,500 images from three platforms, but only a small portion of
images are related to wind or flood damage. The method may yield better performance with more crowdsourced
images collected for the investigated case. Our future work will focus on larger-scale geographic regions with
more data sources to test the method. Third, we will implement the data-driven method within a real-time setting
for processing streaming multi-modal data.
In summary, the proposed method supplements conventional data acquisition methods for rapid DA such as
satellite and UAV imagery, especially when the equipment/data of conventional methods fail to be deployed or
accessed. Our method performs satisfactorily in Hurricane Irma and can also be adapted for DA tasks in other
disaster scenarios with other crowdsourced visual data. The incremental growth of user-generated data and
advances of data analytical methods provide unique opportunities for the crisis informatics research. In light of
these opportunities, we present a data-driven approach for studies on dealing with the noisy, unstructured, multiand crowd-sourced image data.
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ABSTRACT

We conducted a case study analysis of disaster response patterns across different user groups during Hurricane
Dorian in 2019. We built a tweet collection about the hurricane, covering a two week period. We divided Twitter
users into two groups: brand/organization or individual. We found a significant difference in response patterns
between the groups. Brand users increasingly participated as the disaster unfolded, and they posted more tweets
than individual users on average. Regarding emotions, brand users posted more tweets with joy and surprise,
while individual users posted more tweets with sadness. Fear was a common emotion between the two groups.
Further, both groups used different types of hashtags and words in their tweets. Some distinct patterns were also
discovered in their concerns on specific topics. These results suggest the value of further exploration with more
tweet collections, considering the behavior of different user groups during disasters.
Keywords

Hurricane, Response, Pattern, User Classification, Twitter.
INTRODUCTION

Different communities exhibit varied types of responses during devastating natural disasters. For instance, news
media are uniquely situated to gather and transmit information, which can help people understand the scope, causes,
and consequences of the unfolding disaster (Miller and Goidel 2009). Humanitarian organizations and other
government agencies are tasked with responsibilities for providing disaster aid, such as health and medical services
(Gralla et al. 2015; Ballesteros and Gatignon 2019). Individual people may rescue those affected, share their
personal experiences, or pray for people caught up in disasters. In order to improve planning for future disasters, we
explore and describe the distinct disaster response patterns of different user groups.
In recent years, social media platforms like Twitter have become important ways to share information, including
during disasters. Twitter users can spread the news about casualties and damage, post tweets related to donation
efforts and alerts, and express their feelings and emotions (Imran et al. 2013). Research has shown that tweeters
who assume different roles (e.g., brand, female, male) behave differently (Li and Fox 2019) among various types
of disasters. Thus, analysis of response behavior should involve aggregations that consider those roles. However,
information on user roles often is unavailable, causing difficulties in user-based research. For example, the gender
value can only be set by a user or predicted by Twitter on the profile page. It cannot be shared publicly and does not
include the brand class of user.
In this paper, we take Hurricane Dorian as a case study and report on a user-based comprehensive analysis of
disaster response patterns, to understand tweeting patterns of different user groups during the disaster. As the
most destructive storm in 2019, Hurricane Dorian devastated the northwestern Bahamas, killing 70 people and
leaving several billion dollars’ worth of damage. Later, it went on to cause over one billion dollars in damage in the
southeast U.S., primarily in Florida and North Carolina. Figure 1 shows heatmaps of geo-tagged tweets during
Hurricane Dorian as well as its path, clearly revealing the development of the catastrophic hurricane. Each red
marker on the map shows the center of the hurricane. We applied T R
(Li, Song, et al. 2018) to identify
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Figure 1. Heatmaps of geo-tagged tweets during Hurricane Dorian, at 2 day intervals

users’ roles, and divided users into two groups: brand users (i.e., newsmakers, organizations, or institutions) and
individual users. To compare the disaster response patterns of the two user groups, we studied user behavior at
the group level through basic analysis, emotion analysis, and text analysis, accompanied by temporal analysis. To
help investigate patterns associated with the disaster, we developed the following research questions: 1) How do
tweeters and tweets demonstrate differences among user groups related to Hurricane Dorian? 2) How does the
average number of tweets change each day for each group? 3) Are there any differences in certain emotions between
the groups? 4) What are the favorite hashtags or words used by different types of users? 5) Regarding specific
topics, is there any difference in tweet posting patterns of the two user groups?
The findings of our study indicate that brand users became increasingly active, since the proportion of brand users
and their posted tweets increased as the disaster unfolded, compared with individual users. Meanwhile, brand
users posted more tweets than individual users on average, and the difference peaked when Hurricane Dorian made
landfall in Florida on September 2. Regarding emotions, brand users posted more joy-related and surprise-related
tweets than individual users, while individual users expressed more sadness than brand users. There was no
significant difference in the fear emotion between the two groups. Simple hashtags and hurricane-related words
were favorites among brand users, while compound hashtags and feeling- and event-related words were frequently
mentioned by individual users. Regarding specific topics, brand users had more focus on casualties, and individual
users were more interested in prayer and President Trump.
We next present related work, and then describe our methodology for data selection and user classification. After
that, we present our detailed findings from multiple aspects. We conclude the paper and provide directions for
future work in the last section.
RELATED WORK
User Classification

Twitter users assuming different roles (e.g., brand, female, male) behave differently. Researchers have long worked
on Twitter user classification according to roles. For example, preliminary work has shown that male users prefer
technology and sports (Bamman et al. 2014), female users are more emotional (Rao et al. 2010), and brand users
act as broadcasters by spreading information or delivering messages. Multiple features have been considered and
extracted for gender classification, including first names, profile descriptions, user networks, tweets, and profile
images.
Extending the traditional bi-classification, (Purohit and Chan 2017) categorized Twitter users into organization,
organization-affiliated, and non-affiliated. They manually selected 1,500 unique users from two event datasets:
Hurricane Matthew and Louisiana Floods, and applied a boosting algorithm with Random Forest for classification.
Further, they analyzed the proportion of the different user groups in the two disasters and anticipated diverse patterns
for content generation practices, including retweets (forwarding message/post), replies or mentions (referencing
another user), and external links (implying external context linking). (Pennacchiotti and Popescu 2011) developed
a general and robust machine learning framework to identify the roles of Twitter users in various scenarios. By
leveraging different types of features (e.g., profile, tweeting behavior, linguistic content, and social network), they
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conducted three tasks: detecting political affiliation, detecting a particular ethnicity, and identifying ‘Starbucks
fans’.
Regarding user classification, most researchers are working on feature selection and model building, but paying less
attention to the applications of such models. The pattern analysis in (Purohit and Chan 2017)’s approach is limited
to user engagement, which can be improved by applying other techniques, as mentioned in their paper.
User-centered Analysis

Researchers have been working on user-centered analysis during disasters for many years. (Kavanaugh et al. 2013)
conducted a social analysis of Twitter users during the 2011 Egyptian Uprising and discovered the characteristics of
individuals users during this man-made disaster. They filtered out brand users and only worked on individual users.
A small number of individual users were manually selected for tweet analysis (e.g., hashtags, words). (Kumar
and Ukkusuri 2018) classified Twitter users into three categories: those outside evacuation zone, evacuees, and
non-evacuees. Afterward, they analyzed the geo-tagged tweets to understand evacuation and return time, as well as
evacuation location patterns of evacuees during Hurricane Sandy.
As far as we know, the work of (Li and Fox 2019) is most relevant to ours. They analyzed a dozen large and
complete tweet collections and studied patterns and mood changes at both the event and role level. Regarding user
analysis, they reported user distribution across disasters and carried out two case studies on mood changes.
Regarding user-centered analysis, researchers prefer to manually select a set of users based on specific rules. Due
to manual selection, their studies are likely based on a small percentage of users, limiting the generality of their
approaches. For example, (Kavanaugh et al. 2013) chose the top 10% of all 3,675 individual users for analysis,
while (Kumar and Ukkusuri 2018) took 14,000 users as good candidates from 13.7 million users.
In comparison, our work aims to build an analysis framework to fill the gap between user classification and
user-centered analysis. Meanwhile, since previous work has focused on the differing patterns between brand and
individual users in general situations, we hope to further understand their patterns in disasters like hurricanes. To
the best of our knowledge, this paper provides the first large scale (fifty-thousand-user-level) report using Twitter
data on the response patterns of brand and individual users during a disaster, carried out through a comprehensive
analysis.
METHODOLOGY

Figure 2 shows the data flow of our analysis across different user groups. First, we created a tweet collection for
Hurricane Dorian and chose a subset within a time window. Second, we employed T R
(Li, Song, et al. 2018)
to detect sampled users from the cleaned tweets, and divided users into two groups: brand and individual users.
Third, we enriched our tweet collection, and then used tweets with user labels for further processing. Finally, we
conducted a comprehensive analysis of the disaster response patterns between the two user groups, including basic
analysis, emotion analysis, and text analysis, accompanied by temporal analysis.

Figure 2. Data flow diagram: selection, classification, and analysis

Data Selection and Cleaning

We applied GetOldTweets3 (Mottl 2018) to create a tweet collection related to Hurricane Dorian. The search query
going into the tool includes the disaster name and range of dates. The time range of the collection covers up to about
4 weeks after the date the hurricane first formed (according to Wikipedia). The raw collection has 591,094 tweets.
Later, we filtered out retweets (RTs) and non-English tweets to avoid muddling of results; there were 565,911 tweets
left after cleaning.
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(Li and Fox 2019) discovered that the timeline of tweets about a hurricane approximates a normal distribution,
where there are few tweets posted at the start and end of the entire disaster. Focusing on the principal part of the
disaster, we chose a subset of the tweet collection for further analysis of disaster response across different users. We
utilized a Gaussian distribution function to fit the hurricane timeline based on non-linear least squares. Figure 3
shows the collection timeline and its corresponding Gaussian fit curve. The mean ` and standard deviation f of the
curve are 226.48 (hours) and 80.73 (hours), respectively. We used ` ± 2f (pink box in Figure 3) for data selection.
The dataset after filtering contains 521,886 tweets posted by 207,894 users, from 08/27/2019 to 09/09/2019.

Figure 3. Number of tweets posted per hour during Hurricane Dorian

User Classification

We applied T R
(Li, Song, et al. 2018) to classify users by role (i.e., brand, female, and male) when given a set
of screen names of Twitter accounts. Using a hybrid model, T R
has a multi-classifier on basic features (BF),
a multi-classifier on advanced features (AF), a CNN model, and a final multi-classifier. The BF multi-classifier
takes the basic features from the user profiles and tweets as input. The AF multi-classifier focuses on the k-top
words in user tweets. The CNN works on the user profile images. The final multi-classifier takes the output of the
above three modules as input for role prediction.
Due to time constraints related to big data analysis, we randomly selected 90,000 tweets, posted by 56,528 users,
from the raw collection. T R
successfully analyzed 48,753 users (86.2% of 56,528 users); the other users
might have been deactivated or protected or have insufficient information to enable prediction. We further merged
both female and male users as individual users for subsequent analysis.
Since we used T R
in our specific disaster scenario, we evaluated its performance to make sure our analysis
results can accurately describe the different patterns between brand and individual users. We randomly selected 150
users from both brand and individual groups for manual inspection. We examined the roles of users by browsing
their Twitter pages, and calculated the precision score of each group; see Table 1. The result shows the precision
score of T R
is 95.3% for brand users while the value is 93.3% for individual users.
Table 1. Precision of T

R
Total

Predicted

Brand
Individual

150
150

for brand and individual users
Brand
143
10

Manual Labeled
Individual Precision
7
95.3%
140
93.3%

In addition, it is worth exploring bot users in our tweet collection. We utilized Botometer (Davis et al. 2016) for
detection. Due to that tool’s rate limit, we only employed the tool to check the sampled users mentioned above
(i.e., 150 users per group). We set the threshold to 0.5, which means a user is a bot user if the prediction score is
higher than 0.5. Then we calculated the percentage of bot users for each group; see Table 2. The result indicates
that brand users have relatively more bot users than individual users, but only a small percentage of users are bots.
Accordingly, we believe that bots have little impact on our results. All told, we extracted tweets with user labels
during the above time range as our final dataset, including 267,842 tweets posted by 45,237 users.
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Table 2. Percentage of bot users in brand and individual users
Total
Predicted

Brand
Individual

150
150

Bot
10
3

Botometer
Percentage
6.67%
2.00%

FINDINGS
Basic Analysis

We conducted a basic analysis of the tweet posting patterns between brand and individual users during the disaster.
Among the 267,842 tweets, there are 143,346 (53.5%) tweets posted by 16,835 (37.2%) brand users and 124,496
(46.5%) tweets posted by 28,402 (62.8%) individual users. We calculated the average number of tweets posted by
different users within the entire time window. Each brand user posted 8.5 tweets on average, which is almost two
times greater than individual users (4.38 tweets per user).
Then we analyzed the user participation and proportion of tweets posted by different user groups at the day level.
We counted the number of unique brand users and individual users per day and calculated the proportion of each
group with the development of the disaster; see Figure 4a. Similarly, we computed the proportion of tweets posted
by different user groups every day; see Figure 4b. The two figures show that as the disaster unfolded, brand users
participated more actively than individual users. When the disaster formed, brand users constituted only 30% of the
entire users, but the proportion reached about 55% two weeks later. Meanwhile, the proportion of tweets posted by
brand users also increased in general, having a similar trend as the proportion of brand users.

(a) Proportion of users in the two groups

(b) Proportion of tweets posted by different user groups

Figure 4. Proportion of different user groups (left) and tweets posted by different user groups (right) per day
Twitter Account
EcoInternetDrGB
TheChestnutPost
poandpo
TimMelino
gridpointwx
PlanaWeather
wsbtv
NWS_LCH
WFTV
NewsNetNews

Figure 5. Average number of tweets posted by different user groups per day

Description
Climate
News
News
Meteorologist
Forecasting
Forecasting
News
Alerts
News
News

# of Tweets
887
846
840
733
733
496
464
461
409
375

Table 3. Top 10 brand users with their descriptions
and the total number of tweets posted

Since both the proportion of brand users, and of tweets posted by them, increased at the same time, we further
investigated the average number of tweets posted by different user groups per day; see Figure 5. Both brand and
individual users posted 1.2 tweets on average on August 27. Afterward, the daily average number increased for both
user groups, but it is clear that brand users posted more tweets related to Hurricane Dorian than individual users.
When the hurricane hit Florida on September 2, each brand user posted more than 3 tweets while each individual
user posted about 2 tweets per day. The significant difference between the two groups kept up through when the
hurricane dissipated after September 9. It seems that brand users would most likely share information during the
disaster. Table 3 lists the top 10 brand users with their descriptions and the total number of tweets posted. Based on
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the descriptions in their Twitter pages, we observe that they fall into two groups, meteorological agencies and news
sites, which is consistent with our expectations.
Emotion Analysis

We reused an existing recurrent neural network (RNN) model (Colneriĉ and Demsar 2018) for predicting Ekman’s
emotions (Ekman 1992), which include six basic emotions (i.e., joy, fear, surprise, sadness, anger, and disgust). The
model takes a tweet as input and predicts the mood scores (represented as probabilities).

Figure 6. Average scores of emotions between brand users (left) and individual users (right)

First, for each user group, we applied the emotion detection model to generate emotion scores for all tweets, and
calculated the average score of each mood. If users express a strong emotion (e.g., fear, surprise) through tweets,
the average score of that mood should be high. Figure 6 depicts the score distribution of emotions between brand
and individual users. For both groups, users posted more tweets with the joy emotion than with the other emotions;
the average mood score is about 0.40. Fear is the second dominant mood, followed by surprise, sadness, anger,
and disgust. Because the average scores of anger and disgust are less than 0.05, indicating only a small number of
tweets related to the two emotions, we filtered them out and chose the top four emotions for further analysis.
Second, to better understand the emotional tweets, we set a threshold \ = 0.7 and considered tweets with scores
greater than the threshold as good representatives for each emotion. Some typical words or phrases are extracted
from those representative tweets and listed across different emotions and user groups in Table 4. We noticed
that both brand and individual users shared some emotional words in their tweets. For example, they mentioned
wonderful and thank in the joy emotion. Frighten, fear, and terrifying are used by both user groups to express the
fear emotion while sad, saddened, and r.i.p are common words related to sadness. Further, we also found that users
were surprised by different events. Brand users were mainly surprised by the impact of the hurricane, such as
special track and 100mph+ winds. Meanwhile, individual users showed their surprise at personal events (e.g., late
birthday gift, hurricane party) caused by the disaster.
Third, Figure 6 shows that brand users posted more joy-related and surprise-related tweets than individual users.
In contrast, individual users seemed sadder than brand users. However, that is an overall description during the
selected time range. In this case, we calculated the average scores of the four major emotions per day to verify
whether there are some patterns of emotions across users. Figures 7a through 7d show the average scores of different
emotions between brand and individual users per day. The overall description can also be applied at the day level.
Later, we carried out a paired t-test (significance level U = 0.05) to statistically examine the significant differences
between the two user groups. Table 5 shows the results of the paired t-test, including the mean, variance, and
p-values of emotion scores in each group. Based on the one-sided test, the p-values in the joy, surprise, and sadness
moods are much smaller than U, indicating the differences (i.e., greater or less) between both groups. Regarding the
fear emotion, the p-value (0.097) is higher than 0.05, showing there is no significant difference at that level between
brand and individual users. Additionally, we also measured the Pearson’s correlation across the four emotions and
user groups. The r-values of the joy, surprise, and sadness emotions are above 0.85, which means the average scores
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in both brand and individual users are highly correlated. Also, we can consider the two user groups are moderately
correlated in the fear mood since the r-value is about 0.5.
Table 4. Four major emotions and their corresponding typical words or phrases
Emotion
Joy

User Group
Brand
Individual
Brand

Fear

Individual
Surprise

Brand
Individual

Sadness

Brand
Individual

Typical Words / Phrases (lowercase)
beautiful sunrise, nature’s beauty, smiles evening universal, wonderful pilots, assist answering,
thanks visiting, enjoy chatting, ocean rescue recovery, join charity, everyone donate
great day, love leave, community safe, prayer, funny video, happy labor day, feeling better,
prayed three rosaries, god bless you, amen, thank lord, stay safe, wonderful evening
feared bahamas, frightened, florida fears, terrifying, death toll, nightmare, tortured path,
hyped fear mongering hurricanes, scared, life-threatening, deadly
traumatized, terrified, drive fear, terrifying, big fear fear-mongering, scared, cape fear,
threatened, nuclear coffin, frightening, terror, death toll
what’s coming, birth strong, special track, longer wait time, disney surprise, last minute
evacuation, 100mph+ winds, protect launch infrastructure
late brithday gift, i’m paper towels, surprise trip disney, people freaking out, get one free,
mystery shipwreck, forgot anniversary, hurricane party, never know
sad, r.i.p., saddened, queen left, heart broken, lost loved ones, dead, upsetting, miss,
heartbreaking, empty disney, ghost town, sadness
sad, queen left, saddened, precious children, r.i.p, sweet children, condolences, lost, dead,
missing, deceased, tragedy, heart goes, saddening, helpless, drowned

(a) Average score of the joy emotion

(b) Average score of the fear emotion

(c) Average score of the surprise emotion

(d) Average score of the sadness emotion

Figure 7. Average scores of emotions between brand and individual users per day

Table 5. Paired t-test and Pearson correlation coefficient across user groups and emotions
User Group
Brand
Individual
User Group
Brand
Individual

Mean
0.4117
0.3848
Mean
0.1716
0.1621

Joy
Variance p-value
8.12e-4
8.80e-6
9.21e-4
Surprise
Variance p-value
2.27e-4
2.06e-4
1.07e-4

r-value
0.8660
r-value
0.8856

Mean
0.2650
0.2684
Mean
0.0813
0.1051

Fear
Variance p-value
4.38e-5
0.097
1.21e-4
Sadness
Variance p-value
1.98e-4
5.55e-9
2.77e-4
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Text Analysis

We first extracted both hashtags (e.g., #hurricanedorian) and words (e.g., hurricane, dorian) from the entire tweet
corpus and counted their frequencies. Figure 8 shows the top 20 hashtags and words posted by both brand and
individual users. The frequency of the top hashtag #hurricanedorian is 83,313, which is almost the sum of the
frequencies of the other hashtags, compared with the gradually decreased distribution of top words. The top
hashtags include hurricane (e.g., #hurricanedorian, #dorian), weather (e.g., #weather, #flwx, #scwx), location (e.g.,
#bahamas, #florida), and prayers (e.g., #bahamasstrong). Compared with those hashtags, the top words mainly
focus on the basic information (e.g., category, path, landfall, track) or impact (e.g., storm, wind, coast, beach) of
the disaster. Afterward, we counted the frequency of hashtags/words for both brand and individual users, separately.
For each hashtag/word, we subtracted its frequency in one group from the one in the other group and sorted all
hashtags/words by their subtraction values in each group. Then we selected the top 10 differentiated hashtags and
words from each group, as shown in Figure 9, which can describe the difference between brand and individual users.

(a) Hashtags and frequencies

(b) Words and frequencies

Figure 8. Top 20 hashtags (left) and words (right) posted by all users

(a) Top hashtags by frequency

(b) Top words by frequency

Figure 9. Top hashtags (left) and words (right) by frequency, showing |brand - individual| values

Regarding hashtags, brand users likely posted simpler hashtags, which usually contain one specific word such as
#hurricane, #news, #dorian, #flooding. Most hashtags are common and could be reused next time; they are easy and
convenient for management. Individual users preferred to use compound words as hashtags like #hurricanedorian
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and #hurricanedorian2019, which seem to be for one-time use, and have rich and targeted information. Particularly,
#disasterassistteam, #dat, and #prayforthebahamas are the popular hashtags for individual users, showing their
concerns about hurricane rescue and the hurricane-affected country.
Regarding words, brand users applied hurricane-related words to publish the disaster information, such as florida,
storm, update, and carolina. Different from brand users, individual users were more concentrated on personal
feelings (e.g., pray, hope, think) and specific events (e.g., alabama, golf, and mar-a-lago).
For further analysis, we manually select three topics and their corresponding words during Hurricane Dorian; see
Table 6. Specially, the Trump-related words describe two events during Hurricane Dorian. One is that President
Trump went golfing during the disaster, and the other is he had erroneously stated that the hurricane threatened
Alabama.
Table 6. Three selected topics and their corresponding words
Topic Type
Casualty-related
Prayer-related
Trump-related

Words (lowercase)
victim, dead, death, kill, die, loss, drown, missing
pray, prayer, r.i.p, hope, god, wish, brace, crave, appeal
golf, mar-a-lago, alabama

Figure 10. Percentages of tweets related to the three topics posted by brand and individual users

We counted the number of tweets containing those words in each topic for both brand and individual users at the day
level, and divided it by the total number of tweets posted by the two types of users, for normalization. Figure 10
shows the percentages of tweets related to the three topics posted by brand and individual users. From the figure
we know that the percentages of casualty-related tweets for both groups increased sharply after the hurricane hit
Florida on September 2. Brand users posted relatively more casualty-related tweets than individual users. The peak
value appears on September 8, where over 10% of tweets posted by brand users contained words in the casualty
topic. Regarding the prayer topic, the two peaks appeared on August 28 and August 31 for individual and brand
users, separately. Different from the posting patterns of casualty, individual users posted more prayer-related tweets
than brand users. Both trends gradually decreased after September 2. In addition, the percentages of tweets are
highly correlated with the two events that mainly took place on September 1 and September 4 for the Alabama
controversy, and September 2 for the golf course. Further, more tweets were posted by individual users regarding
the Alabama controversy.
Based on our work, we share some general thoughts that might guide others interested in similar studies. As a start,
we categorized Twitter users into both brand and individual users and discovered that different user groups have
distinct response patterns during Hurricane Dorian. Here, we propose several possible cases, showing how to make
use of such results or apply T R
in user-centered research during disasters in practice. First, the landfall date
of Hurricane Dorian is important, because multiple patterns performed differently before and after the hurricane
hit the land, including tweet posting patterns, emotion patterns (i.e., surprise and sadness), and topical patterns
(i.e., casualty-related and prayer-related). More comparisons could be carried out across user groups between the
two stages. Second, regarding topic analysis, we chose three general topics to describe different patterns. More
topical or specific words (e.g., preparedness, response, impact, recovery, and others) can be added so that we are
able to analyze different reactions to topics or events between both brand and individual users. Third, T R
detects three roles of users, which will help retrieve tweets posted by different user groups and support analysis of
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a particular user class. It is also feasible to conduct pattern analysis within individual users, comparing patterns
between female and male users. According to different user behavior, corresponding measures can be applied
during disasters. For instance, if female users expressed more sadness in their tweets, psychologists or counselors
would pay more attention to them.
CONCLUSION

Focusing on various types of disaster response across different users on Twitter, we carried out a case study during
Hurricane Dorian to analyze response patterns across different user groups. We built a tweet collection for a
two-week period, covering the primary phase of the hurricane. Then, we applied TwiRole (Li, Song, et al. 2018) to
detect different roles of users and categorized them into brand and individual users. For comparison between both
groups, we launched a comprehensive analysis from four aspects: basic analysis, emotion analysis, text analysis,
and temporal analysis.
We first investigated tweet posting patterns and found that brand users became more and more active, while
individual users had an opposite performance with the development of the disaster. Brand users also posted more
tweets than individual users on average, especially on the day the hurricane made landfall in Florida. Next, based
on the average emotion score of each group, we concluded that brand users had more joy- and surprise-related
posts, while more sadness-related tweets were posted by individual users. Both groups similarly expressed their fear
feelings during the devastating hurricane. Then, we worked on hashtags and words mentioned by both groups and
discovered that simple hashtags were favored by brand users, while compound hashtags were frequently mentioned
by individual users. Regarding words, brand users preferred hurricane-related words, while individual users likely
adopt words related to their personal feelings or specific events. Finally, three topical trends illustrated that brand
users were more focused on casualties, while the concerns of individual users were the topics of prayer and President
Trump.
There are some limitations to our analysis that should be noted. Though we have a large number of users and tweets,
it still is a sampling-based study of disaster response patterns. Moreover, T R
cannot correctly predict all
users, resulting in an approximate analysis. Similarly, the emotion detection model generates the probability of
each emotion for each tweet. By averaging the emotion scores of tweets, we can briefly describe the distribution of
emotional tweets, but it might not be the best approach. In future work, we plan to add more hurricane-related
tweet collections to conduct a group case study. We will also retrieve geo-tagged tweets and examine the spatial
distribution between brand and individual users. Another improvement would be to apply topic modeling on
emotional tweets, which can assist in understanding the differences regarding emotional topics between different
user groups.
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ABSTRACT

Crisis responders need to locate events reported in social media messages that typically lack geographic metadata
such as geotags. Toponyms, places names referenced in messages, provide another source of geographic
information, however, the availability and granularity of toponyms in crisis social media remain poorly understood.
This study examines toponym usage and granularity across six categories of crisis-related information posted on
Twitter during a severe storm. Findings show users often include geographic information in messages describing
local and remote storm events but do so rarely when discussing other topics, more often use toponyms than geotags
when describing local events, and tend to include fine-grained toponyms in reports of infrastructure damage and
service disruption and course-grained toponyms in other kinds of storm-related messages. These findings present
requirements for hyperlocal geoparsing techniques and suggest that social media monitoring presents more
immediate affordances for course-grained damage assessment than fine-grained situational awareness during a
crisis.
Keywords

Volunteered Geographic Information, Twitter, Information Behavior, Crisis Informatics, Emergency
Management.
INTRODUCTION

To effectively monitor social media, crisis responders require geographic information in the metadata or content
of social media messages to locate events within an operational jurisdiction and gather actionable information to
support response operations. The nature of the response, in turn, determines the granularity of geographic
information required by crisis responders. Emergency managers, for instance, can make use of course-grained
information (e.g., city name), to assess geographically dispersed impacts of disasters such as floods, tornados, and
hurricanes, while emergency dispatchers and first responders require fine-grained information (e.g., building name)
to respond to localized incidents.
However, despite crisis responders’ need to locate and characterize events reported on social media, geographic
information is often scarce in social media messages. In the case of Twitter, responders often rely on geographic
metadata tagged to tweets (i.e., geotags) to collect and analyze crisis social media despite consistent observations
that only 1% of tweets include geotags (Carley, Malik, Landwehr, Pfeffer and Kowalchuck, 2016; Morstatter,
Pfeffer, Liu and Carley, 2013). Looking “beyond the geotag” reveals other sources of geographic information
(Crampton et al., 2013), such as the place names, or toponyms, users include in social media messages. While the
availability of geotagged social media data has been extensively studied (Carley et al., 2016; Huang and Carley,
2019), far less attention has been devoted to toponym usage during a crisis, especially usage of fine-grained place
names that refer to events at hyperlocal levels of analysis, e.g., buildings, street intersections, etc. Moreover,
automated techniques to identify and locate events reported on social media often rely on techniques that extract
only coarse-grained, municipal-level place names while overlooking fine-grained, common, and colloquial place
names users often use when describing local events (Middleton, Kordopatis-Zilos, Papadopoulos and
Kompatsiaris, 2018; Wang and Ye, 2018). Consequently, beyond the contributions of a few studies (Avvenuti,
Cresci, Del Vigna and Tesconi, 2016; Middleton et al., 2018; Middleton, Middleton and Modafferi, 2014),
characteristics of toponym usage and granularity in crisis social media remain poorly understood.
This study examines toponym usage and granularity on Twitter during a severe storm and tornado that struck the
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Northeastern United States to examine the extent to which users include toponyms in tweets posted during the
storm (toponym usage), reference places inside or outside a geographic jurisdiction (toponym location), and
provide course and fine-grained geographic information (toponym granularity). Toponym usage, location, and
granularity are compared between storm-related and non-storm-related messages, as well as across six categories
of storm-related information: warnings, forecasts, experiences, updates, damages, and disruptions.
The study presents three primary findings with implications for research in crisis informatics (Reuter, Hughes and
Kaufhold, 2018). First, analysis of toponym usage shows that crisis-related social media includes disproportionate
amounts of geographic information compared to social media messages about other topics. Second, analysis of
toponym location shows that while crisis social media includes reports of geographically dispersed events, local
events tend to be described using toponyms, not geotags. Third, analysis of toponym granularity shows that the
granularity of place names in crisis social media varies by information category: warnings, forecasts, and accounts
of personal experience mostly include course-grained toponyms referring to cities and counties, while reports of
infrastructure damage and service disruption often include fine-grained toponyms referring to places within cities
and counties.
The following sections discuss research on crisis responders’ geographic information requirements and the
availability of geographic information in crisis social media, including prior research on toponym usage and
granularity in social media. The next sections outline methods of data collection and analysis, present findings,
and discuss their implications for crisis informatics research.
GEOGRAPHIC INFORMATION REQUIREMENTS FOR CRISIS SOCIAL MEDIA

Studies have shown that, in nearly all cases, crisis responders require useful geographic information to assess and
act on information reported on social media (Kropczynski et al., 2018; Zade et al., 2018). Responders’ initial
priority is to assess if an event is located inside or outside an area of operations or jurisdiction. As Zade et al.
(2018) explain, “Information about the location of a disaster event places it either within a responder’s geographic
range of operability and helps her assess its actionability, or allows her to redirect the information to a co-located
responder authority” (p. 10). Responders can then use course or fine-grained geographic information for
situational awareness during response operations. However, as jurisdictions and operational roles vary widely
among crisis responders, the granularity of geographic information responders require varies too.
For emergency responders typically serving in municipal-level jurisdictions, Kropczynski et al. (2018) observe
that prospective uses of social media depend on the availability of precise geographic information that allow 911
dispatchers to route first responders to the scene of an emergency. During participatory design workshops in which
dispatchers, police officers, firefighters, and paramedics composed examples of social media messages providing
actionable information, each hypothetical tweet included hyperlocal references to “intersections, buildings... and
in some cases, specific street addresses” (p. 5). As Kropczynski et al. conclude, “Simply put, without an incident
location it is very difficult to provide a response” (p. 6).
In contrast, interview and survey studies with emergency managers and disaster responders highlight uses of social
media that require relatively coarse-grained geographic information to conduct rapid impact assessments of
infrastructure damage, flooding, and other geographically dispersed events at the outbreak of large-scale
emergencies or disasters (Grace, Kropczynski and Tapia, 2018; McCormick, 2016; Reuter, Ludwig, Kaufhold and
Spielhofer, 2016). These officials seek to collect and categorize social media messages to measure and compare
crisis impacts across a geographic jurisdiction to inform decision-making related to resource allocation,
emergency declarations, and requests for assistance (Giacobe and Soule, 2014; Hiltz et al., 2019; Plotnick and
Hiltz, 2018).
These studies, in turn, provide general (i.e., location) and specific (i.e., granularity) geographic information
requirements for the design of social media monitoring systems and workflows that can support crisis responders
in different roles. Moreover, these requirements suggest that the affordances of social media for crisis response
— which responders can use it and for what — hinge on the availability and quality of geographic information
users post on social media platforms.
VOLUNTEERED GEOGRAPHIC INFROMATION IN CRISIS SOCIA MEDIA

The availability of geographic information in social media shapes opportunities for monitoring crisis events in a
geographic area. Twitter, for instance, offers two types of geographic information: geotags, geographic
coordinates that users and devices assign to tweets, and toponyms, place names users include in the content of
tweets. The scarcity of geotagged tweets is well evidenced, with studies routinely observing that approximately
1% of all tweets include geotags (Carley et al., 2016; Crampton et al., 2013; Morstatter et al., 2013). This scarcity
also characterizes tweets posted during crises. Middleton et al. (2014) observe that geotagged tweets account for
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only 1% of crisis-related messages posted during hurricane, earthquake, and blackout events. Moreover, studies
highlight the possibility for systematic bias when gathering information only from geotagging users (who are
more likely to be younger and live in urban centers compared to the general user population) (Hecht and Stephens,
2014), or inaccuracy when naively using geo or placetags to locate events described, in tweet content, as remote
(Shelton, Poorthuis, Graham and Zook, 2014; Tasse, Liu, Sciuto and Hong, 2017). Consequently, Crampton et al.
(2013) have led the call to move “beyond the geotag” by utilizing alternative geographic information available on
Twitter, namely toponyms.
Toponym Usage in Crisis Social Media Data

Toponyms are place names that are either specific, referring to a unique place (e.g., 126 Belmont Road), or generic,
referring to a class of place or instance of that class (e.g., my house). Toponyms can be further distinguished by
location, referring to local or remote places inside or outside a geographic area of interest, respectively. Lastly,
toponyms differ by granularity. References to buildings, street intersections, and other hyperlocal places provide
fine-grained location information, while the names of towns, regions, and countries provide course-grained
location information.
Motivated by the lack of geotagged data (Carley et al., 2016; Kitamoto and Sagara, 2012; Middleton et al., 2018),
researchers have turned to toponyms to locate and characterize events reported on social media platforms. These
studies focus on toponym extraction techniques to identify place references in social media messages and toponym
resolution techniques to match extracted place entities with unique geographic areas, often using databases, or
gazetteers, of place names and associated latitude/longitude coordinates. However, the effectiveness of toponym
extraction and resolution methods remains contingent on the availability of toponyms in crisis social media: the
extent to which users reference places in social media posts (toponym usage), refer to places of interest to crisis
responders (toponym location), and provide detailed geographic information that can support “actionable”
decision-making (toponym granularity).
Toponym Usage

Studies hint at differences in toponym usage between crisis-related and non-crisis-related tweets. Cheng et al.
(2010) collected 29,479,600 tweets to find 4,124,960, or 14%, referencing a city listed in the 2000 U.S. Census
Gazetteer. Kitamoto and Sagara (2012) observe that while the number of tweets posted during weather events
typically increases, the percentage of tweets including toponyms remains stable at approximately 5-10% of all
posted tweets. Elsewhere, Salas et al. (2018) find that, of 13,410 tweets collected using traffic-related keywords,
1,161, or 8.6%, referred to a roadway or roadside location.
Among crisis-related tweets, however, toponym usage appears to increase significantly. Of 55.1 million tweets
including flood-related keywords, de Brujin et al. (2018) found 19.2 million, or approximately 35%, mention
specific places at the country, regional (e.g. province), and municipal levels. Manually coding a subset of the
flood-related tweets, de Bruijin found 53% to include at least one toponym (p. 9). Elsewhere, Middleton et al.
(2014) used event-related keywords to collect 92,300 tweets posted after a 2013 tornado struck Moore, Oklahoma,
of which 42,434, or 46%, were found to contain some kind of location reference. Similarly, Avvenuti et al. (2016)
observe that 35-58% of crisis-related tweets posted during two Italian disasters contain at least one toponym.
However, these studies do not report differences in toponym usage among crisis-related messages— a diverse yet
generally consistent set of information ranging from messages of support and prayer to situational reports of
infrastructure damage and requests for help (Olteanu, Vieweg and Castillo, 2015). Dunkel et al. (2019), for
example, note that place names frequently appear in descriptions of damage tagged to photographs uploaded to
Flickr during the 2013 St. Jude Storm, but do not consider the extent to which toponyms appear in other kinds of
crisis-related posts during the storm. Understanding how toponyms are distributed across crisis-related messages
would reveal the events that prompt users to communicate geographic information and, in turn, requirements for
identifying and locating events reported on social media during crisis response operations.
Toponym Granularity

Toponyms are further distinguished by spatial granularity, referring to fine-grained locations such as individual
buildings and street intersections, or coarse-grained locations such as municipalities, regions, and countries. The
granularity of toponyms in crisis social media create opportunities for social media use in crisis response: finegrained toponyms can support emergency response, while course-grained (and fine-grained) toponyms can inform,
for example, impact assessments in emergency management. Whether crisis responders can exploit these
opportunities, however, hinges on effective techniques to identify toponyms in crisis social media and associate
extracted toponyms with hyperlocal places within an operational jurisdiction. Although studies develop toponym
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extraction and resolution techniques for crisis management (Avvenuti, Cresci, Nizzoli and Tesconi, 2018; Dredze,
Paul, Bergsma and Tran, 2013; Halterman, 2017; Middleton et al., 2014), there remains need to understand the
diversity and distribution of generic and fine-grained toponyms in crisis social media in order to inform
requirements for geolocation techniques that meet the needs of crisis responders, particularly those serving in
municipal-level jurisdictions.
Generic toponyms, including vernacular and ambiguous place references often used among local people, pose an
obstacle for automated geolocation techniques. Despite their prevalence, generic toponym usage has not yet been
examined:
More importantly, compared with the accurate and widely used geo-coordinates and toponyms, some
place names that have vague boundaries but are largely communicated by social media users have been
rarely explored in disaster contexts… ‘downtown’ and ‘city center’ are often used to represent the core
area of a city… These ‘vernacular place names’... could be utilized to better enrich the useful geographic
information for natural disaster management. (Wang and Ye, 2018, p. 51)
Moreover, geolcation methods often overlook generic toponyms such as “home,” “building,” or “office” to
identify unique, relatively rare words and proper nouns that prove useful for toponym recognition. De Brujin et
al. (2018), for instance, not only employs a gazetteer listing only the names of villages, towns, and greater
administrative areas (e.g. counties, provinces, etc.), but discards uni and bi-grams containing any of the 1000 most
frequently used words in a language (according to a corpus of Wikipedia articles) when identifying candidate
locations in a tweet’s text (p. 5).
Moreover, toponym resolution techniques perform poorly when relying on available, coarse-grained gazetteers to
geolocate place names extracted from crisis social media. Middleton et al. (2018) compare state-of-the-art
geoparsing techniques using tweets posted during three terrorist attacks— 13 November 2015 Paris shootings, 22
March 2016 Brussels airport bombing, and the 8 May 2016 Turkish police station bombing— to find best
performance when recognizing regional toponyms and the poorest when recognizing ground-truth building and
street names assembled for each incident. For the latter, Middleton et al. observed best performance among
approaches making use of detailed street and building data for the geographic areas of the terror attacks.
The global and regional-level collection and analysis of social media data and routine use of gazetteers composed
of municipal and regional toponyms— the names of towns, cities, counties, and larger administrative areas—
across toponym extraction and resolution research often results in the exclusion of fine-grained and generic
toponyms within these studies: specific and generic places within a town or city that social media users mention
during a crisis. As a result, we know little about the usage of hyperlocal toponyms among social media users
during crises, and, in turn, design requirements for extraction and resolution techniques that can help responders
detect and locate information about events occurring within operational jurisdictions.
RESEARCH QUESTIONS

Given crisis responders’ geographic information requirements when using social media, the inadequacy of geotagbased analysis methods, and the gaps that appear in literature examining the usage and granularity of toponyms
posted on Twitter during crises, we pose three research questions: (RQ1) To what extent do messages include
toponyms in crisis social media? (RQ2) To what extent do messages including toponyms refer to local or remote
places? (RQ3) What is the granularity of toponyms included in crisis social media?
METHODS

Tweets were collected using three data collection methods— location, keyword, and network filtering— to gather
22,343 unique tweets (after removing 343 duplicates) during a severe storm and F1 tornado that struck Centre
County, Pennsylvania, on May 1st, 2017. First, location filtering employed Twitter’s Streaming API to collect
9,098 tweets within a bounding box1 covering Central Pennsylvania, and encompassing Centre County, during a
six-hour period (3pm-9am) before and after the peak of a severe storm and tornado that struck the area just after
6pm on May 1st. Second, keyword filtering employed Twitter’s Streaming API to collect 4,566 tweets including
at least one of 46 place names, including “Centre County” and the names of the county’s 45 municipalities,
boroughs, and census-designated places. Third, using network filtering to infer 185,176 Twitters users with social
network ties (i.e. following) to ground truth accounts within Centre County, 8,679 tweets were collected via
Twitter’s Streaming API during the 6-hour period on May 1st. In a previous study (Grace, Kropczynski,
Pezanowski, et al., 2018), this “wide net” inferencing approach was evaluated, finding that among 80K users with
self-entered profile locations, 68% entered a location inside the county. Furthermore, during the qualitative coding
1

SW 40.170196, -79.1214656; NW 41.3434653, -76.5996462
WiP Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

852

Grace

Hyperlocal Toponym Usage

process every tweet from all three datasets was manually examined to determine if the post provided storm-related
or off-topic information and described events inside or outside the area of observation. Opportunities for future
work comparing toponym usage, location, and granularity across the three datasets are discussed in the conclusion.
Data Analysis

In a previous study (Grace, Halse, Aurite, Montarnal, & Tapia, 2019), three of the authors manually coded each
of the 22,343 tweets to understand the information users posted on Twitter during the storm. The qualitative
content analysis involved two rounds of coding. First, to determine relevance, tweets were coded as “storm-related”
if referring to weather or its consequences (e.g., damage caused by high winds, etc.), and “off-topic” if referring
to other topics (e.g., sporting events, political issues, etc.). A random set of 1000 tweets were coded by all three
authors and a Cronbach alpha test was run yielding α = 0.92. Coding differences were deliberated and reconciled,
and then the remaining data was subdivided and coded for relevance.
Second, storm-related tweets were coded to understand the types of information reported during the storm.
Together, the three authors engaged in a grounded, iterative process of open coding that involved assigning
meanings, in the form of emergent codes, to all 2,364 storm-related tweets (Campbell, Quincy, Osserman and
Pedersen, 2013; Glaser and Strauss, 1967; Hsieh and Shannon, 2005). During this process the authors consulted
and unpacked codes developed in previous literature (Olteanu et al., 2015; Starbird, Palen, Hughes and Vieweg,
2010). For what Olteanu et al. (2015) code as “Infrastructure & Utilities,” for example, five new codes emerged
in the data: property damage, road damage, power line damage, Internet outage, and power outage. Ultimately,
the coding process resulted in 19 types of information organized into six categories to account for the diversity of
tweets posted about the storm (Table 1).
Table 1. Categories and Types of Storm-related Information
Category

Information

Disruptions

Power outage (140), Internet outage (8)

Experiences
Forecasts
Damages
Updates
Warnings
Total

Tweets

% Total

148

% StormRelated
6%

Humor (99), Admiration (80), Complaint (54), Fear (29),
Appreciation (10)
Forecast (278)

272

12%

1%

278

12%

1%

Road damage (224), Property damage (112), Power line
damage (18)
Current conditions (383), Automated update (74),
Information request (39), Event information (14)
Storm watch/warning (463), Tornado watch/warning (206),
Flood advisory (96), Advice (37)

354

15%

2%

510

22%

2%

802

34%

4%

2364

100%

11%

1%

The present study involved three further rounds of coding, performed by the author, to examine toponym usage
and granularity across both storm-related and off-topic tweets gathered during the storm. First, all 22,343 tweets
were coded for toponym usage, distinguishing tweets with specific or generic toponyms from tweets without
toponyms. Second, the 3,497 tweets with toponyms were coded for references to local places within Centre
County, references to non-local places outside Centre County, and references to generic places, such as “house,”
for which a specific location cannot be determined. If a tweet included both local and non-local toponyms it was
coded as local. Third, tweets with toponyms were further coded for granularity, distinguishing references to
hyperlocal places including names of landmarks (i.e., addresses, buildings, and road intersections) and areas (i.e.,
neighborhoods, parks, campuses, and street blocks), municipal places including names of towns, villages, cities,
and counties, and regional places including names of states and other regional markers (i.e., Upstate New York,
Central Pennsylvania, etc.). In this coding scheme, hyperlocal refers to places within municipalities which refer
to places within regions. If a tweet included multiple toponyms with different granularities, it was assigned a code
based on the most granular toponym available.
FINDINGS

Examining toponym usage, referent location, and granularity in tweets posted during the storm that struck Centre
County on May 1st reveals three initial findings (Table 2). First, users frequently make explicit references to places
in storm-related tweets but do so rarely in off-topic tweets. In the dataset, 68% of storm-related tweets include
toponyms compared to only 9% among off-topic tweets.
Second, among tweets with toponyms, 74% refer to non-local places outside the geographic area targeted for data
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collection while only 17% of tweets refer to specific places within or encompassing the area, i.e., Centre County.
Local toponyms referring to places within the county or the county itself constitute only 25% of storm-related
information and 9% of off-topic information. Generic toponyms referencing unspecified landmarks, areas, towns,
and regions appear in 4% of on-topic and 14% of off-topic tweets.
Third, among all tweets posted during the storm, 38% include hyperlocal toponyms— names of specific or generic
landmarks and areas within a municipality. Although relatively uncommon, toponyms in off-topic tweets tend to
be more granular (48%) than toponyms in storm-related tweets (25%). However, both storm-related and off-topic
tweets nearly always refer to places at the municipal level or below, 94% and 92% respectively.
Table 2. Toponym Usage, Location, and Granularity in Storm-related and Off-topic Tweets
Storm-related Tweets
1600
68%

Off-Topic Tweets
1897
9%

Totals
3497

16%

Without
Toponyms
Total

764

32%

18082

91%

18846

84%

2364

100%

19979

100%

22343

100%

Local

406

25%

176

9%

582

17%

Non-Local

1130

71%

1460

77%

2590

74%

Generic

64

4%

261

14%

325

9%

Total

1600

100%

1897

100%

3497

100%

Hyperlocal

407

25%

918

48%

1325

38%

Municipal

1105

69%

832

44%

1937

55%

Regional

88

6%

147

8%

235

7%

Total

1600

100%

1897

100%

3497

100%

With Toponyms

Usage

Location

Granularity

These finding can be compared with the 6% of tweets that include geotags in the dataset, a relative abundance
compared to the 1% of geotagged data in the global Twitter stream. Surprisingly, 24% of storm-related tweets
include geotags, compared to only 4% of off-topic tweets. However, as will be shown below, the preponderance
of geotagged, storm-related information consists of weather warnings, forecasts, and weather updates referring to
places outside the area of observation but posted with geographic coordinates inside Centre County. When
excluding geotagged tweets with non-local toponyms, only 2% of storm-related tweets are geotagged.
Toponym Usage

Further insight is possible by examining toponym usage across the six categories of storm-related information:
disruptions to electrical and internet service, weather forecasts, user experiences such as fear and humor, damages
to powerlines, buildings, and roadways, updates on current weather conditions, and flood, storm, and tornado
warnings and watches. Comparing toponym usage across these categories shows that while users generally refer
to places in storm-related tweets, they do so much more frequently when posting some kinds of information than
others (Figure 1).
With Toponym + Geotag
With Toponym
Without Toponym + Geotag
Without Toponym
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Damages
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Warnings
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Figure 1. Toponym Usage and Geotagging (Dotted) across Categories of Storm-related Information

Twitter users refer to places in most tweets providing warnings (77%) and, strikingly, nearly every tweet
describing damages (92%). These tweets describe places where damage has occurred to power lines (100%),
property (78%), and roadways (98%). Comparatively, users providing weather updates (63%), forecasts (65%),
or reports of electrical and Internet disruptions do so less often (60%). In contrast, far fewer tweets describing
users’ experiences of the storm include toponyms (26%).
Furthermore, users similarly geotag some types of information more than others. Tweets describing experiences
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(2%) and disruptions (0%) include few geotags, whereas updates (22%), warnings (26%), forecasts (27%), and
damage (45%) reports include relatively many. Moreover, storm-related tweets including toponyms tend to also
include geotags. For instance, 92% of damage reports include toponyms and nearly half of those include geotags.
Overall, the distributions of toponym usage and geotagging across storm-related information, in stark contrast to
the dearth of volunteered geographic information available in off-topic tweets, highlight how Twitter users
actively report the locations of storm-related events.
Toponym Location

Overall, most toponyms in the dataset refer to remote places outside the geographic area— Centre County,
Pennsylvania— targeted for data collection and analysis (Figure 2). This holds true for each category of
information although, again, some types of information include slightly more toponyms than others. Generic
toponyms constitute a fraction of toponyms in each category, ranging from ≤1% for forecasts and warnings to 14%
of toponyms included all reports of disruption (e.g., “The power is out in the whole building”).
Local
Generic
Non-Local

Disruptions
Experiences
Forecasts
Damages
Updates
Warnings
0

100

200

300

400

500

600

700

Figure 2. Toponym Location and Geotagging (Dotted) across Categories of Storm-related Information

However, comparing the distribution of geotags across tweets with local, generic, and non-local toponyms reveals
that 92% of geotagged, storm-related tweets refer to events occurring in remote places. Figure 2 illustrates the
imbalance of geotagging between tweets referencing local and non-local places. Among warnings, for example,
97% of geotagged tweets refer to remote places, while only a single geotagged tweet refers to a location within
Centre County. This imbalance likely results from users’ generally selective geotagging behaviors (Tasse et al.,
2017), and the inverse tendency of media, government, and emergency management Twitter accounts. Most
forecasts and warnings, unsurprisingly, are posted by local news stations and meteorologists, as well as the Twitter
accounts of municipal governments (e.g. “A Tornado Warning has been issued for parts of Elk County until 4:15
this evening”). Furthermore, as the storm front moved east to west, first impacting areas across eastern
Pennsylvania before striking Centre County (in central Pennsylvania) and, later, cities such as Pittsburg in western
Pennsylvania, local media tweeted a steady stream of reports about events in nearby counties before and after the
storm peaked in the area of observation (e.g., “Traffic along Loyalsock Ave in Montoursville snarled because of
trees and power lines down between Turkey Hill and Indian Park”).
Toponym Granularity

Lastly, while users typically post storm-related tweets without geotags and refer to either fine-grained, hyperlocal
places (38%) or course-grained, municipal (55%) places in the area of observation, the granularity of toponyms
varies according to the type of information users post about the storm (Figure 3). Warnings (76%), updates (58%),
experiences (55%), and forecasts (54%) mostly include municipal-level toponyms— names of towns within
Centre County and references to Centre County itself— while reports of infrastructure damage (71%) and service
disruption (63%) include mostly hyperlocal toponyms— names of landmarks and areas within these
municipalities. While most common in updates (8%), geotags are rarely present in any of the six information
categories. Consequently, due to the lack of geotags and frequent use of course-grained toponyms, most tweets
about the storm lack precise geographic information.
Not shown in Figure 3 are generic toponyms for each category, references to common nouns, such as “house” or
“road,” that make geolocation difficult. Use of generic toponyms varies by information type, constituting a notable
minority of local toponyms included tweets describing disruptions (30%), damage (19%), and experiences (16%),
while less present in updates (9%), warnings (4%), and forecasts (0%). These findings again point to different
behaviors among users when sharing geographic information in posts describing the storm.
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Figure 3. Toponym Granularity and Geotagging (Dotted) across Categories of Local, Storm-related Information
DISCUSSION

These findings reveal toponym usage and granularity patterns in crisis social media that hold significant
implications for crisis informatics research. This study extends findings of prior content analyses that survey the
types of information users post on social media during a crisis by revealing patterns of toponym usage and
granularity across these information types (Grace, Halse, Aurite, Montarnal and Tapia, 2019; Olteanu et al., 2015).
Furthermore, by illustrating patterns of generic and fine-grained toponym usage at hyperlocal-levels of analysis,
this study informs requirements for geolocation techniques that can support crisis responders monitoring social
media in municipal-level jurisdictions (Avvenuti et al., 2016; Middleton et al., 2018, 2014). Overall, this study
makes three primary contributions.
First, the frequent use of toponyms and geotagging in storm-related messages (68% and 25% respectively),
compared to off-topic messages (9% and 4% respectively), suggest that crisis social media includes
disproportionate amounts of geographic information. Overall, via toponym or geotag, 1,630 (69%) of 2,364
storm-related messages in the dataset include geographic information compared to just 2,397 (12%) of 19,979 offtopic messages. However, the availability of geographic information in crisis social media varies by information
category, with reports of infrastructure damage including the most toponyms (92%) and descriptions of personal
experience including the least (26%). Similarly, and extending findings by Avvenuti et al. (2016), tweets with
damage information include the most geotags (45%) in the dataset, although few describe local events. These
findings, in turn, suggest that users tend to communicate the locations of events that present community risks or
demand immediate assistance from crisis or volunteer responders.
Second, analyzing whether toponyms reference places inside or outside the area of observation shows that crisis
social media includes reports of geographically dispersed events, but that social media users tend to describe
local events using toponyms, not geotags, during a crisis. The majority of storm-related (92%) and off-topic (33%)
messages describe events in remote places. This tendency is especially apparent among storm-related messages
geotagged within the area of observation, of which only 3% describe events occurring within that area. In contrast,
25% of storm-related messages including toponyms describe local events. Consequently, while crisis-related
messages may include disproportionate geographic information compared to non-crisis-related messages, this
study finds that social media users more often employ toponyms than geotags when reporting crisis-related events.
These findings contribute to understanding uneven geotagging behaviors among Twitter users (Crampton et al.,
2013; Huang and Carley, 2019; Tasse et al., 2017), and highlight the frequency of “sensor-subject displacement”
(Robertson and Feick, 2018; Shelton et al., 2014): local users2 can and often do talk about non-local events.
Consequently, collecting and geolocating situational awareness information using only geographic metadata is
likely inadequate for most crisis management applications.
Third, findings show that toponym granularity in crisis social media varies by information category: warnings,
forecasts, and accounts of personal experience tend to include course-grained toponyms referring to municipalities,
while reports of infrastructure damage and service disruption often include fine-grained toponyms referring to
places within municipalities. Across every category, however, course-grained toponyms are common, suggesting
that the availability of geographic information in crisis social media more readily afford rapid impact assessments
useful to emergency managers responsible for relatively large geographic areas than emergency response activities
which require more precise geographic information or external information sources (e.g., geographic information
gathered from emergency telephone numbers such as 911 and 112).
Together, these findings on toponym usage, location, and granularity provide requirements for the design of social
media monitoring techniques that can provide crisis responders with situational awareness in hyperlocal
operational jurisdictions (Imran, Castillo, Diaz and Vieweg, 2015). The observation that local, storm-related
2

More precisely, tweets geotagged within a geographic area can refer to places outside that area.
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information tends to include toponyms rather than geotags suggests affordances for systems that can leverage
toponym usage to filter non-local information and geolocate local, actionable information (Avvenuti et al., 2018).
That most existing toponym extraction and resolution techniques perform poorly with hyperlocal or generic place
names such as “downtown” (de Bruijn et al., 2018; Middleton et al., 2018; Wang and Ye, 2018), suggest that such
systems require context-sensitive toponym extraction and resolution techniques to exploit the kinds of colloquial
and fine-grained toponyms included in most messages describing infrastructure damage and service disruption,
and over a quarter of all storm-related tweets examined in this study. Developing such techniques will likely
require community-specific gazetteers that include hyperlocal place names, especially of critical infrastructure,
and that can grow by adding location entities identified during ongoing social media monitoring efforts.
Limitations and Future Work

This study is limited to the analysis of toponym usage on Twitter during a single crisis event. The findings are,
necessarily, contingent to contextual information behaviors among Twitter users, such as geotagging, that may
vary from the behaviors of Twitter users in different locales or crisis conditions (Huang and Carley, 2019).
Comparative studies of toponym usage and geotagging for different crisis events and locations would inform
general conclusions on the availability of volunteered geographic information on social media during crises.
Furthermore, contextual factors— local, national, and international events occurring on May 1 st, 2017— shaped
what users discussed in off-topic tweets and, perhaps, storm-related tweets. Outside the scope of the present study,
the comparative analysis of storm-related and off-topic information provides an opportunity for future research.
The lack of geotagged Twitter data also points to the importance of innovative data collection methods that can
collect information posted by users in crisis-impacted areas without resorting to geotag-based filtering techniques
(Grace et al., 2017). The use of three separate data collection methods in this study provides an opportunity for
comparing, for example, the relative affordances of location, keyword, and network-based methods for collecting
relevant information (e.g., infrastructure damage) and geographic information (e.g., fine-grained toponyms)
during a crisis. Beyond the scope of the present study, these questions will be addressed in future research.
CONCLUSION

This study analyzes toponym usage and granularity across types of storm and non-storm-related information
posted on Twitter. Findings show that users report the locations of hyperlocal storm impacts using place names
rather than geotags, and frequently include fine and course-grained toponyms in storm-related information but do
so rarely when discussing other topics. These findings reveal patterns of toponym usage and granularity in crisis
social media and hold implications for the design and use of social media monitoring applications in crisis
management.
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ABSTRACT

Social media can be a highly valuable source of information during disasters. A crisis’ development over time
is of particular interest here, as social media messages can convey unfolding events in near-real time. Previous
approaches for the automatic detection of information in such messages have focused on a static analysis, not taking
temporal changes and already-known information into account.
In this paper, we present a novel method for detecting new topics in incoming Twitter messages (tweets) conditional
upon previously found related tweets. We do this by first extracting latent representations of each tweet using
pre-trained sentence embedding models. Then, Infinite Mixture modeling is used to dynamically cluster these
embeddings anew with each incoming tweet. Once a cluster reaches a minimum number of members, it is considered
to be a new topic. We validate our approach on the TREC Incident Streams 2019A data set.
Keywords

Social media, Clustering, Novelty, Embeddings.
MOTIVATION

Social media is an interesting source of information during disasters that has become a topic of research in recent
years. Twitter users, as an example, write about disaster preparations, developments, recovery, and a host of other
topics (Niles et al. 2018). Retrieving this information could lead to significant improvements in disaster management
strategies. According to a Red Cross study, 69% of Americans think that emergency response agencies should
respond to calls for help sent through social media channels (American Red Cross 2010). The crux of this matter lies in the retrieval and classification of such messages. Twitter users generate 5,800 tweets per second on average1.
Research so far has focused on detecting tweets related to a crisis via general-purpose or crisis-specific systems. In
recent years, these have mainly been machine-learning based models. Such models are commonly trained once and
then applied to incoming tweets independently. In effect, this means that information that users of these systems are
already familiar with is not taken into account by the system and will therefore be repeated. This applies both to
information obtained from previous tweets as well as information coming from other sources (e.g. news reports).
Consequently, while tweets found in this fashion often accurately pertain to the event, the results still contain a lot
of useless information from a user’s perspective.
In this paper, we present a first approach towards detecting novelty in crisis-related tweets by taking into account
chronologically earlier tweets about the same event. We implement this by generating latent representations of
tweets with pre-trained sentence encoders, and then applying Infinite Mixture modeling on these representations.
corresponding author
1https://www.omnicoreagency.com/twitter-statistics/

WiP Paper – Social Media for Disaster Response and Resilience
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

860

Kruspe

Detecting Novelty in Social Media During Crisis Events

The paper is organized as follows: In the next two sections, we present related work on the detection of crisis-related
tweets with machine learning and detail our novel approach. Following this, we describe commonly used data sets
which are then used to experimentally validate our approach. Finally, we give a conclusion and make suggestions
for future research.
RELATED WORK

As described above, most of the work so far has focused on detecting crisis-related tweets independent of previously
known information or the order of appearance. Goals of approaches presented so far mainly focused on a binary
classification into related (or informative/relevant) and unrelated tweets, or a multi-class classification into various
crisis-related semantic concepts.
The most obvious strategy for these tasks is the filtering of tweets by various surface characteristics as shown in
(Kumar et al. 2011), for example. Keywords and hashtags are used most frequently for this and often serve as a
useful pre-filter. Olteanu et al. developed a lexicon called CrisisLex for this purpose (Olteanu, Castillo, et al. 2014).
However, this approach easily misses tweets that do not mention the keywords specified in advance, particularly
when changes occur or the attention focus shifts during the event. It may also retrieve unrelated data that contains
the same keywords (Imran, Castillo, et al. 2015). Geo-location is another frequently employed feature that can be
useful for retrieving tweets from an area affected by a disaster. However, this approach misses important information
that could be coming from a source outside the area, such as help providers or news sources. Additionally, only a
small fraction of tweets is geo-tagged at all, leading to a large amount of missed tweets from the area (Sloan et al.
2013). To resolve these problems, several other strategies were developed, starting with crowdsourcing platforms.
On these platforms, a large amount of users hand-selects and labels incoming tweets in disaster situations. Examples
include Ushahidi2 and CrisisTracker (Rogstadius et al. 2013). Some of them already integrate “traditional” machine
learning models, e.g. AIDR (Imran, Castillo, et al. 2015).
In recent years, approaches based on deep learning techniques have come to the forefront of research. On a more
general level, the problem falls under the umbrella of event detection as shown, for example, in (Chen et al. 2015;
Feng et al. 2016; T. H. Nguyen and Grishman 2015). Caragea et al. first employed Convolutional Neural Networks
(CNN) for the classification of tweets into those related to flood events and those unrelated (Caragea et al. 2016). In
many of the following approaches, a type of CNN developed by Kim for text classification is used (Kim 2014),
such as in (Burel and Alani 2018). This method achieves an accuracy of 80% for the classification into related and
unrelated tweets. In the same publication as well as in (Burel, Saif, et al. 2017) and (D. T. Nguyen et al. 2016), this
kind of model is also used for information type classification.
Very few published approaches take a-priori knowledge about the event in question or its temporal development into
account. In (Kruspe, Kersten, et al. 2019b; Kruspe 2019), few-shot models are employed to detect tweets about a
specific event based on a handful of examples of known tweets. Few-shot models do not learn to detect specific
classes, but instead how to determine whether an example belongs to the same class as a given support example.
(Kersten and Klan 2020) demonstrates temporal and spatial analysis methods for detected crisis tweets.
PROPOSED METHOD

As described in e.g. (Marsland 2003), “Novelty detection is concerned with recognising inputs that differ in some
way from those that are usually seen”. In developing situations, what is “normally seen” can change over time. We
propose a new novelty detection method for automatically detecting upcoming topics in crisis tweets. To this end,
we first require a numerical representation of each known and incoming tweet in a semantically meaningful latent
space. We will explain this in more detail in the next subsection. Once we have obtained these embeddings, we
perform a dynamic clustering step with each incoming tweet. This is described in the second subsection.
Step 1: Sentence encoding

The development of semantic embeddings of words and sentences is an area of deep learning that has moved
forward quickly since the introduction of the word2vec algorithm in 2013 (Mikolov et al. 2013). The idea behind
these embeddings is a transformation into a latent space, i.e. a projection onto high-dimensional vectors that allow
for numeric computations. Such representations are frequently used as the inputs to a continuative neural network,
2https://www.ushahidi.com/
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e.g. for classification tasks, instead of a mere one-hot encoding (i.e. a binary representation of word presence
that does not contain any semantic information). Embedding models themselves are also neural networks, and
are commonly trained on the assumption that words appearing in similar contexts are going to be linguistically similar.
Embedding models have commonly been trained on a word basis, but sentence-level models have become more
popular in recent years. One such model is Google’s Universal Sentence Encoder (USE) published by Cer et al. (Cer
et al. 2018). They show two versions, one using a Transformer structure and one using Deep Averaging Networks,
and train them on a large set of combined data sources. The Transformer version is available from the authors on
TensorFlow Hub3. For our experiments, we use the Transformer version of USE on a tweet-level basis (i.e. we treat
each tweet as a sentence for the purposes of this model, even though this is not always the case). This leads to a
512-dimensional representation of each tweet, on which we perform the further computations.
Step 2: Dynamic clustering

When surveying live streams of social media data during disaster events, we want to be able to detect novel topics
such as sub-events automatically. Followingly, we do not know how many such topics will occur - i.e. how many
topical clusters exist within the data. For this reason, we need an clustering algorithm that can decide to open new
clusters dynamically.
We choose Infinite Mixture Models (Hjort et al. 2010) for this purpose. These models infer the number of
components (or classes/clusters) from the data using Bayesian nonparametric methods (West et al. 1994; Rasmussen
1999). For each incoming data point (i.e. tweet embedding), the following Infinite Mixture modeling steps are
performed to determine whether it belongs to an existing cluster or a new cluster should be started, and then to
recalculate cluster assignments.
1. Calculate distance of new data point G8 to the ⇠ known cluster centers ` 2 , 2 = 0, .., ⇠; we use the squared
Euclidean distance:
38,2 = ||G8 ` 2 || 2
(1)
Pick the minimum distance:

38 = min 38,2
2

(2)

2. Calculate a distance threshold _ based on the standard deviations of existing clusters:
_ = 2f log

U
(1 +

d 3/2
f)

(3)

f and U are constants with U determining the concentration parameter, and f determining the cluster variance.
These can be varied to determine how quickly new clusters are begun. For our purposes, U = 1 and f = 14 4
generated reasonable results, so they were used in the experiments.
3. If 38 > _, start a new cluster with the new data point as its center (i.e. `⇠+1 = G 8 ).
4. Re-assign known data points G 9 , 9  8 to clusters by finding the closest center ` 2 .

5. Re-calculate cluster centers ` 2 based on the new assigments; prune clusters without assigned members.
This algorithm requires known cluster centers to start. Of course, we could simply start by assigning the first data
point to its own cluster, and then proceeding from there, but this leads to a certain settling time until the algorithm
generates useful clusters as variances are small in the beginning. To skip over this step, we perform K-means
clustering with a fixed number of clusters in an initial step, and then start the Infinite Mixture algorithm based on
the centers found within this data. It is important to also retain the data points used in this initial clustering as they
may lead to shifts in the clusters later on. In our experiments, we run the K-means step on the first 200 incoming
data points and allow 10 clusters to be generated from them.
Of course, not every newly found cluster is going to be salient. Some of them may contain single tweets that have
no counterparts anywhere else because they do not contain relevant information. For practical use, we therefore
need a threshold of cluster members beyond which clusters are considered to cover relevant novel topics. In our
experiments, sensible values for this threshold were around 3-5 tweets.
3https://tfhub.dev/google/universal-sentence-encoder-large/3
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DATA

The National Institute of Standards and Technology (NIST) organizes a text retrieval challenge and associated
conference called TREC every year. For the past two years, this challenge has included an Incident Streams
(IS) track (McCreadie et al. 2019). This track serves as an evaluation for the classification of tweets into 24
incident-related classes. The first edition in 2018 was focused on assigning a single class to each tweet. However,
the complexity of message contents forced a change to a multi-label task. Provided data includes a class ontology, an
annotated training data set, and a test data set without annotations. The ontology comprises 24 classes describing a
variety of topics during an incident, such as “ServiceAvailable”, “Sentiment”, “SearchAndRescue”, or “Donations”.
Additionally, importance labels are defined by four classes: “Low”, “medium”, “high”, and “critical”.
For our experiments, we use the 2019A edition data that was provided for training. This combined set contains
around 22,000 tweets from 15 different crisis events. These events are highly varied, including both natural
and man-made crises. As we do not train any models, we use all of this data set for testing our approach. We
are particularly interested in the information about which events these tweets refer to, as well as the multi-label
semantic classes. Importance labels are not used in our experiments. The tweets are ordered by their IDs for
our clustering experiments, which corresponds to the order in which they were originally created, providing a
chronologic progression as it happened during the events. We considered using other data sets, such as CrisisLexT26
(Olteanu, Castillo, et al. 2014; Olteanu, Vieweg, et al. 2015) or CrisisNLP (Imran, Mitra, et al. 2016), but chose this
data due to the wide variety of crisis events and the richness of the semantic labeling.
EXPERIMENTAL VALIDATION

Clustering methods are notoriously hard to evaluate experimentally (Kriegel et al. 2011). Ideally, human assessors
would decide whether detected clusters are useful for their purposes, but this is usually not achievable in practice.
Apart from a manual evaluation like this, clusters can be evaluated in two ways: Without external information
by considering their widths and distances via various measures, or with external information by analyzing their
agreement with known classes. The next two subsections demonstrate how we utilize both of these approaches in
different ways. In a third subsection, we provide a qualitative analysis of the obtained clusters.
Event-wise validation of embeddings

One option to determine the quality of a clustering is to evaluate the clusters’ compactness (i.e. how close are
members of the same cluster) and separation (i.e. how far away are members of different clusters). This strategy
only depends on the clusters themselves, not on any external information. In our case, determining the quality
of the automatically generated clusters according to our novel approach is not useful as the algorithm optimizes
indirectly for these qualities anyway. However, we can analyze the quality of the pre-trained sentence embeddings
described above in this way. This is done by viewing known tweet metadata (i.e. the events and the annotated
classes) as “clusters” and all tweets that belong to this event or class as the cluster’s members. In this way, we
can determine whether these embeddings encode information useful for distinguishing between different subsets
of disaster tweets, such as events, sub-events, or topics. To reiterate: These experiments are not peformed on the
clusters automatically detected in step 2. Instead, the embeddings obtained in step 1 are grouped by events or
annotated semantic classes, and these groups are analyzed as if they were clusters to ascertain whether the sentence
embeddings lead to mappings that are salient for detecting disaster topics.
One measure frequently used for the internal validation of clusterings is the so-called Dunn index. It measures the
ratio between the minimum separation between clusters to the maximum diameter (intra-cluster distance):
⇡8 =

min8 9, 9<8 X(-8 , - 9 )
(-8 )

(4)

where:
X(-8 , - 9 ) is the inter-cluster separation, i.e. minimum distance between clusters -8 and - 9 across all members G 8
and G 9 : X(-8 , - 9 ) = min88,8 9 3 (G8 , G 9 );
(-8 ) is the maximum intra-cluster distance for cluster -8 , i.e. (-8 ) = max G80 , G81 2-8 3 (G80 , G81 ) with G80 , G81 being
points assigned to cluster -8 ;
⇡ 8 is the resulting Dunn index for cluster -8 .
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We use the Euclidean distance between the 512-dimensional embeddings as our distance measure 3. For the event
“clusters”, we can use the index as-is. For the class “clusters”, we have multiple labels per example, meaning these
artificial clusters will overlap. In this case, we modify the measure slightly. For each embeddings, we calculate the
(-8 ) for all annotated classes, then choose the lowest one for the further computations:
⇡8 =

min8 9, 98 X(-8 , - 9 )
min8 2 (-8 )

(5)

where are the “clusters” of all annotated classes per data point.

Figure 1. Dunn indices for the embeddings of each event “cluster”. Similar events are shown in the same color.

Figure 2. Dunn indices for the embeddings of each semantic class “cluster”.

The results for the event-based analysis are shown in figures 1 and 2. Higher Dunn indices indicate that clusters are
compact and well-separated. We see in both cases that the Dunn indices are clearly above 0, meaning that useful
information to represent events and semantic content is present in the embeddings. However, there is room for
improvement; the clusters may overlap. We assume that this would improve with embeddings trained specifically
for this purpose. The one employed here is very generic, and an adaptation to tweets and/or disaster topics could
lead to future improvements.
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Furthermore, there are some interesting trends when analyzing the results in more detail. For the event “clusters”,
we see that Dunn indices have a tendency to be better for events that do not have any similarities in the data set. For
example, there is only one tornado and one school shooting each in the data set, and these have high Dunn indices,
whereas the two typhoons display a lot of confusion, presumably with each other. On the semantic class side,
clusters with low Dunn indices were found to be difficult to classify in the original TREC challenge as well (Kruspe,
Kersten, et al. 2019a). Often, these classes require outside knowledge (i.e. what constitutes the “OriginalEvent” as
opposed to “EmergingThreads” or what is considered a “ThirdPartyObservation”) or overlap significantly with
many other classes (e.g. many tweets in a natural disaster contain information about the “Weather”).
Evaluation of class purity in detected clusters

Second, we evaluate the quality of our actual dynamic clustering algorithm that is meant to detect useful emerging
topics during a disaster event. We utilize the semantic labels of the data set to determine whether the information
within the found clusters is coherent. There are various measures to determine how well a clustering resembles a
given classification; however, our multi-label situation makes this difficult because clusters are in fact allowed to be
spread out across multiple classes. Vice-versa, semantic classes are large and it makes sense for them to be split
up across multiple clusters to be able to cover new sub-topics, even within the same semantic class. Due to these
reasons, we use label purity as our evaluation measure. To calculate purity, the most frequent label (i.e. semantic
class) is determined for each cluster, and then the percentage of cluster members that share this label is computed.
We perform this experiment for 12 of the 15 events as the remaining three did not contain enough examples. The
results are shown in figure 3. We observe that label purity in general is very high, in many cases reaching 1. In
cases where the purity is significantly lower, the cluster’s most frequent class is often one of those that are generally
problematic, as explained above, such as “ThirdPartyObservation” or “OriginalEvent”. The dominant classes found
most often relate to the generally most dominant classes in the data set, which is to be expected. What is interesting
is that clusters dominated by rare, but very important classes are also detected and display high purity. Examples
of this include “EmergingThreats”, “SearchAndRescue”, and “MovePeople”. This is another hint that the novel
system may be useful in real-time crisis situations.
Qualitative evaluation

As mentioned above, automatically evaluating clustering algorithms is difficult. We therefore also conducted an
informal qualitative review of the results on the TREC data set. One particular to keep in mind is that the output of
the clustering changes over time, so that tweets may become assigned to different clusters over time, and clusters
may be created, expanded, or collapsed.
An effect that we noticed is that due to the K-means limitation in the beginning, tweets are grouped into very
large clusters that are often not very topically distinct. Later clusters are much more salient. As described above,
employing the Infinite Mixture approach from the start does not solve this issue. A possible solution consists of
adapting the K-means parameters to the individual event in question and determinining how quickly clusters need
to be detected confidently. The setting described earlier (10 initial clusters over 200 tweets) is conservative, and
a lower setting often generates more interesting, albeit possibly more chaotic, results. Another negative effect
we noticed is that some clusters merely consist of identical tweets or retweets. An example is shown in listing 1.
Technically, this is correct, but often not very useful. An integrated duplicate detection could be implemented here
by removing tweets that have very close embeddings.
Apart from these weaknesses, we observe that the clustering algorithm provides interesting groups of tweets with a
clear thematic focus. Three such groups will be discussed here exemplarily (example listings can be found in the
appendix):
Disaster subtopics The algorithm can detect subtopics along the lines of those annotated in the TREC data set,
though often more fine-grained. An example of the topic “Sentiment” is shown in listing 2. Listing 3 shows a
cluster containing numerical facts. These should have been annotated as the class “Factoid”, but the clustering
actually discovered additional examples. Similar, the cluster shown in listing 4 contains tweets with links to
photos of specific area that had not been annotated in the data set.
Subevents Another cluster topic that frequently appears are subevents that develop over time. This is particularly
interesting for disaster response as these events may present new hazards. Examples are shown in listings 5
and 6.
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(a) albertaFloods2013

(b) australiaBushfire2013

(c) bostonBombings2013

(d) chileEarthquake2014

(e) flSchoolShooting2018

(f) manilaFloods2013

(g) nepalEarthquake2015

(h) parisAttacks2015
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(i) philipinnesFloods2012

(j) queenslandFloods2013

(k) typhoonHagupit2014

(l) typhoonYolanda2013

Figure 3. Label purities (colored) and numbers of found clusters (gray) by most frequent class

Contextual information Finally, the clustering algorithm is able to find tweets providing additional information
about the event. Such topics are retrieved across various sources of information (e.g. different news providers)
and in different wordings. Listings 7 and 8 show examples.
CONCLUSION

In this paper, we present an approach for detecting novel topics in social media messages appearing during an
emerging crisis event. This can be helpful for disaster responders, watchers, and affected parties to track changes in
the event and quickly learn about new developments. Our method takes previously published messages into account.
To our knowledge, this is the first approach of its kind. Previous systems for filtering social media in disasters did
not factor in previously known information or the chronological order of appearance either.
Our approach consists of two steps. In the first one, text messages are encoded using a pre-trained sentence
embedding, specifically Google’s Universal Sentence Encoder. Then, a dynamic clustering algorithm based on
Infinite Mixture modeling is applied to group incoming tweets with existing clusters or begin new ones, and then
reassign tweets to clusters.
We validate the method in three ways. First, we create artificial clusters based on manual annotations of the data set
to evaluate the embedding model. We calculate Dunn indices on these artificial clusters to determine how coherently
known classes are represented in the latent space. Second, we compute class purity based on the annotations on the
automatically detected clusters. Our results show that the method is useful, but there is room for improvement.
Finally, we analyze the results qualitatively and provide examples of detected clusters. We notice two flaws during
the clustering process: One the one hand, the tweets incoming first are clustered into very large, unfocused groups.
On the other, some cluster merely consist of identical tweets. Apart from these effects, the algorithm detects
interesting clusters of information in the data set, such as event subtopics, subevents, or contextual information.
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Of course, the definition of these clusters has a subjective component. Two similar events happening in parallel may
potentially be mapped to the same cluster, and tweets about frequent topics such as the weather could either be
clustered together, or clustered in with the relevant event. A careful setting of the model parameters to the situation
at hand is necessary here. Moreover, integrating human users in the loop would facilitate usage in a real-world
scenario; in this way, clusters can be manually tuned to the users’ needs.
FUTURE WORK

As noted above, our method is promising, but there are many ways to proceed from here. As suggested above, the
problem of clusters consisting of identical tweets can be solved with an integrated duplicate detection. The second
problem requires further development of the initialization method. We also showed that the pre-trained sentence
embedding works for our problem, but is still relatively blurry with regard to the known classes. An embedding
specifically trained or finetuned for this purpose would likely lead to improvements. Such a finetuning could even
be performed with regards to specific types of crises. A comparison with other clustering methods would also be of
interest.
Moving forward, we would like to be able to integrate previously known information better, not just from tweets,
but possibly from other sources such as news media. In addition, we showed how to take some of the temporal
developments into account, but this could be expanded further. As an example, we do not yet pay attention to the
time spans passing between newly incoming information.
Finally, as mentioned above, evaluating clustering algorithms is difficult. New validation methods could aid further
development. Alternatively, a data set with manually labeled clusters would be helpful for comparison.
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APPENDIX A: EXAMPLES OF DETECTED CLUSTERS (TWEET TEXTS AND MANUAL ANNOTATIONS FROM
DATA SET)

RT @diversionary: Whoa. RT @workmanalice: Amazing photo
from a friend in Katoomba on the road to Blackheath. #nswfires
http://t.co/3hKh9vOW
RT @diversionary: Whoa. RT @workmanalice: Amazing photo
from a friend in Katoomba on the road to Blackheath. #nswfires
http://t.co/3hKh9vOW
RT @workmanalice: Amazing photo from a friend in Katoomba on the
road to Blackheath. #nswfires http://t.co/7wrRgQ2f0X
Amazing and terrifying RT @workmanalice: Amazing photo from
a friend in Katoomba on the road to Blackheath.
#nswfires
http://t.co/17TQTT40Af

[’ThirdPartyObservation’, ’MultimediaShare’, ’Factoid’, ’News’]
[’ThirdPartyObservation’, ’MultimediaShare’, ’Factoid’, ’News’]
[’ThirdPartyObservation’, ’MultimediaShare’, ’News’]
[’ThirdPartyObservation’, ’MultimediaShare’, ’News’]

Listing 1. Cluster of near-identical tweets

praying for everyone that was affected by the high school shooting today
in parkland, florida. i’m so sorry this happened to u.
Praying for Parkland Florida..My condolences to the families & friends
of the victims as well to the entire school.. #Praying4Parkland
RT @MajesticMinistr: Saddened by another #school shooting! Thoughts
& #prayers with all impacted and the families of the victims killed.
Let us pray for those family’s who lost a child today in the Florida school
shooting.. prayers for all those stude https://t.co/uuPkMV58S0
my condolences and prayers are with the families of the victims of the
florida school shooting and the victims who https://t.co/GfuJ0KwvCh

[’ContextualInformation’, ’Sentiment’]
[’Hashtags’, ’ContextualInformation’, ’Sentiment’, ’Irrelevant’]
[’Hashtags’, ’ContextualInformation’, ’Sentiment’]
[’ContextualInformation’, ’Sentiment’]
[’ContextualInformation’, ’Sentiment’]

Listing 2. Cluster of a subtopic: Sentiment

RT @derindevine: There are a total of 95 fires burning across New South
[’ThirdPartyObservation’, ’SentiWales, I can’t even fathom that #nswfires
ment’]
Ash cloud covers Sydney as fires rage: Five major bush fires have [’ThirdPartyObservation’, ’News’]
threatened hundreds of homes in New South Wales
#Australia #Wildfires: Nearly 100 Fires Rage Across New South Wales [’ThirdPartyObservation’, ’News’]
http://t.co/EhtXKt30lu #climate
#bushfires ’Significant’ number of homes lost as 100 wildfires rage across [’ThirdPartyObservation’, ’Factoid’,
Australian state (from @AP) #nswfires http://t.co/uFccPlRMeM
’News’]
Australia wild fires: Thousands flee homes as bushfires ravage New South [’ThirdPartyObservation’, ’News’]
Wales, Australia http://t.co/Rtj0K3bz5H
#Wildfires threaten Sydney: More than 70 fires are raging across Aus- [’ThirdPartyObservation’, ’News’]
tralia’s most populous... http://t.co/gPLyXU8dK9 #atlantacash4junkcar
Listing 3. Cluster of a subtopic: Numerical facts

RT @SamEBJones: The SUN is barely visible through the smoke in the [’ThirdPartyObservation’, ’Factoid’,
Blue Mountains. #NSWFires http://t.co/xPz1yXbu5u
’News’]
Sun through the smoke. #nofilter #sydneyfires http://t.co/mFBzcBKg2Q [’ThirdPartyObservation’, ’News’]
The fires in the Blue Mountains are burning over a very wide area. [’ThirdPartyObservation’, ’News’]
#NSWRFS http://t.co/hZN6w4KYn5
Listing 4. Cluster of a subtopic: Photos of a specific region
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RT @MarkDiStef: Smoke billowing from the car-park at Sydney Olympic
Park... where 20 cars are on fire via @Quarriephoto http://t.co/p1NqLSn
RT @7NewsBrisbane: PHOTO: Dozens of cars are on fire at Sydney
Olympic Park Aquatic Centre http://t.co/Lx2ZkZgzO1
RT @smh: More than 40 cars have been destroyed in a large fire in
#Sydney’s Olympic Park. http://t.co/UBpJIsU1s
@702sydney: Fire crews are checking car fuel tanks after a grassfire
spread to the carpark of Sydneyú Olympic Aquatic Centre #TooClose
Here’s a photo taken yesterday by @FireRescueNSW after the fire in
Sydney’s Olympic Aquatic Centre carpark http://t.co/idQe3vjT3w
Blaze hits Australia Olympic park: A fire in Australia’s Olympic park
destroyed or damaged around 80 cars and ... http://t.co/jXrJIQFW7E
RT @SkyNewsAust: via @NinaBStevens: NSW Fire Cmsr says a
discarded cigarette most likely cause of yday’s Olympic Park car park
fire - polic

[’ThirdPartyObservation’, ’MultimediaShare’, ’News’]
[’ThirdPartyObservation’, ’MultimediaShare’, ’Factoid’, ’News’]
[’ThirdPartyObservation’, ’Factoid’,
’News’]
[’ThirdPartyObservation’, ’Factoid’,
’News’]
[’ThirdPartyObservation’, ’Factoid’,
’ContextualInformation’]
[’ThirdPartyObservation’, ’Factoid’,
’News’]
[’ThirdPartyObservation’, ’Factoid’,
’ContextualInformation’]

Listing 5. Cluster of a subevent: Burning cars

RT @KXAN_News: Photos of students running from the school
[’EmergingThreats’, ’Multimediand SWAT members surrounding the school in Parkland, Fla.: aShare’, ’News’, ’OriginalEvent’]
https://t.co/QqK9HDreV?
Moment when SWAT enters Parkland High School, dramatic moment [’EmergingThreats’, ’News’]
from today’s school shooting https://t.co/q3hDbzCPD5
RT @areta: As Police SWAT teams enter you can see students trembling [’News’, ’Discussion’]
in fear at #Parkland school. #GunControl https://t.co/xJBqyEERpM
Florida school shooting SWAT team storm high school police surround
[’EmergingThreats’, ’Hashtags’,
building with TANK #RT https://t.co/nHqUUz5aZl
’News’, ’OriginalEvent’]
SWAT team enters Florida school classroom during shooting [’MultimediaShare’, ’ContextualInhttps://t.co/VTRT7kbeoi https://t.co/xW2Ut0NJes
formation’, ’OriginalEvent’]
Listing 6. Cluster of a subevent: SWAT team entering school

Report: FBI Warned About Potential School Shooter Named Nikolas [’MultimediaShare’, ’ContextualInCruz in September - Breitbart https://t.co/uJZS0YgQtM
formation’, ’OriginalEvent’]
FBI Warned Three Times About Potential School Shooter Named Nikolas [’ContextualInformation’, ’DiscusCruz in September https://t.co/QxoqXK108P
sion’, ’OriginalEvent’]
Alleged Florida school shooter Nikolas Cruz was reported to FBI, cops,
[’MultimediaShare’, ’Hashtags’,
school – but warning signs missed? https://t.co/bVYc3h9xLA
’ContextualInformation’, ’Discussion’]
Listing 7. Cluster of contextual information: Shooter was known to FBI

Horrible. Florida school shooting suspect charged with 17 counts of
premeditated murder: Live updates https://t.co/V29BuJ1D4L
RT @LeafChronicle: Florida school shooting suspect charged with
premeditated murder https://t.co/mguIngMmFI
Fla.
school shooting suspect charged with 17 murders - UPDATE (2:33 p.m. PST): PARKLAND, Fla. A Florida sheriff
https://t.co/y4AWhOW7VT
Gunman In Florida High School Shooting Held On 17 Murder Counts
https://t.co/Q9vYMWQLI2
RT @13NewsNow: UPDATE: Florida school shooting suspect
booked on charges of premeditated murder https://t.co/dR7tVOQWiI
https://t.co/XNHvpK

[’MultimediaShare’, ’ContextualInformation’, ’Discussion’]
[’MultimediaShare’, ’ContextualInformation’, ’Discussion’]
[’MultimediaShare’, ’ContextualInformation’, ’Discussion’, ’OriginalEvent’]
[’MultimediaShare’, ’ContextualInformation’, ’Discussion’, ’OriginalEvent’]
[’MultimediaShare’, ’ContextualInformation’, ’Discussion’, ’OriginalEvent’]

Listing 8. Cluster of contextual information: Shooter charged with murder
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ABSTRACT

Social media is perceived as a rich resource for disaster management and relief efforts, but the high class imbalance
between disaster-related and non-disaster-related messages challenges a reliable detection. We analyze and compare
the effectiveness of three state-of-the-art machine learning models for detecting disaster-related tweets. In this regard
we introduce the Disaster Tweet Corpus 2020, an extended compilation of existing resources, which comprises a total
of 123,166 tweets from 46 disasters covering 9 disaster types. Our findings from a large experiments series include:
detection models work equally well over a broad range of disaster types when being trained for the respective
type, a domain transfer across disaster types leads to unacceptable performance drops, or, similarly, type-agnostic
classification models behave more robust at a lower effectiveness level. Altogether, the average misclassification
rate of 3,8% on performance-optimized detection models indicates effective classification knowledge but comes at
the price of insufficient generalizability.
Keywords

Tweet Filtering, Crisis Management, Evaluation Framework.
INTRODUCTION

Social media users share what happens to them and around them, especially when a disaster strikes or when a
potential hazard catches their attention. Apart from seeking help and advise they also share eyewitness reports,
discuss background information, express sentiment, and connect and coordinate with relevant people. Disaster
management and relief efforts are often scarce on real-time information about ongoing disasters, and an analysis of
the related social media buzz promises to fill this gap. However, since only a small fraction of all social media
messages at any given point in time are disaster-related (Plotnick and Hiltz 2016), the key to tapping this resource
for disaster relief is the effective filtering of relevant messages.
A straightforward approach to collect disaster-related messages is filtering, using a dictionary with relevant keywords.
This approach fails for cases where the disaster-related terminology is diverse and ambiguous (e.g., “earthquake”,
“shaking”, “thoughts and prayers”), and where descriptive terms, such as hashtags (e.g., “#colorado” for the 2013
Colorado floods), are chosen by individual users and are often not consistent over time, while some messages even
use incorrect terminology. Moreover, a-priori knowledge of an impending or ongoing disaster is required, since
many disaster-indicating words are also used in other situations. Hence, detecting disaster-related messages is
commonly modeled as a classification task and tackled with machine learning technology. The existing research
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studies this classification task mostly in two settings: within-disaster and cross-disaster. In the within-disaster
setting, social media messages from a specific disaster, such as the floods in Alberta in 2013, are used for both
training and test; this setting is easy to study but lacks practical relevance. In the more realistic cross-disaster setting,
one or more sets of messages related to individual disasters are used for training, while messages for other disasters
of the same type are used for test, which requires significantly more data and which is therefore studied less often.
Most researchers address settings with a single disaster type only.
Given the outlined background we consider the following research questions as highly relevant for practical
applications:
1. How well do state-of-the-art models for disaster tweet detection cope with class imbalance?
2. What is the effectiveness discount between disaster-type-specific models and generic, type-agnostic models?
3. How effective are state-of-the-art models in cross-type detection settings?
A literature survey reveals that, despite the many pioneering efforts and the large number of published experiments,
these questions have not received the deserved attention. The paper in hand starts closing this gap by evaluating the
state of the art with respect to class imbalance, cross-disaster detection, and cross-type detection. The models in
our experiments include a recently published Convolutional Neural Network (CNN) (Kersten et al. 2019) and two
transformer models, namely BERT (Devlin et al. 2018) and Universal Sentence Encoder (USE) (Cer et al. 2018).
We evaluate the models using a six-fold Monte Carlo cross-validation on human-curated tweets for 46 disasters
out of 9 disaster types, resulting in 648 experiments per model. The cross-type performance is evaluated within
162 experiments and considers models trained on messages originating from biological hazards, earthquakes,
floods, tropical and extra-tropical storms, industrial, societal, and transportation disasters, as well as wildfires. The
best-performing models achieve an 1 of 0.924. We analyze model generalizability by relating the performance loss
of a generic classifier trained on all disaster types to the average expected loss of a specialized classifier if applied on
disasters from types it was not trained for (altogether 1,620 experiments). A key finding is that the best specialized
classifier for biological hazards, earthquakes, and hurricanes is better than a generic classifier by at most 0.046 1 ,
and that the average loss of applying an out-of-type classifier is 0.491. The average misclassification rate of all
162 models on a sample of 5 million tweets collected during tranquil periods, unrelated to any disaster, is 4.8%.
Our contributions can thus be summarized as follows:
1. Large-scale evaluation framework. We introduce the Disaster Tweet Corpus 2020, the largest corpus of
disaster-related tweets to date, consisting of 129,166 tweets sent during 46 disasters covering 9 disaster types.1
2. Systematic evaluation of the state of the art. We do the most extensive evaluation of state-of-the-art natural
language processing algorithms to date within cross-disaster and cross-type settings.
3. Insights on practical applicability. We analyze trade-offs and risks attached to type-specific versus generic
models when applying them today in realistic settings.
In what follows, the Related Work section surveys the relevant literature. The Methodology section describes the
corpus construction, the analyzed models, and the experimental setup. The Results and Discussion section reports
on selected outcomes and insights gained, followed by a conclusion and discussion of avenues for future research.
RELATED WORK

Several prior publications study the problem of detecting disaster-related messages, albeit using different terminology
and connotations, namely as relevance (Habdank et al. 2017; Kaufhold et al. 2020; Stowe, Palmer, et al. 2018),
informativeness (Win and Aung 2017), usefulness (Nguyen et al. 2017), topicality or aboutness (Xu and Chen 2006;
Li et al. 2018), and relatedness (Kersten et al. 2019). In contrast to identifying all messages related to a disaster,
informativeness, relevance, or usefulness are more applicable to specific applications (i.e. information extraction or
damage assessment). Table 1 shows an overview of the recent related work alongside employed methods, covered
disasters, conducted experiments, and used datasets.
Although traditional rule-based, keyword-based, and query-based systems have been studied, the most widely
employed method for filtering disaster-related social media messages is supervised machine learning. Statistical
algorithms based on hand-crafted features are a popular subject of inquiry, with logistic regression employed by
1The Disaster Tweet Corpus 2020 is available at https://doi.org/10.5281/zenodo.3713920.
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Table 1. Overview of the related work proposing detection approaches, grouped by their underlying paradigm, and
listing all datasets used. Column “Tests” denotes if the the cross-disaster (CD), cross-type (CT), and filtering (F)
is studied. Disaster types: bombing (BO), earthquake (EQ), explosion (EX), flood (FL), hurricane (HU), severe
weather (SW), train crash (TC), volcanic eruption (VE), wildfire (WF), and various/other (VA).
Reference

Disaster Types

Tests

BO EQ EX FL HU SW TC VE WF VA

CD CT F

Rules, keywords, or queries
Abel et al. (2012)
–
Olteanu, Castillo, et al. (2014) x
Zheng et al. (2017)
–

–
–
x

– –
x x
– x

–
x
–

–
x
–

Datasets

–
–
–

–
–
–

–
–
–

x
–
x

–
–
–

– x
x x
– x

TREC (2011), RSS news feeds, news articles
CrisisLex-T6
Own data

Machine learning based on feature engineering
Parilla-Ferrer et al. (2014)
– – – x
–– –
Stowe, Paul, et al. (2016)
– – – – x – –
To et al. (2017)
– x – x – – –

–
–
–

–
–
x

–
–
–

–
–
–

– x
– –
– –

Win and Aung (2017)
Habdank et al. (2017)
Li et al. (2018)
Mazloom et al. (2019)
Kejriwal and Zhou (2019)
Kaufhold et al. (2020)

–
–
x
x
–
–

x
–
–
–
x
–

–
x
x
x
–
x

–
–
x
x
x
x

x
–
x
x
–
–

–
–
x
x
–
–

–
–
–
–
–
–

x
–
–
–
–
–

x
–
–
–
–
–

–
–
–
x
x
–

–
–
x
x
–
–

–
–
x
x
x
–

–
–
–
–
–
–

Own data
Own data
CrisisLex-T26 (Olteanu, Vieweg, et al. 2015),
Crowdflower (2015), Pfeffer and Morstatter (2016)
CrisisLex-T6, AIDR (Imran, Castillo, et al. 2014)
Own data
CrisisLex-T6
CrisisLex-T6, Schulz and Guckelsberger (2016)
Own data
Reuter et al. (2015), Habdank et al. (2017)

Neural networks
Nguyen et al. (2017)
Alam, Joty, et al. (2018)
Burel and Alani (2018)
Kersten et al. (2019)

–
–
–
–

x
x
–
–

–
–
–
–

–
x
–
x

x
–
–
x

–
–
–
–

–
–
–
–

–
–
–
–

–
–
–
–

–
–
x
x

–
–
–
x

x
x
–
x

–
–
–
x

Kruspe et al. (2019)
Ning et al. (2019)
Snyder et al. (2019)

–
–
x

–
–
–

– –
– –
– –

–
–
–

–
–
–

–
–
x

–
–
–

–
–
x

x
x
x

x
x
–

x –
x –
– –

CrisisLex-T6, CNLP (Imran, Mitra, et al. 2016), AIDR
CrisisNLP (2018)
CrisisLex-T26
CrisisLex-T6, CNLP, CMMD (Alam, Ofli, et al. 2018),
EPIC (Stowe, Palmer, et al. 2018), McMinn et al. (2013)
CrisisLex-T26, CNLP
CrisisLex-T26
CrisisLex-T26, Own data

Win and Aung 2017, naïve Bayes and support vector machines by Parilla-Ferrer et al. 2014, and random forest
decision trees by Kaufhold et al. 2020. These methods typically achieve an accuracy of about 0.75 in cross-disaster
experiments, notably outperformed by recent neural network architectures. Ning et al. 2019 demonstrated that
convolutional neural networks (CNNs) outperform other methods in the cross-disaster prediction of informativeness
on the popular CrisisLex-T26 (Olteanu, Vieweg, et al. 2015) collection, reporting 1 -scores of 0.81. Similarly,
Burel and Alani 2018 report 1 -scores of 0.84 for filtering disaster-related tweets in a 5-fold cross-validation on
CrisisLex-T26 with a standard CNN, and Kersten et al. 2019 report 1 -scores of 0.83 with a parallel CNN in
cross-disaster settings over several collections of disaster-related tweets.
Most approaches presented in the related work are intended for multiple disasters or disaster types, with the most
studied ones being earthquakes, floods, and hurricanes, followed by explosions, bombings, and severe weather
events, while some also study uncommon disasters or completely different events. However, experiments are
often conducted only on single disasters, while the more realistic cross-disaster setting has been gaining traction
only recently. The cross-type transfer of models is more frequently investigated, especially using neural networks,
although only a few studies comprehensively test the performance and transferability of classifiers across disaster
types, like Kersten et al. 2019 for hurricanes and floods. Recently, active learning approaches have been employed,
where models are trained or fine-tuned based on data annotated on the fly by citizens during disasters (Kaufhold
et al. 2020; Snyder et al. 2019), or based on labeled data from past events used in combination with unlabeled or
partially labeled messages from ongoing events (Imran, Mitra, et al. 2016; Li et al. 2018; Mazloom et al. 2019).
Of the various data sources used, the most recurring ones are the collections CrisisLex-T6 (Olteanu, Castillo, et al.
2014) and CrisisLex-T26 (Olteanu, Vieweg, et al. 2015), which cover 6 and 26 different disasters, respectively.
Half of all studies rely on a public resource like CrisisLex, with acquiring and annotating own data being a close
second. The dominant strategy for data collection involves requesting tweets by keywords taken from general
disaster terminology (“earthquake”, “ground shaking”), combined with disaster-specific indicator words, phrases,
and hashtags, as well as an iterative refinement of queries as described by Olteanu, Castillo, et al. 2014.
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Table 2. Human-annotated tweets used in this study, grouped by disaster type, where the number of tweets is what
remained after preprocessing, excluding duplicates, very short, and non-English tweets.
Name

Tweets

Earthquake (11) 27,034
2012 Costarica

568

2012 Guatemala

390

2012 Italy

268

2013 Pakistan

3,468

2013 Bohol

1,330

2013 California

326

2013 Chile

3,840

2015 Nepal

5,930

2017 Mexico

236

2017 Iraq and Iran
2018 Nepal

86
10,592

Name

Tweets

Name

Tweets

Name

Flood (9)
2012 Philipinnes
2013 Sardinia
2013 Manila
2013 Alberta
2013 Queensland
2013 Colorado
2014 India
2014 Pakistan
2017 Srilanka

14,210
1,324
182
1,224
9,060
6,336
1,706
3,594
3,514
1,480

Hurricane (9)
2012 Hurricane Sandy
2012 Hurricane Pablo
2013 Typhoon Yolanda
2014 Typhoon Hagupit
2014 Hurricane Odile
2015 Cyclone Pam
2017 Hurricane Harvey
2017 Hurricane Maria
2017 Hurricane Irma

48,922
12,530
1,426
1,544
3,916
2,458
3,886
7,706
7,674
7,782

Industrial (4)
10,166
2013 West-Texas explosion
8,102
2013 Brazil nightclub fire
478
2012 Venezuela refinery explosion
124
2013 Savar building collapse
1,462

Biological (2)
2014 Ebola
2014 Mers

6,106
3,448
2,658

Wildfires (3)
2012 Colorado
2013 Australia
2014 California

4,820
182
1,730
2,908

Societal (2)
2013 Boston bombing
2013 LA airport shootings

Tweets

11,206
9,576
1,630

Transportation (4)
2013 Glasgow helicopter crash
2013 New York train crash
2013 Spain train crash
2013 LA train crash

3,850
1,554
1,498
704
94

Other (2)
2013 Russia meteor impact
2013 Singapore haze

2,852
1,524
1,328

METHODOLOGY

We conducted three experiments to evaluate state-of-the-art approaches with regard to their effectiveness to detect
messages related to disasters. The first experiment studies their performance in cross-disaster settings, covering 9
disaster types. More specifically, each model was trained on two selected disasters and then tested on different
disasters of the same type. The second experiment compares such type-specific models to a generic model, which is
trained on disasters from all types, illustrating the trade-off between specialized and generic models. The third
experiment analyzes the effectiveness of classifying unrelated tweets on a large sample of tweets from a tranquil
period. As a baseline approach, we examined the performance of a standard list of disaster-related keywords to
detect disaster-related tweets. In an auxiliary experiment, we demonstrate the stability of our evaluation strategy
with regard to the amount of available training data.
Data

Table 2 lists the 46 disasters considered in this study and the number of tweets available for each of them. The
disaster-related tweets originate from 7 collections reviewed in the related work: AIDR (Imran, Castillo, et al.
2014), CrisisLex T6 (Olteanu, Castillo, et al. 2014), CrisisLex T26 (Olteanu, Vieweg, et al. 2015), CrisisNLP
(Imran, Mitra, et al. 2016), CrisisMMD (Alam, Ofli, et al. 2018), Epic Annotations (Stowe, Palmer, et al. 2018),
and the collection of events from 2012 by McMinn et al. 2013. We assigned each disaster to one of 9 disaster
types, based on the taxonomy of disaster types developed by the disaster databases EM-DAT (Guha-Sapir 2019)
and Glide (GLIDE 2019). In particular, we grouped all tropical and extra-tropical storms to “hurricanes”, added
a “societal” type, and merged all uncommon disasters in the “others” type. Additionally, we created a “tranquil
period” dataset of 5 million tweets, randomly sampled from all tweets sent since 2011, in order to evaluate the
model performance in a detection setting with many negative examples. Not all of the above datasets contain
non-disaster-related tweets to an equal amount. To ensure balanced datasets for the evaluation, we removed all
negative examples from the datasets and filled them up to balance with tweets from the tranquil sample.
All datasets were preprocessed as follows: (1) removal of all non-English tweets as well as all retweet-indicating
prefixes (RT @username:), (2) replacement of all URLs with <URL>, hashtags with <HASHTAG>, user mentions
with <USER>, emoticons with <SMILE>, emojis with <EMOJI>, colon-separated numbers with <TIME>, and
other numeric strings with <NUMBER>, (3) collapsing of character repetitions and adding <REPETITION>,
(4) removal of line breaks and collapsing of white space, and, finally (5) removal of all duplicates and tweets shorter
than five characters (excluding the above replacement tags). More than half of the tweets have been removed from
the dataset, minimizing side-effects and providing for a sensible collection of tweets.
Models

Three machine learning architectures are used in this study: A parallel CNN previously proposed for detecting
disaster-related tweets as baseline (Kersten et al. 2019), a feed-forward neural network based on BERT embeddings2
2The uncased, 12 layer BERT from TensorFlow Hub: https://tfhub.dev/google/bert_uncased_L-12_H-768_A-12/1.
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Table 3. Average 1 of the respective model when trained on multiple disaster types (MDT) and tested on all eleven
test datasets, their average cross-disaster (CD) and cross-type (CT) 1 scores, and their average miss-classification
rate on tranquil tweets (MCR).
Model MDT

CD

CT

MCR

CNN 0.775 0.740 0.323 0.063
BERT 0.776 0.690 0.415 0.037
USE
0.818 0.752 0.467 0.044

and a feed-forward neural network based on a universal sentence encoder (USE)3. The CNN represents specialized
architectures for detecting disaster-related tweets, BERT and USE represent the current state of the art in many
natural language processing applications, performing well in a broad range of language tasks while being less reliant
on a lot of training data.
The CNN is built on word embeddings that were specifically trained with Word2Vec for disaster tweets (Nguyen
et al. 2017), using three parallel CNN branches with filter sizes 3, 4, and 5, respectively; each branch has 128 filters
and a dropout of 0.5. The branches are concatenated and passed to three feed-forward layers with Rectified Linear
Units (ReLu) as activation function and Max-Entropy as optimization criterion. The BERT-based model is a 3-layer
feed-forward neural network without dropout, ReLUs as activation function, and Max-Entropy as optimization
criterion; the input encoding is generated by the pre-trained BERT implementation. Accordingly, the USE-based
classifier employs the transformer-based USE encoder to generate input encodings for a feed-forward neural network
identical to the BERT-based model. A direct comparison of the average performance difference between these
models is shown in Table 3.
Experiment Settings

For the cross-disaster classification experiments, we constructed the training dataset for each type by selecting two
disasters from the five types flood, hurricane, earthquake, transportation, and industrial, and one disaster from the
three types biological, wildfire, and societal. We randomly sampled 1,500 positive and negative examples each
from the respective training disaster to avoid size effects on the models’ performance scores. We trained a model on
the sampled tweets for each disaster type and tested it against all tweets from all other disasters of the same type
not selected for training. In addition, we sampled 3,000 tweets from the “other” category to test against disasters
of uncommon type. We repeated the procedure of selecting disasters and sampling training examples in a 6-fold
Monte Carlo cross-validation. Altogether we trained 144 models and executed 162 evaluations. To assess model
generalizability, we combined all training and test samples for each cross-validation step and trained a generic
model for multiple disaster types. We tested all 8 same-type models and the generic model on each of the 10 test
sets from the cross-disaster experiments, and the combined test set to get both, the cross-type loss for each model
and the performance difference of using the generic model over the specialized one. In this regard, we trained
another 18 models and executed another 1,620 evaluations. Finally, the 162 models of the first two experiments are
tested on a random sample of 500,000 tweets from a tranquil period in order to evaluate the misclassification rate in
a close-to-realistic setting with exclusively negative examples.
For the keyword-based baseline, we used the CrisisLex (Olteanu, Castillo, et al. 2014) dictionary of disaster-related
keywords, preprocessed them, and classified each tweet in all datasets as related if it contained one or more of the
keywords. To test the training data requirements of our method, we repeated the cross-disaster evaluation for the
generic and the specialized models on earthquakes, floods, and hurricane events, leaving out a static test set, and
evaluated all models in a 5-fold Monte Carlo cross-validation with 20,000, 2,000, 200, and 20 tweets each for
training.
RESULTS AND DISCUSSION

Table 3 shows the average 1 of the model-architectures CNN, BERT, and USE over all respective models, where
USE-based models perform best as generic classifiers, as well as in the cross-disaster and the cross-type scenario,
while the BERT-based models perform marginally better with regard to their misclassification rate.
Regarding the cross-disaster detection performance of a model, Table 4 (left) shows the best-performing crossdisaster model for each tested disaster type after cross-validation. The 1 scores of these models range from 0.869
on societal disasters to 0.980 on biological disasters. There is no significant difference in performance between
3The large tranformer-based model from Tensorflow Hub: https://tfhub.dev/google/universal-sentence-encoder-large/3.
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Table 4. Average 1 , precision, recall, and misclassification rate on the tranquil tweets (MCR) of the bestperforming models and the wordlist baseline (WL) on each test disaster. The left half shows the best model trained
on tweets from only one type of disaster, the right half shows models trained on data from all disaster types. Bold
highlighting indicates the best 1 in that row, and underlining that the best-performing model diverges in type
from the test data.
Test Type

Best Training Type
Training Type

1

Cross-type Training Data

Prec

Rec

MCR

Model

1

WL

Prec

Rec

MCR

Model

1

All
Biological
Earthquake
Flood
Hurricane
Industrial
Societal
Transportation
Wildfire
Other

–
Biological
Earthquake
Flood
Hurricane
Wildfire
Societal
Transportation
Flood
Earthquake

–
0.980
0.937
0.891
0.929
0.886
0.869
0.937
0.925
0.680

–
0.977
0.951
0.927
0.950
0.969
0.950
0.990
0.935
0.916

–
0.982
0.926
0.863
0.910
0.817
0.803
0.899
0.916
0.543

–
0.022
0.054
0.078
0.062
0.031
0.041
0.013
0.022
0.054

–
USE
USE
USE
USE
USE
USE
CNN
BERT
USE

0.883
0.965
0.924
0.916
0.883
0.973
0.864
0.984
0.929
0.739

0.947
0.957
0.958
0.904
0.953
0.971
0.953
0.985
0.950
0.877

0.826
0.973
0.895
0.929
0.826
0.975
0.793
0.983
0.909
0.655

0.047
0.047
0.050
0.122
0.047
0.047
0.047
0.047
0.047
0.122

USE
USE
BERT
CNN
USE
USE
USE
USE
USE
CNN

–
0.275
0.614
0.691
0.672
0.799
0.596
0.648
0.497
0.258

Average
Wordlist

–
–

0.888
–

0.949
–

0.844
–

0.038
–

–
–

0.906
0.621

0.945
0.989

0.876
0.453

0.062
0.019

–
–

–
–

Table 5. Average 1 over all models and cross-validations for the cross-disaster (CD) and cross-type (CT) experiments, and the average cross-type loss and variance of the 1 scores when using a cross-type over a cross-disaster
model. CT-Neg shows the percentage of tweets that were classified negative in cross-type settings.
Test Data

CD

CT CT-Loss CT-Variance CT-Neg

Biological
Earthquake
Flood
Hurricane
Industrial
Societal
Transportation
Wildfire

0.953
0.923
0.867
0.933
0.801
0.826
0.904
0.901

0.340
0.556
0.511
0.497
0.631
0.380
0.471
0.544

0.613
0.368
0.356
0.436
0.170
0.446
0.433
0.357

0.057
0.076
0.059
0.068
0.052
0.036
0.056
0.063

0.851
0.743
0.779
0.775
0.704
0.843
0.784
0.748

Average

0.889 0.491

0.397

0.058

0.779

resource-rich disaster types (earthquake, flood, and hurricane) and the newly added ones. For the uncommon
disasters collected in the “other” type, the best model in the cross-disaster setting achieves a lower 1 of 0.680,
and therefore remains as a future challenge. When additionally considering the cross-type models, it is notable
that the model for wildfires outperforms that for industrial disasters, and that the flood-model outperforms the
wildfire model on the respective test data. A successful domain transfer across types is nonetheless the exception, as
shown by the low average cross-type 1 and the low variance between the different cross-type measures displayed
in Table 5. The exceptional cases in which type-transfer works warrant further inspection on an individual basis.
Table 4 (right) shows the results for the best-performing generic model, which was trained on tweets from all
disaster types. The generic model works better on the rare, unseen events in the “other” type, but also outperforms
the specialized models on floods, wildfires, industrial, and transportation disasters. In addition, Table 5 shows the
average loss of applying a specialized model on a different type of test disasters, which can be interpreted as the risk
of choosing the wrong model. The average cross-type-loss is 0.397 in 1 , which is significant considering that our
generic model has a higher average 1 over all disaster types than the best specialized models. If classification
effectiveness is the primary goal, it is advisable to chose the USE-based generic model when filtering for more than
one disaster type.
Table 4 reports the average misclassification rate over the tranquil tweets, ranging from 0.006 to 0.122 over all
models. The best generic model achieves an average of 0.055 and the best specialized model 0.038. When comparing
the average misclassification rate between model architectures (see Table 3), the BERT-based architecture performs
best with an MCR of 0.037, followed by USE with 0.044, and lastly the CNN with 0.063. If noise-reduction is the
primary goal and cross-type loss is an acceptable risk, the BERT-based specialized models should be chosen.
When comparing the model results to the keyword-based baseline also shown in Table 4, it is notable that the
baseline has a very high precision, low misclassification rate on tranquil tweets, and much lower recall than the
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Figure 1. Model performance over training set size as average cross-event 1 scores for earthquake, flood, and
hurricane prediction (specialized), and their combination (generic).

machine learning approaches, which leads to a significantly lower 1 score on the balanced datasets. The baseline
performs especially poor on rare disasters, as can be seen by the low 1 scores on biological and other disasters.
This exposes the major trade-off of keyword-based filters: they are more reliable, less prone to additional noise, and
easier to interpret, but frequently miss unforeseen information.
Figure 1 shows the results of training models for earthquakes, floods, and hurricanes with varying amounts of
training data on a static test dataset. The best-performing model achieves 0.93 1 given 20,000 training examples,
with all other models within the 5% range. In a resource-constrained environment, the generic models outperform
the specialized ones notably, but these differences become marginal as the number of examples increases. While the
models based on pretrained, contextualized word embeddings do not significantly benefit from more training data
beyond 2,000 tweets, the CNN relies more heavily on them. This can be explained by the higher number of trainable
parameters in the CNN model. While the CNN performs only marginally above random predictions given only
20 tweets, both BERT and USE achieve meaningful classifications results. This may be explained by the limitations
of the training data: Since most positive examples were originally collected using keywords, it is plausible that a
model with few trainable parameters (like a feed forward neural network using contextualized word embeddings)
learns the most important keywords from the given examples and approximates a restricted wordlist for filtering.
Limitations

Some limitations apply to the interpretation and practical application of the results described in this study. Firstly, the
results are not representative for the maximum possible performance of the individual classifiers, since specialized
classifiers were trained on only 3,000 tweets for reasons of comparability. Especially with regards to the lower
recall values, training models with more examples typically increases performance. Secondly, the best-case
misclassification rate of 0.038 suggest good performance, but conceivably may still be too high for real-world
applications with a common related-unrelated-ratio of 1:10,000 or worse. Thirdly, the low average cross-type
performance of 0.491 and the high cross-type loss of 0.397 suggest that specialized models classify tweets related
to other disaster types as unrelated and can thus distinguish between different disasters occurring in parallel. This is
not necessarily the case, since the average rate of 0.779 for negative predictions from cross-type models is much
higher than the misclassification rate suggests. Lastly, the performance reported in this study is not necessarily
comparable to those reported in related work. Our method of sampling negative examples is not based on potential
keywords but on a statistically sound representation of all unrelated tweets, resulting in a lower lexical similarity
between classes which may render the classification task easier. Since the presented models are intended as a
detector on an unfiltered social media stream instead of on a stream filtered using keywords, we believe that our
methodology reflects a more realistic scenario.
CONCLUSION

We present a benchmark corpus of human-curated tweets related to 46 disasters compiled from related work, and
grouped into 9 disaster types, the Disaster Tweet Corpus 2020. With this corpus, we compared the ability of
162 models over 1,944 evaluations to classify tweets as related or unrelated to a disaster with regard to cross-disaster
classification, generalizability, and misclassification rate.
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The best specialized models achieve an 1 of 0.888 on average when generalizing to unseen disasters of a known
type, but lose an average 0.397 1 when generalizing to disasters of an unseen type. Generic models trained on all
disasters perform slightly better in terms of 1 than specialized models, but have weaker misclassification rates on
unrelated tweets. As practical recommendation, a generic model is preferable unless only one disaster type is of
interest, or unless reducing noise as much as possible is paramount, and the risk of choosing the wrong model is of
no concern.
The limitations of our study leave room for further exploration of the topic. Naturally, creating larger and more
representative training datasets will improve the performance of the individual classifiers, especially with regard to
recall. Although effectiveness is comparable across disaster types on similarly sized training data, improving the
detection of tweets from rare and unseen disasters remains a future challenge. Models applied across disaster types
are generally not competitive, although the occasionally observed exceptions warrant further investigation on a
case-by-case basis.
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ABSTRACT

Abstractive summarization is intended to capture key information from the full text of documents. In the application
domain of disaster and crisis event reporting, key information includes disaster effects, cause, and severity. While
some researches regarding information extraction in the disaster domain have focused on keyphrase extraction
from short disaster-related texts like tweets, there is hardly any work that attempts abstractive summarization of
long disaster-related documents. Following the recent success of Reinforcement Learning (RL) in other domains,
we leverage an RL-based state-of-the-art approach in abstractive summarization to summarize disaster-related
documents. RL enables an agent to find an optimal policy by maximizing some reward. We design a novel hybrid
reward metric for the disaster domain by combining Vector Similarity and Lexicon Matching (VecLex) to maximize
the relevance of the abstract to the source document while focusing on disaster-related keywords. We evaluate the
model on a disaster-related subset of a CNN/Daily Mail dataset consisting of 104,913 documents. The results
show that our approach produces more informative summaries and achieves higher VecLex scores compared to the
baseline.
Keywords

Disaster Reporting, Text Summarization, Information Extraction, Reinforcement Learning, Evaluation Metrics.
INTRODUCTION

Abstractive summarization aims to reduce human effort in reading documents by analyzing text and paraphrasing it
in a concise format that preserves key topics and information vital to text understanding. Such natural language
processing (NLP) tasks have been studied for a long time and applied to various purposes such as defense and
surveillance activity monitoring (Ackerman and Miratrix 2013), natural disaster and crisis response management
(L. Li and T. Li 2014), condensing journalistic text for socio-political events (Sethi et al. 2017), business, and
economics (C. Wu and C. Liu 2003), etc.
A significant and time-critical use of summarization task is in the domain of crisis monitoring of disaster events,
where critical information is embedded in data of high volume and velocity, including text communications. An
informative summary of the data stream can help the first responders, and the emergency management teams to gain
situational awareness and manage critical resources effectively (Zade et al. 2018). Moreover, such a technique can
be implemented in real-time news feeds during crisis events to capture aggregated responses and dynamically track
topics about the events.
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The approaches used for text summarization can be broadly classified as extractive and abstractive (Munot and
Govilkar 2014). Extractive approaches select existing words, phrases, or even whole sentences that are considered
informative, from the source text. Although the extractive method captures key information from the text, it is prone
to extracting explicitly mentioned keyphrases and sentences, and sometimes fails to induce the cognitive meaning of
the provided source document. The problem becomes more complex if the length of the summary is limited in the
number of sentences, and the extractive approach cannot serve the principal purpose of summarization. Moreover,
the basic concept of extractive summarization is very different from how a human performs the same task (Verma
and Lee 2017).
Abstractive summarization, however, is a technique of generating a summary by capturing the semantic representation
of a given text. Abstractive summarization techniques, generally, use a generative approach (H. Lin and V. Ng
2019; L. Liu et al. 2017; C. Li et al. 2018) to generate sentences that may contain words not present in the source
document. An abstractive summary, in that sense, is closer to what a human would generate (Zhang et al. 2019).
Thus, abstractive summarization’s sub-tasks include extracting nuanced semantic relations, capturing important
syntactic information, and word sense inference, which together have shown to produce a condensed synopsis for
sentences in a source text (Narayan et al. 2018).
Despite the benefits of abstractive approaches, extractive approaches are still considered state-of-the-art for
summarization (Y. Wu and Hu 2018; Jadhav and Rajan 2018), due to their simplicity and better performance over
basic abstractive approaches. However, often the extractive approaches fail to summarize certain key elements useful
in a report, such as answers to what, who, where, when, how, etc. questions, if these questions are addressed across
the whole source document, as opposed to a limited number of sentences. Nevertheless, the elements above make a
significant impact in summarizing the reports in the domain of disaster, surveillance, and crisis management, and
need to be concisely incorporated in summaries (Kropczynski et al. 2018). Therefore, choosing abstractive methods
over extractive methods for summarizing reports relevant to disasters and crises would facilitate the generation of
more informative summaries, not restricted to sentences that directly take words or word sequences from the source
text.
In our work, we leverage an existing state-of-the-art approach for abstractive summarization (Chen and Bansal
2018), which uses RL to improve the summary of a single document. We adapt this approach to the disaster domain
by proposing a new reward function based on sentence vector similarity and lexicon matching. We incorporate two
common word embedding techniques for sentence vectorization, specifically (i) Word2Vec (Mikolov et al. 2013),
and (ii) Bidirectional Encoder Representations from Transformers (BERT) (Devlin et al. 2018). We use a predefined
disaster/crisis lexicon (Olteanu et al. 2014) for lexicon matching.
Research works focusing on abstractive summarization generally use performance evaluation metrics designed for
extractive approaches such as ROUGE score (C.-Y. Lin 2004) and Meteor (Banerjee and Lavie 2005). Metrics like
n-gram based ROUGE scores used for the extractive summarization approaches are not very appropriate to use with
abstractive summarization as the summaries may include words that do not directly appear in the original document.
Some recent works (J.-P. Ng and Abrecht 2015; Sun and Nenkova 2019; Ray Chowdhury et al. 2019) have proposed
word embedding based evaluation metrics. However, our analysis showed that higher embedding-based similarity
doesn’t always correspond to better summarization results. To overcome this limitation and to take advantage
of disaster domain knowledge, we propose to use an evaluation metric that exactly matches the proposed reward
function, which is based on vector similarity and disaster-related lexicon matching.
The use of the reward/evaluation metric that captures disaster lexical information and semantic information makes
our approach very suitable for abstractive summarization tasks of long single-documents related to disaster and
crisis, and thus enables the generation of informative synopses of disaster-related reports.
We have assembled a large dataset of disaster documents and corresponding summaries and conducted an evaluation
of the abstractive summarization approach using both the traditional ROUGE score and our proposed evaluation
metric. Experimental results indicate performance improvements over the baseline approach, which uses the
ROUGE score as a reward function (Chen and Bansal 2018).
To summarize, our key contributions are as follows:
• We present a disaster and crisis-related data set consisting of 104,913 news reports (and their corresponding
summaries) crawled using disaster-related keywords. We used this dataset to train and evaluate our models.
• We propose a reward function based on a vector embedding similarity score and a disaster-related lexicon
matching score that we name VecLex reward. In addition, we propose a new training approach for summary
generation, which uses the VecLex reward for the Reinforcement Learning (RL) agent training.
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• We use an RL-based approach, with the proposed VecLex reward metric, to train models for abstractive
summarization of long disaster and crisis-related text documents. Experimental results show the effectiveness
of the reward metric in generating informative summaries for disaster documents.
• We conduct a comparative analysis of our proposed approach (which uses the VecLex reward) with the
original summarization approach (which uses the ROUGE score for reward), and evaluate the results in terms
of both ROUGE score and VecLex score.

RELATED WORK

Research on automatic summarization of text has been of interest for more than half a century (Luhn 1958).
Considering the limitations of extractive summarization mentioned in the earlier section, research on abstractive
approaches have been of interest lately. However, the generation of sentences from scratch as opposed to selection
from a source is an inherently difficult task (Munot and Govilkar 2014). There have been many research works that
attempt to use some combinations of both approaches to overcome their individual shortcomings (Yao et al. 2017).
The recent research on abstractive summarization has mostly been focused on the use of recurrent neural networks
(RNN) (Kryscinski et al. 2018). A sequence-to-sequence model is one of the most researched neural network
architectures used for summarization tasks (Kryscinski et al. 2018). Although RNNs were considered state-of-the-art
approaches for NLP tasks in the last few years, more recent research has been focused on the application of the
attention mechanism and transformers in text summarization (Ruder 2020). The use of pre-trained embeddings
and more recently, Google BERT embeddings (Y. Liu and Lapata 2019) has produced significant improvements
in abstractive summarization. Approaches based on reinforcement learning (Y. Wu and Hu 2018) and generative
adversarial network (L. Liu et al. 2017) have also been used to improve the performance on this task.
The most popular metric for evaluation of text summaries, ROGUE (C.-Y. Lin 2004), uses an n-gram based matching
or the longest sub-sequence based matching technique. Other metrics, such as Density and Redundancy (Fan
et al. 2018), fail to capture the relevance of the generated summary and can not be used as a stand-alone metric.
Another recently proposed metric proposed by KryúciÒski et al. (2019) attempts to check the factual consistency
of the generated sentence with the source document. As a result, a sentence representing the correct information
from the corresponding source document, but regarded as “unimportant” considering the essence of the source
document, can be ranked higher. As these metrics are either inherently biased towards extractive summaries or
designed to ensure certain properties, considering the associated bias and rigidity, there is a need for semantic
similarity-based metrics that can cope with the flexibility required by abstractive summarization. Some of the
available semantic-similarity-based approaches, like the one proposed by Silva et al. (2014), require extensive
pre-processing and semantic graph building to come up with vector differences between words and to calculate the
similarity between sentences. Thus, this approach introduces a big overhead if used in model training. Another
work (Y. Li et al. 2004) uses an augmentation based on word-order, together with the n-gram matching technique, to
calculate similarity.
The summarization task in the disaster domain has mostly been focused on extractive approaches (Zhou et al. 2014;
Kedzie et al. 2015). Moreover, most of the summarization approaches in this domain are designed for collections of
short texts, such as tweets (Rudra, Goyal, et al. 2018; Rudra, Sharma, et al. 2018). Despite the obvious usefulness in
news portals and other interactive information retrieval systems available during disasters, there seems to be a lack
of research in abstractive summarization techniques and evaluation metrics for long disaster-related documents.
METHODS

We leverage an existing model proposed by Chen and Bansal (2018), which has been shown to perform better
than common baselines (See et al. 2017) in abstractive summarization tasks. We will use this approach as a base
architecture (and a baseline) for our proposed variant.
Base Abstractive Sumarization Model

Figure 1 shows the architecture of the base model, which includes three sub-modules, Extractor, Abstractor and
Reinforcement Learning Agent, as described below.
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Figure 1. Graphical Representation of the Baseline Architecture

Extractor

The Extractor sub-module includes a Long Short Term Memory-Recurrent Neural Network (LSTM-RNN) and a
Convolutional Neural Network (CNN) architecture. The temporal CNN generates a sentence encoding/representation
for each sentence in the source document, while the Bidirectional LSTM-RNN aims to capture long-range semantic
relationships between sentences considering the whole document. Another LSTM-RNN trains a ‘Pointer Network’
to extract salient sentences from the encoded sentence representations of the document. Here, the LSTM-RNN
works as a decoder model that consists of a two-step attention process. The first step is required to get a context
vector and the second step is for getting the extraction probabilities. It considers the sentences having high n-gram
matching with the ground truth sentences as summary candidates. Thus, in each iteration, this model is able to
select highly probable summary sentences.
Abstractor

The Abstractor sub-module models an abstraction function for the extracted summary sentences in a given document
to modify and paraphrase an extracted sentence to a concise summary sentence. This sub-module consists of
two different components named: (i) Sequence-Attention-Sequence module; and (ii) Copy mechanism module.
Inside the Sequence-Attention-Sequence component, an encoder-aligner-decoder method (Bahdanau et al. 2014);
(Luong et al. 2015) with bilinear multiplicative attention generates context vectors of provided sentences. The Copy
mechanism, on the other hand, assists the decoder to predict an extended word vocabulary by determining copy
probability based on some function parameters.
Reinforcement Learning (RL) Agent

This sub-module is based on a reinforcement learning approach that takes ROUGE score as a reward value to train
and improve the extractor sub-module in an iterative fashion. This enables the extractor to generate summaries with
higher ROUGE scores. ROUGE (C.-Y. Lin 2004) stands for “Recall-Oriented Understudy for Gisting Evaluation”
and denotes a set of evaluation metrics used frequently in summarization and machine translation of text data. The
set of metrics mentioned above includes ROUGE-N which considers n-gram matching, ROUGE-L which considers
the Longest Common Subsequence, and ROUGE-S which considers Skip-Bigram based co-occurrence between
generated text and source text.
Proposed Variant

To address the limitations of the conventional n-gram matching based approach used frequently with earlier
abstractive approaches, we propose a new vector similarity-based training approach and a hybrid reward function.
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Model Adaptation and Extractor Training

We adopted the base architecture described above, however, took a different training approach for the Extractor
and the RL-Agent. We incorporated the vector similarity score in the basic Extractor training to make the entire
candidate sentence selection process to be based on vector similarity. Here, for each ground truth summary
sentences, we considered the most similar document sentence according to vector similarity scores as training
labels (i.e., best contextually matched document sentence). In particular, these training labels facilitate the initial
Maximum Likelihood (ML) based Extractor training. This ML based training helps to overcome the instability
that arises in case of end-to-end training with a randomly initialized network. We calculated the vector similarity
between two sentence vectors using cosine similarity. In our analysis, we used the following two popular vector
embedding methods for sentence vectorization in order to measure the vector similarity of sentences:
• Word2Vec-based Vector Similarity: To calculate the word2vec (Mikolov et al. 2013) based vector similarity
score, instead of using only the average for each dimension, we also take the minimum and maximum along
each dimension of the word vectors over all the words in a summary. This leads to the generation of three
vectors corresponding to min, max, and average, each having the same number of dimensions as the word
vectors. We concatenate the vectors in the sequence of min, average, and max.
• BERT-based Vector Similarity: We also utilize the vector similarity score between the generated summary
sentences and the original sentences from the corresponding vectors generated by the BERT pre-trained
model. BERT is a method to pre-train language representation models, which produce high-quality sentence
embedding vectors on a given text corpus. Unlike word embedding vectors such as Word2Vec (Mikolov et al.
2013) and Glove (Pennington et al. 2014), BERT can provide distinct vector embeddings for similar words
written in different contexts in a sentence, because it simultaneously focuses on three specific vector building
processes, characterized as token embedding, sentence embedding, and transformer positional embedding for
each token written in a provided sentence. There are two BERT models: (i) BASE, and (ii) LARGE. We used
the BASE model which has 12 layers of transformer encoders. In BERT, each output per token from each
layer can be used as a word embedding. We choose the final layer as the output of the BERT model.

VecLex Reward Formulation and RL-Agent Training

In order to take advantage of domain knowledge, we integrate the disaster-related lexicon matching score in the
reward function. We calculate the VecLex reward as a linear combination of the vector similarity score and lexicon
matching score. We define the lexicon matching score as the ratio between the number of keywords matched with
a lexicon and the total number of words in the generated summary. To calculate the vector similarity score, we
transform the ground truth and the generated summary text to their vector representations using Word2Vec and
BERT word embeddings and determine the cosine similarity between the vectors. Finally, this reward trains the
RL-Agent to optimize the hybrid objective. Apart from the VecLex reward we also train the RL-Agent using only the
vector similarity. We use a lexicon proposed by Olteanu et al. (2014) that contains 380 keywords found frequently
in disaster-related reports. Incorporation of the lexicon matching score truncates the candidate sentence list given
by the Extractor by putting more importance on the sentences which have disaster-related keywords. The number
of sentences in a generated summary is decided dynamically for an input document. This is done as originally
proposed by Chen and Bansal (2018) by including a STOP action to the policy action space. This enables the
RL-Agent to learn when to stop generating summary sentences and to avoid extraneous information. Our proposed
variant excludes the reranking strategy applied by Chen and Bansal (2018), as we observed that the summarization
using a beam-search is much more expensive compared to the qualitative improvement of the generated summaries.
Using the process described above, the abstractive summarization framework becomes semantically satisfiable and
capable of generating contextually better disaster-related summaries.
Model Evaluation

We use Average VecLex score and Average Embedding Similarity (AES) score to measure the overall quality of the
summaries, generated from the whole corpus, using vector similarity and lexicon matching. We calculate VecLex
score as described in the previous paragraph. We use the Word2Vec-based vectorization approach as mentioned
earlier to calculate the similarity between the ground truth and the corresponding generated summary sentences.
Then, we take an average of the scores over all the documents of our corpus.
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DATA PREPARATION

We extracted disaster-related documents from the CNN/Daily Mail dataset (Hermann et al. 2015) using a lexicon
(Olteanu et al. 2014) related to disasters and crises by running a BASH script. The convention was that if we found
at least three distinct tokens out of 380 tokens from the lexicon in any document of the data set, we would select that
document. We collected 101,755 documents for training, 1,022 documents for validation, and 2,136 documents for
testing our model. Each document is saved in JSON format and includes a long report of a disaster or crisis-related
news event along with two to six lines of summary sentences.
EXPERIMENTAL SETUP

We evaluate the baseline model (Chen and Bansal 2018) in two ways. First, we use the pre-trained model (trained
on the whole CNN/Daily Mail corpus) to generate summaries of the disaster-related documents. Then, we train the
network only on the extracted disaster-related documents and generate summaries using that model.
We developed a Python script to calculate the VecLex and AES scores based on the Word2Vec vector similarity.
We used the score calculated by the script to feed in the RL-based extractor sub-module of our chosen network.
Also, we incorporated this script into multiple phases of the training pipeline to enable easy integration of vector
similarity scores. The word embedding of pre-trained Word2Vec is available in 300 dimensions. As a result, the
final vector representation of the summary text is 900 dimensional which is three times the original word vectors.
Finally, we calculate the cosine similarity value between the two vectors produced from the given ground truth
summary and the generated summary. In the case of BERT vectors, a few studies suggested that one of the best
performing configurations is to sum the last 4 layers, although this depends on the domain. For our work, we
empirically choose the final layer output because we got a relatively good result by using this layer. The dimension
of the BERT sentence vector is 768.
For the LSTM module, we used 256 hidden state dimensions with only one layer and bidirectionality enabled. Adam
was used as the optimizer, with a learning rate of 0.001 for the abstractor and extractor training, and 0.0001 for the
RL-Agent training. In addition, we clipped the gradient norm larger than 2.0 and used a learning rate decay of 0.5.
In the end, we evaluated the performance of the proposed summarization approach on the test dataset. All
experiments were run on the extracted disaster-related dataset described above. As discussed earlier, our selected
code base for the baseline network (Chen and Bansal 2018) has an Extractor part that got trained with Maximum
Likelihood estimation, followed by an RL-Agent based training. We experimented with incorporating vector
similarity in different parts of the network. For both types of summary embeddings, we repeated the following five
experiments:
1. Only vector similarity reward-based RL-Agent training.
2. VecLex reward-based RL-Agent training.
3. Vector similarity-based extractor training, followed by a vector similarity reward-based RL-Agent training.
4. Vector similarity-based extractor training, followed by a VecLex reward-based RL-Agent training.
5. Vector similarity-based extractor training, followed by a ROUGE score reward-based RL-Agent training.
EXPERIMENTAL RESULTS AND DISCUSSIONS

In this section, we investigate the performance of vector similarity based approaches in disaster-related summarization
tasks. Table 1 and Table 2 illustrate two examples of generated summaries along with the ground truth summary.
Table 3 presents the overall performance of the trained models in terms of AES and VecLex scores, in addition to the
ROUGE-1, ROUGE-2, and ROUGE-L F1 scores. The detailed evaluation of ROUGE-1, ROUGE-2, ROUGE-L in
terms of precision, recall, and F1 scores for every model, is summarized in Table 4. In analyzing and interpreting
the experimental results, we answer several research questions, as follows.
• Using the VecLex reward, is there any qualitative improvement in the generated summaries?
Relevance and readability are the two important features that need to be analyzed in qualitative analysis
of abstractive summaries. The example in Table 1 talks about an avalanche in Mount Everest Base Camp
area. The ground truth clearly indicates the location of the event, its cause, and its severity in terms of
deaths, injuries, and people affected. The summary generated by the baseline misses two important pieces of
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information: (i) the exact location of Mount Everest; (ii) the number of people who were injured and died on
the mountain. However, summaries generated by our approaches include the line "at least 18 people have
died in an avalanche on mount everest" which is partially present in the ground truth and also captures the
information missed by the baseline model.1
Table 1. Example 1 of generated summaries by comparison with the corresponding ground truth summary and
the baseline summary

Ground Truth summary
powerful 7.8 magnitude earthquake caused an avalanche on mount everest . at least 18 people have died and
more than 30 injured on the mountain . there are reports the avalanche has buried people in tents at base
camp . the earthquake - nepal ’s worst in 81 years - has killed at more than 1,300.
Summary generated by the baseline (Chen and Bansal 2018)
the avalanche buried part of base camp , raising fears for the safety of climbers . the avalanche was caused by
a powerful 7.8 magnitude which struck nepal . a number of britons are among those who have not been heard
from since the quake.the identities of those who died in the avalanche have not yet been released . at least
1,341 people have died as rescue teams continue to search for survivors .
Summary generated by the VecLex reward (Word2Vec-based)
the avalanche buried part of base camp , raising fears for the safety of hundreds of climbers . number of
britons are among those who have not been heard from the avalanche . at least 18 people have died in an
avalanche on mount everest . the avalanche was caused by a powerful 7.8 magnitude earthquake which struck
nepal . at least 1,341 people have died as rescue teams continue to search for survivors .
Summary generated by the VecLex reward (BERT-based)
at least 18 people have died in an avalanche on mount everest . the avalanche buried part of base camp ,
raising fears for the safety of hundreds of climbers . number of britons are among those who have not been
heard from the avalanche . the avalanche was caused by a powerful 7.8 magnitude earthquake which struck
nepal . at least 1,341 people have died as rescue teams continue to search for survivors .
Table 2. Example 2 of generated summaries by comparison with the corresponding ground truth summary and
the baseline summary

Ground Truth summary
4,000 on board the carnival spirit have been stranded outside sydney harbour . passengers were to disembark
the ship on tuesday but the wild storm prevented it from entering the harbour . the vessel has suffered damage
with smashed glass panels and a door ripped open by the crashing waves . carnival spirit was returning from
a 12-night cruise to new caledonia , vanuatu and fiji .
Summary generated by the baseline (Chen and Bansal 2018)
passengers on board a cruise ship have finally arrived at sydney harbour . huge waves as high as 40 feet
smashed glass panels , shattered plates and cups . the ship was carrying 2,500 holidaymakers and 1,500
crew . holidaymakers were due to disembark the carnival spirit on tuesday morning . passengers have been ‘
vomiting for two days ’ due to rough seas conditions .
Summary generated by the VecLex reward (Word2Vec-based)
cruise ship passengers on board carnival spirit as sydney was battered by storm . huge waves as high as
40 feet smashed glass panels , shattered plates and cups . pilot finally boarded this morning and the ship ,
carrying 2,500 holidaymakers and 1,500 crew, docked at around 10 am . the 2500 passengers on board a
cruise ship has been stranded at sea . holidaymakers were due to disembark the carnival spirit on tuesday
morning .
Summary generated by the VecLex reward (BERT-based)
cruise ship passengers on board carnival spirit as sydney was battered by storm . huge waves as high as 40 feet
smashed glass panels , shattered plates and cups . pilot finally boarded this morning and the ship , carrying
2,500 holidaymakers and 1,500 crew , docked at around 10 am . holidaymakers were due to disembark the
carnival spirit on tuesday morning . the 2500 passengers on board a cruise ship has been stranded at sea .
The example in Table 2 describes the incident of a storm in the ocean, and its consequences faced by a
cruise ship. For this example, the output generated by the baseline misses an aspect that is very crucial
1In the tables, sentences present in the ground truth and in our generated summary, but not in the baseline summary, are highlighted with red.
New important pieces of information captured only by our summary are highlighted with blue.
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considering disaster-related events. It fails to indicate the type of disaster. On the contrary, our approach
mentions at the beginning that the incident is caused by a storm. This also increases the coherence in the
sentence sequence, and, in turn, increases readability, as well as semantic understanding. Additionally, our
generated summary captures the time when the ship docked. In the tables, the lines which are present in the
ground truth and in our generated summary, but not in the baseline summary, are marked red. New important
pieces of information captured only by our summaries are marked in blue color.
Table 3. Comparison of different models using different evaluation metrics

Model
Chen & Bansal, 2018
(Pretrained Model)
Chen & Bansal, 2018
(Trained only on disaster data set)
Word2Vec-based
1. Only Vector Similarity
reward
2. VecLex - Vector similarity +
Disaster lexicon matching reward
3. Vector similarity-based Extractor +
vector similarity reward
4. Vector similarity-based Extractor +
VecLex Reward
5. Vector similarity-based Extractor +
ROUGE Reward
BERT-based
1. Only Vector Similarity
reward
2. VecLex - Vector Similarity +
Disaster lexicon matching reward
3. Vector similarity-based Extractor +
vector similarity reward
4. Vector similarity-based Extractor +
VecLex Reward
5. Vector similarity-based Extractor +
ROUGE Reward

AES

VecLex

ROUGE-1

ROUGE-2

ROUGE-L

95.518

71.426

39.865

17.371

37.252

95.471

71.433

39.555

16.976

36.933

95.499

70.162

37.106

15.125

34.665

95.410

71.585

39.171

16.708

36.568

95.778

68.583

36.788

15.750

34.547

95.557

71.386

39.498

16.862

36.849

95.543

70.516

39.506

16.919

36.860

95.644

70.116

39.111

16.793

36.588

95.492

71.506

39.321

16.665

36.713

95.720

69.666

38.577

16.612

36.155

95.393

71.085

38.663

16.263

36.039

95.560

70.875

39.366

16.894

36.811

• Does the use of the VecLex reward improve the performance of the model? Do summaries with better VecLex
scores correspond to qualitatively better summaries?
The use of the lexicon matching score in association with vector similarity improves the performance for both
types of models. As can be seen in Table 3, for both Word2Vec-based and BERT-based embeddings, the
best performing model is the one when the RL-Agent is trained with the VecLex reward. This variant clearly
outperforms the baseline. The results show that the addition of the lexicon matching score helps to discard
unnecessary sentences that are not related to various kind disasters, while the vector similarity helps capture
the main essence of the summary. In the examples shown in Table 1 and Table 2, the summaries generated by
VecLex reward include sentences that are not captured by the baseline, and in those sentences there are the
words “died” and “storm”, respectively. These two words are also present in our used lexicon. This reveals
the potential influence of the lexicon matching score and of the whole VecLex reward. Thus, we can conclude
that summaries with better VecLex scores correspond to qualitatively better summaries in case of disaster and
crisis-related documents.
• What are the insights of using only vector similarity-based training? Can AES be a better metric for
summarization?
For both Word2Vec and BERT based embeddings, the models trained with vector similarity-based extractor
and vector similarity-based reward generated higher AES score than others. However, a detailed investigation
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reveals that both of those models generated longer summaries and thus increased the AES score by keeping
more sentences. This is also evident from the very high recall score produced by the vector-based reward
and training approaches presented in Table 4. This leads to the idea that we need another measurement,
which will either enable the model to discard some sentences or penalize the model when the summary is too
long. While AES score cannot be a standalone metric for final evaluation, it can be a robust metric when
accompanied by other metrics having certain characteristics such as the VecLex metric.
Table 4. Analysis of ROUGE scores for models trained using vector similarity based approach

Model
Word2Vec-based
Only vector similarity as reward
Vector similarity with Lexicon matching reward
Vector similarity-based Extractor +
Vector Similarity Reward
Vector similarity-based Extractor +
Vector similarity with Lexicon matching reward
Vector similarity-based Extractor +
ROUGE Reward
BERT-based
Only vector similarity as reward
Vector similarity with Lexicon matching reward
Vector similarity-based Extractor +
Vector Similarity Reward
Vector similarity-based Extractor +
Vector similarity with Lexicon matching reward
Vector similarity-based Extractor +
ROUGE Reward

ROUGE-1

ROUGE-2

ROUGE-L

Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score

49.997
31.389
37.106
45.289
36.595
39.171
56.810
28.561
36.788
47.873
35.424
39.498
48.157
35.424
39.506

20.416
12.812
15.125
19.444
15.558
16.708
24.625
12.171
15.750
20.630
15.036
16.862
20.770
15.124
16.919

46.737
29.321
34.665
42.301
34.156
36.568
53.411
26.811
34.547
44.676
33.046
36.849
44.945
33.051
36.860

Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score
Recall
Precision
F1 Score

50.490
33.591
39.111
47.102
35.627
39.321
52.711
31.975
38.577
45.355
35.911
38.663
48.681
34.850
39.366

21.846
14.368
16.793
20.090
15.052
16.665
22.946
13.694
16.612
19.265
15.018
16.263
21.095
14.876
16.894

47.253
31.419
36.588
43.975
33.269
36.713
49.431
29.960
36.155
42.302
33.464
36.039
45.546
32.577
36.811

• Are the results of ROUGE scores, which are essentially based on n-gram matching, still comparable to the
baseline results even though the models were trained using the vector similarity-based approach?
Our results show that using a vector similarity score as a reward in the RL-Agent training does not produce
better results in terms of the ROUGE scores. Moreover, only the vector similarity-based Maximum Likelihood
estimation in association with RL reward makes the scenario worse. This may be due to the fact that the
vector similarity-based approach tries to keep more sentences that have similar contexts. Consequently, this
leads to higher recall but lower precision value resulting in a lower overall F1 score, as presented in Table 4.
However, the models become more robust when the disaster-related lexicon matching score is incorporated in
the reward function in addition to vector similarity. This helps to improve the F1 score by balancing the recall
value and also leads to a better ROUGE score. We also experimented with the ROUGE score based reward in
conjunction with the vector similarity-based extractor training.
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CONCLUSIONS AND FUTURE WORK

We leveraged an existing abstractive summarization approach to generate summaries for long documents about
disaster and crisis events. The abstractive summarization approach provides qualitatively better summaries when
used with crisis-related documents, as seen in the results. Abstractive summaries should be able to answer relevant
and key questions of interest. A step away from the metrics inherently biased to the extractive approach is a step
towards better abstractive models. Taking this into consideration, we incorporated vector-based similarity and
lexicon filtering into different sections of the base architecture, and we were able to achieve better disaster relevant
summaries. One interesting thing to note is that with the vector similarity-based extractor and vector similarity
reward, we get a significantly higher recall because the model tends to select more sentences from the document as
candidates for the summary content. The use of lexicon-based filtering, however, lessens this effect and also makes
the summaries more pertinent towards disaster at the same time. We are able to generate summaries that answer key
questions of who, what, where, when, etc. that are significant in crisis documents.
Considering the recent successes in the NLP domain with the introduction of the transformers and their pre-trained
models, abstractive models can become dominant in the crisis domain. Although we get good quality summaries
with high VecLex values, the level of abstraction in the summaries produced can be improved further. As part of
future work, we plan to fine-tune other state-of-the-art models with the VecLex reward using our disaster-related
corpus. We also plan to incorporate location primitives into the reward function to further improve the the detection
and usefulness of the w-questions mentioned above. Finally, it is also of interest to analyze how consistent our
generated summaries are with respect to the factual information of a report.
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ABSTRACT

Social media data analysis is important for disaster management. Lots of prior studies have focused on classifying
a tweet based on its text or based on its images, independently, even if the tweet contains both text and images.
Under the assumptions that text and images may contain complementary information, it is of interest to construct
classifiers that make use of both modalities of the tweet. Towards this goal, we propose a multimodal classification
model which aggregates text and image information. Our study aims to provide insights into the benefits obtained
by combining text and images, and to understand what type of modality is more informative with respect to disaster
tweet classification. Experimental results show that both text and image classification can be improved by the
multimodal approach.
Keywords

Multimodal Model, Tweet Classification, Deep Learning.
INTRODUCTION

The importance of social media analysis in disaster management has been widely recognized (Velev and Zlateva
2012; Houston et al. 2015; Xiao et al. 2015; Alexander 2014). During a disaster, there is a large volume of
communication requests, as people contact families and friends to inform them about disaster developments.
Standard communication means may be lost in the beginning of a disaster due to a very heavy workload. This
can make the disaster response task very challenging, and presents a need for more efficient communication and
data collection tools. Social media has received lots of attention in disaster response. It allows people to share
information and to ask for help. Furthermore, it is relatively easy to collect data from social media platforms (e.g.,
Twitter). If data from social media can be analyzed effectively, the rescue and recovery process can be accelerated
because people can be connected with the resources that they need in a timely manner.
There are several studies focused on data collection during a disaster (Alam, Imran, et al. 2017; Alam, Ofli, et al.
2018). Such studies describe detailed steps for data collection and labeling, and make available labeled datasets
which can be used for image and/or text classification tasks.
Most of the prior works using such datasets have focused either on text classification (Verma et al. 2011; Ashktorab
et al. 2014; Imran et al. 2015; Neppalli et al. 2018; H. Li et al. 2018; Reuter et al. 2018) or image classification
(Nguyen et al. 2017; X. Li et al. 2019). However, the text and the image of a tweet presumably hold complementary
pieces of information, which can be used together to improve the overall classification of disaster tweets. Because
of this relationship between tweet text and images, it is of interest to utilize both text and images together in a model
to potentially improve the performance of the models learned from text and/or images separately. Some existing
studies proposed to use multimodel data for disaster tweet classification (Agarwal et al. 2020; Mouzannar et al.
2018), and trained models on tweets for which the text and image labels agree. While it is expected that the two
corresponding author
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Table 1. Tweet text and image examples

Text Label
Text

Informative

Not Informative

Informative

puerto rico could be without power for <number> to
<number> months after hurricane irma <url> <url>

do n’t care if it ’s hurricane
irma , hypothermia , or even
rae sremmurd . i ’m just here
to throw picks

hurricane irma destroys
’<number> ’ of french part
of caribbean island st martin
: official <url>

Not Informative

Not Informative

Informative

Image Label
Image

modalities will enhance each other if their labels agree, it is also of interest to study if they can help each other
when the labels don’t agree.
Thus, in this paper, we propose a multimodel approach for tweet classification, which makes use of both text and
image information in a tweet, when both are available. We evaluate the multimodel approach under two different
scenarios. In the first scenario, we only use tweets with matching text and image labels to understand if combining
the two modalities results in better classification performance. In the second scenario, we use not only tweets with
matching text and image labels, but also tweets with different text and image labels. Here, the goal is to see if one
modality helps the classification with respect to the other modality despite potential label mismatches betweet the
two modalities. In addition to understanding the benefits achieved when combining two modalities, we also aim to
understand if one modality is more predictive than the other.
The rest of this paper is organized as follows: We describe the proposed model in the “APPROACH” section.
We discuss the related work in “RELATED WORK”. Experimental results are presented and discussed in the
“EXPERIMENTAL RESULTS” section. Finally, we conclude the paper in the “CONCLUSIONS” section.
RELATED WORK

Lots of studies focused on supervised learning on tweet texts and images. Chowdhury et al. (2013) and Stowe et al.
(2016) proposed classification models for disaster related tweet classification with traditional machine learning
algorithms. Neppalli et al. (2018) and H. Li et al. (2018) proposed the use of deep learning models to conduct text
classification. Neppalli et al. (2018) also compared the performance between traditional Naive Bayes models and
deep learning models, while H. Li et al. (2018) compared different word embeddings. There are also some studies
focused on disaster image analysis. Yang et al. (2011) proposed a hierarchical image classification approach to
enhance situational awareness. Barnes et al. (2007) and Vetrivel et al. (2016) analyzed satellite images to identify
blocked routes and potential rescue targets. They also analyzed satellite disaster images to assess disaster damage.
An image classification model has been proposed by Nguyen et al. (2017), which applied the deep Convolutional
Neural Network model on disaster images.
Hu and Flaxman (2018) proposed an multimodal approach to predict emotion word tags for posts made by Tumblr
users. Our model is similar with their model but applied on disaster-related tweets. A multimodal approach has
been published by Mouzannar et al. (2018) . They trained a CNN model for text and another CNN model for images,
and then took the average of the output to generate the final classification decision. At a high level, our proposed
approach is similar to the approach in Mouzannar et al. (2018). However, we use different base models for text
and images, respectively, and an improved way of combining the predictions, in addition to the average of the
predictions. Nalluru et al. (2019) proposed a multimodal model which extracts embeddings for text and images and
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Not Informative

RNN
GRU

GRU

california is

GRU

GRU

GRU

legit

on

fire

Informative

Not Informative
Informative
Pc

CNN

(c) multi-model (Independent).
Concatenate

Convolutional Layers
Fully-Connected Layers

Not Informative

RNN

Or

0.30
0.70

Informative

(b) CNN alone model.

Average

0.32
0.68

(a) RNN alone model.
CNN

Pr

RNN

Oc

Fully-Connected
Layer

Not Informative
Informative

CNN

(d) multi-model (Concatenate).

Figure 1. Architecture of proposed model

then applies the lightGBM model, which is an implementation of fast gradient boosting on decision tree (Ke et al.
2017). Compared to this work, we use different embedding extraction methods and apply a fully-connected layer
for classification ( instead of the lightGBM model), as this approach is widely used in deep learning. Agarwal
et al. (2020) proposed a novel end-to-end multimodal framework. Their framework addresses three classification
tasks: tweet informativeness, infrastructure damage and damage severity. They combine cues extracted from text
and image modalities, and merge them using the attention mechanism. All of the abovementioned works are used
for tweets with matching text and image labels, but do not consider the the scenario where the labels of the text
and images may disagree. Our proposed approach can handle both scenarios and can be used on real Twitter data,
where one does not know if the text and image labels match prior to classification but can perform classification of
the tweet text and images using multimodal models.
APPROACH

In this section, we introduce some notations and elaborate the details of our approach. Suppose a tweet 8 consists of
both text and image. We denote the tweet text by )8 , while the corresponding label of the text is denoted by HC8 .
Similarly, we denote the tweet image by 8 , while the label of the image is denoted by H8 8 . In our study, the labels of
both text and images can take values informative or non-informative. For a tweet 8 which contains both text and an
image, the text label HC 8 and the image label H88 can be the same or different, as can be seen in the examples in Table
1. Therefore, the label of a tweet containing both text and an image can be assigned based on the original text labels,
or based on the original image labels, unless the text and image have identical labels.
Regardless of the way tweet labels are assigned, a multi-modal labeled tweet instance is denoted by {)8 , 8 }, H 8 for
8 = 1, · · · , =. Given a set of such multi-modal labeled tweet instances, the goal is to learn a model that uses both the
text )8 and image 8 to predict the label H 8 . The architecture of our model is shown in Figure 1. As can be seen, the
model contains two distinct modules: a recurrent neural network (RNN) for processing the text and a convolutional
neural network (CNN) for processing the image. Next, we describe the text model RNN, which predicts label H 8
using )8 , and the image model CNN, which predict label H 8 using 8 . Then, we describe how we combine the two
models into a multi-modal model which predicts label H 8 using both modalities of the tweet, {)8 , 8 }.
RNN

Recurrent Neural Networks (RNNs) have been used extensively in text classification (Liu et al. 2016). An RNN
learns sequential patterns by learning information from previous word together with information from the current
word. There are many variants of RNN networks. In this study, we use Gated Recurrent Unit (GRU) networks
(Cho et al. 2014). The advantage of a GRU is that it can help capture long-term dependencies, while maintaining a
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relatively simple architecture. The text )8 consists of a sequence of words {F 1 , ...F 9 }, where 9 is the length of the
text. As shown in Figure 1 (a), the information of each word (current GRU unit/state) will feed-forward to the next
GRU unit. Formally, 68 = ⌧ '* (F 8 , 68 1 ). The output H of the network will be generated by the last word and the
last GRU unit output. Ĥ = ⌧ '* (F 9 , 6 9 ). The model output is the prediction class: informative or non-informative.
CNN

Convolutional Neural Networks (CNNs) have been widely used in image classification. They learn spatial patterns
in an image by extracting information from the surrounding area of each point through the means of a filter. As
shown in Figure 1 (b), a CNN contains convolutional layers and fully-connected layers. The convolutional layer uses
a sliding window on the image matrix to “walk” a filter through each image point. The filter identifies predictive
information that may be repeated at different points in the image. A convolutional layer is usually followed by
a pooling layer, which selects important information by taking the max or average in a window. After several
convolutional layers, several fully-connected layers are used to produce final classification decisions. There are
several CNN model architectures published. We used AlexNet (Krizhevsky et al. 2012) because it is relatively
simple and efficient architecture. However, the CNN component of the model can potentially be improved by
utilizing a deeper and more effective CNN architecture.
Multi-Modal Model

A multi-modal model is obtained by combining models corresponding to different modalities into one global model.
In this paper, we combined the RNN and CNN models into one global model. As described above, the RNN
component consumes text and the CNN component consumes images. The combined model will output one label.
There are two ways in which we combine the RNN text and the CNN image models.
Train Text and Image Models Independently, and Average Predictions

The first way of combining the text and image models is to train the RNN and CNN models independently and then
take the average of their prediction probabilities to get the final output of the network, as shown in Figure 1 (c).
%A = '# # ()8 )
%2 = ⇠# # ( 8 )

Hˆ8 = 0E4A064(%A, %2)
where %A/%2 represent the output probabilities from RNN/CNN. This idea is very straightforward and several works
have already evaluated it in disaster management Agarwal et al. 2020. One disadvantage of this model is that it is
hard to find tweets where the text and image labels match. Given that the two models are trained independently, their
predictions cannot be combined for tweets where the text and image have different labels. Another disadvantage is
that the AUC for this model will generally be lower than the best result because of the averaging operator.
Concatenate the Text and Image Representations and Co-train the Corresponding Models

Another way to combine the RNN and CNN models is to concatenate the outputs of their last layers, as shown in
Figure 1 (d), and feed the combined representation to a fully connected layer, which makes the final prediction.
$A = '# # ()8 ); $2 = ⇠# # ( 8 )
Ĥ = 5 2(2>=20C ($A, $2)) = '4!D(, ⇤ 2>=20C ($A, $2) + 1)

where $A/$2 represent the last layers of the RNN/CNN models, respectively, and 5 2 is the fully-connected layer.
, and 1 are the parameters in the fully-connected layer. The activation function is the ReLu function, where
5 (G) = <0G(0, G). Fully-connected layers are widely used in neural networks, especially to connect the final
representation/embedding layer to the classification layer. In this model, we extract representations from tweet
text and image in the 2>=20C ($A, $2), and predict the label Ĥ using the fully-connected layer. In this case, the two
models will be co-trained together. The advantage of this way of combining the RNN and CNN is that the model
will learn useful linking information automatically. If the image is not helpful to the text classification, this will also
be presumably captured by the model. Thus, it is expected that the performance with respect to the base models will
not be degraded.
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Table 2. Statistics of the the dataset CrisisMMD

D0
D1
D2
D3
D4
D5
D6

Before filtering. Original text labels.
Not
Dataset
Informative
Informative
California Fire
345
1245
Hurricane Harvey
1105
3334
Hurricane Irma
957
3564
Hurricane Maria
1714
2844
Iraq Iran Earthquake
104
493
Mexico Earthquake
350
1030
Srilanka Floods
655
367

Total
1590
4439
4521
4558
597
1380
1022

D0
D1
D2
D3
D4
D5
D6

After filtering. Matched labels.
Not
Dataset
Informative
Informative
California Fire
282
923
Hurricane Harvey
906
2262
Hurricane Irma
767
2032
Hurricane Maria
1295
1813
Iraq Iran Earthquake
102
398
Mexico Earthquake
315
806
Srilanka Floods
632
229

Total
1205
3168
2799
3108
500
1121
861

Table 3. Hurricane Irma text/image distribution

txt/image
informative
non-informative

informative
2032
190

non-informative
1532
767

EXPERIMENTAL RESULTS
Dataset

The dataset we used in this study is the CrisisMMD dataset that was published by Alam, Ofli, et al. (2018). The
dataset contains tweets crawled during seven disaster events. For each tweet, the text and image of the tweet were
labeled as informative/non-informative. The labels for text and image might be different. We show the text label
distribution in Table 2 left panel, and the label distribution for text labels matched with image labels in Table 2
right panel. As an be seen, the disaster related tweet datasets are quiet unbalanced in terms of informative and not
informative instances.
We also show the text/image label distribution in Table 3. We use the Hurricane Irma dataset as an example. The
other datasets also show similar patterns. As can be seen in Table 3, if the image is informative, 90% (2032 out of
2222) of text is also informative; if the image is not informative, about 33% of text is not informative. This suggests
that if the image is informative, the text is usually informative; if the image is not informative, the text might be
informative or not.
Experimental Setup

Our multi-modal model aims to improve performance by learning from text and image together, so that the model
will only output one decision for a text/image pair. We evaluate two scenarios in this study. The scenarios differs in
how we filter the dataset and select labels for a text-image pair.
• In the first scenario, we filter out the tweets for which the corresponding text and image labels do not match.
The data will be {)8 , 8 }, H 8 where 8 = 1, ..., = 0 and = 0 < =. The multi-model will predict the matched label H 8
from {)8 , 8 }. We compare three results for this scenario: (1) Text only model with data )8 , H 8 ; (2) Image only
model with data 8 , H 8 ; (3) multi-modal model with data {)8 , 8 }, H 8 .
• In the second scenario, we predict text label using both text and image information, and image label using both
text and image information. The text label data will be {)8 , 8 }, HC 8 where 8 = 1, ..., =, while the image label
data will be {)8 , 8 }, H8 8 where 8 = 1, ..., =. This scenario is more realistic, as in practice we don’t know the
text/image label in advance (i.e., we can’t tell if they match or not), and thus we cannot filter out unmatched
label tweets. We compare two results for this scenario for text labels: (1) Text only model; (2) multi-modal
models. Similarly, we compare two results for image labels: (1) Image only model; (2) multi-modal models.
While predicting text or image labels, the multi-model will learn some useful information from the other
modality to complement the modality whose labels are predicted.
We evaluate the performance for the proposed model on the seven datasets from CrisisMMD. Each dataset is
randomly split into training (70%) and testing (30%) set. To avoid splitting bias, we run each experiment three times
on each dataset and average the results over the three runs. We use Hurricane Maria to select hyper-parameters, given
that this dataset is larger than others. Specifically, we split Hurricane Maria into training (50%) and development
(20%) subsets and select hyper-parameters based on the development subset. Specifically, we use Adam Optimizer
with learning rate as 0.001. To avoid over-fitting, we train each RNN model for at 10 epochs and each CNN model
for 30 epochs.
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Table 4. Experimental results for the first scenario (image/text matched label results). D0: california wildfires D1:
hurricane harvey D2: hurricane irma D3: hurricane maria D4: iraq iran earthquake D5: mexico earthquake D6:
srilanka floods

Text only (RNN)
Image only (CNN)

Multimodal (RNN+ CNN)
(independent+average)
Multimodal (RNN+CNN)
(concat+co-train)

Acc
AUC
F1
Acc
AUC
F1
Acc
AUC
F1
Acc
AUC
F1

D0
75.15
71.51
60.45
76.68
68.72
75.03
78.50
71.93
76.04
75.45
71.49
73.20

D1
79.86
83.47
73.96
76.60
77.93
75.40
79.32
84.22
78.17
79.78
84.29
79.20

D2
78.70
81.38
70.92
78.65
62.41
71.54
74.98
75.53
72.26
79.91
81.36
79.07

D3
76.20
84.33
74.81
66.75
69.46
66.41
74.23
82.37
73.89
76.67
83.64
76.59

D4
74.25
66.65
55.63
74.80
70.53
73.18
76.15
70.25
71.89
75.06
71.64
74.13

D5
72.73
72.90
64.57
74.19
69.03
71.57
76.27
79.38
73.27
73.62
76.71
72.92

D6
90.67
92.21
87.68
80.48
85.55
80.27
84.60
86.04
83.90
91.59
96.50
91.85

Avg
78.22
78.92
69.71
75.45
71.95
73.34
77.72
78.53
75.63
78.87
80.80
78.13

Evaluation Metric

We use several standard evaluation metrics as defined below.
Accuracy

The accuracy represents the number of correctly predicted instances divided by the total number of samples:
’
22DA02H =
Ĥ8 =H8 /=
8

where I is the indicator function, Ĥ8 =H8 = 1 if Hˆ8 = H 8 ; Ĥ8 =H8 = 0 otherwise, and = is the sample size. The
disadvantage of this metric is that it cannot capture well the performance on unbalanced data. If the model classifies
all samples into one class, the accuracy is still high but the model actually does not have good prediction ability.
AUC

We also use AUC (Area Under The Curve) to measure the model’s classification performance. As the name suggests,
AUC is the area under a curve, specifically the curve which plots TPR vs. FPR at all possible thresholds, where
True Positive Rate (TPR) is
)%
) %' =
)% + #
and False Positve Rate (FPR) is
%
%' =
.
% + )#
This is a measure which balances the True Positives (TP), True Negatives (TN), False Positives (FP) and False
Negatives (FN), and better captures the performance for unbalanced data.
F1 Score

F1 Score is another measure which balances the precision and recall. In disaster management, the dataset is
generally unbalanced. This might be a better measure than Accuracy to make the comparison.
Experimental Results

The experimental results for the first scenario are shown in Table 4. We compare the results for text alone, image
alone and two types of multi-modal models. These results are performed on the matched label tweets for which the
statistics are shown in Table 2, right panel. Because the datasets are unbalanced, we focus our discussion on the
AUC and F1 scores. As can be seen, the RNN alone network has better AUC than the CNN alone network, while
the CNN alone network has better F1-score. However, the combination of the two networks has better performance
overall. As can be seen, the average performance of the multimodal model over all experiments/datasets has better
results than both the CNN model and RNN model. This shows that the combination of text and image information
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Table 5. Text label results. D0: california wildfires D1: hurricane harvey D2: hurricane irma D3: hurricane
maria D4: iraq iran earthquake D5: mexico earthquake D6: srilanka floods

Text only (RNN)

Multimodal (RNN+ CNN)
(independent+average)
Multimodal (RNN+ CNN)
(concatenate+co-train)

Acc
AUC
F1
Acc
AUC
F1
Acc
AUC
F1

D0
75.90
66.08
57.82
77.62
67.35
74.29
73.65
68.59
71.45

D1
79.17
77.60
68.33
76.34
71.65
73.48
77.86
77.79
76.42

D2
78.81
73.60
62.19
76.15
63.49
72.61
79.69
73.90
77.18

D3
70.41
75.74
66.83
67.11
69.47
65.05
71.56
76.81
70.72

D4
76.23
70.47
55.64
81.11
67.98
77.04
80.89
72.28
79.57

D5
74.90
71.17
65.23
74.91
73.11
71.47
75.35
72.95
74.77

D6
89.84
96.07
90.19
78.26
83.47
78.44
89.86
95.99
89.97

Avg
77.89
75.82
66.60
75.93
70.93
73.20
78.41
76.90
77.15

Table 6. Image label results. D0: california wildfires D1: hurricane harvey D2: hurricane irma D3: hurricane
maria D4: iraq iran earthquake D5: mexico earthquake D6: srilanka floods

Image only (CNN)

Multimodal (RNN+ CNN)
(independent+average)
Multimodal (RNN+ CNN)
(concatenate+co-train)

Acc
AUC
F1
Acc
AUC
F1
Acc
AUC
F1

D0
76.68
68.72
75.03
77.13
67.41
73.92
75.11
70.11
74.09

D1
76.83
70.79
73.14
77.08
71.96
73.15
78.42
77.92
77.68

D2
78.65
62.41
71.54
77.74
65.30
73.75
80.38
72.24
78.38

D3
64.33
65.11
60.18
65.58
66.40
62.28
71.42
77.35
69.63

D4
83.33
76.30
80.43
81.33
70.13
75.25
80.00
72.28
78.01

D5
74.19
69.03
71.57
75.81
72.31
72.00
73.39
75.32
73.34

D6
81.20
85.47
80.93
78.40
84.76
78.27
92.00
96.09
92.06

Avg
76.46
71.72
73.26
76.15
71.18
72.66
78.67
77.33
77.60

leads to better classification labels. The concatenation+co-training multimodal model gives the best results overall.
By looking at specific datasets, we can see that the multimodal model has better results for hurricane disasters (D1,
D2, D3), as compared to the results for the fire disaster (D0). The reason for better performance might be the fact
that the hurricane datasets are larger and enable better learning of the models. Based on the results in Table 4, we
can conclude that the proposed multimodal model can improve the classification performance for the matched label
scenario. However, this scenario is not very useful from a practical point of view, as we don’t know if the text and
image labels will match when we try to use this model for an ongoing disaster.
The experimental results for the second scenario are shown in Table 5 and Table 6 for text labels and image labels,
respectively. As can be seen in Table 5, for text labels, the average multimodal model has better overall F1-score
than the RNN alone model. However, the AUC for the average multimodal model is overall worse than that of
the RNN alone model. The concatenation+co-train multimodal model has AUC performance better than that of
the RNN alone model, and has much better performance in terms of the F1 Score. The concatenation+co-train
multimodal model also has better performance than the average multimodal model overall. Considering specific
datasets, the multimodal model has better performance on hurriane datasets, earthquake datasets and comparable
results on flood datasets. As in the first scenario, this shows that our proposed model benefits from larger datasets.
Based on these results, our conclusion is that the multimodal model (based on concatenation+co-training) has better
performance than the text only model. Thus, we suggest to use the multimodal model when predicting the labels of
tweet texts.
Similar patterns can be seen in Table 6 for image labels. When using text to supplement image information, the results
are comparable between the image only model and the average multi-modal model. The concatenation+co-train
multimodal model has better performance overall. Similar individual pattern can be seen here. The multimodal
model benefits most from the larger hurricane datasets. The results suggests that text can also help the prediction of
image. Therefore, the concatenation+co-train multimodal model can be used in image classification.
We also show some text prediction examples in Table 7 to get insights into how the multimodal model helps. In the
first two examples, the text is informative but the RNN model misclassifies it as not-informative. The corresponding
images show a damaged church, and a hurricane, respectively, and help the multimodal model assign the correct
labels. The text in the third example is somewhat confusing cannot be used to predict the tweet as not informative.
However, the corresponding image is clearly not informative with respect to a disaster and helps the multimodal
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Table 7. Text Classification Examples: the multimodal model helps improve the classification

Text Label
Text

Image Label

Informative

Informative

Not Informative

Baptist church damaged by
#harvey can’t use sanctuary

A piece of a #Harvey rain Hurricane Harvey Relief Supband drifts north through Bre- ply Drive...and efforts toton Sound
wards IRMA

Informative

Informative

Not Informative

Not Informative

Not Informative

Informative

Informative

Informative

Not Informative

Image

RNN prediction
Multimodal prediction

model correctly classify the tweet. These examples support our conclusion that the information from an image can
help the prediction of text labels.
CONCLUSIONS

In this paper, we proposes a multi-modal model which combines text and image information through the means
of RNN and CNN models. We evaluate different scenarios and identify a scenario where it is useful to use the
multi-modal model as opposed to specific modality models. Specifically, we show that our proposed multimodal
model can be used to improve the text classification by adding the image information and improve the image
classification by adding the text information. The future work for this study will be focused on explore different
text/image classification models to improve the multi-modal model architecture. We will evaluate our approach
on disaster-specific data (e.g., learn a model for hurricanes, another model for earthquakes, etc.) and also on
cross-disaster data (e.g., learn a model on hurricanes and use it on a new type of disaster), so that we can get more
insights into the model performance. We will also evaluate our proposed models on other datasets, including
multi-class datasets for predicting situational awareness categories.
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ABSTRACT

Emergency is a threatening condition that requires urgent action, an effective response and within an emergency
scenario there may be risks for responders, as well as for those affected. Response time is crucial for affected
individuals and environments to be addressed on their needs. In this context, the goal of this work is to support
the agents involved in the emergency response, through an application-supported collaborative solution using
drones. This solution aims to collect information from the worked emergency scenario, so that, through the
collaboration of specialists, there is a greater support for the decision-making made by the responsible agents
within this scenario, causing it to occur in a shorter time, thus speeding up the response to the emergency. In this
work, the aim was to validate with experts from the Rio de Janeiro Firefighters, who already work with drones,
by evaluating the utility of the solution in real scenarios.
Keywords

Emergency, Information System, Collaborative Systems, Decision-making Drones.
INTRODUCTION

The society can undoubtedly be considered as a living complex system and from an organizational perspective
are born in a certain place and have their own structural dynamics, where is possible to distinguish two
independent structures: the organization itself and its environment (Maturana and Varela, 1987). The authors
emphasize that the modifications are triggered by the disturbing agent but determined by the structure of the
disturbed system. Consequently, the environment and the organization in observation act as mutual sources of
disturbances and trigger mutual changes of state. However, the routine of human life may lead us to believe that
nothing other than usual will happen. Surprisingly, this apparent normality may suddenly change with one or
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more traumatic events. These events give rise to dramatic situations capable of transforming the previous state
of harmony into a troubled environment, where scenarios of disorder and chaos are presented. This dramatic and
potentially traumatic environmental transformation introduces the concept of emergency. An emergency or
crisis is a threat condition that requires urgent action1.
According to França et al. (2017), in a world where information is completely spread by the world wide web, we
can know very fast, in a general way, about emergency situations that happen on the other side of the world.
Every situation like this has a great impact on society, so there is a need to interpret the signals that are
generated and happen imperceptibly. In this way, the response teams, in emergency situations, should be able to
act immediately and effectively immediately after being called. Response time, therefore, is critical for
controlling the adverse situation (Klein et al., 1993). However, response actions can become confusing due to
the lack of reliable and integrated information about the emergency scenario. Thus, the coordination of actions
loses efficiency as the lack of information and its fragmentation contribute to the inefficient allocation of the
resources involved. Complementarily, Vivacqua and Borges (2012) state that there is often a lack of information
regarding the region around an emergency; The lack of aerial vision of the site and its surroundings brings
limitations to the agents responsible for the response.
Often the scenario encountered in these situations presents several risk factors, both for the team responsible for
the response and for people who need some support in this environment. In addition, response times associated
with effective actions are vitally important in reducing or even eliminating existing risks.
In this scenario, the opportunity to apply a solution involving drones was envisioned, aiming to support decision
making in emergency environments by obtaining and communicating useful information to the response teams.
Drones, also known as unmanned aerial vehicles (UAVs), are machines that are gaining popularity and are
currently widely used. They can be standalone, remotely controlled or equipped with cameras; allowing realtime recording and viewing.
Until recent years, UAVs use was directly associated with military use, particularly armed attacks (Klein et al.,
1993). However, researchers, enthusiasts and other users has contributed to the use of this equipment exceeding
military employment and that’s why a regulatory need to be discuss (Gilman, 2014; Kerasidou et al., 2015).
This research aims to support the decision-making process. The focus is on assisting emergency response teams
through a collaborative solution supported by an application and a drone. This solution aims to collect
information from a given emergency scenario, so that, through the collaboration of specialists, decision-making
is optimized, leading to faster decision making, thus speeding up emergency response. Therefore, the main
objective of this paper is to propose a collaborative technological solution that supports decision making in
response to emergency situations, by obtaining and providing more information about the scenario.
This paper is structured into five sections. Section two presents the backgrounds related to emergency, disasters
and crisis, besides emergency management and drones. Section three provides information about research
design and methodology. Section four presents and discusses the results achieved and to finish this paper the
authors discourse about the conclusions.
BACKGROUND
Emergency, Disaster and Crisis

Lindell et al. (2007) report that the concept of emergency concerns harmful events of low intensity; those that
cause a limited amount of damage to property or individuals. The response to these events, given their small
scale, is the responsibility of the fire department, police department or medical institution. The term emergence
may also refer to the imminence of the occurrence of a particular harmful event; such as the forecast of a
hurricane in the next 48 hours. The urgency of this situation calls for swift and timely action. Generally, an
emergency is an unexpected event that threatens people, communities, property or business continuity.
Emergency therefore requires immediate action, efforts and resources to minimize or even nullify adverse
consequences.
The concept of disaster is associated with sudden and severe natural disasters such as droughts, forest fires,
earthquakes, hurricanes, windstorms or volcanic eruptions that end up causing damage and harm to the
environment, individuals and property. But the definition of disaster involves much more than the mere
1

https://www.unisdr.org/we/inform/terminology
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occurrence of these events and is the result of a phenomenon, which may be natural, caused by man or arising
from the relationship between them. The phenomenon itself is called an adverse event, and this is the cause of
the disaster. Disaster can also be understood as a sudden or progressive natural or man-made event that severely
affects the community, manifesting the total or partial disruption or destruction of the social system or
livelihoods. As a result, the disaster imposes an allocation of resources beyond the normal scope of a jurisdiction
or segment of government to address it through exceptional measures or to restore normality of that community
(Lindell et al., 2007).
Responding to a disaster or emergency is enhanced by the actions envisaged in the preparation phase. Relief
actions are performed during the response and, finally, the reconstruction phase begins. During the
reconstruction, lessons learned feedback the prevention actions envisaged in the preparation phase with the aim
of refining these preventive measures. Figure 1 presents the life cycle of an emergency or disaster (Gilman,
2014).

Figure 1. Life Cycle of an Emergency / Disaster - Source: Adaptation of (Gilman, 2014)

Prevention is the first phase and covers actions aimed at preventing disasters or reducing the impact of the
consequences. Preparedness is the second phase of disaster management, that includes actions to increase the
responsiveness of individuals and organizations so that they can act more effectively. The answer is the third
phase in emergency and disaster management. It covers the set of actions taken to help and assist the affected
parts (people, animals, environment, properties, etc.), reducing damage and losses, to ensure the functioning of
the main systems that make up the community infrastructure. Vivacqua and Borges (2012) state that this is the
most complex and the most studied phase of all. These authors also report that this phase presents as
characteristics unpredictability, high speed of events, high number of people involved, little time for decision
making, unavailability of resources, uncertainty about the situation and stress on those involved. Reconstruction
is the fourth and final phase and encompasses actions for the recovery of the affected parts; such as rebuilding a
community, allowing the restoration of the normal state.
Emergency Management

Over time, individuals and communities have always tried to find a way to deal with disasters. However,
organized and systematic attempts at disaster management are relatively recent. As such, the range of situations
that could involve emergency management or the emergency management system is extensive. This reinforces
the premise that emergency management is a complex and fundamental process for the safety of everyone's
daily life and should make up daily decisions and not just critical moments (Haddow et al., 2017).
Emergency management encompasses the entire planning and intervention process aimed at minimizing the
impact caused by extreme events, as well as the implementation of response and recovery actions to mitigate the
social, economic and environmental consequences that impact the community. It is a multidisciplinary,
progressive process, both reactive and preventive in nature. It covers several areas of knowledge such as risk
management, leadership and collaboration (Haddow et al., 2017; Gilman, 2014).
Vivacqua and Borges (2012) affirm the existence of four factors that underline the importance of emergency
management: (i) public awareness of risks, emergencies and disasters has increased as the cost of disasters has
increased dramatically in recent years; (ii) companies understand that disasters can disrupt their operations and
even cause bankruptcy; (iii) there is rapid population growth in high risk areas. This increases the potential for
damage caused by a potential disaster; (iv) emergency management is increasingly requiring specialized
training. In fact, to respond quickly to complex incidents, managers must make coordination decisions in a short
time; which leads to restrictions on the ability to analyze issues related to the coordination (Chen et al., 2008).
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Drones

Drone, also called UAV - Unmanned Aerial Vehicle, is a globally recognized English term for a remotely
controlled unmanned aircraft. It can be used, for example, for surveillance, delivery or for leisure. This generic
term may refer to various vehicles, such as airplanes, helicopters, multi-rotors or any other type of vehicle
capable of flying and meeting the above characteristics. The drone may be of various sizes and its ability to fly
autonomously may vary, as it can be completely autonomous or may it depend on human interaction during a
flight (Gilman, 2014).
Indeed, aerial imaging technology associated with coordinated autonomous flight can quickly reshape disaster
response capabilities. Drones are already used around the world in disaster response, such as earthquakes,
hurricanes, landslides, floods and are involved in other stages of the emergency life cycle. This equipment is
much more used in the trauma response phase than in other emergency phases; however, it is observed that they
are still underused. There are many possibilities of applications, among them, in the emergency context, it is
relevant to mention: (i) recognition and mapping; (ii) structural integrity analysis; (iii) temporary delivery of
groceries and parts of infrastructure; (iv) detection and fire extinguishing; (v) fire response in high-rise
buildings; (vi) chemical, biological, radiological, nuclear or explosive events; (vii) search and rescue operations
and (viii) risk assessments and logistic support (Chen et al., 2008).
In fact, this equipment is very versatile and offers benefits yet to be explored, among them it is worth
mentioning: (i) reduction of exposure of risk response agents; (ii) increased effectiveness of response agents;
(iii) clear vision at low altitudes difficult to achieve by manned aircraft; (iv) portability and few requirements to
put them into action and (v) great value for money (Chowdhury et al., 2017; Lee et al., 2016; Amukele et al.,
2015; Lally et al., 2019).
RESEARCH DESIGN AND METHODOLOGY

Time is a precious variable in emergency management. However, decision makers need reliable information
about the current event to direct efforts. Eventually, in order to support the emergency response, it is necessary
to call in specialists from specific areas, such as those who have knowledge of fire, liquid or gas leaks,
radioactive leaks, among others. In this context, when there is the possibility of aerial visualization of the
scenario, as in some cases of fires, landslides or floods, it is possible to be much more assertive in decision
making.
Generally, it is recommended that data captured at the emergency scene go through an analysis process. In the
event of aerial image capture, these should be forwarded to specialists; which may, in the course of the analysis,
make relevant observations and notes about the situation, and then be directed to the decision makers. Currently,
several computational technologies have been used to support the decision making process, such as: (i) capture
tools; (ii) image processing tools (2D / 3D mapping for example) and (iii) collaborative tools that can handle
photos, text and files, instant messengers, email applications and cloud file storage services (remote server).
The present work presents a solution implemented by an application that, when fed with aerial images of the
emergency scene, allows: (i) to make the content available on the web; (ii) share the content; (iii) display the
images in an organized manner; (iv) insert graphic markings on images; (v) view and edit comments; (vi)
display map content and (vii) has responsive design (desktop and mobile). This solution seeks to support agents
involved in emergency response as well as decision makers through the availability of images, analyzed by
experts.
The Solution

The proposed solution involves three modules, one responsible for capturing images via drone, another that
allows images to be made available in the cloud, both available on the market, and a third module that has been
developed. This latter is a web system, the central theme of this work, which makes it possible to view and
collaboratively edit the captured images through a browser. Considering an emergency scenario, this paper
proposes that agents involved can act according to the following steps and illustrated by Figure 2.
1) A qualified agent takes off a drone near the emergency location;
2) The agent commands the drone to flight over the emergency location;
3) After finding scenes of interest, the agent remotely triggers the capture of photos by the drone’s camera;
4) The agent downloads the captured images to his mobile phone through the application;
5) The downloaded images are recognized by a second application present on the pilot's phone. This app
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starts the process of uploading images to a folder located on the cloud;
6) The images are available on a cloud storage service;
7) Experts and other contributors will be users of a third application, available on the web, which displays the
content previously captured that are located on the cloud;
8) Users view the images obtained and their locations; use the app's features to edit images (inserting and / or
changing comments) to aggregate information to support decision making;
9) Users view changes made by other collaborating agents and can make new considerations and edits to
images;
10) Decision makers access the platform and refer to the original and edited content to support decision
making regarding subsequent actions.

Figure 2. Solution Overview

In this solution, the camera attached to the drone is the source of the images, which serve as the central element
in the solution. The Figure 3 represents the flow made by an image. The application allows visualization,
collaborative interaction and also provides full support for images taken by other means such as smartphone
cameras, satellite images, drawings, among others. However, in this paper we emphasize only drone images.

Figure 3. Image capture and treatment flow

Using this solution in an emergency scenario requires a drone, a drone-compatible smartphone with internet
access and web-connected devices to use the third module.
The solution is designed to be captured by a DJI drone, along with an Android smartphone, although it is easy to
find ways to use an iOS device and other drones with similar functionalities. The cloud service of choosing is
Google Drive, along with the consumption of Google APIs by the web application so it will be possible to
upload or download from the cloud. The original pictures were uploaded as they were taken, with geographic
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coordinates and no comments, and were consumed by the web application. The latter has three main
components: Image Gallery, Image and comment Editor, and the Map. Through the application, which was
coded mainly in Javascript, PHP, HTML and CSS, it is possible to make visual editions to images with an opensource improved editor. The users can insert icons, shapes, texts, make drawings and do other basic editing
functionalities. It is also possible to insert and edit a separated comment which will be associated with the image
as it is saved on the description field available on Google Drive. Another important functionality, present on the
Map component, is the capacity to view images displayed on a map of the region, positioned by the
correspondent coordinates.
Methodology

In order to achieve the proposed objective, we initially performed a bibliographic survey to identify systematic
and technical characteristics related to the use of drones. This survey was extended to also cover emergency
management.
Next, the team defined the functional requirements for the application and carried out a survey to identify an
appropriate set of software to the defined requirements.
As a way to validate the usability of the application, after its development, the team designed a questionnaire to
capture the views of potential users regarding the usability of the application in emergency situations. At this
moment we detail an experiment to be carried out with professionals responsible for handling emergencies,
preferably belonging to the air operations group (AOG) belonging to the Rio de Janeiro State Military Fire
Department, more specifically at the Unmanned Aerial Vehicles Coordination.
As mentioned above, the validation was divided into two phases: (i) the controlled experiment and (ii)
evaluation through a questionnaire whose answers were treated qualitatively, because of the low number of
participants as they are an active Firefighting unit, where occurrences happen at any time.
All experts had continuous access to the web application to observe and collaborate by editing images of a set of
buildings simulating a fire. One of the captured images can be seen in Figure 4.

Figure 4. Aerial photograph captured for experiment

To carry out the experiment we proposed an emergency scenario, in which a hypothetical fire and building
collapse situation was created. Five specialists participated into this evaluation. They are firefighters, men and
around thirty years old, and fifty years old. They analyzed and edited the captured images while new scenery
information arrived via other means. In the proposed scenario, a response team (composed of 2 specialists in this
study) would initiate their action and transmit new information during the experiment. We used this new
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information to generate new analysis and editions.
RESULTS AND DISCUSSION

The Expert firefighters, who participated in the experiment, considered it very successful. All features available
by the solution were verified and it was noticed that the experiment generated an environment similar to a real
scenario. The Figure 5 shows two participants analyzing and editing received images.

Figure 5. The Experiment

We performed a qualitative analysis through the applied questionnaire and we received five responses. It is
worth mentioning the experience these participants have in the emergency response process; most of them with
20 or more years of experience in this area of knowledge. The software resources chosen to implement the
solution performed satisfactorily and the participants highlighted the importance of compatibility of software
resources used in solution with drones already used by the group. Another positive point was that good image
capture depends heavily on the pilot's technical knowledge, as well as the presence of suitable cameras for such
operations.
We received a very positive feedback from the Image Gallery component. It should be noted that the
participants reported difficulties in current operations; as they consume valuable time transmitting drone images
for viewing and analysis and the proposed solution met that need. The participants reported that the solution
streamlines the team's performance in the field and helps direct response actions. The Figure 6 shows an edited
image being presented in the gallery.
The following improvements have been suggested: (i) multiple drone support; (ii) organizing content in folders
and (iii) the implementation of an access control to the images.
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Figure 6. Edited image visualization in gallery

The Image and comment editing component satisfactorily met the proposed objective. It was evidenced because
this component allows the scenario creation quite adequately. In addition, the set composed by the image and
comments facilitates and improves substantially the understanding of what is happening in the scene of the
event; as well as the actions intended to be performed in this scenario. The Figure 7 presents the view of this
component.

Figure 7. Image and comment editor

The images seen on the Map, as shown in Figure 8, were also approved as field orientation and knowledge of
geographical coordinates are important data. This feature provides both a broader view of the emergency scene
and the resources view (such as the presence of water), near the region.
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Figure 8. Map showing captured images

The application integrates several important features, present today in other tools separately. This solution has
advantages over features currently used by the institution for similar purposes. In fact, the application facilitates
knowledge and management of resources available at the emergency region.
Overall, this solution presented a very satisfactory result and the experiment carried out proved its efficiency in
supporting decision making. In addition, an optimization in response time to emergencies would be possible,
according to the experts.
CONCLUSION AND FUTURE WORK

This paper presents a solution aimed at assisting both emergency management and emergency response. Despite
the possible usefulness of this solution in prevention, preparation and even reconstruction activities, this work
focused on the emergency response stage.
It is appropriate to highlight that this solution emphasizes collaborative work throughout the decision-making
process in an emergency scenario. The images obtained via drone are accessed by a team of experts; which can
edit them collaboratively by inserting useful information to the team responders at the scene of the emergency.
The participants of the experiment are firefighters with extensive experience in emergency response and the
questionnaire answered by these participants allowed a qualitative analysis. This analysis concluded that the
objective of the work was successfully achieved, the hypothesis was validated and there was a very satisfactory
return.
In summary, there is a great demand for tools that support the decision-making process in the emergency scene,
especially within the unit responsible for the use of drones. The results were very satisfactory and aroused the
interest of this unit in the continuity of the project; as well as making the solution available for immediate use.
Future work

As future work, the following suggestions were made:
•
•
•

Access control for captured and edited data, thus preventing leaks of content restricted to those
involved in the operation. Therefore, it will be necessary to develop a specific module for this purpose.
Optimize the organization of captured images by grouping them in function of its origin and versioning
of images allowing their tracking.
Treatment not only of images, but also of videos captured by the drone.
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Live streaming, where it will be important to have low latency and transmission delay, so a good
internet connection is essential.
Display of the geographic coordinates of the drone on the map.
Report new captured data via email or SMS using an active message trigger system for interested
parties.
Standalone flight support for 3D mapping, in conjunction with an application connected to the drone,
so that drone operation takes place autonomously, such that it is possible to form a 3D map after
processing the images.
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ABSTRACT

Unmanned aerial vehicles (UAV) provide multiple opportunities to first responders and disaster managers,
especially as they continue to improve in affordability as well as capabilities. This paper provides a brief review
of how UAV capabilities have been used in disaster management, examples of current use within disaster
management, as well as adoption considerations. Example disaster domains include fires, tornadoes, flooding,
building and dam collapses, crowd monitoring, search and rescue, and post disaster monitoring of critical
infrastructures. This review can increase awareness and issues when considering UAVs by those challenged with
the management of crisis and disaster events.
Keywords

Disaster Response, Emergency Management, Drone, Unmanned Aircraft System (UAS), Unmanned Aerial
Vehicle (UAV).
INTRODUCTION

A 1966 Welsh mining tragedy claimed 144 lives, mostly children, when a man-made mountain of liquefied coal
waste moved at great speed in a “30-foot-tall tsunami of sludge” entombing the village’s Junior School (Solly,
2019, para. 11). Although UAVs did not then exist, their use might have anticipated a similar 2015 mining dam
collapse in Brazil’s town of Mariana, and again in Brazil’s 2019 dam collapse in Brumadinho. The police report
of the Mariana disaster stated that the mine’s emergency plan to warn nearby villagers was insufficient (Gallas,
2016). UAVs could have possibly saved lives by detecting a pending collapse or triggering early warning systems.
UAVs have since been used to detect potential problems, such as structural building stability following Hurricane
Katrina, and early intervention, such as forest fire and drowning victims (Karsten & West, 2018; Lopez-Fuentes,
van de Weier, Gonźalez-Hidalgo, Skinnemoen, & Bagdanov, 2018; Murphy, 2015; Ramirez-Serrano, 2018).
Monitoring for possible dam reinforcement to reduce the risk of collapse represents one opportunity for UAV
aerial surveillance. Mine “tailings, or dams made from mining residue, are some of the largest engineered
structures on earth. The tailings must be monitored constantly for structural stability, as they are vulnerable to
excess water and seismic activity (Owen, Kemp, Lèbre, Svobodova, & Pérez Murillo, 2019).
This paper discusses the role of hazard modes in disaster management, describing UAVs and issues in applying
them, providing cases of successful UAV use in disaster management, and presenting criteria for UAV adoption.
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HAZARD MODES IN DISASTER MANAGEMENT

Disaster Management encompasses the organization and management of resources and responsibilities for the
humanitarian aspects of emergencies, as well as response and recovery, to lessen the impact of disasters (IFRC,
2020). In this paper the words disaster and crisis are used interchangeably.
All disasters stem from hazards, but effective risk management could control hazards to prevent a disaster. Further,
hazards can be ranked into dormant, armed, and active modes (Glantz & Ritter, 2017; MacCollum, 2007),
increasing in order from 0% to 100% probability of occurrence.
Risk management is primarily proactive by creating plans and interventions primarily for dormant hazards. Risk
management also plans the disaster management response to active (i.e., occurring) hazards, including duties and
tools for the disaster management teams (Glantz & Ritter, 2017).
The management of disasters enhances reactive response and is coordinated into three stages: (a) Pre-disaster
planning and preparedness, (b) Ongoing disaster response and management, and (c) Post-disaster recovery (IFRC,
2020).
In the first stage, or pre-disaster planning, identification of threats or hazards is important along with the other
risk management activities that identify and rank possible hazards. Thorough and proper identification of threats
becomes a critical precursor in response planning to lower known risk likelihood and/or impact. UAVs can provide
additional insight and alternative perspectives in this stage to identify threats and vulnerabilities. In the second
stage, creating and preparing for ongoing disaster response and management is also important, including
identification of tools, such as UAVs for surveillance and early warning. UAVs can also be used in the third stage
to help build capacity to deal with future disasters.
Note that disasters stem from natural sources, such as earthquakes and tornados, or man-made sources, which may
be intentional (e.g., armed conflict, sabotage), or unintentional (e.g., operator error, system or technological
failure). The mining waste dams described in the introduction are of the more complex variety in that they
represent the intersection of hazards from natural and man-made origins (Glantz & Ritter, 2017).
Ideally, risk management interventions will control known hazards and prevent escalation. However, a disaster
may still arise from a hazard event that was (a) Unexpected, and thus lacking a planned response treatment or (b)
Expected, but without a sufficiently planned response and treatment (Glantz & Ritter, 2017).
UAV TERMS AND RELATED ISSUES

This paper uses the term UAV (unmanned aerial vehicle) and drone interchangeably to describe a rotary (i.e.,
multi-rotor) or fixed wing vehicle that is operated without an onboard pilot, including high altitude/long range
vertical takeoff and landing (VTOL) aircraft. The term UAS (unmanned aerial system) more completely describes
the system consisting of the aerial vehicle as well as necessary ground components, such as the remote pilot. UAS
is preferred by the US Federal Aviation Administration (FAA) website that currently uses UAS and drone
interchangeably. The FAA currently requires recreational flyers, for example, to include a remote pilot that
maintains a visual line-of-site on the UAV (FAA, 2020).
Another option is to use a more specific term such as “quadcopter,” for example, to describe the popular
recreational and civil rotary wing device that uses four propellers. When stationary flight is not required, fixed
wing UAVs are popular for surveys, mapping, and agricultural use as they can fly a pattern at higher altitudes
with more efficiency. Figure 1 is an example of a craft that combines the maneuverability of a rotary craft with
the speed and distance capabilities of a fixed wing vehicle.
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Figure 1. The xCraft x2Q ($US7,995) is both a hybrid fixed wing and vertical takeoff and landing (VTOL) craft.
Maximum flight time is 25 minutes. Speed range is from 0 to 100 km/hr. (0-62 MPH). Weight, without camera or
another sensor, is 1.5 kg (3.3. lbs.). Wingspan is 84 cm (33 in.). Payload is 250g (0.55 lb.) (https://xcraft.io/)

Beyond the scope of this paper are pilot-less or autonomous-UAVs common in defense (DeGarmo, 2004), as well
as swarming networked devices capable of coordinating with each other (Dimitropoulos, 2019). Also not included
in this paper are tethered UAVs that could provide a communications relay platform (Mottern, 2014), unmanned
ground vehicles (UGV), unmanned surface vehicles (USV), and unmanned underwater vehicles (UUV), as well
as their autonomous counterparts, such as autonomous underwater vehicle (AUV). See also Oury and Ritter
(2019/accepted) for suggestions for building such systems.
There are several issues associated with implementing the use of UAVs. The first is the lack of standards, or
consensus on operational concepts, definitions, and classifications. This includes minimal certification standards
and regulations addressing operations and operator qualifications. Coordination is also an issue due to lack of
effective and affordable collision avoidance systems that could detect non-transponder equipped aircraft. UAV
systems have a rather poor record of reliability, and there is limited availability of protected frequency spectrum.
Finally, insurance and liability costs may seem high, as well as acquisition and operational costs (DeGarmo, 2004).
Another possible issue is evolving coordination between local and federal response agencies. In 2013 a UAV
manufacturer had volunteered its services to the Boulder, Colorado, Emergency Operations Center to surveil areas
of extensive flooding. Falcon UAV manufactures a hand-launched, fixed-wing UAV equipped with GPS and
cameras to autonomously generate highly accurate ground maps. This worked for several days until the U.S.
Federal Emergency Management Agency (FEMA) took control and abruptly and without explanation grounded
Falcon (Ackerman, 2013). This early and unwarranted conflict seems to have smoothed in more recent incidents,
such as Hurricane Florence, when the FAA encouraged authorized private sector drone operators (i.e., FAA
Certificate of Authorization, or flying under Part 107) to coordinate activities with the local incident command
(DHS, 2018).
UAV USE EXAMPLES—DISASTER MANAGEMENT

As UAVs continue to evolve, so have the use-cases for disaster management. UAVs can gather information,
provide communications infrastructure, and improve situational awareness of affected areas. Valuable first
responder information examples include whether roads are passable, surface-type of roads/paths, possible
collection points, contamination results, and other necessary first responder information.
New York police monitored 2019 New Year’s Eve Times Square crowds using drones, supplementing 1,200
security cameras and helicopters. Visual flexibility to move silently as needed while not disrupting activities is
seen as the primary benefit. Drones are outfitted with thermal-imaging, 3D-mapping, and high-power camera
lenses. UAVs have been used previously for New York crowd events, among other uses, such as crime scene
investigation. They are small, mostly unseen, and for safety can be tethered or otherwise not permitted to fly
directly over crowds (Paybarah, 2019; Sisak, 2018).
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Rajant Corporation, a company in Malvern, PA, provides wireless mesh networking technology that can be
outfitted on drones. In October 2019, Rajant partnered with Santa Barbra County fire fighters for a trial run of the
mesh networked drones. The trial quickly changed from a simulation to a crisis application when a fire broke out
near El Capitán Canyon, forcing closure of Highway 101 and the evacuation of campers from nearby campgrounds.
Firefighters kept the fire from spreading beyond the 420 acres already burned by using aerial views provided by
drones to support active hazard mitigation (Rajant, 2019).
Researchers propose integration of Wireless Sensor Networks (WSN) with UAV systems for disaster management,
such as search and rescue. Erdelj, Król, and Natalizio (2017) also include a detailed overview of related research
efforts combining disaster management and UAV use. WSNs are spatially dispersed sensors dedicated to
centralizing data collection of recorded physical environmental conditions such as temperature, sound, pollution
levels, humidity, and wind. In this case, researchers propose use of a fixed wing UAV to quickly survey the
disaster area for an overall situational view—including people detection—followed by rotary-wing UAVs
gathering real-time information from critical locations. Other researchers adopt UAVs in WSNs to deploy ground
sensors, as well as carry embedded mobile sensors, especially in dangerous and/or inaccessible regions (Erman,
Hoesel, Havinga, & Wu, 2008).
Other researchers combine UAVs with unmanned ground vehicles (UGV) to leverage strengths in a symbiotic
fashion. Together they can quickly search for and localize targets in a specified area. While unmanned ground
vehicles can accurately locate ground targets, the UAVs offset the UGV disadvantage of slow movement and
obscured views. The benefit of UAVs with low-cost embedded devices improves reliability while saving time
during the response and recovery phases (Grocholsky, Keller, Kumar, & Pappas, 2006).
A disaster communication architecture coordinates communication between sensors embedded in the area, on
users, and on vehicles. Although not citing UAV-use specifically, the vehicles could include UAVs, while ground
sensors could be deployed using UAVs. Collaborative and distributed sensing improves the command and control
information required to maintain situational awareness (George et al., 2010).
Combining networked and collaborative UAVs together overcomes single-use UAV limitations such as shorter
flight times, smaller payloads, and reduced operating ranges. In a large-scale fire service drill, system setup was
accomplished under five minutes before providing aerial surveillance of the entire area with a few additional
minutes. Fire fighters were able to assess the situation and plan next steps using aerial images. Operating a multiUAV system, however, must be intuitive and efficient so that a single individual can operate the entire fleet. In
this case, the operator does not “steer” individual UAVs, but instead defines high-level tasks on a digital map such
as area to be observed, as well as restricted areas to avoid (Quaritsch, Kuschnig, Hellwagner, & Rinner, 2011).
Rescue efforts have been impeded in Taiwan’s natural disasters, such as the 1999 Chi-Chi Earthquake and the
2009 Morakot Typhoon, from recurring flooding, dam failures, road and bridge failures, landslides, and water
contamination. Following the Morakot Typhoon, efforts to prevent secondary disasters included mapping disaster
areas using UAVs in conjunction with the Soil and Water Conservation Bureau. Affected areas were identified
for disaster follow-up analysis and disaster restoration and reconstruction efforts (Chou, Yeh, Chen, & Chen,
2010).
Table 1 presents a variety of sensors payloads for UAVs along with use case examples. Sensors include
specialized cameras that detect different wavelengths, such as visible light for remote site inspection during
flooding, or infrared (IR) heat signatures. Another sensor is LiDAR “point clouds” that create a 3D
representation of ground topography by creating a “cloud,” or collection of points, from different angles to
generate an X, Y, and Z coordinate for each point. LiDAR point clouds assist wildfire prevention by evaluating
forest fuels in across topographies (Fernández-Álvarez et al., 2019). Particle sensors that detect radiation and
chemicals, for example, are useful to inspect environmental disaster areas.
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Table 1. UAV sensor payload use case examples (https://www.droneii.com/)

Optical
Camera

ThermoGraphic
Camera/IR
Camera

Multispectral/
Hyperspectral
Camera

Feature

Visible
light rays

Heat
signatures

Use Case

Site/
Structure
inspection

Search & Rescue

Sensor

LiDAR

Particle Sensor

Combine visible,
heat, and UV light

Light Detection
and Ranging
“point clouds”

Radiation, Gas,
Electro-magnetic,
Vapor, Other

Earthquake,
Agriculture,
Mining

Wildfire
mapping

Environmental
disaster

Table 2 summarizes use cases reviewed so far. Most application cases do not use all of these. Most of these uses
are inspection activities, but (a) and (j) provide electronic and physical support. Some tasks are continuous
monitoring, and some tasks are essentially mapping. Some monitoring would be done automatically by tools, and
some would be done with a human observer.

Table 2. UAV uses in man-made and natural disasters

a)

Network and communication support

b) Visual inspection, structural stability (e.g., dams, buildings)
c)

Visual inspection, search and rescue (e.g., survivors, navigation)

d) Crowd monitoring
e)

Fire (e.g., smoke detection, spread)

f)

Chemical and radiation detection

g) Crime scene and accident reconstruction (e.g., orthomosaic mapping)
h) Photography and anomaly detection (e.g., still, video, infrared)
i)

Weapon and threat detection

j)

Deploying rescue materials (e.g., drowning victims)

UAV POLICY AND FUNDING CONSIDERATIONS

Adopting UAVs into emergency and disaster management operations should begin with a high-level review of
the mission and goals to be accomplished, as executive support is required to establish the program. To make
informed decisions, these officials should receive comprehensive programmatic information of the UAV program.
This includes an understanding of information needs, historical perspective of conventional methods for aerial
missions in disaster response, awareness of comparative programs, potential uses of UAVs in disaster response,
and barriers to formal integration of UAVs into the national airspace system (Price, 2016; Thamm, Ludwig, &
Reuter, 2013).
The size, type, and quantities of UAVs also need to be determined, with an opportunity for expansion following
a successful start. Features such as GPS, cameras, and infrared capabilities need to be considered, as well as autoreturn to home-base during low battery or loss of pilot signal. Table 3 presents price points for a few sensors.
Consider also the organizational structure and support needed, as well as other significant investment in personnel,
equipment, training, and funding. As stated above, there must be support for a UAV program at the highest levels
of the organization to succeed (Price, 2016), which is similar to what is required for human factors and usability
interventions to succeed (Booher & Minniger, 2003).
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Table 3. Various drone sensor costs (https://www.pobonline.com/)

Built-in
Camera

Small
Independent Camera

High-end
Independent Camera

LiDAR
(Light Detection and
Ranging)

Small multi-rotor
w/built-in camera

Fixed wing or
Small/medium multi-rotor

Large multi-rotor

Large multi-rotor

$1,500

$2,000 – $40,000

$20,000+

$7,500 - $150,000

Funding sources could also be considered, such as Emergency Management Performance Grant (EMPG), State
Homeland Security Program (SHSP), and Urban Area Security Initiative (UASI). Consider also training and
maintenance expectations and requirements, and experience needed such as pilot in command or visual observer
to earn and maintain certification (Price, 2016).
A policy outlining the parameters of the program is needed before formally beginning and procuring a UAV.
Policy sections should include the topics in Table 4. These are derived from the review of the above and related
publications (DeGarmo, 2004; Price, 2016).
Table 4. Policy considerations for procuring a UAV

a)

Standard terminology and program definitions,

b) Purpose of the program,
c)

Types of UAVs used by the agency,

d) Specifications for the UAVs and capabilities,
e)

System and data cyber security,

f)

Outline of the flight crew roles and responsibilities,

g) Operating guidelines,
h) Flight requirements,
i)

Process for notifying local air traffic control; and

j)

An emergency management dashboard.

Thamm et al. (2013) have created a process model for implementing UAVs, based on research with police and
fire agencies, with an emphasis on power outages as the disaster scenario. This process takes into account
organizational requirements with theoretical findings. Similarly, researchers at the University of Cincinnati have
formed the SIERRA project (Surveillance for Intelligent Emergency Response Robotic Aircraft) as a resource
uniting academia with emergency responders working with UAVs. Their work is based on research conducted
with West Virginia forestry to improve situational awareness and prevent loss of life by providing firefighters a
view of the fire in real time, as well as its progression (Brown, Wei, Ozburn, Kumar, & Cohen, 2015). Perhaps
the largest UAV/UGV group is at Texas A & M (https://unmanned.tamu.edu/).
Legislative considerations are often managed by each country’s national aviation authority and tend to evolve
regularly. Safety as the primary concern requires the UAV to be part of a system (UAS) connecting the UAV to
a remote pilot station, often maintaining line of site, and a command and control system. An example of an online
directory tracking legislation is https://droneregulations.info/index.html.
Training and certifications are other considerations, especially for advanced operation such as remote piloting.
Training is available online can be completed through a variety of providers. For example, Drone Pilot Ground
School (https://www.dronepilotgroundschool.com/pricing/) charges around $300 to meet the FAA’s Small UAS
Rule (Part 107) knowledge requirements. Inexpensive flight simulators are also available for less than $250 to
build experience without risking damage to expensive drones.
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Finally, reviewing earlier robotics applications can be beneficial, even when not UAV-based, such as search and
rescue in the World Trade Center (Casper & Murphy, 2003), or victim detection and navigation competitions
(Murphy, Casper, Micire, & Hyams, 2000).
CONCLUSION

UAVs represent a powerful tool to first responders and crisis managers. Capabilities and features are wide-ranging,
and include GPS mapping, infrared photography, and chemical sensors among others. UAVs may be operated
solo or even in swarms. Detailed aerial views are possible from an integrated array of sensors, as well sensor or
cargo deployment, or functioning as a communication platform. UAV’s offer alternative views of disaster scenes
may improve response and recovery, and expand capabilities to observe, inspect, and react. These views might
otherwise be difficult, dangerous, or expensive to obtain.
Disaster managers and researchers should be aware that UAVs are an increasingly easy and affordable tool to
assist gathering information and managing disasters. Adopting UAVs begins, like most infrastructure
improvements, with the creation of a business case that articulates the goal and purpose of the UAV system. Cost
preparation includes upfront and ongoing, acquisition, operation, maintenance, training, and certification
considerations.
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ABSTRACT

In response to natural and man-made hazards multiple organisations usually are involved in a very complex
situation. On the other hand, extreme weather situations due to the climate change create hazards in areas which
were considered safe before. In order to improve the capabilities of involved organisations in responding and
preparing for disaster events, the availability of an efficient information sharing approach is a key enabler. To
this end, we propose a communication system based on a content oriented architecture tailored to disaster
management. It includes a catalogue that is offering web services for publishing and subscribing of disaster
information and for further collaboration amongst agencies and first responders. Moreover, the considered
approach also allows for full content access control and enables a flexible system. The paper shows the current
status of the system design. Next steps will include the implementation and evaluation of the approach.
Keywords

Information Sharing, Preparation, Response, Content Oriented.
INTRODUCTION

Natural and man-made hazards are highly complex situations involving a lot of actors and organisations such as
command and control centres assessing the risk for the population and infrastructure and preparing and
coordinating the response, civil protection units and medical services save lives, police and fire fighting units
regulating and responding to the hazard. The situation can become even more complex at international level if
for instance bilateral agreements are missing or unstandardized protocols are used. The IFAFRI forum identified
the lag of maintaining interoperable communications with first responders as Gap5 out of ten of their common
capability caps (IFRAFRI, 2018) which shows a key requirement for effective cooperation of all involved
stakeholders and first responders is communication. At any point in time it is crucial for end users to have
information about the situation and evenly important to know who else has already access to this information.
On the other hand, the climate change leads to more extreme weather situations in regions that were known to
be moderate. This leads for instance to head waves, droughts in all over Europe or to forest fires like in Sweden
in 2018 where the authorities and first responders are not so used to respond to these hazards as for example in
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the South of Europe where during the fire season forest fires are frequent events. The experience of Southern
European countries can help the first responders in the north in this case.
Our goal is to foster data and information sharing among multi-disciplinary stakeholders of multiple
organisations also in an international context in order to improve the cooperation capabilities. Our work is
tailored for the needs of first responder organisations and disaster management but the approach can also be
applied to other use cases. Accordingly, for collaboration and data sharing there are three potential use cases:
First, an actual ongoing incident in which multiple organisations are usually involved. This also applies
to an international context where cross border scenarios could engage multiple organisations from more
than one country. Information exchange and communication among the involved organisations is
critical, e.g. in a forest fire situation usually dealt by firefighters, the fire can approach the road network
and the police will be involved to block the road. Information exchange is the key in building and
maintaining a common operational picture.
Second, preparedness and training for such an incident. Responsible organisation could prepare for
such incidents by building appropriate scenarios together that are used as basis for drills and training.
Fire fighters of neighbouring countries could for instance share information about past incidents and
prepare in cooperation scenarios and common response plans.
Third case, is more globally to build a network of end users to exchange expert knowledge, experiences
and general information for instance about hazards, scenarios and response plans. Organisations are not
necessarily affected by the same incident in this case but are benefitting from the knowledge that other
organisation have of hazards with similar conditions and the response to it in order to strengthen their
own capability to respond e.g. by exchanging scenarios and lessons learnt.
Recent projects aiming to improve the interoperability of disaster management organizations follow a cloud
based approach (Flachberger, 2016, Pottebaum, 2016). However, during the requirements collection we found
that some organizations have legal constraints that can block end-users from uploading data into a cloud drive
and sharing it in this way with other actors: some data can be quite critical and sensitive especially in an
international context. The end-users need at any point in time information and control about who can access the
data.
For these three use cases, we propose in this work in progress paper a content oriented federated architecture for
data sharing and information exchange consisting of multiple local units (LU) and a catalogue that provides
collaboration services. As LU basically the system for disaster management of an organisation can be seen. We
assume as LU in this paper an instance of a HEIMDALL system (Barth et al., 2019) owned by an organisation
and having access to its own data sources and other external systems (e.g. weather services). The design of the
solution, however, can also be adapted to other disaster management systems and with this be used as
communication system in general. The LU generates and collects data belonging to this organisation which are
important for the first responders. Data can include for instance information about the current situation that
could also be beneficial for other involved stakeholders.
The architecture is organised in a content-oriented way which increases the efficiency of data sharing. A global
catalogue to which all LUs can connect organises the communication and data sharing. The catalogue has no
access to the data itself, the data is transmitted from LU to LU in a peer to peer likemode but with the overall
organisation of the catalogue. In this way, the first responders have full control about who can access the data
which might be necessary given the sensitivity of some data they deal with or legal constraints they have.
Multiple services for communication and collaboration are offered by the catalogue via RESTful web services
e.g. for the discovery of data offered by other authorities.
Content oriented approaches describe a new paradigm of networking that has drawn quite big attention in the
research community. The goal is to overcome problems of the host-centric approach of today’s internet with
high request for digital content of the modern society by using a content centric approach. Users looking for
content, request it directly from the network and not from a specific host. The content is identified by its name
or a content descriptor (CD) and it can be multiple copies of it in the network. The closest one to the requester is
usually delivered which increases the efficiency of the network. In principle, the new paradigm needs a
dedicated network consisting of nodes that are able to perform content oriented routing and provide caching, but
it is also possible to run such a network on top of TCP/IP.
Seedorf (Seedorf et al., 2018) presented how information centric networks (ICN) can be used during disaster
situations with the focus being on damaged communication infrastructures. ICN is a dedicated implementation
of a content oriented architecture. Open research topics are pointed out and benefits are highlighted. The
scenario considered in the study deals with data sharing to users in the field and among the users in the field
while we are considering the data is shared among different organisations at command and control (C&C) level
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that are usually placed outside the disaster area. Nevertheless, some of the benefits are still interesting for this
scenario. By using a content based approach we see the following advantages for the communication system:
Authentication of named data objects
De-centralized content-based access control
Publish/subscribe mechanism
Sessionless
Discovery by name
Our approach provides flexibility since it can be adapted to other systems and can provide additional services
via the catalogue in future implementations and at the same time due to access control and direct exchange of
the data among users ensure security of the data.
The sections of the paper are organised as follows: (I) the design of the system architecture is detailed including
the content oriented approach, (II) the current emphasized services of the catalogue are presented, and (III)
concludes the work in progress paper.
SYSTEM ARCHITECTURE

The selected approach is based on the Content Oriented Pub/Sub System (COPSS) (Chen, 2011). The network
structure can be seen in Figure 1. A global catalogue serves as a so called rendezvous point that deals in our case
with data related to hazards and disaster management, but in principle it is not limited to this. In contrast to
COPSS, data is not transmitted over the rendezvous point because of data security issues. The data is transmitted
using a direct link among LUs. The catalogue helps with the information discovery and the connection to other
authorities and can offer other additional services, which is also a diversion from the underlying COPSS
approach. The catalogue is a webserver offering RESTful web services by an application programmable
interface (API) that connects to the LUs’ components. The basic function is the provision of publish and
subscribe features (pub/sub). The LUs are connected to the catalogue on the one hand and on the other they can
use dedicated interfaces to establish data exchange among themselves via a direct link.
Global Catalogue

Data Sources

Data Sources
Local Unit

Ext. Systems

Data Sources
Local Unit

Ext. Systems

Local Unit
Ext. Systems

Figure 1. Data Sharing

The LUs are the source of the data that is shared and are owned by the according first responder organisation, in
content oriented view they are also called content owner. They might have access to their own data source, like
sensors etc., or access other external systems like weather providers. The basic idea is that if a content owner
wants to share data it publishes the data using the catalogue by sending a content descriptor (CD). The CD can
for instance be the name of the data or a meta-data file describing the content. Important is that the CD is unique
for each content in the network so that it can be explicitly identified. Subscribers also use a CD to subscribe to
topics, here no limitations are given, the more detailed a subscriber defines its CD for subscription the narrower
will the results be. For instance, if there is an interest in lessons learnt for forest fires with wind speeds above
200 𝑘𝑚/ℎ users can subscribe to this or only to forest fires. In the latter case the results are still fitting but it
might lead to an overhead with data the user is not interested in. Consequently, a defined format for the CDs
tailored to the specific needs of first responders supports the approach and improves the user experience.
Our setup is built on top of a TCP/IP network: the catalogue maps between the content oriented world of the
first responder data and the IP world by maintaining a table with all CDs and the corresponding LU addresses or
identifiers (IDs). If a user wants to subscribe to content, it sends a subscription message (containing a CD to
which the user wants to subscribe) to the catalogue which initiates the next steps for this subscription. In
contrast to COPSS (Chen, 2011), as described the data is not transmitted via the RP, the LUs directly exchange
the data which on the other hand means that the publisher and subscriber are not decoupled.
Our approach provides opportunities for future implementations: on one hand, different services can be
available in each local unit and made accessible to users accessing other local units by means of publishing them
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in the catalogue. On the other hand, additional external services can be easily added to the overall architecture
by publishing the corresponding services or information in the catalogue and establishing the corresponding
connection, without additional integration efforts at the LU.
As communication system the catalogue is agnostic to the CD format and values, but as mentioned, a welldefined format of the CD is beneficial and more efficient, hence, during our design we agreed on a JSON based
meta-data file which can simply be mapped to a URL based naming scheme as it is common for content oriented
approaches. We defined for each data type in our system a dedicated JSON structure that is completed by the
data source and identifies the data uniquely. Since our approach is JSON based the format of the CD follows a
key value principle, an example in URL form would be:
Response plan/Fire fighters/Hazard/Forest Fire/Area/Spain/Catalonia/La Jonquera/Key/Value …
We define a root element that is common to all data types available in our system. Some are mandatory from
development side; others are tailored directly for the need of first responders. The meta-data shall include this
root part and the dedicated part is attached to it. It includes the following fields:
role of the user publishing the data, e.g. incident commander;
an ID of the organisation;
the discipline of the content owner, e.g. emergency medical service, fire fighters;
the area the data applies to as string, including if possible, country, state, municipality;
the country the content owner is based
The definitions of the CD can in principle be applied with some adaptions to other data meaningful for first
responders which would increase the availability of data in the system but it could also be used for other systems
as the description of the data is generic. Our definitions can be used as basis for this, for example our CD for a
fire simulation could be extended and used for other simulation types. The root element can be in general be
used to describe data interesting for first responders as it hold the main parameters for sharing it. This could also
be applied to other architecture concepts and can be extended with further fields in future.
ACCESS CONTROL

As mentioned security and access control is a main requirement and it is emphasized to be based on role,
discipline and area. With this data can for example be shared only with fire fighters, fire fighters of a dedicated
country, incident commanders of a dedicated country or any combination. Also it shall be possible to set it to
public so that all participants in the network will be able to access it. As technical solution for the access control
three options have been identified:
In the first approach, the access control rights are included in the root element of the CD when data is published.
In this case it is a mandatory field. The catalogue checks at subscription requests for the necessary access rights
before informing the publishers. If access rights are updated at the LU, the updated rights must be forwarded to
the catalogue.
The second approach considers the design presented in (Fotiou et al., 2017) where access control provider (ACP)
is a dedicated user and role management module of the LU, i.e. a distributed ACP approach. The catalogue does
not receive any information about access rights. Received subscriptions are forwarded to the publishers which
check on their side if they grant access to this request or not. The check is consequently moved to the LU and
allows for a maximum of control.
Last approach for access control is attribute-based encryption (Ion et al., 2013), (Goyal, 2006). In this approach
the data is authenticated and encrypted at the same time. A key authority distributes keys for decryption based
on the access roles set by the data owner. The access roles depend on so called attributes. Only subscribers
which fulfil the attributes can decrypt the data. Attributes for example can be the role, discipline, area or any
logical combination.
MODULE DESIGN

The catalogue itself is based on RESTful web services and offers an API for this. It includes two database tables,
one for publications and one for subscriptions, to offer the basic pub/sub services. Other services can be
included in the API and offered via web. The functionality presented in this paper reflects the work in progress
where we are considering the services presented in the following and illustrated in Figure 2. Further services can
be considered for future implementation.
Publish (Pub): this can be used if a data owner wants to share data with other entities or stop sharing data. For
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publication the CD including the root element is sent to the catalogue. The catalogue updates the table of
publications and forwards the information to suitable subscribers. The CD should always be as complete as
possible in order to have a unique name and enabling a good discovery of the name.

Database
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Update
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Sub

API

Query

Result

Map
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WG2
...

Members1
Members2
...

Tranlate

Figure 2. Module Design

Subscription (Sub): this can be called if a user wants to un-/subscribe to a dedicated topic. A CD including the
root element needs to be send to the catalogue which stores the request in the table of subscriptions and informs
publishers that provided suitable content. If subscribed, the user will receive available data once available in the
system, i.e. someone published matching content.
Query: in contrast to subscription where there are continuous updates, a query is a single request of matching
data available in the network. Queries are performed by CD where search parameters are attached to
corresponding part of the CD. The catalogue does not store the data. Consequently, it cannot perform a complete
match itself but it uses the publications table to determine a list of possible matches. If the content fits and
access control allows data is transmitted using the direct user link.
Map: this method can be used to map some data formats to another and shall increase interoperability. For
instance, the HEIMDALL system offers a structure for storing scenario information, for interoperability this can
be mapped to common standards. Specifically it is foreseen to map some parts of the scenario data to EDXLSitRep (OASIS, 2016) as situation report and this on the other hand to PDF or MS-Word in order to share it
with other organisations or politicians. The data is transmitted to the catalogue with the supported and desired
format and the catalogue returns the converted data. Optionally a list of addresses can be added. In this case the
catalogue automatically shares the converted data with the addresses.
Temporal Working Group (WG): this offers all functionality needed for forming a WG. The idea is that in
response mode (during a disaster situation) all or some involved organisations can form a WG that lasts for this
incident. The WG works on a synchronized scenario object which means that they automatically have access to
the same information. If e.g. fire fighters update the perimeter of the hazard, other involved actors receive the
update automatically. This improves the common operational picture of all involved organisations and fosters
the cooperation capabilities. If the incident is over the group is resolved and included organisations keep their
local copy of the scenario object. To start this process an organisation sends a reference to a scenario object to
the catalogue and invites other organisations to join. Also references to an empty scenario object can be
transmitted. All organisations can now perform updates on their scenario object which are automatically updated
via the direct user links. The catalogue supports with the synchronisation and services for group management.
Translation: especially, in cross border scenarios language can be a big problem if several organisations are
involved. For this, standard compliant values can be mapped to different languages and help with the
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understanding.
CONCLUSION AND FUTURE WORK

In this paper we presented our design of the catalogue module for data sharing and collaboration of actors in
disaster management. The catalogue is the connecting unit and enabler of a federated architecture of multiple
local units (LUs). The catalogue is based on a content orient approach and does offer services for data
publication, subscription and query. Content descriptors are tailored for first responders. Furthermore, it offers
options to map data to standardized formats and a working group feature for cooperative management of
scenario files. It is based on a defined content descriptor for certain data types which improves the user
experience.
With the federated architecture based on content-oriented design a flexible solution is provided that at the same
time ensures security and holds extension opportunities for future implementations. The presented concept is in
design phase and will be implemented in a next step and integrated as part of the HEIMDALL system. It will be
tested in practice and evaluated in a demonstration event with end users from different disciplines involved in
disaster situations. We expect feedback on the design and improvements as well as additional services to be
considered.
We will investigate more on the access control and decide which out of the options can be considered. The
access control is also not limited to these options present. Furthermore, other options for future additional
mechanisms for providing access to shared content will be investigated. Such mechanism that can achieve
strong consent between the disciplines wishing to share/exchange content is the use of smart contracts and
block-chain encryption.
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ABSTRACT

First responders (FRs) in Europe are currently facing large natural and man-made disasters (e.g. wild fire, terrorist
attacks, industrial incidents, big floods, gas leaks etc.), that put their own lives and those of thousands of others at
risk. Adapted situation awareneSS tools and taIlored training curricula for increaSing capabiliTies and enhANcing
the proteCtion of first respondErs (ASSISTANCE) is an ongoing European H2020 project which main objective is
to increase FRs Situation Awareness (SA) for helping and protecting different kinds of FRs’ organizations that work
together in large scale disasters mitigation. ASSISTANCE will enhance the SA of the FRs organisations during
their mitigation activities through the integration of new paradigms, tools and technologies (e.g. drones/robots
equipped with a range of sensors, robust communications capabilities, etc.) with the main objective of increasing
both their protection and their efficiency.
Keywords

Critical Infrastructure Protection, First Responder, Command and Control, Autonomous Vehicles, Resilience.
INTRODUCTION

ASSISTANCE presents a holistic solution that will adapt a well-tested Situational Awareness (SA) application as
the core of a wider SA platform. The ASSISTANCE’s platform will be capable of offering different configuration
modes for providing the tailored information needed by each FR organization while they work together to mitigate
the disaster (e.g. real time video and resources location for firefighters, evacuation route status for emergency
health services and so on). This Work in Progress (WiP) Paper is organized into 4 main sections. The first of these
sections outlines a brief review of relevant literature and related work, which will be analyzed displaying actual
technical advances in SA areas. Reviewing the state of art leads ASSISTANCE to a solution that will enhance the
SA of the responding organizations during their mitigation activities through the integration of new paradigms,
tools and technologies (e.g. drones/robots equipped with a range of sensors, robust communications capabilities,
etc.) with the main objective of increasing both their protection and their efficiency. In addition, the project is
extremely focused on tangible solutions, which will lead to on field testing. As a consequence, ASSISTANCE
project proposes 3 demo pilots, that will be shown in the next section, for ensuring its results validation in controlled
environments with all consortium end users direct involvement. The description of the pilots will be contextualized
by real disaster use-cases. Following, a section explaining the ASSISTANCE system and architecture will be
detailed, designed on the outcomes of several questionnaires filled in during the preparation phase by 18 FRs
European organizations in terms of self-protection and capabilities enhancement. The user requirements comprise
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mainly functional demands, but FRs users also specified non-functional requirements identifying physical or
performance characteristics. ASSISTANCE project will use robots and drones’ swarms, UAVs and smart wearable
sensors, all equipped with specific sensors for covering the FRs specific data needs. The sensors mounted on
unmanned platforms along with the ones mounted on the FRs’ equipment will be integrated in a complete Situation
Awareness Platform (SAP) that will also include innovative modules that will improve the FRs’ SA and capabilities
for performing their work in a more efficient and secure manner. Furthermore a description of the ASSISTANCE
network architecture will be discussed presenting a high-level overview of the three main segments. Overall, WiP
last section displays a conclusion comments to the current ASSISTANCE system.
RELATED WORK

In this section, we review and summarize a few research and commercial disaster management information systems
used by different FRs Organizations for increasing ASSISTANCE’s current capabilities enhancing their SA. It should
be noted that, in order to compare our system as objectively as possible, the following projects or software pursue
ASSISTANCE’s similar goals. ALADDIN (2017-2020) is a European Commission (EC) H2020 call ongoing project
dedicated to neutralize drones, but focused in protecting critical infrastructures. In addition, the main research of
ALADDIN is regarding detection and tracking using complex formats for its neutralization. ASSISTANCE instead
is focused on providing a tool for FRs in order to protect them during the mitigation of a large event in an easy way
to use. ICARUS (2012-2016) was a EC FP7 call project aimed to decrease the total cost, both in human lives and
in expenses terms, of a major crisis. Their approximation was based on the use of unmanned platform for rescue
victims. ASSISTANCE will use a wider range of different UAVs, drones and robots adapted to the FRs information
needs in different scenarios for increasing their SA and protect them against unexpected dangers. In addition, the
SA capabilities proposed in ASSISTANCE goes beyond to the Command, Control, Communications, Computers, &
Intelligence (C4I) system developed in ICARUS, since their C4I only acts as integration platform without offering
any added value to the FRs Organizations as for example the FRs Wearable Sensors, UAV&Drones’ Advanced
Capabilities, Augmented Video Fusion and so on. DragonForce DRAKONTAS (n.d.) is a commercial mobile team
collaboration platform that delivers mission-critical command and control and incident management capabilities in
real time. As in ASSISTANCE it integrates real-time personnel tracking, instant text messaging among individuals
and groups, plus online storage and data sharing capabilities, digital forms and situation reports, and an interesting
team capability that turns any map, picture or floor-plan into a shared whiteboard. Homeland Security (2016)
application is a counter explosive tool that puts key decision making data, such as safe standoff distances, damage
and injury contours, nearby areas of concern, and suggested roadblocks, directly at responders’ fingertips. As a
disadvantage, it lacks of user and group communications. IMPACT (n.d.) is a Geographical Information System
(GIS) tool easy to use by non-GIS professionals as first responders, designed to enhance SA, communication,
preparedness and coordination for security events. FRs can use it for planning, situation awareness, and response
to natural and man-made disasters for Impact Examples (n.d.): wildfire monitoring, plume model, evacuation
plans, line-of-sight, evacuation simulation among other. ASSISTANCE will benefit and continue from IMPACT
achievements. CommandX (n.d.) is a commercial system for emergency communications where a workplace can
communicate with multiple instances locally or via a network connection. As in ASSISTANCE situation map is
running on the communication server, making possible that multiple users can access it simultaneously, with an
important difference, CommandX works with ArcGIS by ESRI (n.d.), a proprietary geodata infrastructure.
USE CASES AND PROPOSED PILOTS

Among the increasing natural or man-made disasters FRs’ ASSISTANCE potential will be tested using the following
use-cases: Earthquake, industrial accident and terrorist attack; although in each pilot we will be focusing in different
innovative modules that will enhance and secure FRs’ SA beyond the state of the art, all the system would be
tested. In this section, we summarize the Use-Cases (UC) and the Pilots (P) scenarios, where each pilot will be led
by a different type of FRs organization, while the others consortium FRs will cooperate with them as in a real disaster.
UC1 Earthquake. In 2015, Nepal suffered a 7.8 (in the Richter scale) magnitude earthquake, damaging the
local telecommunications infrastructure, showing up difficulties within the Government’s Emergency Response
(Shrestha and Pathranarakul 2018). Coburn and Spence (2003) suggested that having a pre-earthquake emergency
plan can be one of the best ways to ensure an effective response. Nevertheless, emergency plans should be realistic
and pragmatic (Alexander 2015).
P1 Earthquake (Izmir, Turkey). The beginning situation for this pilot is that a 7.8 magnitude earthquake
like in Nepal strokes urban environment during the night time. Therefore, many buildings have collapsed or are
severely damaged and main commercial communication networks have been heavily affected.
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Network coverage will be provided by Ad Hoc network using drones’ swarm equipped with Wi-Fi access points.
Victims have to be transported to the available hospitals. Information on optimal routes, which include real-time
information on damaged infrastructures and CBRN Hazard module will be tested. Last one will be mounted on
unmanned platforms (drones or robots) and will project on a GIS thought layers’ potential hazard footprints in real
time.
UC2 Industrial Accident. The largest industrial catastrophe in history took place in 1984 in Bhopal(Labaka
et al. 2013), India, through a gas leak. Many FRs died and the rest of them got overwhelmed handling the situation
occurred due to the lack of several technical capabilities. To mention a few: troubles identifying the gas type, lack
of resources or adequate transport and routing for emergency evacuations (Bisarya and Puri 2005).
P2 Industrial accident (Rotterdam Rijnmond area, The Netherlands). A big fire is developing in a chemical
warehouse destroying various chemical products, producing large amounts of potentially toxic fumes.
CBRN Hazard module will project on GIS layers gas cloud dispersion models and/or toxic footprint predictions continuously updated by measurements from sensors mounted on unmanned platforms. This way, FRs will
increase their protection and it will allow them to correctly inform, alarm or even evacuate specific areas.
UC3 Terrorist attack. On 21 April 2019, Easter Sunday, in 20 minutes, eight coordinated bombs went off
in popular hotels and historical churches across Colombo. Later in the day, there were smaller explosions at a
housing complex and a guest house, killing mainly police officers who were investigating the situation raiding
suspect locations (Amarasingham 2019). Another issue to deal with in terrorist attacks as in Manchester bombing
2017 (Mirbabaie et al. 2018) is that often disrupt communications infrastructures, through either damage or other
actions of the belligerents. Such riots also affect the development and extension of telecommunications infrastructure.
P3 Terrorist attack (Seville, Spain). During the Seville Feria’s week, with a 3,5 million people attending, a
truck crash in the Maestranza bullring (2km distance from the feria enclosure) and a big explosion takes place; panic
starts. Many calls arrive to the emergency services with breathing difficulties or troubles escaping. Two unknown
drones are within the area. These facts alert the FRs on the potential presence of a toxic agent/substance and maybe
malevolent drones in the area. Ten minutes later when all LEAs resources are focused in the bullring area trying to
know what has happened, a suspicious tank truck is detected going very quickly to the direction of the feria main
entrance, where a large crowd is being evacuated.
FRs on field will use the HMI in order to lock the drones as a target and after that a friendly drone duly
modified will follow the suspicious drone automatically and will performs its interception through the use of net
launched. Mission management module will allow to improve the collaboration between the FRs and the asset and
payload operators at this evolving scenario, giving them a full awareness situation, preventing second attacks.
ASSISTANCE SYSTEM AND ARCHITECTURE
ASSISTANCE System

The sensors mounted on unmanned platforms along with the ones mounted on the FRs’ equipment will be integrated
in a complete SA platform that will also include innovative modules that will improve the FRs’ SA and capabilities
for performing their work in a more efficient and secure manner. Additional capabilities for using drones as
active FRs’ tools, instead of only as unmanned platforms for mounting sensors, will be also developed such as the
mentioned from the pilots: Hostile drone neutralization, provision of network coverage through the use of swarms
of drones or location and routing.
SAP core will be adapted based on the civil version of the Spanish Army Friendly Force Tracking (SIMACET-FFT)
system developed by UPV partner, and currently deployed in several international missions. This system is a
complete SA solution capable of integrating a wide range of sensors and offering advanced SA and Command and
Control (C2) capabilities. ASSISTANCE will use some of these preexisting SA capabilities in its core platform,
which will be tailored and updated during the project. In addition, innovative SA modules/capabilities will be
developed for being integrated in this core platform in order to build the whole ASSISTANCE SA platform. SAP
high level design schema is shown in Figure 1. The existing modules included in the core application are depicted
in blue color and the new ones that will be developed during the project in red color. The information represented in
the SA Platform HMI will change depending on the active function mode selected, which will be associated to the
information needs of each concrete type of FRs organizations (e.g. firefighters, LEAs, medical staff) according to
their expressed needs.
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Figure 1. SAP high level design schema

System Design

In this subsection ASSISTANCE’s overall system information exchanges will be described in terms of individual
information exchanges between pairs of modules/sub-systems. Each individual information exchange between a pair
of entities will be named as a “communication service”. The overall ASSISTANCE data model has been designed
describing the different objects and their corresponding attributes that will model all data exchanged among the
ASSISTANCE modules.
This overall data model has been designed in an agnostic manner paying attention to the data characteristics and the
needs of the different modules/sub-systems involved in each information exchange. In order to make easier the
understanding of each individual information exchange, the overall data model has been divided in parts according
to the data needs of the modules/sub-systems involved in each information exchange. Thus, data models described
for each individual information exchange form part of the overall ASSISTANCE system data model. It is important
to note that, as stated in the Architecture, all information exchanges in ASSISTANCE system will be performed
through the Sensor Abstraction Service (SAS) module, which will provide a homogeneous manner of exchanging
all necessary data among the different ASSISTANCE modules/sub-systems.
The communication services described will follow the schema stated in Figure 2. That means starting from the
sensors part and showing how sensors and resources (e.g. UxV, vehicles, persons) information is gathered by the
SAS and distributed among all systems that need this data. After that, bilateral data/information exchange between
the rest of the modules will be also described.
SAS Communication Services
SAS is the overall middleware used in ASSISTANCE for all data exchange among the different ASSISTANCE
system components. Therefore, in order to simplify the design of the different data exchanges, the SAS will be taken
as a transparent component in all bilateral modules’ information exchange between ASSISTANCE subsystems. e.g.
(SAP to CHT, MMM to Drones base stations and SAP to DALR). SAS will be only shown as a module when the
information exchanges involves directly the SAS and other module e.g. Sensors-SAS. The communication process
between the SAS and the rest of the systems, includes different protocols depending on each case. This overall
information exchange is described graphically in the Figure 3.
ASSISTANCE Architecture

The ASSISTANCE system comprises the full integration of all modules/components, which will produce a
synergy driving ASSISTANCE beyond the current FRs SA perception. The overall ASSISTANCE architecture, its
components, interactions and information flows are described in figure 2. The SAP will receive information from
different sensors and systems and will integrate all this information, showing it in a tailored manner through its
main HMI, to the different FRs that will use the platform. On the other hand, different ASSISTANCE modules
and systems will receive information from sensors and different sources for performing their internal process
and will send these processes results to the SAP. The information exchange paradigm that has been selected by
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Figure 2. ASSISTANCE Architecture Schema

Figure 3. Modules involved in the SAS communication process
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Figure 4. Data model of the information offered by SAS related to sensors, drones and units deployed

ASSISTANCE for the different modules and systems integration is a publish/subscribe approach performed through
the SAS. Micro services architecture has been chosen because its simplicity, its improved productivity, and because
it is also autonomous and scalable (Uckelmann et al. 2011). The data from sensors will be collected through a secure
MQTT version protocol (Chien et al. 2019; Singh et al. 2015) directly from the sensors, then data will be published
to the SAS or to any subsystem subscribed to the publish/subscribe MQTT topic protocol of the sensor. Once inside
the SAS data will be shared to the different subsystems using several technologies cited as follow: Web sockets
(Reddy et al. 2019), Distributional Differential Privacy (DDP) or Network Address Translation (NATS) (Frew et al.
2008) protocol, that allows publishing in real-time to a web site as it uses the publish-subscribe messaging pattern.
SAS Data Model

SAS data model, could be inferred from figure 4 Where the central element is the Mission, that can have n resources
such as a vehicle, unit or unmanned vehicle, which will acquire field data from the sensors, acting as an abstraction
layer.
SAS Data Collection

The Data Collection System (DCS) connects the available sensors using the MQTT protocol by means of a
subscription to the topic of each sensor. DCS will gather the data from each sensor each time the data changes
and will store the data in the SAS database and then all systems subscribed to these data will receive this updated
information.
SAS Data Delivery System

The Data Delivery System (DDS) is the part of the SAS in charge of sending the information to all modules/subsystem
subscribed or on demand. The subscription will be performed through real-time Web Socket using DDP or NATS
real time server, these two technologies have been chosen because they are complementary.
SAS Data Inputs and Outputs

Also according to Figure 2, SAS will receive all information from the sensors stated in the system and will publish
it in a standard manner for being processed by the different ASSISTANCE modules/systems subscribed to the
corresponding real-time Web Socket DDP/NATS or API REST methods.
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ASSISTANCE NETWORK LAYER

One of the main goals of ASSISTANCE is to establish reliable, resilient, robust and secure connectivity between
sensors, UxVs, field units, advanced C2 centers and the rear C2 centers. The overall ASSISTANCE communication
solution is based on a secure hybrid network approach that will provide high availability in remote areas outside of
the coverage area of common communication networks and/or areas where these networks were disabled due to
an emergency event. The hybrid network will provide the necessary availability and data rates within the latency
constraints in order to support the large set of interactions between the field operators and the advanced and rear C2
centers in time-critical missions.

Figure 5. ASSISTANCE network architecture schema

This section details a description of the ASSISTANCE network architecture with Figure 5 presenting a high-level
overview of the three main segments: Radio network presents the last-mile network that connects the FRs, UAVs
and unmanned sensors to the communication hub. Communication hub is the Land Vehicle that acts as the backhaul
network, i.e. the communication node which connects the radio network to the C2 center via the Internet. Command
and Control Center is the entity that has a global view and control of all the components of the ASSISTANCE
project.
1. Radio Network

The main goal of the radio network is to provide connectivity to field operators (first responders), UAVs and
unmanned sensors in remote operation areas which are out of coverage of common communication networks
for whatever reason, for instance due to infrastructure unavailability as a consequence of the disaster where
ASSISTANCE is going to be deployed. Furthermore, this radio network has to provide high range connectivity to
stationary and highly mobile units with low latency for time-critical missions. This can be accomplished by deploying
a self-forming/self-healing Mobile Ad Hoc Network (MANET) (Chlamtac et al. 2003) in control applications,
which provides mission critical video, voice, Situational Awareness, and data sharing without depending on an
established infrastructure. The MANET is established between radios which are available in full-featured handheld
(equipped on the FRs) and vehicular configurations, as well as small form factor modules for easy integration into
unmanned systems (equipped on the UAVs and drones). In addition to the audio channels, each radio module is
able to stream multiple High Definition videos (16 Mbps IP Throughput), as well as acting as a relay to other radios
in range, thus creating a mesh radio network with a large range (20 km Line of Sight (LOS)) per network Hop). The
radio modules (equipped on first responders and UAVs) will send or relay all the data streams to the communication
hub, from where the traffic will be routed to the C2 center. Moreover, the communication hub provides different
network interfaces for the end users to connect via an Ethernet or optical cable.
2. Communication hub

The communication hub connects the radio network to the C2 centers by using two different networks: traditional
Long Term Evolution (LTE) (Deruyck et al. 2016) network and Satellite network. This allows the communication
hub to use the high bandwidth LTE network when the vehicle is in LTE coverage area and switch to using a
consortium partner satellite network in cases when there is no LTE coverage, which is very common for the use
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Figure 6. Detailed schema of the ASSISTANCE network architecture

cases in the ASSISTANCE project. Thus, providing high reliability and availability even in rough terrains and
changing conditions. Figure 6 illustrates a detailed schema of the ASSISTANCE network architecture.
Link failover In order to ensure reliability and availability in different network scenarios, two separate VPN
tunnels (one over LTE and the other over the Satellite link) will be established between the Link Balancing Unit
on-board the communication hub (vehicle) and the VPN concentrator hosted in a Virtual Private Cloud (VPC)
which terminates the VPN tunnels. The Link Balancing Unit and VPN concentrator manage the VPN tunnels in
order to provide Active/Standby failover between the two links (LTE and Satellite). The VPN tunnels act as a
single logical VPN tunnel by performing packet-based fail-over between the links. This means that the established
sessions are maintained in the case of a link failure and don’t need to be re-established (stateful failover).
3. C2 Centers

In the ASSISTANCE pilots’ deployments there will be two different kinds of C2 centers, the advanced C2 center
and the rear C2 center. The advanced C2 center will be deployed on field and it can be composed by one or several
laptops that directly take information from sensors deployed on field and use this information for taking tactical
decisions and also for protecting the units deployed on field. It is possible that different kinds of FRs have their own
advanced C2 center on field. The rear C2 center is the entity that has a global view and control of all the components
of the ASSISTANCE system which means that it is crucial that the data exchange complies with strict security and
latency requirements. This can be achieved by establishing and end-to-end VPN connection between the C2 center
and the communication hub. Each ASSISTANCE partner can establish a VPN to the VPC which will enable the
bidirectional data exchange with the ASSISTANCE remote components (field operators, UAVs, sensors).
CONCLUSION

In this wiP paper we have reviewed how ASSISTANCE will preserve FRs as well as will enhance their SA during
disaster mitigation, in a wide range of use-cases, even in remote areas or through a commercial networks failure, due
to the novel architecture and mechanisms proposed. It has been stated a system architecture for ongoing disaster that
facilitates with a tailored SAP which supports FRs management depending on each organization needs, reflecting
the real state of the event over the integration of new paradigms, tools and technologies.
ASSISTANCE is fully oriented to validate its capabilities in real scenarios, approaching real use-case with similar
pilots, testing the overall system capabilities by the FRs consortium partners. First Responders’ on field feedback
will allow the consortium to correct potential technical errors in order to improve the system for the final project
pilot demonstration and a future paper with tangible results.
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ABSTRACT

Unmanned aerial vehicles (UAVs) have increased in popularity in recent years and are now involved in many
activities, professional and otherwise. First responders, those teams and individuals who are the first to respond
in crisis situations, have been using UAVs to assist them in locating victims and identifying hazards without
endangering human personnel needlessly. However, professional UAV controllers tend to be heavy and cumbersome,
requiring both hands to operate. First responders, on the other hand, often need to carry other important equipment
and need to keep their hands free during a mission. This work considers enabling first responders to control UAVs
corresponding author
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with single-handed gestures, freeing their other hand and reducing their encumbrance. Two sets of gesture UAV
controls are presented and implemented in a simulated environment, and a two-part user study is conducted: the
first part assesses the comfort of each gesture and their intuitive association with basic flight control concepts; and
the second evaluates two different modes of gesture control in a population of users including both genders, and first
responders as well as members of the general populace. The results, consisting of both objective and subjective
measurements, are discussed, hindrances and problems are identified, and directions of future work and research are
mapped out.
Keywords

First Responders, UAV, Gesture Recognition, User Study.
INTRODUCTION

UAVs have recently become very popular and been utilized in many tasks in order to assist humans, such as
exploration (Tomic et al. 2012), inspection (Özaslan et al. 2017), mapping (Özaslan et al. 2017; Loianno et al.
2015), interaction with the environment (Forte et al. 2012) and search and rescue operations (Michael et al. 2012).
Especially in search and rescue missions, significant manpower and resources are required in order to cover large
areas in as little time as possible. With drones examining the ground from above with high-definition video and
thermal imaging, the time it takes to locate and rescue a missing person is greatly reduced. At the same time,
potential hazards can be identified early with a UAV, without putting the human personnel in needless danger.
However, flying a drone in such scenarios demands highly trained pilots and the use of cumbersome hand-held
controllers that require both hands. Aiming to increase usability and intuitiveness, drones can be coupled with
Mixed Reality headsets and controlled by gesture-based systems, offering new, non-invasive forms of interaction
between humans and robots (L. Yuan et al. 2019).
Nevertheless, the design of such systems requires thorough investigation and the consideration of several human
factors in order to eventually select natural, intuitive and ergonomic gestures (Sanders et al. 2018), especially
when drones are employed by First Responders (FRs) in emergency situations. Following academic research,
commercial drone manufacturers have recently introduced hand gestures as an alternative control mechanism,
following two different approaches (Natarajan et al. 2018). The first approach employs specially designed gloves
and wrist-mounted Inertial Measurement Unit (IMU) sensors for capturing the gesture, while the second leverages
computer vision techniques by exploiting the on-board camera of the drone, thus forcing the drone to continuously
point its camera towards the pilot. However, commercially available gesture commands often lack versatility
and precision and are restricted to generic commands. Towards this end, the present work aims at introducing a
finer control method which will eventually allow FRs to fly drones in emergency situations both intuitively and
precisely. This paper focuses on multi-rotor UAVs, and in particular quadcopters, which are most often used by FR
organizations in their operations.
The rest of this paper is organized as follows: Related work provides a review on current gesture-based UAV
interfaces; Gesture-based UAV control describes the proposed gesture-based interface and the different control
modes; UAV navigation experiment and user study outlines the experimental setup; Lastly, Conclusions and
future work provides a conclusion and discusses future work. The Appendix presents the subjective evaluation
questionnaire experiment participants were asked to complete.
RELATED WORK

Even though humans normally communicate by employing both speech and gestures, gestures seem to be more
suitable for representing complex ideas (Pavlovic et al. 1997). Therefore, significant research effort has been focused
on developing gesture-based interfaces for controlling UAVs (Chandarana et al. 2017). Iba et al. (1999) developed a
Hidden Markov model (HMM)-based recognizer in order to exploit the temporal information of gestures, while
Neto et al. (2009) employed a Wii remote sensor for recognizing six different gestures and fully controlling an
industrial robot. Both of these methods restricted the natural arm or hand movement by forcing the users to wear
or hold a sensor. Waldherr et al. (2000) introduced a vision-based interface that was capable of recognizing both
pose gestures and motion gestures; however, it relied on tracking full-body movements. In a recent study, Nagi
et al. (2014), employed colored gloves in order to create a dictionary of spatial gestures, while Pfeil et al. (2013)
developed a system for controlling a UAV as if it were grasped. Ng and Sharlin (2011) developed a socially
motivated gesture-based interaction scheme for collocated UAVs based on a falconry metaphor. Similar to Nagi
et al. (2014), Chan et al. (2018) exploited data from three different kinds of sensors, including a camera, an IMU
and flex sensors in order to simultaneously track the hand pose and finger motion in a rate of over 100 frames per
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second. However, the ambiguity of how people perform hand gestures induces an extra challenge in detecting
hand-gestures in real-time.
Trying to alleviate these obstacles, and exploiting recent advances in the deep-learning domain, Molchanov et al.
(2016) introduced a three dimensional recurrent convolutional neural network (RNN) model leveraging multimodal
input from depth, color, and stereo-IR sensors. Additionally, emerging technologies such as Augmented Reality
(AR) and Virtual Reality (VR) have gained interest as a new interaction modality and triggered vision-based 3D
hand analysis research. More specifically, authors in (Ge, Liang, et al. 2016; S. Yuan et al. 2018) have exploited
depth sensors for estimating the 3D hand pose, while others (Zimmermann and Brox 2017; Spurr et al. 2018)
have employed monocular RGB images for estimating the 3D locations of key hand points, which cannot however
fully express the 3D shape of a hand. Recently, Ge, Ren, et al. (2019) proposed a Graph Convolutional Neural
Network (Graph CNN) method to reconstruct the full 3D mesh of hand surface containing richer information of
both 3D hand shape and pose. Authors in (Walker et al. 2018) introduced a system that combines the head position
detected from the AR head-mounted-device (AR-HMD) with hand gestures detected by the AR-HMD camera for
controlling a UAV, while L. Yuan et al. (2019) leverage an eye-tracking device in order to directly navigate a UAV in
an uninstrumented environment. In Chandarana et al. (2017), the authors present a gesture-based natural language
interface for defining trajectory segments using a library of twelve simple hand gestures. And in Konstantinidis
et al. (2018) the authors fuse both skeletal and vision data, including optical flow, in a deep learning approach
geared towards sign language gestures. Yet, most of the above emphasize more on technical implementations for
prototyping purposes, while the present work presents the qualitative and quantitative metrics of a comparative user
study for two different control methods of UAVs, aiming at identifying user preference and measuring the comfort,
ease-to-learn, and usability of each.
GESTURE-BASED UAV CONTROL
Quadcopter control basics

In this work we will be focusing on small UAVs with four rotors, also known as quadcopters. In quadcopters rotors
are positioned in an X shape around the UAV’s body. Two of the rotors, located opposite to each other relative to
the UAV’s center, rotate clockwise and the other two rotate counter-clockwise, to balance angular momentum.
Quadcopters have four basic controls to which we will be referring in this work. All movements and manoeuvers
are performed using a combination of these basic controls. These are:
• Throttle, which regulates the average rotation speed of its rotors. It provides
a forces perpendicular to the plane of the UAV’s rotors. Throttle is used to
counter gravity and keep the UAV airborne, and also to propel the UAV in
any direction, including altitude, according to its orientation, as effected by
pitch and roll.
• Yaw, which rotates the UAV along the axis perpendicular to the plane of its
rotors. This is performed by introducing a difference between the rotation
speed of the clockwise-turning rotors and the counterclockwise-turning
rotors.
• Pitch, which tilts the UAV forward or backward. This is performed by
introducing a difference between the rotation speed of the forward rotors
and the back rotors. Pitching forward or backward will make the UAV move
forwards or backwards respectively.

Figure 1. A manual UAV
remote controller.

• Roll, which tilts the UAV left or right. This is performed by introducing a
difference between the rotation speed of the left-side rotors and the right-side
rotors. Rolling left or right will make the UAV move to the left or to the
right respectively, without changing the direction it is facing.
Classic UAV controllers (example shown in Figure 1) have two joysticks controlled by the operator’s thumbs: one
controlling throttle and yaw, the other controlling pitch and roll. As such, they require the use of both hands.
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Requirements

In designing finger-based UAV control for FRs in the field, a number of initial requirements were identified and
used to guide the subsequent processes of selecting the modes of control as well as the individual gestures to be
used. These requirements aim at providing FRs with an easy-to-use, intuitive and robust method of controlling
UAVs in the field, without compromising their freedom of movement, safety, or ability to carry out their mission.
Early identified requirements include:
• use of a single hand, so that the other hand remains free to perform other necessary actions, carry equipment,
or manipulate objects even as the FR is controlling the UAV.
• that gestures are sufficiently different from each other. This both makes them easier to recognize and
differentiate, and smooths the learning curve for the operator.
• that gestures are sufficiently different from everyday gestures FRs may perform during a mission. This will
allow the operator to include everyday gestures when communicating with colleagues without them being
mistaken for UAV commands.
• that gestures should not be too tiring, uncomfortable, or complex. The aim is to provide a comfortable
and intuitive mode of control.
• that the set of control gestures should be as small as possible, to avoid confusion and be easy to learn.
• that opposite UAV movements (e.g. "up" and "down") should correspond to similar but opposite gestures,
which will help to keep the gesture set small and increase control intuitiveness.
• that gestures can be interpreted and mapped to a continuous range, so that when giving a command (e.g.
"go forward") the FR operator can also specify the intensity level of that command (e.g. "slowly" or "fast").
• that while no command is given, the UAV should stop and remain stationary at a constant altitude, waiting
for the next command. This will allow the FR operator to temporarily shift their focus from the UAV to other
matters without fearing that it may fly off or collide into a wall. It also provides an easy way to halt the UAV
without requiring a specific command gesture to do so.
• that gestures should support interoperability, i.e. their recognition should not be tied to a particular hardware
sensor, but be compatible with different modes as much as possible (e.g. infrared, IMU, vision, etc.).
Control modes

In accordance with the requirements above, two different modes of control were identified: finger-based control
and palm-based control.
In finger-based control, the minimum set of movements required to navigate a UAV to the desired target point and
orientation was corresponded to a set of gestures. Each gesture is characterized by which fingers are extended, and
the intensity level is defined by the pointing direction of a selected extended finger, or the palm itself. In order to
keep the gesture set to a minimum, the following UAV commands were implemented:
• Up/down, to change the altitude;
• Left/right, to rotate along the axis perpendicular to the plane of rotors;
• Forward, to move forward;
• Stop, at the event of no other active command.
This minimum set of controls excludes some UAV movements, namely going backward or sideways. Since only a
single gesture can be active at any moment, movement combinations are impossible: the operator must perform
each command sequentially to position the UAV at the desired target location, making for more tedious but also
more precise navigation.
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In palm-based control, the operator uses the positioning and orientation of their open palm to control the UAV:
• A palm held still and horizontal to the ground denotes a stationary hovering UAV.
• Tilting the palm commands the UAV to tilt (pitch and/or roll) in the same direction, facilitating forward,
backward, or sideways movement accordingly.
• Turning the palm to the left or right corresponds to yawing in that direction for so long as the extended
fingers point otherwise than forward.
• Moving the whole palm up or down manipulates throttle and effects a change in altitude.
These palm-based commands cover all basic quadcopter controls and can be combined, allowing the full range of
control for the operator.
Gesture selection

For finger-based control, the gestures associated with each command (besides "Stop", which activates on an absence
of any recognized gesture) were selected so as to maximize alignment with the requirements listed above. Towards
this aim, a preliminary user study based on a questionnaire was performed, to ensure that selected gestures are
comfortable, easy to perform and intuitive.
A set of 10 single-hand gestures, or hand states, was compiled so as to be mostly different from everyday gestures.
Each gesture has certain fingers extended while all others are retracted. The list included the following:
1. Pinky extended:

2. Pinky and thumb extended:

3. Index and middle fingers extended:

4. Index, middle and thumb extended:

5. Index and pinky extended:

6. Index, pinky and thumb extended:

7. Middle finger extended:

8. Middle finger and thumb extended:

9. Index finger and thumb extended:

10. Index, middle and thumb at right angles:

The list excludes overly common and useful gestures, like pointing with the index finger extended, as well as overly
complicated or hard combinations.
A group of 29 volunteers were then asked to perform each gesture, grade how comfortable and easy it is to perform,
and note which, if any, of the three finger-based commands they can naturally associate it with. Figure 2 shows the
average ease/comfort rating for each gesture as well as the popularity of associating each gesture with each of the
three commands.
The results show that gestures #3 and #9 are clear favorites. The middle finger is favored only when mimicking the
index finger. The pinky, on the other hand, proves difficult to combine with the index finger; however, it combines
well with the thumb.
Gesture #3, besides being the easiest, was the one most readily associated with going forward, and so it was reserved
for that role. Gesture #9, the second easiest, was mostly associated with the left/right command. However, in
practice it proved difficult to point towards the outside of the arm with this gesture, and so it was assigned to the
up/down command. Lastly, left/right was assigned to #2, second in association preference for that command.
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Figure 2. Gesture questionnaire results. Top graph shows the ease and comfort rating of each gesture. The
bottom graphs show the preference of gestures to be associated with each command.

Moreover, in each gesture one of the extended fingers was designated as the pointing finger, its direction controlling
the direction and intensity of each command. The final correspondence between commands and gestures, then, was
defined as follows:
• Index finger and thumb extended for up/down, with the index finger controlling direction and intensity.
• Pinky and thumb extended for left/right, with the thumb pointing at the direction of yaw.
• Index and middle fingers extended for forward, with the index finger’s angle to the vertical controlling
pitch and thus velocity.
Gesture recognition

Two different modes of gesture recognition were tested, along with
their associated hardware. In this context, gesture recognition
includes the recognition of the three gestures corresponding to
finger-based control, the open-palm gesture (all fingers extended)
for palm-based control, as well as the orientation of the palm and
pointing directions for significant fingers (namely the index finger
and the thumb).
One method used LeapMotion (Leap Motion Developer 2020) - now
a part of Ultraleap (Ultraleap 2020) - a USB peripheral device which
uses three infrared LEDs and two infrared cameras to capture the
position of hands and fingers, including joints, with sub-millimeter
accuracy and a high frame rate (Weichert et al. 2013). LeapMotion
has the advantage of being relatively unobstructive to the user, as it
needs no physical contact. On the negative side, it must be connected
to the processing computer via USB and the sensor must remain
stationary to receive an accurate reading of the hands, or else readings
must be compensated by the sensor’s own motion.

Figure 3. A LeapMotion sensor
connected to a laptop showing the
virtual hands.
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The other method tested utilized AvatarVR (AvatarVR 2020), a
wearable glove with IMUs (inertial measurement units) on each
finger and the back of the palm. AvatarVR includes further features
(haptic feedback, thumb flex sensing, wrist and arm IMU add-ons)
that were not necessary in this test. It connects to the controlling
computer by either USB or Bluetooth, and can thus allow more
independence. On the downside, as a glove wearable it can be
restricting. The developers urge to exercise caution when wearing
it for fear of damaging it, which can be problematic for use by FRs
in a crisis scenario.

Figure 4. The AvatarVR glove.

Preliminary testing showed that, for the purposes of finger-based
UAV control, the LeapMotion sensor is more robust and accurate.
AvatarVR tended to report finger curl when there was none, as a result of wrist rotation. This significantly hampered
the recognition of gestures, as well as the perceived pointing direction. Upcoming SDK updates for AvatarVR may
resolve this issue. For these reasons, as well as the utility concerns mentioned above, LeapMotion was selected and
used for the experiment and user study presented in the following section.
UAV NAVIGATION EXPERIMENT AND USER STUDY
Technical setup

The two different control methods were compared in a Virtual
Environment (VE) based on AirSim (Shah et al. 2018). AirSim is
an open-source, cross platform simulator for drones, and cars, built
on Unreal Engine but also compatible with Unity3D, supporting
hardware-in-loop with popular flight controllers such as PX4 for
physically and visually realistic simulations. The control methods
were evaluated in two different scenarios, one indoors and one
outdoors.
For developing the outdoor scenario, the "Windridge City" scene was
used, which is specifically designed for facilitating the simulations
of autonomous vehicles including UAVs. The indoor scene utilises
a realistic building derived from the Matterport 3D dataset (Chang
et al. 2017). An introductory scene prompts users to enter their
usernames and select the parameters of the experiment (i.e. the
control method and the scene).

Figure 5. Palm-based controls in the
outdoor scene. Note the transparent
virtual hand in an open palm position.

Additionally, collectible items were placed in each scene to encourage
users to follow a path that requires the use of a diverse set of UAV
movements and turn it into a playable gamified experience with a
concrete goal: to collect all items, avoid collisions and take as little
time as possible. In both cases, users control a virtual model of a
DJI Phantom, with dimensions of 28.9 cm x 28.9 cm x 19.6 cm.
Figures 5 and 6 show screenshots of the outdoor and indoor scenes
respectively, including the transparent virtual hand, the virtual UAV
and collectible yellow cubes.
Figure 6. finger-based controls in the
AirSim by itself uses the four basic UAV controls: throttle, yaw,
indoor scene. Note the transparent
pitch and roll. Navigating the drone directly with these proved very
virtual hand performing gesture #9.
challenging, especially for inexperienced users. Thus, a number of
navigation aids were implemented to enhance user experience. These
in no way detract from the experiment’s realism, as most commercial
UAVs already implement similar aids. These included: the application of a steady offset to throttle to counteract the
UAV’s weight and keep it aloft in the absence of any command; the temporary application of pitch and roll opposite
to the direction of travel in the absence of command, effectively braking the UAV; and an altitude stabilization
module, adjusting throttle to compensate for pitch and roll.
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Figure 7. A user trying the palm-based controls. The open palm, held above the LeapMotion sensor is tilted to
the left, corresponding to a left roll for the virtual UAV.

Experiment parameters

The user study was conducted among a population of 31 members of the general populace (not first responders) and
8 first responders, the total consisting of 27 men and 12 women.
During the experiment, the participants had to navigate the drone firstly on the outdoor and then in the indoor scene.
Their objective was to collect all the collectable items in each scene making reasonably good time while at the
same time avoiding collisions. Participants played through each scene using both control methods (palm- and
finger-based) and as such, they had to complete 4 rounds. A user could begin playing the outdoor scene using either
the palm orientation or the finger gestures, and likewise for the indoor scene. Thus, there were 4 possible ways a
user could finish all rounds. As the second playthrough of a scene could confer an advantage due to familiarization,
we equally split the participants among these 4 possible combinations. Nevertheless, no correlation was detected
between the order of playthroughs and the preference or performance of participants. Before the actual game-play
started, they had a chance to acclimate with the controls during a 5 minute training period in the outdoor scene. In
order to compare the two navigation methods participant playthrough timings and number of collisions (with walls
or other scene objects) were recorded by Unity.
After completing the experiment, participants were asked to complete an online subjective evaluation questionnaire
(included in the Appendix) recording independent variables such as their handedness, their job role (FR or not),
their preference regarding the two different control methods, and whether they would prefer a combination of both.
Additionally, subjective workload measures such as physical demand, frustration, and performance were included in
the questionnaire inspired by NASA Task Load Index (TLX)(NASA TLX 2020), which is a workload assessment tool
specifically designed for performing subjective workload assessments on operators working with human-machine
interface systems.
Results

Results were extracted from both the subjective questionnaires and the objective timings and collision counts
measured by Unity.
Figure 8 shows how the general populace and first responders evaluated the two modes of UAV control in three
categories: physical ease/comfort, ease to learn, and usability. Across both groups, the palm-based controls were
voted as more comfortable, easy to learn, and easy to use in the simulation.
Regarding overall preference, 62% of users reported preferring the palm-based control. Figure 9 additionally
shows preference statistics for different groups: FRs, members of the general populace (non-FRs), women and men.
Additionally, most users (66%) reported that they would rather have the option to mix both palm and finger controls,
depending on the situation, rather than be confined to a single control mode.
WiP Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

944

Konstantoudakis et al.

Gesture UAV Control for First Responders

Figure 8. Evaluation of the two control modes by users.

Looking more closely at individual groups, it can be
noted that women favored finger gestures rather than
palm orientation. FRs, which will be the principal
end-users of this research, were split equally between
the two.
Among FR participants, two, a man and a woman, were
experienced UAV operators. As such, their individual
evaluations are of particular interest. They both opted
for the palm-based controls, as they support the same
degree of versatility and combinations a conventional,
manually operated UAV controller allows. They both
stated, independently, that with sufficient practice
they would readily swap manual controllers for palmorientation navigation, if the latter does prove to be
robust and accurate on real UAVs.

Figure 9. Overall preference percentages for the two

Figures 10 and 11 show objective metrics measured
modes of control. The center graph shows the total
by Unity. As shown in Figure 10, users achieved faster
among all users; the graphs on the left split users by
navigation using the palm-based controls. This is
role (FR or non-FR); and the graphs on the right split
users by gender.
at least partly due to the palm-based controls being
able to be used in simultaneous combinations, while
finger-based commands must be performed in succession. The palm-based control’s superior speed is especially
evident in the outdoor scene and less pronounced in the indoor one, which requires more precise movements to
navigate the tighter spaces involved.
The average number of collisions, shown in Figure 11, provides another measure of the precision afforded by each
control mode. The results here corroborate those of Figure 10. In the outdoor scene the palm-based controls are
more precise. However, in the indoor scene, where spaces are much tighter and collision opportunities plentiful,
finger-based controls performed better with less collisions. Hence, while palm-based controls might be on average
faster, it is important to note that very precise movements in tight spaces may be more reliably performed with
finger-based gestures.
In order to merge time and collision count into a single score metric, a 10 second penalty was applied to the time for
each collision. Figure 12 shows these average penalized timings among all participants and for individual groups.
This combined objective performance graph shows that overall, the palm-based controls are slightly better for
performance. While non-FRs and men achieved lower timings with the palm-based controls, FRs and women
performed better with finger gestures. This is in line each group’s subjective preference as shown in Figure 8.
It can be noted that groups which favored the palm-based controls performed better, overall, compared to groups
who favored fingers. Hence, a conclusion may be reached that palm orientation, which allows more complex moves
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Figure 10. Average time in seconds for completion of the
outdoor and indoor scenes using each control mode.

Figure 11. Average collisions in the outdoor
and indoor scenes using each control mode.

and combinations, is better for more experienced operators while finger-based gestures, which are geared towards
simplicity and precision, are more suitable for less experienced ones.
Regarding handedness, left-handed participants naturally performed more poorly on average, as they were force to
use their right hand. They uniformly achieved both faster timings and less collisions using the finger-based controls
compared to palm orientation, which is in accord with the above conclusion.
Identified problems

Besides the subjective and objective results, testing with a wide group of users provided a chance to identify
problems that were not readily apparent during initial development.
One major hindrance proved to be the robustness of the hand state estimation. This was not so much of a problem
with the palm-based controls, as the open palm, all fingers extended, was detected easily and consistently. However,
the individual gestures of the finger-based control set were often not recognized correctly. Recognition robustness
varied depending on user, and some participants experienced intense frustration as their hands and fingers were not
recognized correctly. It was noted that the fingers and hand states of users with thicker fingers and big hands were
recognized more consistently.
Recognition robustness also varied with the hand’s position relative to the sensor, as well as the attempted gesture.
In some combination of gestures and relative positions, key fingers were occluded by other fingers or the palm;
users overcame this by changing the positioning of their hands when gestures were not recognized.

Figure 12. Average timings with a 10 second penalty applied for each collision: Overall among all participants,
and separately for particular groups.
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It is possible that the users’ overall preference for the palm-based controls is at least partly due to this problem. This
problem is attributed to the sensor hardware, and it is possible that with future versions or firmware updates it might
be alleviated.
CONCLUSIONS AND FUTURE WORK

In this paper the authors consider the task of providing efficient and intuitive UAV gesture control for first responders
on the field. A set of user and technical requirements was formulated and two modes of control were designed and
evaluated, with one (based on discrete gestures) restricting UAV movement combinations and thus providing more
precision and the other (based on the orientation of the palm) allowing the full range of complex moves.
A preliminary user study was carried out to identify the most comfortable hand gestures and their perceived
associations with UAV controls. Then the two different modes of control were evaluated by users in a simulated
environment in a final user study. Both members of the general populace and actual first responders took part in this
use study, which included both objective performance metrics and subjective comfort and usability polling in the
form of a questionnaire.
The results of the user study were presented and discussed, noting overall preference as well as preference by role
(FRs vs. the general populace) and gender. The palm-based controls emerged as more comfortable, easy to learn,
and accurate subjectively, with objective metrics corroborating this conclusion. At the same time, problems and
complications were identified, including both hardware limitations and implementation oversights.
As this is a work in progress, the authors plan to improve and expand on this research in several ways:
Due to time constraints, in this early stage only right-handed gestures were recognized, which naturally made it
difficult for left-handed users. Left hand support will be straightforward to implement, and is within the authors’
plans for the immediate future.
Though the orientation of the palm was detected consistently and accurately, the recognition of individual gestures
of the finger-based control set was not so robust. This proved to be a major point of frustration among some
users, and doubtlessly impacted on that control set’s less positive evaluation. Improving the robustness of gesture
recognition will be an important part of future research.
As mentioned before, in the implementation used for this user study gestures were recognized with LeapMotion, an
infrared camera based hand tracking peripheral. The authors plan to explore more hand tracking hardware and
modalities and identify one which will increase recognition robustness while satisfying to the greatest possible
extent operational concerns such as portability, low power consumption, and low cost. Towards this end, AvatarVR’s
upcoming SDK update will be tested, perhaps having solved some finger tracking problems that were encountered.
An interesting path of research, and one the authors intend to pursue, will be purely vision-based hand tracking,
such as Google AI Blog (2020). This can both reduce cost, as it will be compatible with any camera, and possibly
prove more robust and versatile.
In this work the authors have focused on static hand pose or hand state gestures, rather than gestures as a movement
of the hand in time. This allowed a finer control of the intensity of each command, as well as automatic braking
when the hand state stopped corresponding with the predefined gestures; both of the above are important in UAV
control, especially in crisis situations. However, gestures with a time component could be incorporated and
corresponded to more complex UAV commands, such as returning to the operator or circling around a point in
space.
Ultimately, of course, the authors’ goal is to move beyond simulation and test finger-based control on real UAVs,
integrating with the various built-in features included in individual models, such as obstacle avoidance and more
complex navigation commands. Real UAV testing will start within the next few months, and more options and
improvements will be incorporated over time.
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APPENDIX: USER EVALUATION QUESTIONNAIRE

Participants were asked to complete the following questionnaire after completing using the UAV simulator with both
control sets (finger-based and palm-based):
User info and demographics

Username: (this was included to allow correlation with the objective metrics extracted by Unity)
Gender:
• Female
• Male
Job role:
• First responder
• Other
Handedness:
• Left-handed
• Right-handed
• Ambidextrous
I consent to have my answers in this questionnaire and my performance metrics in the UAV recorded and used to
extract anonymized statistics and evaluation results regarding gesture based UAV controls.
• Yes
• No
Finger-based controls

Physical ease/comfort: (range of 1-7)
• 1: Not comfortable at all, very tiring
• 7: Very comfortable, not tiring at all
Ease to learn: (range of 1-7)
• 1: Hard to learn
• 7: Easy to learn
Usability: (range of 1-7)
• 1: Frustrating, I can’t make the UAV move as I intend
• 7: It is very easy to move the UAV as I intend
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Palm-based controls

Physical ease
comfort: (range of 1-7)
• 1: Not comfortable at all, very tiring
• 7: Very comfortable, not tiring at all
Ease to learn: (range of 1-7)
• 1: Hard to learn
• 7: Easy to learn
Usability: (range of 1-7)
• 1: Frustrating, I can’t make the UAV move as I intend
• 7: It is very easy to move the UAV as I intend
Comparison

I would prefer to control the UAV using:
• finger-based gestures
• palm orientation
I would rather:
• always use the method I selected in the previous question
• have the option to use both, depending on the situation and the way I want the UAV to move
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ABSTRACT

Using sensors to collect data at emergency incident sites can facilitate analysis of the logistic operations. This can
be used to improve planning and preparedness for new operations. Furthermore, real-time information from the
sensors can serve as operational decision support. In this work in progress, we investigate the requirements on the
sensors, and on the sensor data, to facilitate such an analysis. Through observations of exercises, the potential of
using sensors for data collection is explored, and the requirements are considered. The results show that the
potential benefits are significant, especially for tracking patients, and understanding the interaction between the
response actors. However, the sensors need to be quite advanced in order to capture the necessary data.
Keywords

Sensors, Emergency Response Planning, Tracking, Team Interaction.
INTRODUCTION

In case of an emergency incident, time is crucial and relevant information is at the same time often scarce. To
make decisions in a fast and precise manner is therefore vital for a successful operation. The aim of this work is
to investigate the feasibility and the potential of using sensor data in order to improve such decision making.
Furthermore, the requirements on the data and on the sensors are considered.
The main idea is to use sensors to collect data at emergency incident sites and then analyze the logistic operations
in order to identify improvement opportunities. The visionary goal is to be able to contribute to an increased
efficiency among the various actors participating in the rescue work, through various logistical improvements.
Furthermore, as decisions are based on the available information, better information can facilitate better decisions.
We foresee that sensors will be able to provide real-time information and hence provide a better situational
awareness. This then constitutes a good base for decisions on allocating resources and assignment of tasks, and
can also be used as input for automatic decision support, based on artificial intelligence or optimization algorithms.
However, in order to achieve this goal, it is first necessary to analyze if, and further how, logistics at an incident
site can be improved by quantitative modelling and data obtained through sensors. Thus, the following research
questions have to be answered:
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•

What are the potential benefits of using sensors to collect data at an incident site?

•

What are the requirements on the design of such sensors?

To achieve this, a literature study and the observations of several emergency incident exercises were performed.
The collected data was divided into use cases, illustrating when it would be beneficial to have access to sensor
data, and requirements, stating which data that would be useful and what is required from a sensor to capture and
deliver this data. In the next section, the frame of reference for the study is outlined, and a small selection of
previous work is described. Then the method is detailed, followed by the results, a discussion and finally the
conclusions.
FRAME OF REFERENCE

In case of an emergency, the logistics of the rescue operations are crucial in order to achieve good results.
Resources and patients must be transported and managed as they are a part of a supply chain in a humanitarian
setting (e.g. van Wassenhove, 2006). As such, the field of humanitarian logistics (e.g. Kovács and Spens, 2009)
has become important during the past decade. Regardless of the size of the event, there is always a possibility to
optimize the resource utilization, and thereby contribute to the saving of lives and minimization of damages. As
such, (Caunhye et al. 2012) put forward a review of optimization in emergency logistics. Different disasters and
events have different logistical implications, depending on e.g. the urgency, duration, climate, etc. (L’Hermitte et
al., 2014). However, good performance is always directly related to the ability of planning the resources (e.g.
Rauner et al., 2012; Jagtenberg et al., 2015).
There exists previous work where the possibility to utilize sensors, and sensor networks, to analyze and improve
emergency response and disaster management is investigated. For example, patient tracking supported by RFID
technology has shown promising results in exercise settings (Jokela et al., 2008, 2012). Lorincz et al. (2004)
describe a software architecture called CodeBlue, which can facilitate the monitoring and tracking of patients and
first responders. They outline some technical requirements, including discovery and naming (it must be possible
to identify all sensors), robust routing (ad hoc routing may be necessary to reach all devices), prioritization of
critical data (due to limited bandwidth, a prioritization scheme might be necessary), security (the transmitted data
need to be encrypted and secure), and tracking device locations (a mix of techniques should be used to get reliable
location data for vehicles, patients and responders). Chandra-Sekaran et al. (2009) developed a sensor network
for patient tracking during a crisis. They state that it should be able to handle both outdoor and indoor
environments, use a minimal infrastructure, track 30-500 patients moving with varying speeds with a location
accuracy of 5 to 10 meters, be scalable and robust and have a low computation and communication overhead.
Indoor tracking is a well-known problem, where GPS signals can be blocked and the accuracy is reduced. To
overcome this, Zhang et al. (2013) present a localization and monitoring system based on inertial sensors, which
can be used by emergency responders.
Xu et al. (2013) focus on Internet of Things (IoT) architecture for logistics management. They use emergency
response as a case study, and describe a set of general strategic benefits that IoT may give. These are “1. better
resource allocation, 2. cooperation between various organizations, 3. faster and accurate situation awareness, 4.
complete visibility of disaster development and visibility of response forces, and their remaining capability” (page
401). Lung et al. (2018) study an IoT Smart City concept and describe technology that can be used in an emergency
management context. Endedijk et al. (2018) focus on medical emergency team interactions, and use different
sensors to capture this, including sociometric badges, video cameras and a body sensor to measure the stress level.
The objective was to learn more about how team interactions affect the work performance.
Even though it is easy to find previous studies on the technical requirements and the development of sensor
networks for use in emergency response, the benefits from a logistics point of view are in the best case only
described on a general level. In this paper, detailed logistic benefits are identified based on professional emergency
response training exercises. These are then utilized as a base for a sensor requirement analysis.
METHOD

This research is based on a literature review and observations. The literature review centered on emergency
management and logistics, coupled with sensors and sensor networks, whereas the observations were explorative
(Yin 2009). This study used a case study method in line with Yin (2009), consisting of the following stages: plan,
design, prepare, collect, analyze, and share. The main sources of case information are direct observations made
by researchers, field notes, photo, video and audio recordings, and data from semi structured interviews with
participants and relevant personnel. The collected data was after each observed exercise summarized by each data
collector and thereafter structured into a common database. The conclusions was drawn by analyzing the
structured data and were hence validated through triangulation with multiple sources of information. In addition,
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more than one observer/researcher observed each exercise (see Table 1). The data collection was performed at
seven different emergency response exercises. The authors were not involved in the planning or organizing of any
of the observed exercises.
Table 1. Data collection process and conditions

Scenario

Observed by

Data collected by

External conditions.

1: Antagonistic attack

Researcher 4, 5.

Field notes, photo,
video, audio,
interviews.

Daylight, clear weather,
about 8 degrees Celsius.
(all)

2: Airplane emergency
landing and fire

Researcher 1, 2, 3,
4, 5.

Field notes, photo,

Daylight, clear weather,
about 6 degrees Celsius.
(all)

3: Major traffic accident
with bus crash

Researcher 1, 2, 3,
4, 5.

Field notes, photo,
video.

Daylight and clear
weather (1, 2, 4), morning
and fog (5), about 10
degrees Celsius (all).

4: Fire at a large teenage
party

Researcher 1, 2, 3,
4, 5.

Field notes, photo,
video, audio,
interviews.

Daylight, clear weather,
about 10 degrees Celsius.

5: Suburban riots

Researcher 1, 2, 3,
4, 5.

Field notes, photo,

video.

Daylight, clear weather,
about 10 degrees Celsius.

6: Traffic accident with
minibus

Researcher 2, 3, 4,
5.

Field notes, photo,
video.

Daylight, clear weather,
about 10 degrees Celsius.

7: Minor traffic accident
with car

Researcher 2, 3, 4,
5.

Field notes, photo,
video.

Daylight, and dusk, clear
weather, about 10
degrees Celsius.

video, audio,
interviews.

Observations

The scenarios for the different exercises that were observed in this study are summarized in Table 2. The exercises
were conducted by different organizations and for different learner groups (from professional responders to rescue
service and ambulance nurse students). Some exercises lasted less than an hour, others up to four hours.
Participating organizations ranged from fire and rescue services, police, emergency medical services (EMS),
airport fire and rescue, and military forces.
Table 2. Observed scenarios
Scenario
1: Antagonistic attack

Description
This exercise scenario featured a truck carrying a bomb that had been driven on a
pedestrian street in an average sized town. Additionally, a car with two people crashed
into the truck and the persons were trapped in the car. The scenario featured multiple
casualties on the street, and a general level of unrest in the city. The driver of the truck
was still in the driver’s seat. The rescue personnel also had to deal with the risks from
the not yet detonated bomb.

2: Airplane
emergency landing
and fire

In this scenario an airplane performed an emergency landing and caught fire close to an
airport. There was a large fire and a large number of casualties at the site and in the
airplane. The initial response was by airport fire and rescue and then joined by additional
municipal rescue services, EMS, and police to perform life-saving medical interventions,
evacuate the airplane, organize transport logistics, and search for missing people.

3: Major traffic
accident with bus

In this scenario a large bus containing about 40 passengers collided with a car, and the
bus overturned to its right side. Many passengers were injured with a broad range of
traumas. One patient was trapped in the car and several people were trapped in the bus.
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crash

Emergency response was performed by the rescue service, EMS and police.

4: Fire at a large
teenage party

This exercise scenario featured a house fire at a large party. Several intoxicated minors
were still inside the house, some were gathered around the house, and some were missing
in the nearby woods. Some traumatic injuries were sustained after self-evacuation from
windows; other injuries were sustained from burns and smoke inhalation. Further, one
car had been stolen and another car vandalized, and there was reason to suspect that the
fire had been started intentionally. Police, rescue services, and EMS performed a joint
response to manage the accident site.

5: Suburban riots

In this exercise scenario the emergency response organizations encountered a hostile
mob vandalizing cars and setting them on fire. A victim was trapped under a burning car
behind the mob. The exercise was primarily aimed at police students to train crowd
management and control, de-escalation techniques, and creating a safe working
environment for the rescue service and EMS students who needed access to the wounded
victim.

6: Traffic accident
with minibus

This exercise featured a minibus that had crashed into a wall. One deceased victim was
outside the vehicle, and another person had severe trauma and needed immediate lifesupporting first aid. The scenario was complicated by the fact that the minibus contained
undocumented refugees that had large difficulties communicating with the police and
the EMS, and who may have been the victims of human trafficking. The driver of the
minibus was missing.

7: Minor traffic
accident with car

In this short exercise scenario, a single vehicle had crashed on a road, and one person
was trapped in the driver’s seat with moderate trauma. A few other people were gathered
around the car, some who might have been passengers, and some who appeared to be
affected by alcohol and/or narcotics.

To describe the observed general site management, operations are led by a joint command consisting of a Rescue
commander, an EMS commander and a Police commander from a joint command and control site. Alerted
response units can be routed to a point of stand-by (a rendez-vous point at the outer cordon). At the incident site,
casualty clearing stations, field first aid posts and areas for deceased, injured, uninjured, and goods are set up as
needed. At the ambulance loading site, the injured are picked up by ambulances and potentially other improvised
patient transport vehicles.
Different operations that commonly occurs are: 1) reconnaissance of the site to get a full picture of the event, 2)
securing the site by eliminating further threats, as well as neutralizing aggressive individuals, disarming
explosives, extinguishing fires, etc. 3) triage (initial prioritization) of patients, tagging them green, yellow or red
(or black if dead), 4) performing primary treatment, 5) performing evacuations, 6) loading and transporting
patients to hospitals, among others.
Data collection

During the exercises, photographs were taken as well as video and audio recordings. In addition, field notes were
gathered during the observations, along with notes from semi-structured interviews with exercise participants and
managers. These field notes and the observers’ general impressions were aggregated through group discussions.
Each observation was focused on potential issues and problems where sensors might be helpful to the situation,
in particular where they potentially could contribute to better logistics and planning. Other particular points of
interest included what type of information the exercise managers could use for a more robust and detailed
evaluation, what information they would need to determine the success of the exercise, and what challenges the
evaluators faced in terms of keeping track of the progression of the exercise.
RESULTS

The results are presented in two sections. The first section describes the potential benefits of using sensors to
capture data, and the second specifying the necessary requirements for the sensors.
Potential benefits from using sensors

From the observations of the different scenario exercises, several potential benefits from using more advanced
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sensors and sensor networks for exercise tracking and evaluation were found. These benefits are summarized in
Table 3.
Table 3. Potential benefits of using sensors
Potential benefit
Operational resource
overview

Description
It is a challenge to keep track of all resources, personnel as well as vehicles and
equipment. If these were tagged with a sensor that could transmit an accurate location of
the resource, that would help to provide a good situational awareness for the command.
However, in the many of the scenarios, the incident site was spatially limited, e.g. about
50x50 meters in Scenario 3. This requires the sensors to provide a very fine spatial
resolution, to support decisions.
The Rescue commander usually uses a whiteboard to create an overview of the event
and the evolvement of the rescue operations. Together with the other commanders, (s)he
goes through an overview of the response objective, inventory of casualties, what needs
to be done, how to prioritize, what resources that are available, where to collect wounded,
current and possible threats, how to communicate, and dividing resources into groups or
sectors with different tasks as needed. The meetings are short and repeat every 30-60
minutes. During such meetings, a list or map with sensor data (at least position) of the
involved patients, casualties, resources and equipment would be of great help.

Patient tracking

A major issue in several of the scenarios was to keep track of casualties, e.g. how many
and where they are at the different stages of evacuation and treatment. To have good
knowledge of each patient’s status and location is paramount for effective treatment and
transportation planning. In some scenarios, patients that should have been highly
prioritized were overlooked while low prioritized patients were assigned to ambulances.
Also, at the end of the exercises, when checking how many patients that had been
transported away from the incident site, this number seldom matched between the
different response actors, and with the number of people who actually were transported.

Digital triage

When performing triage, the patients get a tag of a certain color depending on the severity
of the injuries and the urgency of medical intervention. A sensor that can be used to track
the patients can also double as a triage tag if coupled with some form of input device
(e.g., mobile device) where the medical staff can register the necessary data. It would
also need lights in the correct colors. One benefit compared to regular triage tags, apart
from the patient tracking, is that it would be easier to update if the patient status changes
or a misdiagnosis is identified. If the sensors themselves are capable of monitoring basic
vital parameters, such as heart rate, breathing rate, body temperature or blood pressure,
or are capable of connecting to other medical sensors, they could potentially be used to
alert medical staff of critical changes in the health status of patients.

Position capture for
post-event analysis

With position and time stamps for all resources and patients, it would be possible to do
a detailed and thorough post-event analysis of the operations to identify possible
improvement opportunities. Again, a high spatial and temporal accuracy is important.

Communication and
team interaction
analysis

While positions and time stamps would give some insight into the operations, the
communication between the responders is vital for a deeper understanding. Most
decisions are made in collaboration between different organizations, or as a result from
joint decision making. Thus, to be able to fully analyze the operations, communication
both over radio/data and verbally (face-to-face) between responders must be captured.
To avoid having to do speech analysis, it may in some cases be enough to capture that
certain people have communicated, but not necessarily what was said, or capturing
certain vocal elements (pitch, frequency, amplitude) for a rudimentary analysis of how
things were said. And in the case of patients, that the most critical are regularly
reassessed.

Sensor requirements

In order to achieve the potential outlined in the previous section, the sensors have to fulfill the requirements listed
in Table 4.
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Table 4. Sensor requirements
Requirement
ID

Description and motivation
The sensor must have a unique identification that is associated with all transmitted data.
This to be able to associate it with the object (resource or patient) to which it is attached.

Simple interaction

It is necessary to easily be able to input information about the object into an information
system, which will manage the information transmitted by the sensors. This could be
used to e.g. to assign the sensor to a patient or staff role, or assign a triage priority.

Physical attributes

The sensor needs to be small, robust and easy to carry. It must also be able to be securely
attached to clothes, tools, or persons. The environment where the sensors are expected
to be used is often harsh, so they need to be able to withstand high temperatures, wet
environment, chemicals, punches and bumps.

Position capture

The device should be able to know its position with a high accuracy, both outdoors and
indoors. Thus, just relying on Global Navigation Satellite Systems like GPS might not
be enough. Like in Zhang et al. (2013), complementing technology can be used to
improve the indoors accuracy.

Movement and
orientation capture

The device should be able to measure movement along all three axes, e.g. in order to
determine if person is standing or laying down. This can be used to improve positioning
accuracy, and also to determine sudden movements that may be due to falls, dropped
equipment, or sudden deterioration of patient status.

Time stamps

All collected data must be accurately timestamped. This to enable a post-event analysis
where the sensor ID together with position and time stamps will make it possible to
replay the scenario, and trace the movements of all objects.

Sound capture

By being able to capture sound and speech, it is possible to analyze communications and
team interactions. Together with position and time stamps, captured communication
between objects will help when analyzing who did what and why. This gives a solid base
for improved learning and finding improvement opportunities.

Proximity to other
sensors

If two sensors have been close to each other for some time, it is possible to assume that
they have interacted, e.g. an ambulance nurse reassessing triage on a patient, or a fire
fighter picking up a specific piece of equipment. This is another way of overcoming
inadequate positioning accuracy, and to ensure that interaction between objects is
identified.

Temperature capture

To register the temperature would be useful especially when analyzing firefighting
operations. It can also be used to study how the surrounding temperature affect the
stamina of the response personnel or the state of the patients.

Data storage

For post-event analysis, it must be possible to securely send data in real time to a server,
alternatively to store data on the sensor. Sending directly to a server is preferable, since
then it is not necessary to transfer the data from the sensors afterwards. Also, if capturing
space consuming data like speech, the sensors would need a lot of storage space. The
drawback with sending the data to a server, is that the data communication has to be
reliable and secure.

Real time data and
communication

For operational usage, it must be possible to send data in real time to a server, and
possibly to other sensors. While commercial communication networks, like e.g. 4G, in
general are quite reliable and have enough capacity, given an emergency scenario, it is
possible that the capacity and capability of these will be affected. Then, complementary
technology, like e.g. wireless ad hoc networks (see e.g. Ray and Turuk, 2017), can be
used to ensure reliable communication.

Battery

The battery time needs to be sufficiently long to operate for a number of hours without
requiring additional charge. A few hours up to a day is usually sufficient for training and
exercise purposes. Then, the batteries can be recharged. For usage in a real scenario, the
battery time might need to be severely improved, depending on the event. For many
natural disasters, e.g. forest fires and floods, the response phase might have a time span
of days or weeks. In these cases, it would be inconvenient if the sensor batteries had to
be charged once every 24 hours.
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DISCUSSION AND FUTURE WORK

The current results show that using advanced sensors and sensor networks at emergency incident sites might bring
significant benefits, in particular regarding situational awareness, resource and patient tracking, and
communication and team interaction analysis.
A concrete example of how this could be used, is in an exercise setting, like in one of the observed scenarios.
Before the exercise, all objects (response personnel, critical equipment and victims) are tagged with a sensor, and
all necessary information about the object is registered. During the exercise, the sensors send their positions (and
other information) to an information system, capable of visualizing the positions and possible statuses (e.g. triage)
on map, facilitating a good situational awareness for commanders and exercise management (or only for exercise
management, if commanders are not supposed to have access to such decision support). After the exercise, the
recoded data can be used by exercise management, e.g. in an After Action Review (AAR), to illustrate what went
well, and what could have been done better. Furthermore, operations analysts can also use the data to adapt and
develop theory and build models explaining and supporting emergency response operations. These can then be
used to analyze and evaluate the exercise, as well as identify improvement opportunities. For example, it may be
possible to see that the ambulance loading site was badly chosen, resulting in long distances where personnel had
to transport patients using stretchers. Or that it would have been better to concentrate the firefighting efforts at
another place initially, which would have resulted in less damaged infrastructure.
While these are expected results, in line with previous research, most focus has earlier been to provide the
technical platform for the data capture. There has not been much extensive work on how this data actually should
be used in a post-event analysis phase to find improvement opportunities and provide planning insights.
Thus, the next steps in this work are to:
1.
2.

3.

4.
5.

Build or acquire sensors that can capture the necessary data
Perform exercises and experiments
a.
Tag resources (personnel, vehicles, equipment) and patients
b.
Collect data during the exercise
Analyze data from the experiment
a.
Based on logistics theory
b.
Using artificial intelligence (AI)
Develop models / methods / guidelines for how the operations can be improved
Collect feedback and repeat the steps above in order to refine and fine-tune

Figure 1. Future data collection system

A possible future data collection system is outlined in Figure 1. Sensors will be used to collect data both from
exercises and from real operations. The data will then be analyzed using adequate models, methods and theories,
which will give results that can be developed into improvement suggestions and decision support tools. These can
then be tested and trained in exercises, possibly through simulation or e-learning (as e.g. suggested by Taber,
2008). Using the models is furthermore expected to give feedback into how they can be updated, as well as how
to continuously develop the sensors and the data capturing systems, and most importantly, how real operations
can be improved.
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CONCLUSION

The operations at an emergency incident site are often fast paced and require some amount of improvisation.
Furthermore, there is usually a multitude of resources, injured and bystanders interacting. This often makes it
difficult to document and collect data, which makes it hard to both provide relevant information during operations
and afterwards, retracing exactly what happened. Advanced sensors and sensor networks could help in this. By
capturing position and communication between everyone involved in the operations, it should be possible to use
logistic theory to analyze the operations and suggest improvements. However, it is a challenge to construct sensors
that fit all requirements, in particular on the spatial indoor accuracy.
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ABSTRACT

Optimal communication and information exchange are key elements for handling complex crises or disaster
situations. With the increasing number of heterogeneous ICT systems, also raises the importance of adequate
support for interconnectivity and information logistics between stakeholders to thoroughly gather information
and to make quick but precise decisions. The main purpose of the information exchange is then to manage the
crisis as quickly as possible, to provide full information to protect first responders’ health and safety, to
optimally dispatch resources, and to ensure coordination between different relief forces. Based on an end user
survey with a particular focus on first responders, this paper introduces an evolutionary architecture to enable
information exchange in crises situation or disasters. The aim is to provide a decentralized approach among
heterogeneous ICT-systems which abstracts from the underlying communication technologies and heterogeneity
of connected systems and fulfills the functional and non-functional requirements from end users.
Keywords

Civil Protection, Emergency Management, Interoperability, Interconnected Collaboration, Resilient Architecture.
INTRODUCTION

Crises and disasters can occur at random locations and times with every citizen being exposed or vulnerable to
aftermaths (Nikolai et al., 2015). Timely reaction is required to save lives and to prevent further damages. First
responders often have limited or completely lack information regarding location, surroundings, intensity, extent
of the damage, number of people affected, etc. as such data generally originates from different stakeholders
simultaneously and are subsequently not shared sufficiently (Moshtari & Gonçalves, 2017). Furthermore, a
variety of crises or disasters, such as forest fire, flooding or terrorism, not only require response and relief forces
with different resources (Kapucu, 2006) but also the involvement and cooperation of various stakeholders
(Grolinger et al., 2013).
In order to cooperate and react effectively to any situation during a disaster or crisis it is a critical prerequisite
that all involved stakeholders have access and can provide relevant information between each other (Kapucu,
2006). In addition, such information exchange has to succeed steadily and timely to the proper partners. The
difficulties of information sharing during such situations are generally known (Queck & Gonner, 2016):
fragmentary or even too much information, wrong channels, wrong formats or missing common vocabulary are
the usual problems. To address, such shortcomings, many approaches have already been developed, among
others to allocate and coordinate the relief resources between various stakeholders more effectively (Queck &
Gonner, 2016).
Current approaches can be generally distinguished as based on (1) decentralized one-to-one links (2) centralized
information platforms, or (3) centralized information exchange platforms. All these approaches have their
advantages, disadvantages as well as open issues. In practice, the main obstacles for such solutions are the
different level of digitization of each stakeholder, the cost of providing the necessary infrastructure and
connectivity, and security concerns. Others are designed mainly to share situational information between
WiP Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

961

Holzhüter et al.

Reference Architecture for Interconnected Systems in
Emergency Management

stakeholders. Established solutions solve specific problems but general approaches as it is outlined in (Pearson
& Mitroff, 1993) and tested in (Di Ciano et al., 2017) are still not yet in practice.
The purpose of this paper is to outline an architectural proposal for a secure decentralized information exchange
architecture in crises or disaster situations that addresses these problems. The aim is to design a reference
architecture that is cost-effective and easy to connect with for heterogeneous stakeholders and is also providing
a secure basis for information exchange.
This paper is organized as follows: in section 2 we describe different approaches that have already been
developed and discuss advantages and disadvantages. Based on a survey for end user requirements we propose
in section 3 a possible architecture that shows major advantages in comparison to existing approaches regarding
crucial requirements of end users. Finally, in section 4, we give an outlook on further research in the next steps
so that our proposal for a reference architecture can be developed in practice.
EXISTING APPROACHES

In recent years, there have been numerous developments in the area of crisis prevention to improve cooperation
possibilities. Communication between the various organizations has been simplified through exercises,
simulating different situations and checking communication relationships. However, the main communication
still takes place via decentralized one-to-one links. In addition, some problems with the establishment of central
information platforms have been solved, but they cannot solve all problems. Current research in recent years is
focusing on platforms that act centrally as data hubs. All approaches (A-C) have their advantages and
disadvantages, which are described below. They are categorized according to the communication schema. These
are also showing the evolution of the approaches that we observed in the last years. For the graphical
representation we decided to depict each approach by the communication relationships of the stakeholders and
systems. These approaches are taken up again as reference points when designing the new reference
architecture.
Approach A: Decentralized one-to-one links

Initial approaches evolved mainly around the idea of one-to-one communication links between stakeholders
using a wide spectrum of technologies ranging from telephone, fax, internet (e-mail or specific software
(Kranaster, 2016)) to ultrashort wave, TETRA-BOS, GSM, or satellite communication (Zuba et al., 2017).
Figure 1 depicts the communications structure between several stakeholders.

Figure 1. Representation of decentralized one-to-one links between stakeholders

A major advantage of this approach is enhanced security and data protection as each stakeholder has full control
over which information is transferred to another stakeholder (advantage A1). On the other hand, due to the large
amount of information on the various communication channels (disadvantage A1), there is often a risk of
information flooding (disadvantage A2) as the number of ono-to-one connections increases. Especially in
critical situations the difficulty of coordination of the different information flows (disadvantage A3) within these
one-to-one connections is becoming highly problematic for getting a clear picture of the situation and hence the
proper decision making. This problem applies for all communication channels, except collaboration over special
software for a narrow range of usage and small user groups (advantage A2). However, such collaboration
software is often highly specific (disadvantage A4) and requires operator training (disadvantage A5) (Kranaster,
2016). Other problems are misinterpretations of information and data due to heterogeneous systems
(disadvantage A6) (Kranaster, 2016). The systems that need to be connected have usually interfaces that serve
different standards or technologies (disadvantage A7). Creating interfaces for each connected stakeholder means
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a considerable effort (disadvantage A8). Beside e-mail and specific software-connections, information exchange
of digital data through classical communication channels is not supported (disadvantage A9). Even when digital
data transfer is supported the internal structures of each stakeholder are often highly complex (disadvantage
A10) (Kapucu, 2006). This leads to problems such as processing delays (disadvantage A11) and duplicate
processing (disadvantage A12) (Bahora et al., 2003; Bunker & Smith, 2009; Palttala et al., 2012).
Approach B: Centralized information platforms

In order to eliminate the problem of the previous approach centralized inter-organizational information
platforms have been developed. Under this category we subsume approaches where all information provided by
stakeholders is collected into one single repository which serves then as the central information source for all
connected stakeholders. In most cases these are designed as web applications that contain information for a
predefined group of participants e.g. EDRIS (European Emergency Disaster Response Information System),
INFORM (Index for risk management), or IDRN (India Disaster Resource Network). Figure 2 shows the general
approach.

Figure 2. Approach of a centralized information platform

The advantage is that a lot of information can be viewed centrally on one platform (advantage B1). This reduces
single communication effort between the stakeholders (advantage B2). Additionally, the data is available
digitally (advantage B3) and can be downloaded for own purposes and combined with the own data if necessary.
The downside is, however, that usually only static or historical data (disadvantage B1) is stored on such
platforms, among others due to the additional efforts to keep data up to date. It is in the nature of a crisis or
disaster that much information must be exchanged in real time in order to make quick decisions. First
responders often find it difficult or impossible to exchange data over these platforms (disadvantage B2). In
addition, it can be cost-intensive for a small group of users to maintain such platforms (disadvantage B3). As for
using specific software within the first approach such information platforms require also additional operator
training (see disadvantage A5).
Approach C: Centralized information exchange platform

In order to eliminate the problems of the second approach the idea of central information platforms was
extended towards dynamic information exchange, with the goal of exchanging data directly between
stakeholders through a mediator. The data hub between Austrian national crisis and disaster management to
manage interoperability (Preinerstorfer et al., 2019). It is also a central platform but holds no information in
contrast to centralized information platforms as described in a previous chapter. Figure 3 shows the function of
the centralized information exchange platform.
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Figure 3. Approach of centralized information exchange platform

Each stakeholder only has to take care of its own connection to the platform. Via an intelligent control system,
the information is distributed by the platform to the right recipient. The effort of transforming data into the
correct target format is eliminated (advantage C1) as well as the configuration of multiple data connections to
the receivers (advantage C2). Such systems can usually handle a variety of different interface technologies and
standards (advantage C3), e.g. REST, SOAP, CAP (Lichtenegger & Tusa, 2017); and by design it is possible to
transmit almost information almost in real-time. It is only required for the stakeholders to adapt their systems so
that the data can be verified and released upon receipt (advantage C4 compensates for disadvantage 13).
Consequently, stakeholders can work with their own systems without an additional software system for the
operators (advantage C5) (Melchert, 2016).
However, with this approach the stakeholders give the control over the data distribution out of their hands to a
certain degree (advantage A1 revised by disadvantage C1). In addition, the data is converted by an external
service provider into the target format which requires a great deal of trust in integrity and security of the
platform (disadvantage C2). Further, a central instance is always a possible single point of failure (disadvantage
C3). It can be reached via several channels but if the platform fails the overall information exchange no longer
functions at all (Lichtenegger & Tusa, 2017). Unfortunately, there is still no reference architecture (disadvantage
C4) so that this approach is implemented only in proprietary systems (Lichtenegger & Tusa, 2017).
In sum, there is no solution on how to deal with the different levels of digitization within the stakeholder’s
organizations (disadvantage C5). Stakeholders who do not use large software systems have to go the way of
approach 1. That means that all other stakeholders would still have to follow approach 1. Considering the
aforementioned downsides, centralized approaches need to be further explored and an extended approach needs
to be found that eliminates a major part of the current problems.
DECENTRALIZED INFORMATION EXCHANGE ARCHITECTURE

Our aim is to design an implementation that combines the advantages of existing approaches and eliminates the
disadvantages by reducing communication and information provision effort and providing a high degree of
integrity and availability. In addition, the system should
● be capable of dealing with static digital data as well as almost real-time information,
● provide several interface technologies,
● be based on an open reference architecture so use is not limited to a proprietary single solution,
● deal with different levels of digitization so that stakeholders can use the solution with their own systems
but also without systems and
● minimize the efforts for the stakeholders for implementation.
These were the first requirements we used as a basis for the design of our approach. However, in order to have a
better picture of the current situation and the needs of the stakeholders we carried out a further requirement
analysis.
The system would involve many different stakeholders. The stakeholders have been grouped together for better
classification. Three stakeholder groups were determined and are described in Table 1.
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Table 1. Stakeholder

Stakeholder

Description

User

Users are defined as institutions that have a business
relationship with the service provider for the purpose of
using the system. In addition, this stakeholder group is
related to n-many users for the purpose of data exchange.
For example, control centers, technical relief
organizations, professional fire brigades, voluntary fire
brigades, aid organizations, critical infrastructures etc. A
complete list of participants is not included in this paper,
as there are more than 100 organizations and organization
groups, not counting control centers and situation centers.

Service provider

Service providers are institutions that provide the system.
It is also related to service partners who could continue to
provide services within the system. Since the architecture
is to be provided as reference architecture, there may be
several service providers.

Service partner

Service partners are institutions that act to support or
supplement the activities of the service provider or user
and can provide extended services within the system or
define interfaces to external systems

A short survey during a training course for control center operators and developers showed that non-functional
requirements are very important. The 49 participants from response forces and critical infrastructure providers in
Germany were asked the following question: What kind of requirements, functions and features should a system
have for collaboration? As a result, 59 non-functional and 26 functional requirements were mentioned. One of
the major concerns were security issues which is underlined also by findings from literature.
The survey served as a first classification of individual requirements that could be placed on such a system. The
requirements are not complete at this stage, as not all stakeholders have been surveyed. They will not be
complete in the future either, as technical changes will be made far too quickly, requiring changes to the system.
For this reason, the system must be designed in such a flexible way that changes can be implemented costeffectively.
From the evaluation of the requirements, functions could be derived. In addition to requirements, which have to
be considered according to the state of the art anyway, aspects were also pointed out which would not have been
clear without a survey. Thus, the focus of the system to be developed must be on the presentation of information
in addition to the transfer of information. A deletion of functional requirements, even if they have only been
mentioned by one stakeholder so far, can lead to the fact that this one stakeholder has no confidence in the
system and does not use it. This in turn would have an effect on all stakeholders. It is very useful to ask more
identified stakeholders in order to uncover additional functions or possibly conflicting requirements.
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Table 2. Functional requirements from an end user survey

ID

Requirement

Description

Number of
mentions

RQ01

Authentication

Authentication should be state-of-the-art and support multiple
authentication methods.

1

RQ02

Multi-client
capability

The system must be multi-client capable. It must be possible to
configure role-based data display and transfer.

2

RQ03

Filter option

Filter options should be offered; the focus should be on the
relevant data.

2

RQ04

Validation of
information

A transaction check is to take place. The data must be
unchangeable and usable in court.

3

RQ05

Data exchange

Data should be usable not only in the event of a crisis but also
during normal operation in order to generate synergy effects.

2

RQ06

Event orientation

It should also be possible to view the data under less than
optimal conditions, for example when information systems have
failed. The system must act event oriented.

3

RQ07

Data actuality

The system should be able to update information automatically.

1

RQ08

System boundary

The system should also be applicable in federal states.

1

RQ09

Automation

The system should be fully automated and should not require
manual operations.

1

RQ10

Prioritization of
data transmission

The system must offer the possibility to prioritize certain
transactions to certain participants.

2

RQ11

Geoinformation
system

The system must offer the possibility to transfer data from
geographic information systems.

1

RQ12

Interfaces

Standards like OGC (Open Geospatial Consortium), STANAG
(NATO contracting parties' Standardization Agreement) should
be usable. The exchange format should be easy to design. The
interface should be compatible with as many media as possible in
terms of hardware and software. The data network should be
uniform, and the services should be usable across systems. It
should also be possible to establish permanent connections to
check availability.

7

In addition to the survey, the requirements which result from the advantages and disadvantages of chapter
EXISTING APPROACHES and which have not yet resulted from the survey are explained here.
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Table 1. Functional Requirements from chapter EXISTING APPROACHES

ID

Requirement

Description

Result from

RQ13 Control over
connections

The system must be able to give the user full control
over the data connections.

Advantage A1,
Disadvantage A3,
Disadvantage A10,
Disadvantage C1

RQ14 Use of own software,
transformation of data

The system must be able to transform data so that users Advantage A2,
can use their own systems.
Disadvantage A4,
Disadvantage A11,
Disadvantage C1

RQ15 Data visualization

The system must be able to prepare data in such a way
that it can be displayed within the system if the data is
not transferred to another system by the user.

Disadvantage C5

RQ16 Central storage of
information

The system must also be able to store data centrally so
that the user can analyze them even without his own
software.

Disadvantage A11,
Advantage B1

RQ17 Trusted connections

The system must be able to easily establish
communication connections to other users.

Disadvantage A3,
Disadvantage A11,
Advantage B2,
Advantage C2,
Advantage C6

RQ18 Digital data transfer

The system must be able to support many different
formats and interfaces so that data can be transmitted
digitally.

Advantage A8,
Disadvantage A1,
Disadvantage A6,
Disadvantage A7,
Disadvantage A9,
Disadvantage A11,
Disadvantage A12,
Advantage B3,
Disadvantage B2

RQ19 Real-time transmission

The system must be able to transmit data in near realtime (e.g. video streams)

Disadvantage B1,
Advantage C5

RQ20 Filter options

See RQ03

Disadvantage A2

RQ21 Interfaces

The system must be able to create, adapt or delete
interfaces

Disadvantage A8,
Advantage B2

RQ22 Decentralized system
architecture

The system must be decentralized to increase the
availability of information.

Disadvantage C3

RQ23 Open-Source

The system must be open source so that other providers Disadvantage C4
can make extensions (including interfaces, value-added
services) quickly available. In addition, a reference
architecture should make it possible for different
service providers to develop the system.

RQ24 Validation of
information

See RQ04

Disadvantage C2

Non-functional requirements have a particularly high priority in ICT systems in the field of public safety. This
can be seen from the total number of nominations in Table 4. However, other analyses of ICT systems also show
that there are particular barriers to introduction in the area of non-functional requirements (Gross et al., 2019).
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Table 4. Non-functional requirements from an end user survey

ID

Requirement

Description

Number of
mentions

RQ25

Reliability

The system must run reliably and trouble-free. It must also be
robust and highly available. It must be able to exchange data
quickly, even with a high volume of information.

11

RQ26

Availability

There shall be a fallback system in case of network failure for
data transmission. The services must be redundant. The
system must be quickly available again after a failure and
offer 24/7 support.

12

RQ27

Usability

The system must be easy to use. New approaches to
presentation and optimization should be incorporated.

5

RQ28

Scalability

The system should be scalable.

3

RQ29

IT security in general

The system should be secure against external attacks and
threats. It should be possible to provide data quickly, reliably
and securely. All information should be encrypted end-toend. The system requires ISO 27000 certification, BSIGrundschutz certification and VS-NfD approval.

10

RQ30

Maintenance

The system must be low maintenance.

1

RQ31

Innovation capability

The system must be future-oriented and easily expandable
with new services.

1

RQ32

Interfaces

The interfaces must be standardized, certified and open.

5

RQ33

Data security and
data protection

Only authorized persons may receive information. The
system must be data protection compliant.

4

RQ34

Traceability

It must be possible to look back on an old stand.

2

RQ35

Simplicity

They available services should be kept simple.

2

RQ36

Comprehensibility

The services and processes should be understandable and
comprehensible.

1

RQ37

Acceptance

The solutions and services should be generally accepted.

1

RQ38

Auditable

The system should be verifiable.

1

In addition to the non-functional requirements from the survey, further requirements were derived from the
advantages and disadvantages of the approaches mentioned in Chapter 2.
Table 2. Non-functional requirements from chapter EXISTING APPROACHES

ID

Requirement

RQ39

Intuitive operation

RQ40

Costs

Description
The system must be intuitive to use, and the training
effort must be kept to a minimum.

Result from
Advantage
A5

The system must be cost-effective to develop or to
modify or extend.

Disadvantage
B3

Security concerns are particularly a major problem for organizations that run control centers. For example,
control centers as part of critical infrastructures in Germany must be built in accordance with ISO 27001 based
on the IT basic protection rules of the Federal Office for Information Security (Strohbach & Behrens, 2017). For
such organizations high security requirements apply especially when they have interfaces to other systems or
obtain data from the Internet (Mommsen & Kahl, 2017). Control centers must be set up as part of critical
infrastructures in Germany in accordance with ISO 27001 on the basis of the IT basic protection rules of the
Federal Office for Information Security (Strohbach & Behrens, 2017). Such organizations have high security
requirements, especially if they have interfaces to other systems or obtain data from the Internet (Mommsen &
Kahl, 2017). In addition to the IT Security Act, the Basic Data Protection Regulation also requires technical and
organizational measures in accordance with the state of the art. Teletrust describes various measures which must
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also be included in the requirements (Alsbih et al., 2020). The survey on requirements in this area shows clear
intersections with the non-harmonized standard ISO 25010, which describes software quality characteristics.
ISO 25010 distinguishes between compatibility, portability, maintainability, performance/efficiency,
functionality, robustness/reliability, usability and safety. Another aspect that has not yet been considered in the
system is the exchange of data across national borders. This has to be considered as well, because in many cases
(e.g. cooperation of the countries at the North Sea and Baltic Sea, cooperation in case of floods at border rivers)
this kind of communication is needed to cope with the problem.
Decentralized Architecture
Following the requirements, our approach foresees a decentralized architecture (RQ22) in which the information
exchange adapter plays a key role as depicted in Figure 4. To understand how the system works, it is presented
in more detail than the others in related work.

Figure 4. Decentralized information exchange adapter

To better illustrate how the architecture works, it is linked to an illustrative example. The illustrative example is
that there is an emergency in a critical infrastructure and emergency services are alerted by the control center.
The first emergency forces have to assess the situation on site and pass it on to the respective control center.
Stakeholder 1 has a disaster management system; Stakeholder 2 does not. Today, the two different stakeholders
would only exchange information by telephone or e-mail. Many manual steps would have to be taken, system
breaks are made, only that both first responders on site would have access to the same information.
With this architecture the exchange is improved. On the one hand, important infrastructures can already be
included before an emergency occurs. In an emergency, ad hoc information can be transmitted to the emergency
services before the first responders are on site. This enables the control center to better assess the situation in
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advance and plan resources more effectively. In addition, various emergency forces can exchange information
on the situation on an ad-hoc basis and know exactly which resources are on site. In contrast to all other
approaches, all organizations with different levels of digitization can receive and use digital information. This
way, processing times of information can be minimized absolutely and proactive action due to increased
information availability is enabled. The data collected by one first responder could be transferred fully
automatically through the organization to the other first responder's organization. In addition, the system must
be designed in such a way that a fully transparent data exchange is possible (RQ12). On the system side, the
functional approach also functions unproblematically across (inter)national borders (RQ08). On the one hand,
important infrastructures can be included even before an emergency occurs. In an emergency, ad-hoc
information can be transmitted to the emergency services before the first responders are on site. This enables the
control center to better assess the situation in advance and plan resources more effectively. In addition, the
various emergency services can directly exchange information about the situation and thus know precisely
which resources are on site. Various services are required to make this exchange work.
In our first draft five services were identified: update service, data transformation service, triggering service,
connection service, and PKI service, comprising the central processes. The adapter connects to heterogeneous
disaster management software of the stakeholders. If an own software is available, the adapter can connect to the
crisis and communication systems of the stakeholders and/or an information pool with structured and intelligent
search with different visualization possibilities (dashboard, live monitoring of issues, analysis) can be used. The
local registration service is an external service for all stakeholders. The tasks of the services are described
below.
Data transformation service

This is the core component of the system. Basically, the component takes care of converting the data into the
target interface technology. The component stores the most current data and discards it when not further
required. This ensures that the most up-to-date data is always available even if other stakeholders are not
available e.g., due to connections problems. In order to deal with the different stages of digitization of the
stakeholders the component will be available in different variations:
● An information pool (RQ16) in which the received data can be stored and, if required, searched with an
intelligent engine (RQ03, RQ20). Access could then be possible via a web interface (RQ15), shown in
Figure 4 in the area Stakeholder 2: Display of information via web browser. Users in different roles
(RQ02) should be notified here on an event-oriented basis if, for example, changes have been made to
subscribed topics (RQ06, RQ07).
● A data hub with a rule-based system that translates the data into the desired target format and distributes
it to the interfaces shown in Figure 4. Information is sent by the critical infrastructure manager to both
stakeholders involved. Stakeholder A's adapter translates the unstructured data into an appropriate target
format, which can be processed by the disaster management software (RQ14). The Stakeholder B adapter
makes the information available in an information pool where the data can be accessed via the
Webbrowser.
● Standardized gateway that distributes data to the interfaces, e.g. the Common Alerting Protocol (CAP)
(Rieser et al., 2015) provides a standardized way to send messages in XML format (RQ12, RQ14).
Service partners can create their own interfaces and transformers and provide them in the service, so that, for
example, geodata or video streams can be easily transmitted (RQ11, RQ18, RQ19, RQ21, RQ23).
Update service

This service includes processes such as checking the timeliness of outgoing data and then activating the data
transformation service accordingly. Incoming data is sent via a process to the disaster management software.
The update service checks in advance whether the data is already available or whether a decision has already
been made on the data. The administrator or a fully automated rule-based service (RQ02, RQ09) decides
whether or not the incoming data should be included in his or her own system. As in the centralized approach
this requires an adaptation of the own disaster management software. If this is not possible the service only
provides the task of avoiding duplicate entries.
Triggering service

This component is used to register whether a crisis or catastrophe has been triggered. Depending on the
stakeholder configuration with which stakeholder’s data may be searched the service is responsible for
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provisioning the connectors in the connection service. Connections between the stakeholders are only
established after provisioning. This means that connections between the various stakeholders only exist when
they are really needed (RQ05). Provisioning can originate from the triggering control center, but also from first
responders.
Connection service

This service establishes the connection to the other users (RQ21), via a dashboard the user can see at any time
who is connected to the system, define which other users are allowed to connect (RQ17) and prevent ad-hoc
connections (RQ13). This service implements several security mechanisms, such as preventing and detecting
attacks outside the connectors and ultimately triggering other security services. It should also provide several
authentication (RQ01) and detailed logging services. In a prioritization service, users can be prioritized so that
information processing here could preferably be performed by the system (RQ10).
PKI service

The Public Key Infrastructure (PKI) service is a component that takes care of all certificates. It is also
responsible for updating its own certificates and for the initial issuance. The component is one of the central
security features, allows a comfortable exchange between users and additionally provides a high security level.
Furthermore, an additional service for the validation of incoming data is embedded in this component (RQ04,
RQ24).
External service: Disaster management software

At best, this could be the stakeholder’s local system. If this is not possible for various reasons, for example, if no
software is available this service is omitted accordingly. Then the web interface of the adapter can be used and
information in the information pool can be analyzed directly.
External service: Local registration authority

The tasks of this external service include issuing certificates, revoking certificates, and providing revocation
lists.
From our point of view the presented approach provides several advantages in comparison to existing
approaches. First, it is light-weight, cost-effective, flexible, and easily extendible. By its decentralized nature it
is robust and does not have the problem of a single point of failure which is critical especially in crisis and
disaster situations. It can deal with different stages of digitalization and heterogeneous systems of the
stakeholders. And, last but not least, handles security as an intrinsic part of the architecture.
CONCLUSION AND OUTLOOK

The next step is to define the services more precisely and develop them into a reference architecture. At the
technical level, further factors such as self-healing services and deployment are now being examined. Further
we look into implementation aspects by building a prototype using microservices within a 5G-communication
infrastructure of a 5G-testbed. At the non-technical level scenarios are examined that are considered relevant for
this system and what impact they will have on the architecture. For example, the approach should also work
with unpredictable events that do not fit into an existing category such as forest fires. In addition, the different
possibilities of syntactical and semantical information transformation for each stakeholder will be investigated.
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ABSTRACT

Robots such as unmanned aerial vehicles (UAVs) deployed for search and rescue (SAR) can explore areas where
human searchers cannot easily go and gather information on scales that can transform SAR strategy. Multi-UAV
teams therefore have the potential to transform SAR by augmenting the capabilities of human teams and providing
information that would otherwise be inaccessible. Our research aims to develop new theory and technologies for
field deploying autonomous UAVs and managing multi-UAV teams working in concert with multi-human teams for
SAR. Specifically, in this paper we summarize our work in progress towards these goals, including: (1) a multi-UAV
search path planner that adapts to human behavior; (2) an in-field distributed computing prototype that supports
multi-UAV computation and communication; (3) behavioral modeling that yields spatially localized predictions of
lost person location; and (4) an interface between human searchers and UAVs that facilitates human-UAV interaction
over a wide range of autonomy.
Keywords

Search & Rescue, Autonomy, Lost-Person Modeling, GIS, Visualization.
INTRODUCTION

According to the National Crime Information Center’s statistics, nearly 650,000 missing people were recorded in
the United States in 2016 (2016 NCIC Missing Person and Unidentified Person Statistics 2016), and approximately
100,000 of these cases resulted in searches in urban or wilderness settings. For wilderness searches, the International
Search and Rescue Incident Database (based on approximately 50,000 records) reports an overall mortality rate of
corresponding author
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9%, with 5% never located by searches and an additional 24% found injured. Search efforts usually involve multiple
agencies and may exceed 100 personnel working over days. In this paper, we describe our vision and current work
to redefine lost person search-and-rescue (SAR) by enabling teams of human searchers and unmanned aerial robots
to collaborate towards improving search outcomes and reducing human effort.
In typical searches, a human assigns tasks to searchers based on a computed probability of area (POA), the
probability that a lost person resides in a given area. As time elapses, this area grows geometrically, favoring
for quick resolution. Although trained searchers are the gold standard for tracking lost people in the wilderness,
SAR would greatly benefit from teams of autonomous unmanned aerial vehicles (UAVs) able to augment human
abilities. Beyond their ability to search inaccessible areas, multi-UAV teams in SAR offer an exciting testbed to
study human-robot interactions (HRI). Since lost person behavior is understood with respect to both geophysical
and transient landscape features, mathematical models that include features measurable by UAVs are expected
to enrich a search coordinator’s ability to calculate POA with certainty. However, how information would flow
between UAVs and humans is a very complex problem: would a UAV team act like a group of remotely-controlled
searchers or would it exploit its observations and known models to search autonomously? What is the balance of
collaboration and autonomy in multi-robot multi-human (MRMH) search teams?
To ground the discussion, consider a team of aerial robotic systems that are deployed into a search environment,
along with a team of human searchers who vary in capabilities across a range of SAR tasks (e.g., mobility, visual
identification, etc.). Assume that based on knowledge of the lost person(s) and expert input from search leaders,
an estimated probability map describing the existence of lost person(s) in the environment is initially available
as input to our proposed solution. Finally, given the large quantity of data produced by real-time search, assume
that the human-robot search activities are supported by three tiers of computation: (1) embedded processing
per-robot; (2) edge computation local to the search environment and available to all robots; and (3) off-site cloud
computing. In this context, the overarching problem posed by MRMH-SAR is to determine, with minimal deployment
cost, maximal search effectiveness, and optimal computational efficiency, a time-varying policy that deploys
human-robot teams to measure an environment in search of lost persons. This problem is uniquely challenging for a
robot team as it requires a careful balance of coordination over multiple, potentially vast, spatiotemporal scales,
efficient decision-making that accounts for robot, human, and sensor heterogeneity, minimally invasive yet effective
human-robot collaboration, and novel remote sensing and estimation techniques.

Robotic Teams With Humans in the Loop As a relatively new research area, results in robotic planning with
humans in the loop are sparse compared to more general planning methods. Recent results include synthesis
methods for human-in-the-loop control protocols (Feng et al. 2016), improved human-robot team performance with
human-inspired plan execution (Shah et al. 2011), team organizations for improved performance in human-robot
teams (Lewis et al. 2010; Kruijff et al. 2014; Nourbakhsh et al. 2005), analyses of human vs. algorithmic planning
in SAR (Chien et al. 2010), and anticipatory planning (Koppula et al. 2016) (see taxonomy (Yanco and Drury 2004)
and survey (Goodrich and Schultz 2007) for more details). The related question of how one person can control a
team of robots simultaneously is also an open and active area of research. For ground and air vehicles, research
laboratories are devoting tremendous effort to identifying salient cues that control collective behavior in robots.
However, extant research in human-robotic interaction typically focuses on very specific control functions rather
than an overarching problem in an application domain. Specifically, research has not looked into human-robot
interaction from the perspective of hierarchical levels of control, i.e., the relationships between task generation
(what), task assignment (who), and path planning (how).

Autonomous UAVs in SAR While UAVs are currently used heavily for surveillance in military and civilian
police operations, they are most often operated using remote controls and are seldom applied for acquiring human
data in peaceful scenarios. At present, the use of UAVs in SAR are: (1) mapping; (2) victim search; (3) target
observation; (4) delivery; and (5) communication relay (De Cubber 2017), with recent examples of aerial victim
identification (Vempati et al. 2015), and important applications of manually operated UAVs in real-world searches
(NBC 2018). Of particular note, a recent commercial application (DroneSAR 2020) offers path planning algorithms
for UAV control tailored to SAR, but these paths are generated offline using static maps and cannot be updated
in real-time. With that in mind, an international group of UAV owners and pilots have assembled to assist local
law enforcement with SAR (DroneSAR 2020). While this group constitutes a powerful human resource, enabling
autonomous UAVs in SAR would potentially improve searches as UAVs increase access to search data.
WiP Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

974

Williams et al.

Human-Robot Teams in Search and Rescue

Figure 1. Human-robot collaboration in SAR.

OUR VISION

Our vision for SAR is a MRMH control system supported by a distributed computing infrastructure (Figure 1) that
will be driven by innovation in three intersecting areas:
• Multi-Robot Planning and Control. A multi-UAV control system capable of augmenting SAR teams,
with theoretical progress in: (i) risk-aware multi-robot planning with agent-based behavioral modeling
for human-in-the-loop (HITL) control; (ii) long-term and online task assignment for search tasking, on
demand human control, and distributed computing; and (iii) connectivity planning for flexible human-robot
collaboration.
• Human-Robot Interaction. An interactive visualization system enabling human teams to co-generate,
co-assign, and co-perform critical tasks with the multi-UAV control system, with theoretical progress in: (i)
interactive visualization for autonomous systems operating under highly variable environmental/resource
constraints; (ii) supporting human interactions with robotic exploration and exploitation; and (iii) design of
reinforcement learning systems for promoting autonomous capabilities through human use.
• Distributed Computation. A distributed computational infrastructure for supporting autonomous decisionmaking and control, with theoretical progress in: (i) strategic utilization of embedded computing devices
subject to power and network constraints; (ii) scalability of distributed decision-making to support collaborative
autonomous control of UAVs; and (iii) opportunistic utilization of network and compute resources.
CURRENT RESEARCH

This paper presents our work in progress to achieve our above vision for SAR. Specifically, we describe our latest
research findings in developing autonomous control of UAVs, edge computing in wilderness, lost-person behavioural
modeling, and a web-based user interface for SAR professionals.
Autonomous path planning

We present a framework to plan a set of paths for a team of UAVs to autonomously gather information about the
environment and search for a lost person (Cangan 2019). To optimize measurements the UAVs take into account a
lost person predictive model, topography in the search environment, and predicted human searcher trajectories. The
lost person is modeled by taking into account prior beliefs as well as movement patterns informed from previous
SAR missions, and is discussed in a later section. The dataflow diagram for the proposed solution is shown on
the left in Figure 2. By utilizing the advantages afforded by UAVs, we aim to increase the efficiency of SAR
operations by minimizing the total time required while maximizing the chances of locating a lost person with
available resources (Cooper et al. 2003).
As part of optimizing UAV search trajectories, we must predict the paths of human searchers operating on the
ground. In a land SAR mission, a particular area of land will have human searchers assigned to search it, which are
referred to as sectors (Koester 2008). We assume that each searcher has an entry and exit point for each sector,
based on the overall sequence of sectors to be searched. The human searcher model we use here has two modes,
a waypoint following mode and a gradient following mode. In the waypoint following mode, each searcher is
represented as a self-propelled particle moving towards a predefined set of waypoints. Once a searcher is within
a known radius of the current waypoint, the next waypoint becomes the next target. In our case, the waypoints
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Figure 2. (Left) Data flow diagram for the proposed human-robot planning framework. (Right) The lost person
probability heatmap, with the searcher and UAV paths overlayed in blue and red, respectively.

are arranged to generate search paths, sometimes referred to as lawn mowing paths. To better reflect reality, each
searcher path is also influenced by the terrain gradient. For example, if the terrain in a sector becomes too steep
to climb, the searcher is forced to navigate around the obstacle. In these cases, our human searcher model will
switch to the gradient following mode of operation. However, there are cases where searchers may get stuck in steep
trenches or canyons, and thus to combat this we included a tenacity parameter that gradually increases, allowing
searchers to escape from these scenarios (i.e., local minima). Shown on the right in Figure 2 are the resulting
anticipated searcher paths in blue, along with the lost person probabilistic heatmap. Notice that the searchers’
lawnmower paths are being influenced by the underlying terrain.
Moving forward, we require some quantification of the risk inherent in a trajectory based on the lost person model.
In this case, the risk can also be restated as our belief of the lost person’s location with some uncertainty associated.
We will omit a full derivation of the risk function for brevity, the details of which can be found in (Cangan 2019),
and instead skip to the final objective function result. We parameterize the UAV paths with Bézier curves, which
allows us to represent the risk cost as a function of the sparse set of parameters _ 2 R ?⇥⇡ , where ? 2 N , which
define trajectories given by \ _ (C). Formally, our goal is to find a set of parameters, _, to minimize the risk metric
(risk cost), that is:
_⇤ = arg min R [\ _ (C)]
(1)
_2⇤

Where R [\ _ (C)] is the risk associated with a particular set of parameterized UAV trajectories, [\ _ (C)]. The resulting
set of UAV trajectories would then be \ _⇤ (C). We consider several other constraints, such as smoothness, and total
path length, however for brevity we omit the details, readers are referred to (Cangan 2019) for details.
Now to optimize UAV trajectories, given an initial sampling, utilizing a gradient descent approach operating on the
objective function in (1). Specifically, we use an iterative approach, where in each iteration the gradient is computed
about the current trajectory set, \ _ , with respect to the current parameter set _. The parameter set is then propagated
at each iteration by following the direction of steepest descent as defined by the gradient of the objective functional.
Since the objective functional is of large dimension and highly non-convex, we use an optimization method typically
found in neural network-based machine learning applications, referred to as Adam. Adam features adaptive learning
rate adjustment based on first and second moments of the gradient. The resulting UAV paths can be seen on the
right in Figure 2 in red, the yellow circles indicate no-fly zones. Notice how the UAV paths tend to cover areas not
already covered by human searchers, and high probability points according to the lost person probability heatmap.
For a quantitative evaluation of the proposed framework, we compare against three cases that relate to how SAR
operations function: a) human searchers performing a search task without the assistance of UAVs, the most common
circumstance currently (Van Tilburg 2017), b) human searchers performing a search with manual UAVs that follow
the same path as the human searchers at a fixed height of 15m over the terrain, c) human searchers with fully
autonomous UAVs that follow the shortest collision-free path, as computed our solution described above. See
Table 1 for the results from these comparisons, where a lower risk cost is desirable, and the rows correspond to cases
a), b), and c) respectively. From the results in Table 1, clearly the human searchers benefit, in terms of risk, from
using even manually controlled UAVs because of the high altitude coverage advantage they offer. The proposed
method, wherein UAVs plan paths to explicitly minimize risk, performs better than all others by complementing
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Table 1. Quantitative comparison results.

Scenario
No UAVs
UAVs, RRT⇤
UAVs, Manual
UAVs, Risk

Risk Cost (⇥1018 )
4.846
4.412
4.122
3.389

% of Max
100
91.044
85.056
69.937

Planning Time
N/A
20.397s
N/A
1193.781

searchers’ efforts and controlling altitude effectively, balancing UAV field-of-view and quality of measurement. The
scenarios considered here are reasonably consistent with how searches are currently performed within the SAR
community (Van Tilburg 2017), and the results in Table 1 indicate that using autonomous robots, here modeled as
UAVs, can greatly improve the success of the search mission via minimizing risk.
Edge computing for autonomous systems

Path planning, cognition, data reduction and human interfacing define the primary computational needs for a
multi-robot SAR mission. Approaches for path planning, as described in the earlier section, can be accelerated by
leveraging highly parallel processing capabilities offered by the modern GPUs (Bialkowski et al. 2011). Advances
in machine learning techniques and specialized hardware for accelerating use cases such as image-based scene
understanding have made it possible to detect and localize cues on-the-fly. This work scopes the development
of custom deep neural networks for isolation and detection of cues with an objective to aid the human rescuer’s
understanding of the environment with sparse features of interest. The specialized networks are trained on aerial
inputs from cameras working in the visible and the infrared (thermal) spectrum. The deep neural networks are
expected to eliminate the need for domain experts to manually define features critical for the success of such a
mission. Human interfaces that allow the rescuer to sufficiently understand large amounts of sensor data and
computational results and effectively provide their feedback to the system also forms a significant part of this
research.
A homogeneous system of UAVs for such missions, presents some unique physical and computational challenges. A
representative modern drone, housing a high resolution camera, offers 15 minutes of flight time on average. The
flight time is further diminished by additional payloads including auxiliary cameras, sensors and powerful compute
devices expected to satisfy computational needs as outlined above. The payloads not only add on weight to the
UAVs, thereby expending more energy during hovering and flight, but also consume from the available on-board
power. The conditions in which such missions are expected to be undertaken also introduces the problem of limited
connectivity to cellular network and cloud services. This enforces locality of computation and storage for the
mission onboard the robots in the system. Brief periods of flight time, limited on-board resources and payload
capacities, and disrupted connectivity limits the effectiveness of a mission in a SAR setting in terms of real-time
performance and quality of cognition.

Figure 3. Proposed System specifications for 4 UAVs, the Backpack Computing Unit and the Handheld Tablet
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This work attempts to counter the aforementioned challenges by offloading computational elements away from
the UAVs. A custom computing unit housed inside of a backpack to be carried by a human rescuer is core to this
strategy, depicted in Fig. 3. In this system, the role of on-board (UAV) computers may be limited to aggregation,
preprocessing and efficiently routing the sensor data to the backpack. Additional computational demands may be
met by the backpack. This proposed wearable unit comprises of four NVIDIA Jetson Xavier AGX computing
modules, networking hardware and power supply. The computing modules, with a combined processing power of
128 Tera AI Operations Per Second (TOPS), allows for fulfilment of the computational needs in real-time. The
backpack also forms the networking backbone among the Jetson modules, the UAVs and the handheld device for the
rescue personnel. Such provisions offered by the backpack allows for reduced task loads for the drone-mounted
computer and subsequently, the on-board power footprint.
With the proposed distributed heterogeneous system, by offloading computational and storage units to a rescuer
backpack, we estimate a 14% increase in flight times. The backpack compute cluster also offers 22 times the number
of AI operations per second when compared to the on-board computing available on the drones in a homogeneous
system. The choice of hardware allows for this computational gains at as much as 10 times lesser operations per
watt consumed.
Lost-person behavioral modeling

We develop an agent-based model of lost person behavior based on pedestrian dynamics and the International
Search & Rescue Incident Database (ISRID) to inform both human searchers and UAV teams. ISRID is a database
comprising data from more than 50,000 lost person searches which is partitioned into more than 30 lost person
types, for example, hikers, hunters, and people with dementia (Koester 2008). The discrete-time model defines a lost
person or “agent” as a self-propelled particle moving on a landscape according to realizations of a random variable
which defines its behavior. In particular, the behavior employed at every time step is an independent realization
of a random variable whose states are six of the known lost person strategies defined by Robert Koester (Koester
2008). Evolving this model from the lost person’s last known point allows us to generate a family of trajectories that
defines a spatial distribution where the lost person can be expected as a function of time. Furthermore, the model
is tuned using statistics from ISRID, including distributions for mobility (i.e. the time a lost person is mobile)
and horizontal distance from the last known point. Through systematically simulating a set of trajectories for all
possible behavior random variables and then selecting an optimal behavior through fitting with ISRID data, we can
compare the model predictions to datasets from real incidents for a wide range of lost person types. This approach
will give an expectation for lost person position at an arbitrarily higher spatiotemporal resolution, which is critical
for aerial vehicles to have temporally-resolved information about lost person dynamics for their control.
The agent is simulated on a gridded map moving at discrete time steps to any of the eight adjacent cells around its
position. In the current version of the model, an agent samples from a distribution of six strategies: random walking
(RW), route traveling (RT), direction traveling (DT), staying put (SP), view enhancing (VE), and backtracking (BT)
(Koester 2008; Hashimoto and Abaid 2019). Each lost person type (LPT) has a probability mass function (PMF)
that captures the probability of the agent to use a specific behavior at a certain time. The PMF is a 6D vector of
percentages of each of the strategies which sums to one. For example, a LPT with a probability of (RW, RT, DT, SP,
VE, BT) = ( 12 , 0, 16 , 13 , 0, 0) has a 50% chance of random walking, a 17% chance of direction traveling, and a 33%
chance of staying put at a given time step. Independent realizations of this distribution of behaviors are generated at
each time step and the agent’s position is updated accordingly.
We simulate all possible LPTs for 100 replicates and three different initial positions on the map, which represent the
point the lost person would have last been seen. The simulation time of each replicate depends on the mobility
cumulative distribution function (CDF) for each type of lost person (e.g. child, hiker, or person with dementia)
given in ISRID (Koester 2008).
To explore the validity of the model, we need a metric to compare the simulated data from the model to the statistics
from ISRID. In his book, Koester has summarized the horizontal distances traveled by the lost person as a CDF for
each LPT (Koester 2008). We can use this to compute a PMF and compare it to the PMF of horizontal distances
from each initial position to the final position in our model using the Kullback-Leibler (KL) divergence as a metric.
For two discrete distributions % and &, the symmetric KL divergence is defined as:
✓
◆ ’
✓
◆
’
%(G)
&(G)
⇡ SKL (% k &) =
%(G) log
+
&(G) log
(2)
&(G)
%(G)
G 2X
G 2X
where G 2 X are realizations of the distributions (MacKay 2003). We can use this measure of differences to show
which model LPT fits best with distributions from ISRID.
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The lost person categories we have simulated include children from three age groups, hikers, hunters, people with
dementia, snowboarders, alpine skiers, anglers, despondents, and workers. Here, we highlight the results for the
category of people with dementia. For a given initial position (IC 1), the CDF of horizontal distance from the
database (blue stars) is shown with the CDFs of each of the LPTs computed using 100 Monte Carlo replicates in the
left panel of Figure 4. The ISRID CDF is resampled to match the size of the simulation data and both the ISRID
and simulation CDFs are numerically differentiated to find PMFs. The KL divergences are then computed on these
PMFs to compare the ISRID PMF to the simulated ones pairwise. The right panel of Figure 4 shows the PMF of the
best fit behavior plotted against the PMF from ISRID. We can see that the two distributions follow each other fairly
well for this initial condition. The behavioral distribution for the best fit lost person type is (RW, RT, DT, SP, VE,
BT) = ( 16 , 0, 56 , 0, 0, 0). This means that the model predicts that a person with dementia would use 17% random
walking and 83% direction traveling. This finding is consistent with the empirical observation from (Koester 2008)
which says that people with dementia primarily use direction traveling when lost.
This procedure can be extended to lost people in different categories to provide insight into the behavioral strategies
used for a specific search. Also, in future work, we will apply a similar modeling framework to build a dynamic
model of human searcher behavior based on individualized data acquired during real and simulated searches.

Figure 4. Example results for a lost person with dementia. (Left) CDFs for horizontal distance from initial point
from ISRID (blue stars) and all the lost person types with the best fit highlighted as red circles; (Right) PMFs for
horizontal distance from initial point from ISRID and calculated for the best fitting LPT.

SAR mission web application

We are developing a web-based application to integrate our research in autonomous path-planning, mobile
computing, and behavioral modeling for SAR professionals to utilize the unique and novel capabilities intuitively
for completing their missions. Presently, our web application integrated with an geographical information system
(GIS; https://www.arcgis.com) can support mission command (aka "management") in generating search segments
for tasking, estimating lost-person location (i.e., probability of area), and assigning search tasks to teams.
GIS-based search segment generation

Every mission involves assigning teams of professionals and volunteers to search the surrounding of Last Known
Position (LKP), where the lost person was, or suspected to be, last seen. The mission command assumes this
responsibility by dividing surrounding of the LKP, known as the search area, into "search segments" according to
historical statistical guidelines (Koester 2008) with respect to the available information on the lost person. After
dividing the search area, the mission command assigns each search team to a segment according to the POA, the
likelihood that a lost-person resides in a given region. The current practice in dividing the search area into segments
involves a SAR professional manually drawing the segments on a paper map or in a SAR software program (e.g.,
Caltopo: https://caltopo.com/) while following the aforementioned historical statistical guidelines with respect to
the subject’s type, LKP, Point Last Seen (PLS), lost duration, etc.
Our web application automates the segmentation of search areas based on the statistical guidelines to alleviate
workload so that SAR professionals can spend more time on critical human-centric activities (e.g., gathering
additional information from friends relatives of the lost-person). To automatically divide the search area into
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Figure 5. The web interface includes two main panels: 1) a map panel providing functions of displaying and
editing information about the searching area, segments, team assignment, and basic map manipulation. 2) a
task management panel including functions of manipulation of lost person model display, task management, team
assignment, and some assistant tools

segments, the web application employs a Voronoi partitioning algorithm (Lévy and Liu 2010) with three mainly key
steps:
• Step 1: Computer number of segments. The human specifies or inputs start location, the search area (i.e., the
;4=6C⌘ and F83C⌘ of the searching area), size of a search segment (typically set to *0A 40 = 40 acres for a
search team to cover within four hours). These inputs permit computation of the total number of the searching
segments for the mission.
• Step 2: Generate the center point of each segment. Given the number of segments, an array of concentric
circles, denoted by ⇠ = {2 1 , 2 2 , 2 3 , ...2 = }, sharing the same center point as the searching area (Figure 5).
We use ' to denote the radius of the first circle (i.e., A 21 = '). Radius of each circle in the array is set to
A 2= = = ⇥ '. The largest circle is inscribed within the search area (i.e., = ⇥ '  min(!4=6C⌘, ,83C⌘)). Hence,
for a given searching area with known ;4=6C⌘ and F83C⌘, we can calculate the number = of circles. (2.2)
Then, for each annulus between two circles, we evenly distribute an amount of segment central points along
a circle in the middle of the annulus (i.e., for the ring between the first and second circle (A 21 = ', A 22 = 2'),
the middle of the annulus is a circle of radius 1.5 ⇥ '). For each annulus between the = circle and the = + 1
circle, we calculate the size of the annulus as c ⇥ [((= + 1) ⇥ ') 2 (= ⇥ ') 2 ], and set as the amount of
2 (=⇥') 2 ]
search segments of size *0A 40 in the annulus, i.e., = = b c⇥[ ( (=+1)⇥')
c. (2.3) Finally, we stretch
*0A 40
the center points of the segments obtained in the inscribed circles of the search area to their coordinating
points within the inscribed ellipse of the searching region.
• Step 3: Apply Voronoi partitioning to generate each segment polygon.
The user interface of the web application displays full search area in satellite image view that contains the Initial
Planning Point (IPP) marked as a red triangle and the 25%, 50%, 75% POA rings marked in red circles (Figure 5).
The white polygons denotes the search segments for assigning to the search teams. To accommodate unique
characteristics of each search mission (e.g., volunteer skills, geography) that cannot be anticipated with the algorithm,
the web application provides control inputs for the users to alter each search segment by dragging and dropping the
vertices of polygon. The web application thus aims to alleviate mission command from the workload of dividing
search area into segments while retaining the flexibility to customize segments as necessary.
Visualization of lost-person behaviors

The web application further supports mission command with visualizations of the lost-person behavioral model (as
described in Section) to aid assignment of search segments to individual search teams, which include multiple
searchers and, in the future, UAVs. As mention, the lost-person behavioral model estimates the POA for every
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location inside the search area for a given time. The web application can currently visualize the POA values with
single marker for the highest likelihood of the lost-person location (Figure 6), and series of markers for a trajectory
of the lost person over a period time (Figure 7), or a heat map for a region (Figure 8).

Figure 6. The most probable location in a given lost duration is labeled by a filled circle with different size and
color to denote probability.

Figure 7. Given a time interval, lost person location is estimated, sampled, and linked to a trajectory.

Each visualization can provide unique advantages in supporting mission command to prioritize the segments for
search team assignment. A single marker of the highest likelihood of the lost person location might help focus
the attention of the mission commander. The series of markers illustrating likely path being traversed by the lost
person might help commander to assignment of search segment over time. Finally, heatmap presenting POA
distribution over the entire search area help commander to understand the relative importance of the segments.
These visualizations should enable the mission command to utilize the lost person behavior model intuitively for
prioritizing search segments effectively, thereby improving the chances of finding the lost person faster.
Search task assignment

The web application also supports mission command in assigning search task for each search team. To make an
assignment, the user can drag and drop each black search team icon on the top of the user interface onto a search
segment. After finishing allocating every team to a segment, the user can automatically generate a task assignment
form designed according to the one used by Commonwealth of Virginia Department of Emergency Management
(Figure 9). The digital form for each search segment automatically contains available or previously inputted task
information, including the coordinates of vertices for each segment, task type, IPP, base, etc. Further, each field
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Figure 8. A heat map of the lost person model, where the color scale can be changed based on user preference. In
a rainbow color scale, the red area has the most probability.

remains editable for users to add and modify information. The task assignment functionality should further alleviate
task assignment workload for the mission command to spend time for other tasks.

(a)

Figure 9. The task assignment form.

(b)

Our current research activity is conducting an experiment recruiting SAR professionals and college students to
assess how the different visualizations could potentially alter the mission command in prioritizing which segments
to assign to the search teams. In addition to the evaluation of the lost-person model visualization, we are currently
developing the software and user interface for processing and displaying the UAV data streams (e.g., GPS, waypoints,
video, etc.). The web application server is also being tested and migrated as the backpack computing unit is being
developed. Thus, the web application will soon enable SAR professionals to assign UAVs for searching segments
and observe sensor data as well as visualizing lost-person behavior and generating task assignment for human teams.
CONCLUSION

In this paper we outlined preliminary results from work in progress towards collaborative multi-robot multi-human
teams in SAR. In future work, our immediate goals include: (1) deriving new algorithms for human-robot search
task generation that build trust been autonomous systems and humans; (2) developing methods for balancing
computation between our computational backpack and UAVs; and (3) extensive field testing in mock searches
organized by our project team and held in coordination with SAR professionals.
WiP Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

982

Williams et al.

Human-Robot Teams in Search and Rescue

REFERENCES

2016 NCIC Missing Person and Unidentified Person Statistics (2016).
: https://www.fbi.gov/filerepository/2016-ncic-missing-person-and-unidentified-person-statistics.pdf/view.
Bialkowski, J., Karaman, S., and Frazzoli, E. (Sept. 2011). “Massively parallelizing the RRT and the RRT”. In:
2011 IEEE/RSJ International Conference on Intelligent Robots and Systems, pp. 3513–3518.
Cangan, B. G. (2019). “Risk-Aware Human-In-The-Loop Multi-Robot Path Planning for Lost Person Search and
Rescue”. PhD thesis. Virginia Tech.
Chien, S.-Y., Wang, H., and Lewis, M. (Sept. 2010). “Human vs. Algorithmic Path Planning for Search and Rescue
by Robot Teams”. In: Proc. Hum. Fact. Ergon. Soc. Annu. Meet. 54.4, pp. 379–383.
Cooper, D. C., Frost, J. R., and Robe, R. Q. (Dec. 2003). Compatibility of Land SAR Procedures with Search Theory.
Tech. rep. Potomac Management Group, Inc.
De Cubber, G. (2017). Search and Rescue Robotics - From Theory to Practice. InTech.
DroneSAR (2020).

: http://dronesarpilot.com/.

Feng, L., Wiltsche, C., Humphrey, L., and Topcu, U. (Apr. 2016). “Synthesis of Human-in-the-Loop Control
Protocols for Autonomous Systems”. In: IEEE Trans. Autom. Sci. Eng. 13.2, pp. 450–462.
Goodrich, M. A. and Schultz, A. C. (Jan. 2007). “Human-robot Interaction: A Survey”. In: Found. Trends Hum.
-Comput. Interact. 1.3, pp. 203–275.
Hashimoto, A. and Abaid, N. (Oct. 2019). “An agent-based model of lost person dynamics for enabling wilderness
search and rescue”. In: ASME Dynamic Systems and Control Conference.
Koester, R. J. (2008). Lost Person Behavior: A Search and Rescue Guide on Where to Look - for Land, Air and
Water. Charlottesville, VA: dbS Productions LLC.
Koppula, H. S., Jain, A., and Saxena, A. (2016). “Anticipatory Planning for Human-Robot Teams”. en. In:
Experimental Robotics. Springer Tracts in Advanced Robotics. Springer, Cham, pp. 453–470.
Kruijff, G. J. M., Janicek, M., Keshavdas, S., Larochelle, B., Zender, H., N J J, Mioch, T., Neerincx, M. A.,
Diggelen, J. V., Colas, F., et al. (2014). “Experience in System Design for Human-Robot Teaming in Urban
Search and Rescue”. In: Field and Service Robotics. Springer Tracts in Advanced Robotics. Springer, Berlin,
Heidelberg, pp. 111–125.
Lévy, B. and Liu, Y. (July 2010). “Lp Centroidal Voronoi Tessellation and Its Applications”. In: ACM Trans. Graph.
29.4.
Lewis, M., Wang, H., Chien, S.-Y., Scerri, P., Velagapudi, P., Sycara, K., and Kane, B. (Oct. 2010). “Teams
organization and performance in multi-human/multi-robot teams”. In: 2010 IEEE International Conference on
Systems, Man and Cybernetics. ieeexplore.ieee.org, pp. 1617–1623.
MacKay, D. J. (2003). Information theory, inference and learning algorithms. Cambridge University Press.
NBC (2018). Virginia Police Use Drone to Find Missing Boy.
: http://www.nbcwashington.com/news/
local/Virginia- Police- Use- Drone- to- Find- Missing- Boy_Washington- DC- 446220423.html#
ixzz4tPoUw0mi.
Nourbakhsh, I. R., Sycara, K., Koes, M., Yong, M., Lewis, M., and Burion, S. (Jan. 2005). “Human-robot teaming
for search and rescue”. In: IEEE Pervasive Comput. 4.1, pp. 72–79.
Shah, J., Wiken, J., Williams, B., and Breazeal, C. (2011). “Improved Human-robot Team Performance Using
Chaski, a Human-inspired Plan Execution System”. In: Proceedings of the 6th International Conference on
Human-robot Interaction. HRI ’11. ACM, pp. 29–36.
Van Tilburg, C. (2017). “First report of using portable unmanned aircraft systems (drones) for search and rescue”.
In: Wilderness & environmental medicine 28.2, pp. 116–118.
Vempati, A. S., Agamennoni, G., Stastny, T., and Siegwart, R. (Dec. 2015). “Victim Detection from a Fixed-Wing
UAV: Experimental Results”. en. In: Advances in Visual Computing. Lecture Notes in Computer Science. Springer,
Cham, pp. 432–443.
Yanco, H. A. and Drury, J. (Oct. 2004). “Classifying human-robot interaction: an updated taxonomy”. In:
2004 IEEE International Conference on Systems, Man and Cybernetics (IEEE Cat. No.04CH37583). Vol. 3.
ieeexplore.ieee.org, 2841–2846 vol.3.

WiP Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

983

Chrysanthopoulos et al.

Emergency Response in Recent Urban Disaster Events in Attica

Emergency Response in Recent
Urban/Suburban Disaster Events in
Attica: Technology Gaps, Limitations
and Lessons Learned
Spyros Chrysanthopoulos

Theofanis Kapetanakis

Hellenic Rescue Team of Attica (HRTA)
President of A.C. board

Hellenic Rescue Team of Attica (HRTA)
Chief of Operations

Giannis Chaidemenos

Stelios Vernardos

Hellenic Rescue Team of Attica (HRTA)
Chief of USAR Operations sector

Harris Georgiou†

Hellenic Rescue Team of Attica (HRTA) ‡
R&D advisor, LEAR

Hellenic Rescue Team of Attica (HRTA)
Deputy Chief of USAR Operations sector

Claudio Rossi

LINKS Foundation §
Senior Project Manager

ABSTRACT

Emergency response operations in large-scale urban/suburban disaster events is often addressed by the standard
protocols and international guidelines for collapsed buildings, heavy debris, etc. However, a wide range of First
Responder (FR) operations need to address various other contexts, work environments and hazards. In this paper,
two real disaster events are explored as use cases for such urban/suburban FR operations, namely a flash flood
and a wildfire, both in Attica, Greece (2017-2018). Based on our team’s experience from these mobilizations and
active participation in both these events as FR actor in the field, we present the challenges, the complexity of such
multi-aspect disaster events, the limitations of emergency response, the technology gaps of the FR teams, as well
as the lessons learned during these deployments. Finally, we make some notes on future prospects and possible
advancements in tools and technologies that would greatly enhance the operational safety and readiness of the FR
teams in such events.
Keywords

First Responders, Search and Rescue, Flash Flood, Urban Wildfire, Urban Operations.
INTRODUCTION

Today’s emergency response operations need to address a very wide range of missions, from localized accidents
with very few victims to large-scale disaster events with hundreds of known and unknown victims. The context
of such operations also ranges wildly in terms of working environment (open/closed spaces), hazards, weather
conditions, time constraints, medical emergencies, evacuation routes, etc. It is imperative that the First Responder
(FR) teams and the Communication & Coordination Center (C3) have the necessary resources to operate with safety,
This work was partially supported by the projects FASTER (https://www.faster-project.eu/), CURSOR (https://cordis.
europa.eu/project/id/832790) and INGENIOUS (https://ingenious-first-responders.eu), which have received funding from
the European Union’s Horizon 2020 (H2020) programme under grant agreements No:833507, No:832790 and No:833435, respectively.
† Corresponding author – harris@xgeorgio.info
‡ http://www.eodathens.gr/
§ https://linksfoundation.com/

Practitioner Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

984

Chrysanthopoulos et al.

Emergency Response in Recent Urban Disaster Events in Attica

Figure 1. Mandra: Areas affected by the flood (source: Copernicus)

reliable information, concise operational view for the FRs and detailed Common Operational Picture (COP) for the
team commanders.
In urban and suburban environments there are several considerations and challenges that increase the complexity of
large-scale disaster events, as well as the emergency response plan and the mobilisation of the FR teams.
This paper provides an overview of such issues regarding the challenges, the complexity of disaster events, the
limitations of emergency response, the technology gaps of the FR teams, as well as the lessons learned from two
recent large-scale events in Attica, Greece. Specifically, a case of flash flood in the western region (2017) [1] and a
case of wildfire in the eastern region (2018) [2] are the baseline for describing these aspects of emergency response
and FR teams, with special focus on technological resources used or in-need for such operations. Our team was
mobilized and operationally involved in both these cases, as part of the Civil Protection, the agency in charge (Fire
Department) and the regional authorities that were activated.
BACKGROUND

In the following sections the two disaster events in Attica, i.e., flash flood in Mandra (2017) and wildfire in Mati
(2018), are briefly described as use cases. The general context in both events is Urban Search and Rescue (USAR),
since it is focused on urban/suburban environment and the emergency response of FR teams from time zero (main
USAR) up to a few days after the event (mostly search for missing/fatalities).
Mandra: Flash flood

On November 15th 2017, a low-pressure front over the north-western region of Attica produced extreme rainfall
for several hours. Measurements showed that the overall precipitation was of a return period higher than 150-200
years for that region. As a result, a flash flood was created and swept through the main roads of the urban grid,
devastating neighbourhoods in Mandra and claiming 23 fatalities in the process.
For several days after the main event, many areas inside and around Mandra were covered with thick layers of
mudslide, which was partially enforced by the fact that in July, only a few months earlier that summer, large wildfires
have swept the eastern side of mount Pateras, directly above the affected area, causing the heavy rainfall to create
unobstructed floods and mudslide downhill.
Mati: Urban wildfire

On July 23rd 2018, at approximately 13:00’ local (EET), a wildfire started at the western Attica region near Kineta,
attracting the attention and fire-fighting resources there. A few hours later, probably around 17:30’, another wildfire
front broke out at mount Penteli at the eastern region of Attica. Due to the very high wind speed and gusts, measured
up to 124 km/h or 12 Beaufort, the fire front moved rapidly downhill on the eastern side, burning open fields and
rural areas, while at the same time the front at Kineta was endangering houses and urban grid. Hence, most of the
fire-fighting forces, including aircrafts and helicopters, continued their work on the western front until late in the
afternoon.
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Figure 2. Mandra: City center during the flood (source: local media)

As the eastern front reached the first houses at Neos Voutzas, it was too late to divert forces there. Fortunately, an
entire summer camp of 620 children was pre-emptively and safely evacuated from that area. The fire swept rapidly
through the open field and reached Marathonos avenue within about 1.5-2 hours from its start, a few km uphill. The
fire front jumped from one side of the avenue to the other without any delay, probably due to the very high flames
and temperature reached by that time. From there on, within 20-25 minutes the fire front entered the main urban grid
in Mati and Kokkino Limanaki (just north of Rafina port), swept through the entire area of roughly 2x2 km2 and
stopped at the sea front, which is mostly rocky and cliff coastline with only few narrow passages down to the sea.
Post-event analysis revealed that the local weather conditions, specifically the very high winds, low humidity (19%)
and high temperature (30C) due to summer, created a very unique localized ‘micro-climate’ that enabled the fire to
grow and move rapidly across the plain. Inside the urban areas of Mati and Kokkino Limanaki the flames were so
intense that people got trapped inside their houses within seconds. The area was covered mostly by dense pine trees,
so exploding pines and burning animals trying to escape the front contributed to the spreading of the fire towards
the sea front within few minutes. The intensity and speed of the fire was very evident in the aftermath, where on
several spots the houses were charred at the first floor and above with glass items melted inside from the extreme
temperature, while some ground floors were only smoked and relatively undamaged from flames.
Many people trying to escape by car were trapped in congestion near the shore inside the very few escape routes. As
a result, many of them were intoxicated by smoke and burned inside their cars, most of which were found charred in
one particular street stuck in a deadly traffic jam 150-200m long. First-witness reports and telecommunications
logs revealed that, even as the flames were inside those urban areas and cars were being jammed in the path of the
fire front, lack of communication and coordination between the authorities continued to direct some of the traffic
from Marathonos avenue away from the immediate front in the north but unknowingly into harm’s way inside the
sweeping fire in Mati and Kokkino Limanaki.
The result of the wildfire at the eastern front resulted in 102 fatalities and hundreds of severe injuries, including
smoke intoxications, direct burns from flames and secondary complications from extensive skin injuries.
CHALLENGES FOR FIRST RESPONDERS
Operational assessment

In both these events of the flash flood in Mandra (2017) and the wildfire in Mati (2018) our team was mobilized and
tasked according to the national plan of the Civil Protection, under the direct guidance of the Fire Department HQ
which is the agency in charge of such large-scale disaster response operations. We assisted with several Urban
Search & Rescue (USAR) elements in the field for several days in both events, mostly operating alongside or under
the direct guidance of the Special Disaster Response Unit (‘EMAK’) of the Fire Department.
One of the most important factors identified during the operations in these events was the availability of prompt,
reliable and continuously updated information. The main mobilization plan of our team often includes the rapid
deployment of a first ‘scout’ team inside the affected area to gather information and up-to-date status reports on
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Figure 3. Mati: Areas affected by the fire (source: Copernicus).

Figure 4. Mati: People reaching the sea waiting to be evacuated (source: Greek media).

Figure 5. Mati: Main traffic jam near the city center (source: Greek media).

Practitioner Paper – Technologies for First Responders
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

987

Chrysanthopoulos et al.

Emergency Response in Recent Urban Disaster Events in Attica

access routes, number of victims, expected emergencies, identification of liaison contacts, etc, while our main
resources are prepared for deployment. As a result, during the first few hours of the wildfires in Mati our team was
able to assess the severity of the situation, provide organizational assistance in the local authorities and identify
areas where the USAR resources should be immediately deployed. Our rapid deployment element was inside the
hotzone in Mati were people were gathering at the coastline or inside the shallow waters for protection and assisted
in their fast and safe evacuation by boats, including our own inflatable boat stationed near the Rafina port.
In summary, the main operational issues can be viewed under the standard four-phase operational plan:
1. Preparedness: High level of readiness in both equipment and personnel; prior arrangements and contacts with
local/regional/national authorities w.r.t. emergency response; well-tested organizational and communication
procedures.
2. Deployment: Proper training and field experience of the team elements selected to go into the hotzone,
especially for the ‘scout’ rapid deployment; prompt, reliable and up-to-date information about the situation,
access routes, severity of the event, expected emergencies; alternative and overlapping means of deployment,
e.g. cars and boats, in order to ensure quick and safe access into the hotzone.
3. Mission: Continuous updates to the C3 of the team; integration of multiple sources for better COP; reliable
communications and contacts with the authorities; strict operational protocols for safety and effectiveness in
stressful and hazardous environments.
4. Disengagement: Proper debriefing of all the personnel involved; provision of Psychological First Aid if
required; extensive follow-up work with the logs, documentation, recorded material for post-mission analysis
and data protection.
Technology gaps

In most cases, our team had provisioned all the necessary equipment and tools for the field operations. These
included a wide range of things, from hand-held electronic devices like smartphones to simple paper-and-pencil
notes as backups. For the most part, everyday technologies and open-access services were the elements most heavily
used and exploited by our team during the USAR operations.
Regarding communications, cellular phones were marginally available near and inside the affected areas as the main
events were evolving. When available, voice calls and data transfers (images, videos) to and from the deployed
teams were extremely important for up-to-date information sharing in both directions. Specifically in the case
of wildfires in Mati, lightweight data exchange via Internet access (e.g. messaging applications, social media
posts, but not regular SMS/MMS) were proven as relatively reliable and resilient tool during the hours of network
saturation. Additionally, simple means of information exchange was extremely valuable in the field, as for example
the numerous hand-written notes posted at the door of burned houses stating that the particular family has already
been evacuated and they are all safe.
Another important aspect of the operations in both cases was geolocation and online mapping services, available
on-site and open-access, with small handheld devices and typical smartphones (e.g. Google Maps). As long as the
team had prepared such devices beforehand, downloading all the necessary maps for offline use, geolocation via
standard GPS sensors and geo-mapping in the field of operations was readily available to all USAR elements.The
exact location of the USAR element down to specific street numbers, the planning of search patterns in open fields,
as well as the tracking of area coverage during the search operations, were crucial to the reliability of the findings
or the lack of those (clear of any victims). One additional aspect of geolocation capabilities in the field is when
marking possible findings for further investigation, e.g. bone fragments, to be conducted by a follow-up team of
experts later on.
Limitations in operations

As described above, during the deployment in these two disaster events our team had the chance to identify and
evaluate several operational aspects that are inadequately addressed or missed altogether by today’s standards and
guidelines for emergency response.
In brief, these can be summarized as follows:
• Safety: FR teams were often required to assess possible hazards, entry points and search plans on a per-house
basis. When no other information was provided and no visual clues were available, the team had to plan,
enter and search the houses one by one for possible missing persons/victims.
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• Communications: Bad propagation conditions and channel saturation were often a problem in R/F
communications. Cellular phones and mobile Internet access provides some complementary functionality,
but mostly in post-event conditions.
• Situational Awareness & Logistics: The evolution of the disaster event as it is happening, as well as the
changes in the situation, severity, emergencies and most-prominent search locations are issues that severely
affect the level of situational awareness of both the FR teams and the on-site C3 of the team. Lack of
communication and coordination between the authorities and the FR resources is a crucial factor.
• Missing persons/victims: In many cases the FR teams were required to assess the validity of findings at a
level outside their normal scope and expertise, e.g. if some bone fragments are from a human or an animal.
This is a very difficult task to formulate into a well-defined procedure, since on one hand some findings are
inherently difficult to classify (e.g. end parts of collar bone, ulna, radius, isolated finger bones, etc) and on
the other any false negative characterization translates into a real victim not being detected and identified.
FUTURE PROSPECTS

Based on the operational aspects of these two disaster events and the experience of our team’s deployment in both
cases, several issues have been identified for possible improvements with the introduction of new technologies,
tools and practices.
In Safety, ‘smart’ wearables, handheld and portable devices should enable the FR teams to operate autonomously,
safely and with increased situational awareness. This includes possible on-the-spot searching for victims remotely,
mapping of access routes and possible hazards (e.g. gas leaks), extensive documentation of scenes and assistance
from the C3 (e.g. medical emergencies), etc. A very important aspect of FR safety is the use of biometric sensors,
especially in relation to important vital signs (e.g. heart rate fluctuations, sweating, respiration) and other modalities
providing hints of excessive physical effort and fatigue (e.g. total weight, accelerations).
In Communications, there is a clear need for resilient, high-capacity, cross-platform compatible and energy-efficient
mobile technologies for the FR teams, especially for use inside closed spaces or under debris. The devices should
be designed for personal safety, inter- and intra-team (C3) information exchange via voice or data (e.g. images,
streaming video), as well as easy integration into information fusion platforms for enhancing COP. Some of these
technologies are emerging or available as a first-generation set, but not yet fully certified and ready for most
real-world SAR deployments.
The Situational Awareness factor also includes the easy and extensive use of geolocation and on-site mapping
services, which should be open-access and available also for offline use (no Internet connection). The geolocation
tools should be enhanced with tracking area coverage, waypoint/route planning, search patterns planning, automatic
reporting to the on-site C3, tagging of digital material captured in the field (images, videos, voice notes).
Finally, Missing person/victim identification and registration should be enabled as an on-field technology, especially
for forensic findings (e.g. bone identification) after a large-scale disaster event where the number, possible location
and identity of victims is unknown for several days or even weeks. This is an issue that directly affects the planning
of the SAR operations, as well as the support to the families and the affected population.
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ABSTRACT

This practitioner paper describes the efforts of a volunteer fire department in Germany to reduce the time to arrive
at a place of emergency. It presents the former situation, identifies reasons for delays and highlights the volunteers’
first years in utilizing an existing smartphone application for alert and response as a mean to optimize their times
of arrival. The paper finally evaluates the effects of the application’s usage.
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INTRODUCTION

In Germany most fire-fighting services are organized as volunteer fire departments. In 2016, the number of
volunteer fire departments was 22,853 as compared to the 105 professional fire departments (Deutscher
Feuerwehrverband, 2020). Volunteer firefighters are primarily working in their daily jobs and are called to
operations via sirens or radio pagers when needed. Firefighters of one fire department are normally organized in
different sized alarm groups. These groups are summoned depending on the type of the operation and consist of
firefighters with various roles and abilities (truck operator, smoke diver etc.).
Small volunteer fire departments face the problem of gathering enough firefighters in a reasonable time to arrive
early enough at the emergency site. This issue intensifies in rural areas where recruitment of volunteers becomes
difficult due to the aging population. Some municipal administrations support their local fire departments with
the hiring of civic employees willing to volunteer as firefighters. The problem in recruitment can generally not be
solved by the firefighters directly. Therefore, they focus on improving their time and troop strength with the given
resources.
The volunteer fire department of Frankenthal, Germany, is such a small fire department with the stated problem.
Currently, 28 voluntary firefighters serve at the fire department. Their average yearly number of incidents varies
between 20 and 30. The fire department operates three vehicles, a fire engine, a reconnaissance truck and a
personnel transport car. In 2018 the fire department choose an established smartphone application which enables
their members to respond to an alert call. Therewith, each volunteer has the ability to accept or decline any
incident. The smartphone application was introduced to decrease the time between an alert call and the arrival at
the place of action as well as to increase the troop strength.
FOUNDATIONS

As a sound foundation for measuring and optimizing times and troop strength, we introduce a common set of
terms. For comparisons, a standardized incident is used. Normally, this is the so called critical domestic fire which
is defined as a fire in the upper floor of a multi-storey building with smoke-filled escape routes (AGBF Bund,
1998).
The time between the occurrence of an incident and the arrival of the firefighters is generally separated by defined
events into multiple periods (see Figure 1).
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Figure 1: Sequence of events and times during an incident (based on (AGBF Bund, 1998)).

The “Move-in time” occurs only for volunteer fire departments while for professional fire departments the “Moveoff time” starts directly after the “Talk and Disposition time”. The time between the beginning of the emergency
dialogue and the arrival at the place of action is called auxiliary period and is tracked for most operations.
The guidelines of what auxiliary period is acceptable, vary between states, countries and type of fire department
(professional or volunteer). For the Frankenthal fire department the goal is to arrive at the place of action within
9 minutes with 9 firefighters, but consensus is to keep this period minimal in general. The firefighters only have
the means to reduce the duration of move-in time, move-off time and journey time, therefore we will concentrate
on these three.
The departure requires not only enough firefighters at the fire station but also enough volunteers with the proper
qualifications. Each truck needs one operator, one commander and at least two smoke divers. Firefighters can
have multiple qualifications but can only serve one role during an incident.
INITIAL SITUATION

Up till 2017, the Frankenthal fire department used only sirens and radio pagers as means of alerting. The
firefighters reported that available staff number and auxiliary period varied and that they worked with less
information than desired. Organizational solutions such as cooperating with neighbouring fire departments or
recruiting of civic employees were already exhausted or maxed out.
The fire department had three issues with efficiency:
(I) The cars were filled mostly in the order of the firefighters’ arrival and departed when fully staffed. This led to
situations where all available drivers were on the first car already leaving the fire station, not knowing that further
smoke divers would arrive a few minutes later without driving qualifications.
(II) The information, that the number of participating firefighters was too low to depart, was only available after
some minutes. The procedure was to wait until more firefighters would arrive or call the rescue coordination
center to repeat the alerting after a defined period of time.
(III) If the number of participating firefighters was low but big enough to depart, they sometimes waited for further
staff.
The results of all these inefficiencies came down to cases where less than possible firefighters departed and cases
where the depart time was increased from a lack of information that others were approaching. Further time was
wasted for clarifying the incident and wayfinding.
Another optimization potential was identified in the missing redundancy of alerting. If volunteers forgot their
pager, they normally would not notice the alerts.
OPTIMIZATION APPROACHES

The Frankenthal fire department was aware of all these inefficiencies and focused primarily on optimizing movein and move-off time with a smartphone application and secondarily the journey time.
The fire department attempted to utilize various messaging services that allowed group chats. In the end, the
department was dissatisfied with these solutions due to poor representation of the responses as single messages.
Also, specific qualifications of each firefighter could not be directly depicted. Based on that, the fire department
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looked for a smartphone application that enabled their firefighters to respond if they could participate or not in an
operation and showed the firefighters’ qualifications. The application the fire department ultimately chose to use,
was already in use by similar nearby departments who gave positive feedback of their experiences using it and
was therefore selected from a variety of similar ones available in Germany.
The application is triggered by a webserver, which receives the alert information via different channels: a central
radio pager in the firehall, via e-mail, via phone-call or via web-push from the rescue coordination center. If one
of the channels towards the server is blocked due to a power outage or network problem during a crisis the other
channels take over (see Figure 2).
The server forwards the text alert to the smartphones. The smartphones receive a push notification containing the
alert information, ringing loudly and showing buttons to send the response. The app shows the responses of the
other firefighters organized by participation and their abilities. In crisis situations with interrupted internet
connections the firefighters receive a phone call alert or SMS (see Figure 2).
email
email

API
Rescue
Coordination
Center

SMS

Alarm
Server

application

phone call

SMS

fax

phone call

Volunteer’s
smartphone

POCSAG

Figure 2: Channels for sending an alert to the alarm server and from there to the firefighter.
The alert server sends the alert information also to screens in the fire department’s locker rooms showing the
alert’s category, direction maps, responses, requested cars and fire hydrants. The firefighters gather around the
screens and pre-plan the operation while readying themselves. By having all the necessary information at the
arrival of the first firefighters, the intention is to reduce staffing time of vehicles and to properly organize each
transport with the qualified specialists thus improving the move-off time.
The journey time was planned to be reduced by navigating to the place of action via the smartphone app. The
journey time should further be reduced by the fire hydrant information in the app, telling the driver what fire
hydrant is nearest and most suitable.
RESULTS

After the introduction of the smartphone application, we observed the fire department for the first two years.
During that time 50 incidents occurred. For the two preceding years data for 45 incidents is available and was
complemented by the statements of the firefighters. The number of active firefighters in the fire department stayed
the same over the last years.
Rescue coordination centers record the points in time when an alert is dispatched and when the staff sets the status
“Departure” on the car. The resulting time span contains the move-in and move-off time. Since each firefighter
arrives at a different time at the fire department and is not tracked individually, move-in time cannot be determined
separately. Therefore, we considered the combined move-in and move-off time as a comparative value.
As a further comparison, we used the percentage of incidents where the fire department arrived at the place of
action within the recommended auxiliary time of 9 minutes. We focused on the incidents where the fire engine
was the first car used, since it offers seats for 9 firefighters and supports the standardized incident presented in the
foundations. Additionally, we analyzed the percentage of incidents where the car was fully staffed.
In the years before 2018, the available data shows that the recommended auxiliary time was achieved in 40% of
the incidents. With the introduction of the application, the achievement rate rose to 48% (see Figure 3).
Combined move-in and move-off time improved from 4 minutes and 36 seconds in the years without the
smartphone application to 3 minutes and 50 seconds, showing a time reduction of 17% (see Figure 4). Additional
time for volunteers to respond to an incident had no negative impact on the combined move-in and move-off.
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Figure 3: Percentage of arrivals at place of
action within recommended auxiliary time.
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Figure 4: Combined move-in and move-off time
(i.e. time between alerting and departure)
in minutes.
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Figure 5: Combined move-in and move-off time
in minutes differentiated by staffing of the
fire engine.
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Figure 6: Percentage of fully staffed departures
of the fire engine.

Interesting are combined move-in and move-off times when also taking into account if or not the fire engine was
fully staffed. Before utilization of the application and when the fire engine was fully staffed with 9 firefighters, it
took 2 minutes and 53 seconds to leave the fire hall. On the other hand, when the application was already
implemented, it took 3 minutes and 43 seconds. During incidents when less firefighters participated, the time
decreased from 5 minutes and 34 seconds to 3 minutes and 8 seconds (see Figure 5). In preceding years without
the use of the application, staffing rates hovered at 68%. In the years after introduction, this number increased to
83% (see Figure 6). Firefighters confirmed that they waited longer periods when they knew other volunteers were
on their way to the fire hall as compared to when they immediately departed if nobody else was expected, even
when not fully staffed. Retrospectively, firefighters preferred more staffing resources over having faster
departures and evaluated this approach effective in event reviews.
The acceptance of the smartphone app was high. 89% of all firefighters installed the app in the first month and on
average 80.6% of them responded to incidents. Reasons for why some firefighters did not use the application were
simply that some did not have their smartphones with them. Another reason was that when the alert came in, the
firefighter was already near the fire station and responding to the alert would have taken more time than to just
coming directly to the firehall.
The firefighters emphasized the usability of the information screens in the fire department and the routing
information but could not quantify the effect on the preparation and especially the journey time. Overall, journey
time even increased by 26% during the two-year research period. This was due to an increase of 38% for incidents
outside of the Frankenthal municipality, therefore creating longer routes for the fire department. Since the
incidents’ distances influence the journey time more than the time savings by precise routing, the application’s
effects on journey time were overlaid by external factors.
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CONCLUSION AND OUTLOOK

In the two years since Frankenthal fire department has been utilizing the smartphone application, combined movein and move-off times have improved, and the recommended auxiliary time has been reached more frequently.
Most time savings came from departing with not fully staffed vehicles, by having correct response information
about which volunteers would participate or not in an incident.
The application usage was high from the beginning and the information on the screens in the fire station was
appreciated. Overall feedback from the firefighters was very positive.
The reviewed fire department was a well enclosed use case to easily monitor efficiency and staffing levels. The
smartphone application is currently utilized by bigger organizations with over 1000 users and in cross-agency
environments (e.g. Wolfsburg, Germany). Thereby multiple local fire departments, rescue services and medical
professionals have access to shared alerts, responses and resources. The responses can be examined by the rescue
coordination center to realize shortages during the early stages of an incident. Existing systems like operational
support software and administration software can be connected to allow the triggering of alerts, exchange of
information and to generate statistics.
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ABSTRACT

In this paper, we present an approach to facilitate long-range device-to-device communication via smartphones in
crisis scenarios. Through a custom firmware for low-cost LoRa capable micro-controller boards, called rf95modem,
common devices for end users can be enabled to use LoRa through a Bluetooth, Wi-Fi, or serial connection.
We present two applications utilizing the flexibility provided by the proposed firmware. First, we introduce a
novel device-to-device LoRa chat application that works a) on the two major mobile platforms Android and iOS
and b) on traditional computers like notebooks using a console-based interface. Second, we demonstrate how
other infrastructure-less technology can benefit from our approach by integrating it into the DTN7 delay-tolerant
networking software. The firmware, the device-to-device chat application, the integration into DTN7, as well as the
experimental evaluation code fragments are available under permissive open-source licenses.
Keywords

LoRa, Disaster Communication, Device-To-Device Communication.
INTRODUCTION

The communication technologies developed and deployed in the last decades are integral parts of our daily life and
are used by mobile phones, computers, or smart applications in homes and cities. Today’s smartphones, however,
highly depend on the availability of telecommunication infrastructures, such as Wi-Fi or cellular technology
(e.g., 3G, LTE, or the upcoming 5G standard). However, there are situations in which either no communication
infrastructure is available or only at a high cost, e.g., in remote areas (Gardner-Stephen 2011), in the agricultural
sector (Elijah et al. 2018), as a result of disasters (Manoj and Baker 2007), or due to political censorship (Liu et al.
2015). Furthermore, in countries with less evolved infrastructures, e.g., due to low population densities or due to
economic reasons, cellular networks often cannot be used at all or cannot be established in an economically feasible
manner. In this case, low-cost communication technologies would give people the possibility to communicate with
each other (Kayisire and Wei 2016). However, while modern infrastructure-independent technologies do exist, these
are often only accessible to advanced users due to regulations, high costs, or technical complexity. To make these
technologies accessible to a broad user base, they need to be integrated into devices already known to users.
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We propose to use LoRa wireless technology as a communication enabler in such situations. LoRa (Long-Range)
is a long range and low power network protocol designed for the Internet of Things to support low data rate
applications (Hornbuckle 2010). It consists of a proprietary physical layer, using the Chirp Spread Spectrum (CSS)
in the freely usable ISM bands at 433, 868, or 915 MHz, depending on the global region. The additional MAC
layer protocol LoRaWAN is designed as a hierarchical topology. A set of gateways is receiving and forwarding
messages of end devices to a central server that processes the data. While LoRa itself has to be licensed by the
Semtech company and implemented in specific hardware, it is independent of LoRaWAN and can thus be used in a
device-to-device manner.
In this paper, we present an approach to equip existing mobile devices with LoRa technology, by distributing
small System-on-a-Chip (SoC) devices supporting multiple Radio Access Technologies (RATs). There are several
commercially off-the-shelf microcontroller units (MCUs) available supporting Wi-Fi, Bluetooth, and LoRa. We
propose to use these low-cost devices to upgrade existing smartphones, laptops, and other mobile devices for long
range infrastructure-less communication. To reach this goal, we present a custom firmware for Arduino-SDK
compatible boards, called rf95modem. Existing mobile devices can be connected to a board through a serial
connection, Wi-Fi, or Bluetooth. As a general solution, we propose to use modem AT commands as an interface
for application software. This interface can then be exposed through different communication channels and used
by application software without requiring LoRa specific device drivers. Since these boards are cheap and do not
require laying new cables or setting up communication towers, these boards can either be distributed to people
living in high-risk areas beforehand or handed out by first responders during the event of a crisis.
To demonstrate the functionality of our implementation, we first present a cross-platform mobile application for
device-to-device messaging. This re-enables basic infrastructure-less communication capabilities in disasters.
Second, we present an integration of our implementation into a disruption-tolerant networking (DTN) software.
Although the low data rates of LoRa are not sufficient to support multimedia applications, sensor data, e.g., in
agricultural applications or environmental monitoring, as well as context information for further DTN routing
decisions can be transmitted through the LoRa channel. To illustrate the benefits of our approach, the developed
device-to-device messaging app, as well as our DTN integration are tested through experimental evaluations in an
urban and a rural area.
To summarize, we make the following contributions:
• We present a novel free and open source modem firmware implementation for LoRa-enabled MCUs, featuring
a device-driver independent way of using LoRa via serial, Bluetooth LE, and Wi-Fi interfaces.
• We present a novel device-to-device LoRa chat application for a) Android and iOS smartphones and b)
traditional computers.
• We present a freely available and open source integration of long range communication into a delay-tolerant
networking software.
• We experimentally evaluate the proposed approach by conducting field tests in an urban environment as well
as in a rural area and performing energy measurements of multiple devices.
• The presented rf95modem software1, the device-to-device chat application2, the integration into DTN73 and
the experimental evaluation code fragments4 are freely available.
RELATED WORK

Augustin et al. 2016 experimentally evaluated the foundations of LoRa. The authors built a LoRa testbed and
conducted different tests including receiver sensitivity and network coverage. LoRa’s Chirp Spread Spectrum (CSS)
modulation technique allows to decode received signals from -120 to -125 dBm, depending on the spreading factor
(SF). The network coverage was examined in a suburb of Paris using SFs of 7, 9, and 12, based on different test
locations. With SF7 and SF9, distances of 2.3 km were reached with less than 50% packet loss. Using SF12, the
packet delivery ratio at the highest distance of 3.4 km was 38%.
Bor et al. 2016 investigated the current LoRaWAN protocol and proposed an alternative MAC layer to be used with
LoRa, making use of multi-hop communication. Wixted et al. 2016 evaluated the properties of LoRaWAN for
wireless sensor networks, demonstrating reliable usage of LoRa up to 2.2 km in an urban scenario.
1https://github.com/gh0st42/rf95modem/, MIT License
2https://github.com/umr-ds/BlueRa, MIT License
3https://github.com/dtn7/dtn7-go, GNU General Public License v3.0
4https://github.com/umr-ds/hoechst2020lora
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Baumgärtner, Penning, et al. 2018 proposed to use LoRa for environmental monitoring. In the included LoRa
evaluation, ranges of 4.6 to 6.5 km with the base station placed on a high building were achieved depending on the
antenna and the frequencies in use. Furthermore, the concept of a unified radio firmware was introduced, but only
limited functionality was implemented and evaluated.
Long range peer-to-peer links were investigated by Callebaut et al. 2019. The authors showed experimentally that
with an increased SF the Received Signal Strength (RSS) did not change but the Signal to Noise Ratio (SNR) was
increased, proving the better decoding ability. Distances of up to 4 km in a line-of-sight and 1 km in a forested
terrain were achieved.
Deepak et al. 2019 created an overview of wireless technologies for post-disaster emergency communication. They
identified three disaster network scenarios: congested network, partial network, and isolated network. In isolated
networks, the user devices have to deploy a new network to provide temporal wireless coverage. This could be
achieved with drone-assisted communication or mobile ad-hoc networks (MANETs). The advantage of the latter is
high redundancy: a failure of individual nodes is not necessarily mission-critical.
Lieser et al. 2017 analyzed multiple disaster scenarios to highlight the main communication issues that occurred.
The depicted scenarios are based on unavailable or broken communication infrastructures. In particular, the authors
proposed an architecture that incorporates delay-tolerant MANETs to be independent of any fixed infrastructure.
Additionally, the authors focused on communication tools that ordinary civilians can use, since civilians typically
do not possess their own dedicated communication facilities, in contrast to disaster relief organizations.
By analyzing 49 crisis technology articles that focus on mobile apps in disaster situations, Tan et al. 2017 illustrated
that disaster communication is shifting away from authority-centric approaches towards approaches that integrate
and engage the public. The authors argued that supporting on-site collaboration (e.g., by chatting) is the main
purpose of mobile apps for disaster situations.
According to Kaufhold et al. 2018, the widespread use of smartphones provides opportunities for bidirectional
communication between authorities and citizens. The authors developed the app 112.social for communication
between authorities and citizens during emergencies. The authors argued that further research in the area of
infrastructure-less technologies for emergency communication apps is required to provide new opportunities.
Sciullo, Fossemo, et al. 2018 presented an infrastructure-less solution for emergency communication by combining
LoRa modules with smartphones. In their approach, the LoRa transceiver was hooked directly to the smartphone via
USB to achieve higher communication ranges compared to conventional wireless transmission technologies (e.g.,
Wi-Fi). Thus, only Android devices work with this approach, and the solution is tightly coupled to the emergency
communication app provided by the authors. Olteanu et al. 2013 used an USB dongle to access ZigBee nodes
through an Android app. These USB connected devices were later also identified by Sciullo, Trotta, et al. 2020 as
being problematic and tackled through the addition of an extra Bluetooth bridge. This setup is still tailored to the
provided emergency application of the authors and has higher complexity, bill of materials, and energy consumption
compared to our approach.
DESIGN

In this section, the design goals of the proposed approach are discussed. First, general principles of using LoRa
on smartphones are covered. Second, design goals of a generic LoRa modem firmware are presented. Third,
requirements for a device-to-device chat application are examined. Finally, thoughts on integrating LoRa into
disruption-tolerant networking are presented.
Enabling LoRa on Smartphones

To extend smartphones and other common devices by infrastructure-less communication technologies, a generic
interface must be designed. While these devices offer a variety of communication technologies, only few are shared
across different categories of devices. Ethernet and USB may be available on most devices including laptops
and routers, but smartphones can utilize these connections only using special adapters, if at all. However, all of
the mentioned devices offer Wi-Fi and/or Bluetooth interfaces. Furthermore, the used approach should be based
on low-energy solutions, since in the described scenarios power supply may be limited or not available. In the
following, we present a modem firmware, called rf95modem, for LoRa MCUs that can enable access to the LoRa
hardware through other communication channels.
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Figure 1. ESP32-based modem board and its connection options for smartphones, single-board computers, and
laptops.

Modem Firmware

Figure 1 shows how different devices can be connected to a modem board. There are several commercial off-the-shelf
micro-controller boards available that include a LoRa transceiver and thus can be used for the proposed functionality.
With our approach, we aim to support the majority of these boards by providing a hardware abstraction layer across
all of them. Thus, the provided implementation supports a wide variety of available boards, e.g., the LilyGO TTGO
LoRa series5, Adafruit’s Feather 32u4 and M0 boards 6 or the Heltec Automation WiFi LoRa 32 and Wireless Stick
(Lite)7. Some of these boards only provide LoRa and a serial interface via USB, but others also provide Wi-Fi and
Bluetooth. The modem firmware is supposed to be controllable through AT commands similar to classic modems
or various smartphones. Thus, no specific device drivers are needed to send and receive data via the rf95modem
firmware. Finally, the firmware should be flexible enough and easily configurable to only ship the code actually
needed for the device and the scenario in which it is used.
A Device-To-Device Messaging Application

To enable communications in rural areas or in situations after disasters, mobile applications play an outstanding
role for various reasons and support a variety of communication technologies like cellular, Wi-Fi, and Bluetooth.
Therefore, we designed a mobile application to support off-grid communication in the scenarios mentioned above. In
particular, in crisis situations, it is important that users do not first have to familiarize themselves with new paradigms
or UI/UX concepts and are not confronted with technical terms that are incomprehensible to laypersons. Therefore,
our application should use Bluetooth Low Energy (BLE) as the primary connection technology. Bluetooth is widely
accepted as a technology to create one-to-one connections and exchange data between the involved peers, whereas
Wi-Fi is usually used to access information from a central place. Therefore, the Bluetooth paradigm fits better to the
given scenario. Additionally, Bluetooth is more energy efficient compared to Wi-Fi, which makes it the appropriate
technology to use in this case. To further reduce barriers in app usage, our app should automatically connect to
nearby modem devices without any further actions required by the user. This increases the chances of instant access
to the communication infrastructure in cases of emergencies. The app should also be able to receive messages in
the background, e.g., when the user leaves the application. Additionally, the user should not worry about using a
specific mobile device. It is therefore crucial to provide a platform-independent application that is usable on the
most popular mobile platforms iOS and Android.
To get people in contact as fast as possible without prior exchange of IDs, usernames or alike, the application should
follow a public message board paradigm, similar to Twitter, where users can post short messages to a publicly
visible channel. Here, users can send messages visible for all and ask for help or provide status information. This
approach gives users easy and fast access to a communications method. Users should have an easy and fast way to
find new channels and create channels for specific topics. Finally, users should be presented with a common and
familiar look-and-feel including accessibility features so that no one is excluded.
5http://www.lilygo.cn/pro.aspx?FId=t3:50003:3, Xing Yuan Electronic Technology Co., Ltd., LongGang, Shenzhen, China
6https://www.adafruit.com/product/3178, Adafruit Industries, LLC, 150 Varick Street, New York 10013, USA
7https://heltec.org/proudct_center/lora/lora-node/, Heltec Automation, Longtan Industrial Park, Chengdu, China
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Disruption-tolerant Networking

For crisis scenarios, DTN is a technology to enable infrastructureless communication using an emergency
infrastructure in conjunction with existing devices of users (Baumgärtner, Gardner-Stephen, et al. 2016; Lieser
et al. 2017). DTNs benefit from a large number of devices storing and forwarding messages to other devices when
they become available. Today, end user focused DTNs are mostly based on ad-hoc Wi-Fi and Bluetooth, since
these are available in the mobile devices used by the users. Due to slow data rates and duty cycle restrictions
introduced by regulation, LoRa in DTNs is not suited for larger data transmissions, such as multimedia content, but
is helpful to transmit context information or small messages. LoRa can be used to connect different local clouds
of people, where smaller messages available inside the cloud can be transmitted to another cloud. Modern DTN
routing algorithms use context information to reduce overheads introduced by unnecessary transmission (Graubner
et al. 2018). We propose to add LoRa to existing delay- and disruption-tolerant networks to enable larger spatial
low-bandwidth coverage, in order to propagate small messages and context information. To facilitate the use of
LoRa in DTN networks, an exemplary integration should be implemented that can use LoRa via Bluetooth, Wi-Fi,
or a serial connection and thus is available on mobile devices and static nodes added in crisis scenarios.
IMPLEMENTATION

In this section, the implementations of the rf95modem firmware, the device-to-device messaging application, and
the integration into disruption-tolerant networking software are presented.
Modem Firmware

Figure 2. Overview of the rf95modem architecture.

Since a rf95modem should be controlled by AT commands over all of its available connection mechanisms, handling
such commands is an essential part of the implementation. Therefore, this functionality is shared across all
supported hardware platforms and connection mechanisms, as shown in Figure 2. Here, the software components
are displayed in blue while the rest represents the underlying hardware modules. For interaction with users and
software, the serial device interface, usually accessible via USB, is always active. Furthermore, the in-/output
functions may also be hooked to the Bluetooth Low Energy or WiFi modules we developed, if enabled at compile
time. Any output is mirrored to all enabled interfaces that can be used simultaneously.
To achieve optimal results on various hardware platforms and configurations, all features and hardware configurations
can be set using build flags. For example, the SPI pin configuration and the underlying CPU architecture must be
configured, as well as the base LoRa frequency. Currently, we support ESP32-based boards with RF95-compatible
LoRa transceivers as well as some Cortex M0 and ATmega32u4-based boards, such as the ones produced by
Adafruit for the Feather line of devices.
For the ESP32 boards, we provide a WiFi mode featuring two different ways of communication that can be used in
parallel. In both cases, an access point is opened by the device itself for modem users to connect to. The first mode
is UDP-based and just broadcasts the modem output to the local network and interprets incoming AT commands via
datagram packets. This is especially useful if many local devices want to listen on incoming transmissions. The
second mode is the TCP exclusive mode. Here, a single TCP connection is accepted that can then control the model
similarly to a serial interface. Since the ESP32 boards also feature Bluetooth, they can be used to announce a BLE
characteristic for interaction with the rf95modem. This interface acts similarly to the others by interpreting strings
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(a) Login screen

(b) Chat interface

Figure 3. Console-based rf95modem LoRa chat example.

received via a write characteristic as AT modem commands. The output is shared via a notify characteristic to
which devices can subscribe. BLE is supposed to have a payload limit of 20 bytes, and thus splitting the serial
output into smaller chunks is necessary. Our tests on various platforms, e.g., iPhones and Raspberry Pis, have
shown that sending much larger packets via BLE is often also possible and much more efficient. Therefore, sending
overlong frames via BLE can optionally be activated during runtime via a specific AT command. Finally, there is
also a software module to support OLED displays as they are pretty common on TTGOs and Heltecs ESP32 devices.
If enabled at compile time, these can be used to display status information such as the current frequency, packets
received, and number of packets transmitted, which can be used for debugging or providing statistical information
at a glance without the need for special hardware or software.
Since all board-specific features can be configured at compile time, the firmware can be custom-tailored to fit even
very resource-limited devices. Enabling all features at once results in a large firmware, which requires more flash
memory and a custom partition layout, but still works on the most common ESP32 boards. Due to the fact that all
output is mirrored between the interfaces, one can easily use two interfaces in parallel, e.g., debugging the BLE
communication via an attached serial cable. The firmware is completely written in C/C++ using the Arduino SDK
and PlatformIO as a build system.
A Device-To-Device Messaging Application

To satisfy the requirements of the messaging application, we provide two different approaches. First, we provide a
console-based user interface for traditional computers, as shown in Figure 38. Second, for the mobile version of the
application (BlueRa), we used the Flutter UI toolkit9. Flutter allows developers to create platform independent apps
for both major mobile operating systems, iOS and Android, using the same code base.
Figure 4 gives a simplified overview of the components of the app. The top block shows the UI classes. The
application starts at the home screen, which contains a path to the settings, a list view of the available channels and
a path for joining to new channels or to create channels. On the left, users can change their usernames or manage
the app’s Bluetooth connection, each in their own screens (the username settings screen is not shown in the figure).
When the app’s route heads over to the JoinChannelScreen, a list of available channels that the user has not joined
yet is presented. Additionally, this screen enables the user to create new channels. The final screen is the chat screen
itself, where the user can see a history of the messages in this particular channel as well as a text field for creating
and sending new messages.
Figure 5 shows the chat screen for the announcements channel. Using this common chat UI/UX, the user gets a
familiar look and can start messaging immediately, without the need of getting familiar with a special UI.
As indicated by the Channel module in Figure 4, a channel has a name, an indicator whether the local user has
joined this channel and a list of messages. A message, on the other hand, contains the name of the user who sent
this message, a timestamp, the text itself, the channel name and an indicator whether the message was sent from the
local user.
The connection to the rf95modem device is implemented in its own module, RF95Connector. This module holds the
device ID and Bluetooth connection state, as well as the read and write characteristics for the serial communication
8https://github.com/gh0st42/rf95modem-rs
9https://flutter.dev
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UI
ChannelChatScreen
List(Message)
SendMessageButton

HomeScreen
SettingsButton
List(Channel)
JoinChannelsButton
JoinChannelsScreen
CreateChannelButton
List(Channel)

Data

SettingsScreen
UserSettingsButton
BluetoothSettingsButton

BluetoothSettingsScreen
RF95Connector

Communication
Message

Username
Timestamp
Text
Channel
FromLocalUser

Channel
Name
Joined
List(Message)

RF95Connector
Device
ReadCharacteristic
WriteCharacteristic

Figure 4. Overview of the components of the app.

Figure 5. Screenshot of the chat screen for the announcements channel.

service. Additionally, this module also implements data and message handling. When sending a new message,
all required data is serialized to the appropriate format and sent to the modem using the write characteristic.
Furthermore, a receive listener gets notified, as soon as new data is available in the read characteristic. The received
data is parsed and the internal channel- and message database is updated. If the channel of the received message
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is already present, the message is appended to the channel’s message list. Otherwise, a new channel in the local
database is created with the received message. This new channel will be presented in the JoinChannelScreen, so
that users can join this channel if they want to.
We used a simple communication protocol for sending and receiving messages. It consists of the channel name, a
user name, an optional location and the actual message separated by vertical bars. Following this simple protocol
design, it is possible for any communication device to communicate with the app, regardless of the capabilities and
available serialization libraries like JSON, CBOR, or Protocol Buffers.
Disruption-tolerant Networking

To use LoRa in disruption-tolerant networking, we have extended the DTN7 implementation10 introduced by
Penning et al. 2019. Within the DTN context, the communication interface for bundle exchange between nodes is
called convergence layer. We have implemented the convergence layer interface provided by DTN7 to achieve LoRa
support.
To integrate rf95modem’s serial link into DTN7, we have first developed a library11, written in the Go programming
language. This library’s main task is to provide Golang typical interfaces for writing and reading data streams
through rf95modem. Furthermore, status information of the modem can be read and reconfigured.
Convergence Layer
ConvergenceSender
+ Send(Bundle)

ConvergenceReceiver
+ Receive(): chan Bundle

BBC
Connector

send / receive
Fragments
Modem
+ Mtu(): int
+ Send(Fragment): error
+ Receive() (Fragment, error)

+
+
+
+
+
+

Fragment
generation

OutgoingTransmission

Fragment
assembly 0..*

IncomingTransmission

Fragment
TransmissionID: byte
SequenceNo: byte
StartBit: bool
EndBit: bool
FailBit: bool
Payload: []byte

Transmission
+ TransmissionID: byte
+ Payload: []byte
+ IsFinished(): bool

Rf95Modem

Figure 6. Simplified implementation model of the Bundle Broadcasting Connector.

Until now, DTN7 only had support for unicast convergence layers, while the transmission of LoRa packets
corresponds to a broadcast. Since most broadcast technologies are similar in structure, we first developed a generic
broadcasting convergence layer, the Bundle Broadcasting Connector (BBC). Its simplified implementation model is
shown in Figure 6.
The main component of the BBC package is the connector that implements DTN7’s convergence layer interfaces
for both sending and receiving bundles. The connector itself communicates with a modem, which is an interface
implemented in rf95modem-go and a mock object for testing. Each modem reports its MTU such that transmissions
can be fragmented accordingly.
With regard to transmissions, the BBC makes a distinction between incoming and outgoing ones. Both types
have an identifier and can determine whether they have finished. If a bundle should be sent via our BBC, an
outgoing transmission with a new identifier will be generated. This identifier is derived from the node. Every node
10https://github.com/dtn7/dtn7-go
11https://github.com/dtn7/rf95modem-go
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is initialized with a random identifier, which is then incremented for each transmission. The payload is the xz12
compressed bundle. As long as the transfer is not completed, the connector requests a new fragment. Its length
including headers must not exceed the modem’s MTU. This is then handed to the modem, which broadcasts it via
LoRa in our case.
0
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3

4
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6

7

Transmission ID
Sequence No.

Start End Fail

)

Header

Payload
hhhh
h
hhh hhhhh
hhhh
h hh
hhhh
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Figure 7. Protocol specification of a fragment.

The network protocol specification of a fragment is shown in Figure 7. A fragment itself consist of a header of two
bytes, followed by the payload. In the header, the identifier of the transmission is referenced next to a sequence
number. Each fragment contains the incremented sequence number of its predecessor. Thus, lost fragments can
be detected in advance. In addition, the header has three flags. The start bit indicates the beginning of a new
transmission, while the end bit indicates its end. A fail bit is set for status packets that imply the absence of
fragments.
When receiving fragments, the modem forwards them to the connector. This checks whether the transmission
identifier is already known. If this is the case, the fragment is added to the incoming transmission. Otherwise,
a new incoming transmission is created. Once the transmission is finished, the entire payload is extracted and
decompressed. The resulting bundle will be passed back to DTN7’s logic. However, if a reception error occurred,
e.g., due to a skipped sequence number, a status packet is sent. This packet is equal to the last fragment, except that
the fail bit is set and the payload is empty. Reception of such a packet by the sender marks the transmission as faulty.
As a result, DTN7 will re-trigger the transmission at a later time.
EXPERIMENTAL EVALUATION

In this section, LoRa protocol properties are discussed, and the presented implementations are evaluated through
experiments.
LoRa in Device-to-Device Scenarios

LoRa as a long range protocol is limited in terms of bandwidth, since the resilient encoding scheme introduces
some overhead and a duty cycle needs to be followed to fairly use the shared medium. To understand the limitations
of LoRa communication, some application-oriented examples are discussed.
Figure 8 shows the payload sizes compared to the airtime required for sending with different spreading factors (SF),
where the coding rate is set to 4/5. The presented SF and channel bandwidth examples are taken from the EU
standards (LoRa Alliance 2018). The message length of LoRa is limited depending on the SF to limit the airtime
each individual message requires. The highest SFs are limited to a payload of 51 bytes. Using SF9, the payload
can can go up to 115 bytes, and in the fastest SFs 8 and 7, messages can contain up to 222 bytes. SF12 packets,
with the maximum payload of 51 bytes, take up to 1.92 seconds airtime, while 222 bytes in SF7/250 kHz only take
0.16 seconds. When using LoRa for emergency communication, different profiles can be used to model, e.g., the
importance of messages. Public service announcement of governmental institutions, including messages of rescuers
can be sent in more resilient configurations, while chats of users helping each other in emergency situations can be
limited to smaller areas, to cope with the limitations of the protocol.
Device-To-Device Smartphone Communication

We evaluated our proposed infrastructure-less LoRa communication via real world tests that cover two scenarios:
(a) city area communication, and (b) rural area communication.
12https://tukaani.org/xz/format.html
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Figure 8. Exemplary packet airtime in different LoRa profiles.

The motivation for scenario (a) are communication demands in disaster situations. By having a low-cost companion
device that extends the infrastructure-less communication range of our everyday devices could be a real benefit
for such scenarios. However, the inherent characteristics of cities, e.g., the high density of buildings, are a major
problem for each wireless technology.
Scenario (b) is motivated by the fact that some rural areas, also in industrial countries, are still not covered by
mobile networks (GSM, 3G, 4G, 5G). The expectations of the tests in the rural areas therefore differ, since regions
without obstacles might easily get good coverage, while areas with many trees might suffer from worse connections.
Experimental Setup

For the conducted tests, we used one fixed and one mobile station. The fixed station consists of a laptop logging
the incoming messages. Figure 9 shows the mobile station, consisting of a smartphone in combination with a
Heltec Wireless Stick driven by a Powerbank. The default antenna was replaced by a +3dBi model, connected via
SubMiniature version A (SMA). The antennas of each station were 1.5 meter above the ground, in order to model
realistic usage in device-to-device scenarios.

Figure 9. Mobile station: smartphone, power bank, and Heltec wireless stick.

First, we selected one exemplary region for each of our two considered scenarios. The fixed station was then placed
in the middle of the selected area and started listening for incoming messages. For reproducibility and accuracy, we
scripted message generation and sending on the mobile station, such that every 15 seconds one message including a
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GPS position was sent via Bluetooth LE and broadcasted by the companion device. The mobile station was then
moved away from the static station until no message could reach its counterpart anymore. To observe a realistic
model of device-to-device communication, the mobile station was moved in multiple directions. The tests in both
scenarios were repeated using two LoRa profiles provided by rf95modem: (a) Medium Range: Bandwidth: 125
kHz, Cr: 4/5, SF7, and (b) Long Range: Bandwidth: 125 kHz, Cr: 4/8, SF12. Due to the simplicity of our test
procedure, we did not get the maximum possible distances of our exemplary regions, but two real world setups, with
distances that work even with the simple out-of-box experience of the rather low-cost Heltec wireless sticks.
Results

By analyzing the logs of the smartphone applications that transmit GPS locations of each sent message, we were
able to calculate the distances of reliable communication setups between all participants for each scenario.
Table 1. Maximum distances achieved in the different areas and tested LoRa profiles in the conducted experiments.

Scenario
City
Rural Area

Mode
(a) Medium Range
(b) Long Range
(a) Medium Range
(b) Long Range

Maximum Distance
1.09 km
2.89 km
1.31 km
1.64 km

Table 1 shows the maximum distances of the conducted tests. For the Medium Range configuration, 1.09 km in the
city area and 1.31 km in the rural area could be achieved. With the rather high data rate of 5.47 kbps, the mode is a
good choice in dense areas, where a larger amount of messages might occur, and airtime is limited. In the Long
Range profile, 1.64 km could be achieved in the rural area, while in the city scenario, some messages could be
transmitted from 2.89 km range.
Figure 10 shows the results of the conducted tests in the city area. The orange dots denote the Medium Range
profile, while the red dots show the successful transmissions in the Long Range profile. In the size of the markers,
the Received Signal Strength Indicator (RSSI) is visualized. The larger the marker, the better the RSSI is. Note that
in LoRa a higher SF enables a higher chance of successful decoding under worse RSSI values. In the presented
results, it is evident that LoRa works well as long as no obstacles are in the way. The maximum distance in the city
area was achieved in the valley going through the city. Even though obstacles, such as buildings, were in the way,
the signal could reach the other peer well. When moving behind a hill, such as in the western or eastern parts of the
presented map, the signal was not able to penetrate the obstacle.
In Figure 11, the successful LoRa transmission of the rural area are presented. As excepted, the transmission range
in the forested area is worse compared to the unforested area. In the presented example, the northern part of the
map consists of a forested area, while the southern part is mostly not forested. From the plot, it can be observed that
in the non-forested valley area, RSSI is high, and all LoRa messages are successfully transmitted in both modes.
When forested areas and hills are in the line of sight, the RSSI worsens and quickly becomes unavailable. In Long
Range mode, transmission in forested places improves and messages are successfully transmitted through up to 600
meters of forested area.
In Figure 12, the observed RSSI values in relation to the distances are presented. With the Long Range profile,
signals with RSSI values of up to -140 dBm can be decoded successfully, while in the Medium Range profile the
limit is around -130 dBm.
In general, this shows that LoRa is a viable option to enable device-to-device communication in crisis scenarios,
where infrastructure is destroyed or temporarily not available. The different profiles of LoRa can be used to limit
communication to a certain area and therefore allow higher data rates, or cover a larger area and therefore reach out
to more people.
Interfacing Emergency Networks

When transmitting data over a disruption-tolerant network, an overhead is generated. This is caused by the additional
meta-data that a DTN bundle carries, e.g., the sender, receiver, or other blocks of information. In addition, there
is now a second overhead for the fragmentation header of the BBC. Due to the small size of a LoRa packet, it is
advisable to examine the total size of a transmission and the number of fragments. The benefits or costs of the xz
compression should also be considered.
For our evaluation, we created two types of payload data: randomly distributed data and the lorem ipsum placeholder
text. The respective payloads were generated in the sizes of the power of two, from 21 to 211 . For this purpose, the
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Figure 10. Successful LoRa transmissions in the city area.

445 byte long lorem ipsum text was shortened or repeated accordingly. This payload was wrapped into a DTN
packet, sent from dtn://source/ to dtn://destination/ with an additional age block to set the lifetime to
one hour. The LoRa maximum payload can be up to 251 bytes in size, as instructed by rf95modem in our test
configuration.
The overhead of a DTN bundle is 77 bytes without compression. In Figure 13, the final transmission size and the
number of required fragments are shown for the two characteristics of the payload data and its size. It is noticeable
that for a random payload the transmission size is slightly larger. However, the number of fragments is almost
always the same. Furthermore, user data is usually not randomly distributed. This is where the advantage of the
compression comes into effect, as it becomes evident especially in the low number of fragments with compressed
payloads.
CoRe Paper – Usability and Universal Design of ICT for Emergency Management
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

1007

Höchst et al.

LoRa-Based Smartphone Communication for Crisis Scenarios

Figure 11. Geo-positions of successful LoRa transmissions in a rural area.

Figure 12. Received Signal Strength Indicator in relation to transmission distance in the proposed device-to-device
scenario.

We also carried out a small field test. For this purpose, three DTN nodes were installed, each equipped with a
rf95modem for 868 MHz in the Short Range profile: 500 kHz, Cr: 4/5, SF7. The nodes were positioned so that only
one node had direct radio contact with the other two. Every time a packet is forwarded in a DTN, some meta-data is
updated, e.g., the Previous Node to specify the last relaying node. To verify the packet forwarding, we inspected
the Previous Node from the received packet. If this value does not match the packet’s sender, it was successfully
forwarded. To perform this evaluation, we prepared three nodes, =0 , =1 , and =2 . =1 was positioned in the midpoint,
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Figure 13. Total transmission size and amount of fragments for different payloads.

further =0 and =2 were not supposed to have direct contact. Outgoing from =0 , packets were sent addressed to
=2 . These should be transferred from =0 to =1 first and forwarded from =1 to =2 afterwards. We then sent DTN
packets with a small payload so that they fit into a single LoRa packet. As a result, we observed situations where the
Previous Node was adjusted accordingly. In such a case, the round trip time took 1.7 seconds from initiating the
transmission to receiving the acknowledgement of reception.
Energy Considerations

While the energy consumption of smartphones is a well studied field and battery lifetimes of these devices are up to
some days, the companion devices studied in this paper are not evaluated that well. Thus, we measured multiple
devices targeted by the proposed firmware in terms of energy usage in different energy states, namely receiving,
sending, and deep sleep. From these measurements, the required battery capacities can be inferred.
Table 2. Energy consumption in receiving, sending, and deep sleep modes of rf95modem compatible boards.

Board
TTGO T-Fox 27 dB
TTGO T-Fox 20 dB
TTGO LORA ESP32
TTGO LORA32 V2.0
TTGO LORA32 V2.1_1.6
Heltec Wireless Stick
Adafruit Feather 32u4 LoRa
Adafruit Feather M0 LoRa
TTGO T-Beam v0.7

Receiving
392 mW
400 mW
404 mW
393 mW
387 mW
391 mW
72 mW
95 mW
723 mW

Sending
1,771 mW
902 mW
782 mW
689 mW
785 mW
923 mW
648 mW
697 mW
1,125 mW

Deep Sleep
61 mW
61 mW
68 mW
57 mW
57 mW
76 mW
49 mW
<1 mW
393 mW

Additional Features
WiFi, BLE, OLED, RTC
WiFi, BLE, OLED, RTC
WiFi, BLE
WiFi, BLE, OLED, SD
WiFi, BLE, OLED, SD
WiFi, BLE, OLED
WiFi, BLE, GPS

Price
20 Ä
20 Ä
15 Ä
20 Ä
20 Ä
12 Ä
35 Ä
35 Ä
20 Ä

The energy consumption was measured using an ODROID Smart Power Meter13 connected to the microUSB
connector of the board and supplied 5 V.
In Table 2, the average energy consumption of the listed boards is presented. Since the boards need to be online to
receive messages from other boards, the receiving mode has the highest impact on energy consumption.
The power consumption of the measured boards when receiving data shows a broad variance, e.g., from about 72
mW for the Adafruit Feather 32u4 LoRa board up to 723 mW for the TTGO T-Beam v0.7 board. While sending data,
the required power differences become more balanced. When deployed in sensor networks, the deep sleep power
consumption becomes important. Four of the tested boards require 49 to 76 mW in this mode, while one board
requires below 1 mW. The values for deep sleep are likely caused by powering the boards through the microUSB
connection, which requires a transformation to the voltage required by the microprocessors. Also, most boards
contain a serial to USB converter, which cannot be turned off when powered via USB.
To put these numbers into perspective, we assume a powerbank with a capacity of up to 20,000 mAh. Such
powerbanks are widespread and used by smartphone users to recharge their phones. This capacity at 3.3 volts
13https://www.hardkernel.com/shop/smart-power/
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relates to 66 Wh, and thus can power the TTGO and Heltec hardware for more than 160 hours. The maximum
receiving time can be achieved using the Feather 32u4 LoRa board with more than 900 hours of receiving time.
CONCLUSION

In this paper, we presented an approach to integrate modern emergency and rural communications technology into
existing devices. In particular, we presented a novel, freely available and open source modem firmware for LoRaenabled MCUs, called rf95modem. Using such a companion device with our firmware, a novel device-to-device
LoRa chat application for iOS, Android, and laptop/desktop computers was created. An integration of LoRa into the
disruption-tolerant networking software DTN7 was presented. LoRa as a protocol for such use cases was discussed,
and the device-to-device chat application, as well as the DTN7 integration were experimentally evaluated. The
evaluation showed that our approach is technically feasible and enables low-cost, low-energy, and infrastructure-less
communication. All software implemented for this paper and the results of the experimental evaluation are released
with this paper under permissive open-source licenses.
There are several areas of future work. For example, to efficiently use LoRa and its limited bandwidth in crisis
scenarios, a frequency plan for users and first responders should be created. Such a plan can be integrated into the
emergency communication app, and the plan could be presented to the user. Furthermore, while the presented
energy evaluation provides a basic model, further measurements with the board-specific connection options should
be conducted and evaluated in field tests.
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ABSTRACT

Digital technologies have become an integral enabler of communication during various phases of emergency
management (EM). A crucial prerequisite of effective communication between authorities and the public during EM
is the establishment of adequate mutual trust. Trust, however, is an elusive concept which is not easily translatable
into technical settings. In this paper we propose an integrative model of trust in digital communication and show how
such model can be advantageous in assessing and improving trust relations in context of EM. Our interdisciplinary
model, which is based on findings from psychology, sociology and computer sciences provides an abstraction which
not only seizes both subjective and objective as well as personal and non-personal, e.g., institutional or cultural,
aspects of trust but at the same time is concrete enough to be applicable to real-life scenarios.
Keywords

Trust, Emergency Management, Digital Communication, Modeling.
INTRODUCTION

The Munich rampage of 2016, leaving nine people dead and many injured, is a prominent example of how vulnerable
our emergency communication infrastructure truly is: while the high amount of data traffic at that time rendered
communication over the Internet practically impossible, online social media platforms, such as Twitter, were being
flooded with false information regarding the nature of attacks and possible targets (Backes et al., 2016). Even for
those at site, who were able to communicate through overloaded channels, it remained a nontrivial task to decide
whom or what to trust.
The penetration of digital communication in nearly every aspect of our private and public life raises the question
of how to integrate or realize trust over technical infrastructure. At the same time, the multi-faceted nature of
trust poses a real challenge to its translation in its broader sense into technical context. Whatever factors may be
influential in building trust, mediated communication, e.g., digital communication, almost always leads to loss
or at least inhibition of cues or signals that are crucial to the construction of trust relations (Riegelsberger, 2005).
The interleaving of digital and real world aspects in emergence or suppression of trust in the context of digital
communication highlights the necessity of an interdisciplinary study of the subject matter.
By combining different understandings of trust from psychology, sociology, and computer sciences, we propose an
integrative model which can lead to a better understanding of trust in digital communication, specifically in context
of emergency communication. We understand trust as both cause and effect which emerges within a given context
and is based on presence of some evidence. Our main goal is to provide a concrete basis upon which emergency
management practitioners can better comprehend their relationship with their audience, and to equip them with a
framework that, in contrast to existing approaches, proves to be practical beyond experimental or research settings.
The rest of this paper is structured as follows: in §2 an overview of trust among various disciplines are provided.
Our integrative trust model is introduced in §3, and §4 discusses how this model can be utilized for emergency
communication. Finally, in §5 we conclude our work and draw a brief outlook for future work.
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Figure 1. Trust stages and layers: Trust Attitude (TA), Decision to Trust (DtT), and Acting of Trusting (AoT)

TRUST AMONG VARIOUS DISCIPLINES

Trust is an elusive concept which has been subject of study in various disciplines (see Cho et al., 2015; Meyerowitz,
2013). In the following we give a brief overview of how trust is conceptualized in fields of psychology, sociology,
and computer science.
Psychology

In psychology the most common and favored definition considers trust as “a psychological state of a trustor
comprising the intention to accept vulnerability in a situation involving risk, based on positive expectations on the
intentions or behavior of the trustee” (Rousseau et al., 1998). The emphasis here lies on the assumption that trust is
a psychological condition which causes a certain behavior or choice and presupposes a) expectation of beneficial
outcome and b) existence of risks and uncertainty (Schultz, 2006). This definition can be formalized as “- trusts .
in context ⇠ for performing task g (with the action U and the result %), where g corresponds to goal 6 of -” denoted
as 6 - (Castelfranchi and Falcone, 2010):
Trust(-, . , ⇠, g, 6 - )
In this model the establishment of trust shows some parallels with cognitive skill acquisition processes, particularly
by uniting dispositional and experiential determinants. The model postulates that the trust level of an individual in a
certain situation emerges from situational context, experience of that individual, cognition state (attention, memory,
decision-making processes, etc.), and social contact behavior, in which the context has the major influence (L.
Tamilina and N. Tamilina, 2018). Castelfranchi and Falcone (2010) further elaborate this concept of trust using a
three-layered model (Figure 1), which postulates that trust is a process of three steps:
• Trust Attitude (TA): the mental attitude, i.e., disposition, towards an entity.
• Decision to Trust (DtT): the decision to rely on another entity, which makes the trustor ‘vulnerable’.
• Act of Trusting (AoT): the behavior, i.e., the act of trusting.
Besides trust, trustworthiness is being defined is an important part of the process of trust establishment, but is not
equal to trust itself. While trust is a psychological state, which involves two entities (the trustor and the trustee,
which can be individuals, groups or institutions), trustworthiness is just a characteristic of the trustee which is
signaled to and interpret by the trustor (Schultz, 2006). This signal has the meaning that the trustee is worthy of
being trusted (Solomon and Flores, 2003). In interpersonal trust there are three characteristics, which influence
the perceived trustworthiness of an individual: ability, benevolence and integrity (Schultz, 2006). In a digital
context, such characteristics are rather generic terms to describe the antecedents of the perceived trustworthiness,
for example, there is evidence that in context of an online environment the structural design (usability), the content
design (information quality), the social-cue design (indicators of social presence), and the reputation of the system
influence the perceived trustworthiness (Frik and Mittone, 2016; Wang and Emurian, 2005; Yan et al., 2011).
Usability plays an important role in this. So, participants are more dedicated to use applications, which are easy to
use, well-suited to their purposes and well-designed. By aesthetics and a useful design, users can be convinced, that
a lot of time and effort had been invested into producing the application. These investments are perceived as serious
and trustworthy approach by the user (Haasteren et al., 2019).
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Sociology

Sociological studies in the past decades have dealt with the concept of trust under a variety of terms such as solidarity
(Durkheim, 2014), social ties (Simmel, 1950) or reciprocity (Gouldner, 1960). In contrast to psychology there is,
however, no consensus to define and understand trust as an individual state of mind. In this context social trust often
puts the emphasis on relational and situational aspects (Vallentin and Thygesen, 2017; Welch et al., 2005).
Luhmann recognizes trust as a mechanism of reducing complexity which keeps us capable to (inter)act even in
situations of uncertainty (Luhmann, 1979). Only with uncertainty – as the end of rational predicition (Luhmann,
1979; Gambetta, 1988) – a window of opportunity opens and one can act in faith (Bradach and Eccles, 1989; Lewis
and Weigert, 1985; Möllering, 2005; Simmel, 1950). Going one step further, Luhmann distinguishes between
confidence and trust concluding that a situation of trust is based on the awareness of possible disappointment and
the decision to trust anyway (Luhmann, 2014). Luhmann’s definition of trust resonates some aspects widely agreed
by others, namely the willingness to become vulnerable while having positive expectations (Bijlsma-Frankema and
Costa, 2005; Rousseau et al., 1998).
An important notion that sociologists add is that quantification as well as a finite list of factors of trust stand
contradictory to the idea of trust itself. Trust is not rational (Hartmann, 2011), rather it goes beyond mere economic
rationality (Abdelhamid, 2018; Eikeland and Saevi, 2017; Zey, 1997), which is constrained to calculation and
prediction of trust.
Computer Science

In computer sciences, trust and trustworthiness are often used interchangeably and generally formulated as a
quantifiable value on a continuous or discrete scale based on some evidence either provided actively or collected
passively. A piece of evidence asserts a claim either about an entity, e.g., trustee, or an action or more specifically
the correctness of an action. The most prominent examples are the public-key infrastructure (PKI) (see Tilborg and
Jajodia, 2011), Web-of-trust (WOT) (Zimmermann, 1995), blockchains, and reputation systems (see Braga et al.,
2018).
In PKI and WOT the notion of trust is based on binding identities to cryptographic keys through digital certificates.
A digital certificate is provided by an entity as a proof of identity (see Boeyen et al., 2008). Such certificate is
comparable to an identity document in the real world, such as a passport. The idea is to prove that behind a
digital representation lies a real-world entity; if a trustor is provided with adequate proof of identity, then it can
decide either to trust or not to trust that entity based on its preexisting trust relation in the real world. In PKI, trust
anchors, i.e., entities which are already identified and marked as trusted by a trustor, vouch for correctness of such
real/virtual binding by cryptographically signing the respective certificate just a national government would vouch
for correctness of a passport. As a generalization of the PKI concept, WOT resembles a social network where every
entity can vouch for the identity of another. To decide if an unknown entity can be trusted or not, one checks how
many of its already trusted or semi-trusted peers can vouch for that unknown entity. In contrast to PKI, where trust
is a binary attribute, WOT introduces marginal trust, in addition to complete trust and untrusted; an enhancement
that does not necessarily simplify the assessment of trust relations.
Trust in the context of blockchain technologies is reduced to verifiability of implemented protocols (see proof
of work in Bitcoin protocol in Nakamoto, 2019). In this sense trust(worthiness) is not defined in relation to any
specific entity, rather in regard to an action or process. Here, immutable transactions are bundled into blocks which
are then chained together, while it is computationally possible to verify each and every transaction from the very
first to the last one and ensure that none has been tampered with. Under the assumption that no involved entity
in the distributed ecosystem of blockchain is inherently trustworthy, as long as all transactions and processes are
verifiable, the overall system is considered to be trustworthy, i.e., acting in an expected manner.
Finally, reputation systems bring temporal aspects of trust into account by collecting information about or observing
the behavior of an entity in a given period: to estimate the trustworthiness of an unknown entity, one can either
observe the behavior of that entity through time, or rely on statements from other trusted entities. The observation
can either be on a local scale, e.g., watching neighboring nodes in an ad hoc network, or on a global scale, e.g.,
ranking of sellers on an e-commerce website. Whereas in general only a single factor is observed, introducing
multiple factors can improve the precision and reliability of calculated trustworthiness (see Trapp et al., 2012;
cf., Granovetter, 1973).
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AN INTEGRATIVE TRUST MODEL

In contrast to vis-à-vis interaction, the biggest obstacle in establishing trust over digital communication is inhibition
or at least distortion of signals necessary to evaluate a trust relation (cf., Riegelsberger, 2005). This effect is depicted
in Figure 2 (cf., Schultz, 2006): the sender formulates information which is then represented as data packets which
subsequently are transmitted over a transport layer, reconstructed as data packets, interpreted as information and
finally perceived by the receiver. The transition between each layer causes loss or transformation of signals that
could be integral for evaluation of trust by the receiver, i.e., the trustor. Additionally, there is a common context
that influence the communication between the sender and the receiver. Adequately modelling trust, thus, entails
adressing and understanding of processes occuring at each layer in both real and virtual spheres.
Based on the findings presented in the previous section, we consider trust to be a subjective experience which
emerges in face of uncertainty under positive expectation regarding the qualities of an entity. In context of digital
communication, trust relations are constrained and impacted by the digital medium, through which the interaction
between trustor and trustee succeeds. In other words, the mediated communication between the entities is a decisive
factor for establishment of trust1. Although there is no consensus as to which factors amount to experience of trust
(see Braga et al., 2018 for an overview), we assume that the following holds: i) trust is context dependent, and ii)
trust is evaluated based on available signals or cues which we henceforth refer to as evidence. Based on existing
research and related works, we have developed a taxonomy (depicted in Figure 3) which summarizes our abstraction
of trust relevant for digital communication. In the following we provide clarification for each point and give an
overview of related works.
Context

Context comprises both subjective and objective aspects of trust. Despite existing efforts on formalizing trust using
mathematical tools and notation2, we tend to believe that such formalisms, e.g., trust as a quantity between -1 and 1,
fail to grasp and reflect the concept of trust in its totality, thus, limiting our scope to qualitative factors of trust.
Disposition to Trust

Trust is fundamental to building social bonds, thus, risks and uncertainties in social interaction appear more
acceptable through trust (Erikson, 1993). These uncertainties are rooted in the fact that in the fewest decisions,
1see Riegelsberger (2005) for an exhaustive investigation and Bos et al. (2002) for concrete examples.
2See Marsh (1994) as one of the very first pioneering works in formalizing trust.
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complete knowledge or complete information is available (Cho et al., 2015). Trust can be viewed from two different
perspectives of the disposition and experience (Dinesen, 2012), which are not clearly distinguishable from one
another. The former sees trust as a deeply rooted disposition, which is conveyed from generation to generation in
the context of early childhood socialization and which can be seen as a cultural feature of a society (Dinesen, 2012;
Dinesen and Bekkers, 2017; Stolle and Nishikawa, 2011). The latter, i.e., the perspective of experience, sees trust as
a result of formative experiences such as active participation in society by means of social interactions, upbringing
and education, as well as an institutional context as a possible ‘safety net’ (Dinesen and Bekkers, 2017; L. Tamilina
and N. Tamilina, 2018). These approaches are difficult to distinguish from one another, since early childhood
socialization is also an experience. In fact, the relationship between disposition and experience is reciprocal, as
formative childhood experiences and following education are of utmost importance for the disposition to trust.
Social Relationship

Multiple aspects and characteristics of social relationships are emphasized to influence trust: many studies
distinguish between different levels of society (micro, meso, macro) and specialize on certain types with respect to
this differentiation. For example, in organizational sociology much attention is given to trust between individuals,
between individuals and organizations (Vanneste, 2016), and among organizations (Dodgson, 2016; Powell, 1996).
Fewer but still a wealth of approaches are concerned with trust between state actors and organizations and/or
individuals (Fukuyama, 1995; Putnam, 2000). Even though most studies focus on one layer and aspect, there is an
agreement that these levels intervene with each other and can not be separated in practicee (Dietz, 2011) while
certain variables influencing trust levels can be found on every layer. Due to the focus on digital communication we
highlight three of these relational aspects for building trust, which are addressed as influential in psychological,
sociological and computational research: reciprocity, familiarity and connectedness.
Reciprocity is understood as an aspect of the power structure between trustor and trustee that evolves around the
issue of who is (able to) send and recive impulses: the trust received by an institution from individuals is not
necessary reciprocated, for example, Tapia et al. (2011) studies how various NGOs initially leveraged Twitter
to disseminate information but did not use it to collect back data as they did not perceive senders (presumably
recipients of their messages) as trustworthy. Nevertheless, reciprocity is commonly seen as an important factor
and basis of trust (Creed and Miles, 1996; Zucker, 1986; as organic solidarity, based on ’exchanging’ even found
by Durkheim, 2014).
Familiarity is understood as the historical and temporal dimension of trust which denotes the commonly expressed
expectation that trust evolves over time. Concepts like trust dynamics try to grasp this general understanding and to
bring it in line with observations and practical experiences (Faems et al., 2008; Fukuyama, 1995; Rousseau et al.,
1998). This, however, fails to be an eligible case of compelling causality: familiarity is rather a variable for the
trustor to calculate the risk of disappointment due to previous experiences with the trustee (Luhmann, 1988; Meyer
and Ward, 2009). This understanding includes the difficulties to rebuild broken trust (Slovic, 1999).
Connectedness captures the relationship of entities within their social networks. The premise of connectedness is
the fact that just like any kind of other of information being exchanged within ones social network, information
about trust relations, i.e., trustworthiness, credibility or reputation (cf., Mui et al., 2002), are also passed on from
one entity to another and can be integral to building own trust relations.
Evidence

Evidence is the signal or cue that amounts to establishment of trust relations. Here, we investigate two type of
evidence that can be transmitted over digital infrastructure: semantical and technical.
Semantical

Content and form are qualitative types of evidence that can influence the trustworthiness perception of a message
and its sender. Content, ranging from textual body to seals of approval and third-party certificates (Frik and Mittone,
2016; Wang and Emurian, 2005), has a major influence on the perceived trustworthiness of a technical system,
i.e., its reliability and correctness of provided information (Corritore et al., 2003; Lee and Chung, 2009; Yan
et al., 2011). Whereas precise and well-formulated content can enforce trustworthiness, other factors, such as
advertisement on a website or impolite and non-constructive messages have a negative influence on the perceived
trustworthiness (Corritore et al., 2003; Haasteren et al., 2019).
Graphical attributes also have influence on the perceived trustworthiness of a technical system. For example,
Miran et al. (2017) studies the effect of color usage in combination with background maps “on users’ perception,
interpretation, and reaction to threat information” in context of probabilistic hazard information. Similarly, the
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effect of form on trustworthiness has also been studied on the world wide web: while the impact of the choice of
colors to achieve a high trustworthiness (postulated by Wang and Emurian, 2005) is negligible (Frik and Mittone,
2016), the general aesthetics of the website have a big influence on the perceived trustworthiness. Professionalism
and usability of a website are associated with the perceived aesthetics (Fogg et al., 2001; Bansal et al., 2015).
Technical

Under technical evidence, we subsume information security measures, such as confidentiality, integrity, authentication
and alike (cf., CIA triangle in Whitman and Mattord, 2009). Such measures can either be applied directly on data or
on transport layer, for example, data can be encrypted and transmitted over insecure transport channels or the channel
itself can be secured and plain data is transmitted securely. The decision whether to secure data, transport layer or
both depends on the given situation. Protocols, such as SSL/TLS, which depend on an end-to-end connectivity
between communication partners, are not applicable where networks are fragmented and data is transmitted using
data mules. On the other hand, if the communication succeeds over multiple transport protocols, or over insecure
channels, protocols such as OSCORE (Selander et al., 2019), can be leveraged to secure data directly regardless of
the transport layer capabilities.
Technical evidence can either be self-sufficient or third-party-dependent. Measures to secure data integrity, such as
checksums, for example, are self-sufficient as the trustor can verify that the data has not been tampered without
reliance on any external party. Other measures, such as X.509 certificates (Boeyen et al., 2008) which bind names
to cryptographic keys and are used for authentication, depend on trusted third parties (TTP) to vouch for the binding
by signing a digital certificate. Integral aspect in verification of evidence of the latter type is a bootstrapping phase
to mark which TTP is trustworthy.
SHAPING TRUST IN EMERGENCY COMMUNICATION

Emergency management is an enterprise encompassing policies, activities, and measures with the aim of preparing
for, mitigating, responding to and recovering from emergency situations (cf. Blanchard, 2008). In every phase of
EM, communication (between and among) authorities and the public, plays an integral role (Reynolds and Seeger,
2005), not just as a functional necessity, but as “the most important and least understood role for policy makers”
amounting to reinforcement of social resilience (Longstaff and Yang, 2008).
Effective communication relies on presence of trust among communication partners, however, depending on
involved actors and each phase of EM, factors introduced in the previous section (see Figure 3) may have a stronger
or lighter impact on trust relations: for example, whereas trust in technology in virtual emergency response teams
may have a higher priority (cf., Büscher et al., 2009), trusting crowdsourced data over social media may rely heavily
on semantic evidence and connectendness of actors within the network (cf., Mehta et al., 2017). Specially during
response and recovery phases, dynamics of trust relations are changed: whereas on the one hand the time pressure to
act and react does not leave enough development room for temporal aspects of trust building, network infrastructure
may also be fragmented, isolated or overloaded so that technical trust mechanisms are not applicable anymore. In
short, during response and recovery “sharing and dissemination of information is both critical and problematic,
beginning with whom to trust in unfamiliar settings.” (Manoj and Baker, 2007).
According to our proposed model, both context and evidence are integral in maintaining trust relations. There
is, however, a reciprocal excretion of influence between these factors: one can imagine how context is decisive
for choosing proper evidence and how evidence shapes the context in a persisting cycle of trust formation. For
the sake of simplicity, we limit ourselves here to response and recovery phases where the context is given and
cannot easily be changed but the evidence needs to selected accordingly. To show how our proposed model can be
advantageous for strengthening trust in emergency communication, we appeal to example of emergency alerting
applications such as FEMA’s app3 in the U.S. or KATWARN4 (Meissen et al., 2018) in Germany. The point of
departure is the systematic analysis of the context between trustees, i.e., alerting authorities, and possible trustors,
i.e., citizens receiving alerts: in this case the relationship is not reciprocal so that the communication succeeds
from alerting authority to citizens; the recipients might be in a vulnerable emotional and psychological state, and
may have not yet familiarized themselves with responsible authorities. Considering the communication context
and the constraints of given situation, an alerting authority can then choose proper evidence modalities to enforce
the establishment of a trust relation: the better the understanding of authorities regarding the context, the more
appropriate evidence can be chosen. Proper language, form, and content needs to be chosen to invoke the maximum
perception of trustworthiness in recipients. Finally, the decision on technical evidence is highly dependent on
3https://www.fema.gov/mobile-app
4https://katwarn.de/
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the state of communication infrastructure: authorities should be aware that in case of disaster or catastrophes
communication networks may be fragmented, ad hoc networks emerge as alternatives, data is relayed from producers
to consumers over (possibly malicious) third party nodes, e.g., data mules, and that common security measures are
not applicable anymore. Since no assumptions can be made about the available transport layer, technical evidence
should be limited to the data itself: on the one hand the data must be self-certifying, i.e., provide evidence that it
hasn’t been tampered with, and on the other hand it should be self-authenticating, i.e., carry a digital signature to
authenticate its origin. It should be noted that self-authentication presupposes a trust bootstrapping phase in which
the certificate of origin is retrieved and marked as trusted by the trustee, i.e., alert recipient.
CONCLUSION AND OUTLOOK

Trust remains an attractive subject of study among various disciplines. In this paper we balance abstract notions
of trust and practicability by introducing an integrative model of trust, which comprises both quantitative and
qualitative aspects of trust in digital communication. Our model serves organizations and individuals involved in
emergency communication as a point of departure to asses their policies, procedures, and technical infrastructure
with the aim of improving trust with their audience.
Although in our use case scenario, the focus lies on response and recovery phases and trust is understood as effect
of available evidence, in future work we will investigate trust not just as cause but also as a cause which can be
attended to during preparedness and mitigation phases. In other words, trust will be integrated into the perpetual
cycle of emergency management; partly as a cause and partly as effect.
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ABSTRACT
Sound Source Localization (SSL) are used to estimate the position of sound sources. Various methods have been
used for detecting sound and its localization. This paper presents a system for stationary sound source localization by
cubical microphone array consisting of eight microphones placed on four vertical adjacent faces which is mounted
on three wheel omni-directional drive for the inspection and monitoring of the disaster victims in disaster areas. The
proposed method localizes sound source on a 3D space by grid search method using Generalized Cross Correlation
Phase Transform (GCC-PHAT) which is robust when operating in real life scenario where there is lack of visibility.
The computed azimuth and elevation angle of victimized human voice are fed to embedded omni-directional drive
system which navigates the vehicle automatically towards the stationary sound source.

Keywords
Sound Source Localization (SSL), Omni-Directional Drive, Disaster Victim, Generalized Cross Correlation Phase
Transform (GCC-PHAT).

INTRODUCTION
Sound source localization means finding the position of the sound source in the environment. Localization of sound
source through embedded systems can be advantageous since it can be placed on various robots and devices to
know the coordinates of an object . For example, you will be able to hear where the sound is coming from and will
be able to move in the direction where the sound is coming to respond. In the modern time, where automation
technologies are developing drastically, sense of hearing can provide great benefits to robots and other devices while
rescuing the disaster victims during the time of crisis (Sun et al. 2011; Park et al. 2017). The work presented in this
paper aims toward design of stationary sound source localization, especially human voices to locate them during the
time of disaster where there is lack of visibility.The system is designed and deployed on an omni-directional ground
vehicle using cubical microphone array which navigates to the place where the sound comes from.
Various measures has been researched in audition system for robot which are inspired by human audition system and
rely on Time difference on arrival (TDOA). Gala et al. (2018) designed three-dimensional sound source localization
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for unmanned ground vehicles with a self-rotational two-microphone array. Cho et al. (2009) designed sound source
localization for robot auditory systems. DiBiase et al. (2001) designed Robust localization in reverberant rooms.
Similarly, Beh et al. (2010) designed sound source separation by using matched beamforming and time-frequency
masking and Padois (2018) designed acoustic source localization based on the generalized cross-correlation and the
generalized mean with few microphones. Application of the methods to control vehicles in real environment where
in-band noises are present have shown difficulties in transferring theoretical methods to a real life scenario.
Although development of human like auditory system and implementing on vehicle to have exact senses as human
auditory system is challenging, increasing the number of microphones in the array shows significant improvement
in robust localization (Valin et al. 2003). Adding techniques to filter all the environment noise can increase the
robustness and accuracy of the system to transfer these methods to real life scenario where more than one sources
are present.
In this regard, this paper presents sound source localization using grid search method. The detail of this method
is described in the section sound source localization using grid search method. The hardware implementation of
cubical microphone array and embedding to robotic platform is explained in the section hardware setup. This is
followed by the implementation result in experimental result section.

RELATED WORKS
In the field of sound source localization, there are various techniques used for robust localization. Gala et al.
(2018) has done three-dimensional sound source localization for ground unmanned vehicle with rotational two
microphone array. Here, two microphones are used to calculate the relative time difference of arrival of the signal
to the microphones and hence the direction of the signal is calculated.
Cho et al. (2009) has located sound source using steered response power phase transform (SRP-PHAT). Here the
generalized cross correlation phase transform (GCC-PHAT) of all the possible combination of microphone is added
together to give relative position of sources in all the direction.
DiBiase et al. (2001) has done work on robust localization in reverberant rooms by using concept of time difference
of arrival. Beh et al. (2010) have done work on sound separation using matched beamforming and time-frequency
masking. Beamforming is a technique which is used to calculate the direction of arrival (DOA) of sound source by
adding shifted version of sound source to a reference sound source. By adding all the shifted version of sound
source, beam of high amplitude gives the direction of the sound source.
Padois (2018) has done work on Acoustic source localization based on the generalized cross correlation and
generalized mean.Valin et al. (2003) has done work in Robust sound source localization using microphone array on
mobile robot. This paper shows increasing the number of microphones performs robust localization with a trade-off
of computational cost. This paper shows implementation of Cubical microphone array configuration to localize
sound source using GCC-PHAT method and mounting it on a robotic platform to move towards the direction of
sound source.
Grondin and Michaud (2019) has done work on Lightweight and optimized sound source localization and tracking
methods for open and closed loop microphone array configurations. The main feature used in this approach is
SRP-PHAT which gives probability of sound source on 3D space and Kalman filtering for localizing exact position
of sound source from predicted sound source.
Doroftei and Stirbu (2010) and Tajti et al. (2014) has done work on Designing Omni-directional mobile robot. This
paper presents all the mathematics for inverse kinematics used in this report to drive omni-directional vehicle.
Sun et al. (2011) primarily focuses on different from the light, ultrasonic sound and infrared signals, sound signals
which can bypass obstacle and the development of the auditory navigation system for fire and earthquake rescue
robot in unknown environment using time difference of arrival and speech recognition technology. Park et al. (2017)
address fundamental problems with ground robots for disaster response and recovery with the design of robot and
human control.
This paper proposes searching disaster victims using GCC-PHAT and grid search algorithm with combination of
unique microphone configuration for describing the sound source around its periphery with less error and hence
providing almost accurate position of the source.

SOUND SOURCE LOCALIZATION USING GRID SEARCH METHOD
Time Difference of Arrival (TDOA)
This is basic method for sound source localization (DiBiase et al. 2001). In this method if microphones <1 and
<2 are 3 distance apart, given that 2 is the velocity of sound, then time difference of arrival (TDOA) from one
microphone to other is given by (1):
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g=
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(1)

Hence direction of arrival \ can be measured if TDOA g is known. TDOA g can be measured from cross correlation
of two signals from (2) and (3):
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for more robust cross correlation, we have used Generalized Cross Correlation Phase Transform (GCC-PHAT).

Generalized Cross Correlation Phase Transform (GCC-PHAT)
The correlation or cross power spectrum of two signals can also be found through frequency domain as:
(4)

'12 (g) = -1 (l) -2 (l)

taking inverse Fourier transform, we get cross power spectrum as:
1
A 12 (g) =
2c

π

1
1
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(5)

Since the sound signal may contain its reverberated part, only phase information is needed when carrying out
convolution. So magnitude -1 (l) -2 (l) is divided from '12 (g) for better performance and then inverse Fourier
transform is performed. Thus we get A 12 (g) as:
A 12 (g) =

1
2c

π

1
1
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4 9 l g 3g
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(6)

Grid Search Method Using GCC-PHAT
For grid search method, 3D spherical grid is constructed with a constant radius as shown in the Fig. 1 with
visualizing microphone array in the center (Grondin and Michaud 2019).
After the construction of grid in 3D space with required resolution, the exact estimation of the source is done. For
this estimation,
• We assigned the number of source, interpolation resolution and microphone coordinates. The distance
between each microphone pair combination is calculated then the calculation of difference in distance from a
point in grid to microphone pair is followed by the calculation of time shift for that point.
• We computed GCC-PHAT for each grid point combination from each microphone pair and added all of them.
We used short time fast fourier transform (ST-FFT) in GCC-PHAT for less computational complexity.
• Finally we searched peaks from numerous peak. Group of peaks shows multiple sound source.
For reducing computational complexity, peak search is based on array indices of peaks. Indices of peaks gives exact
azimuth and elevation in 3D grid given that each point in 3D grid is arranged in one dimensional array as shown in
Fig. 2.
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Figure 1. Grid construction in 3D space

Figure 2. Maximum peak and indices of sum of GCCPHAT

HARDWARE SETUP
Cubical Microphone Array Configuration
The cube with dimension 15cm⇤15cm⇤15cm was designed in Solidworks and aluminum frame was used to fabricate
the design because of its lightweight. The design made in Solidworks is shown in Fig. 3.

Figure 3. Design of cube

Figure 4. Cubical arrangement of microphones

Microphones are arranged in a cube with the inter microphone distance 15cm across the diagonals and placed in
vertical adjacent faces as shown in Fig. 4.
The Microphones were dismantled from SONY PS2 eye and reconnected to the circuits by designing a new circuit
on KiCAD for SONY PS2 eye circuit and Sony ps2 eye microphones as shown in Fig. 5 and Fig. 6.
The coordinates of microphones is taken from the center of the cube and this coordinate is required to calculate the
distance of each microphone to the individual grid points in the 3D space. The omni-directional microphones are
from SONY PS2 eye device. The data is received via USB protocol which is default for SONY PS2 eye.
The microphones can be placed in any positions along the cube with equal inter microphone distance as shown in
Fig. 7 and grid search method can be used to estimate the position of the sound source.
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Figure 6. Design of microphone circuit

Figure 5. Design of circuit board for SONY PS2 eye

Three wheel Omni-directional drive
Cubical microphone array is mounted on Omni-directional drive with three omni-directional wheels arranged in
120> . The inverse kinematics of three wheeled omni-directional drive is implemented as reviewed in Doroftei and
Stirbu (2010) and Tajti et al. (2014).The base of the omni-directional drive is shown in Fig. 8.

Figure 7. Microphone geometry in Cube

Figure 8. Three wheeled omni-directional drive

The motors of omni-wheels are controlled with Atmega2560 micro-controller which receives direction from
raspberry pi.

Proposed system
The data from cubical microphone array is received in Raspberry Pi 3 via USB protocol and using grid search
method, Azimuth and elevation of the sound source is calculated. Through Serial port, Azimuth angle is sent to
Embedded Atmega2560 micro-controller which drives the omni-directional drive to the location where the sound
comes from.
The complete structure of cubical microphone array embedding with omni-directional drive using raspberry pi is
shown in Fig 10.
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Figure 9. flowchart of proposed system

EXPERIMENTAL RESULT
An experimental setup was conducted in which omni-directional vehicle was placed and sound source of 62.5 dB
was moved with a constant azimuth and elevation of 4> and 45> respectively. 50 cm from the vehicle, azimuth
and elevation data was taken for each increase in 10 cm upto 300 cm and the error in azimuth was measured and
plotted with respect to distance. The result is shown in Fig. 11.
As the distance increases, Mean squared error increases gradually which is due to less sensitivity of microphones.
The mean squared error can be decreased by using more sensitive microphones.

Figure 10. Structure of three wheeled omni-directional vehicle with cubical microphone array

A setup was conducted where omni-directional vehicle was placed in center and sound source of 62.5 dB was varied
in azimuth and elevation. The average azimuth and elevation recorded separately are shown in Fig.13,14,15,16 as
box plot and filled in Table II.
The azimuth and elevation angle were measured by keeping elevation constant when measuring azimuth and
vice-versa. The source was kept at 150 cm distance from the omni-directional vehicle. Average error of 1> on
azimuth and on elevation was observed over 150 cm range. Three sources were placed at 200 cm radius from
omni-directional vehicle. Source 1 at azimuth= 135> and elevation= 35> , Source 2 at azimuth= 90> and elevation=
75> and Source 3 at azimuth= 145> and elevation= 60> were placed. The position measured is shown in Fig. 17
with peaks in surface plot.
There are several peaks in the surface plot which represents source as shown in Fig. 17 but the maximum three
peaks denote three sources. For more sources, more peaks has to be observed. The position of source 1 was found to
be azimuth= 130> , elevation= 32> . The position of source 2 was found to be azimuth= 87> , elevation= 73> . The
position of source 3 was found to be azimuth= 144> , elevation= 60> . The azimuth angle was fed to omni-directional
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Figure 11. Distance vs Mean Squared Error (MSE)

Figure 12. Surface plot of peaks obtained
from various sources
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Figure 14. Box plot for azimuth at 180>
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Table 1. Measured Elevation and Azimuth

True
Azimuth
(degree)
180
45
0
-45
-90

True
Elevation
(degree)
-90
-45
0
45
90

Measured
Azimuth
(degree)
179
44
2
-44
-88

Measured
Elevation
(degree)
-88
-47
-2
44
89

vehicle to move towards the direction of sound source. The vehicle moves towards the most probable sound source
although the system is able to detect multiple sources. The vehicle tracks the source with highest energy even if two
or more sources are present.

(a) Experimental setup for tracking sound source

(b) Experimental setup for measuring distance vs accuracy

Figure 17. Photos during experiment

CONCLUSION AND FUTURE WORK
In this paper, we present an approach of localizing sound source using cubical microphone array and implementing
it on an omni-directional drive for inspection and monitoring the disaster area which helps to rescue the human
casualties. The localization system predicts both the azimuth and elevation angle of human voice with less error.
Certain error was observed in the system which was due to microphone sensitivity and also trade-off between
resolution of grid search method and computational cost. So, there are still lots of room for improvement. We
would implement the following future works to make our system more robust.
• The land vehicle only follows the sound source in 2D plane instead our system predicts both azimuth and
elevation, so we plan to deploy our system on Unmanned Aerial Vehicle (UAV).
• Different noise such as environmental noise degrade the performance of the system, for this different advance
filtration techniques can be used.
• By using the sensitive microphones we can predict the source quite accurately.
• Single sound source is tracked from multiple sources discovered, sound source are prioritize according to the
energy of the source. Further development can be done to prioritize the victims.
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ABSTRACT

While creating a community hazard mitigation plan (HMP) has become recognized as a key component of
successful disaster management, significant portions of the process are often inaccessible to people with vision
disabilities. Maps in particular are often large, visually dense documents that are printed on two-dimensional
paper, or distributed via PDF with no alternate text. For people with profound low vision or who are blind,
alternative media is required. The research discussed here proposes that tactile maps may present an accessible
and cost-effective medium for representing geospatial data relevant to the hazard mitigation planning process.
Using flood insurance rate maps (FIRMs) distributed by the Federal Emergency Management Agency (FEMA)
as a starting point, this paper proposes an evaluatory framework for transcribing conventional maps into tactile
documents, as well as characterizing users’ experiences using them for mitigation planning, directions for future
research and generalizing the process for applications in other domains.
Keywords

Cartography, Accessibility, Disability, Tactile, Mitigation Planning.
INTRODUCTION
Context

We are to expect, as a species, a near future in which calamitous natural hazards become much more frequent as
the Earth’s atmosphere continues to warm (Pachuri et al. 2014). Assuming that current greenhouse gas emission
trends continue more or less unabated, humans must begin to incorporate resiliency theories and practices into
otherwise quotidian, unexamined processes, necessitating transformational rather than incremental adaptation
(Few et al. 2017; Kates et al. 2012). In other words, systemic changes must be implemented. This shift in thinking
can be prompted by the creation of a hazard mitigation plan (HMP), which, as outlined by the United States
Federal Emergency Management Agency (FEMA), is a holistic assessment of a given community’s vulnerability
to various hazards, along with specific plans to address that vulnerability. In the U.S., HMPs can be submitted to
FEMA in order to receive funding for enacting the plans described in the HMP. However, certain tools used in
the planning process can be potentially inaccessible to people who are blind or visually impaired.
Much of the hazard mitigation planning process relies on the use of maps to understand the spatial extent and
character of various hazards. Because these maps are either printed on flat, untextured paper or viewed as digital
files with no alt text (information embedded within an image file that contains a concise written description of the
image in order to aid people who may not be able to see the image), people who find reading printed information
to be challenging will have their capacity to participate in the hazard mitigation planning process severely
curtailed. While this research focuses on people who are blind or visually impaired, the findings could potentially
extend in varying degrees to people with any other neurological, physical or learning disability that makes reading
conventional visual media difficult (Epp 2006; Hepler and Green 2008). Keeping in mind that people with
disabilities are especially vulnerable in a disaster scenario - and may be able to lend unique insight into what
disability-specific factors a given plan should be considering - it is imperative that the hazard mitigation planning
process become more accessible. The research discussed here explores the possibility of tactile maps as a way of
increasing accessibility for flood hazard mitigation planning in particular, but also for representing hazard data in
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multiple contexts. The following paper first discusses the context of and justification for tactile hazard maps.
Then, the relevant challenges that this research will faced are outlined. Next, research progress and goals are
described, followed by directions for future research.
In addition to maintaining the safety of a community’s citizens, the reliance on exclusively visual maps presents
a compliance issue. According to Section 508 of the Rehabilitation Act of 1973 (“IT Accessibility Laws and
Policies” 2018), government agencies must publish information in a format that is accessible to people with
disabilities and comparable to information that has not specifically been made accessible (“IV. Summary of
Comments and Response”, 2000). If the task of making certain information accessible presents an “undue burden”
on the part of the agency, they must provide “comparable alternatives”, or media that adheres as much as possible
to the original information, but make sacrifices in fidelity, quality or quantity in the interest of accessibility (“IV.
Summary of Comments and Response”, 2000). Oftentimes, the solution for accessibility comes in the form of a
written or verbal description of the information in question (Esri 2018; “Web Content Accessibility Guidelines
(WCAG) 2.0”, 2008)
The issue with this approach is that it becomes extremely difficult – if not practically impossible – to elucidate
spatial relationships between elements, especially when a user is dealing with dozens if not hundreds of features
on a map, many of which are overlapping one another. In other words, data about features can be maintained, but
relationships between features are lost or obfuscated. Furthermore, were a person who is blind or visually impaired
to specifically request that FEMA provide them a tactile map, they would have to contact a FEMA map specialist
who would work with that person to design a custom map. Put differently: there is no standardized, automated
process for transcribing visual maps into a tactile format. The wait time and quality of resulting maps vary
depending on a host of factors.
Today, tactile maps are generally categorized under the broader term “tactile graphics”, as many of the design
principles and best practices that apply to any sort of tactile illustration also apply to maps in particular (Edman
1992; Landau 1999; Takeshi and Susumu 2010). However, this means that the research on tactile maps as artifacts
that are distinctly cartographic – rather than merely illustrative – is relatively limited. Brittell (2018), Blades et al.
(1999) and Lobben and Lawrence (2012) all provide examples of research on tactile maps as such; that is, how
tactile maps relate information about spatial relationships instead of simply whether or not they are legible. This
research has proved to be insightful, but would benefit from further exploration.
In response, the evaluatory framework described here investigates potential guidelines and best practices for
making the transcription process standardized and generalizable for flood hazard maps representing any given
locale. More specifically, this research uses a condensed version of flood insurance rate maps (FIRMs) referred
to as FIRMettes (Figure 1), both of which are downloadable from the FEMA website. These maps are used to
represent the extent and character of potential flooding. Full-sized FIRMs are meant to be printed at 36" x 25.875"
while FIRMettes are sized to be printable on A4 paper, which is also the most common size for tactile paper. The
practical aim for this research is to enable people who are blind or visually impaired to be able to download and
print a tactile FIRMette in the same way that sighted people can acquire conventional FIRMettes. Not only would
this ensure that FIRMs and other hazard maps would become more accessible, but it would also ensure Section
508 compliance in a meaningful capacity.

Figure 1. Sample FIRMette
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Cartographic Challenges

There are a number of challenges regarding the creation of tactile maps. First among them is the fact that there is
no singular manifestation of vision disability. Designing a map to be accessible by people who are blind or visually
impaired could mean employing many different techniques depending on a given person’s visual perception
and/or acuity. Maps using high contrast colors and large type may work for one person, while another person may
need a fully tactile map. The research presented here will try to accommodate a range of needs, however it will
focus on maps that will be used by people who typically require tactile illustrations.
Second, due to the limitations of what humans can distinguish by touch alone, tactile maps are not able to represent
as much information as a conventional visual map. The distance that features should be separated from each other
should usually be > 1/8th of an inch or more in order to ensure legibility (“Guidelines and Standards for Tactile
Graphics” 2010). For instance, the meanders of a flood zone’s boundaries may prove challenging to make distinct.
Additionally, orthophotos provide a means of easily representing the built environment of a given area and isn’t
available with tactile maps– buildings and infrastructure will have to be represented symbolically.
Third, there is a fair amount of research and best practices for creating tactile graphics, but almost all of it focuses
on either educational/reference graphics (Aldrich et al. 2002; Shinohara et al. 1998) or wayfinding
(Papadopoulous et al. 2018; X.M. Almeida et al. 2015). There is little to no research examining the use of tactile
graphics, or maps, for the purpose of analysis. Thus, while certain design standards or conventions may be
appropriate for educational graphics, they may prove to be confusing or insufficient in an analytical context.
Fourth, due to the limitations of working memory (Baddeley 1992; Miller 1956), tactile graphics limit the amount
of information that a person can retain at once. Visual maps offer the advantage of allowing users to rapidly scan
the document in order to recall many different symbols and spatial relationships. Tactile maps, on the other hand,
require the user to retain more information themselves. The task is similar to reading a visual map by looking at
it through a paper tube held a few inches away from the paper. Nevertheless, guidelines for creating tactile
graphics have been published by the Braille Association of North America (BANA) (“Guidelines and Standards
for Tactile Graphics” 2010), and are able to provide a starting point for designing tactile hazard maps.
RESEARCH DESIGN

Our work is guided by two research questions: The first asks: what are the characteristics of use for B/VI
individuals when using a tactile map for disaster risk assessment tasks in comparison to a verbal description of
the same area? The second asks: How can thematic tactile maps be designed to help facilitate the participation of
people who are blind or visually impaired into community hazard mitigation planning processes? In the following
sections, I describe progress on this work to date as well as outline the plan for completing research and directions
for future research.
Research Question 1 (RQ1)

The goals of this question are, first, to develop a prototype workflow for transcribing conventional FIRMettes
into tactile FIRMettes, and second, to evaluate the extent to which users can satisfy knowledge gaps and reach
conclusions that are specified by the FEMA flood risk assessment process, as well as to evaluate users’ confidence
and preference in performing risk assessment tasks with thematic tactile maps. The former task will be
accomplished by following best practices for creating tactile graphics as outlined by BANA (“Guidelines and
Standards for Tactile Graphics” 2010). While these conventions may need to be altered in light of the feedback
generated from participants in these experiments, they will provide a starting point for evaluating their own
efficacy.
Given that this project seeks to evaluate the maps themselves rather than the participants’ skills in completing the
tasks assigned to them in the experiments, the locations represented by FIRMettes chosen for transcription will
not be areas that they are familiar with, but rather a variety of environments: rural-coastal, rural-inland, urbancoastal and urban-coastal. Using a decision-making workflow recommended by BANA, data selection,
generalization and simplification will be applied to a selection of FIRMettes. These decisions will be recorded in
order to apply uniformly to all maps used in the initial experiments.
The figure included below (Figure 2) is a print proof to check the design for fidelity, integrity and clarity. In other
words, it is a rough draft, but is illustrative of the type of results that this research will produce. It is also worth
noting that the tactile map below is a larger-scale transcription of the FIRMette featured earlier in this paper.
Several changes have taken place in the transcription process. Labels have been omitted from this map as braille
translation will require consultation with a specialist. Two major features of the original map have been preserved;
flood extents have been preserved as they is the most important element of the map, and roads and highways were
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determined to provide a simple means of wayfinding and determining location for the user. Features that have
been omitted are jurisdictional boundaries, flood zone features and their labels, building footprints, impermeable
surfaces (pavement) and orthophoto data. While these omissions on this particular map hamper the ability to, for
example, locate critical facilities and infrastructure, the final product will include them on additional maps to be
collated as a set (which has been employed as a solution for other tactile map systems). In future drafts, certain
map labels, building footprints, road and pathway centerlines will be automatically generated using the Tactile
Maps Automated Production (TMAP) platform, which was developed by the LightHouse for the Blind and
Visually Impaired, and the Smith-Kettlewell Eye Research Institute (Miele et al. 2006). The latest iteration of
TMAP converts OpenStreetMap (OSM) data into features that are symbolized according to tactile graphics
standards. Flood data will be manually added to the map as a separate set of layers, but this research hopes to
provide a list of considerations for automating that process as well.

Figure 2. Sample tactile FIRMette design.

The media that these maps will use what is often called microcapsule paper or Swell Touch paper (a brand name).
This is paper that contains a layer of chemicals which, when exposed to heat, will expand wherever black ink has
been printed or drawn onto the paper, creating a well-defined raised texture that can be as small as the stroke of a
ballpoint pen. While a review of the existing literature suggests that microcapsule paper is the most accessible and
cheapest option (Lobben 2005; Rowell and Ungar 2003), the first round of feedback may warrant switching to
another medium.
After designing and printing all required maps, testing will begin. The scenarios that participants will be asked to
follow are drawn from requirements outlined in Title 44 of the U.S. Code of Federal Regulations §201.6(c)(2)(i),
(ii), (iii), which describes the necessary elements of an HMP: 1) description of hazards, 2) identification of assets,
3) analysis of risks and 4) a summary of vulnerability. A description of hazards, in this case related to flooding,
will entail identifying the range of flood heights and the areal extent of flooding. Identification of assets will entail
locating critical infrastructure such as bridges, hospitals and transit centers that may be at risk of damage and/or
serve in a response/recovery capacity. By law, considerations should be made for “access and functional needs
populations”. Cultural and natural assets should be incorporated into the assessment as well. Following that will
be analysis of risks, and will entail estimating which portion of the map will sustain the least and most amount of
damage, and the degree of that damage. Finally, overall risk to the map area will be evaluated.
Following completion of each task during the experiment, the participant will respond to a survey question asking
them to characterize their experience of completing that task (the medium of delivery for this survey will be
determined based on consultation with a local IT Accessibility Group). Participants will be asked to describe the
map’s ease of use, evaluate the aesthetic experience and suggest changes that might improve the map’s utility.
Results will be used to inform the design of maps used in experiments answering Research Question 2.
Research Question 2 (RQ2)
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The aim of RQ2 is to evaluate how these maps might be used in a collaborative setting, for instance during a
community meeting for hazard mitigation planning. As with experiments in RQ1, this process will be
approximated rather than recreated, and thus each session will include one blind or visually impaired participant
and one sighted participant. Before testing occurs, maps will be redesigned by incorporating feedback from the
first round of experiments, as well as adding labels and colors for sighted participants to more easily understand
the map (this is made possible due to the fact that microcapsule paper only swells where black ink is present, not
colored ink).
The format of the experiments will follow the order and structure as described previously, except this time both
participants must agree on a single conclusion/response for each task. This includes both objective answers, such
as locating specific features, as well as open-ended answers such as summarizing the vulnerability of a particular
area.
As with RQ1, participants will answer a survey question following each task, asking them to characterize their
experience. Questions in these experiments will be modified to take into consideration the collaborative nature of
these tasks. By gathering input from both sighted and blind or visually impaired participants, a more complete
understanding of the collaborative process can be gleaned, and ideally, a more effective product for use
specifically in collaborative contexts can be developed. In addition, each participant will answer a private survey
question that will explicitly ask them about the collaborative experience, i.e. if they felt that it was successful,
they were able to contribute sufficiently, etc. Answering this research question will help guide the development
of new mapping practices that can better support the direct integration of blind or visually impaired people into
the community hazard mitigation planning process.
FUTURE RESEARCH AND CONCLUSION

While the research presented here focuses on the transcription of flood maps, the resulting workflow and testing
protocols could easily be evaluated in the context of other disasters and management scenarios, such as with
earthquakes, hurricanes, wildfires and so on. Future studies could also examine tactile map use from a spatial
cognition and usability perspective, i.e. because there are few tactile maps that are designed for analysis, the ways
in which they are used by people who are blind or visually impaired, as well as by people with other print or
learning disabilities is vastly understudied.
A wider variety of materials could also be researched. This project has chosen microcapsule paper as the medium
of choice due to accessibility and availability, but future studies may evaluate other popular media such as
thermoform plastic, which is a sheet of plastic that can be textured in a manner similar to microcapsule paper, and
is more durable, but is also more expensive, cumbersome and has less fidelity. 3D printing has also become a
popular medium for tactile research (Anson 2014; Gual et al. 2014; Holloway et al. 2018) and offers a promising
alternative assuming that 3D printers continue to become cheaper and more user-friendly, but as it stands they
present a fair learning curve, require several hours or even days to fully print, and the resulting figures often need
hand-polishing to remove scraps and rough edges. However, these issues could be overcome in the near future.
Assuming that the average age of the U.S. population will continue to trend upwards, vision disabilities will
continue to become more common (Varma et al. 2016). In combination with the assumption that the Earth will
continue to warm in the coming years, bringing with it more frequent and intense natural hazards, it will become
more and more imperative to ensure that maps used in hazard mitigation planning become accessible.
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ABSTRACT

This paper takes on the challenge of designing situational awareness information systems that take into account
not only the prevalence of so-called demons of situational awareness, but also situational disabilities that will
typically occur in a disaster situation, both in the control room and in the field among the general public as well
as first responders. It further outlines how a situational awareness information system process model can be
adapted and used as a basis for designing situational awareness information support systems that address these
issues with the help of Universal Design principles.
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INTRODUCTION

Making the right decisions are the essence of why situational awareness (SA) is important for everyone -emergency responders and citizens -- in a disaster. In such a situation, situational awareness can mean the
difference between life and death. However, there is still very little understanding of the fact that disabilities can
actually occur to anyone in different environments and slow down the process of developing SA, and especially
when we rely on digital tools to actually establish or support SA. In fact, in practice, for a variety of emergency
management stakeholders, digital tools for augmenting their SA is essential to identify and interpret observations,
predict further development, and communicate the essence of observations to other stakeholders. However, a
disaster situation can severely affect our abilities to interact with technology. Time pressure, information overload,
fear, shaking ground, smoke, noise, and other effects of the disaster can trigger conditions known as situational
disabilities (Gjøsæter, Radianti, & Chen, 2019). In brief, situational disabilities are temporary impairments, e.g.
of senses and cognitive abilities, caused by the situation. In addition, there are a lot of factors, the so-called SA
demons (Endsley & Jones, 2016) that can hinder or delay the SA establishment. Indeed, it is in any situation
essential that digital tools are designed to function adequately for all potential users, regardless of their abilities
and disabilities, and in particular for tools for enhancing situational awareness, it is also very important that the
tools can be handled adequately despite the potential impact of the situation on the users’ physical and mental
state and the condition of their senses during the disaster.
Universal design principles can be used to ensure that as many potential users as possible are able to use the
technology, and research indicates (Gjøsæter et al., 2019) that techniques and design principles that work for
permanent disabilities, will also benefit people with situational disabilities. However, Universal Design is still not
ubiquitous in digital tools and information systems for situational awareness (Gjøsæter & Radianti, 2018;
Gjøsæter, Radianti, & Chen, 2018; Radianti, Gjøsæter, & Chen, 2017).
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Information systems for situational awareness, commonly called operational picture (OP) and common
operational picture (COP) systems, tend to be strongly map-oriented, as is natural since spatial information is
essential for situational awareness (Luokkala & Virrantaus, 2014). However, Luokkala and Virrantaus (2014)
propose a process model for Situational Awareness systems that takes into account the decision making process
and the need for a narrative component in order to interpret the situational picture and predict further development
more efficiently. This process model is presented on an abstract level and allows for a variety of technology
choices, designs and implementations. In this paper we will propose how we can adapt the Luokkala et.al.‘s
process model into a situational disabilities-aware process model for the development of Information systems for
Situational Awareness.
The research question investigated in this paper is as follows: What requirements and development process will
facilitate the development of an information support system for situational awareness that takes into account
situational disabilities and the Demons of Situational Awareness and mitigates them with a Universal Design
approach?
The rest of the paper is organised as follows. Section 2 covers the background knowledge and literature for this
work, including a summary of the most important elements of the theoretical framework from Luokkala and
Virrantaus (2014) and an overview of relevant parts of their process model for Information Systems for Situational
Awareness. Section 3 covers methodology and Section 4 results and discussion covers requirements and design
principles to take into account for adapting the process model to accommodate situational disabilities and using
universal design to mitigate these. The paper concludes with Sections 5 that contain concluding remarks and future
work.
THEORETICAL BACKGROUND

The first part of this section covers situational awareness, followed by an overview of the “Demons of Situational
Awareness” that highlights some of the challenges in designing situational awareness information systems. Then,
we cover Recognition Primed Decision Theory which is a major building block of the theoretical framework on
which Luokkala and Virrantaus (2014) base their process model for information systems for situational awareness.
Finally, we cover the principles of Universal Design and accessibility and describe the issue of situational
disabilities as they may occur in a disaster situation, and the possibility to use a universal design approach to
mitigate them.
Situational Awareness

SA is essential in an emergency situation, not only for first responders and decision-makers, but also for the
general public affected by the emergency. In the literature, SA is developed on an individual level as well as on a
team level to comprehend a crisis situation. There are numerous definitions of SA derived from different
application areas such as military, air traffic control, large-systems operations, psychology. Thus, SA has been
defined in a multitude of ways, mainly centres around three concepts: “the information processing framework”,
“the reflective quality” and “an embedded work view” (Stanton, Chambers, & Piggott, 2001). For example, Nofi
(2000) defines it as “the results of a dynamic process of perceiving and comprehending events in one’s
environment may change and permitting predictions as to what the outcomes will be in terms of performing one’s
mission. In effect, it is a development of a dynamic mental model of one’s environment”. Smith and Hancock
(1995) for instance, suggest SA as “the invariant in the agent-environment system that generates the momentary
knowledge and behaviour required to attain the goals specified by an arbiter of performance in the environment”
However, the most frequently cited definition of SA is the one proposed by Endsley (1995) who suggests a threelevel model of SA. It is referred to as “the perception of the elements in the environment within a volume of time
and space, the comprehension of their meaning, and the projection of their status in the near future”. These three
SA concepts i.e. perception, comprehension and projection have been referred to as Level 1, 2 and 3 SA
respectively. On level 1, the actors only perceive the various elements of the environment as separate entities. On
level 2, they make sense of the different elements and their connections and understand what it means to the big
picture. On level 3, they are able to predict the further development of the system based on your current
observations.
When emergency management stakeholders and response teams cooperate in responding to an emergency, team
SA would be as important as the individual SA. However, the coordination would be crucial as each team member
may have a specific set of SA elements depending on each member’s responsibility in the team (Endsley, 1995).
Demons of Situational Awareness
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Stanton et al. (2001) point out typical errors in different levels of SA. For example, Data is not available, data is
hard to detect or discriminate, failure to observe or monitor data and misperception of data are issues commonly
occurring in the Level 1 SA. While lack of, or incomplete mental model, use of incorrect mental model and overreliance on default values are error types that happen in the Level 2 SA. In level 3 SA, the errors occur both due
to lack of or incomplete mental model and over-projection of current trends. From the lens of psychology, the
underlying mechanisms of these reduced SA are perception, attention, memory and decision making that play a
role in causing errors. Errors due to Perceptual issues occur when a person misread or misheard the information.
Errors caused by attention issue happens when a person is distracted, not attentive to the tasks, or fail to monitor
situations. Errors due to memory issues occur when a person has poor retrieval, could not recall, or is confused
concerning the information. Errors due to decision making happens when a person develops poor interpretation,
poor understanding, poor judgment, poor reasoning, or poor planning (Durso, Truitt, Hackworth, Crutchfield, &
Manning, 1998).
Various failures of individual situational awareness can lead to degraded team SA (Kaber & Endsley, 1998;
Stanton et al., 2001) such as failure to detect critical cues regarding the state of a system; or failure to interpret the
meaning of information. Factors that can affect SA and some of these have been referred to as Demons of
Situational Awareness. Eight categories of SA demons have been identified and each presents its own set of
challenges to maintaining SA (Endsley & Jones, 2016).
D-1: An attentional tunnelling occurs when a person has a strong focus on a single or specific task or
easily affected by attentional narrowing, and leaves other important parameters that can improve SA or
avoid failure. Thus, any emergency supporting systems need to be capable to support multitasking across
multiple goals and decisions.
D-2: A requisite memory trap occurs when a person has to deal with too many subtasks and forgets one
of them. A human tends to have limitations to hold short term memory and information and therefore
any emergency supporting systems should not rely on short term memory that is easily disrupted.
D-3: A data overload issue occurs when the volume and rate of change of information to be taken into
account in a situation is faster than a person's ability to keep up with it.
D-4: A misplaced salience can be a problem if the interface of the system is designed to maximize the
perception and attention of the user on a specific device, while the salience should be placed on other
devices. For example, the overuse of prominent visual features such as bright colors and flashing lights
overwhelm and misdirect a person’s' attention.
D-5: A complexity creep when a person encounters a problem and involving so many complex systems
and cause difficulties for this person to develop accurate situation comprehension and projection and is
not able to infer any useful conclusion to solve it.
D-6: An errant mental model occurs when a person misinterprets the current situation due to
inappropriate inferences from observations.
D-7: An out-of-the-loop syndrome occurs when an automatic system performs a complex task and
suddenly gives the control back to a human, who was in the low awareness of the states of the systems,
not following the task and is therefore unable to handle the situation.
D-8: A workload, fatigue and other stressor are another obvious SA demon that causes decreased
capability of a person. These factors reduce already limited working memory, disrupt information
acquisition, and influence the reduced performance of this person.
While the analysis of these situational awareness demons helps to understand what could happen to people in a
stressful situation, the discussions of these SA demons have mostly been limited to operators in control rooms,
derived from the safety domain. However, the SA itself has been well augmented into the emergency management
setting which typically deals with inter- and intra-organizational emergency management stakeholders and their
interactions with affected citizens (Harrald & Jefferson, 2007; Seppänen, Mäkelä, Luokkala, & Virrantaus, 2013;
Steen-Tveit & Radianti, 2019; Steen-Tveit, Radianti, & Munkvold, 2020). These works emphasize the barriers
and improvement of SA and Team SA, while this work looks at the psychological mechanism that can contribute
to reduced SA.
In Gjøsæter et al. (2019), the authors argue that in disaster situations, the SA is also acutely needed for responders
in the field as well as the general public (who needs to understand their situation and make informed decisions,
and to receive life-saving information from the authorities and to report events of interest). Thus, information
delays, errors, misunderstandings, biases and mistakes that hinder SA could also occur in the crisis management
setting. The core of establishing SA is to enable a person to develop shared SA and eventually making decisions.
Scholars working in the safety area often use psychological theories to explain SA and decision making and rarely
touch upon the issues of lack of universally design of supporting tools as a possible explanation of an incident,
and the possible occurrence of situational disability when a user uses technologies to develop SA and making
decisions. Gjøsæter et al. (2019) suggest augmenting the Demons of SA (Endsley & Jones, 2016) with a
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supplementary set of demons covering various situational disabilities that may occur in the field as well as in the
control room.
For these reasons, we include two additional concepts i.e. Recognition Primed Decision (RPD) as a relevant theory
to explain a person’s decision-making mechanism under pressure, and situational disabilities that can impair
someone’s judgment on a disaster situation as well as their senses and motorics. Based on these additional
concepts, we argue how universal design can contribute to minimize SA demons.
Recognition Primed Decision Theory

Recognition-Primed Decision (RPD) is based on two-minds theory (Klein, 1993). The two minds theory assumes
humans possess both an old mind, which resembles the cognitive systems of higher non-human animals (System
1), and a new mind which is uniquely developed in humans (System 2) (Evans, 2014). On one hand, System 1
includes the following features: unconscious mind, reflexive, low effort, fast, non-verbal, evolutionarily old,
parallel, tacit knowledge and contextualized. On the other hand, System 2 encompasses the following properties:
conscious mind, reflective, intentional, high effort, slow, evolutionarily new, linked to language, sequential,
explicit knowledge and abstract (Luokkala & Virrantaus, 2014). Furthermore, the authors indicate that the human
brain tends to choose effortless and energy-efficient options and therefore System 1 often supersedes System 2 and
makes almost every human decision as the latter is slow and requires high efforts.
Therefore, there are two ways for humans to know and make decisions. The so-called System 1 illustrates how
intuitive pattern recognition is supplemented by a logic-based conscious simulation (System 2) that checks the
actions to avoid decisions based on unwanted biases. Luokkala and Virrantaus (2014) adopted the theory to
explain a mental process that leads to SA, as shown in Figure 1. Using the concept in this figure, they accentuate
the importance of adding narrative approach which can be an efficient way to organise cues into plausible patterns,
a way for actors to recognise patterns that they have previously encountered or heard about from their peers, and
also a way for experts to produce memorable patterns for assisting in future decision making (Oliver, Snowden,
Schreyögg, & Koch, 2005; Torell, 2005). We reuse Figure 1 in the following to detect and understand the
underlying mechanisms of a person that leads to poor SA and decision making, and this can be used as a
framework and process model for designing situational disability-aware universally designed systems to improve
SA.

Figure 1. Recognition-Primed Decision model from Luokkala and Virrantaus (2014)
Universal Design and Situational Disabilities

Universal Design is defined in “The Principles of Universal Design” by Connell et al. (1997) as: “The design of
products and environments to be usable by all people, to the greatest extent possible, without the need for
adaptation or specialized design.” The following 7 principles of Universal Design highlights the importance of
features such as flexibility, simplicity, and perceptibility; features that are also particularly relevant for any
technology to be used in a crisis situation:
UD-1: Equitable use - The design is useful and marketable to people with diverse abilities.
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UD-2: Flexibility in use - The design accommodates a wide range of individual preferences and abilities.
UD-3: Simple and intuitive use - Use of the design is easy to understand, regardless of the user’s
experience, knowledge, language skills, or current concentration level.
UD-4: Perceptible information - The design communicates necessary information effectively to the user,
regardless of ambient conditions or the user’s sensory abilities.
UD-5: Tolerance of error - The design minimizes hazards and the adverse consequences of accidental or
unintended actions
UD-6: Low physical effort - The design can be used efficiently and comfortably with a minimum of
fatigue.
UD-7: Size and space for approach and use - Appropriate size and space is provided for approach, reach,
manipulation, and use regardless of user’s body size, posture or mobility.
A prerequisite for the Universal Design of ICT is accessibility. In particular, the World-Wide-Web has a wellestablished set of guidelines for accessibility of webpages, defined by WAI/W3C in The Web Content
Accessibility Guidelines (WCAG). WCAG 2.1 (Kirkpatrick, O’Connor, & Cooper, 2018) defines 4 top principles
supported by in total of 13 guidelines, as well as testable success criteria and techniques for implementation for
each guideline. The guidelines are as follows:
WCAG-1: Perceivable - Information and user interface components must be presentable to users in ways
they can perceive.
WCAG-2: Operable - User interface components and navigation must be operable.
WCAG-3: Understandable - Information and the operation of user interface must be understandable.
WCAG-4: Robust - Content must be robust enough that it can be interpreted reliably by a wide variety
of user agents, including assistive technologies.
The principles of universal design as well as the WCAG principles and guidelines can be applied to any ICT
artifact and interactive systems, in order to ensure that they are usable by as many potential users as possible. It is
clear that the principles of Universal Design of ICT can play a particularly valuable role in Emergency
Management (Gjøsæter et al., 2018; Radianti et al., 2017). Also in the control room, universal design can play a
significant role in supporting situational awareness (Gjøsæter & Radianti, 2018).
Situational Disabilities (also known as situational impairments or situational limitations) occur in situations “that
limit a person’s ability to hear, see, use their hands, concentrate, understand instructions, etc.” These issues can
be increasingly prevalent in an emergency situation, for example, caused by stress and cognitive overload, fear,
deafening or distracting noise, shaking ground, cold or wet hands, and smoke or dust in the eyes. We can divide
Situational Disabilities into the following 8 categories from Gjøsæter et al. (2019), with examples of cause/effect
where appropriate.
Touch SD: Lack of sensitivity caused by cold/water/fear: Not detecting haptic feedback/vibration.
Vision SD: Smoke/dust/no electricity.
Hearing SD: Noise.
Cognitive (understanding) SD: Stress, fear.
Speaking SD: Language barrier, too much noise to be heard.
Moving SD: Blocked, slowed or redirected movement.
Dexterity SD: Lack of fine-motorics caused by cold/water/fear: Barrier for access to ICT-based SA
tools.
Cognitive (act) SD: Paralysed by fear/stress.
In Gjøsæter et al. (2019) a scenario-based approach augmented with personas is used to illustrate the occurrence
of situational disabilities in emergency situations, and to show how environmental factors can trigger these
situational disabilities. Personas representing typical characteristics and roles help to explore the scenarios to show
how these situational disabilities can affect the situational awareness of different stakeholders, not only in the
command and control centers but also first responders in the field as well as affected members of the public. This
suggests that Universal Design of ICT can be a particularly useful approach for stakeholders in a disaster situation
that depends on situational awareness (Gjøsæter et al., 2019).
METHODOLOGY

To answer the research question, we have examined relevant theoretical background, and in particular Luokkala
and Virrantaus (2014)’s approach to situational awareness, as well as relevant principles of universal design and
accessibility in order to gain an understanding of the needed features of such systems and their inherent risks
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regarding situational disabilities and demons of SA. A team of three experts has then proposed a set of mitigation
requirements targeting the specific interaction modes and their risks, based on the principles of universal design.
We briefly outline a simple user-centered development process for ensuring that the requirements as well as other
user needs are met, based on best practices in the development of universally designed information systems.
RESULTS AND DISCUSSION
Recognizing SA Demons in RPD-based Decision Making

We argue that decision making is a peak of the SA that triggers a set of alternative actions. Using the model in
Figure 1, the SA Demons are mapped into the diagram as seen in Figure 2 (a), indicated with yellow (System 1)
and blue (System 2) rectangles:

Figure 2. (a) Mapping potential SA Demons into the RPD model; (b) Mapping Situational Disabilities (SD)

In the literature, the domination of System 1 over System 2 occurs, especially among novice decision-makers.
While an expert decision-maker with a long career makes a decision using System 1 and System 2. System 1 is
mostly automatic for an expert to observe cues, recognize patterns from situations, form initial impressions on
how to react to the situation at hand, but is not necessarily without biases (Luokkala & Virrantaus, 2014). Several
potential SA demons that could occur in different stages of decision making are mapped in the RPD model (Figure
2(a)). It is clear that Workload, fatigue and other stressors can affect the process in any state of the process, while
other demons are more prevalent in specific parts of the process, like Errant mental model that primarily comes
into play while interpreting Cues into Patterns in System 1 or going from a Mental Simulation to forming a Mental
Model in System 2. An expert can intuitively activate System 1 and System 2 almost simultaneously, where the
latter will check the actions to avoid decisions based on unwanted biases, which in this figure is represented with
a red arrow, linking patterns and mental models. Note that at the citizen level, many of them may be untrained,
novice decision-makers (i.e. individuals who try to act to save themselves from disasters), thus the demons
mapping are highly relevant. Assuming information technology and supports are used in improving SA and
decision making, Figure 2(b) shows the potential situational disabilities that could occur in various stages:
cognitive, voice, touch, hearing, and vision disabilities. Here it can be seen that Cognitive SD corresponds closely
to the demon Workload, fatigue and other stressors and affects all parts of the process, while the sense-related
SDs come into play where there is an interaction with the environment or with technology. We use these mappings
for proposing requirements for technology support that can help removing the SA demons in the next section.
Requirements based on Universal Design Principles

We will take as a starting point a SA system in the form of a smart-phone app for first responders and command
and control in the field, connected through a backend with information screens and communication tools for the
remote command and control room.
The main interaction modes on the smart-phone app are input and output, requiring actions from four different
categories while interacting with a SA system, typically performed in a loop that can be mapped to the RDP model
as shown in Figure 3:
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I-1: information output, from sensors or messages from fellow responders or command & control (text,
image, voice and haptic feedback, corresponding to cues in the RDP model.
I-2: information merging and interpretation, supported by the user’s System 1 pattern recognition.
I-3: decision making support, nudging the decision from the user’s System 1 towards System 2.
I:4 information input (through touchscreen or voice control) as a digital action corresponding to the realworld action scripts in the RDP model. This information becomes part of the Shared Digital Information.

Figure 3. Situational Awareness Information Support app as an RDP support system

For each of these interaction modes, different situational disabilities (SD) and demons of SA come into play. In
order to mitigate these, requirements are suggested as outlined in Table 1. The requirements are derived from the
different interaction modes and their corresponding relevant guidelines to counter the different SD and SDdemons that apply to them. In particular, simplicity and flexibility have been emphasised since these are essential
aspects of Universal Design.
Each requirement in the table applies to one or more interaction modes and are backed by Universal Design and
Accessibility principles to mitigate a set of situational disabilities and Demons of SA. For example, requirement
R1 is intended to achieve clarity of communication with a clear, consistent and simple ontology of terms as
detailed in and relates to interaction modes I-1 Information output (how the system presents information), I-2
Information merging and interpretation (making the information easier for the user to interpret) and I-4
information input (how the user uses the system to communicate new information, using a customised limited
vocabulary or corresponding symbols as defined in the ontology). This requirement helps to enforce the Universal
Design principles UD-1 Equitable use (facilitating use by users with diverse abilities and in diverse situations),
UD-3 Simple and intuitive use (reducing the cognitive load of the user when receiving, interpreting and entering
information), UD-5 Tolerance of error (using a limited controlled vocabulary mitigates miscommunication and
misunderstandings, and simplifies voice recognition), UD-6 Low effort (having a simple vocabulary of terms
available makes it easier to understand messages and easier to enter new messages through e.g. voice commands,
symbols or shortcuts); and WCAG Principle 3 - Understandable (similarly to UD-3, this Principle is about
simplicity of cognition). All of these relate to making the interaction easy, simple and error tolerant. This is
particularly important for people affected by cognitive SDs (simplifying cognition and communication processes)
and Situation Awareness Demons D1 Attentional tunnelling (keeping the information and interaction simple to
fit inside the tunnel of attention), D5 complexity creep (through simplification of complex information), D3 Data
overload (lowering cognitive load of processing large amounts of information), D2 Requisite memory trap
(simplifying the communication to avoid exceeding the short term memory capacity), and D6 Errant mental
models (simplifying the communication to avoid misinterpretation).
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Table 1. Universal Design Principles to Override SA Demons and Situational Disabilities

Universal Design
Requirements

Interaction mode

UD/WCAG Principles

Address which SA
Demons and SDs?

R1 Clear ontology of
terms
For text, symbols
and voice command
Covering
vocabulary for
responder domain
events, spatial/time
information and
decisions

I-1 Information
output
I-2 Information
merging
and
interpretation
I-4 Information
input

UD-1 Equitable use
UD-3 Simple and intuitive
use
UD-5 Tolerance of error
UD-6 Low (physical) effort
WCAG-3 Understandable

SDs (cognitive)
D1 Attentional tunnelling
D5 Complexity Creep
D3 Data overload
D2 Requisite memory trap
D6 Errant mental models

R2 Flexibility of input
modes.
Voice
Symbols
Information
fragment input
Information
fragment merging

I-4 Information
input

UD-1 Equitable use
UD-2 Flexibility in use
UD-4
Perceptible
information
UD-5 Tolerance of error
UD-6 Low (physical) effort
WCAG-1 Perceivable
WCAG-2 Operable

SDs (hearing, speaking,
vision, touch)
D5 Complexity Creep
D3 Data overload
D1 Attentional tunnelling

R3 Simplicity of input
modes.
Big buttons clearly
with text and
intuitive symbols
hierarchically
organised

I-4 Information
input

UD-1 Equitable use
UD-3 Simple and intuitive
use
UD-4
Perceptible
information
UD-5 Tolerance of error
UD-6 Low (physical) effort
WCAG-1 Perceivable
WCAG-2 Operable
WCAG-3 Understandable

SDs (cognitive)
D8 Workload, fatigue and
other stressors
D5 Complexity Creep
D3 Data overload
D2 Requisite memory trap

R4 Flexibility of output
modes.
Voice, text or
picture (map)

I-1 Information
output

UD-1 Equitable use
UD-2, Flexibility in use
UD-4
Perceptible
information
UD-5 Tolerance of error
UD-6 Low (physical) effort
WCAG-1 Perceivable
WCAG-2 Operable

SDs (hearing, speaking,
vision, touch)
D3 Data overload
D1 Attentional tunnelling

R5 Simplicity of output
modes.
Sufficient contrast
in pictures
Simplicity and
intuitivity of
language and
semiotics
Focus on the most
important elements
to avoid
information
overload

I-1 Information
output

UD-1 Equitable use
UD-3 Simple and intuitive
use
UD-4
Perceptible
information
UD-5 Tolerance of error
UD-6 Low (physical) effort
WCAG-1 Perceivable
WCAG-2 Operable
WCAG-3 Understandable

SDs (cognitive)
D8 Workload, fatigue and
other stressors
D6 Errant mental models
D5 Complexity Creep
D3 Data overload
D4 Misplaced salience
D1 Attentional tunnelling
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Modest use of
strong effects
(colours, alarms)
R6 Interpretation and
decision-making
support
Semi-automated
information
merging
Symbol clustering
Context-awareness

I-2 Information
merging
and
interpretation,
I-3
Decision
making

UD-1 Equitable use,
UD-2 Flexibility in use,
UD-3 Simple and intuitive
use,
UD-4
Perceptible
information,
UD-5 Tolerance of error,
UD-6 Low (physical) effort
WCAG-1 Perceivable
WCAG-2 Operable
WCAG-3 Understandable

SDs (cognitive)
D8 Workload, fatigue, and
other stressors
D5 Complexity Creep
D6 Errant mental models
D3 Data overload
D7 Out of the Loop
syndrome

R7 Flexible systemagnostic standardsadherent
implementation

I-1 Information
output,
I-2 Information
merging
and
interpretation,
I-3:
decision
making,
I-4 Information
input

UD-1 Equitable use,
UD-2 Flexibility in use,
WCAG-4 Robust

SDs (cognitive)
D8 Workload, fatigue, and
other stressors

The requirements listed above are all high-level requirements. For successful development of an information
system for Situational Awareness, there are of course an abundance of local specifics regarding organisational
structure, training, tasks and risks to take into account, and it is, therefore, hard to give very specific
recommendations for detailed design and implementation. However, these high-level requirements can be used to
elicit detailed and specific requirements for design and development of individual information systems. Based on
established best practices (Røssvoll & Fuglerud, 2013), we would suggest a user-centred iterative design process
involving a focus group representing all relevant groups of stakeholders that will use the app, as well as experts
in emergency communication and universal design of ICT, for requirements elicitation, feature selection,
requirements conformance testing, user testing and realistic field testing.
CONCLUSION AND FUTURE WORK

In this paper, we have adapted Luokkala and Virrantaus (2014)’s process model into a process model for
universally designed information support systems for situational awareness, and proposed a set of design
principles and derived requirements to mitigate the effects of the Demons of SA as well as situational disabilities.
The requirements and design principles will be able to support implementation of a SA information support
system. However, to increase the flexibility, we are deemphasizing the narrative elements in Luokkala and
Virrantaus (2014)’s process model and leaving them as optional. They may be implemented as information
fragments, but they may also be left out altogether if a more traditional SA system is wanted.
When studying the Demons of Situational Awareness and the Situational Disabilities that typically occur in a
disaster situation with the principles of Universal Design and WCAG, it is increasingly clear that these principles
can provide invaluable input to the requirements for information support systems for situational awareness in
order to make them more robust against these threats.
Prototype implementation as well as validation with stakeholders are the next steps. Further research on situational
disabilities and their impact on situational awareness, as well as the ability of the universal design approach to
mitigate these also needs to be carried out and validated. Expanding on the implementation process suggestions
with a complete development process for universal design of ICT in Emergency Management is also planned.
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ABSTRACT

The increasing amount of falling rain may cause several problems especially in urban areas, which drainage system
can often not handle this large amount in a short time. Confirming a flooded scene in a timely manner can help the
authorities to take further actions to counter the crisis event or to get prepared for future relevant incidents. This
paper studies the detection of flood events comparing two successive in time Sentinel-2 images, a method that can
be extended for detecting floods in a time-series. For the flood detection, fine-tuned pre-trained Deep Convolutional
Neural Networks are used, testing as input different sets of three water sensitive satellite bands. The proposed
approach is evaluated against different change detection baseline methods, based on remote sensing. Experiments
showed that the proposed method with the augmentation technique applied, improved significantly the performance
of the neural network, resulting to an F-Score of 62% compared to 22% of the traditional remote sensing techniques.
The proposed method supports the crisis management authority to better estimate and evaluate the flood impact.
Keywords

Floods, Change detection, Bi-temporal analysis, Sentinel-2, Deep Neural Networks.
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INTRODUCTION

In every disaster and crisis, getting accurate information about the scope, extent, and impact of the disaster is critical
to creating and orchestrating an effective disaster response and recovery effort. Climate conditions are expected to
change worldwide. This includes an increase in intensity and frequency of (among others) extreme weather events.
As a result, flooding will become more common in the future.
Additionally, the global warm and arctic ice melt has led to sea level rising, which also has increased the flood risk
in coastal urban areas. Urban flooding, on the other hand, is explained by the lack of drainage in an urban area.
Specifically, when little open soil exists to be used as water storage, all the precipitation needs to be transported to
surface water or the sewage system.
The free, full and open Copernicus images mainly contribute to the recovery phase of a flood crisis event, where a
map needs to be created with the areas that suffer most, so as to set priorities in the operational plan. The analysis
of a series of flood events over time, also contributes in policy-making, so as to identify the most vulnerable areas
for the preparedness phase in future events. For a better overview, the usefulness of such applications can be
demonstrated by crisis management systems like Copernicus Emergency Management Service (Copernicus EMS1),
which provides information for emergency response in relation to different types of disasters, including flood events.
Flood event detection involves a sequence of satellite images over a specific area of interest, where the problem is to
detect significant changes on water levels. So far the problem has been approached by remote sensing techniques
that use thresholds on pre-defined indices from multi-spectral bands (Hussain et al. 2013). On the other hand,
computer vision techniques that focus on the use of Deep Convolutional Neural Networks (DCNN) are sensitive to
noise and demand very large collections of annotated images for training their models.
In this work, we detect the existence of a flood event between two satellite images by using a DCNN model, that
considers as input a combination of Sentinel-2 bands. There are two novelties introduced by this work. The first
involves the input of the DCNN, which is the image differences of images, consisting of selected bands for each
of the 3 channels that form the false-color PNG image. The second is the data augmentation techniques used for
obtaining more data for the training of the DCNN. Specifically, two types of augmentation are realized; the first
considers the characteristic features of the satellite images while the second involves taking the difference of all
images against all other images in the same collection of images in order to increase significantly the number of
positive instances and thus obtain a more balanced dataset.
The paper is structured as follows. Initially, we examine the existing works that are related to change detection
techniques using traditional remote sensing techniques and machine learning approaches. Right after, we describe
the methodology, followed by the experiments and the corresponding results. Finally, we conclude the paper and
discuss future enhancements.
RELATED WORK

There exist several works that consider classic remote sensing techniques for water content estimation based on
spectral indices.The work in (Li et al. 2015) compares 10 years of water level fluctuations with seven spectral
indices at a 16-day interval. Spectral indices demonstrated good potential for characterizing and monitoring
temporal variability in the hydrology of small seasonally-flooded wetlands. Particularly Tasseled Cap Brightness
Index (TCBI) proved useful and gave consistent good results for wet and dry years, and for areas characterized by
different inundation frequencies. This is relevant as it could provide opportunity to improve hydrological monitoring
particularly for data-poor and ungauged wetlands. Nevertheless, it was not tested in urban areas, in contrast with
our benchmark dataset that we used to train our DCNN model. Then, we tested our work with several similar
approaches based on spectral indices.
Zhou et al. reviewed and compared existing open surface water body mapping approaches based on six widely-used
water indices, including the tasseled cap wetness index (TCW), normalized difference water index (NDWI), modified
normalized difference water index (mNDWI), sum of near infrared and two shortwave infrared bands (Sum457),
automated water extraction index (AWEI), land surface water index (LSWI), plus three variations, and used as input
data imagery of three medium resolution sensors (Landsat 7 ETM+, Landsat 8 OLI, and Sentinel-2 MSI). # ⇡,
and # ⇡, ?;DB + gave best results (Zhou et al. 2017). We compare our approach with respect to the above indices.
Moradi et al. explore the full spectral potential of Landsat8 to calculate the Modified Optimization Water Index
(MOWI) taking into consideration the linear combination of bands, where for each band a coefficient is calculated
by particle swarm algorithm (Moradi et al. 2017). Particle swarm optimization had been used for the calculation of
1https://emergency.copernicus.eu/
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each band coefficient. The result showed a proper performance on different conditions like cloud, cloud shadow and
mountain shadow. We estimate the cloud coverage so as to remove the parts of the satellite images that introduce
noise to the model creation.
Acharya et al. demonstrated that for the complex Nepal area there is no single spectral index that is able to extract
surface water in the entire scene with best accuracy for all its sub-areas (Acharya et al. 2018). Upon selecting
optimum thresholds, the overall accuracy (OA) and kappa coefficient (kappa) was improved, but not satisfactory.
NDVI and NDWI showed better results for only pure water pixels, whereas MNDWI and AWEI were unable to reject
snow cover and shadows. Combining NDVI with NDWI and AWEI with shadow mask improved the accuracy but
inherited the NDWI and AWEI characteristics. Segmenting the test scene with elevations above and below 665m,
and using NDVI and NDWI for detecting water, resulted in an OA of 0.9638 and kappa of 0.8979. The accuracy
can be further improved with a smaller interval of categorical characteristics in one or multiple scenes. Best results
were obtained by applying different indices on the various parts of the scenery depending on the elevation of each
area. They showed that elevation plays an important role in selecting the water index method and their optimum
values. However, data fusion with Digital Elevation Models was beyond the scope of this paper.
For the task of change detection, interest has also grown at the examination of a time series of satellite images,
facilitating the creation of reference images that depict the normal state of an area, whereas it allows us to track the
time that a change has happened. Clement et al. used a sequence of multiple Synthetic Aperture Radar images
to generate a reference image based on the median value of each sequence of pixels (Clement et al. 2018). Then,
bi-temporal analysis was applied between the under investigation image and the reference image, to estimate the
flooded areas. Contrary to these approaches, we have used changed detection techniques on several spectral indices
that are sensitive to water bodies estimation.
A recent approach on exploiting both temporal and spectral features of satellite images using Temporal Convolutional
Neural Networks (TempCNNs) is proposed in (Pelletier et al. 2019). They showed that the use of global pooling
layers, which drastically reduces the number of trainable parameters, harms the classification of the time series
images. Thus, studying the influence of pooling layers before any integration into a TempCNN network is highly
recommended. On contrary, the use of local average pooling tends to favor the model. The also showed that
manually-calculated spectral features, such as the NDVI, does not seem to improve TempCNN models.
We also created a DCNN model that is able to predict water related changes between any two images within a
sequence of images. This model is trained on false-colour composite images that consist of combinations of three
spectral bands, that are sensitive in water detection.
More recently, machine learning techniques were used for detecting changes in satellite images. Huang et al. and
Bovolo et al. treat change and no - change as a binary classification problem using Support Vector Machine (SVM)
(Huang et al. 2008), (Bovolo et al. 2008), which is a well-known supervised non-parametric statistical learning
technique. Some other machine learning algorithms used for classification and change monitoring include; random
forest (Pal 2005), (Smith 2010). However, these works require segmentation of the image and annotation per pixel.
Thus, eventually the results and analysis are made on a pixel-level. Contrary to these approaches, our DCNN-based
method does not require per pixel annotation, but simply characterizes the whole image as flooded or not compared
to another one.
METHODOLOGY

The method proposed is based on Machine Learning (ML) techniques that involves the study of algorithms and
statistical models that computer systems use in order to perform a specific task effectively without using explicit
instructions, relying on patterns and inference instead. ML algorithms build mathematical models based on sample
data, known as "training data", in order to make predictions or decisions without being explicitly programmed to
perform the task.
In order to classify the differences of satellite images either as ’flooded’ or ’non-flooded’ we build models by
using pre-trained Convolutional Neural Networks (CNN). There should be noted that we move from normal state
to flooded conditions. Thus, we experimented with the following models: VGG-16 (Simonyan and Zisserman
2014), VGG-19 (Simonyan and Zisserman 2014), Inception-v3 (Szegedy et al. 2016), and ResNet-50 (He et al.
2016). VGG-16 and VGG-19 were originally developed for the ImageNet dataset by the Visual Geometry Group
at the University of Oxford. The models involve 16 and 19 layers respectively and the size of input image is 224
x 224 pixels. Regarding, Inception-v3, it is another ImageNet-optimized model. It is developed by Google and
has a strong emphasis on making scaling to deep networks computationally efficient, having as input 299 x 299
images. Finally, ResNet-50 is developed by Microsoft Research and uses residual functions to add stability to deep
networks, using as input 224 x 224 images. In all aforementioned networks, the input layer consists of 3 nodes,
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Table 1. Sentinel-2 Bands description

Sentinel-2 Bands
Band 1 - Coastal aerosol
Band 2 - Blue
Band 3 - Green
Band 4 - Red
Band 5 - Vegetation Red Edge
Band 6 - Vegetation Red Edge
Band 7 - Vegetation Red Edge
Band 8 - NIR
Band 8A - Vegetation Red Edge
Band 9 - Water vapour
Band 10 - SWIR - Cirrus
Band 11 - SWIR1
Band 12 - SWIR2

Central Wavelength (µm)

Resolution (m)

0.443
0.490
0.560
0.665
0.705
0.740
0.783
0.842
0.865
0.945
1.375
1.610
2.190

60
10
10
10
20
20
20
10
20
60
60
20
20

which correspond to the three color channels R,G,B. In order to exploit knowledge captured in existing neural
networks, we perform fine-tuning which involves using pre-trained network on a large and diverse dataset like the
ImageNet and modify it slightly to capture similar knowledge. Specifically, we removed the last pooling layers
and replacing them with a new pooling layer with a softmax activation function with size 2 given that the model
recognizes whether there is evidence of change detection due to floods or not.
Therefore, as far as the proposed fine-tuned model, we consider as input the difference between the bands of the
images. However, it should be noted that the input images are satellite images and thus the number of bands are
more than 3 compared to the standard 3-channel input of the pre-trained models. Table 1 includes the complete list
of the Sentinel-2 bands and a small description. Therefore, in order to use the existing pre-trained networks, it is
necessary to select a subset of available bands.
Based on the descriptions of the bands and given that we are interested in recognizing water, we evaluated different
triples of bands that are water sensitive, in order to form the false-RGB composition. Namely, we considered the
following visible bands and bands near the infrared spectrum, although they are inter-correlated to each other:
• NIR - Water absorbs almost all light at the wavelength window. This makes the water bodies to appear very
dark. The contrasts with the soil and vegetation bright reflectance makes it good band for the definition of
water/land interface.
• SWIR1 - This band is very sensitive to moisture and therefore it is used to indicate and monitor the vegetation
and soil moisture in the image.
• Red - Vegetation absorbs almost all the red light in the band. It is used to distinguish between soil and
vegetation and also to estimate the vegetation health.
• Green - It senses in a strong chlorophyll absorption region and in a strong reflectance region for most soils.
Thus, it can discriminate vegetation and soil.
Thus, we used as input for the DCNN the following combinations of the aforementioned bands for image
representation: Red - Green - Blue (RGB), Red - SWIR1 - NIR (RSN), and Green - SWIR1 - NIR (GSN). The
output of the DCNN as already mentioned, has 2 nodes since it detects change between two images due to floods.
Another issue that is most common in supervised methods, is the size of training dataset. Given that the proposed
approach is based on DCNN, a significant amount of training data is required in order to train efficiently the
model. Towards this direction, we applied augmentation techniques to the initial satellite images. In general,
data augmentation is a common technique used for increasing the performance of a DCNN model. Since we are
analysing satellite images that depict urban cities, transformations that preserve the shape of objects are used to
avoid distortion of rigid-shaped constructs such as buildings (Buslaev et al. 2018). Alteration of the brightness and
contrast of the images was applied. Rotation and flipping the images can help to effectively increase the size of the
dataset (Yu et al. 2017).
The aforementioned modifications could simulate the alterations of the images’ illumination due to the daylight
conditions. Apart from altering the images by applying several types of transformations, and given that the provided
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Figure 1. DCNN-based method framework.

dataset consists of time-series with # images, we increased the images by considering not only the #
of two sequential images but the k-combination:
✓ ◆
#
#!
=
:
:!(= :)!

1 differences

(1)

where # is the number of images inside a time-series and : is the number of images considered per selection, which
equals to 2. This type of augmentation allows us to increase significantly the number of positive instances, which
are usually few in such cases and thus allows us to obtain a more balanced, but also enriched dataset. In our case,
the dataset increases approximately about a factor of 50% because the # 1 differences become:
✓ ◆
#
# (# 1)
=
(2)
2
2
For the implementation we used TensorFlow 2 and Keras 3 which is an open source neural network Python package
for developing our models. Keras is used as it simplifies significantly the training of new CNN networks by
modifying easily the network structure and the pre-trained weights, by allowing freezing the weights in the imported
network and training the weights in the newly added layers. Therefore, it allows essentially easy importing existing
knowledge to the new data such as satellite images.
Figure 1 depicts the outlier detection framework.
EXPERIMENTS

This section contains a description of the dataset used, the settings and eventually the results of the experiments.
Data set description

The dataset consists of a set of sequences of satellite images that depict a certain city over a certain length of time
and are provided for the MediaEval 2019 Satellite Task 4, and specifically for the "City-centered satellite sequences"
subtask (Bischke et al. 2018). In total 335 events, each consisting of varied number of images, are provided, 267 of
which are considered as the training set whereas the remaining 68 are the test set. Each event has a number of layers
that depict different acquisition dates of the satellite images. Therefore, each sequence can be represented as a 3D
array with size equal to image width x image height x number layers. Layers are of size 512x512 pixels for the 10m
bands (B03, B04, B08). The 20m band (B11) band was sharpened to 10m thus re-sized to the same dimensions as
the previous bands.
For the DCNN-based approach, as we have already mentioned, data augmentation was applied in order to increase
the training set. Specifically, for each image sequential rotations of 90 degrees were applied, combined with 3
different modifications of the contrast and brightness ratio, also flipping horizontally, resulting that dataset increased
24 times. In order to further augment the dataset we considered as input not only the difference between two
consecutive layers (dates) but between any two images within the same event. This led eventually to a dataset of
180,000 image differences as training set and 58,000 image differences as test set. However, given the limitations
imposed by GPU, we have narrowed down the dataset to 30,000 records as train set and 9,000 records as test set.
2https://www.tensorflow.org/
3https://keras.io/
4http://www.multimediaeval.org/mediaeval2019/multimediasatellite/
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The selection of the images that would form the two datasets was random. Moreover, it should be noted that both the
training and test dataset were balanced. Furthermore, for the creation of the false-color PNG images the following
triplets of bands were considered: Red - Green - Blue, Red - SWIR1 - NIR and Green - SWIR1 - NIR. Finally, an
extra parameter that was considered for creating the dataset was whether the satellite image has any missing part
due to the partially covered tiles that correspond to those at the edge of the swath path at a satellite pass. To tackle
this issue, we produced two different train and test datasets. In the first one, we considered as input images that that
had 100% of the pixels appearing correctly, while in the second one, we considered as input images that had at least
50% of the pixels appearing correctly. It should be noted that in both cases images that had less of 50% of the
pixels appearing were omitted.
Image differencing

The purpose of this methodology is to determine if inside a series of satellite images of a specific area has occurred
a flood event. At start, for each timely consecutive pair of the imagery a difference image for this pair is calculated,
depicting the extent of the changed value for each pixel. A significant change at a minimum amount of water pixels
between two consecutive images denotes a flood incident.
To discover the type of input data that would provided optimum results, the following eight distinct types of images
were used to calculate the differences, resulting to eight separate executions:
i) The vegetation indices are produced separately for two images and then subtracted to each other, in order to detect
changes in vegetation (Mancino et al. 2014). Similarly, we experiment with spectral indices that specialise in the
extraction of water bodies. The four known indices that are generated are these of:
• The Modification of normalised difference water index (" # ⇡, ) (Xu 2006) can enhance open water features
while efficiently suppressing and even removing built-up land noise as well as vegetation and soil noise.
• # ⇡,

1

was introduced for the first time by Gao (Gao 1996), reflects moisture content in plants and soil.

• # ⇡, 2 , another variation of NDWI (McFeeters 1996) is used to differentiate water from the dry land. Water
bodies have a low radiation and strong absorbability in the visible infrared wavelengths range. It’s subtle in
land built-up and often ends up in overestimated water bodies.
• # ⇡+ is a measure of the state of plant health based on how the plant reflects light at certain frequencies
(some waves are absorbed and others are reflected). But can also be used for the detection of water bodies.
Values near zero speak to shake and exposed soil, whereas negative qualities speak to water, snow and mists
(Ganie and Nusrath 2016).
These indices were selected for their ability to discriminate water from non-water and since they are using different
spectral bands, they demonstrated different behaviour at the estimation of the water bodies.
ii) 4 Raw bands: B03 (Green), B04 (Red), B08 (NIR), B11 (SWIR1).
Image ratioing

This method resembles the image differencing technique, with the differentiation that in here the two consecutive
days are divided by each other. If the intensity of reflected energy is nearly the same in each image then the ratio
pixels with no change will have values close to union, otherwise changed pixels will significantly diverge (A. Singh
1989). The same 8 executions as image differencing are performed.
Change vector analysis

Change Vector Analysis (CVA) is a change detection tool that characterize dynamic changes in multi-spectral space
by a change vector over two different time instances in terms of magnitude and direction (S. Singh and Talwar 2013).
It is able to process any number of spectral bands that are required. We used the combination of bands SWIR1, NIR
and Red due to their sensitivity at water detection. To create the binary classification image we used the change
magnitude (CM). An optimum threshold was detected using the formula (Leutner n.d.): threshold = multiplier *
median(CM[CM>0]).
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Figure 2. Difference of consecutive MNDWI.

Settings

To evaluate the performance of the baseline approach, a comparison with three change detection techniques that are
based on subtraction of indices or bands was performed. Pixels with no change
⇥ in radiance are⇤distributed around
the mean in the difference image (Lu et al. 2005). Pixel values that fall within < Wf, < + Wf denote no change,
i.e. no flood. The < and f are the mean and standard deviation of the differences image. For the optimum W
value multiple values between 1.0 and 4.0 were tested. In order to characterize a difference image as "changed" a
minimum amount of changed pixels needs to be detected. Various water pixel ratios were used to find the one that
gives the optimum results. Tested for values from 0.01 to 0.20.
Regarding our approach, we have experimented with the following parameters:
• type of network, i.e. VGG-16, VGG-19, Inception v3, ResNet-50
• learning rate, i.e. 0.001, 0.01, 0.1
• optimizer, i.e. Adam and SGD
• bands used for image representation: Red - Green - Blue, Red - SWIR1 - NIR, and Green - SWIR1 - NIR
• image missing part: 0.5% (i.e. at least half of the image should be visible) 1.0% (i.e. whole image should be
visible - do not have missing parts)
The batch parameter is set to 32 and the epochs parameter is set to 50. To evaluate the performance of the different
networks, we considered precision, recall and F-Score as the evaluation metrics.
Results

The results of our analysis and the comparison with the aforementioned baseline methods are shown in Table 2. It
should be noted that the metrics provided refer to the test part of the dataset.
Following the baseline approach, a series of executions of all combinations of change detection base techniques and
the available input data was conducted. The ability of each method to detect any water related change between two
consecutive days is evaluated. The results with the optimum parameters for water ratio and gamma are presented in
Table 2. For the baseline methods, the image differencing with # ⇡, 2 data provided the best results, followed by
CVA with the Red-SWIR1-NIR (RSN) dataset. Image ratioing finished third among the baseline techniques with
best results on the NIR band. It should be noted that different type of input were considered for the baseline method,
including four fundamental spectral indices known for their ability to discriminate water bodies and four Sentinel-2
bands, which exist at the formulas of the aforementioned indices, thus associated with water sensitivity. In this way
a comparison between indices and bands is conducted on change detection. Figure 2 depicts an example of the
remote sensing technique, where two MNDWI images of consecutive days are being subtracted to each other and
then the outlier technique highlights the changed pixels.
As far as the proposed approach is concerned, a series of experiments were run that included all possible combinations
among the parameters mentioned in the (4CC8=6B sub-section. However given the space limitations, only the
top 7 results are provided. The best performing runs were highlighted in bold, they were achieved for VGG-19
and VGG-16 when RGB bands were used and reached an F-Score of 62,35% and 60,06% respectively, which is
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Table 2. Evaluation of change detection techniques for two images

Parameters

Method

Index

Baseline Methods

Image
differencing

Image
ratioing

DCNN-based Methods

CVA

VGG-16

ResNet-50
VGG19

# ⇡, 1
# ⇡, 2
" # ⇡,
# ⇡+
NIR
SWIR
Green
Red
# ⇡, 1
# ⇡, 2
" # ⇡,
# ⇡+
NIR
SWIR1
Green
Red
RSN
RSN
Index

Optimizer

GSN
RSN

Adam
Adam

Learning
rate
0,001
0,001

RGB

Adam

0,001

RGB

Adam

0,01

RGB

Adam

0,001

RGB

Adam

0,001

RGB

Adam

0,001

Water
Ratio
0,1
0,07
0,08
0,1
0,1
0,12
0,12
0,02
0,01
0,01
0,01
0,01
0,01
0,01
0,01
0,01
0,05
0,15
Augmentation
2-comb.
2-comb.
2-comb. &
transf.
2-comb. &
transf.
2-comb.
2-comb. &
transf.
2-comb.

Precision

Recall

Fscore

1,5
1,9
1,7
1,7
1,7
1,5
1,5
3,2
4
2,1
1
1,1
3,9
4
3,6
3,3
2
2,3
Visible
image
100%
>50%

0,116
0,1577
0,1262
0,1778
0,159
0,129
0,1245
0,1224
0
0,0994
0,0226
0,0983
0,1023
0,0923
0,0865
0,0909
0,1121
0,1291

0,6911
0,3821
0,5366
0,2602
0,3089
0,5285
0,2683
0,3333
0
0,1463
0,0325
0,1382
0,4865
0,3243
0,2432
0,2703
0,5285
0,4472

0,1986
0,2233
0,2043
0,2112
0,2099
0,2073
0,1701
0,179
0
0,1184
0,0267
0,1149
0,169
0,1437
0,1277
0,1361
0,1849
0,2004

Precision

Recall

Fscore

0,5142
0,5265

0,4525
0,5439

0,4814
0,5351

>50%

0,5499

0,6616

0,6006

100%

0,4504

1,0000

0,6211

100%

0,5265

0,5998

0,5608

>50%

0,4530

1,0000

0,6235

100%

0,5799

0,2473

0,3468

Gamma
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Figure 3. Two consecutive RGB images and their difference image.

significantly higher than 22,3%, which was the F-Score of the best run for the baseline methods. The VGG-16 RGB
with learning rate equal to 0,01, although it has the second best F-Score, it has very low precision and therefore, it
was not preferred as second best run. This can be partly explained by the fact that original networks were trained for
RGB images. Another conclusion that can be drawn is that among the optimizers, the Adam provided the best
results, with a learning rate almost always equal to 0,001. Finally, we should stress the crucial role that augmentation
played, as the best performing DCNNs proved the ones on which full augmentation was applied (i.e. includes both
2-comparison and image transformations) and of course compared to the baseline methods, all the runs provided
were significantly better which can be attributed both to the nature of the method and to the improved and balanced
dataset that was created. In figure 3 the two input RGB images and their subtraction is presented. The difference is
more obvious on the top part of the area highlighting the flooded area.
CONCLUSION AND FUTURE WORK

In this work we presented our approach in change detection for flood mapping using Sentinel-2 images by considering
the recent advances in Deep Neural Networks. Our method was compared with three well-known baseline change
detection techniques, i.e. image differencing, ratio differencing and change vector analysis that used as input data
spectral indices or Sentinel-2 bands. The DCNN proposed method was evaluated for several settings including
different type of models, optimizer functions and datasets and the results showed, apart from the fact that it is
superior to the standard remote sensing techniques, that applying data augmentation to the training dataset is crucial
for obtaining good results.
The dataset used is a set of Sentinel 2 images and we focus our analysis in Sentinel 2 mission. The Copernicus
Programme of Europe is one of the largest set of missions and provides S2 images in a free, full and open basis, and
we therefore aim at providing a mature solution for S2 images.
The specification of the flooded areas is a crucial issue for the disaster management authorities. With this information,
they are able to correlate the flooded areas with their relevant characteristics (resources, infrastructures etc) in order
to get prepared for future events. Additionally, the authorities can estimate the impact of the flood for a specific area
and the results for the measures that have been taken.
Future work includes the evaluation of the DCNN-based approach to the whole time-series of Sentinel-2 data, also
the use as input of images with different resolution such as the ones provided by Worldview, LandSat and other
satellite constellations and finally, the full-training of a DCNN model using satellite images which involves not
using pre-trained weights but rather training the model from scratch.
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ABSTRACT

Wildfire events are increasingly threatening our lands, cities, and lives. To contrast this phenomenon and to limit its
damages, governments around the globe are trying to find proper counter-measures, identifying prevention and
monitoring as two key factors to reduce wildfires impact worldwide. In this work, we propose two deep convolutional
neural networks to automatically detect and delineate burned areas from satellite acquisitions, assessing their
performances at scale using validated maps of burned areas of historical wildfires. We demonstrate that the proposed
networks substantially improve the burned area delineation accuracy over conventional methods.
Keywords

Burned Area Delineation, Sentinel-2, U-Net, CuMedVision1, Convolutional Neural Network, Deep Learning,
Supervised Learning, Pixel-wise Segmentation.
INTRODUCTION

In recent years, large wildfires have repeatedly affected Europe with an increasing trend. According to Copernicus’
European Forest Fire Information System (EFFIS) and as reported by EuroNews, about 1,600 wildfires have been
recorded in the European Union in 2019: more than three times more than the average over the past decade.
(European Forest Fire Information System (EFFIS) 2019, Euronews 2019). The wildfires that broke out in Sokndal
(Norway) in 2019 and affected 7500 hectares of lands and forests, or in Catalonia (Spain), which destroyed 6,500
hectares of forests and threatened the town La Torre de l’Espanyol in June 2019, or in Greece, which in August
2019 struck the island of Thassos and blanketed Athens, are unluckily some of the most recent events that caused
the European Union and the its countries huge loss of precious resources, lives, and money (Europe wildfires:
Dipartimento di Automatica e Informatica (DAUIN), Corso Duca degli Abruzzi, 24, 10129 Torino, Italy
of Data Science for Industrial and Societal Applications (DSISA), Via Pier Carlo Boggio, 61, 10138 Torino, Italy

† Department
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Norway police evacuate hundreds in Sokndal 2019, European heatwave: Spain battles major Catalonia wildfire
2019, Greece wildfires leave blackened forests in their wake 2019). The situation is certainly not encouraging and
needs to be properly addressed to counteract the evolution of these phenomena. In this regard, as stated in the latest
Technical Report made by the European Joint Research Centre (JRC), the European Commission is working to
improve information and prevention measures to reduce the damage risk and increase the effectiveness of public
authorities and first responders (JRC Technical Report - Forest Fires in Europe, Middle East and North Africa 2018).
Nowadays there are powerful tools that can interoperate to support the prevention of emergencies in a better way:
data exploitation is certainly one of these. In the last years, satellites have been collecting huge amounts of data for
different purposes, starting from the American missions (i.e. Landsat) to the European programme Copernicus
(Copernicus 2019). The latter belongs to the European Union’s Earth Observation Programme, gathering data
useful for the preservation of the environment and European citizens’ safety: it provides information services based
on satellite Earth Observation and in-situ (non-space) data. Through its satellites, it provides daily or hourly, fresh
information about lands, seas, air quality, climate analysis, etc. Moreover, the Copernicus Emergency Management
System (EMS) provides accurate geo-spatial information and mappings derived from satellite remote sensing and
completed by available in-situ or open data sources (Copernicus Emergency Management System (EMS) 2019). The
creation of these mappings is usually semi-supervised, manually corrected and certified by domain experts. In the
wildfires domain, the EMS provides mappings of the Regions of Interest hit by fires, in form of Delineation Maps,
which are exploited by public authorities for several applications, such as a monetary estimate of damages.
This paper proposes two supervised deep learning approaches, called U-Net (Ronneberger et al. 2015) and
CuMedVision (Chen et al. 2017) for the automatic detection and delineation of regions affected by fire, only
leveraging on the information provided by Sentinel-2 satellites (Sentinel-2 2019). First, we adapted the two
techniques to be effective on satellite images: thanks to the acquisition instruments mounted on satellites, we can
collect images at different spectral wavelengths - including visible, near-infrared, and short wave infrared part of
the spectrum - of specific areas of the Earth. However, in this work, we want to assess the performances of two
approaches using either all satellite spectral bands or a specific subset, concerning the visible part of the spectrum.
The latter evaluation is useful to provide a preliminary assessment of the theoretical performances that could have
been reached by adopting different acquisition systems, like commercial cameras mounted on aircraft or drones.
Conversely to satellites, which can inspect a specific region of the Earth only a few times a week, the adoption of
aerial vehicles for recognition can sensibly improve the security of lands, accelerating and empowering the early
warning phase of a hazardous event.
The next sections are organized as follows. Related works introduces the state of the art on approaches for burned
areas detection and delineation from satellite acquisitions. Collecting burned areas information introduces the
sources of information we used in this work. Dataset describes the information we collected and used for the
evaluation of the two approaches. Methodology details the overall approaches, describing the data pre-processing
and the adjustments we applied to the deep networks for both the case studies (using all the available spectral bands
and the only bands related to the additive pure colors of the visible light). Experiments details the validation of the
techniques in the two case studies, making a comparison between the standard indices used for enhancing burned
regions. Lastly, Conclusions briefly summarize the scientific contribution, highlighting the pros and cons of the
approaches and the possible future works to improve this work.
RELATED WORKS

Burned area delineation, as anticipated in the previous section, is an activity currently conducted by domain experts,
using both semi-automated and manual approaches. Moreover, the official European service is activated after
sending a formal request to the European response Coordination Centre (ERCC) and the methodology of the
approach for the generation of the delineation maps is not public (RMSRF 2019).
In literature, the use of indices computed from the combination of satellite spectral bands to highlight burned
regions is a common approach. Among the wide range of studies we mention the Burned Area Index (BAI)
(Chuvieco et al. 2002), the Normalized Burned Ratio (NBR) (Escuin et al. 2008) and the Normalized Burned
Ratio 2 (NBR2) (M. L. Garcia and Caselles 1991), which were first used within the Landsat acquisitions and
BAIS2 (Filipponi 2018), specifically defined for Sentinel-2. From them, human inspections try to create accurate
delineations of burned areas, together with several automatic or semi-automatic approaches. Most of the literature
in this field is related to Landsat data and the approaches combine rule-based thresholds specifically designed
by domain experts to combinations of classical Machine-Learning algorithms (such as Decision Trees, Random
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Forest, Support Vector Machines). Among them, it is worth mentioning: (i) approaches for specific regions, such as
forests, or deserts (Hardtke et al. 2015, De Araujo and Ferreira 2015, Hughes et al. 2017), (ii) generally applicable
approaches (Boschetti et al. 2015, Ramo and Chuvieco 2017, Ramo, M. Garcia, et al. 2018, Shan et al. 2017).
Those approaches are extremely valid for the resolution of the acquisitions, ~500m per pixel, but in our case studies,
in which the resolution is brought up to 10m per pixel, the approaches need to be reassessed. Regarding Sentinel-2
data, the literature generally presents techniques based on thresholds on the aforementioned indices (Bin et al. 2019,
Verhegghen et al. 2016, Roy et al. 2019, Roteta et al. 2019, Stavrakoudis et al. 2019, Filipponi 2019) or through
neural networks (Farasin et al. 2019). Generally, they are validated on a few samples, obtained from Landsat sensors
(e.g. MODIS) or a limited set of certified delineation maps obtained from Copernicus EMS.
In this work, we exploit a particular subset of Deep neural networks: the Convolutional Neural Networks (CNNs),
which in the last years outperformed most of the challenges in image processing. We intend to bring their potential
in finding burned regions. Moreover, we provide a complete performance evaluation, over a dataset of 147 wildfires
delineated and certified by domain experts, contributing to Copernicus EMS. In literature, approaches such as
AlexNet (Krizhevsky et al. 2012), Inception (Szegedy, Vanhoucke, et al. 2016), VGG (Simonyan and Zisserman
2014), GoogleNet (Szegedy, Liu, et al. 2015), ResNet (He et al. 2016) and Xception (Chollet 2017) are robust and
largely adopted in a variety of applications related to classification tasks related to images. For instance, given a
picture, these techniques are very precise in determining information for the whole image, i.e. whether there is a cat,
a dog or - in our context - a wildfire. However, their application is limited to a single classification for the whole
picture. Certainly, this is useful for detection, but not for the delineation of an area, where every pixel needs to
be labeled as a burned or unburned region. Therefore, we decided to experiment with two techniques, U-Net and
CuMedVision, which were invented - and currently applied - for bio-medical topics, with the same purpose: given
a picture, state the belonging class of each pixel. Variations of the U-Net are currently applied in the geospatial
context of land cover mapping for urban environments (McGlinchy et al. 2019), for sea and land segmentation (Chu
et al. 2019) or time-series of satellite acquisitions (Stoian et al. 2019).
COLLECTING BURNED AREAS INFORMATION

This section covers the main methods and data sources that have been exploited to retrieve the information related
to specific geographic areas affected by wildfires.
ESA Sentinel-2 satellites

The Copernicus Programme, an initiative led by the European Commission (EC) in partnership with the European
Space Agency (ESA), is an earth observation program created to improve the surveillance and management of
the environment, to understand and mitigate the effects of climate change and ensure civil security through the
information gathered by different families of satellites, called Sentinels (United space in Europe - Overview 2019).
The information exploited in this work is acquired from the family of Sentinel-2 satellites. They are equipped with
high-resolution, multi-spectral imaging sensors and a high revisit time (~2-3 days at European latitudes), aimed at
monitoring variability in land surface conditions. Each satellite carries an optical instrument payload that samples
13 spectral bands, at different spatial resolutions: four bands at 10 m, six bands at 20 m and three bands at 60 m.
The 13 bands are described in Table 1 (Sentinel 2 Spatial Resolution 2019). The orbital swath width is 290 km
(MultiSpectral Instrument (MSI) overview 2019).
In particular, among the two final available products, we downloaded the Sentinel-2 Level-1C product, composed of
100x100 :< 2 tiles (ortho-images in UTM/WGS84 projection), resulting from the use of a Digital Elevation Model
(DEM) to project the image in cartographic geometry. Per-pixel radiometric measurements are provided in Top Of
Atmosphere (TOA) reflectances along with the parameters to transform them into radiances (Level-1C products
2019). Currently, those products are very large (600 MB for each tile) and thus hard to manage: therefore, we
used Sinergise Sentinel-Hub Service (Sentinel-Hub 2019), an engine for processing petabytes of satellite data that
handles the complexity of management of raw data internally, making Earth observation imagery easily accessible
for browsing, visualization, and analysis through a standard Web Service (EO Browser 2019) or API.
Copernicus Emergency Management System

The Copernicus Programme provides several services for a range of different applications (i.e. analysis, monitoring
and forecasting of natural hazards or air-quality) to manage and protect the environment and its natural resources
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Table 1. Bands description

Band

Description

1
2
3
4
5
6
7
8
8A
9
10
11
12

Coastal aerosol
Blue
Green
Red
Vegetation red edge
Vegetation red edge
Vegetation red edge
Near Infrared (NIR)
Narrow NIR
Water vapour
Short wavelength infrared (SWIR)
SWIR
SWIR

Central
Wavelength (`<)
0.443
0.490
0.560
0.665
0.705
0.740
0.783
0.842
0.865
0.945
1.375
1.610
2.190

Spatial
resolution (<)
60
10
10
10
20
20
20
10
20
60
60
20
20

and ensure civil security. Among these, the Copernicus Emergency Management System (EMS) (Copernicus
Emergency Management System (EMS) 2019) is the service intended to map, gather and provide information for
emergency management covering natural hazards such as flood, earthquake, and fire. Copernicus EMS allows
Authorized Users (National Focal Points in the EU Member States and countries participating in the Copernicus
Programme, European Commission services and the European External Action Service) to issue the request of
information and mappings over a specific AOI, triggering a so-called EMS Activation, concerning an emergency.
The EMS offers two types of services: Rapid Mapping supplies maps of the AOI within hours or days from the
request, to support emergency management activities immediately following a disaster, while Risk & Recovery
Mapping is related to prevention, preparedness, disaster risk reduction, and recovery phases activities. Moreover,
Copernicus EMS collects and stores all these maps produced in response to EMS activations, making them available
for free.
For each activation, a variable number of maps is produced, depending on the number of AOIs and the time interval
specified in the initial request. The maps used in this work are Delineation Maps: they provide an assessment
of the event’s geographic extent, based on satellite images acquired immediately after the disaster event (EMS
Rapid Mapping Product Portfolio 2019). They are created through a semi-automatic approach, that requires human
intervention for fine-tuning and validation.
DATASET

This section introduces the sources of information used in this work. Starting from a past wildfire event, reported
through a Delineation Map, we accessed to the information about: (i) the area/s of interest, determined by a
couple of coordinates (latitude, longitude), which delineates the region/s affected by fire and (ii) the date on which
Copernicus EMS based for creating the delineation map. Following this information, we collected: (i) Sentinel-2
data for the acquisition of raw data about the soil at the time the burned region was present and (ii) the delineation
map itself, to create a binary image (a picture containing only black or white pixels), used for the training and
evaluation phases of the approach we propose in this work.
Sentinel-2 L1C data

A total of 223 areas of interest were downloaded from Copernicus EMS. Starting from these, we downloaded the
corresponding satellite acquisitions on all the 13 spectral bands from SentinelHub. We performed all the requests
by setting a constraint on the maximum cloud coverage value at 10% to limit the presence of clouds in the pictures.
Furthermore, we manually discarded all the images (i) where clouds partially or hid the burned area and (ii) with
missing information. The latter option is caused by how satellite imagery is acquired: based on the specified AOI, a
satellite image may be obtained by combining different stripes according to the orbit of the satellite and sometimes,
for a portion of the specified AOIs, there is no updated information available. After the data cleaning operations,
the number of AOIs was reduced to 147.
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From the downloaded data, we generated two different datasets: (i) the first one, containing all the 13 spectral bands,
in which, for each band, the values were in the range [0, 255] and (ii) the second one, containing only the information
in the visible spectrum related to the three additive primary colors (Red, Green, Blue) and corresponding to the
bands 4, 3, and 2, combined to generate a single RGB picture for each acquisition.
Ground Truth Extraction

The ground truth chosen for the evaluation of the proposed approach was taken from the official Delineation Maps
provided by Copernicus EMS. From each delineation map, we generated a binary picture fully superimposable on
the Sentinel-2 acquisitions, in which each pixel states whether it belongs to a burned or unburned region. In the first
case, the pixels assume value 255 (white color); otherwise, they assume value 0 (black color).
METHODOLOGY
Data pre-processing

The Data pre-processing phase is needed to suitably prepare the data to increase the effectiveness of the deep
learning approach used in this work. Firstly, for each satellite acquisition, we transformed the domain range of
each spectral band, from [0, 255] to [ 1, 1], through the Min-Max normalization. Furthermore, to improve the
model generalization and to enhance its potential accuracy, we applied data augmentation techniques to the training
set (Wang and Perez 2017). Considering the context and the irregular shapes of burned areas, different kinds of
transformations can be applied. Each transformation is applied to both the input image (either RGB or multispectral
acquisition) and the binary mask. We implemented four transformations: random rotation, random horizontal flip,
random vertical flip, and random shear. The aforementioned operations are well-known in literature as traditional
transformations (Miko≥ajczyk and Grochowski 2018). They are commonly used to increase the variability of the
dataset to improve the model generalization during the training phase. The parameters we used in this phase are
reported in Table 2.
Table 2. Data augmentation parameters

Transformation
Random rotation
Random horizontal flip
Random vertical flip
Random shear

Probability
50%
50%
50%
50%

Parameters
Angle: [-50°, +50°]
Angle: [-20°, +20°]

All the transformations have a 50% probability of being applied. In the positive case for random rotation and
random shear, a random angle is generated for each tuple image and mask within the specified range.
Models

In this work, the Deep Learning models considered to solve the burned area identification problem are namely the
U-Net (Ronneberger et al. 2015) and the CuMed Vision (Chen et al. 2017) architectures, based on Convolutional
Neural Networks (CNNs) and created in the context of biomedical image segmentation to identify biological cells,
thus aimed at pixel-wise classification.
U-Net

The U-Net architecture is composed of two subsequential paths of convolutional and pooling layers, composing a
U-shaped form: in the contraction path, the number of feature channels increases while input dimensions decrease;
in the expansion path, instead, dimensionality increases and the number of feature channels decreases, returning in
this way a spatial localization of the features. In this work we followed, for the greatest part, the original version: it
is composed of 10 Convolutional Layers in the Contracting path and 8 in the Expanding path. It uses Rectified
Linear Units (ReLUs) as activation functions, with max-pooling layers operating on a 2x2 Pool Size with Stride=2
with Batch Normalization. Variations from the original version are related to (i) the net input and output dimensions
and (ii) the loss function. The net input is adapted to the dimension of the acquired data, namely 512x512x13 in
the first dataset (13 bands) and 512x512x3 in the second one (bands 4, 3 and 2). Consequently, the net output has
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the same number of pixels of the input, but with a single channel. Therefore, the net output dimension will be
512x512x1, through the last Convolutional Layer and using the Sigmoid function as activation.
Concerning the loss function, the original version used a Cross-Entropy loss combined with a pixel-wise weight
map, which penalized more errors made in contour pixels. In the biological context, cells used to be of similar
dimensions and shapes, with regular "borders" and very close to each other. Instead, in our context there might be
only one burned region per acquisition; otherwise, the burned regions might be of very different dimensions and
shapes, in both cases with very irregular borders. Computing weight maps in our context would lead most of the
values near zero, thus making training neural networks more difficult and more error-prone. Therefore, we chose
the Binary Cross-Entropy as the loss function.
CuMed Vision1

CUMed Vision1 architecture is made of two main components: a single downsampling path, consisting of 5
max-pooling layers and 5 convolutional layers extracts the high-level abstraction information reducing the resolution
of the input images; then, 3 upsampling path that aim to produce an end-to-end output, which means outputting a
labeled binary map for each input image, with its same resolution, through a convolutional layer using the Sigmoid
Function as Activation. This is made to improve performances during the training process: through multi-task
learning, better intermediate features are learned such that the performances of the overall model are boosted.
The labeled maps obtained by the decoders are lastly summed together, and a final Sigmoid function is applied,
resulting in the final Segmentation map. The loss function used, given the aforementioned reasons, is the Binary
CrossEntropy. The input is adapted to the dimension of the acquired data (as explained for the U-Net model),
respectively 512x512x3 for the RGB input or 512x512x13 for the Multi-Spectral input, while the output consists of
a binary picture with the dimension of 512x512x1 pixels.
EXPERIMENTS
Baseline

As said, Sentinel-2 acquires information at 13 different wavelengths, including not visible spectral bands. Combining
them, it is possible to obtain indices useful for the identification of some specific areas, like burned area or water
presence. As introduced in Related works, indices like BAI, NBR, NBR2, and BAIS2 are widely adopted in this
domain. We adapted the indices computed specifically for Landsat (BAI, NBR, NBR2) to use the same spectral
wavelengths acquired by Sentinel-2. Therefore, we report the indices formulas as follows:
BAI =

BAIS2 = 1

s

(0.1

1
B04) 2 + (0.06

NBR =

B08 B12
B08 + B12

NBR2 =

B11 B12
B11 + B12

B08) 2

! ✓
◆
B06 · B07 · B8A
B12 B8A
· p
+1
(⌫04)
B12 + B8A

Given these burned area indices, we computed the Separability Index to quantify the burned-unburned regions
separability. Its values are in the range [0, 1), generally values greater than 1 express an easier separability and,
therefore, potentially better results for classification (Lasaponara 2006).
SI =

|` 0 ` 1 |
f0 + f1

As shown in Table 3, the analysis over the whole dataset showed that the NBR2 index is the one giving the best
SI among all the others (SI=0,928). Therefore, we implemented an approach from literature (Bin et al. 2019),
which leverages on the Otsu Method (Otsu 1979), to determine a threshold value (for each acquisition) to generate
delineation maps which distinguish between burned and unburned areas. The F1-Scores resulting from these with
respect to the ground truth were then used as a baseline for our models’ performance evaluation.
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SI

BAI
0.773

NBR
0.553

NBR2
0.928

BAIS2
0.862

Table 3. Separability Index computed on the images produced by the indices NBR, NBR2, BAI and BAIS2.

Training phase

The training of both models was performed through the use of a standard Adam Optimizer, using the Binary
CrossEntropy as Loss Function. For each of the cross-validation folds, the training is performed over the entire
dataset with Batch Size=8, the maximum value possible due to computation limitations, over a variable number of
epochs established through the Early Stopping technique, that prevent overfitting of the models ending the training
when the performance has stopped improving on a held-out validation set. The probability maps produced by the
models are converted in labeled binary mask through threshold operations on the probability value of 0.5, is the
most conservative among the possible choices.
Testing phase

In order to estimate the results achieved by each model on different morphologies and geographic areas, the
performances of the networks are computed using a cross-validation approach (Stone 1974), specifically a k-Fold
technique, setting k to the number of groups considered, i.e. : = 7. For each fold, we train the models on : 1
groups and we compute the F1-Score on the : C ⌘ one. The same approach is used for the evaluation of each model,
to compare their performances.
Table 4. Folds description

Fold

1

2
3
4
5
6
7

Activation codes
EMSR370, EMSR299, EMSR252, EMSR288,
EMSR316, EMSR365, EMSR344, EMSR363,
EMSR303, EMSR362, EMSR278, EMSR373,
EMSR371, EMSR247, EMSR221, EMSR173,
EMSR360, EMSR331, EMSR307, EMSR367,
EMSR230
EMSR207, EMSR133
EMSR169, EMSR209, EMSR290
EMSR213, EMSR217, EMSR302
EMSR239, EMSR237, EMSR214, EMSR219,
EMSR368, EMSR305, EMSR353, EMSR175,
EMSR295
EMSR369, EMSR171, EMSR250, EMSR248,
EMSR210, EMSR254, EMSR211
EMSR132, EMSR216, EMSR227, EMSR298,
EMSR291, EMSR300

Number of images

21

21
21
20
21
21
22

As described in Table 4, reporting also the cardinality of each group, the 7 groups are divided according to EMS
Activation codes: each geographical region belongs to one single group to avoid overlapping issues and the presence
of morphologically similar regions in different groups.
Results evaluation

In this subsection, we first introduce the evaluation measures and the overall results on both the case studies: (i) only
on Visible Wavelengths (RGB) and (ii) Multispectral case, in which all the 13 bands are used. Then, we provide
deeper details about the approach which scored best in our evaluation.
Evaluation criteria

This task deal with imbalanced data: the majority of pixels do not belong to burned areas (85,23% compared to
just 14,77% of burned area pixels). Since a model could reach 85% of Accuracy just labeling all the pixels as ’not
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(b)

(a)

(c)

Figure 1. Binary UNet RGB predictions from best fold: (a) RGB input; (b) Ground Truth; (c) Model prediction

burned’, Accuracy is not a reliable metric to evaluate results. Therefore, the principal metric used to make this
evaluation is the F1-Score, defined as the harmonic mean of Precision and Recall metrics.
Results

The overall results are shown in Table 5. The baseline, which leverages on the NBR2 index, shows an acceptable SI
and the highest Recall measure among all the examined approaches. However, it resulted to be very imprecise,
bringing to the lowest F1-Score (= 49,1%). The CuMedVision1 resulted to have good separability indices and
showed similar performances in both the case studies, increasing more than 6% of F-Score when using all the
spectral bands. However, the U-Net was the technique that performed best under almost all the considered measures,
showing reliable performances (~70%) using information from visible light and increasing more than 12% of
F1-Score when all the spectral bands are available. Therefore, in the remaining part of this section, we provide
further details on this last technique.
Table 5. Evaluation metrics for the two case studies. The Separability Index is in range [0, 1), while Precision,
Recall and F1-score are in range [0, 100].

Approach
Baseline
U-Net
CuMedVision1

Visible wavelengths (Bands 4, 3, 2)
SI
Precision Recall F1-Score
1.11
70,6%
69,8%
70,2%
1.09
67,8%
68,8%
68,3%

SI
0.93
1.58
1.36

All spectral bands
Precision Recall F1-Score
34,0%
88,4%
49,1%
88,5%
77,1%
82,4%
93,0%
60,9%
73,6%

Table 6 reports the performance reached by the U-Net, with a mean F1-score of 70,2%, with the best score of 91,6%.
Mean
Best
Worst

Accuracy
90,4%
96,3%
82,4%

Recall
69,8%
93,4%
39,0%

Precision
70,6%
89,9%
49,2%

F1-score
70,2%
91,6%
43,5%

Table 6. UNet model evaluation metrics, RGB input

Figure 1 and Figure 2 shows examples of the model outputs obtained from the best and the worst performing folds
respectively.
Light conditions affect prediction outcomes and training process: depending on the time of the day at which the
satellite acquisition is made and the morphology of the area, the presence of shadows caused by mountainous areas
may lead the neural network to label undamaged areas as burned.
Analyzing the performance obtained by the same model over the Multiple bands’ input, including all the 13 input
spectral bands, the same model achieved an overall mean F1-score over all the folds of 82,4%, a substantial increase
compared to 70,2% obtained in the RGB input case. Considering the best performance obtained over the folds,
F1-score incremented from 91,6% to 95,8%, as described in Table 7.
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(a)

(b)

(c)

Figure 2. Binary UNet RGB predictions from worst fold: (d) RGB input; (e) Ground Truth; (f) Model prediction

Mean
Best
Worst

Accuracy
95,6%
97,6%
93,4%

Recall
77,1%
96,4%
44,4%

Precision
88,5%
95,3%
79,6%

F1-score
82,4%
95,8%
57,0%

Table 7. UNet model evaluation metrics, Multi-spectral input

In particular, using this input data, the model was able to determine burned areas more precisely, clearly identify
the presence of water in the image, not misclassifying it as a burned area and, lastly, become more robust for
atmospheric noise and light conditions, which were limiting factors when considering performances in the RGB
scenario. Figure 3 shows an example of the output generated by the U-Net (trained with multi-spectral input), which
can be qualitatively compared with the ground truth.

(a)

(b)

(c)

Figure 3. Binary UNet Multi-spectral input predictions from best fold: (a) Multi-spectral input; (b) Ground Truth;
(c) Model prediction

In general, the possibility to use the multi-spectral input bands severely improved performances and burned area
delineation proficiency in contour regions, but the UNet model still lacks the ability to precisely determine small
burned areas.
CONCLUSIONS AND FUTURE WORKS

The analysis of satellite imagery exploiting machine learning and especially deep learning techniques is still at
the early stages of development and many improvements are possible. The development of machine learning
algorithms for emergency management systems is extremely important, especially nowadays, due to the high number
of forest wildfires which are endangering the planet environment. This work shows the feasibility of an automatic
burned area detection but also some limits of the considered architectures in this context: the U-Net and CuMed
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architectures were created in the context of biomedical image segmentation, where cells and organs are defined by
specific membranes or tissues, whereas burned areas characterized by different shapes and extensions. To overcome
performances issues, it is possible to work either on input data or on the network architecture, and possible future
works will be focused on the following purposes:
• Sentinel2-L1C products are affected by atmospheric noise which can negatively influence the training process
and the outcome. To overcome this issue, it could be possible to use Sentinel2-L2A products, which provide extra
information about the bottom of atmosphere reflectance, which sensibly reduces the noise from acquisitions;
Another possibility is to train a neural network to remove noise from Sentinel2-L1C products: if both L1C and
L2A data are available, it is possible to train a custom neural network which learns how to clean the input data.
Then, the cleaned data is used to feed and train a UNet. Eventually, the input feature space could be enriched with
data from the Sentinel-1 mission.
• To reduce misclassification errors due to light conditions and to enhance the identification of small burned areas,
another possibility is to modify the current neural network architecture, either by changing the encoder-decoder
structure or by developing ad-hoc solutions for the satellite imagery. Moreover, many misclassification errors
were made in mountainous and cultivated areas due to the presence of shadows and great changes during summer
and winter season respectively: the development of a custom loss function may also provide benefits both in
terms of training time required and in model performances.
This work proves the possibility to exploit satellite data to detect regions hit by wildfires in an automated way,
through the use of Deep Learning techniques. They achieve considerable results in comparison with certified
mappings of the events, which are more precise, but more expensive in terms of manual intervention and time
required to be created. The 13 spectral bands acquired by Sentinel-2 sensors exploited by UNet achieve the best
performances in terms of F1-Score (82, 4% in the mean case). However, considering only a limited number of
features (3 spectral bands of the visible light) allows achieving acceptable performances of F1-score (70, 2% in
the mean case) in burned area delineation. In the latter case, the performances are acceptable to encourage the
assessment of the proposed approach with other sources of information, such as cameras mounted on aircraft or
drones, to achieve a more frequent and versatile observation of hazard events.
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ABSTRACT

Floods are one of the major natural hazards in terms of affected people and economic damages. The increasing
and often uncontrolled urban sprawl together with climate change effects will make future floods more frequent
and impacting. An accurate flood mapping is of paramount importance in order to update hazard and risk maps
and to plan prevention measures. In this paper, we propose the use of a supervised machine learning approach for
flood delineation from satellite data. We train and evaluate the proposed algorithm using Sentinel-1 acquisition
and certified flood delineation maps produced by the Copernicus Emergency Management Service across different
geographical regions in Europe, achieving increased performances against previously proposed supervised machine
learning approaches for flood mapping.
Keywords

Floods, Mapping, Deep Learning, Copernicus EMS, Sentinel-1, SAR.
INTRODUCTION

According to the Organization for Economic Cooperation and Development (OECD 2016), floods cause more than
$40 billion in damage worldwide every year. For instance, in the U.S., losses average close to $8 billion a year.
Death tolls have increased in recent decades to more than 5000 people a year (WMFD 2018), with extreme disasters
such as in China’s Yellow River Valley, where some of the world’s worst floods have killed millions of people.
Population growth and uncontrolled urban sprawl have led to an increase in built-up areas in flood-prone regions,
increasing the assets at risk and subsequently the potential adverse consequences of future flood events. Also, the
capacity of rain absorption in urban areas is lower compared to natural areas, due to both the higher water runoff
and the inefficiencies of the sewage system. With the growing urbanization rate, the flood severity in urban areas is
likely to increase. Moreover, climate change is expected to exacerbate future flood risks as a result of the increased
extreme precipitation frequency, the intensity of cyclones and the rise of the sea levels (IPCC 2012).
Immediate impacts of flooding include loss of human lives, damages to property, destruction of crops, loss of
livestock, and deterioration of health conditions owing to waterborne diseases like typhoid, hepatitis A and cholera.
Damage to roads and infrastructure can also cause long-term impacts, such as disruptions of clean water supplies,
wastewater treatment, key infrastructures (electricity, transport communication), education and healthcare systems.
When floodwaters recede, affected areas are often blanketed in silt and mud, requiring recovery activities. The water
and landscape can be contaminated with hazardous materials such as sharp debris, pesticides, fuel, and untreated
sewage. Furthermore, floods can also traumatize victims and their families for long periods: the loss of loved
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ones, the displacement from home, the loss of property, post-traumatic illnesses and the disruption from the social
environment can produce psychological impacts that can be long-lasting.
To avoid all these tragic consequences, the adoption of countermeasures aimed at reducing the devastating effect
of floods is fundamental: analyzing past catastrophes dynamic and extension, tracking risk maps and applying
flood management methods or hazard risk reduction policies (as strategic retreat or resilience compliant buildings)
where needed, can save thousands of lives. Moreover, responders deployed in the field in first rescue missions or
floods following operations are exposed to potential dangers include electrical hazards, drowning, and exposure to
hazardous materials: a near real-time mapping of the flooded area can be a huge help to volunteers employed on
field, supplying an overview of the scenario in which they are moving, warning in case of dangerous situations and
sites.
Given the aforementioned reasons, the capability to timely and accurately map the extension of flooded areas is
of paramount importance for two main reasons: first, for the creation and update of flood hazard and flood risk
maps, required to plan prevention actions aimed to reduce the impacts of upcoming emergencies; second, for the
creation of a near real-time mapping service, which could be used during the emergency response phase to provide
additional information to first responders.
The best way to implement a worldwide and accurate flood mapping system is to exploit the data provided by satellite
networks. Among the most recent satellites are the one provided by the Copernicus Programme (Programme 2019),
which is the Earth Observation initiative promoted by the European Commission (EC) in partnership with the
European Space Agency (ESA). The Copernicus Programme aims to gather accurate, timely and easily accessible
information to improve the management of the environment, understand and mitigate the effects of climate change
and ensure civil security. It is composed of two main parts:
• The space component (Space 2019): it coordinates the delivery of satellite data generated by the Sentinel family.
For the purposes of this work, we highlight two missions: the Sentinel-1 mission (Sentinel-1 2019), that consists
of two twin satellites featuring a Synthetic Aperture Radar (SAR) instrument in order to provide all-weather, day
and night radar images, and the Sentinel-2 mission (Sentinel-2 2019), which is designed to deliver high-resolution
optical images for land services. Copernicus provides free access to all satellite data, offering great possibilities
to researchers and business companies likewise.
• The service component (Services 2019): it provides services for a range of different applications such as air-quality
forecasting, flood warnings, early detection of drought and desertification, oil-spill detection and drift prediction,
sea-water quality, crop analysis, forest monitoring and many other services to manage and protect the environment
and its natural resources and ensure civil security. The Copernicus Emergency Management System (EMS) (EMS
2019) is the service intended to map, gather and provide information for emergency management covering several
hazards such as flood, earthquake, fire, etc.
The purpose of this work is to apply a traditional Machine Learning algorithm (Random Forest) and an adapted Deep
Learning model (U-Net) to the problem of flood delineation from satellite data and to evaluate its performances
against several validated flood maps in different geographical regions. The objective of these models will be to
create automatic and near real-time mappings of the extension of floods striking worldwide, starting from data
gathered by Copernicus Sentinel-1 satellites.
This is made possible by the exploitation of Machine Learning and Deep Learning models trained to learn how
Delineation Map supplied by EMS are crafted with respect to satellite data and being able to autonomously (without
the need of human intervention) produce mappings of never seen before satellite data of regions affected (or not) by
floods, when triggered. These models will contribute to save time (output mappings are available few seconds
after the input of the correspondent satellite image) and workforce for the maps crafting, being very useful in the
Response and Recovery phase, providing to on-field responders precious information to operate in the first hours
post-hazard, for crisis management and reaction. Moreover, an automatic detection and delineation service could
lead to the gathering of a large, heterogeneous data-set, exploitable for risk analysis and elaboration of risk map in
the Preparedness phase, other than damage estimation in the Recovery phase.
Moreover, we compare the performances of our model with recent works that proposed supervised machine learning
approaches as well as with state-of-the-art classifiers, obtaining an improvement of the mapping accuracy of about
10% over our dataset.
This work is organized as follows: first, we review related works, highlighting the novelties of our study, then, we
describe the Data Sources exploited to obtain the dataset used for the flood mapping task. Next, we describe the
supervised machine learning model used and how they were trained and evaluated. Finally, we present the results
obtained and outline the conclusions as well as other possible future works.
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RELATED WORKS

In the last 20 years, several works have been proposed to map floods extent from satellite acquisitions. These studies
present solutions differing in terms of algorithms and data sources used. Among the different satellite instruments,
the most convenient one for the task of flood mapping is the SAR because it operates at wavelengths not impeded
by cloud cover or lack of illumination. Hence, it can observe the Earth’s surface at any time of the day or night,
regardless of weather and environmental conditions, situations in which optical instruments, such as the Sentinel-2,
are often not very effective. For this reason, the majority of the flood mapping literature revolves around the use
of SAR data, where the most used satellite networks are RADARSAT, TerraSAR-X, COSMO-SkyMed and also
Sentinel-1, with Sentinel-1 being the most convenient option given the spatial resolution offered and the free data
availability. In general, most of these works aim to create an automatic near real-time system for flood detection,
using different techniques to reach this target.
Early approaches are mainly based on data pre-processing, masking and thresholding (Voormansik et al. 2013,
Martinis, Twele, et al. 2009, Lu et al. 2014, Ali et al. 2018), while other works use a Fuzzy Logic approach (Twele
et al. 2016, Pulvirenti et al. 2011, Martinis, Kersten, et al. 2015). With the growing development of Artificial
Intelligence techniques, supervised machine learning classifiers have been used to delineate flood extent using
satellite data. In particular, previous works have proposed Support Vector Machines (Ireland et al. 2015), (Benoudjit
and Guida 2019), Bayesian Networks (D’Addabbo et al. 2016), Artificial Neural Networks (Kussul et al. 2011), as
well as deep learning techniques including Deep Belief Networks (DBN) (Bayik et al. 2018) and Fully Convolutional
Neural Networks (FCN) (Kang et al. 2018).
Our work differs from all the above for two main reasons: first, we focus on a supervised machine learning approach
comparing several models, including Support Vector Machines, Random Forest and one of the most recent and
effective Deep Neural Network architectures for semantic image segmentation, namely the U-Net model; second,
we evaluate the performances of the proposed models using a wide set of validated flood maps, which we obtained
from the Copernicus EMS.
DATA SOURCES

The dataset used to train and evaluate the machine learning models is composed of a set of satellite acquisition
gathered from the Copernicus Sentinel-1 mission and a set of binary masks, delineating the flooded areas and the
permanent water bodies (hydrography) that we obtain from Copernicus EMS. Next, we briefly discuss these two
data sources and how we created the final dataset used to train and evaluate the flood delineation machine learning
models.
Sentinel-1

As stated before, we opted for Sentinel-1 because its SAR instrument operates at microwaves that are not shielded
by clouds, avoiding the so-called ‘cloud coverage’ problem, which heavily undermines the quality and the usability
of optical acquisition such as the ones provided by Sentinel-2.
Sentinel-1 is characterized by a short revisit time, which is 3 days at the equator, less than 1 day at the Arctic and is
able to cover Europe, Canada and main routes in 1-3 days. It carries a single C-band SAR instrument operating at a
center frequency of 5.405 GHz (ObservationScenario 2019). Among the four Acquisition Mode supported we
choose the Interferometric Wide swath (IW) mode, that combines a large swath width (250 km) with a moderate
geometric resolution (5 m x 20 m), with VV-VH (transmit in Vertical polarisation, receives the returning signal in
both Vertical and Horizontal polarization) or VV polarization (transmit in V polarisation, receives the returning
signal in V polarisation), which is the pre-defined mode over land and coastal areas.
The Sentinel-1 instrument is able to gather different images from the same series of pulses by using its antenna to
receive specific polarisations at the same time: C-SAR instrument supports operation in dual polarisation (HH+HV,
VV+VH). It can transmit a signal in either horizontal (H) or vertical (V) polarisation, and then receive the returning
signal in both H and V polarisations. Targets on the ground have distinctive polarisation signatures reflecting
different polarisations with different intensities and converting one polarisation into another: for example, volume
scatterers (e.g. forest canopy) have different polarisation properties than surface scatterers (e.g. sea surface). (ESA
Sentinel Product Overview: Polarimetry 2019)
However, Sentinel-1 raw data has a very large dimension and thus is hard to manage. For this reason, we exploit
a service that provides the access to post-processed data: Sinergise Sentinel-Hub Service (Synergise Sentinel
Hub Overview 2019), an engine that allows the end-user to interface satellite data in a simple way in form of
satellite imagery, handling the complexity of management and the processing of raw data internally, thus making
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products coming from the most important satellite earth observation services accessible for fast and simple browsing,
visualization and analysis through a standard Web Service (Sentinel Hub EO Browser 2019) or API.
Copernicus EMS

Copernicus EMS is a free of charge service offered by the European Union that allows Authorized Users (National
Focal Points in the EU Member States and countries participating in the Copernicus program, as well as European
Commission services and the European External Action Service (EEAS)) to request a mapping activity of an Area
of Interest (AOI) by triggering an Activation that can be related to an emergency event. There are two service
modes:
• The Rapid Mapping: this service level guarantees that the first map is produced within hours or days from the
activation in support of emergency management activities immediately following a disaster;
• The Risk & Recovery Mapping: the service level support of activities not related to immediate response, such as
prevention, preparedness, disaster risk reduction and recovery phases.
The Copernicus EMS service allows downloading for free all the maps ever produced by the service in response to
EMS Activations. For each EMS Activation, a variable number of delineation maps is available, depending on the
number of AOIs and the time interval specified in the initial request. Delineation maps, providing an assessment of
the geographic extent of the events, are derived from satellite images acquired immediately after the disaster using
the first source available, through a semi-automatic approach, where human experts have to manually fine-tune and
validate the maps. (EMS Rapid Mappings Portfolio 2019)
DATASET CREATION
Sentinel-1 data extraction

Considering that the first Sentinel-1 satellite was launched on 3 April 2014, we consider only flood delineation
maps produced after this date until October 2018, when we performed this study. We download the Sentinel-1 data
over the same AOI of the selected delineation maps only if the data is gathered within a maximum period of 24
hours with respect to the date of the Copernicus maps in order to ensure that both data could be comparable.
Moreover, due to the fact that Sentinel-1 satellites acquire data in stripes while following an orbit, it can happen that
some acquisition matching the aforementioned conditions is not complete, covering only a portion of the requested
AOI: in such cases, we had to discard the data.
The Sentinel-1 data is downloaded from the Sentinel-Hub Service as images with a spatial resolution of 10x10m
using the RGB_RATIO configuration, which maps the input bands given by the different polarizations of the SAR
instrument into a false RGB image, using the VV channel for red, 2 times the value of VH channel for green, and
the ratio |VV|/|VH|/100 for blue (R=VV, G=2VH, B=|VV|/|VH|/100). We use the RGB GeoTiff image format that is
georeferenced and orthorectified. Depending on the requested AOIs, the downloaded GeoTIFF has a size ranging
between 1000-2000 x 2000-3000 pixels.
We obtained a final dataset composed of images related to flood activations in 5 countries, namely Australia (AU),
Greece (GR), Ireland (IR), Italy (IT) and the United Kingdom (UK). We report in Table 1 the composition of the
dataset, displaying the country to which the maps belong, the map code, and the Activation.
Ground Truth Extraction

In order to use a supervised machine learning approach, we require ground truth masks, which we built using the
vector data provided in the EMS delineation maps shapefiles. For each map we create a raster flood mask, setting
all pixels belonging to flooded areas equal to 255 and 0 otherwise. We apply the same approach to generate a raster
hydrography mask, whose usage is described in the next section, in order to assist the models in discriminating
between flooded area and permanent water bodies.
The masks were adjusted to the size of the input images, adapting the length of latitude and longitude boundings of
the AOI to its dimensions.
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Table 1. Copernicus EMS maps considered in the study.

Group

Activation Code

Location Name

Activation Date

AU

EMSR184

JEMALONGCONDOBOLIN

2016-09-26

GR

EMSR122
EMSR122

01STRYMONAS
04MAVROTHALASSA

2015-03-31
2015-03-31

IR

EMSR149
EMSR149
EMSR149
EMSR149
EMSR149
EMSR149
EMSR156

05ENNIS
08GORT
13PORTUMNA
02ATHLONE
06COROFIN
04CASTLECONNEL
02LOUGHFUNSHINAGH

2015-12-04
2015-12-04
2015-12-04
2015-12-04
2015-12-04
2015-12-04
2016-03-04

IT

EMSR192
EMSR192
EMSR192
EMSR192

04ASTI
10CASALEMONFERRATO
14ALESSANDRIA
13SALE

2016-11-24
2016-11-24
2016-11-24
2016-11-24

UK

EMSR147
EMSR147
EMSR150
EMSR150
EMSR150

01CARLISLE
04KENDAL
01YORK
02SELBY
08LEEDS

2015-12-05
2015-12-05
2015-12-27
2015-12-27
2015-12-27

Data pre-processing

Despite the advantage given by the possibility to acquire images both at night and in bad weather conditions, a
common drawback of Synthetic Aperture Radar acquisitions is that it suffers from speckle, which is a granular
noise inherent to acquisition systems based on waves relevation (including SAR) and is often characterized by a
smaller color distribution.
To limit these problems we apply a denoising operator called Non-Local Means (NL-means) (Buades et al. 2005),
which recomputes the value of each pixel ? as a weighted average of the square neighborhood of fixed size : = 5
centered at ? where the family of weights depends on the similarity between the pixel ? and the neighborhood
ones. NL-means filtering takes a mean of all pixels in the image, weighted by how similar these pixels are to the
target pixel in order to obtain an average value for each pixel that is the closest possible to the real value of the pixel
subtracting the noise.
Another operation performed in order to evaluate possible performance improvements is the aforementioned addition
of hydrography information in input to the model. In the subsection ‘Ground Truth Extraction’ is presented the
process of crafting binary masks pointing out whether the considered pixels represent natural water bodies or
not. Since in case of riverine or flash floods, flooded areas are really close to watercourse or bodies, we isolate
hydrography information adding it to the input of our algorithms in order to focus the model into discriminating
between a flooded area not naturally located there, and rivers, lakes or other water bodies, normally located on that
slice of land (not to be classified as flooded areas). This information is fed to the models using the hydrology masks
as layers overlaid above the input images.
A risk of this approach was the introduction of confusion given by adding this layer in a color already present: this
could lead to an offset in the evaluation of images in which water bodies or rivers are present with respect to those
where this doesn’t happen. For this reason, for the hydrography layer to stack on the input images, an RGB color not
present in any of these images was searched empirically and identified in [178,255,255].
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(d)

Figure 1. Pre-processing operations steps: (a) RGB Ratio, (b) RGB Ratio + Non Local Mean, (c) Hydrography Layer,
(d) RGB Ratio + Non Local Mean + Hydrography.

In order to make the input data, i.e. the Sentinel-1 RGB images, more homogeneous, each map is cropped
into 480x480 images, using a step of 480 pixels, meaning that there is no overlap between the resulting patches.
Consequently, we apply the same procedure to the corresponding flood and hydrography masks.
FLOOD DELINEATION MODELS: TRAINING AND EVALUATION

The final target of the work is to build a model able to detect flooded areas. Hence, the model not only has to classify
whether the image contains a flooded area but most importantly it has to identify the flood extension, detecting
which portions of the image are depicting a flood. This problem is a pixel-wise Classification task, for which the
algorithm has to classify, for each pixel of the image, if it’s flooded or not.
In this chapter the three models compared are explained, namely, the Stochastic Gradient Descent Classifier (SGD)
presented in (Benoudjit and Guida 2019), the Random Forest (RF) and finally the U-Net.
Cross Validation

In order to evaluate the capability of each model to obtain good results on different geographical areas, we compute
the model performances using a Cross-Validation approach (Stone 1974), which we achieve using a k-Fold technique,
setting k to the number of groups, i.e. k=5. At each fold, we train the models on : 1 groups and we computed the
F1-Score on the : C ⌘ one. We apply the same evaluation approach to all models, namely SGD, RF, and U-Net to
have comparable results.
The 5 groups are composed by using a geographical criterion, dividing areas from Australia (AU), Greece and
Macedonia (GR-MD), Italy (IT), Ireland (IR) and United Kingdom (UK), in order to generalize the results and
ensure their independence with respect to different morphologies.
The number of samples for each folder is limited to 8, which is the number of images composing the group with the
lowest cardinality.
Feature Construction

While U-Net takes as input an image and returns as output another picture, containing the labels for each pixel
(working at picture granularity and without needing explication of the features, being a feature extractor), both the
Stochastic Gradient Descent Classifier and the Random Forest take as input a series of rows, each one composed of
the features of the single pixel of the picture to classify. Based on these features the model will output a classification
for it, working at pixel granularity, ignoring spatial information, and needing an explicit representation of the
features for the particular pixel analyzed.
Among the possible features that could be engineered for each pixel, we experimented the RGB channels value of a
squared area of neighbor pixels, thus trying to provide a spatial contextualization, in the chance that flooded pixels
characterized by a local pattern (for instance proximity to water mirrors, or sharp color gaps passing from land to
water, or any other scheme not detectable by human eye), would be better recognized.
Taking each analyzed pixel as the center, the X parameter, representing the number of pixels considered in every
direction, is evaluated performing an iterative performance evaluation for models trained on sets characterized
by increasing X of neighboring pixels around the evaluated one. The X value which led to the best performance
appeared to be X=3 (6x6 pixels neighbor masks). Moreover, for these two models, hydrography information was
included as an additional feature when required, using a value of 0 for pixels not representing water bodies, 255
otherwise.
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Evaluation Criterion

Following our previous discussion, we can consider Flood Detection as a binary classification problem. The
standard way to evaluate the performance of models, in this case, is through the use of the confusion matrix, where,
for this work, the ‘flooded’ (value=1) class is conventionally defined as positive, whilst ‘not flooded’ (value=0) is
considered negative.
Analyzing the dataset it emerges that the number of ‘not flooded’ pixels is considerably higher than the number of
‘flooded’ pixels: precisely, the ‘not flooded’ pixels ratio with respect to the total pixel count is 80%. This translates,
in the Machine Learning domain, in a situation of class imbalance, that can often lead to an under-fit of the model
during the training phase and wrong classifications in the test phase.
For the same reason using accuracy for performance assessments is not reliable at all: considering the described
imbalance, any algorithm could reach about the 80% of accuracy by just classfying all the pixels as ‘not flooded’,
mistaking the entirety of classifications over the actual task: the detection of ‘flooded’ pixels.
Training the model based on this metric led to a high accuracy score, but resulted in mainly ‘not flooded’
classifications, definitely far from the ground truth. For this reason, the opposite of the F1-Score is adopted as the
loss function, keeping the F1-Score as the assessment metric.
The F1-Score (Dice 1945) (Sorensen 1948) is defined as the harmonic mean of precision and recall:
%A428B8>= =

)%
)% + %

)%
)% + #
%A428B8>= ⇤ '420;;
(2>A4 = 2 ⇤
%A428B8>= + '420;;
'420;; =

1

Considering our task, Precision points out how many pixels are classified right (TP) with respect to the totality of
pixels classified as flooded by the model (TP+FP), while Recall says how many pixels are classified right (TP) with
respect to the totality of flooded pixels in the satellite image (TP+FN).
In fact, since for our task the correct classification of the positive (‘flooded’) class is more important than the
negative one (‘not flooded’), and given the presence of class imbalance, while Accuracy score is inflated by a large
number of true negatives (majority of ‘not flooded’ pixels), the F1-Score takes into account, concerning the two
classes separately, how the hit classifications are relevant and how many they are with respect to the total, and is,
therefore, a better choice.
Model description
Baseline: Stochastic Gradient Descent

In 2019, a solution to automate the mapping of the flood extent on SAR images using an SGD based supervised
classifier was proposed by Benoudjit and Guida (Benoudjit and Guida 2019). Due to the similarity of the final
task and data source used, the model defined in the work just mentioned is used as a baseline for our models and
evaluated on our dataset.
The model proposed is the Stochastic Gradient Descent classifier as implemented in the Scikit-Learn library.(Classifier
2019) This estimator implements regularized linear models (by default, it fits a linear support vector machine
(SVM)), with stochastic gradient descent (SGD) learning: the gradient of the loss is estimated each sample at a time
and the model is updated along the way with a decreasing strength schedule (aka learning rate). For this work, the
model is trained on 1000 iterations, using Hinge Loss function, with regularization term=L2 and alpha=0.0001.
Random Forest

The first model tested is a Random Forest Classifier[11] (RF), well known to be one of the most versatile Machine
Learning algorithms suitable for classification.
Random Forest is one of the most popular Machine Learning algorithms, based on the training of a certain number
of Decision Trees on different subsets of features over the same dataset, where each Decision Tree learns to classify
new samples evaluating the feature values of some training samples which class is known. This means that the
algorithm is not extracting information from data, but just analyzing and learning to classify new samples based on
those yet seen: in few words, is not a feature extractor.
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The number of trees used in the Random Forest Classifier is empirically chosen, by testing 50 models, with a
linearly increasing number of Trees with a step of 2 between each one, starting from 2 arriving at 100 trees (the
default values in the implementation proposed by the Scikit-Learn library) on the test set. Analyzing the results,
optimal performances are already obtainable training a Random Forest composed by just 19 trees.
U-Net

The Deep Learning model applied is U-Net architecture: a particular instance of Convolutional Neural Network
(CNN, a class of Deep Neural Networks that represent the State of the Art in the image recognition field), based on
the model of Fully Convolutional Network, adapted to perform pixel-wise classification. CNNs are Deep Neural
Networks, a class of Artificial Neural Network with multiple layers between the input and output layers, trained to
progressively extract features of growing level from the input, passing for example from edges, lines to geometric
shapes to letters or human faces in the last levels: for this reason these models are called ‘Feature Extractors’. Since
classic CNNs produce as output a single class label for each input image, detecting for example if there is a flood or
not, they are not useful for our task, namely pixel-wise classification.
A possible solution to this problem is the one proposed by Olaf Ronneberger, Philipp Fischer, and Thomas Brox
in their work ‘U-Net: Convolutional Networks for Biomedical Image Segmentation’ (Ronneberger et al. 2015),
originally introduced for Biomedical Image Segmentation tasks.
The U-Net is a particular instance of CNN based on the Fully Convolutional Networks (FCNs) model (Long et al.
2015), consisting of two subsequential paths of layers, which form a U-shaped architecture: in the contraction
path, the spatial information is reduced while feature information is increased at high-resolution level (the number
of feature channels increases and input dimensions decrease); In the expansion path, on the other hand, with
the concatenation between this features and the correspondent level of upsampling convolution results, a spatial
localization of the features is performed (dimensionality increases and number of feature channels decreases).
The U-Net architecture used for this work is composed by 10 Convolutional Layers in the Contracting path and
8 in the Expanding path, using Rectified Linear Units (ReLUs) as activation functions, with max-pooling layers
operating on a 2x2 Pool Size with Stride=2 with Batch Normalization.
The input of the network is composed of 480x480x3 images, while the output is 480x480x1 binary mask, given by a
last Convolutional Layer that uses the Sigmoid function as the activation function. We trained the model over 70
epochs with Batch Size=8 for each cross-validation fold, using a standard Adam Optimizer. The original U-Net
model exploits Weighted Cross-Entropy as Loss Function, requiring a particular focus on the discrimination of
borders. The Weighted Cross-Entropy is in fact particularly appropriated for this purpose.
The task of this paper involves instead the detection of extensive areas characterized by a wide variety of textures and
colors, in order to classify each pixel as ‘flooded’ or not. For this reason, a function focused on border discrimination
is not the right choice: as explained in ‘Evaluation Criterion’, the opposite of the F1-Score is used as Loss Function.
EVALUATION RESULTS

In this section, the performance of the defined models is evaluated on the same input dataset using the same crossvalidation process, and their results compared. Moreover, in order to analyze the effects of pre-processing operations
on the models performances, the models are trained and tested on the dataset in three different configurations: raw
False-RGB images as taken from the Sentinel-Hub Service, raw False-RGB images processed with Non-Local Mean
operator, and, lastly, these one with the addition of the hydrographic information layer.
Table 2 reports the experimental results obtained, considering the different models for each of the pre-processing
process operated on columns and the cross-validation folds on rows.
As it can be seen, both the pre-processing operations provide a performance boost: the Non-Local Mean Filter
results in little improvements for U-Net and RF, but substantial gains for SGD. On the contrary, the addition of the
hydrographic layer turns out to be a fundamental source of learning for the models proposed in this work, leading to
the gain of about 8% in F1-Score. An example of the performance improvements resulting from the addition of
hydrographic information is visible in Figure 2.
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Table 2. F1-Score score achieved by the evaluated machine learning models.

RGB Ratio
Group
AU
GR-MD
IR
IT
UK
Total

SGD
68,0%
67,9%
63,4%
66,5%
76,0%
68,4%

RF
69,0%
88,2%
73,3%
60,0%
77,7%
73,6%

U-Net
88,0%
89,0%
74,3%
64,5%
82,3%
79,6%

False RGB + NL-means
Group
AU
GR-MD
IR
IT
UK
Total

SGD
78,2%
76,2%
71,6%
66,1%
80,8%
74,6%

RF
75,3%
85,3%
72,3%
62,1%
77,6%
74,5%

U-Net
88,9%
88,6%
75,3%
65,1%
83,0%
80,2%

False RGB + NL-means + Hydrography
Group
AU
GR-MD
IR
IT
UK
Total

(a)

SGD
70,8%
75,8%
75,9%
74,1%
82,1%
75,7%

RF
88,7%
91,9%
85,5%
72,3%
88,1%
85,3%

U-Net
87,2%
92,6%
85,7%
75,1%
89,2%
86,0%

(b)

(d)

(c)

(e)

Figure 2. Example of performance improvement with the addition of hydrography layer for EMSR149 - 13PORTUMNA,
U-Net results: (a) Denoised input without hydrography, (b) Denoised input with hydrography, (c) Classification without
hydrography (F1-Score = 89,2%), (d) Classification with hydrography (F1-Score = 96,8%), (e) Ground truth.
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(b)

(c)

(d)

Figure 3. Performances comparison on U-Net model best result (EMSR122 - STRYMONAS): (a) SGD (F1-Score =
90,7%), (b) RF (F1-Score = 98,4%), (c) U-Net (F1-Score = 98,6%), (d) Ground truth

(a)

(b)

(c)

(d)

Figure 4. Performances comparison on U-Net model worst result (EMSR192 - 13SALE): (a) SGD (F1-Score = 40.5%),
(b) RF (F1-Score = 55,6%), (c) U-Net (F1-Score = 54,7%), (d) Ground truth

Moreover, the U-Net is the model that obtains the best overall performances considering all the three input
configurations, while RF and SGD take over on each other alternatively, depending on the cross-validation group or
type of input. On average, the U-Net first, and the RF then, overcome the performances of the baseline, registering
respectively, in the best-case scenario, an F1-Score of 86% and 85,3%. A visual comparison of some of the results
obtained from the models is visible in Figure 3 and 4.
CONCLUSION AND FUTURE WORKS

In this paper we presented a possible solution for automatic and fast detection of flooded areas based on the ESA
Copernicus Sentinel-1 mission, analyzing the State of the Art in the field, describing a methodology and two
different models compared to a baseline.
Despite the fact that the purposed system could provide an important contribution in emergency management in the
Response phase, it is important to remember how the creation of near real-time mapping strongly depends on the
availability of satellite data acquired over the affected the areas: since Sentinel-1 mission is able to cover Europe,
Canada and main routes in 1-3 days, this is obviously not always possible.
Moreover, this service could lead to the gathering of big amount of information about floods in a far less complex
way, strongly supporting Recovery and Preparedness tasks as risk maps creation and damage estimation.
We described the data fetching and mask crafting processes starting from certified emergency annotations created
by ESA Copernicus Emergency Management System, then listed the pre-processing operations, performed and
analyzed the improvements brought by those operations, and pointed out the importance of supplying to the models
the hydrography information about the affected areas.
We then analyzed the performances of the proposed models with respect to the baseline, showing how both models,
U-Net in particular, reach high scores in the flood detection task, exploiting the overlay of hydrographic information
layers and overcoming the baseline presented.
It is also noteworthy how, while CNNs generally need a high number of training samples in order to perform well,
in this work the U-Net architecture reaches good performances exploiting a very limited set of samples. This is
most certainly due to the advantage of U-Net architecture, that can be trained on fewer samples, as stated in the
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work in which it is introduced, but the results reached are still beyond expectations considering the very low number
of training samples used.
For this reason, planned future work is to experiment the models on a dataset composed of a higher number of
samples, increasing the number of folds involved in Cross-Validation. This translates in increasing the number of
Earth places (and so possible different morphologies) analyzed, to ensure the global extensibility of the method
proposed.
Moreover, considering the fact that Deep Neural Networks currently represents the state of the art in the field of
image recognition, the Random Forest model, indeed, showed great potential, with performances comparable to the
U-Net: possible future works could focus on a feature engineering process more complex than the one used in this
work, in order to improve Random Forest performances: a possible solution could be exploiting spatial concepts
as proximity of the analyzed pixel to water bodies (that could help to overcome problems due to noise or color
incoherence) or information coming from the Digital Elevation Model of the considered areas of interest.
The increasing number of samples to analyze and the consequential training time difficulties could be handled
through the parallelization of the training on GPUs, made possible by RAPIDS, a suite of software libraries for
executing end-to-end data science & analytics pipelines entirely on GPUs (Rapidsai 2019, cuML 2019).
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ABSTRACT

Early Warning Systems (EWS) are crucial to mitigating and reducing disaster impacts. Furthermore, technology
and information systems (IS) are key to the success of EWSs. This systematic literature review investigates the
research topics and themes from the past six years of Information Systems for Crisis Response and Management
(ISCRAM) conference proceedings and seeks to identify the research developments and directions for EWSs to
steer a discourse to advance the research in this field. Findings from a sample size of 60 papers show that there
are technical, social, and topical considerations to using and advancing technology for EWSs. While technology
has advanced EWSs to new levels, it is important to consider the influence of technology in the successful
operation of EWSs. The results are based on the ISCRAM proceedings literature and may be broader or have
different prioritization if a wider disciplinary body of literature was explored. This will be considered in the future.
Keywords

Early Warnings Systems, Literature Review, Ethics, Social Media.
INTRODUCTION

In the last two decades, there has been a paradigm shift in disaster risk reduction from reactive post-disaster
response and recovery to proactive preparedness and mitigation. In response to this shift, both the Hyogo
Framework for Action 2005-2015 and the Sendai Framework for Disaster Risk Reduction 2015-2030 prioritised
the development and implementation of Early Warning Systems (EWSs) (UNISDR, 2005, 2015). EWSs are an
integral element of disaster risk reduction, as they can directly prevent loss of life and reduce impacts (WMO,
2018). For example, the large death toll from the 2004 Indian Ocean tsunami is largely attribute to the lack of an
EWS; a tsunami EWS could have potentially saved many lives (Chatfield & Brajawidagda, 2012).
People-centred multi-hazard EWSs have become a priority because of their consideration of individuals’ and
communities’ needs and capacities, and their ability to warn of one or more hazards for increased efficiency and
consistency (UNISDR, 2015; WMO, 2018). People-centred multi-hazard EWSs have four elements: 1) disaster
risk knowledge, 2) detection, monitoring, forecasting and warning for hazards, 3) dissemination and
communication of authoritative warnings, and 4) preparedness capabilities to respond to warnings (Basher, 2006;
WMO, 2018). Table 1 summarises these elements. Disasters can worsen when multiple hazards cascade or
interact, thus a multi-hazard approach is important to consider when designing or improving EWSs (Grace &
Saunders, 2016).
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Table 1. Summary of the four key elements of people-centred multi-hazard EWSs

Disaster Risk
Knowledge

Detection, Monitoring,
and Warning Services

Communication and
Dissemination
Mechanisms

Preparedness and
Early Response
Capacity

Building the knowledge
of hazards,
vulnerabilities, and risk
through the systematic
collection of risk-related
data and carrying out
risk and vulnerability
assessments (Basher,
2006; Sai, Cumiskey,
Weerts, & Bhattacharya,
2018)

Ensuring the technical
capacity for reliable
monitoring, forecasting,
and warning of imminent
hazards. This includes
continuous and
automated hazard
detection and
monitoring, and regular
system-wide
improvements (Basher,
2006; Sai et al., 2018)

Issuing clear and concise
warnings and early
preparedness
information so that target
audiences can respond
and prepare
appropriately. Multiple
communications
channels are crucial to
reach as many people as
possible (Basher, 2006;
Sai et al., 2018).

Ensuring that response
plans are in place and are
operational. Running
education and
preparedness
programmes to help
people “understand their
risks, respect the national
warning services, and
know-how to react to
warning messages”
(WMO, 2018, p. 6).

A multi-hazard approach introduces complexity as different stakeholders need to collaborate and coordinate to
exchange information and knowledge about the various hazards that pose threats to the country or region (WMO,
2018). This introduces challenges around building partnerships and ensuring sustained inter-agency collaboration
(Hemingway & Gunawan, 2018). As such, the involved agencies typically must rely on technologies and
information systems (IS) to support their collaborative efforts (Hemingway & Gunawan, 2018). The success of a
multi-hazard EWS depends on how well-received and acted upon it is by intended audiences.
Technological advancements and the evolution of new media continues to change how society receives and
interacts with warnings. Issuing warnings to target audiences relies on rigorous and reliable dissemination and
delivery tools, such as mobile alerts, social media posts, door-to-door messages, telephone alerts, etc. (Wright et
al., 2014).
This paper seeks to identify past research topics and themes in EWSs and steer a discourse to advance the research
in this field. This systematic literature review investigates the research topics and themes from the past six years
of Information Systems for Crisis Response and Management (ISCRAM) conference proceedings; with a
particular focus on warnings. We use a scoping methodology for the review process and start with a broad
intention to search for past research topics and themes and future directions on warning research in the field of
crisis IS. Through the process of identifying themes and directions, we raise four research questions that guide
our review:
•
•
•
•

What are the technological tools (artefacts) discussed over the past six years of warning literature in
ISCRAM?
What are the thematic topics of the past six years of warnings literature in ISCRAM?
What are the types of hazards discussed in the papers?
What are the future research directions presented in the papers?

Findings from the 60 articles in this review will answer these questions while providing insights that can advance
the research on warnings in ISCRAM literature. The paper is structured as follows. The paper starts with providing
a background for EWSs and then details the methodology. The findings section answers the research questions.
The discussion provides insights to move the research discourse forward. A summary concludes the paper.
BACKGROUND ON PEOPLE-CENTRED EARLY WARNING SYSTEMS

The concept of ‘people-centred’ EWSs refers to developing EWSs for and with the target audiences to cater to
their capabilities and needs (Basher, 2006). This involves integrating indigenous knowledge, promoting and
implementing low-cost EWSs that are appropriate to the audiences’ needs and capabilities, and broadening
information channels (UNISDR, 2015; WMO, 2018). For example, a community-based based EWS for floods in
Nepal involves community members in all elements of the system, and in Bangladesh, communities indicated that
they prefer to receive alerts via mobile phone (Cumiskey, Werner, Meijer, Fakhruddin, & Hassan, 2015; Smith,
Brown, & Dugar, 2017). While it is important to avoid the overreliance on technology (Basher, 2006), it continues
to play an emergent role in supporting people-centred multi-hazard EWSs, such as aiding in the curation of more
localised, clear and contextual warning content, and offering more diverse communication channels. As such,
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much research has focused on utilising technology and IS for these purposes.
Reliable and robust communication systems are critical to the success of a people-centred multi-hazard EWS.
This means maintaining and adapting technological capacity and using multiple channels for communication to
minimise points of failure and to maximise coverage (Wright et al., 2014). Research has proven that Twitter
hashtags increase dissemination and reach for warnings (Grasso & Crisci, 2016; Sutton, Spiro, Johnson, et al.,
2014). Social media also offers a channel for hazard detection and early warning for various hazards (e.g. Chatfield
& Brajawidagda, 2012; Harrison & Johnson, 2016; Slavkovikj, Verstockt, Van Hoecke, & Van de Walle, 2014).
Alternative warning and alert delivery methods have emerged with the popularity of smartphones and mobile
devices. Tan et al. (2017) highlighted the role of smartphone applications (i.e. apps) in improving disaster
communication. In recent years, mobile alerts (also referred to as cell-broadcasting services, wireless emergency
alerts, etc.) have gained international recognition for increasing the reach of warnings. Bean et al. (2015) argued
the need to understand how audiences interpret and respond to these alerts to ensure full effectiveness. In response
to the growing need for people-centred EWSs that provide more contextual and location-specific information,
Meissen, Hardt, and Voisard (2014) developed an architecture for mobile alerts that adapts incoming alerts to the
profile and situation of the user groups.
Multiple studies have capitalised on social media data to understand perceptions of risk and response to hazards
and warnings to improve messaging content. For example, two independent studies that analysed the content and
frequency of Twitter data indicate that the social media platform offers an opportunity for officials to tune into
the perceptions and emotions of those at risk, and adjust the warnings and subsequent communications to reduce
fears and anxiety and provide the information they need (Brynielsson et al., 2018; Spence, Lachlan, Lin, & del
Greco, 2015). Furthermore, Twitter activity can illuminate to authorities and researchers on how people decide
whether or not to take appropriate or prescribed protective actions after receiving severe weather warnings
(Anderson et al., 2016; Stokes & Senkbeil, 2017). Modern technology offers new channels and platforms for
audiences to engage with EWSs authorities and increase their role in EWSs (Harrison et al., In Press; Henriksen
et al., 2018). Research in EWSs is backed by several theories that attempt to understand or explain human
behaviour in disasters and response to warnings.
Theoretical underpinning in early warning systems

When discussing EWSs, it is important to acknowledge the theoretical frameworks behind them to maximise
effectiveness. For this paper, we have identified three theories or frameworks relevant to the content of this review.
The first framework is the interaction processes between authorities, citizens, and media (Andersen, 2016). The
second theory is crisis and emergency risk communication, which informs message creation for various audiences
throughout the different stages of an event, (Morgan, Fischhoff, Bostrom, Lave, & Atman, 1992; Veil, Reynolds,
Sellnow, & Seeger, 2008). The third underpinning theoretical framework commonly referred to in EWs literature
is the Protective Action Decision Model (PADM); where the goal of EWSs is to instigate audiences to take
appropriate protective actions. Thus decision-making plays a key role in the performance of an EWS. Each
theoretical framework will be briefly described below.
Disaster communication, including EWSs, involves the interaction processes between authorities, individuals or
communities, and media (i.e. mechanisms to deliver messages, such as radio, RV, sirens, internet, mobile devices,
social media, email) (Andersen, 2016). Relatively recent disaster events call the need to re-conceptualise disaster
communications because of the changing dynamics between authorities, media, and individuals/communities
during crises, often facilitated by technology (White & Fu, 2012; Zook, Graham, Shelton, & Gorman, 2010). For
example, the pervasive use of social media has become important in disaster communications by amplifying
messages and changing the dynamics of communication (e.g. from top-down to bottom-up or from one-to-many
to many-to-many) (Tan et al., 2017). These changes, aided by technology and the abundance of and easy access
to information, must be considered when designing and implementing an EWS.
Crisis and emergency risk communication theory and EWSs share common characteristics. Both concepts share
the goal of enabling stakeholders to “make the best possible decisions about their well-being” (Reynolds & Quinn,
2008, p. 145) in times of duress and uncertainty (Harrison et al., In Press). Like people-centred EWSs, this
involves understanding the stakeholders’ capabilities and needs, as well as perceptions of risk and response
effectiveness, and predispositions (Morgan et al., 1992; Veil et al., 2008). Much research has shown that risk and
threat perceptions, and comprehension of warning messages play a significant role in stakeholders’ decisions to
protect themselves and heed warnings. In line with this, warning services in Australia have recognized the need
for communicating additional risk information along with hazards to increase understanding of warning messages
(Anderson-Berry et al., 2018).
Understanding stakeholder’s perceptions of risks and threats and how they process and understand warnings and
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can help in the design of more effective warnings. The Protective Action Decision Model (PADM) considers a
number of these factors to help build an understanding of stakeholders’ responses to warnings (Lindell & Perry,
2004). The combination of critical pre-decision processes (reception, attention, and comprehension of warnings
or exposure, attention, and interpretation of environmental/social cues), core perceptions (threat perceptions,
protective action perceptions, and stakeholder perceptions), and situational facilitators and impediments lead to
some form of behavioural response, be it seeking further information, taking protective action, or emotion-focused
coping (Lindell & Perry, 2012). Thus, when designing EWSs, it is important to not only consider the technical
aspects of the system, but also the responses to and perceptions of the system from all stakeholders.
This literature review attempts to identify changes in research directions over time with regards to EWSs and
identify opportunities for future research.
METHODS

The literature review used Arksey and O’Malley’s (2005) scoping review process to identify past research topics
and themes and future directions in EWSs research within the IS field. The aim was to identify gaps and
opportunities to strengthen IS for EWSs. This scoping review followed a five-step process: 1) Identify research
questions (see Introduction), 2) Identify relevant studies, 3) Select studies, 4) Chart the data, 5) Report the results.
We selected the ISCRAM database as a relevant source to conduct our literature search. The ISCRAM association,
as a community of researchers and practitioners, established the research area of computer-mediated
communications systems for crisis management. It publishes proceedings from its international and regional
conferences annually. The conferences provide platforms for knowledge exchange on emerging technologies and
IS for crisis management. Given this, the ISCRAM database provides a promising start for scoping the emerging
research themes and technologies for EWSs. The initial literature search included all ISCRAM papers from 2014
to 2019, which was a total of 766 manuscripts. The last six years of ISCRAM literature were chosen for the time
period as the paper is focused on identifying emerging technology, which is considered to be technology that is
“currently developing or will be developed over the next five to ten years, and which will substantially alter the
business and social environment” according to the Business Dictionary (See emerging technologies. (n.d.)).
We used a keyword search to narrow down the selection to 161 manuscripts. We were interested in identifying
emerging technologies and theories for improving both the distribution of warnings and the reception of and
response towards warnings. This guided our selection of keywords for our initial filtering of the abstracts. A total
of 161 manuscripts contained the following keywords: Warn* (warnings, warning), Alert, Broadcast, Notif*
(notification/s, notify), Alarm, Siren, Watch* (watch, watches), Signal, Notice* (notices, notice), Distribut*
(Distribution/s, distribute), Deploy, Disseminate, Notification, Perce* (Perception, perceive).
The next two stages of the paper selection were based on the abstracts, then the contents of the papers. A
fundamental understanding of the four key elements of EWSs guided the selection of inclusion/exclusion criteria.
The authors employed an interpretivist approach to guide the thematic analysis of the papers. This is because our
interpretation of the results was based on our research interests and experience in EWSs and IS; interpretive
researchers “assert their beliefs when they choose what to research, how to research, and how to interpret their
data” (paraphrased from Edge & Richards, 1998; Scotland, 2012, p. 12). Our selection criteria focussed on the
last two elements of EWSs: Dissemination and Communication, and Preparedness and Response Capabilities.
For the abstract selection, the primary and secondary investigators read the 161 abstracts and marked which papers
to read for further analysis. Both researchers compared their decisions. Where decisions were not the same, we
discussed the points for inclusion or exclusion until a decision was made. Sixty-six papers were included to be
read and analysed. The last stage of selection was based on the content of the articles. The primary and secondary
investigators read the 66 papers and discussed further which ones to include that matched the scope of the literature
review. Six papers were deemed out of the scope of this study and excluded from the study, resulting in a total of
60 papers included in this review.
Table 2. Summary of literature search results

2014

2015

2016

2017

2018

2019

116

147

110

95

159

139

766

Keywords search

23

31

29

14

39

25

161

Abstract review

16

13

9

5

13

10

66

Paper included

16

11

8

4

12

9

60

Database
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RESULTS

This section presents results from the 60 articles included in this review. It shows observations of past themes and
topics, and future directions of warnings research in ISCRAM. First, we provide a summary of the articles guided
by the theoretical disaster communication framework from Andersen (2016), to identify the interaction processes
between authorities, citizens and the technology media of the papers. Then the research questions are answered.
We discuss (1) the technological artefacts and (2) the topical themes of the past six years. We then look into (3)
the hazards included in the papers. Finally, we present (4) the future research outlook raised in the articles. We
note that the analysis and interpretation of the results of this study is limited to these 60 papers and cannot make
claims regarding the broader literature outside of the ISCRAM conference literature.
Summary of papers: Interaction processes

Disaster communication involves interaction processes between authorities, citizens and technology media
(Andersen, 2016). Figure 1 summarises the articles’ foci, whether the articles focused on the technologies, the
authorities, the public, or the intersections between these three.

Figure 1. Summary of articles, grouped according to technology, public, authorities, and intersections

The majority of the papers (n=55) revolve around technological artefact(s) and how these interact with the public
or authorities. Twenty-one papers focused on technology, looking to improve tools and systems without delving
into their interaction with stakeholders. Examples of technology-centric topics include sentiment analysis
algorithms to improve awareness (Sha, Yan, & Cai, 2014), big data analysis for floods (Stange, Steenhoek, Bothe,
& Schnitzler, 2015), architectural principles to integrate crowdsourcing (Meissen & Fuchs-Kittowski, 2014), and
others. Alternatively, twenty papers looked into how the public interacts with warning technology. Examples of
technology-public focussed papers include the public’s use and perceptions of different tools, such as social media
and apps (Stephens, Ford, Barrett, & Mahometa, 2014; Tan et al., 2019). Eight papers investigated how authorities
interact with technologies. Examples of technology-authorities papers include prototyping with authorities to
capture needs (Hughes, 2014) or to get feedback on systems (Al-akkad, Raffelsberger, Boden, Ramirez, &
Zimmermann, 2014). Six articles look into the interaction between the technologies, the authorities, and the public.
Technology-public-authorities focussed papers often looked holistically at the multiple stakeholders involved to
make effective systems (e.g. Otaka, Uchida, & Utsu, 2018; Sasaki et al., 2019).
Five articles did not focus on technology but instead investigated the public and the authorities. One authoritycentric paper looked into the processes involved within an agency to make decisions (Horita, de Albuquerque,
Marchezini, & Mendiondo, 2016). Three public-centric articles looked into how members of the public perceived
risks (Anderson et al., 2016; Kox, 2015; Yiwei Li, Guo, & Ito, 2014). The only authority-public focussed article
looked into the authorities’ perception of how the public behaves during crises; showing some discrepancy
between the myths that authorities believe versus reality (Schulze, Lorenz, Wenzel, & Voss, 2015). These five
papers, although not technologically focussed, also provide insights into improving warning systems through
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understanding the stakeholders involved. Notably, these public and authority centric papers were published in the
first three years of this review and none in the latter three years. Table 3 shows the focus of the articles over the
years for the 60 ISCRAM papers.
Table 3. Cross-tabulation of number of articles through the years and by article focus

2014

2015

Authorities

2016

2017

2018

Total

1

1
3

Public

1

1

1

Technology

5

5

2

1

4

Public-authorities

2019

4

21

1

1

Technology-authorities

3

1

1

2

1

Technology-public

7

2

1

1

5

4

20

1

2

2

1

6

11

8

12

9

60

Technology-public-authorities
Total

16

4

8

All years had technology and technology-public focussed papers. Technology-authorities focussed papers also
exist in most years. However, these were most prominent in 2014 and none in 2019. The 60 papers included in
this review looked into various artefacts, raised different thematic topics, investigated them in varying hazard
contexts, and provided suggestions for future research. We structure our interpretation of these papers on our
initial research question, as follows.
Technological Artefacts

The first question: what are the technological artefacts of the past six years of warning literature in ISCRAM? In
the past six years of warnings literature in ISCRAM, social media is the most investigated artefact (Table 4).
Aside from social media, the papers from earlier years investigated different media types, such as mass media and
other traditional channels (Baker, Samonas, & Artello, 2015; Stephens et al., 2014). Alternatively, papers from
later years looked into alert dissemination through personal artefacts such as mobile phones and apps (e.g. Bopp,
Douvinet, & Serre, 2019).
Table 4. Technological artefacts related to warnings discussed in the past 6 years of ISCRAM literature

2014
Social media

5

Community-centred systems

3

Models (Forecasting/Statistical)

2015

2016

2017

2018

2019

Total

1

2

4

1

13

1

1

7

1

1

1

1

Apps
Different media types

3

1

Systems integrating multiple data sources

1

1

Decision support
Assessment tool for early warning systems

1
1

2

1

5

2

2

1

1

4
1

1

2
2

1
1

5G
Indicator for public perception on EWS

1

GIS-based model

2

1

IoT
Serious games

4
3

1

Cell broadcast
Guidelines/Protocols

4

1

2
2

2

1

2

1

1
1
1

Offline networks

1

1

Systems: personalised alert

1

1
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Seven of the papers looked particularly into systems that support the community. Earlier literature looked at
systems integrating crowdsourcing into EWSs to involve broad communities (Meissen & Fuchs-Kittowski, 2014;
Tapia, LaLone, MacDonald, Priedhorsky, & Hall, 2014). In recent years, the papers look into creating multistakeholder systems that support local communities such as the elderly and the disabled (Otaka et al., 2018; Sasaki
et al., 2019). Two papers investigated serious games as artefacts and their roles in improving communication and
community resilience (van den Homberg, Cumiskey, Oprins, Suarez, & Hulst, 2015).
Five papers looked into the feasibility of technical models to improve warning systems. For example, modelling
peoples’ behaviour in crises (Arru & Negre, 2017) and modelling air quality index data for pre-warning systems
(Adam & Andonoff, 2019; Huang, Chen, Wang, & Yuan, 2015; Zhai & Chen, 2017). Recent papers have also
tapped into newer technological developments such as Internet-of-Things (IoT) (Arbib, Arcelli, Dugdale,
Moghaddam, & Muccini, 2019; Moreira & Sinderen, 2019) and 5G (Lambert, Fontaine, & Monneret, 2019).
Thematic Observations

The second question: what are thematic topics of the past six years of warning literature in ISCRAM? Table 5
details the topics the literature has tackled over the past six years. Risk perception and credibility of information
were topics of interest during the earlier years. For example, Kox’s (2015) research on the public’s risk perception
showed that the public’s fear of the hazard, coupled with their confidence in the information leads the public to
take protective action. Endsley et al. (2014) investigated social ties and sources of information as factors affecting
the credibility perception of crisis information. In more recent years, studies investigated how individual citizens
use technologies, such as social media and apps during crises (Spielhofer, Hahne, Reuter, Kaufhold, & Schmid,
2019). Research from Kremer (2018) and Tan et al. (2019) investigated interface design of personal systems to
improve the delivery of critical information to the public.
Table 5. Thematic topics discussed in the past 6 years

Topics through the years
Topics

2014

2015

2016

2017

2018

2019

1 Understanding population behaviour and risk perceptions
2 Technology, misinformation and credibility of information
3 Economic modelling of warning systems
4 Integrating human factors and perception indicators into systems
5 Inclusiveness and addressing digital divide in warnings systems
6

Frameworks and recommendations on social media crisis
communications

7 Understanding practitioners’ perceptions on technology
8 Understanding the publics’ perceptions on technology
9 Design, user interface, user experience of apps

Hazard Types

The third question: what are the types of hazards discussed in the papers? Forty percent (24 out of 60) of the
papers had a multi-hazard or generic context (See Figure 2). The discussions of these 24 papers are not limited to
a particular hazard, and the artefact or concept of the article can apply in different or multiple hazard contexts.
For example, Moreira and Sinderen (2019), without focussing on a particular hazard context, offered a conceptual
architecture for the development of interoperable IoT-supported EWSs. For hazards-specific related papers, highimpact weather (n=25) are the most commonly discussed. Twelve papers were in the context of meteorological
hazards (e.g. cyclones/typhoons, tornado), nine papers for hydrological hazards (e.g. floods), and four papers on
climatological hazards (e.g. extreme heat, bushfire). Eleven percent of the papers are on human-driven events
(e.g. bombings, gun violence). Three papers looked specifically into geophysical hazards (e.g.
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earthquakes/landslides), and only one paper investigated biological hazards (e.g. Ebola).
Biological
2%

Geophysical
5%

Climatological
7%

Man-made
11%

Multi-hazard
40%

Hydrological
15%

Meteorological
20%

Figure 2. Pie-chart on hazard contexts of the articles

The proportions of the type of hazard contexts discussed in the papers differ per year. Figure 3 indicates a potential
increase from single-hazard to multi-hazard approaches, acknowledging that due to the small sample size we
would need to confirm this with reanalysis in the future (e.g. 2021).

2019
2018

22%
8%

78%

17%

8%

17%

25%

25%

Biological
Geophysical

2017

25%

25%

50%

2016

25%

25%

50%

2015

9%

2014

13%
0%

9%

36%

6%
20%

19%

6%
40%

Climatological
Man-made
Hydrological

18%
25%
60%

Meteorological

27%

Multi-hazard

31%
80%

100%

Figure 3. Stacked bar on articles and hazards contexts through the years
Future Research Directions

The final question: what are the future research directions presented in the papers? The future directions can be
categorised into three main themes: technical research, social research, and strategic practice.
Technical research directions

The literature calls for awareness and adaptability to new technologies and industry trends. Thirty-five of the 60
articles provided suggestions for future technical research. Thirteen papers particularly mentioned new
technologies that may affect warning systems. In 2019, the papers highlighted the potential benefits and challenges
with IoT, 5G, artificial intelligence, and cloud-based digital systems (Lambert et al., 2019; Lorini et al., 2019).
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Technological artefacts worth investigating include wearable technology (Vaghela & Shih, 2018) and apps with
calm technology (See Kremer, 2018).
Changes in technology have brought about numerous data sources and increasing data availability. Research
efforts need to investigate how these can be managed (Hughes, 2014; Stange et al., 2015). Machine learning was
suggested as a method worth exploring that can reduce manual data management (Stange et al., 2015). Research
should also further investigate the topic of data integration (Gray, Weal, & Martin, 2017; Musaev, Wang, & Pu,
2014). Decision models, ontologies, and decision rules can also be developed in future research to improve
decision making (Arbib et al., 2019; Arru & Negre, 2017; Horita et al., 2016). Other technical topics to explore
include the use of transportation modelling for evacuation decisions (van den Homberg et al., 2015) and crowdsensing to improve decision making (Horita et al., 2018),
Social research directions

Twenty-seven of the 60 papers highlighted future research directions related to social or behavioural aspects of
EWSs. The ISCRAM literature calls for more research on engagement and participation of communities to
improve effectiveness of warning systems. For example, Chang and Chen (2018) demonstrated the success of a
cell broadcast system in Taiwan and suggested next steps to look into how the public responds to those messages.
Further studies are also needed on persuasive messaging to prompt the public to take protective action (Comes,
Mayag, & Negre, 2015; Yajie Li, Hughes, & Howe, 2018). Future research should also look into the role of the
public as end-users to aid in improving credibility and trust (Endsley et al., 2014; Hughes, 2014) and in the design
of technologies (Kremer, 2018; Sasaki et al., 2019).
Furthermore, Schulze et al. (2015) argued moving away from a general approach to warnings towards a more
differentiated approach. Future research on EWSs should acknowledge the diversity of cultures and languages in
populations (Lorini et al., 2019; Schulze et al., 2015). Moreover, the research body should recognise that as
technology advances so does the digital divide (Stephens et al., 2014). Inclusivity is a direction for future research.
Studies should look into the needs and constraints of digitally disadvantaged groups such as the elderly and
disabled (Anderson et al., 2016; Otaka et al., 2018). Further research could investigate how decision systems can
account for the capabilities of their constituent communities (Horita et al., 2016). Although much of the literature
highlights the positive benefits of technology, negative considerations should also be recognised. Technology can
be used to detect social crisis but misuse of technology can lead to unfair control of the public (Sha et al., 2014).
Future research on EWSs should look into ethical, legal, and social issues.
Research directions for strategic practice

Aside from technical and social research directions, some papers (19 of 60) encouraged further research on
strategic and organisational aspects of EWSs. For example, organisational research can aid resource management
(Comunello & Mulargia, 2017). More studies on pre-planning strategies could also provide insights for decisionmakers (Hughes, 2014; Sutton, Spiro, Fitzhugh, et al., 2014). Research and application of systems should not
approach warnings as a binary problem of issuing or not issuing an alert, rather context and mitigation measures
should be considered (Comes et al., 2015). Suggested areas for future research include developing a lexicon of
appropriate words and phrases for warnings and advisory messages (Blanford et al., 2014), engaging the public
before events, and understanding the potentiality of utilising serious games to establish trust between stakeholders
(Adam & Andonoff, 2019).
DISCUSSION AND CONCLUSION

The findings from the review of the 60 documents address the research questions, and provide insights into past
research themes and topics, and suggestions for future research. We next consolidate some of the key points
from the findings to identify further questions for EWS research in ISCRAM.
The results and subsequent analysis and interpretation have several limitations that must be acknowledged. Due
to the small sample size of 60 papers and limited time scale of 6 years, the interpretation of results is limited to
thematic and topical analysis and discussion; no statistical conclusions in terms of trends and significance can be
drawn from these results. Future research may expand the time period for wider coverage and more in-depth
analysis. Furthermore, the research gaps identified are based on the ISCRAM proceedings literature and may be
broader or have different prioritization if a wider disciplinary body of literature was explored. This will be
considered in the future. A focal point of this paper is to determine to what extent research around interactions
with and between the groups and their use of technology is present in ISCRAM conference proceedings to
highlight potential gaps in socio-technical perspectives for effective and fair use of technology.
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Ethical and Privacy Implications when using Social Media or Crowdsourcing Data

Much of the past research has focused on new IS technologies for EWSs, such as developing new systems
infrastructure or testing the performance or validity of a new system or data source. In comparison, less
consideration has been given to risks of implementing the new technologies, which are gaining attention from
users and audiences. For example, while the benefits of social media data have been proven in countless studies
for disaster communication, using social media in this way introduces concerns around the ethics of such use, and
raises questions about protecting users’ privacy (Fulton & Kibby, 2017; Harrison & Johnson, 2019). In response,
governing bodies and social media platforms have introduced measures to protect users’ privacy that may impede
how social media data can be used. In 2018, the European Union implemented the General Data Protection
Regulation, which has potential to reduce publicly available user data (Reuter, Backfried, Kaufhold, & Spahr,
2018). In 2019, Twitter announced plans to disable the geolocation feature for Tweets (except for photos taken
from within the app), to protect users’ privacy (Khalid, 2019). These changes in social media data access indicate
growing uncertainty in the reliability of this data source (Harrison et al., In Press). When using crowdsourcing,
crowd monitoring, data mining or any other techniques and technologies to capture publicly-produced data it is
critical to consider the ethical and privacy implications (e.g. Chan, Liang, & Vasconcelos, 2008; Yang, Zhang,
Ren, & Shen, 2015) and evaluate whether the data, technique, or technology appropriately suits the mission of the
organisation or project.
Adaption to Technological Developments

The ISCRAM literature for the past six years has focussed heavily on social media as the artefact of interest. This
is expected given the increasing presence of social media in our networked world. The ISCRAM body has
produced research that has kept pace with the progression of social media. However, the research may not be fast
or thorough enough to respond to developing trends. For example, in 2014, Sutton, Spiro, Fitzhugh, et al.
suggested investigating Twitter Alerts, a new feature at the time, to help users get accurate, official information
(Peña, 2013; Twitter, n.d.). Since then, however, no further research on Twitter Alerts has been published in
ISCRAM. In September 2019, Twitter discontinued this service with no specified reasons (See Twitter, 2019).
The lack of research on this feature, its successes, and failures, may have been a missed opportunity to advance
the use of social media as a credible platform for warnings. Research in this space could have guided future
developments of alerting services for other platforms, as Facebook plans to launch a similar service in 2019
(Samenow, 2019). Aside from social media trends, research should also keep pace with other technological
developments (e.g. IoT, 5G, etc.). Simultaneously, research should also be aware of the risk of overlooking nontechnical populations.
Early Warning Systems for everyone

Moving from broad research on understanding the general public as a homogenous whole, recent research has
emphasised that the public consists of diverse groups. Different demographics can respond to warnings variedly.
Spielhofer et al. (2019) highlighted that social media is used the least by older and socio-economically
disadvantaged citizens. The digital divide, a product of demographics, socioeconomic status, and physical location
(e.g. urban vs rural internet access), has introduced problems for online engagement and information
dissemination (Harrison & Johnson, 2019). It is of particular concern for EWSs as technology advances and
systems moving online. Authorities and researchers must continue to innovate and ensure that those underrepresented in the digital world are given a voice and do not miss critical, life-saving information (Anderson et
al., 2016), as two recent papers from this review have done (e.g. Otaka et al., 2018; Sasaki et al., 2019).
Furthermore, the multicultural values of modern societies introduce unique challenges of language barriers for
official communications (Harrison & Johnson, 2019). It is imperative to ensure that communications reach all
diverse groups within society in ways they can understand and engage (Chen, 2018). Existing guidance on
communicating for diversity should be explored (e.g. Community Comms Collective, 2019).
Challenges for the Multi-Hazard Early Warning System

Disasters can worsen when multiple hazards cascade or interact. The Sendai Framework and other sources argue
for a multi-hazard approach to improve warning efficiency (UNISDR, 2015). The results of this review show
indications of a potential trend that aligns with this objective, however confirmation from future research is
required. It is worth highlighting the WMO’s Multi-Hazard EWS checklist (see WMO, 2018) as an international
benchmark for agencies and counties on designing and implementing multi-hazard EWS. Implementing multihazard EWSs, however, may be easier said than done; as this substantial undertaking requires cooperation and
coordination across various stakeholders (Hemingway & Gunawan, 2018; WMO, 2018). Before countries choose
to transition their existing systems, it may be worth assessing their existing single-hazard EWSs, determining if
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there is a viable need for a multi-hazard EWS, identifying all potential risks and barriers to this undertaking, and
ensuring that a plan is in place for the sustainability of the program (Hemingway & Gunawan, 2018). After the
transition, authorities should continue to evaluate and improve the system based on audience needs and
capabilities, and technological advancements (Basher, 2006; WMO, 2018).
The paper has highlighted that there are socio-technical considerations to using and advancing EWSs. While
technology has advanced EWSs to new levels, it is important to consider the influence of technology on people’s
perceptions of and response to EWSs. This systematic literature review investigated the research themes and topics
from the past six years of ISCRAM conference proceedings to identify the research developments and directions
for EWSs from an IS perspective and to steer a discourse advancing this field of research.
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ABSTRACT

The EGCERSIS project aims at using virtual reality to improve the efficiency of the crisis management
preparation phase. The idea is to tackle the drawbacks of regular crisis management exercises thanks to fully
configurable scenarios taking place in digital twins of real critical sites. Virtual exercises will improve, among
other things, the frequency, efficiency, and modularity of crisis management preparation, while reducing its costs.
In this article, we demonstrate the idea of the project through a simple use-case taking place in a metro station and
involving three crisis responders. By linking virtual exercises to our crisis management platform, we also want to
demonstrate the usefulness of decision-support systems during a crisis.
Keywords

Virtual reality, Crisis Management, Exercises, Decision-Support System.
INTRODUCTION

Sites in which incidents or dysfunctions are threatening people’s life must be prepared to face any time of crisis
that might occur. In this paper, we are referring to those sites as critical sites. To be prepared to deal with a crisis,
those critical sites are required to set up and conduct crisis management exercises. The frequency of those
exercises depends on the site and the legislation: once or twice a year, or more or less frequently. However, the
complexity of setting up such an exercise and identifying relevant feedbacks, the costs (both in terms of resources
and time), and the lack of realism and flexibility, limit the positive impact of crisis management preparation, as
stated in (Conges et al. 2019). The EGCERSIS research program aims at overpassing those limitations thanks to
the use of virtual reality. Based on the idea that simulation-based training helps trainees to gain skills thanks to
safe and guided practice (Lateef 2010), we propose a training platform allowing trainees to be immersed in a
virtual reality simulation of a crisis. This platform is connected to a technological crisis management platform
(TCMP) to improve situation awareness and decision making in crisis response.
This article underlines the advantages of coupling our training platform with a TCMP. It is structured as follows:
first an overview of the context, then a presentation of the training platform and TCMP through a use case and an
analysis of the benefits of such a coupling. Finally, we list the perspectives and the next steps of our project.
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ABOUT CRISIS MANAGEMENT EXERCISES IN CRITICAL SITES
Disadvantages of current crisis management exercises

In crisis management, preparation is crucial to be ready to deal with the crisis as well as possible. This is why
critical sites are required to implementing internal and external plans, and to perform crisis management exercises
regularly. Those exercises are intended for the different actors of the crisis response, such as first or second aid,
or institutional responders such as firefighters. There are useful, as they allow the responders to assimilate the
intervention plans as well as the specificities of the site on which they have to intervene. However, they present a
lot of drawbacks, and their efficiency could be improved. As put (Ardila et al. 2013), traditional exercises are
“expensive and offer little flexibility (e.g. it is not possible to simply burn up a building every time a drill is carried
out)”. Mobilizing actors and a site is difficult: implication and impact on the actors’ side are unpredictable, and
the economic impacts on the site make it impossible to carry out exercises very often. This means that the coverage
of a potential crisis is low, which leaves a lot of room for the unexpected. The realism of a scenario is currently
difficult to obtain, which limits the lessons that can be learned from an exercise.
The need for a decision support system

Another complicated aspect of crisis management is the interagency aspect: “real training in the field of
emergency management is very expensive and complicated regarding the harmonization of procedures between
agencies” (Ardila et al. 2013). In a context where decision making must be quick and extremely efficient, it is
important for each kind of actor to be able to rely on others to do what they must do. However, decision making
in a crisis situation is complex because of the complexity of the system itself, the difficulty to gather and sort
information, and the need to constantly adapt to the evolution of the situation. According to (Prelipcean and
Boscoianu 2011), “inadequate communication between different actors and different levels; the relative
inadequate data fusion, selection, filtering, and standardization impacted information database; the difficulty to
update information about the development of the extreme risk” are problems that enhance the need of a decision
support system. (Drudzel and Flynn 1999) defines decision support systems “as interactive, computer-based
systems that aid users in judgment and choice activities”. (McNurlin and Sprague 2001) described them as
“computer-based systems that help decision-makers confront ill-structured problems through direct interaction
with data and analysis models”. They are very valuable tools in complex situations where decision-makers need
to analyze multiple sources of information (Martinsons and Davison 2007), as it is the case in crisis management.
In a crisis context, a lot of information need to be gathered and analyzed: what happened, when, where, are there
casualties, who are available to help, what is the geographical context (e.g. are there critical infrastructure around
to evacuate or secure), what are the possible evolutions of the crisis... Useful information come from different
sources: institutional infrastructures, first responders, institutional responders, social media… That information
has to be used in order to determine the best course of action in order to solve the crisis, not only at the beginning
of the response phase, but all along the evolution of the crisis. The best solving process will probably change as
the situation evolves, and this has to be noticed and taken into account by all the responders.
Virtual reality as a training and learning tool

First of all, we are going to define what we mean by virtual reality. Definitions of the word go back to 1990s, with
the definition of (Steuer 1992): “virtual reality is electronic simulation of environments experienced via headmounted eye goggles and wired clothing enabling the end-user to interact in realistic three-dimensional situation”,
and the definition of (Beroggi et al. 1995): “virtual reality is an immersive, synthetic or computer-generated
environment that provides the experience of “being there””. The most important part of those definitions for us is
the notion of immersion: being there and being able to interact with the environment. Immersion will help the
user to feel involved and committed to the exercise. (Louka and Balducelli 2001) completes this: “a computergenerated system that generates an artificial world that tricks the user into feeling part of it would not be a complete
definition of virtual reality, because it lacks the vital component of interactivity. Virtual reality is a threedimensional user interface in which the user can perform actions and experience their consequences”. This ability
to experience consequences, along with “first order experience” and a sense of “presence” is the key to the learning
experience in virtual reality, according to (Mikropoulos and Natsis 2011) in their ten-years review of empirical
research on the educational application of virtual reality.
Coverage and repeatability: As stated before, one of the biggest drawbacks of current exercises is the low
coverage of possible crisis scenarios. The cost and difficulty of mobilizing actors and sites make it impossible to
set up exercises very often or to repeat a scenario. Thanks to virtual reality, we can imagine any kind of scenario,
under any conditions (rain, strong wind, night or day, with or without equipment…). The use of a scenario editor
will make it easy to recreate any type of crisis, and even to change the course of a crisis during the exercise. Once
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the digital twin of the considered site is built, it will not be more expensive to run multiple exercises instead of
one, which will allow repeating a scenario (or a variation) as often as needed to master it.
Immersion and practice: Virtual exercises will increase the realism of the exercises. Instead of imagining a fire
while sitting around a table, the trainees will have to face it in the digital twin of the critical site. This will increase
the implication of the trainees, without endangering them. Because everything is simulated, trainees will be able
to make mistakes and fail without consequences, and to try again. As put by (Kang et al. 2019), "for training and
education purposes, virtual reality allows trainees to practice cognitive, and sometimes physical, skills in
simulation as risks to safety and material costs can be much lower in VR than in physical training". Thanks to the
immersion allowed by virtual reality, “better retention of information” is achieved (Gallerati et al. 2019). “Players
are encouraged to learn by trying different strategies, succeeding and failing as they would in an entertainment
game” (Saunders et al. 2019), which increases the impact and the lessons that are to be learned from the exercise.
Testing new technologies: We want to enable the practitioner to test new tools or new technologies.
Implementing them in the virtual environment will allow the players to use them to solve the crisis. Comparing
the outcomes of an exercise with and without that particular tool or technologies will help determine its relevance
and decide whether the investment is worth it.
Decision-making: Quick and efficient decision-making is, as stated earlier, a huge part of crisis management. We
believe that virtual reality can also help improve decision-making. With a virtual exercise, all the data can be
recorded in real-time, thanks to its numerical nature. Everything can be monitored, replayed and analyzed to
gather feedback, which will lead to improvement of the crisis management, including the intervention plans and
the actor’s skills. The more data gathered, the more difficult it is to analyze and effectively treat it. In that too, we
believe that virtual reality could help, thanks to its ability to go beyond reality. The idea is to use virtual
environments to “extend the user’s capability to feel data that would normally be beyond the range of their senses
or experiences” (Mikropoulos and Natsis 2011). We want to use virtual reality as a tool for data visualization and
analysis. As shown by (Millais et al. 2018), data exploration is more successful and satisfying in virtual reality
than in 2D, thanks to the “wider field of view, increased dimensionality and sense of presence”.
To this day, the main drawback of virtual reality is technologic, with haptic rendering. The lack of resistance and
haptic feelings can reduce the realism of certain scenarios, for instance with weight and feel-less casualties, or
pressure-less fire hoses. However, virtual reality as a learning and practicing tool remains at least as effective as
reality, and “professional training can be fruitfully enhanced by VR”, as shown by (Saunders et al. 2019).
THE EGCERSIS RESEARCH PROJECT AND OUR DECISION SUPPORT SYSTEM
EGCERSIS

The EGCERSIS research program, described in (Conges et al. 2019), aims at providing a framework dedicated to
preparation and training for crisis management on critical sites. The idea is to use virtual reality and a decision su
pport tool to provide an immersive crisis management scenario, set in the digital twin of a critical site, and to link
that experience to monitoring and supervision tools to get reports and capitalize on the exercises.
Four components are to be implemented, to achieve those objectives and tackle the identified drawbacks of reallife exercises:
-

-

-

-

An exercise editor, to model and define scenarios. This editor will allow greater coverage of possible
crisis in a given critical site. Besides the creation of crisis scenarios, we propose to allow the scenario
designer to make the crisis evolve during the exercise, for instance adding weather conditions or new
casualties.
A virtual environment, to enact multi-player scenarios. This environment will be a digital twin of the
considered critical site, to improve immersion and realism. We want several players to be able to evolve
in this virtual environment, interacting with each other and with the environment.
Decision-support tools, to accompany decision-makers in the crisis cell. The virtual environment will
be fed by our decision-support tools, to gather and analyze the data of the exercise and to be able to
determine the best course of action to solve the crisis.
Dashboard tools, to enable real-time and a posteriori analysis of players, exercises, and plans. These
tools will help improve crisis management in real-time, acting as a decision support tool; and a posteriori
capitalize on the exercise to improve it.

The EGCERSIS program will follow four main steps, presented in Figure 1.
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The first step will be to use plans of the building and maps to create a 3D digital twin of the considered critical
site. To do so, formalized protocols for the establishment of digital twins will have to be set up in the project. The
crisis management exercises will take place in those digital twins of critical sites, which will improve the realism
of the scenario.
The second step will be to implement a given scenario. To do so, we are developing a scenario editor that will
enable site managers, responders or authority representatives to design a realistic scenario, taking into account the
available resources (humans and materials) and the condition in which they want the exercise to take place. This
scenario editor will allow designing a scenario before the exercise, but also to make this scenario evolve
throughout the exercise.
Thirdly, the exercise will be enacted thanks to virtual reality. The trainees will face the exercise in the digital twin
of the critical site. We want to make sure that they can have access to realistic virtual tools, close or identical to
the ones they use in a real crisis, and train in conditions as close to reality as possible. During this exercise, crisis
managers will help the trainees thanks to the technical crisis management platform developed in our lab, R-IO
Suite.
Fourth, the numerical nature of the exercise will finally allow all the data to be easily recorded and analyzed to
capitalize on the exercise. The idea is to get precise feedback to improve the exercise, but also crisis management
(intervention plans and the actors’ skills).

Figure 1: Big picture of the EGCERSIS research program
R-IO Suite

The exercise, enacted in the virtual environment of the critical site, will be linked to R-IO Suite. This decisionsupport tool, described in (Benaben et al. 2017), aims at “managing the collaboration” interagency, and “dealing
with the very huge amount of data”. It is a software suite composed of four tools:
-

A design assistant, to support the situation modeling and the deduction of a response plan. The idea is to
fill three models – context (what are the stakes and the impacted part of the world), partner (who are the
responders and what can they do) and objective (what are the missions to be achieved) – based on which
a response plan will be deduced. The software provides the responders with a BPMN (Business Process
Management Notation) collaborative process to solve the crisis.
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A workflow assistant, to orchestrate the collaborative process. Human tasks are deployed on
smartphones, tablets or computers for the actors to deal with them, while software tasks are dealt with
through the service-oriented architecture of the workflow assistant.
A tracking assistant, to monitor the crisis and the workflow progress. The idea is to check for any
difference between what is happening and what is supposed to happen, to deduce a new response plan if
need be.
A governance assistant, to manage the models and the knowledge base associated.

In the EGCERSIS project, we use R-IO Suite to collect data, analyze and interpret them to describe the situation,
use this description to help manage the crisis through the proposal and orchestration of a response plan. All those
steps must result from a constant exchange of data between R-IO Suite and the virtual environment hosting the
crisis management exercise. The initial situation, as well as its evolution, must be constantly analyzed to always
propose the response plan best adapted to the actual situation.
METHODOLOGY

For each exercise scenario in this project, we follow the cycle presented in Figure 1. Once the digital twin of the
critical site is available, we define the scenario of the exercise. To make it as realistic as possible, we work with
people responsible for security at the site, with the first people that are going to have to respond should a crisis
occur, as well as with firefighters. Then we enact the scenario inside the digital twin of the critical site. The
targeted trainees of those exercises are the people who will have to deal with a real crisis: first the witnesses of
the start of the crisis, then the people in charge of the response on-site, and finally the first official responders
such as policemen or firefighters. The final step of the exercise will be to analyze the results and feedback to be
able to improve the response to the crisis.
A USE-CASE TO DEMONSTRATE THE LINK BETWEEN VIRTUAL REALITY EXERCISES AND OUR TMCP

In this section, we want to demonstrate the usefulness of R-IO Suite thanks to our virtual exercises. To do so, we
set up a scenario of crisis management that we enacted as a virtual exercise and run once without R-IO Suite and
once with it. To ensure realism, we validated this scenario with the firefighters of Albi.
Presentation of the use-case

Nota Bene: The following example is fictional and is not meant to be realistic. This simple use-case is dedicated
to illustrating the usefulness of using a decision-support system in crisis management.
At 9:00; on the 16th of January 2020, a fire declared in the Madeleine metro station. Three fire starts have been
reported, as well as two casualties. The station has to be evacuated, and a security perimeter must be set up. Three
actors are going to be sent on the field to deal with the crisis and stabilize the situation before sending
reinforcement: a fireman, a medical doctor, and a policeman.

WiP Paper – Visions for Future Crisis Management
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

1104

Congès et al.

Virtual Reality to Train for Crisis Management

Figure 2: Madeleine metro station in the virtual environment.

Two versions of the scenario are going to be played. The first one with no link to R-IO Suite, and the second one
linked with it.
When we ran the first exercise, a briefing was given to the three players. Each of them was informed of the
situation as described above and given a task to perform to solve the crisis. The fireman is to extinguish the fire
starts, the medical doctor is to evaluate the state of the casualties, and the policeman is to close the access to the
station to prevent people from coming in. Each of them also has access to a specific tool depending on the task
they must perform: a fire hose for the fireman, a first aid kit for the medical doctor, and barricade tape to place on
the entrances for the policeman.

Figure 3: Plan of the metro station in the initial state of the scenario
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The second version of the use-case is played linked with R-IO Suite. Before the beginning of the exercise, the
knowledge database of the platform has to be filled in. The available partners (fireman, medical doctor, and
policeman) are registered along with their abilities. The context and objective models are also completed: the
context is the metro, and the objectives are the ones identified before (extinguish the fire, heal the casualties and
secure the perimeter). The platform is connected to virtual sensors that send data to analyze. Among them, one
presence sensor detects a movement on the second platform of the metro station. From this, R-IO Suite deduces
a new objective: someone or something is there, it has to be checked.

Figure 4: Comparison between the objective model before and after the analysis of the data from the presence sensor.

From those models, the decision-support platform deduces a response plan to the crisis. This plan is presented as
a BPMN process that can be modified if needed. In this exercise, we decide not to change it, and to deploy it. The
process is shown in Figure 5. Each line corresponds to an actor and shows the tasks that he will have to perform.
The first line corresponds to the tasks attributed to the policeman. First, he will have to go check the presence
detected by the sensor on the second platform of the metro station, then he will have to secure the perimeter. The
second line is for the medical doctor, whose only task is to deal with the wounded. Finally, the third line is for the
fireman, who has to extinguish the fire. For now, all those tasks are orange on the platform. This means that the
process has been deployed, ready to be played, and waiting for an update from the actors on their first tasks.
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Figure 5: Process deduced by the platform to solve the crisis.

Each actor, now evolving in the digital twin of the metro station, has a virtual watch (which could be replaced by
smartphones or connected watches in real life) on which their first task had appeared (Figure 6). This replaces the
briefing needed without R-IO Suite. Thanks to this virtual watch, the actor can access all available information
about the task he has to perform. It also allows them to indicate that they are done with a task. The information is
sent to R-IO Suite, and the process goes on: a done task now appears in blue on the process page, and a new task
is sent to the actor if its line is not over. Thanks to its first task, the policeman went to the second platform fast
enough to find a child there, and deal with him.

Figure 6: Virtual watch of the fireman
WiP Paper – Visions for Future Crisis Management
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

1107

Congès et al.

Virtual Reality to Train for Crisis Management

Technical aspect

This simple use-case is the first realized within the frame of the EGCERSIS project. Its objectives were to get
familiar with the technologies and to provide proof that exercises in virtual reality allow realism and a sense of
immersion. Besides, it aimed at showing that virtual reality exercises could also be used to determine the relevance
of a tool for crisis management. The trainees are evolving in a virtual 3D environment built with Unity® 1, in its
version of 2019. It has the advantage of being mastered quickly and allowing you to build sufficiently advanced
prototypes for research projects. Trainees interact with the environment through HTC Vive Pro® 2 virtual reality
headsets and controllers. In this first scenario, the movement was achieved through teleportation, however, in the
coming use-cases, we plan to use Kat VR®3 omnidirectional treadmills.

Figure 7: Avatars of the other players as seen by the fireman.

One of the main difficulties encountered with the implementation of this scenario was to deal with the multiplayer aspect. The different trainees are evolving in the same environment, and they can see each other, as shown
in Figure 7. However, for now, they can’t cooperate yet. We used Photon Network® 4, for its advanced state of
game customization and connection between users. This system uses its own hosting network, preventing the
users from having to deal with panels of configuration to be deployed to be together in the virtual world. In this
case, all the players where in the same room (Figure 8), however, it is not mandatory and they could have been at
different places or different countries.

Figure 8: Players equipped with controllers and headsets, on the Kat VR treadmills.
1
2

https://unity.com/fr
https://www.vive.com/fr/product/vive-pro/

3

https://www.katvr.com/

4

https://www.photonengine.com/
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Steam VR®5 allowed us to quickly deploy virtual reality for playing in a virtual environment. This technology is
polyvalent, and adapt to various virtual reality equipment. We choose non-wired HTC Vive Pro® for their digital
rendering and lightness.
To achieve multi-playing in this scenario, several links had to be implemented. They are presented in Figure 9.
First, an executable is implemented in Unity®. Data on the position, moves, and actions of the player are sent to
Photon®. Photon® hosts the game and sends the data to the other players. The information about each player is
sent to all the other players at any time.

Figure 9: Architecture of the multi-player aspect.

Finally, the virtual environment had to be linked to R-IO Suite. The process, summed up in Figure 10, is the
following. Before starting the exercise, each player needs to be connected to R-IO Suite server when launching
the simulation with their roles, sending their IP address and other information. The aim is to send and receive
information in real-time. Each information sent or received is in the JSON format, which enables a common
programming language between the different users. And when all of the users are in the virtual environment, RIO Suite will send tasks’ information to the player to whom it is attributed. For example, the firefighter will receive
the task of extinguishing fires, with information such as the type of fire, its sources or even its location.
We call the objective a “TO DO” to ask the person to realize their task. When the player has done it, he has to
inform R-IO Suite and can push on a button linked to its TO DO and send the message “Task Done”. R-IO Suite
reloads its process and sends the next task.

Figure 10: Links between R-IO Suite and the virtual world
5

https://store.steampowered.com/steamvr?l=french
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Analysis of the exercise

In the first scenario, it is easy to miss the child because we can’t see him from the first platform of the metro
station. It is necessary to look for him to find him. Of course in a real crisis, the responders would probably have
searched the whole station to make sure that no one would remain anywhere, however they could have arrived
too late where the child was. Thanks to R-IO Suite, it is impossible to miss it since it is a whole task of the process
to go and check the place.
Thanks to R-IO Suite, the sorting and analyses of the data are quick and thorough and lead to a proposal of a
response plan to solve the crisis. This process can still be reviewed and changed by the crisis managers and can
evolve as the situation evolves. The idea is not to explain their job to the responders, but to help them find the best
way to act collaboratively to solve the faced crisis: it is about coordination and not interfering. Thanks to the
virtual watches, each actor receives a notification of its tasks, following an order determined by the priority of
each task. This will allow reducing the time taken to brief the actors and quicken the response to the crisis.
Another great advantage of R-IO Suite is to be able to follow the crisis in real-time. On the one hand, the crisis
management cell can follow the completion of the tasks, and so determine when the situation is under control
enough to send reinforcement, or it can decide that the resolution of the crisis takes too much time, and decide
what to do. On the other hand, the tracking assistant will keep on analyzing the data from the field to compare the
real situation with the situation as it should be if the process was strictly followed. This will enable a quick reaction
to any difference, with the deduction of a new process and new tasks sent to the actors if necessary. This will
speed up and improve the agility of the crisis response.
This first virtual exercise, intended as a proof of concept, is very simple. Of course, the process could have been
deduced without the help of R-IO Suite. In a real crisis, the child would probably have been found anyway, and
the repartition of the tasks was pretty obvious. However, in a much more complicated situation, with dozens of
actors, several different agencies, each of them with their communication and decision-support tools, with a more
complex geographical context and more casualties or risks to the population, it will be important to have a tool
capable of dealing with all the information and propose a relevant course of action, taking into account the
strengths and weaknesses of every actors, and prioritizing the tasks to limit the number of casualties (both human
and material).
NEXT STEPS AND CONCLUSION

The approach presented in this article aims at using virtual reality to improve the efficiency and relevance of crisis
management exercises in critical sites. It allows access to a fully-configurable crisis, in immersive and realistic
conditions. It also enables the interfacing of the exercise with emulated or real tools, to decide their relevance in
crisis management, as we have done with R-IO Suite. Comparing the outcomes of the exercise with and without
the tool can highlight its usefulness of uselessness. Finally, training in a virtual environment instead of just
theoretically will improve the assimilation of practices and procedures.
We are still at the beginning of the project; however, we will need to be able to evaluate the improvement allowed
by training in virtual environments. We want to measure the evolution of the responders’ efficiency after those
training: will it be significantly improved; will the presented virtual watches prove to cause attention deficits or
misplacement?
The use-case presented in this article is very simple. Our ambition, through this project, is to propose several other
use-cases, more and more complex, to prove our points. First of all, we want to further improve the realism of the
user’s experience. Several actions are intended to do so, the first of them being to transpose our fictional scenario
into actually existing buildings. We already have a digital twin of our university’s lab, in which we plan to train
the security teams of the university (Figure 11). To do so, we are working on a scenario with the security team of
the university and with the firefighters of Albi. Several other companies’ digital twins will follow.
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Figure 11: Digital twin of our lab

We are also working on the implementation of the scenario editor that will enable the managers to adapt a crisis
scenario in real-time, to make it fully adapted to the training needs. To do so, we want to make it possible for the
scenarist to drop new objects or new crisis elements (fire starts, casualties, block a door; change the weather
conditions…) in the scene while the scenario is being played. Those new conditions and evolution of the situation
will have to be taken into account by R-IO Suite to change the response plan if needed. An important aspect of
achieving realism in the exercise is to get the best digital twin possible of the critical site. To do so, we plan to set
up a formalized protocol to digitalize the sites. We also want to increase the users’ interactions with their
environment and co-players. So far, multi-playing is reduced to evolving in the same environment and being able
to see each other. We want to make collaboration and cooperation possible, for instance lifting a casualty in a
stretcher would only be possible with the efforts of two people. We also want to enable interactions with the
environment, with tools or objects, on non-player characters that could be passive (wounded) or active (crowds,
malevolent actors, terrorists or agents whose naive actions have to be taken into account…).
To make our scenarios more complex and realistic, we will need to improve the way they are built. The use-case
presented in this article was built following no particular structure or procedure. We could add an underlayer to
the scenario editor, using, for instance, the Analytic Decision Game framework, presented in (Graham and
Stephens 2018; Kretz et al. 2012), to create more realistic, challenging, engaging, and adaptable scenarios.
Beyond the training environment, we also want to provide crisis managers with a virtual piloting environment,
dedicated to situation awareness and decision-making. Our idea is to provide a virtual and real-time twin of the
crisis, where crisis managers will be able to see what is happening and will have the ability to safely walk into the
crisis if they need to. Zooming in or out of the site to get multiple points of view will improve situational awareness
and thus decision-making. We also want to further explore the ability of virtual reality to go beyond reality, to
offer better tools for data visualization and decision-support, making abstract concepts and information concrete
and almost touchable.
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ABSTRACT

In this paper, we explore the process of co-creation of knowledge between modelers and ethnographers through a
project focusing on the role played by CIGS (Citizen initiatives for global solidarity) in the refugee crisis in the
island of Lesvos, Greece. We describe the process of collaboration and discuss what this type of interdisciplinary
collaboration may bring to the development of a research topic when the initial skepticism and questions of
epistemological differences have been overcome. Moreover, we address some of the challenges embedded in this
type of research collaboration, particularly the skepticism present within the social sciences.
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INTRODUCTION AND BACKGROUND

We are in Lesvos for the third time, this time to attend "the Lesvos dialogues", but also to explore
opportunities of working together with modelers on the Lesvos case. One of them is a refugee
researcher and trained in modeling. We are full of skepticism, must admit, but ready to explore. Our
potential modeling partners from the US are also attending the dialogues. For sure, that is a good
thing, that we are all familiar with the context, and will meet some of the same people before we sit
down together. Don’t know about this experiment, will we go well together, we talked about it this
morning and we wonder, what do they think about us?
(Ethnographers’ fieldnote jottings, May 2016)

2015 was a historic year in Europe in terms of refugee arrivals. According to the UN refugee agency (UNHCR),
more than a million people reached Europe across the Mediterranean, mainly arriving in Greece and Italy. Another
34 00 crossed from Turkey into Bulgaria and Greece by land (UNHCR, 2015). Refugees primarily came from
Syria, Afghanistan and Iraq, fleeing from war and terror. It was the highest number of refugee’s arrivals since the
Balkan war in the 1990s, and the intensity of the situation particularly impacted some of the Greek islands where
refugees would arrive in small boats, in thousands, every day, in the most intense periods of 2015. The situation
was difficult, as there was no infrastructure or system in place to address the needs of the arriving refugees. The
delayed response from the UHCR (the UN refugee agency) and other established actors led to a massive
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mobilization amongst ordinary people without any previous experience from humanitarian work, wanting to
contribute to helping the refugees as they arrived on the shores of Europe.
In this article, we present and discuss how four researchers from different fields and backgrounds have teamed up
and worked with a particular topic related to the refugee crisis. The team consists of two ethnographers (Haaland
and Wallevik) from Norway and two modelers (Frydenlund and Padilla) from the US, who met for the first time
in 2017. The ethnographers, who had studied citizens starting their humanitarian initiatives in the global South
(Haaland and Wallevik, 2017) were interested in exploring what role individuals could play in assisting in the socalled refugee crisis that played out in Europe in 2015. Previous research had shown how new initiatives often
rely on social media to mobilize resources, which was also the case in the refugee crisis. The two ethnographers
started following initiatives emerging online on Facebook, initiatives which were often also referred to in the
conventional media. In 2016, they visited one the Greek islands which had become a hotspot for refugees – Lesvos
and initiated their ethnographic fieldwork on the role of CIGS in a humanitarian crisis (Haaland and Wallevik,
2019). One of the modelers had previously researched the situation in a refugee camp in Rwanda (Frydenlund,
2015) and the common interest brought all four of us together on the island of Lesvos in 2017. We joined a
workshop for researchers working within the field of modeling and simulation (M&S) where the overall idea was
to explore the potential mutual benefits we could have as researchers, working with a complex and challenging
research field. The workshop became the start of a rewarding, yet also challenging interdisciplinary journey trying
to reconcile epistemologies as well as methodologies (Padilla et al., 2018).
In the following, we discuss the process of co-creation of knowledge, involving ethnographers and modelers. We
describe how we as four different academicians, positioned in various disciplines and methodologies struggled to
find ways of jointly exploring innovative ways of researching the refugee crisis in Lesvos. Hence, the paper is a
description of an academic journey and a process of working towards an epistemological and methodological
reconciliation, where we reflect upon commonalities and differences and a path forward. We address what can
potentially be gained through this type of interdisciplinary work and co-production of knowledge in a challenging
and complex field such as refugee studies.

A BRIEF INTRODUCTION TO MODELING AND SIMULATION AND TO ETHNOGRAPHIC WORK

Modeling and simulation (M&S) techniques have, for many years, been used as tools for academia, industry and
government agencies seeking to gain insight, via computational experimentation, into eliminating, or reducing,
ethical concerns, costs and safety issues (Shults, 2019). Simulation models rely on abstracting a phenomenon or
system computationally programming its most salient characteristics, in a structured manner, facilitating their use,
understanding, replication and communication. However, M&S techniques has moved beyond the realm of the
natural sciences and engineering and is increasingly applied in the humanities and social sciences research
(Gilbert, 2007). This allows for increased co-creation of knowledge across disciplines, backgrounds and thematic
interests. Yet, such cross-disciplinary work is challenging, due to epistemological differences between the
researchers and the disciplines they represent. Agent based models (ABMs) and system dynamics models have
gained ground in the social sciences and simulation literature as they provide explanations of phenomena
considering non-linear relations evolving through time.
These models provide the means of making mental models, and corresponding assumptions, explicit while
checking for feasibility and correspondence to existing theoretical and empirical work. This “explicitation”
process becomes challenging for those of us working primarily with qualitative data.
The ethnographers in the team are working in the field of development which is marked by several disciplines.
We have experienced how our interpretive and constructivist approach often is considered irrelevant for other
disciplines. Working across different disciplines in various projects has made us experienced in making explicit
our standpoint and what our focus on ethnographic data entails. Furthermore, inspired by institutional
ethnography, we theoretically argue the case for starting out in the empirical (Smith, 2005). As pointed out by
Hammersley and Atkinson, ethnography is not a label used in standard fashion, rather its meaning can vary (2007:
1). In our work, participant observation is an important methodological approach. When doing participant
observation there are two broad categories of data gained, namely verbal statements of members of the society
and their observed behavior (Holy and Stuchlik, 1983). Consequently, we conduct interviews and engage in
informal conversations as part of our field research, as well as observe actions. To understand the context in which
these statements and observations are made we also read different types of texts, such as policy documents. The
qualitative approach of our research signifies that we often work case-based, and with a limited number of
informants or interviewees, to facilitate for in-depth studies and understanding of a certain phenomenon. In line
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with what Hammersley and Atkinson (2007) describe, the initial questions that motivated the research are often
transformed during the research, and the research process is often time-consuming. The analytical process
involves interpretations of the research informants’ statements and actions into a wider context.
Context is key to ethnographic research and therefore one of the main concerns for us as ethnographers when
exploring potential collaboration with colleagues working with modeling and simulation; how is context taken
into consideration when data is transformed into the language of modeling and simulation? Is there a danger of
extreme reductionism? Hammersley and Atkinson (2007: 3) also say that «acknowledging the reflexivity of
research does not imply that it must be primarily directed towards changing (or for that matter preserving) the
world in some way or other». For us, who are also inspired by institutional ethnography (IE), such a change is
desired.

FINDING COMMON GROUND IN A RESEARCH THEMATIC

Epistemological differences are never fully dissolved through collaboration. However, to enter into a productive
partnership requires a great appreciation and openness for other epistemologies. As we have pointed out
elsewhere, qualitative research and M&S have some common fundamental features (Padilla et al., 2018). Being
positioned in the part of social science aiming for change through research, we find a common path with the
modelers. We quickly understood that we all wanted the collaboration to be a contribution towards acknowledging
CIGS as an essential part of emergency management locally, be it in a human-made or a nature-made emergency
and that such an acknowledgement could make evident how CIGS work.
As already outlined, our collaboration started as we physically met in Lesvos. We had been introduced to the idea
of merging ethnography on the refugee crisis with modeling, through a colleague all of us knew and who had
recently ventured into using M&S to understand the role of religion in contemporary society in Norway (Shults
et al., 2018 ). His newfound enthusiasm for modeling and simulation made him want to present this field for social
scientists, hoping to convince some to start working with M&S and potentially joining him in future work. He
presented his project in a seminar at the social science faculty where the ethnographers work. He focused on what
M&S could add to qualitative research and how building models and simulations could potentially contribute to
policymaking. The epistemological questions and divides became evident throughout the seminar, through the
number of questions asked. Most participants, mainly geographers and anthropologists, dismissed of M& S as
reductionists, failing to incorporate the complexity of ethnographic data and easily falling into the pitfalls of
turning into simple predictions not grounded in solid empirical data. Our colleague was familiar with such critique,
but as he is not doing the modeling work himself, he had not developed a comprehensible language to disseminate
the core content of M&S to respond to the audience’s critical questions sufficiently. We, the ethnographers in the
team, also attended the seminar and found ourselves intrigued but without enough understanding of what M&S
entailed. Yet, with a strong research interest in the refugee situation in the Greek island of Lesvos, we continuously
debated amongst our self how small sample data could be relevant to policymakers and could contribute to new
understandings leading to change.
As mentioned, the team met for the first time in Lesvos in May 2017. The ethnographers had previously conducted
ethnographic fieldwork on the island on the emergence of CIGS – a term coined to reflect emergent actors in the
development sector - and now also in the humanitarian sector. The modelers were visiting the island for the first
time. We all joined a seminar exploring the challenges to the humanitarian work in Lesvos (Lesvos Dialogues)
and a four-day workshop exploring the potential for collaboration between researchers working with modeling
and simulation and social scientists. Before departing for Greece, three of us had an introductory meeting on
Skype, where the overall aim was to get to become a bit more familiar with each other’s research focus and
interests and present our work to each other. The modelers were calling from the US, the ethnographer from
Norway. We were not just continents apart from each other but also struggled to find some common language to
talk about how we potentially could work together. The ethnographer voiced her concern with maintaining the
complexity of the context and her fear that modeling would not capture the data and its rich contextual insights.
A potential for reductionism was discussed. The modelers made it clear to how they were equally concerned with
this, stressing that "all models are wrong, but may still be useful".
Meeting in Lesvos in May 2017, it was with a great deal of skepticism towards what modeling and simulation
could contribute to our work with understanding CIGS in a context of crisis. We spent the three initial days
together visiting different refugee camps on the island, interviewing different actors involved in the crisis, such
as representatives of humanitarian agencies and organizations, representatives of local government, and the
tourism industry. The meetings were long and intense, leaving little room to talk or compare notes. When we
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finally sat down to talk about where ethnography and simulating and modeling could possibly meet, we had
established some common ground for understanding the situation in Lesvos. The shared experiences enabled us
to explore to what extent we could find a common language and approach to understand the context and potentially
use the ethnographic material already collected for building a model. However, before starting, we were given a
new introduction to modeling by our American colleagues. They started with the basics, emphasizing the
difference between system-based models and agent-based models.
Starting of our work together the modelers asked: “So what is the question?” and after initial fumbling, the
ethnographers replied – “here is the story”. Roughly, the story was about different interpretations of crisis in
Lesvos, seen from the perspectives of the different actors. As pointed out by Fetterman, the ethnographic study
allows for multiple interpretations of reality and alternative interpretations of the data throughout the study. The
ethnographer is interested in understanding and describing a social and cultural scene from the emic or the
insider’s perspective (Fetterman, 1989). Hence, the ethnographer relies not only on observation or participant
observation but also interviews with key informants. Ethnographic fieldwork thus produces complex data, rich in
detail and located in a particular context. By being asked to reduce the complexity of the situation into a single
question, we feared for a reductionism of the rich data collected through ethnographic fieldwork. Our colleagues,
the modelers did not think in terms of capturing a story, but rather in terms of purposeful models that “go beyond”
a description of events. But as they were familiar with the skepticism social scientists often display when
confronted with the idea of modeling, they started to listen to how we sketched out the context of the situation in
Lesvos in 2015 and 2016. We particularly emphasized how various humanitarian actors and local people had
attempted to meet the growing needs of thousands of refugees arriving on the island, the emergence of CIGS, their
interaction with the humanitarian aid establishment.
The modelers responded with questions about the chronological evolution of events, stakeholder, potential
variables and the context of each year. The opportunity to relate to the interviews we had conducted together
during the previous days contributed to building an environment of trust, as it made clear how all four dealt with
and interpreted data from the same interviews. The modelers, focusing on factors, actors and relations asked
questions which required that we, the ethnographers explicitly outlined and questioned own assumptions in the
interpretation of data, as well as making us aware of where we had limited data or even lacked data. It became
evident for us that both groups of researchers think in terms of conceptual models, but not necessarily applying
the same terminology. And more importantly, there is also a difference in the structuring and representation.
“It is interesting to see how the idea of modeling and simulation opens up for a good discussion about
complexity and context, a discussion which is far more interesting than what we sometimes do in other
types of interdisciplinary conversations.”
(From one of the ethnographer’s field notes jottings)
The result of some very intensive days of working together was a first conceptual model of the situation in Lesvos
(fig 1 below). The model illustrates some of the mechanisms at play which fuels the emergence of citizen
initiatives on the island. The model attempts to establish a relationship between refugees, volunteers, tourists,
employment and solidarity. The model is conceptual and designed to advance the discussions between
ethnographers and modelers while familiarizing the former with some of the modeling terminology and
approaches. In other words, the model provided an artifact for communication with common (and new)
terminology representing the modelers’ understanding of the ethnographers’ understanding of the local situation.
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Figure 1. The first Conceptual Model as developed in Lesvos

DETOURING AND DEALING WITH DOUBT: FACING EPISTOMOLOGICAL MISCONCEPTIONS

For someone who had never worked with modeling and simulation earlier, the first days of work were exhausting,
and a constant battle between feelings of excitement and glimpses of understanding – to situations of discomfort
and distrust. Yet the simplicity of the initial conceptual model (fig 1) and the fruitful interaction we had the initial
days made us increasingly optimistic about the way forward for our cooperation with modelers – could it be that
the road ahead was less bumpy than imagined? However, this changed halfway into our week of exploring M&S.
The change was a result of a presentation given by another group of modelers participating in the same workshop.
Their presentation had involved assumptions and theories which did not seem to be very well connected to the
local context and it had an impact on our team’s discussion the following day. “Something happened yesterday?”
the workshop leader asked as he joined in to check on our discussions. The ethnographers agreed and admitted
that in terms of trust and enthusiasm for how qualitative data can be used in modeling and simulation, the
presentation made by the other team had resulted in a major setback. The sudden shift made in the presentation,
from a focus on modeling and simulation to how modeling and simulation can influence policy, had triggered our
initial concerns about reductionism and predictions. Consequently, we discussed the weakness of models,
particularly their relationship to policy, fearing for simplifications which could potentially do harm. “All models
are wrong,” one of the modelers said, "but all models are useful, even the wrong ones”. The idea that models
could not be interpreted and used separately from an overall research question was reassuring. The modelers in
our team also stressed how M&S might just be tools for thinking within a policy process. Epistemologically, we
cannot model human experience, the modelers stressed, but we can theorize about human behavior, which is what
the model attempts to. Ontologically, the simulation becomes the reality for the modelers - which is why there is
a need for continuous verification and eventual validation. This discussion helped us reduce some of the doubts
that had emerged and to get back on track in our work.
FROM A BASIC CONCEPTUAL MODEL TO BUILDING A PROTOTYPE

Returning to the conceptual model (fig. 1), the model begins with some basic ideas as to the causal connections
in the Lesvos refugee crisis. Our goal was to express the relationships among refugees, locals, tourists, and
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volunteers. This model incorporates, or at least leaves room for, the influx and exodus of refugees, the role of
tourism and volunteers on the people and politics, and the role of political pressure on the system.

“Can’t wait to explore this. The prototype has so many interesting things to tell us. We should wait so
that we can explore it all together – look at the links between solidarity and quality of life. There is
something there we need to pay attention to!”
(excerpt from one of the ethnographer’s field notes)
The modelers and ethnographers meet again in August 2017 and immediately started discussions on the latest
developments since the conceptual model made in Lesvos. The prototype in fig 2 was presented to a wider
audience in a seminar in August 2017. The model connects CIGS with other factors and actors to capture the
ethnographers’ view of the refugee crisis in Lesvos. Actors like refugees, volunteers, and tourists impact factors
related to political and economic issues. The model highlights the Lesvos’ economic dependence on the health of
its tourism sector, driving the perceived negative impact towards refugees in the region. The red circle marks the
CIGS variable as it connects directly with Aid to Refugees, International and Local Volunteers, and indirectly
with NGOs and Refugees in Lesvos.
The ethnographic based system dynamics model was not created to answer a question or to be complete or correct.
It was designed to facilitate discussions that capture rich, thick descriptions for model creation. At this point,
much of the data is unknown. It captures observed dynamics by ethnographers and serves to guide fieldwork and
quantitative data collection to further our collective understanding of CIGS on Lesvos. This ongoing exercise was
also the impetus for questioning the possibility of a generalizable theory of CIGS across cases and contexts.
According to Shults and colleagues (2018), M&S is a useful tool for the study of societies as it forces scientists
to be open about assumptions. Another distinctive feature concerns how M&S relates to theory, enabling the
clarification and integration of complex across disciplines in innovative ways – while at the same time allowing
for the construction of simulation as a new way into theory building.

Figure 2. Ethnographic-based System Dynamics Model of Refugee Situation in Lesvos, Greece

During our August 2017 presentation, under the heading “Ethnographers and modelers as co-creators of
knowledge: Do we belong together?”, we answered positively as a team that we had much gain from working
together. The ethnographers could not wait to get started talking about what the model entailed. During three days
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of working together, starting out with the prototype exploring the different loops, we realized that we were indeed
a team working innovatively when researching the refugee crisis. Discussing the prototype, we quickly realized
that we did not have enough data to populate the system-based model. We thus looked at the prototype anew and
decided to focus on the issues concerning the voluntary sector, where volunteers, CIGS and NGOs play a central
role (i.e. the right low corner of the prototype model, fig. 2). Building upon the prototype of a system-based model
we thus decided to start developing an Agent-Based Model focusing on the CIGS actor (Citizen Initiatives for
Global Solidarity). The section focused on is illustrated in a basic conceptual model (fig. 3, see below) which we
continued working on to develop a more focused model, especially the rise and fall of CIGS in a particular context
and with various scenarios. We continued working on Citizen initiatives for global solidarity (CIGS) 1 to develop
a more focused model (Frydelund et al, 2020).

Figure 3. A conceptual model of CIGS

ETHNOGRAPHERS AND MODELERS AS CO-CREATORS OF KNOWLEDGE: IN WHICH WAYS DO WE
FIND THE COLLABORATION FRUITFUL?

To the modelers of our team it is evident that a collaborative effort is worthwhile, and that qualitative data can be
used for modelling and simulation. They had worked with qualitative material in other projects and saw the
potential uniting with us (Padilla et al., 2018). Moreover, ethnographic data has spurred new questions, which has
led to the design and funding of a new project focusing on the absorptive capacity of host communities. For the
ethnographers, new to modelling and simulation, knowledge co-created between modelers and ethnographers is
appealing as that models may be used for interpreting data and for making implicit models explicit “where all
assumptions are laid out in detail, so we can study exactly what they entail” (Epstein, 2008). Furthermore, the
models guide us in our data collection and in which questions which may be missing as the model reveals where
there is a lack of data. From the prototype, it became evident that for us to populate the model we (the
ethnographers) needed to do more fieldwork, exploring mainly the left lower corner of the prototype in fig. 2
concerned with the loops linking solidarity with quality of life, for example. Thus, modeling enables us, through
dialogues with modelers and the model itself, to explore ethnographic data, ask new questions, drive the research
process further and aim for filling in gaps in so that we can provide enough qualitative data to enable an agent
based model to emerge, and also to eventually populate the system-based model.
1

In the prototype referred to as Ad-hoc NGOs (AHNGOs)
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THE WAY FORWARD: ESTABLISHING A LARGER COMMON RESEARCH PROJECT

Our preliminary work was promising and answered an initial question of whether ethnographers and models
belong together. Both ethnographers and modelers argued the case for a continued relationship. We concluded the
preliminary phase with the need to secure grants for a larger project combing our efforts. The novelty of the
project lies precisely in the methodological approach of combining ethnographic and simulation modeling efforts
to capture the dynamics of a real-world, increasingly impactful phenomenon of CIGS. Due to our common aim
of contributing to change related to the advancement of SDGs globally. The ambition of the project is to generate
a generalizable theory of a phenomenon observed predominantly in ethnographic contexts by exploring CIGS
across countries and aid environments. Ethnographic theories are not generally meant to stretch across contexts.
Still we see simulation as a means to open dialogue between social science researchers, interrogate inconsistencies
across theories, and evolve a new type of simulation-based theory. This effort requires a significant data collection
effort across different countries and contexts while following a unified conceptual and theoretical framework, and
thus forms a substantial part of this project.
Our leading research question seeks to establish how CIGS emerge and connect with the larger system of
humanitarian and development aid: What are the conditions under which CIGS emerge, evolve, and disappear
in their efforts to meet humanitarian and development needs?
The dynamic nature of the research question lends itself naturally to the use of simulation for computer-based
experimentation. In our research team’s experience working on ethnographic models over the last two years, the
methodological approach requires iterative processes (Padilla et al., 2018, Salimi et al., 2019). This means that
the process begins by ethnographers leading the qualitative data collection effort and then generating candidate
actors, factors, and causal mechanisms that will inform the conceptual (often hand-drawn) model. Ethnographers
and modelers then participate in joint data collection and model development as the conceptual model reveals
needed data, concepts for reconciling or refining, or opens additional questions that only fieldwork or consultation
with other scholars can answer. The methodological approach is therefore situated neither firmly in ethnographic
nor modeling traditions, but the product of truly collaborative, interdisciplinary work. In this way, modelers will
participate in data collection and analysis while relying on ethnographers as subject matter experts (SMEs) of
local dynamics, and ethnographers become deeply engaged in the model development process.

CONCLUDING REMARKS

In this paper we have discussed how ethnographers and modelers can cooperate to gain an increased understanding
of complex situations, such as the refugee situation in Lesvos. Perhaps one of the major challenges in teams with
ethnographers and modelers is arriving at a common language that leads to agreeable research goals. While
departing points of inquiry are different (capturing a phenomenon description vs establishing a driving question),
approaches are different (holistic understanding vs strong analysis of situations), and outcomes are very different
(rich narratives vs computer models) to mention a few, the agreements and disagreements lead to interesting
individual learning and phenomena insight. Ethnographers start formulating questions that can improve their
research, modelers start thinking about capturing stories; a tug of war between holistic and reductionist views take
place; both start seeing data under a new meaning until a simulation prototype is generated. Ethnographers have
been investigating Citizen Initiatives for Global Solidarity (CIGS) towards establishing a rich description.
Modelers, relying on ethnographers as subject matter experts, attempted to capture this phenomenon in Lesvos.
Ethnographers and modelers were able to use the ethnographic model to drive a new line of questions as CIGS
were connected to other variables like solidarity. Finally, we arrived to a model driven by a question: as CIGS
were considered to play a crucial role in humanitarian aid, and in the context of the region, the dynamics on how
they are created, and how they disappeared, became more important. A prototype agent-based model was created
with a simple set of rules that provided insight into the life cycle of CIGS. Through a continued collaboration both
models will continue evolving to better understand the role of CIGS into the larger context of humanitarian
response.
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ABSTRACT

Crisis response is, as any other collaborative networked organization, challenged by changes and vulnerabilities.
Moreover, as a complex system with distributed activities and numerous interdependencies, considering the risk
of such an organization at a systemic level, including time and space dimensions, is necessary. Systemic risk
management is a topic traditionally studied in the finance area. Even if a few researches now focus on the supply
chain management area (a more relatable domain regarding crisis response), there is even fewer literature
regarding systemic risk management for the crisis response. Thus, this paper proposes first to define systemic risk
related to the case of the crisis response. Then, a framework for context-aware systemic risk management is
presented, to support the design as well as the follow-up of the crisis response, meeting one of the challenges of
the Sendai Framework for Disaster Risk Reduction.
Keywords

Context-Awareness, Risk Analysis, Risk Evaluation, Knowledge Base, Systemic Risk.
INTRODUCTION

It is now acknowledged that crisis management and more specifically crisis response is seen as a collaborative
process. Various stakeholders, with different technical and non-technical competencies, are involved into this
collaborative process at various levels (crisis cell, crisis cell sub-cells, on-site teams). They perform management,
coordination and operational activities to solve (or at least reduce) the crisis situation by outsourcing their service
or activity, then completing the detecting process and responding process together. In the crisis situation, the aftercrisis risk always detected from the service or activity provided by stakeholders.
However, a crisis situation is an unstable phenomenon that challenges the crisis response which has to be agile
(Barthe-Delanoë et al., 2014). The consequences are unpredictable because between the crisis event and aftercrisis risks, there are always repeated and inter-related small events, which are hard to find. The analysis of the
mechanism is a systemic risk problem. If we could allocate the inter-relations of small repeated event and interlinked risks, we can predict consequences. In addition, calling for multiple actors may lead to lower the reactivity
to changes regarding the crisis response. Moreover, as underlined in (Poljansek et al., 2017), one of the challenges
of such collaborative organizations is the interdependency of systems. The vulnerability of one system may be
dependent on how resilient another system is, even located in a far distance.
A risk is defined as the combination of the probability of occurrence and the impact of hazard (Edwards and
Bowen 2005). The Sendai Framework for Disaster Risk Reduction 2015–2030 goes further by integrating the
spatial and time dimensions to define the systemic risk (McGlade et al., 2019). The systemic risk is created by
(and/or can be magnified among) different systems as they interact, across different geographic or spatial scales.
There is a need to understand and manage the interdependent and multidimensional variables of risk, beyond the
historical risk metrics. Now, most of the studies regarding systemic risk are focused on the finance area, following
the 2007-2009 financial crisis (O’Halloran and Nowaczyk, 2019).
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In this regard, integrating the context (geographical, temporal, economic, cultural, etc.) and its multiple levels of
modeling (micro, meso and macroscopic) into risk mitigation can be a way to tackle the issue of the interlinking
of potential systemic risk impacts.
Our research question is to find out the risk consequence and prevent it in a changing crisis situation. We propose
a context-aware framework for systemic risk management within networked organizations, and specifically crisis
response. The paper is structured as follows: first, a literature review of existing systemic risk mitigation
methodologies and tools is done. A definition of systemic risk for crisis response management is proposed,
followed by the presentation of the framework before concluding.
SYSTEMIC RISK MANAGEMENT TODAY

As stated in the Sendai Framework for Disaster Risk Reduction, risk management is supported by models that are
mostly based on historical data and observations. It relies on the idea that the past is a guide for the present and
the future. But the global warming, the increasing number of human beings, the global connectedness of
individuals, communities and societies render this assumption obsolete. The Global Assessment Report for
Disaster Risk Reduction (McGlade et al., 2019) also underlines the need to shift from a focus on individual hazards
to cascading hazards (Schauer et al. 2019) and/or multiple hazards crossing in either time and/or space leading to
a larger disaster.
Looking at networked organizations, such as crisis response, (humanitarian) supply chains, it is then necessary to
manage risk from a global point of view, to take into account the interlinking of risks among different entities and
the ripple effect, within both their local context and the global context of the network.
Context-awareness (Castillo, 2016) is crucial to get an accurate view of the situation in which the network evolves:
weather, environment, markets, etc. It helps to detect changes and evolutions, even the slightest ones, that can
challenge the network behavior. Context-awareness is supported by many data sources (Open Data, social
networks, sensors, reports from stakeholders, local and national policies, etc.). During the last decade,
technologies that emerged regarding real-time processing of measurements and information like Complex Event
Processing (Etzion et al., 2015) are now mature enough to be integrated into context modelling frameworks
(Fertier et al., 2019).
Context-awareness is not limited to the monitoring of physical and technical characteristics (SAS-085, 2014). It
has also to capture the social and cognitive aspects that can challenge the network’s behavior, from rumors and
misinterpretation to cultural differences. For example, (Byington and Felps 2017) in trust management, (Zhu et
al. 2017)in KFC case, (Pecujlija et al. 2017) in war situation, (Morakabati et al. 2017) in tourism domain, (da
Silva and Souza 2017) in water supply system, (Bertoncel et al. 2018) in smart factory, (Pompei et al. 2019) in
family firms, (Teffali et al. 2019) in Algeria terrorist as so on.
Researches on systemic risks are mainly conducted in the finance area, which is subject to the inter-connectedness
of different levels or layers of financial systems. Systemic risk in a banking system describes how a failure can
create a chain reaction leading to the failure of the entire system. Researches on networked organizations
disruption propagation are usually conducted for the supply chain area and focus on isolated or limited points in
the supply chain. Few recent research works are studying supply chain risk management through the lens of
systemic risk, making a parallel with the finance area. For instance, (Yang et al., 2016) studied disruption through
interconnected logistics services into a Physical Internet structure. However, this study focuses on measuring the
impact on the performance of the supply-chain rather than on how to identify the systemic risk. (Scheibe and
Blackhurst, 2019), after having defined three aggregated dimensions of the systemic risk, underlines that one of
the challenges of managing the systemic risk is taking into account the context. Indeed, context-awareness in
systemic risk management may prevent supply-chains (or any other networked organization) from cyclical
linkages that increase the risk of self-sustaining disasters (Ackermann et al., 2007). A cyclical linkage happens
when a problem in node X can lead to a problem in node Y where it propagates onto node Z. Node Z may, in turn,
have a feedback effect on node X (Eisenberg and Noe, 2001).
About risk analysis framework, (Paraskevas and Quek 2019) provides risk intelligent framework, they consider
risk management is an important part of resilience. The framework defines risk management as sensing the risk
landscape, risk assessment, risk treatment, crisis response, crisis recovery in a cycle. (Loriette et al. 2019) makes
a review of risk management steps. They all cover identification of situation, organization, reaction and efficient
management. (Loriette et al. 2019) also provide their own framework which is a cycle and interconnected elements
of discovery of warning signals, preparedness and prevention, mitigation and damage limitation, restoring activity
and learning. (Zhang et al. 2018) extends organization to organizational adaptation. It also admits that risk
management is a cycle of several phases and the assessment of risk is vulnerable. (Yan and Kim 2018) adds
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continuous scan for information and causation model compared to others, the causation model also provides a
prove of inter-relation of risks. (Caroleo et al. 2018) collected crisis events and provide a prediction of cascading
effect. They also consider risks as chain, but they did not provide evidence. (Itria et al. 2017) considers crisis
management as situation detection, event fusion, processing and actions. (Bode and Macdonald 2017) adds
relevant risks and (Pecujlija et al. 2017) add risk detection in crisis management. To summarize, context is the
starting point of crisis management, researchers believe that risks are inside the management of crisis and the risks
are inter-connected, but they did not know the way of interconnection.
The literature clearly shows that identifying and managing the systemic risk within a dynamic context is still an
open question, especially in the area of crisis management. This calls for a shift from the sole use of risk
assessment tools and frameworks (see Figure 1). Risk Chain Analysis (Cao et. al, 2019) and Danger-RiskConsequence Chain analysis (Li et al., 2018) are previous works of our team. The second explain how we consider
the definition of danger, risk and consequence. The first paper provides an application case on heavy-haul railway
system. They complete the risk detection and risk analysis work, but they did not complete the use of risk-chain
model. As shown in figure 1, we connect risk-chain model with context (present by collecting different data) and
try to provide a research framework to complete the risk evaluation and risk response phase.

Figure 1. Context-aware systemic risk management, an open question

A FRAMEWORK FOR CONTEXT-AWARE SYSTEMIC RISK MANAGEMENT OF THE CRISIS RESPONSE
Systemic risk of the crisis response

First of all, systemic risk of the crisis response has to be defined. Based on the above definitions, systemic risk
can be seen as a function describing the probability of occurrence and the impact of hazard given a context. The
context is given by several dimensions, depending on the available data, but it must at least represent the time and
location dimensions. So, instead of having the traditional two-dimensions {consequence-likelihood} matrix to
value the risk, there is now a at-least four-dimensions space to value the systemic risk, as depicted on Figure 2:
likelihood, consequences, location and time. The represented dimensions are limited to four for sake of clarity,
but they can be as numerous as needed (social habits, individual behavior, weather conditions, etc.). To our
knowledge, only the NASA developed a multi-dimensional risk matrix, though it is limited to four dimensions
and is domain specific (McCollum et al. 2015).
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Figure 2. Representation of the risk value as a (minimal) four-dimensions space.

This definition of the systemic risk can be related to the Danger-Risk-Consequence Chain analysis framework
described in (Li et al., 2018), applied to the collaborative organizations area (Figure 1 right-above part). A Danger
is any specific dangerous characteristic of the context. A Stake is an element of an organization (item, thing,
entity) valuable for the organization and that is susceptible to the above defined Danger. A Risk is then a
realization of a Danger onto one or several Stakes. An Event represents a change in the context that triggers Risk,
leading to a Consequence (set of negative impacts of the risk occurrence).
Despite the fact they do not consider explicitly the time and space dimensions in their risk definition, it is
interesting to note that they aim to describe risk-related contexts and the interlinking of risks to identify risks
within a collaborative network.
Analyzing their work against our systemic risk definition, some context dimensions could be expressed through
the Danger and Event concepts. For example, regarding the Event concept: an event is something that happens
(Etzion and Niblett, 2011). It is produced by devices (e.g.: pressure sensor, weather forecast, log files), by people
(e.g.: social media content, reports) regarding both the crisis environment and the crisis response. As defined by
(Etzion and Niblett, 2011), the minimal information embedded by an event includes a timestamp (i.e. time
dimension) and the event source (i.e. location dimension), which fits with the characteristics of the systemic risk
as defined in this paper.
Systemic Risk Identification

The proposed framework for context-aware systemic risk management for the crisis response covers both systemic
risk identification and systemic risk evaluation, mainly through knowledge management and simulation.
Systemic risk identification is the first part of the proposed framework. As illustrated by Figure 3, the whole
knowledge about contextualized systemic risks is collected and organized using the Danger-Risk-Consequence
Chain model from (Li et al., 2018). This knowledge comes from the past crisis responses feedback. This step
never ends as the knowledge base must be continuously fed with incoming feedback on systemic risk on past and
present crisis responses.
As shown in Figure 3, the theory starts from crisis response processes simulation (discrete event simulation). The
crisis response processes are simulated several times, generating report files about the results of the processes’
activities, time queues and delays, dead ends, etc. Simulations are conducted by changing context characteristics.
This can be slight changes on apparently insignificant context elements (weak signals) as well as disruptive events.
It is interesting to note that these simulations can be run on two different timelines. In the first one, Number 1 in
Figure 3, the simulation report file sends out and combines with Danger-Risk-Consequence Chain knowledge
base. They can support preparation phase to deduce crisis response planning as well as training. In this case, the
context-awareness is simulated using data based on expert knowledge and/or past events. The second timeline is
the crisis response phase of crisis management. In this case, the context-awareness is ensured through data
collection from the field and the crisis response itself. From a technological point of view, data collection for
context-awareness can be done using the Event-Driven Architecture principles, allowing to gather events from
multiple data sources, including real-time data as well as historical data (Etzion and Niblett, 2011).
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Figure 3. The proposed framework, step 1: systemic risk identification

The completed knowledge base is then transferred (Number 2 in Figure 3) to the phase of risk locations phase. It
is used to support the identification of systemic risks onto the crisis response processes, using the report files. A
matching is done between the results of the report files and the consequences and events of the knowledge base.
It is important to note that the systemic risk concern the whole process (ripple and/or cascading effect), not a sole
activity. At this step, it is crucial to identify the data source that highlighted the existence of the systemic risk (e.g.
a supplier log file, a tweet from a governmental account, a weather forecast report, etc.).
This way, the first two dimensions of context-awareness are available: time (through simulations), location
(through data sources). The knowledge base is used again to identify the root cause activity (Number 3 in Figure
3) of the systemic risk into the crisis response process.
Systemic Risk Evaluation

After having identified the systemic risk and its root cause into the crisis response process, it is necessary to
evaluate the root cause to decide how to solve (or at least reduce) this systemic risk.
The systemic risk evaluation starts form the root cause which is embedded in the response process as shown in
Figure 4. An activity can be identified as a root cause due: to its input, its output (the cause is then related to the
activity performance), the stakeholder performing this activity; or to the input, the output, the stakeholder of
another activity. This last case can highlight a cyclical linkage: if the input of an activity failed, then that means
that the output of another activity failed, etc. In the case additional information is lacking to define the true root
cause activity of this cyclical linkage, it will be necessary to define a criterion to do so.
All above information is stored in a data table. The data table is linked to business data and risk knowledge base.
With the analysis of real business data and risk knowledge base to ensure the risk level and the location of the
detected risk in the whole systematic risk chain. The risk knowledge base is the same one as mentioned in Figure
3. But in the evaluation phase, the key point question is how to locate the risk instance in the knowledge base,
which is the graph searching technique in knowledge graph field. So, we change the presentation of knowledge
base to graph language: a directed acyclic graph. Here we planned to use graph searching algorithm to complete
the location of risk-chain.
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Figure 4. The proposed framework, step 2: systemic risk evaluation

After the detected risk is located in the knowledge base. The detected risk will be temporarily stored in a “riskchain” queue (The risk “E” stored in the box of risk chain in Figure 4). There is a decision to make. If the
consequence is not acceptable and if it is possible to adapt the process, the concerned process part is modified by
adding a control activity, then the controlled risk will be cleared after the response process. Otherwise, if it is a
low-level risk, or if it is a low-level consequence, then it is possible to accept them and to let the process in its
current state, without adding anything (i.e. no adaptation is performed). With the queue, we will check if it can be
connected to next detected risk as the time going and to make the decision again.
Regarding the time dimension of the systemic risk, it is interesting to note that as a dynamic function of time, a
risk may naturally evolve from a high level of risk to a lower level of risk. Hence it could be interesting to simulate
the evolution of a systemic risk during a given period of time to evaluate the benefits of adapting the process or
not (considering the required resources and the required time to conduct this adaptation). Finally, decision-making
results regarding systemic risk evaluation are collected and organized into the knowledge base to support further
systemic risk identification.

CONCLUSION

In this paper, the concepts of the first version of a framework are presented to support context-aware systemic risk
management for crisis response. First, a definition is proposed to define systemic risk for the crisis response
domain. Systemic risk is a dynamic function, defined over at least four dimensions, including time and space. It
also extends the traditional valuation of risk as a matrix to a multi-dimensional space. Based on this definition,
the general concept of the framework is proposed, to identify, collect and analyze the systemic risks of a crisis
response. This framework relies on two major steps: systemic risk identification and systemic risk evaluation.
One can questions the issues raised by relying so much on the context to manage the systemic risks in a complex
system, as context-awareness based on crowdsourced data is not fool-proof. Recently, a German artist fooled
Google Maps by using ninety-nine smartphones in a cart driven at pedestrian pace into an empty street to cause
Maps to register false traffic jams (Weckert, 2020). As a result, nearby users have been diverted to other routes
even though the street in question was actually empty. If this “hack” had little consequences, one may wonder the
results in a supply chain, a crisis response, etc. This trust issue is then two-folded: (i) how reliable crowd-sourced
data are? (ii) how much can the context of a complex system be changed to induce an autonomous change of this
system’s behavior? In other words, how resilient a process is facing influence or context manipulation?
Future works include the implementation of this framework, ranging from defining risks as dynamic functions of
time, space as well as any other relevant dimensions to developing a systemic risk knowledge base and a proof of
concept to assess the methodology, while tackling the trust issue of context-awareness.
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ABSTRACT

This paper is a position paper, presenting an original but very anticipative and mainly imaginative vision of the
evolution of the crisis management domain. After analyzing the options to make the past evolutions of that domain
somehow explainable (mainly by analyzing the data of all the articles of the last fifteen editions of the ISCRAM
conference), the paper aims at providing a framework to assess and evaluate the maturity of the domain of crisis
management. Moreover, this framework is also used to tentatively infer some future evolutions and some
directions that could be relevant, dangerous, tricky or of great benefit for the crisis management domain.
These future trends are mainly based on the current maturity of crisis management (according to the proposed
framework) and current or future influential practices, technologies or threats. It will be necessary to wait for
fifteen years to see if these bets should be considered as accurate.
Keywords

Information, Decision, Action, Future, Trends, Anticipation, Framework.
INTRODUCTION

This paper aims at analyzing the way crisis management domain has been evolving during the past twenty years
to (i) provide a general framework of this evolution, and (ii) exploit that framework to outline some future trends
for the next decades. This is a position paper with no strong scientific ambition: just a simple bet from the authors
taken with the ISCRAM community as witness. In that sense, it walks into the footsteps of (Van de Walle and
Turrof, 2006) by analyzing the contributions of ISCRAM community.
The initial hypothesis of this paper is to pretend that the domain of crisis management does not progress according
to any classical paradigms. This is mainly due to (i) the strong discontinuity of the domain (even if crises are more
and more frequent, there is no continuity in the “business”) and (ii) the lack of real “juicy” market that would
drive research, innovation and industrialization of solutions. Basically, in most other domains, progress and
improvements are “innovation pushed” or “need pulled” (or both simultaneously). “Innovation pushed” means
that there is a tangible and potentially useful innovation (wherever it comes from) that can be industrialized, sold
and that can find its market even if it was not expected by the society (e.g. Smartphone). “Need pulled” means
that there is a tangible and intense expectation (from the society or part of it) that requires a response which will
automatically fall into this ready market (e.g. electric vehicles). The following pictures illustrate both these
paradigms:
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Figure 1. “Innovation pushed” and “Need pulled” paradigms of progress for social domains

On the left part, the “innovation pushed” paradigm is illustrated. A subject is studied by the “innovation
community” (let’s say scientists, researchers, industry and other stakeholders able to innovate) according to the
purple solid line. Depending on the results, the “social community” (let’s say integrators, service providers, sellers,
final users and institutions) would assimilate that innovation according to the orange dashed line. There are some
particular elements that can be noticed: two inflection points representing the moments when the innovation
maturity reaches a significant maturity (first one: maturity threshold) and when the assimilation level reaches the
required assimilation level (second one: assimilation threshold). There are also to shifting: one in time due to the
ignorance or observation phase before the innovation become potentially relevant for the “social community”
(first one: skeptical shift), and another in assimilation due to the satisfaction level of the social community which
is classically lower than what the “innovation community” can actually offer.
On the right part, the “need pulled” paradigm is illustrated. A need is growing in the “social community” according
to the orange dashed line. Depending on its ability to respond, the “innovation community” would start working
and responding to that need according to the solid purple line. On this figure as well, there are some particular
elements that can be noticed: two inflection points representing the moments when the need of the “social
community” reaches some emergency threshold that would trigger the commitment of the “innovation
community” (first one: innovation inflection). One should notice that this inflection could not only be triggered
by the high level of the need but also by the capability of the “innovation community” to respond. The second
inflection point represents the moment when the “innovation community” drastically slows down its involvement
due to the reaching of a satisfaction level that satisfies the “social community” (providing the expected service).
Based on these initial considerations, this paper discusses in the first section the evolution and improvement
paradigm of the domain of crisis management according to ISCRAM publications in the last fifteen years (this is
a biased point of view obviously, but this is one relevant point of view). This is close to the study made in (Reuter,
et al., 2018), however, that study mainly focuses on social media articles. The second section is dedicated to
provide a maturity framework of crisis management according to the results of the previous section and to outline,
throughout that framework, some hypothetical trends for the future of crisis management.
EVOLUTION OF THE CRISIS MANAGEMENT DOMAIN IN THE LAST FIFTEEN YEARS

As mentioned earlier, one hypothesis of this paper is that the domain of Crisis Management does not follow one
of the two “standardized” maturation paradigms presented in the introduction (“innovation pushed” and “need
pulled”. The strict and major hypothesis is thus the following: Actually, on the one hand the domain of crisis
management does not represent a trustable and juicy market (which does not encourage “innovation pushed”
propellant), and on the other hand, due to the discontinuity of disasters and crises events crisis management
does not represent a continuous business context (which does not encourage “need pulled” propellant).
However, the innovation community, and especially the research stakeholders, have been continuously trying to
push forward contributions and results (due to their nature of scientists and researchers). But this community and
its contributions are quite small with regards to other innovation domains. Similarly, the social community, and
especially the practitioners and institutional stakeholders, have been continuously trying to pull progress and
advances from the innovation community (due to the facing of more and more cruel disasters). Consequently, the
evolution of the crisis management domain is more chaotic and anarchic due to multiple and minority propellants.
The next two subsections aim at describing the most significant events in both the “innovation pushed” and “need
pulled” perspectives. For the first one, this is mainly about scientific contributions, while for the second one, this
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is mainly about major disasters.
“Innovation pushed” perspective

We have studied the most significant innovations (mainly services and technologies) in the last fifteen years and
have kept the ones that may have impacted the most the socio-economic world. These innovations have been
considered as the basis of innovation pushed in the domain of crisis management. The following figure lists these
innovations and their theoretical assimilation by the crisis management domain. This is the “innovation pushed
hypothesis”.

Figure 2. The set of main “Innovations” since 2004 and their theoretical impact on social assimilation

On the previous figure, innovations are presented by type with colored solid lines (drones, internet, A.I., digital
maps, ontologies, smartphones, etc.). There are also five dashed lines which are the assimilation curves of these
innovation by the crisis management domain: internet and smartphone improve communication, maps improve
geographical information systems, Facebook and Twitter bring social media in the game, etc. These theoretical
consequences and assimilation curves are representing the “innovation pushes hypothesis”.
To evaluate that hypothesis, we have studied and mined the proceedings of all ISCRAM conference since 2004
(using the ISCRAM Digital Library1) and have analyzed all words in the titles, abstracts and keywords of all
articles in the proceedings. The objective is to identify the major trends in the last fifteen years and to analyze
which ones can have played a role of propellant with the “innovation pushed” paradigm. The following figure 3
illustrates, first the number of occurrences of most mentioned words in ISCRAM papers between 2004 and 2019
(left part of the figure) and the mapping between these principal concepts and the “innovation pushed hypothesis”
presented on figure 2 (right part of the figure). On that figure, the y-axis presents the absolute number of
occurrence of terms (even if it would have been probably more significant to count the number of papers
mentioning the term, maybe pondered by the number of occurrences within the article) while the x-axis presents
the years of ISCRAM editions.

1

http://idl.iscram.org/ (acceded January 20th 2020)
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Figure 3. Main subjects addressed in ISCRAM articles (left) and mapping with the hypothesis of figure 2 (right)

From the right part of the figure, it is reasonable to provide the following statements:
The exploding emergence of “social media” in the domain of crisis management clearly appear on the
word analysis (“media” skyrocketing from 2012) and also on the “innovation pushed hypothesis” (cf. the
purple dashed line on the right).
Similarly, the occurrence of the word “communication” is rising from 2004 to 2012, then stagnating.
This is consistent with the innovation curve of “Telecom” (cf. the light blue dashed line on the right).
The rise of the word “data” from 2016 can be considered as consistent with the “learning” innovation
curve. However, this is quite questionable (mainly because there is nothing about “machine-learning” or
deep learning”, which should be the most significant keyword of that very last years.
There are several words that are pretty difficult to connect to “innovation pushed” elements. For instance,
“warning”, “situation”, or “risk” are very relevant terms from the ISCRAM perspective, but there are not
connectable to the considered “innovation pushed” trends.
From this analysis, the main conclusion is that it looks quite relevant to consider the emerging technologies, tools
principles and paradigms as factors of innovation in the domain of crisis management. However, it also seems
obvious that these social progresses should not be solely considered. For instance, it is probable that other factors
such as contemporary disasters events, impacted countries and area of the world, would also impact the
orientations of the innovation. But that part is more in line with the “need pulled” paradigm, developed in the
following subsection.
There is another aspect that could connect these social innovations to the evolution of the domain of crisis
management: the economic and social consequences of these innovation might be the origin of crisis events. For
example, the massive exploitation of a mineral resource for batteries could open the door to some next socioeconomic crisis. This aspect is not studied in this article.
“Need pulled” perspective

During the same period as the study of the previous subsections, we have identified major and significant
disastrous or critical events. Similarly to the previous subsection, the objective is to identify which of these events
may have perturbated the socio-economic world enough to generate a significant need with regards to crisis
management. The following figure lists these events by year and presents their theoretical impact on “need pulled”
paradigm. Figure 2 roughly presents a succession of “need pulled” schemas and the associated theoretical
consequences on topic-based innovation. This is the “need pulled hypothesis”. The reader should keep in mind
that the y-axis on the next figure not only represent the research maturity or amount of scientific contribution (the
RESPONSE purple axis) but also the intensity of the social need due to the occurrence and associated societal
pressure to deal with that subject (e.g. in the period of the COVID-19, a lot of unexpected calls for project from
NSF, European Commission and some National Research Agencies, emerged suddenly to encourage researchers
to work on this specific subject)
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Figure 4. The set of main “Need pulled” paradigm disaster events since 2004 and their impact on innovation need

On the previous figure, events are presented by nature (green for earthquakes, blue for tsunamis, purple for
hurricanes, red for shootings, yellow for fires, gray for diseases). There are also five solid lines named “earthquake
related innovation”, “shooting related innovation”, “hurricane related innovation”, “fire related innovation” and
“disease related innovation” representing the theoretical response (according to the “need pulled” paradigm) of
the innovation community to the occurrence of disastrous events.
We have studied and mined the proceedings of all ISCRAM conference since 2004 (from the ISCRAM digital
library as well) and have analyzed all words in the titles, abstracts and keywords of all articles in the proceedings.
The objective is to identify the major trends in the last fifteen years and to analyze which ones can have played a
role of propellant with the “need pulled” paradigm. The following figure 5 illustrates, first the natures of disasters
mainly addressed in ISCRAM papers between 2004 and 2019 (left part of the figure) and the mapping between
these natures and the “need pulled hypothesis” presented on figure 4 (right part of the figure).

Figure 5. Main topics addressed in ISCRAM articles (left) and mapping with the hypothesis of figure 4 (right)

From the right part of the figure, it is reasonable to provide the following statements:
Considering that “earthquake related innovation” actually merge “earthquake” and “tsunami” related
events, the mapping seems to be very relevant: the wide light green line increases massively after 2011,
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just like the combination of Tsunami and Earthquake (light blue and strong green lines).
The “shooting related innovation” mainly appears in 2007, just like the dark red line from ISCRAM
analysis, however, the following of that topic is not present in ISCRAM. Basically, it means that the
Virginia Tech shooting had a big impact while the shootings in France, in Las Vegas and Orlando did
not really impact ISCRAM research activities.
The “disease related innovation” follow the same pattern as the dark grey line of ISCRAM analysis. This
is mainly due to the “ebola” crisis.
The “fire related innovation” and the orange line of ISCRAM analysis are very different. This probably
means that this topic is a recurring topic in ISCRAM, almost independent from the context.
From this analysis, the main result is the following: considering the closeness of the results to the “need pulled
hypothesis”, it is realistic to conclude that the context and the surrounding events significantly influence the
research activities. This seems to confirm the general hypothesis that the domain of crisis management is somehow
driven by a succession of micro-paradigms of evolution (and not a generic evolution paradigm). This makes the
domain of crisis management a very different and original field. Besides, Crisis Management Researchers
definitely need data and reliable use-cases to work, test and evaluate their hypothesis. This is another reason why
the crisis management research trends stick to the actual crisis events in such a tied way.
However, the trends identified in Figure 4 have only been exploited to map the type of crisis addressed in scientific
articles. These trends could also be exploited for the management needs they could infer. For instance, working
on earthquake clearly pushes the need for efficient virtual cartography and stresses the question of logistics and
supply chain. On a different point of view, working on terrorist attack clearly pushes the need for research on
evacuation schemas and behavioral / psychological social studies. These considerations on the exploitation of
crisis events for research topic identification, even if clearly identified and of great relevance, is not addressed in
this paper. These ideas could be particularly studied from the European Report (Poljansek et al., 2017).
Finally, the question of maturity evaluation of the crisis management domain and the support of its maturation
still remains.
EVOLUTION OF THE CRISIS MANAGEMENT DOMAIN IN THE NEXT FIFTEEN YEARS

The main conclusion of the previous section is that, even if some trends can be detected, the domain of crisis
management basically evolves in a very anarchic way. Being basically pushed and pulled by (i) crisis events that
drive, on the one hand the choice of crisis subjects to be addressed (earthquake, terrorist attack, flooding, etc.) and
on the other hand the needs associated to these specific types of crisis (not addressed in this article) and (ii)
innovations that are assimilated by the crisis management domain. Based on these elements, the evolution trends
are definitely not obvious. The suggested approach is then the following: on the basis of the last and current
innovation tendencies and the main statements about crisis types, some principal trends can be defined and
described according to a structuring framework.
A Maturity Framework for Crisis Management

The central and main principle of that framework is to consider that whatever the phases of Crisis Mangement
(prevention, preparation, response or recovery, as stated in (Atlay and Green, 2005)), the questions and concerns
are always about information, decision, and action. Information in the sense of acquiring, maintaining and
improving a common operational picture (in the meaning of the COP described in (Dickinson, 2013)). Decision
in the sense of exploiting the long-term accumulated experience and knowledge conjunctly with the current
information of the situation to infer choices and orientations. Action in the sense of performing the required
activity, whatever the objective, appropriately and relevantly to the faced situation. From that initial statement,
the proposal is to use these three dimensions of information, decision, and action to structure the maturity
framework and to evaluate the maturity of crisis management according to each of these points of view:
Information: as a first approximation, we suggest three maturity levels for that dimension:
o

Aware: there is a communication link from the crisis site to the crisis cell.

o

Connected: Sensors, IoT and other type of data sources are used to inform the crisis cell.

o

Sentient: the gathered data is interpreted and treated to support the crisis cell.

Decision: We also suggest three maturity levels regarding the decisional dimension:
o

Reactive: Decision is made on the flow, according to the collected information about the crisis.
WiP Paper – Visions for Future Crisis Management
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

1135

Benaben et al.

Past and Future Trends of Crisis Management

o

Global: Decision is made according to a COP describing continuously the situation.

o

Anticipative: Decision is made according to the COP and the way the situation may evolve.

Action: Similarly, three maturity levels are considered for that dimension:
o

Effective: Actions performed with regards to objective satisfaction.

o

Efficient: Actions performed with regards to objectives satisfaction and resources availability.

o

Optimized: Actions performed in the best way with regards to objectives and resources.

The following picture illustrates that framework as a 3D conceptual environment:

Figure 6. A 3D framework for maturity assessment of the Crisis Management domain.

One interesting aspect is the connections between these three dimensions. Obviously, information is required to
perform decision, and decision is the prerequisite to action, then action supposedly changes the faced situation
and consequently the information about the crisis, and so on. These relations between dimensions are important
because they may design the evolution path within that framework.
FUTURE TRENDS FROM THE SUGGESTED MATURITY FRAMEWORK

The previous considerations regarding the dependencies between information, decision, and action give some
theoretical guidelines regarding the way progress in Crisis Management Domain can be envisaged. Basically, and
very schematically, the progress can be seen in a “spiral” way, chaining improvements and evolutions from the
information perspective, to the decision perspective, then to the action perspective, looping back to the
information perspective again, and so on. The figure 7 illustrates very schematically this idea:
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Figure 7. The looping chain of evolution and progress according to the three considered dimensions.

What that figure illustrates basically is that in addition to the trends identified in the first section, mainly based on
“innovation pushed” and “need pulled” principles, there is another propeller that should be considered: the looping
chain of evolution and progress information, decision and action. This means that the evolution of crisis
management, from the point of view of this paper, is basically propellered by three sources:
Technological and services innovation: Contextual “innovation pushed” evolutions.
Needs coming from the actual crisis events: Domain “Need pulled” evolutions.
The succession of crisis management topics in progress: Nature “looping chain” evolutions.
Back on the framework of figure 6, and following the spiral principle, the progress path related to that third
evolution source can be outlined as represented on figure 8.

Figure 8. The trajectory of progress of the crisis management domain in the information/decision/action framework.

Starting as 1:(Aware, Reactive, Effective), the progress should then concern information and move to
2:(Connected, Reactive, Effective). Then the improvement should concern decision and move to 3:(Connected,
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Global, Effective). The next move concerns action and position 4:(Connected, Global, Efficient), etc. until
7:(Sentient, Anticipative, Optimized). Obviously, there may be some next levels on each dimension, but they are
still to be invented and defined.
Based on the previous considerations, the prevision that can be made for the next fifteen years are the followings:
Technological and services innovation:
o

The first and most significant current innovation that would certainly transform the domain of
crisis management is Artificial Intelligence. This current topic is still at its early infancy and
should revolutionize crisis management by contributing to a far better decision making. It
should also make decision makers free from the large majority of their duty, allowing them to
actually focus on the task that actually require their humanity. Even if AI could contribute to
the information stage (by supporting data interpretation, data visualization, etc.), its contribution
will massively and eventually concern the decision stage (a new track appeared in ISCRAM
2019: AI Systems for Crisis and Risks).

o

The second innovation that should be considered are drones or UAVs. Even if they are currently
largely considered (they have been first introduced in 2005 in ISCRAM, see (Claessens, et al.
2005)), they have not yet reached the point where they would change the information stage by
an order of magnitude. Even if UAVs could also contribute to the action stage (for instance by
delivering rescue materials in inaccessible areas), their contributions will massively and
eventually happen in the information stage.

o

The third innovation that would drastically and deeply transform crisis management is virtual /
augmented / mixed reality. It has been first mentioned in ISCRAM in 2013 with (Ardila, et al.,
2013) and not very often discussed since (three articles in total). VR/AR/MR could obviously
be used for its ability to mimic reality: For instance, VR could seriously remove some of the
strongest inconveniences of real size exercises, as presented in (Congès, et al. 2019). But
VR/AR/MR could also be used for its ability to escape reality and provide an environment able
to ensure immersive analytics for instance. VR/AR/MR could contribute to the Action stage by
enriching the context of the responders, but it also could contribute to the Decision stage by
providing decision makers with a more exploitable COP representation.

Needs coming from the actual crisis events:
o

The first type of crisis that will impact crisis management research is clearly climate change and
global warming. This man-made systemic change will doubly impact the domain of crisis
management: first by being an unavoidable domain of study, and second by generating specific
needs due to its multi-domain nature.

o

The second type of crisis to be considered is the global overpopulation. That topic would
generate so many sub-crisis (disease, famines, conflicts, etc.) that it may become the root of all
social crisis.

Dynamics of the evolution: Basically, considering that the current position of the crisis management
domain (with regards to figure 8) is not at the “sentient” level on the information axis, not at the
“anticipative” level of the decision axis, and not at the “optimized” level on the action axis, it is
reasonable to say that this position is between 2 and 4 (IoT and sensors makes it more mature than 1).
The lack of coordination between ministers or between governments and the individualized objectives
of stakeholders on crisis management make the decision level definitely not “global”. As a consequence,
the current position is probably very close to 2. It is so easy to see that the next evolution steps will
mainly concern the barriers to 3, 4 and 5. It is funny to see that the innovations mentioned earlier (A.I.,
UAVs and VR/AR/MR) will clearly contribute to these three leaps.
So, roughly speaking, the future of crisis management will see a fleet of drones taking off at the first ring of the
early warning system, flying urgently to a coastal flooding to instantaneously generate a 3D model of the crisis
site, enriched by other data (interpreted from satellite, sensors, social media). This 3D model, enriched with
knowledge content, will be analyzed by a computer system that will provide the users with a clear and constantly
updated COP (including prospective analysis). The COP will be used by decision makers to continuously control
the situation through a VR/AR/MR digital twin of the site.
CONCLUSION

This article claims that by mapping social and technological innovations, and crisis events on the crisis
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management evolution chain (information, decision, action), and by considering the evolution chain of that
domain, one can predict some of the main tendencies of the future. It is necessary to mention explicitly that at
least two restrictions should be considered on the way the data is considered in this article: First, the ISCRAM
article cannot be considered as completely independent from the topic of the conference (each year, a precise topic
is supposed to map the time period of the conference but also the expertise of the organizing team. This fact might
certainly influence and somehow bias the “colors” of the submitted papers. Second, only considering titles,
abstracts and keywords certainly reduce the scope of the considered terms. For instance, regarding the need-pulled
aspect, it is possible that a lot of use-cases and scenarios, which explicitly carry the “need-pull” information, might
not be mentioned in Title, Abstract and Keywords, somehow distorting the obtained results. These limitations,
even if it is difficult to evaluate for now their actual influence should be kept in mind when reading the conclusions
and contributions of the paper. Clearly, this is a position paper that would definitely require far more studies and
comparison, and some more sources (than only the ISCRAM digital library). Studying funded research program
like European, American NSF, Chinese NNSF, etc. would also be a good input. However, this article identifies
some trends and their potential occurrence in the future. These are bets on the next fifteen years, based on the
analysis of the last fifteen years. It is clearly risky but this is what research is made of.
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ABSTRACT

The public sector, including state and local government, public health, and emergency management; the private
sector; and the Federal Government jointly face challenges with rapidly collecting and validating credentials for
individuals applying for employment or volunteering for emergencies, vetting security clearances, and
ascertaining suitability. In 2017, for instance, credentialing gaps delayed employees and volunteers from
contributing much-needed skills in disaster areas during one of the worst hurricane and wildfire seasons on record
while Federal agencies inadvertently issued interim clearances to individuals with criminal records. We propose
a secure, modern, mission-capable information technology solution to these with the United States Postal Service
hosting this streamlined process by serving as the hub for collection, validation, and transfer of pertinent data.
The solution would introduce access points in over 5,000 communities for citizens participating in disaster support
operations, as well as those requiring credentialing for employment as part of day-to-day operations.
Keywords

Credentialing, Disaster Support, Clearance, Suitability, Volunteer.
INTRODUCTION

In 2017, a backlog of more than 300,000 initial clearance investigations resulted in Federal agencies inadvertently
issuing interim clearances to individuals with criminal records. In that same year, credentialing gaps prevented
employees and volunteers from serving in disaster affected areas from one of the worst hurricane and wildfire
seasons on record. In 2018 and 2019, a state National Guard assumed responsibility for reconstruction of several
hundred homes following flooding damage; they found themselves faced with hundreds of potential crews
available to support construction efforts immediately but whom they could not immediately employ while they
waited on credentials and background checks.
There is, within the Federal government and across the public and private sectors, a current inability to adequately
vet credentials for emergencies, unnecessary redundancy which increases government costs and wastes citizen
time, and avoidable mistakes in issuing clearances. While efforts have been made to create centralized repositories
of volunteers both for specific roles (e.g., medical volunteers assisting in disasters) and more generalized interest
as exists in volunteer-matching initiatives, most volunteer registration and nearly all volunteer credentialing
remains decentralized to individual organizations or units within organizations.
This paper describes a concept to address these credentialing, suitability, and clearance (CSC) challenges and help
put people to work faster both in supporting disaster operations and as part of their day-to-day jobs. The proposal
was developed for the Federal Government’s Government Effectiveness Advanced Research (GEAR) Center
Challenge in coordination with a range of government and public sector stakeholders and has not yet been
implemented.
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OBJECTIVE

We propose the development of a secure, modern, mission-capable information technology (IT) solution hosted
by the U.S. Postal Service (USPS) to support data collection, validation, and transfer and to streamline the modern
clearance, suitability, and credentialing process. This effort introduces access points in over 5,000 communities
for citizens requiring background checks and other digital identification and supports the Post Master General’s
Digital Initiatives. The effort harnesses a multi-sector public-private partnership to rapidly prototype new
strategies and models for digital identification as well as lay the groundwork for continued innovation of
Government operations and services based on private sector and academic research and best practices. Further,
this effort aims to include a State-based pilot study integrating existing fingerprinting capabilities with electronic
document validation and background checks and creating personal digital identity records for use by the whole of
the Federal government and State, local, tribal, and territorial (SLTT) and private sector partners—to perform
credentialing, suitability, and clearance adjudications.
APPROACH

Our solution links individuals and organizations to identity proofing and subsequent activities required for CSC.
Our solution includes two principal use cases that will be useful to the Federal Government and a variety of other
end users: (1) day-to-day operations and (2) disaster support operations. These are illustrated in Figure 1 and
described below. The numbers in parentheses in the text correspond to each step of the illustrated process.

Figure 1. Detailed Solution for Day-to-Day Operations and Disaster Support Operations
Day-to-day operations (D2D)

The D2D use case is used for scenarios that require routine identity proofing and verification—background checks
for employment, volunteering, and adoption; document validation to meet employment, volunteering, or insurance
requirements; and biometrics to initiate clearance, suitability, and some credentialing investigations, to name a
few. For example, a typical D2D process starts when a Federal agency sends a new hire a QR code to initiate a
clearance, suitability or credentialing investigation. The new hire takes that code to any local USPS post office—
(1) initiation. A USPS clerk who is vetted with a tier 1 background check verifies the new hire’s identity in-person
by checking approved Federal or State identification (ID), passport, or military ID—(2) identity proofing. The
USPS clerk scans and electronically mark as validated (having been) provided by a known individual—any
documents requested by the hiring agency (such as copies of diplomas and transcripts, Social Security card,
military discharge documents, certifications, and other credentials)—(2) document validation. The USPS clerk
also scans the new hire’s fingerprints on the Live Scan (or similar) device and submits the fingerprints—(2) check
initiation—to the cloud for the Federal Bureau of Investigation (FBI) or the Defense Counterintelligence and
Security Agency (DCSA). The FBI or DCSA retrieve the fingerprints, conduct the background or identity history
summary check (BC or IdHSC), and conduct any additional required investigation—(3) background
check/investigation. The collected data and completed background check and investigation are sent to a cloud
address specified by the QR code—(4) CSC data transfer—from which the hiring organization retrieves it—(5)
CSC data retrieval. The USPS clerk may provide the new hire with a digitized data card with copies of all of the
information collected during the encounter or have the card delivered once more detailed background checks are
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complete—(6) CSC data card creation.
This same process could be employed by, for example, schools hiring new teachers; hospitals hiring new medical
professionals; and nonprofits and nongovernmental organizations (NGOs) recruiting volunteers to work in disaster
zones or with children, seniors, or animals. A simplified process—one that only identity proofing and background
checks—could be used by companies that maintain a bonded workforce for insurance purposes (e.g., moving and
repair companies). Identity proofing for passport issuance is already in place at USPS locations and could be
further expanded to include remote, in-person proofing to obtain digital identification certifications for
government websites and online applications. The receiving organization will identify the appropriate type of
check as a function of the role of the individual being credentialed.
Security for personal data is of paramount importance, especially during data transfer to credentialing
organizations and then from credentialing organizations to recipient hiring/volunteer organizations. As
envisioned, the hub organization collecting materials will not store materials and will serve only as a pass-through.
Materials in transit will be encrypted and sent to specific encoded addresses generated as part of the credentialing
initiation.
Disaster support operations (DS)

The DS use case is for scenarios that require rapid, accurate credentialing to put volunteers and professionals in
place to provide support during disasters (e.g., volunteers in shelters and registration centers and medical and
hazardous materials professionals serving affected populations). For example, if the D2D concept hiring
organization is a voluntary organization active in disaster (VOAD) member, it now has the credentials for
volunteers it is deploying to do home inspections, repairs, and rebuilding, including the new hire. The new hire
brings the CSC data card to the Incident Command Admin Section on arrival. A USPS clerk working as part of
the Admin Section uses the card to rapidly register the hire and validate his/her credentials— (7) rapid credential
check.
In advance of the deployment, the VOAD organization could also provide the local USPS with a list of volunteers
and obtain a validated copy of all the credentials and IdHSC results for the team. The team leader could provide
this onsite to the Admin Section Chief to rapidly authorize the team to begin providing needed services citizens
in the impacted area. In both cases, the volunteers will be out assisting the community as quickly as possible, and
the Admin Section will have a clear record of its volunteers and their credentials for ease of accountability. The
year-one pilot will culminate with a demonstration of this capability conducted as part of a State- or local-run
exercise.
REAL-WORLD APPLICATION

Following a series of state-wide challenges, in 2019, a state National Guard assumed responsibility for directing
reconstruction, replacement, and repair of more than 400 homes damaged in flooding. The National Guard found
themselves facing the recruitment, hiring, and assignment of crews that would conduct the reconstruction efforts
in homes across the state. In addition, National Guard members, many of whom had security clearances or
background checks to perform their Guard functions, also required credentialing to support specific roles if they
were participating in the reconstruction efforts through their civilian jobs. When facing the same scenario in the
future, if the proposed CSC capability existed, crews could complete background checks and validate credentials
prior to arriving at reconstructions and repair sites. Each crew member would carry an identification card with the
checks and credentials. Therefore, when they check in at their sites or at a centralized assignment hub, the cards
could be read and all of their pertinent information to support site work and specialized skills would be available
for immediate reference. They would be more rapidly, effectively, and safely assignable.
In addition to the recovery efforts, members of the National Guard are also actively involved in reducing drug
demand in the state’s school system. These members provide mentoring and engagement to teach youth
leadership, civic duty, self-esteem, and drug awareness. Right now, they go through an additional background
check to volunteer in schools. In the future, a strategic partnership with state agencies, schools, and communities
could be developed such that previously cleared and credentialed National Guard members would be able to access
their own records. Likewise, the state’s National Guard could provide access to those records so that local school
systems could check the current status of volunteer members. This would result in a reduced cost and time for
background checks and enable volunteers to engage with young people sooner and more effectively.
The state’s National Guard has already expressed interest in this or a similar solution noting that emergency
managers and state and local politicians are going to want to ensure that everyone working the crisis or working
with children is certified.
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CONCLUSION

The proposed solution responds to several recent government calls to action regarding CSC. In March 2018, the
President’s Management Agenda recognized the need to address CSC issues, and in May 2019, the Government
Accountability Office recommended that government agencies adopt more secure identity proofing practices
after finding that use of personally identifiable information (PII) questions for online identity proofing were
subject to data theft–related fraud.
Building a solution to these challenges requires both resources and Federal coordination among agencies with
responsibilities for CSC, as well as buy-in from State, local, tribal, and territorial government(s); nongovernment
organizations; and individual volunteers. However, the benefits of a central, accessible means to rapidly credential
and grant access to employees in day-to-day operations would increase efficiency and reduce government and
employer costs. In response to a crisis, the solution represents a rapid method to verify the identity of responders
and volunteers and validate their expertise, allowing faster deployment of human assets in the way that will
provide the most impact to affected communities. Changing current processes may not be easy, but providing
reliable assistance to impacted citizens is worth the challenges, particularly, as shown above, a technical solution
is possible.
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ABSTRACT

Critical energy infrastructures are more and more focused upon by politics and society. Modern society depends
on these structures, since they enable the steady support of electricity and other types of energy. Deliberately
precipitated hazards of certain critical parts of electrical transmission systems (ETS) can lead to catastrophic
consequences. Therefore, the analysis of feasible security hazards and resulting consequences for the operation of
transmission systems are a concern to transmission system operators (TSO). Alas, there is no common method
available that comprehensively identifies these feasible security related scenarios and classifies them according
to their overall criticality for the safe operation of the ETS. To tackle this challenge, we propose a comprehensive,
yet easy-to-apply method to systematically identify and assess the criticality of security threat scenarios. It is
conducted in four steps and consists of a matrix based consistency check of threat scenarios in a defined solution
space and a convenient semi-quantitative assessment of a risk factor for the ETS. The approach is illustrated by
the simplified generic example of an EETS.
Keywords

Physical Security, Energy Transmission Systems, Scenario Analysis, Threat Analysis, Risk Assessment.
INTRODUCTION

Critical energy infrastructures are more and more focused upon by politics and society. Modern society depends
on these structures, since they enable the steady support of electricity and other types of energy. Energy
infrastructures are usually broadly distributed, connecting different regions and even countries by the energy
transmission system (ETS). Thus, deliberately precipitated hazards of certain critical parts of these transmission
systems can lead to catastrophic consequences, e.g. the failures of energy supply in whole regions and following
cascading effects.
Therefore, the analysis of feasible security hazards and resulting consequences for the operation of transmission
systems are a concern for transmission system operators (TSO). Additionally, future regulations require the
implementation and assessment of security measures. Since ETS offer a large number of feasible attack targets to
potential attackers, prioritization of assets regarding security threat scenarios as well as asset criticality is
mandatory.
Unfortunately, there is no common method available that comprehensively identifies these feasible security
related scenarios and classifies them according to their overall criticality for the safe operation of the ETS. The
analysis is even more complex considering the complex variety of components in an ETS and the individual level
of vulnerability of these components.
To tackle this challenge, we propose a comprehensive, yet easy-to-apply method to systematically identify and
assess the criticality of security threat scenarios. It is conducted in four steps and consists of a matrix-based
consistency check of threat scenarios in a defined solution space and a convenient semi-quantitative assessment
of a risk factor for the ETS. Hence, it enables the ranking of revealed security threats by either ETS criticality
(consequences) or likelihood of occurrence. Simultaneously to its development, the approach is, due to nonWiP Paper – Open Track
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disclosure reasons, exemplarily applied to structures of an ETS. Finally, a summary over the presented procedure
is given and the results are discussed, especially regarding the practical application and future work towards
further enhancements.
BACKGROUND

Electric ETS (EETS) are considered critical infrastructures, since they enable the support of electrical energy.
EETS, like other ETS, consist of different components needed for the distribution over long distances and
transformation of high voltage electricity, e.g. 220/380 kV in Germany.
The complex structure mainly consists of overhead transmission lines and corresponding tension towers.
Substations realize control and transfer to local distribution networks. Main components of substations are
transformer, process control technique in control stands, big open air switching bays with bus bars along with
other subcomponents (Parfomak 2014).
Although the array of the components is not very complex, the whole EETS is a very complex structure principally
vulnerable to the failure of single elements of the network. The TSO undertakes a variety of functional safety
measures to ensure a reliable supply of electricity, which is demanded by legislature (EnWG 2005). These
measures comprise especially the (n-1)-rule of redundancy within the ETS (Schwab, 2009).
Additional to a safe and reliable operation, the legislator provides regulation to measures of cyber security to be
taken against malicious attacks (EnWG 2005). Physical security of the ETS infrastructure is not yet regulated,
there exists only a legal duty to implement safety precautions for trespassers so far. Since the vulnerability of
EETS against i.e. terrorist attacks is increasingly focused upon, the physical security will be explicitly part of
future standards, e.g. the NERC CIP-014-2 (NERC 2015). Therefore TSO are currently taking up this topic.
Physical Security Risk Analysis

Physical security risk analysis in general is still an emerging field in science and practice. The definition of risk
in this context is usually defined as (Contini et al. 2012, Mc Gill et al. 2007):
𝑅𝑖𝑠𝑘 = 𝑇ℎ𝑟𝑒𝑎𝑡 × 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 × 𝐶𝑜𝑛𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒

(1)

Various approaches to security risk assessment have been developed that may be divided into qualitative,
quantitative and hybrid methods (Meritt 2008). Qualitative methods are mostly based on expert knowledge, while
existing quantitative methods use discrete probabilities. The former are more widespread because of their ease of
use, while at the same time the application of expert knowledge can lead to inaccurate or even wrong results
(Landoll 2011). Additionally, some quantitative methods aiming at cost-benefit analysis have been developed.
Typically, cost-benefit analyses of security measures would account for potential financial losses as result of an
attack, the probability of occurrence of various attack scenarios and the vulnerability of the security system
(Flammini et al. 2009). A comprehensive and field applicable framework that directly addresses the security of
energy infrastructures was prepared by the Harnser Group for the European Commission (Harnser 2010). It is
based on semi-quantitative methods and provides detailed processes and assessment metrics.
However, most approaches to security risk assessments concentrate on the assessment of vulnerability to attacks
and are mostly dependent on specific attack scenarios (French & Gootzit 2011). This dependency is detrimental
to a comprehensive analysis as knowledge about the behavior of a potential attacker may be insufficient (Cox Jr.
2009). Hence, a comprehensive as possible analysis of threats, e.g. attack scenarios or security hazards is important
for the assessment of vulnerability and security risk as well. Garcia (2008) describes threat analysis as a process
of systematic analysis to identify significant facts and implications. She proposes a method based on information
gathering and organization. However, structured methods to identify threats and attack scenarios systematically
are not commonly used in practice. This part of analysis mostly relies heavily on expert knowledge and is often
based on creativity techniques like brainstorming, e.g. like proposed by Harnser (2010). Thus, systematically
revealing feasible attack scenarios is a difficult task.
Scenario Analysis

Here, approaches to scenario analysis used in general risk analysis appear to be useful to facilitate and develop a
structured comprehensive security threat or hazard analysis. A method for a systematical prediction of potential
future states is the scenario technique. The technique aims at considering all influencing factors in a networked
system to describe possible future scenarios (Gausemeier et al. 2014). Its usage is widespread e.g. in business
administration and strategic planning. Among others, the main part of the scenario technique is the building of
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scenarios. Here, a consistency check between the different estimated future states of the influencing factors of the
scenario is conducted and consistent scenarios are then described in detail. The consistency check usually uses
consistency matrices and due to its complexity, the implementation is computer-aided (Dönitz 2009).
Scenario analysis methods are known in defense, especially in the area of general future strategic planning. An
overview is given in Nguyen and Dunn (2009). A current approach was introduced by Johansen (2018). In this
approach a consistency matrix is used to determine feasible scenarios within a solution space defined by higher
level categories. These categories are further detailed by characteristics determining the boundaries of the solution
space. The categories and corresponding characteristics are then checked for consistency with the characteristics
of all other categories.
Further, there are additional approaches that do not only check for consistency but also address the issue of varying
likelihood of occurrence for each determined feasible scenario, e.g. (Jensen and Jordan 2007; de Kluyver et al.
1984). These approaches require rather detailed knowledge of the variety of characteristics used and are
mathematically elaborate. Thus, the application of these methods in the field of security seems challenging.
APPROACH

The here presented work-in-progress approach aims at meeting the demands of TSO for applicable methods
concerning security risk assessment. Herein, a comprehensive security hazard analysis is an important first step.
Therefore the method is developed with a practical orientation. It is divided into four consecutive steps. In a first
step a solution space of scenarios is defined. This allows a check of scenario consistency in a second step by
application of a consistency matrix. After checking the scenario consistency, the third step consists of reasonable
clustering and addition of feasible assets of an ETS to the consistency matrix. The concluding semi-quantitative
risk–factor estimation is accomplished in the last step.
Since the approach is considered as work-in-progress, the application to a specific ETS is not yet finished. Due to
non-disclosure agreements and ongoing application the method is only generically shown.
Defining a solution space

Defining the solution space is the first step of the presented approach, as it is preliminary for the establishment of
the consistency matrix. Spanning the solution space starts with the definition of high-level categories needed for
a thorough security scenario description. Usually this covers at least the categories used in the generic example of
a category list shown in Table 1.
Table 1. Category List

Attacker

Mission Objective

Modus Operandi

State

Destruction

Pick-Up truck, small IED’s

Terrorist

Disturbance

Drones and explosives

Criminal

Financial gain

Hobby tools, side cutter

The list in Table 1 shows a minimum configuration, further categories should be added depending on the requested
level of detail. For example, distinguishing between general objectives (e.g. political) and mission objectives,
separation of tools for intrusion and attack, introduction of level of knowledge (compare Harnser (2010)).
Following, characteristics are defined to specify the set-up categories as shown in the example in Table 1. Here,
the elicitation of expert knowledge from both sides, TSO as well as security experts seem to make sense to compile
characterizations of the chosen categories as thorough as possible.
However, the size of the solution space should be cautiously considered (Johansen 2018). On the one hand, it
should include all feasible scenarios. On the other hand, the number of included scenarios is a result of a
combinatorial computation. Thus, for example a scenario space with c=3 categories with n=3 characteristics each
leads to a high number of included scenarios:
𝑛 = 3 = 27
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Checking consistency of scenarios

1
1
0
1

Drones and explosives

Hobby tools, side cutter

Pick-Up truck, small IED‘s

Disturbance

Financial gain

Criminal

State
Terrorist
Criminal
Destruction
1 1 0
Disturbancce
1 1 0
Financial gain
0 0 1
Pick-Up truck, small IED‘s 0 1 0
Drones and explosives
1 1 0
Hobby tools, side cutter
0 0 1

Destruction

State

Terrorist

As the solution space is defined, the consistency matrix is then used to check the consistency of these
characteristics in the different categories. Figure 1 shows the resulting consistency matrix M for the simple
solution space in Table 1.

1
10
00
01

Figure 1. Consistency Matrix M for Solution Space

The depicted matrix in Figure 1 is only diagonally used for checking consistency by comparing the characteristics
of each category with those of all other categories. Hence, a thorough cross checking is possible, where only basic
consistency is considered. An estimation of a likelihood of such combinations is not conducted. Since manual
evaluation is not manageable for a higher number of categories and characteristics, a computer-based analysis is
helpful. The result of cross-checking the elements of the consistency matrix is a list of all basically consistent
scenarios regardless of their likelihood of occurrence. Hence, also scenarios which are very unlikely to occur
(black swan events) are part of the further conducted hazard analysis. Table 2 shows a list of the scenarios resulting
from the example.
Table 2. List of Consistent Scenarios

Attacker

Mission Objective

Modus Operandi

State

Destruction

Drones and Explosives

Disturbance

Drones and Explosives

Destruction

Pick-Up truck, small IED’s

Terrorist

Drones and Explosives
Disturbance

Pick-Up truck, small IED’s
Drones and Explosives

Criminal

Financial Gain

Hobby Tools, Side Cutter

The list in Table 2 shows that very unlikely scenarios are now further considered, as they are basically consistent.
These scenarios potentially remain unconsidered when the feasible solution is not systematically analyzed.
Clustering and addition of assets to consistency matrix

The third step consists of clustering assets followed by the addition of the clustered assets to the consistency
matrix. Asset clustering is reasonable due to the relatively great number of components in EETS and their
conclusive allocation to the functional structures of the EETS. Thus, the functional structure specifies the asset
clusters. Examples of distinct functional structures in an EETS used for the example are listed in Table 3.
Table 3. Examples of Functional Structures in an EETS

Asset Cluster

Sub-Assets

Transformer

Active Part
Buchholz Relais
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Grommet
Cooling Devices
Control Stands

Central Process Cell Unit
Process Control Technique
Distributing Cabinet
Optical Fiber Connection

Switching Bays

Circuit Breaker
Cutoff Switch
Isolator
Conductors

The defined functional structures fulfill specific sub processes, which supply the key processes of energy
transmission and transforming. The clustering in functional structures is reasonable, since the malfunction of
single components in these clusters leads at least to a loss of the sub function or process. Hence, a differentiation
between these components regarding their criticality to the key processes is not possible. Additionally, the
topographical location of the components is strictly based on the functional structure.

State
Terrorist
Criminal
Destruction
Disturbance
Financial gain
Pick-Up truck, small IED‘s
Drones and explosives
Hobby tools, side cutter
Transformator
Control Stand
Switching Bays

Following, the defined asset clusters are then added to the consistency matrix. Here, the consistency is only
checked for the attack means and their potential effect on the asset cluster. Figure 2 shows the updated consistency
matrix.

State
Terrorist
Criminal
Destruction
Disturbancce
Financial gain
Pick-Up truck, small IED‘s
Drones and explosives
Hobby tools, side cutter
Transformator
Control Stand
Switching Bays

1
1
0
0
1
0

1
1
0
1
1
0

0
0
1
0 1 1 0
1 1 0 0
1 1 0 1

1 1 0
1 0 0
1 1 1

Figure 2. Updated Consistency Matrix with Clustered Assets

The resulting consistent scenarios including the attacked asset for the used example are listed in Table 4.
Table 4. Updated Feasible Attack Scenarios Including Assets

#

Attacker

Mission Objective

Modus Operandi

Asset

1

State

Destruction

Drones and Explosives

Transformer

2
3

Switching Bays
State

Disturbance

Drones and Explosives

4
5

Transformer
Switching Bays

Terrorist

Destruction

Pick-Up truck, small IED’s

Transformer

6

Control Stand

7

Switching Bays

8
9

Drones and Explosives

Transformer
Switching Bays
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10

Disturbance

Pick-Up truck, small IED’s

Transformer

11

Control Stand

12

Switching Bays

13

Drones and Explosives

Transformer

14
15

Switching Bays
Criminal

Financial Gain

Hobby Tools, Side Cutter

Switching Bays

Table 4 shows that the attack modes applicable to the assets vary. Hence, not all assets are potential aims for the
varying attack scenarios. The criticality of the asset cluster is estimated in the next section.
Risk-Factor estimation

In this last step, the risk factor is estimated by applying a straight-forward semi-quantitative scheme. The scheme
consists of four different unweighted assessment categories. Figure 3 shows the assessment scheme.
(1-5)
(2-10)

Scenario
𝑥

(1-5)
(0.4-100)

Actor Presence

Operational
Intent

Risk-Factor
𝑥

∙𝑥

(2-10)

(1-5)

Consequence

Functional
Failure

𝑥

Asset

(2-10)
𝑥

∙

𝑥
5

(1-5)

Specific
Attractivity

Criticality for

(1-5) Key Processes

Figure 3. Scheme for Risk-Factor Estimation

The two main comprised assessment levels are scenario and asset factors. The presence of the actor in the
surrounding of the considered infrastructure, as well as the estimation of the intent to conduct attacks is assessed
within the scenario factor. Figure 4 shows the rating scheme for scenario factors and the functional failure
likelihood as part of the asset factors.
Functional Failure
Score

Description

1

Very low

2

Low

3

Medium

4

High

5

Very high

Damage unlikely,
No limitation of function
Light damage,
Limitation of function unlikely
Visible damage,
Light limitation of function
Major damage, Limitation of function likely

Actor Presence / Operational Intent
Score

regional

1

Very low

2

Low

3

Medium

4

High

5

Very
high

Destruction,
Functional failure

national

International
X

Potential
Documented

X

X

Potential

X

Documented

X

X

Potential

X

X

Documented

X

X

Potential

X

X

Documented

X

X

X

Potential

X

X

X

Documented

X

Figure 4. Rating Scheme for Assessment Factors

For the scenario factors, we use available evidence of expert sources to rate the presence of the actor and similar
attacks. Additionally, Figure 4 outlines how to rate the functional failure factor. Similar to the other factors, expert
knowledge is used for judgement. In this case, it is rational to involve technical knowledge from the TSO. The
knowledge of the TSO is also needed when estimating the criticality of the sub processes and corresponding assets
within the ETS for the key processes. Its estimation is a separate procedure itself, which is not discussed further
in this paper. Analogously to the other factors of the scheme, the resulting ratings can range from “very low” (1)
to “very high” (5). Possible results for the considered asset clusters are given in Table 5. The consecutive
consequence estimation of severity is computed by summarizing the ratings of likelihood of functional failure and
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asset criticality (see Figure 4).
Table 5. Possible results of asset criticality estimations

Asset Cluster

Criticality

Transformer

5

Control Stands

4

Switching Bays

3

The last considered factor on asset level is the attractiveness of the asset clusters to the specific generated
scenarios. Here, the rating should be done separately for every consistent scenario set up by the analysis. Thus,
the results for an asset cluster may differ depending on the categories chosen for the consistency analysis. The
scenario-specific attractiveness is added to the consequence assessment as an additional factor solely able to lower
the asset factor (see Figure 4).
Finally asset and scenario level ratings are combined to estimate a risk factor. It considers both factors equally by
multiplying the result of both, scenario and asset factor (see Figure 4). The resulting risk factors vary between 0.8
(low risk) and 100 (high risk). The computed results for the generated scenarios of the generic example are listed
in Table 6.
Table 6. Results for Risk Factor Assessment

#

Actor
Presence

Operational
Intent

Functional
Failure

Criticality

Specific
Attractivity

Scenario
Factor

Asset
Factor

Risk
Factor

1

1

1

5

5

5

3

10

30

2

1

1

4

3

3

3

3

9

3

1

1

5

5

5

3

7

21

4

1

1

4

3

5

3

5

15

5

3

3

5

5

5

6

8

48

6

3

3

5

4

4

6

5.6

33.6

7

3

3

4

3

3

6

3.6

21.6

8

3

3

5

5

5

6

8

48

9

3

3

4

3

3

6

3.6

21.6

10

3

3

5

5

5

6

8

48

11

3

3

3

4

4

6

5.6

33.6

12

3

3

4

3

3

6

3.6

21.6

13

3

3

5

5

5

6

8

48

14

3

3

4

3

3

6

3.6

21.6

15

5

5

1

3

4

10

6.4

64

The results arranged in descending order regarding the estimated risk factor show differing, wide varying risk
results. It gets visible that the set-up scenario list also includes attack scenarios with very low-level risk estimation.
To make the results more accessible, the usage of a security hazard risk matrix as shown in Figure 5 is helpful to
visualize them.
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Hazard Risk
10

9

8

Asset Risk Factor

7

6

5

4

3

2

1

0
0

1

2

3

4

5

6

7

8

9

10

Scenario Risk Factor

Figure 5. Security Hazard Risk Matrix

In Figure 5, the grey lines denote thresholds indicating the intensity of consideration in further analysis of security
measures. In our example, the dashed line marks an overall hazard risk rating of 33.3, thus one third of the possible
range of rankings. Scenarios below this first threshold are of low priority for further analysis, while scenarios
exceeding a rating of 33.3 are considered important but not critical for security analysis and investment decisions.
Accordingly, the drawn-through line marks the threshold for the hazard scenarios that should be prioritized in
further analysis. Lowering the vulnerability of these scenarios exceeding a rating of 66.6 with appropriate security
measures is the benchmark criterion for the further security analysis process.
CONCLUSION

This paper introduces a straight-forward practical approach to security hazard analysis that enables a
comprehensive view on feasible security threat scenarios. It is developed as a part of a broader physical security
analysis for EETS, but is suitable for the application of security analysis to other domains.
To reach this goal, the approach uses a matrix-based method to create consistent scenarios of varying
characterizations of different categories. The characterizations describe the differing scenarios, while the number
of categories can be increased to reach a more detailed scenario description. In a second step, assets are clustered
topographically as well as functionally and cross-checked for consistency with the set-up scenarios. Following,
we introduce the straight-forward rating scheme for risk factor estimation. Thus, it is possible to estimate the
likelihood of every consistent feasible scenario. Therefore, asset as well as scenario factors are considered in the
assessment. In a last step, the usage of a threat risk matrix is proposed to support the visualization of the overall
risk. Therein, rating thresholds of 33.3 and 66.6 on the rating scale ranging from 0.25 to 100 are proposed to set
possible levels of prioritization.
As a result, the presented approach expands common security threat analysis by a systematic procedure that
enables a comprehensive consideration of scenarios including those with very low probability occurrence but
severe consequences. Additionally, it combines the probability of functional failure of the asset with its process
criticality. However, this rating requires the definition of key processes as well as component criticality.
Practice shows that the approach allows adapting the level of detail for most applications. At the same time, this
remains a challenge besides the overall easy implementation in TSO environment. Balancing between the desired
level of detail needed for analysis and the rapid growth of the solution space tends to be time-consuming.
Furthermore, highly detailed scenario spaces show great overlaps in resulting scenario characterizations.
Combined with the easily implementable but rather rough estimation of scenario likelihood this leads to higher
numbers of very similar scenarios. Clustering of these scenarios represents a possible solution.
Further work is needed in order to embed the threat analysis process into the higher level security risk assessment.
Additionally, further evaluation, for example on other ETS or similar infrastructures, should be done. A huge
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overall task is the ongoing development of more sophisticated methods to create a comprehensive set of scenarios
considering the estimated likelihood of their realization.
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ABSTRACT

Computer and virtual simulation-based training (CST) offer several benefits for emergency response and
management preparedness. However, organizations responsible for training are often hesitant to use CST, based
on cost and perceived lack of benefit when compared to live simulation training (LST). This paper investigates
how CST can complement LST, and how it contributes to achieving the necessary learning objectives for level
one fire and rescue service incident commanders (ICs). Data and examples come from an experimental study with
students from different fire and rescue services trained in the role of the IC in LST and CST, in a similar scenario.
Results show the cost and benefits of the CST implementation based on evaluations from learners, instructors and
responsible managers. Participants had a positive attitude towards using virtual simulations, but the results also
point to barriers regarding the suitable design of learning scenarios and implementation.
Keywords

Virtual Simulation, Simulation, Serious Games, Training, Live Training, Cost and Benefit, Use, Usability,
Incident Command.
INTRODUCTION

Practice-based training is crucial in preparing new Incident commander (IC) students for their future role, allowing
them to experience high presence in training handling the incidents they will face in todays’ society. Practicebased training is crucial and also argued to be the most effective, even for training non-technical skills (Flin &
O'Connor, 2017). Since real life expose the ICs to a large variety of incidents, the students should be able to train
their role in a large number of different situations. Not only to learn the various actions they can decide to take
and the expected effects of these (i.e., the tactical and technical skills) but they also need to become familiar with
their role as an officer, which includes practicing situation assessments, communication and decision making
during critical circumstances (i.e. the non-technical skills). In this study, we compare two practice-based training
methods; live simulation training (LST) and computer-based simulation training (CST).
For many organizations and for a long time, LST and exercises at a fire and rescue training field have been
considered to be the most realistic form of training, aimed to provide an experience as near to a real as possible.
In addition to this, photographs, videos and tabletop models have been used to train ICs, which provide more
discussion-based teaching methods. Until about a decade ago, these methods have also been the only commonly
available methods for training. Due the development of virtual environments and computer game technologies,
there are now computer simulation-based training (CST) tools and applications that provide new learning
environments, new methods and also new possibilities to develop learning scenarios supporting IC training
(Chittaro & Sioni, 2015; J. K. Lamb, Davies, Bowley, & Williams, 2014; Williams-Bell, Kapralos, Hogue,
Murphy, & Weckman, 2015). Many organizations responsible for fire and rescue IC education and training have
reported the unique benefits of using CST. Examples of these benefits are; training in situations that are not
possible in LST (e.g. plane crash, a bomb explosion on a train), more robust training possibilities, the possibility
to reuse precisely the same scenario several times and thereby assess students in equal situations, and for lower
costs (Heldal & Hammar, 2017). However, several organizations are hesitating to adopt CST, even if they have
access to it. To examine the benefits and limitations of CST in comparison with LST for IC training, an
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experimental study was designed, were the CST was developed based on the scenarios previously used in LST.
The broader motivation of this study was to examine how the benefits from two different environments can be
combined for improved training situations. Since the users are IC students, and the technology needs to be
understood and adjusted by instructors, this paper utilized CST scenarios similar and comparable to scenarios
used for LST. However, the vision is to contribute to investigating added values of CST that are about practicing
scenarios that cannot be trained via LST.
The comparison is based on an experimental study of a class of IC students and the return of investment is
calculated for the CST and LST.
This study aimed to answer the following three research questions from IC learners, their instructors, and from
responsible managers for CST and LST after experiencing both types of training:
1) Can CST replace LST?
2) What main values of CST do the learners and instructors express?
3) How may the design of a CST support or disturb training? Here we focused on the photorealism of
scenarios, objects, and people.
These questions are interesting since there are several obvious similarities and differences between CST and LST.
Similarities can relate to the similar learning objectives and performance of certain tasks. Differences are related
to the different experiences in live or virtual environments, the nature of the different settings, elements of
representations (e.g., humidity, smoke, heat, weight), activities performed during the tasks (e.g., acting in a field
or with a gamepad or joystick), but also the possible outcomes may vary. While LST requires physical training
fields with real objects, CST requires computers, large screens, and software licenses.
Both training methods are resource demanding but in different ways. While both require dedicated instructors and
careful plans; the plans to conduct and assess LST require different competencies and support than corresponding
CST (K. Lamb, Boosman, & Davies, 2015). Organizations responsible for IC education and training need
different rules for LST and CST implementation and use (Fomin, Heldal, & Wijkmark, 2018). Many have
developed methods and tools to use LST in their educational activities, but at the same time they question if LST
can provide the needs for IC training in this changing society, were several new challenges and risks constantly
emerge (Heldal and Hammar 2017).
While the practice acknowledges the response “no” for the first question above, the question has to be asked and
a discussion should begin considering the practitioners starting points and perspectives. In the same way, the usual
house fire scenario may seem to provide a too simplistic training when CST delivers the possibility to train in
situations not possible in LST, e.g. skyscraper fires, flooding, terrorist attacks. However, it is essential to allow
users with no prior CST knowledge to experience training in a similar scenario in both LST and CST, for them to
understand and point out the similarities and differences (e.g. Chittaro & Sioni, 2015; Heldal, 2004, 2018).
This paper presents an experimental study examining a class of IC students participating in training, with the focus
on the role of the IC and the necessary tasks during response to an incident, here an uncomplicated house fire.
According to our knowledge, this is the first systematic approach to comparing LST and CST for IC training. To
make the comparison possible, the same scenario with the same preconditions was planned and developed in CST,
as in the LST. At the same time, this limited the potential beneficial use of CST, where more cues (risks, complex
fire and smoke behavior, and effects of different action etc.) could be added and utilized and more complex IC
assessments and decision-making training could be included. In addition, we compare a limited CST with a usual
LST through observations, questionnaires and interviews with learners and their instructors.
BACKGROUND

Technology resistance is not a new phenomenon, and such resistance may even be beneficial for an organization,
for example, if older technologies are replaced by newer ones without enough advantages to motivate the cost in
terms of learning the modern technology (see e.g. (Adner & Snow, 2010)). However, having a technology without
clear reasons for it can result in non-use which also can cause confusions (Toftedahl, Hoffman, & Björk, 2012).
Today, the most common form of training for incident command is in classroom-like situations and via practicebased live training (Hammar Wijkmark & Heldal, 2015). There are already proven methods at many organizations
to develop and assess these training situations, even if this may require extensive resources of training personnel,
specialized facilities and well-planned live scenarios. Classroom situations like lectures, discussion based methods
using table top models, video and photos are necessary to learn rules, procedures and regulations as well as live
simulation were the IC student can practice interacting with a team of firefighters; to gain the necessary knowledge
and acquire routines, procedures and skills. Therefore, one crucial question when introducing CST concerns its
role in relation to existing training, that is, if CST can replace or complement the current training methods. Most
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executives may understand the added benefit in terms of costs, or increased quantity of training (that was even the
argument for purchasing the technology), but that is not a strong enough argument to implement it more actively.
LST is necessary for the IC students to gain experiences related to physical objects and conditions and leading a
team of firefighters. At the same time, LST is limited to only the types of incidents that can be simulated in these
fields, due to the cost, the safety and environmental regulations related to existing objects, buildings, vehicles,
etc. One building has to represent several different real-world objects, e.g., apartment house, cruise ship and
workshop, and the building has to be built to hold for repeated fires several times per day, for many years. These
preconditions result in sheet metal and concrete buildings that lack visual similarity to the real world object they
represent. The safety regulations limit the amount of fuel (i.e. wood which is the only allowed fuel) that can be
used whereby an incorrect or missing decision on action will result in the same consequence as a correct decision
on action, i.e. the fire will go out in either way. The fire cannot spread and the smoke and flames cannot visualize
the flames and smoke from a real house on fire (i.e. with burning plastic and other materials). At the same time,
the IC training objectives include assessing the situation and gathering detailed information about the incident, by
visual examination of the building and the search for information and cues in the fire and smoke behavior, the
building construction etc. Such cues are very hard, and mostly impossible, to simulate and include in LST, but
easy to visualize and simulate in CST (St Julien & Shaw, 2003).
Fire and rescue personnel, especially ICs, have to make many time-critical decisions in possibly life-threatening
situations where their task is to protect the safety of civilians, the team, and property. Due to emergency situations
being unpredictable, time-critical and high-risk situations, firefighters and ICs have to go through extensive
training (Hammar Wijkmark & Heldal, 2018). Additionally, the quick development of society includes new
infrastructures, transportation possibilities, housing, communications, living habits and new materials in our
houses, cars, and clothes. Even the magnitude of accidents changes. At the same time as house fires and every
day accidents may decrease due to preventive activities, the fire and rescue services need to develop preparedness
for the more unusual and seldom occurring, complex incidents caused by man or changing climate. It is difficult
to provide LST and other traditional methods for these situations. Harbors cannot be closed to practice large ship
fires (Jansen, 2014), and the same fire cannot be repeated hundreds of times, in the same way, to allow to prepare
or to examine a hundred firefighters in the same manner, or perform debriefing in the same manner (Chittaro &
Sioni, 2015). An instructor can speak about such situations, but experiencing these in simulated environments can
offer more realistic experiences or higher awareness for decision-making situations (Molka-Danielsen, PrasolovaFørland, Hokstad, & Fominykh, 2015; Polikarpus, Bøhm, & Ley, 2019).
How to train for ‘the unexpected’ is far from obvious. Just planning realistic enough training situations requires
extensive resources of training personnel, specialized facilities, and well-planned even live-fire scenarios.
Between the many benefits of CSTs, there are also additional ones, e.g. enhancing the motivation to train,
providing improved insight into new situations, and allowing accessible training, traceable actions and repeatable
scenarios for debriefing and evaluation of a practiced event (Girard, Ecalle, & Magnan, 2013). The latter provides
a learning environment where learning from mistakes is possible, in contrast to real-life settings and LST. Being
able to use CST technology for distance training is particularly attractive for many Scandinavian organizations
due to a large number of small rescue services in rural locations and a large proportion of part-time firefighters
and ICs. For example, 68% of the operative Swedish fire and rescue service personnel are part-time employees
(MSB, 2010).
STUDY DESIGN

The study took place at the training field at the Swedish Civil Contingencies Agency (MSB) Collage in Sandö,
three days in September 2017 (pre-study) and a week in October 2017 (experimental study).
The pre-study focused on collecting data to develop a CST comparable to an LST, based on observable, important
learning objectives in the MSB IC course. This part also included designing and developing a similar CST for
achieving the same objectives. The experimental study focused on determining costs and benefits, limitations and
possibilities of CST and included thoughts about integrating it in more complex training within the same or other
courses.
Pre-study

During the pre-study, six different learners from an IC class were observed in the classroom and an LST situation.
In the classroom, the instructor presented the different phases of an incident, seen from the role of the IC, i.e. what
the IC is obligated to do during these phases: i.e. risk assessments, assessment of the situation, decisions on
actions, communication with team and command, reports etc. (see Figure 1). The understanding of these phases
and the ability to act in the role as an IC in a response to an incident are the learning objectives of the classroom
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lessons and first LST, and consequently the CST.

Figure 1. This figure describes the most important phases (arrows) and actions (stars), where the IC student should
report to higher command or make decisions.

The confirmation of the call, the “window report” (the short report via radio which the IC gives when arriving to
the scene, that confirm or adds to the information in the call) and the first situational report (the reports is give via
radio, including the object affected, damage, risks, threats, objectives, actions taken and planned, the time
estimate) were identified as the first main learning objectives that the ICs need to achieve in this part of the course.
Observations of the theoretical lesson in the classroom and during the first LST (including AR) were performed
to gather more information about this. The students and instructors were interviewed about their opinions and
expectations on how CST could complement LST, and what expectations they had on a CST that would allow
training for these objectives.
The scenario identified for this study was a house fire (see Figure 2). A similar CST scenario was constructed
based on the observations of the LST and the interviews but also included a few new experiences. These new
experiences were systematically handled (observed, discussed) in the following CST.

Figure 2. An IC student and four firefighters responding to the LST incident (right) and CST incident.

They were inspired by commonly experienced situations in real incidents, e.g. using more realistic houses,
handling bystanders, journalists at the scene etc. The CST scenario was improved during several iterations and
through the evaluation of IC instructors until the instructors recognized that it could provide the learning objectives
necessary and similar to the LST.
Experimental study

The experimental study was planned for a new class of IC students on the same level as the learners in the prestudy. None of the learners had experienced CST before. Data for this study also was collected from managers
responsible for the education, instructors and the IC students. LST and CST experiences were set up as a within
groups study. The same participants, IC students, took part in experiencing both training methods, half the group
first in LST and then in CST and the other half vice versa. The LST and CST training was observed by researchers,
instructors and the involved managers. As we pointed out, the CST included more actors (avatars with several
roles and expressions) involved in the incident, e.g. victims, bystanders, and journalists. The basic narrative for
the incident, however, was the same.
Eleven different students from this class were observed during their individual training session and interviewed
afterward. The six observing instructors and three observing managers were also interviewed regarding their
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observations. These instructors were not involved in the CST and had not seen or conducted CST previously. The
students had to fill out a post-experiment questionnaire after each training, and a comparative questionnaire at the
end. A large number of pictures and videos were taken during the training sessions. The length of the LST and
CST varied between 20-40 minutes, and each interview lasted 10-15 minutes per student after each training
session, and an additional 10 minutes in the end. The interviews with the instructors and managers lasted
approximately one hour. The results from the questionnaires are not examined yet.
RESULTS
Return and investment

The Swedish IC level one course includes 2-5 LST sessions per student. Our first step was to investigate the LST
cost/person, and if the 2-5 training occasions can be enough for preparedness? Similarly, we investigated the CST
cost/person based on data from this study.
Considering all the essential elements that have to be included to obtain the objectives, for this LST, the cost was
2922 SEK/person (approx. 300 Euro), i.e. per LST session training one IC student, based on the MSB internal list
of costs. The list included the internal cost of objects, instructors' hourly costs, depreciation, maintenance, service
and technical staff involved, safety gear, vehicles, and cleanup etc. The corresponding CST cost/person was
calculated to be 1563 SEK (approx. 165 Euro), including computers and additional technologies, technical
support, development time for the virtual scenario, instructor time, license costs etc. The costs for LST are detailed
in Table 1, while the costs for CST are presented Table 2.
Table 1. Cost of conducting LST for level one IC students using the house fire scenario. A training session
corresponds to approximately one hour.

Resources need

Description

Cost/training
occasion (one
IC student)

Objects, buildings

This is the cost of this specific building used in this study. Depending
on which building used, the costs differ due to deprecation costs.

SEK 380

Preparation

The cost for preparation depends on which building is chosen and if a
wood fire or cold smoke can be used, or a combination of both. In this
case, a small fire in a controlled pot and cold smoke could be used.

SEK 750

Fire truck

Standard cost / hour

SEK 370

Instructors

Standard costs / hour

SEK 450

Electric car used
by instructor

Standard cost / hour

SEK 25

Service staff

Standard cost / hour incl Preparation and cleanup

SEK 340

Equipments
Breathing app.,
radios, cameras

Complete BA equipment with extra air packages, for participating
firefighter students

SEK 110

Vehicle

Van for student transportation on training field

SEK 265

Actors

Standard cost / hour

SEK 230

Persons acting as bystanders or house owners. Not used in the current
scenario, but often used in similar exercises.
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TOTAL

SEK 2922

In Table 1, the costs of only one IC student, conducting one LST session is included. Other IC students may
sometimes observe a course mate’s training session and take part in the feedback discussion afterward. This
provides learning for them as well, but this aspect we consider equivalent in LST and CST.
Table 2. Costs of conducting IC CST using the learning center fire scenario. One training session corresponds to
approximately one hour.

Resources

Descriptions

Costs/training
occasion (one
IC student)

Licenses

The license cost is paid per year and covers 10 licenses. Only two
licenses (one for the instructor and one for the student) are required for
this CST. However, the CST in this study has been conducted using
three licenses, which made the movement of involved avatars smooth
and more vivid, i.e. include more avatars. Hence, the cost is calculated:
3 x the license cost for 264 IC students per year, i.e. calculated based
on only one CST hour per student per year, which is a very low usage
rate.

SEK 284

Premises

The CST took place in an ordinary classroom, where a mirror wall
separated the experiment leaders and acting instructors from the IC
students. It is also possible to keep everyone in the same room. For this
study room, L53 at MSB Sandö was used.

SEK 275

Computers

As the license cost, the cost of hardware has been calculated based on
the total cost of 3 computers / 3 years / 264 students. Computer lifetime
is estimated to three years.

SEK 3 x 16 000
/3/264 kr =

Projectors, speakers, microphones

SEK 15000 / 3/
264 kr

Supporting
technologies

The total cost for the equipment calculated based on 264 students and
a lifetime of 3 years.

SEK 60 / time

SEK 19 kr / time

Simulation
technician

Standard cost/hour

SEK 450

Instructors

Standard cost/hour

SEK 450

Radios

Standard cost/hour

SEK 25

The costs are calculated exactly in the same manner as for LST.
TOTALT

SEK 1563

The tables show that the costs of one-hour training per person are SEK 2922 for LST and SEK 1563 for CST for
this scenario and to achieve the learning objectives presented earlier.
The costs do not include travel costs or coordination costs, as these should be the same as long as the LST and
CST are performed at the same location. With CST, it is possible, though not yet used at MSB, to provide
distributed training session were the instructors are at the collage and the students are at their fire stations around
the country, which would reduce travel costs. Besides, CST has another advantage, which is nevertheless a
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significant difference, namely that students can train, e.g. by observing their own recorded training sessions or
someone else's training sessions, several times if needed through the eyes of the preforming student or through a
birds perspective, and recordings can include instructor comments and feedback. It is also possible to define
training objectives for similar situations in CST without an instructor present.
Answers from the interviews and observations

When asking the question “Can CST replace LST?” both learners and instructors answered “no”. The motivation
for this is described as the as-real-as-possible-feeling of the setting, i.e. the fact that they ride in the firetruck, can
interact with real firefighters, the fire is real, and they can feel the wind, rain or snow. However, all 11 students
and six instructors acknowledged that the CST provided training to meet the objectives, the benefit and wished to
use CST for their everyday training. Three learners, not willing to participate in the study from the beginning due
to their feeling of insecurity in the IC role, were given the possibility to try out CST during their free-time at an
open session one evening, decided to participate later. However, we have not included this data in the current
result.
Thus, if CST cannot be considered as replacement of LST, what should motivate the extra investments? Moreover;
what exactly would be needed to improve training using CST? Most learners enjoyed CST for the possibility of
training multiple times in various incidents/scenarios. Having, for example, journalists and pedestrians involved
in the incidents, and not only one or two persons, as in LST, was considered to contribute to more realism in the
scenario. According to the learners, the CST would be especially beneficial to use in the fire stations, allowing a
better understanding of the role and responsibility of the ICs, not only for the ICs themselves but also for their
fellow firefighters. Another motivation to use CST is that the cost (CST cost/training session) would decrease the
more training sessions it is used for and the flexibility and variation of scenarios are extensive. Having more
scenarios shaped for e.g. firefighter, command and strategy level training and exercise in different incidents can
result in less cost per training for CST, yet the LST cost is unchanged. For learning objectives demanding complex
scenarios, LST is often not even possible, due to the limitations in live object i.e. there are no large airplanes or
train stations etc. available and the cost of human resources.
To answer the question “What is the main value of CST, for learners and for instructors?” most of the interviews
(with ICs and instructors) acknowledged the possibility to train in scenarios similar to real-world incidents, both
for CST and LST. For CST this means the often recurring incidents that are traditionally trained in LST, but
opening up the possibilities to train in incidents that are not possible in LST.
For certain situations in an incident, speaking with human-like avatars or having photorealistic vehicles, lifelike
simulations were considered important. The realism of a scenario was not experienced equivalent to the
photorealism of environments and objects, according to the interviews. Even if many of the current limitations
due to hesitation regards the not proper or exact representations in CST, these were not hindering high presence,
i.e. experiencing presence in training as presence in LST. Accurate, photorealistic representations of
environments, facial expressions and exact details in buildings that are not directly contributing to the problem
understanding or assessment of the situation, are not considered important in CST, according to interviews with
both the learners and their instructors. However, essential signs and cues that contribute to understanding the
situation, i.e. spread or direction of the smoke, information given by people involved, were considered more
important than the photorealism of the buildings, flames or avatars.
According to the comment of one learner, a virtual simulation should provide basic training in the role of an IC,
and prepare for handling different comparable scenarios, not precisely similar ones. Since IC students need to
learn to generalize a training session to many other similar incidents, the realism of a CST should be focused more
on the authenticity of the critical signs and cues leading forward the activities in the narrative, and affecting the
assessment and decision making, and not the details of the narrative. Therefore, a part of the answer to the question
“How may the design related issues of CST support or disturb training?” is that photorealism is not the most
essential feature. Supporting situation awareness in a scenario does not necessarily mean having an exact match
of buildings, people and objects, even though these issues always arise when people see CST for the first time.
DISCUSSION

In this study, we focused on examining the differences and similarities in IC training in one and the same scenario
in LST and CST. This was done by developing a CST scenario based on the traditional LST scenario used during
several years within the MSB IC course. We focused on the student’s experience of realism and presence during
training and the instructor’s and manager’s reflections after observation of training sessions. Even though the
students expressed a positive attitude and wish to increase the use of CST and acknowledged that the training
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possible, fulfilling the course objectives, and there is no pressure to cut costs hence not stressing the need to
implement CST. At the same time, the ICs of today and tomorrow need to be prepared for unusual, unexpected
and complex events, which LST cannot provide training for (Heldal & Wijkmark, 2017).
The strategic question that needs to be answered by management, responsible for IC training, is related to the
course objectives, not primarily to the method of training (Fomin et al., 2018). If the purposes include the ability
to handle the IC role in complex, unexpected, quickly changing incidents, the strategic way forward would be to
build knowledge and experience in using CST as a complement to LST.
The next step of this study will be to investigate in more detail the keys for successful scenario design in CST,
which cues and realistic details (e.g. visual and audial detail, live simulation counter-play, etc.) should be included
in the virtual scenarios to strengthen the student’s presence and possibility to train the specific non-technical skills
in the role as an IC, i.e., situation assessment and decision-making.
For CST, there are more values than the cost to explore in detail. The learning outcome would be valuable to study
in more detail. One challenge would be to measure the learning and validate the learning goals since the real
achieved knowledge and competence can only be viewed in the real world incident. When using CST, the
validation of the learning cannot be measured or examined via LST, since LST cannot provide the complete
situation (with all cues and responses to decision).
CONCLUSIONS

To prepare ICs for the surprising, uncommon or unfamiliar situations, the next step in training development needs
to involve CST, because of LST limitations. Since CST involves relatively new technology and method for IC
training, it would be suggested that organizations like MSB would continue implementing CST for the basic
training suitable for this, i.e., with objectives applicable to it, to experience and gain not just economic benefits,
but also the user, instructor and scenario design experience for CST. This is needed as a foundation for the further
steps of implementing and developing CST. To achieve and document further benefits of CST, more competence
development and instructor involvement would be suggested. This would also benefit further explorations on how
CST can compete for LST and other traditional training.
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ACCEPTED POSTERS
A comparison of people’s use of Twitter in Puerto Rico Earthquake and Hurricane Maria
-

Ziqian Song (Virginia Tech); Edward A. Fox (Virginia Tech); Liuqing Li (Virginia Tech); Kris
Wernstedt (Virginia Tech); Pamela Murray-Tuite (Clemson University)

Our poster compares people's use of Twitter in Hurricane Maria and the 2020 Puerto Rico Earthquake. As a
progressive disaster, the arrival of a hurricane is forecasted. The amount of Twitter discussion changes as
the hurricane progresses. By extracting and visualizing the geolocation information for Twitter users
discussing Hurricane Maria, we observe that local people's use of Twitter increased when Hurricane Maria
impacted a specific area and caused damage. The number of tweets gradually reduced over time as the
impact decreased. Unlike a hurricane, an earthquake is hard to predict. Twitter users reacted immediately
and posted a large number of relevant tweets when the Puerto Rico Earthquake occurred. The sporadic
aftershocks each led to a sharp spike of additional Twitter activity. Besides, we analyze and compare the
frequency of specified topics of Twitter discussions during the events, such as regarding impact, response,
and recovery. Our results indicate the different behavior of people following these disaster events, which
can assist better prediction of people's reactions to different disasters.

Applying a specialized disaster research response model to disaster social media analyses
-

Steve Peterson (National Institutes of Health); Aubrey Miller (National Institute of Environmental
Health Sciences)

This concept modifies an existing research model and lays out a strategy focused on the study of human and
artificial intelligence effectiveness during future disasters. The objective is to identify lessons learned and
best practice results that could aid in practitioner acceptance of using existing technological capabilities
within disaster operations. Building and deploying a scalable disaster research strategy modeled after
existing non-technology disaster research response practices may lead to undiscovered findings that can
improve future disaster response where technology (particularly social media) is utilized.

Atlas: Ready for Business - Mobile Application
-

Aaron Aliu; Jessica Robbins (Global Disaster Preparedness Center (American Red Cross/IFRC))

Small businesses employ members of the community, provide resources for people to meet their daily
needs, and contribute to local business districts, as well as regional and global supply chains. This makes it
that much more important for small businesses to be prepared - so that they and their local economies can
recovery more quickly after a disaster. While many small businesses are intuitively aware of the importance
of being prepared for how disasters might affect their operations, many small businesses often do not
actively plan ahead This is often due to a high financial cost and lack of actionable guidance on how to plan
ahead. As a result, when disasters strike, hardships result not only for businesses, but also the surrounding
community.
Created to specifically help small businesses, the Atlas: Ready for Business mobile app is designed to
guide the user on a unique journey toward business resilience. Working through levels and modules, the
user will learn to improve their business preparedness by completing tasks and testing on five dimensions of
resilience: operational readiness, networks and relationships, leadership and culture, change readiness, and
people at work. Based on user progress through the app and their inputs, Atlas will skillfully generate a
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shareable Crisis and Recovery Plan, which can be used to exercise business readiness for disasters, as well
as educate staff. Atlas prepares businesses for local and regional natural disasters, preparing for and
responding to business crises, mitigating hazards, and adapting to fast-paced changes in people, places, and
economies.
The app content uses best-practice business continuity management standards but without the jargon or
complexity. It contains a mix of practical tasks and educational content. Types of activities include
awareness building, education, and practical action steps. Significantly, the back-end development of the
app has allowed for evolution of content over time and the ability for RCRC national societies and private
sector partners to work with GDPC to create custom modules supplementing the core content, based on the
user's location, business sector, number of employees, most pressing concerns, and responses to questions
asked in the app.
Features of the app:
• There are five levels of content taking users on a journey from basic ideas such as ensuring data is
backed up, to more advanced concepts such as being ready to capitalize on opportunities that may
present in a crisis.
• As users progress through the app, a basic customized business continuity plan is developed.
• Users can dip in and out of the app, building their capabilities over time.
• The app is designed for small and medium organizations (SMEs). Micro and larger organizations are
welcome to use the app but may need to adapt some exercises to their circumstances.
GDPC has conducted two pilots of the Atlas: Ready for Business app: one with business owners in New
Zealand prior to global launch, and one with Red Cross partners in Uganda as part of a pandemic
preparedness project. GDPC partners with national Red Cross and Red Crescent societies and other
networks of small businesses, including chambers of commerce and trade organizations.
This poster presentation will include the core structure and content of the Atlas app, the unique user
journey, results from pilot projects, the process of updating with newly relevant content (just as recently
released COVID-19 content), and ongoing partnerships with RCRC national societies to further market and
support app enhancements.

Critical Information Infrastructure Under Siege: Resilience in E-Health Systems as a Response to
Looming Threats
-

Sindisiwe Magutshwa (University of Agder)

The poster recommends a Complex Adaptive Systems (CAS) theoretical perspective to information
infrastructure deployed under critical infrastructure conditions, bearing direct impact on the delivery of
essential services and how this role has impacted information systems security approaches. Of note is
resilience, alluding to a ‘graceful’ and controlled operational degradation, it is illustrated as a possible
response/ reaction to the emergent phenomena in critical infrastructure and critical information
infrastructure by extension. It shows the state of operations for ‘critical information infrastructure’ to be in
a continuously evolving state and shows how the Information Systems discipline is in a strategic position to
not only conceptualise the phenomena but to assume a critical stance leading to the understanding of the
implications of this expansive risk and complexity. Furthermore, this work introduces an ‘integrated
framework for resilient CII’ combining organisational and technical resilience elements as a starting point
that embraces the current methodologies used in similar studies.

Exploring Network Properties of Social Media Interactions and Activities during Hurricane Sandy
-

Dr. Arif Mohaimin Sadri (Florida International University); Dr. Samiul Hasan (University of Central
Florida)

In this study, we analyze Twitter data to understand information spreading activities of social media users
during hurricane Sandy. We create multiple subgraphs of Twitter users based on activity levels and analyze
such network properties. We observe that user information sharing activity follows a power-law distribution
suggesting the existence of few highly active nodes in disseminating information compared to many other
nodes. We also observe close enough connected components and isolates at all levels of activity, and
networks become less transitive, but more assortative for larger subgraphs. We also analyze the association
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between user activities and characteristics that may influence user behavior to spread information during a
crisis. Users who are centrally placed in the network, less eccentric and have higher degrees, they are more
active in spreading information. Our analyses provide insights on how to exploit user characteristics and
network properties to spread targeted information in major disasters.

Exploring the emergence of situational awareness through social media listening practices in crisis
management
-

Lucia Castro Herrera (University of Agder)

Listening to social media conversations for situational awareness is a practice that takes place in a complex
ecosystem characterized by blurred boundaries between social and material entities within distinct
technological, geographical, organizational, political, sociocultural, or economic contexts. The process,
understood as social media listening, consists of gathering, classifying, and analyzing social media
conversations to generate situational awareness to inform decision-makers throughout the disaster lifecycle
in areas such as search and rescue, operations, water and sanitation, logistics, and communications.
However, the networks, development, and performance of the process have been partially explored in the
available academic research. For example, most studies focus on designing mechanisms that contribute to
parts of the process of making sense of large and volatile information sets from both human and artificial
intelligence sources. This partial clarity is evidenced in the apparent disconnect between research focus,
designers’ solutions, and practitioners’ requirements that result in partial or incomplete situational
awareness that ultimately impacts the response, recovery, and preparedness of communities affected by
crises. Furthermore, social media listening practices are integrated by analysts, first responders, digital
volunteers, technology tools used in social media listening, artificial intelligence engaging in the social
media conversation, and external factors. These entities evidence different patterns of both organizing and
awareness of the social media capabilities for disaster management. Therefore, this project seeks to
understand the social media listening phenomenon by looking at the patterns that arise from the practice and
the development through time as situational awareness evolves in parallel to the disaster. First results and
research directions are compiled based on a literature study.

Hedge Fund Concept for Crisis Management in Emerging Countries
-

Gabriela Prelipcean (Stefan cel Mare University of Suceava); Marian Zulean (University of Bucharest,
Romania)

The integration of alternative investments in a special dedicated hedge fund is an innovative contribution,
essential to be created in emerging markets. This SPV architecture is scalable, modular and dynamic. It also
creates a climate of trust and a better institutional relationship, offering a simple and efficient mechanism for
rapid unblocking emergency funds in case of disasters or other types of extreme events.
In the hedge fund architecture, the advantage of mixing the passive management (central sub-portfolio,
with low volatility but subject to a risk related to triggering a possible extreme event) with active
management (satellite sub-portfolios with other alternative instruments) in a flexible, dynamic and scalable
framework. This contribution provides a realistic basis for the design of SPVs dedicated to extreme events,
flexible adapted to the real conditions of emerging markets.
The main contributions refer to:
- the proposal of a liquid, scalable and modular hedge fund equipped with rotating sub-portfolios adjusted
to the real mechanics in emerging capital markets (the conventional instruments, for example bonds in
emerging capital market are not always liquid);
- the first case study for ranking the 8 factors (pooled in 3 set of factors) that could contribute to the
efficiency of extreme risk financing in Romania, an emerging market, based, on AHP- Saaty; the AHP
was proceed in three different scenarios;
- the proposal to extend this contribution in order to integrate also thematic- exchange traded funds (TETFs) from developed markets and equipped with implied liquidity mechanisms (ILMs), as innovative
portfolio building blocks for both retail (lower costs, easy to use) and institutional investors (innovative
management of portfolio tools, transparency).
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Hurricane Irma: Multiple avenues of study
-

Prashant Chandrasekar (Virginia Tech); Kris Wernstedt (Virginia Tech); Edward A. Fox (Virginia
Tech); Pamela Murray-Tuite (Clemson University)

We explain how households and institutional actors adapt their activity-related behavior in the face of
transportation, power, and joint transportation-power disruptions. We describe methods for collecting and
analyzing tweets, integrated with data collected from surveys, in support of understanding power,
transportation, and human behavior connected with disruptions. We detail how outage and restoration are
reported by individuals. We report on our observations, supported by the data collected, guided by project
aims.

Image in Crisis: Risk Perception on Destination Image in times of Infectious Disease
-

Yi Xuan Ong; Tao Sun; Naoya Ito (Hokkaido University, Japan)

Purpose: The study investigates the relationship between the perception of infectious disease COVID-19
coronavirus on consumers’ destination image toward Wuhan and China and how such risk perceptions and
changes in destination image affect consequent travel intention to the aforementioned destination.
Methodology/Approach: A quantitative approach will be used, where an online questionnaire will be
conducted on consumers in China (other than residents of Wuhan), Singapore, Japan and Korea.
Expected Findings: Results should show a significant difference between the destination image of Wuhan
and that of China. Additionally, through the use of multi-group analysis on destination image from
consumers of different countries, expected findings could show a difference where consumers nearer to the
epicenter of the crisis are more likely to have a more negative image of Wuhan as compared to consumers
further from the crisis epicenter.
Practical Implications: Results aim to provide insights for future communication strategies in times of crisis.
Furthermore, understanding the perceptions of consumers on the destination image of Wuhan and China
would be helpful for managers and practitioners on tourism recovery after the end of COVID-19 outbreak.
Originality: The paper discusses the implications of media and information on risk perception of the disease
which affects the destination image and resultant travel intention of affected places hit by the crisis. Future
possibilities for the extension of the current study could include content analysis on media sources,
reliability and content on COVID-19 coronavirus and do a comparison study to that on SARS (severe acute
respiratory syndrome) which happened in 2003.
Keywords: Destination image, risk perception, crisis communication, information processing, infectious
disease

Multi-source multimodal deep learning: An application of emergency traffic management
-

Rangika Nilani Hewa Algiriyage (Massey University, New Zealand)

Hazard events are inevitable by nature and can turn into disasters requiring appropriate tools and techniques
to manage or reduce their impacts successfully. With the increased use of mobile devices, people are now
generating more data during disasters (e.g., data sharing through social media applications). There are also
other sources such as remote sensing, wireless sensor networks, Internet of Things (IoT), online citizen
responses, CCTV monitoring, and call center recordings, which produce heterogeneous data during
disasters.
These data come in multiple modalities (e.g., text, image, audio, video) and are generally known as
"multimodal" data. Information is the most important resource in emergency management, as it is the main
input for situation awareness and decision-making. However, it is beyond the capacity of the individual
human brain to combine different forms of data in real-time and process them to form meaningful
information in a complex and fast-moving situation. As a result, emergency management personnel are still
mainly dependent on single sources for their decision-making which are mostly text-based (e.g., reports
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prepared by field officers and emails). Therefore, the benefit of other data sources is often not realized.
However, the recent development of Artificial Intelligence (AI) techniques support fusing multiple
modalities of data in real-time. Therefore, by computationally integrating multimodal data from different
sources, emergency management personnel can be supported in their decision making in many ways, as
mentioned below:
• Reduce information scarcity.
• Reduce the uncertainty of decision making.
• Provide cross-validated results from multiple sources and hence increase the reliability.
• Reduce variations in decisions made by different individuals by providing a common interface.
• Reduce the burden to integrate data manually.
• Assist in improving the accuracy of data through integration.
• Reduce cognitive load.
This poster presents a conceptual framework and highlights the significant potential for the integration of
multimodal data during emergency traffic management to facilitate situation awareness and decision making
in real-time.

Utilizing untapped Instagram resources for assessing global shark distribution
-

Jeremy Jenrette; Francesco Ferretti (Virginia Tech)

Abundance and distribution data of global shark populations are necessary for effective conservation and
management. While there are effective direct methods to retrieve such data from scientific surveys and
fisheries monitoring, species specific indices of population abundance coming from these sources are rare
for most shark species. Yet, there is an abundance of unconventional data and unstructured information that
is virtually untapped and has great potential to fill the information gap characterizing shark populations.
Instagram contains over a billion users worldwide making it the largest image-sharing platform in the world.
Despite its modern surge in popularity and approachability, there is little research that implements social
media for shark conservation. Here, we show the biological importance of transforming variably tagged,
non-time-stamped, non-geocoded images into occurrence records. By pipelining image detection and
validation from shark-related tags via a modeled convolutional neural network (CNN), we have identified,
with 97% accuracy, meaningful data from a massive cloud of images. Location and time-stamp data were
reconstructed by developing an automatic method for crowdsourcing the information. These data were then
compared with Instagram user density maps to characterize sampling effort and produce proxies of shark
population abundance. Our approach suggests that Instagram can be efficiently exploited to reveal important
spatiotemporal trends of global shark populations. Using alternative sources of abundance data has proved
strongly needed for promoting management and conservation of this endangered and important group of
marine animals.
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SCHEDULED DEMONSTRATIONS
Demonstrations :
Central Crisis Coordination, Collaboration and Communication
-

Jaffer Naheem; Richard McCreadie (University of Glasgow)

This project was in collaboration with Dumfries & Galloway Virtual Operations Support Team (DGVOST)
as part of a final year dissertation project for a Computing Science degree. DGVOST was set up in late 2016
by Police Scotland with the explicit aim of better integrating social media into crisis response in Scotland. In
particular, DGVOST is designed to provide increased situational awareness to the public and other response
services during major incidents, based on the Civil Contingencies Act 2004. During an emergency,
DGVOST are deployed in a central command and control centre to help coordinate and manage that
emergency. The team are grouped into communications, operations, specialists and police, who all need to
share information and coordinate resources to effectively manage the emergency. The aim of this project
was to produce an online assistive platform to support these experts during an emergency. The platform’s
goal was to primarily support cradle-to-grave management of events (e.g. a road blockages). This involved
ingesting reports of new events from the communications team, accumulating information and multi-media
content about that event from team members and other sources (e.g. social media), state-based tracking of
the event supported by the operations team (e.g. deployment of services) and eventually event resolution. In
conjunction with this project, a mobile app was also developed using this project’s API to allow for users to
be alerted to incidents in their area.

Emertic: ICT based Prototype to Emergency Management in Organizations
-

Víctor A. Bañuls Silvera (Pablo de Olavide University); Miguel Ramirez de la Huerga (MSIG Smart
Management (UPO Spin-off))

This demo presents a Prototype of an ICT-based tool for Emergency Management within EMERTIC
Organizations. The demonstration can be how EMERTIC is able to manage emergency plans in
organizations in an accessible way, as well as notify, control and activate alerts in real time. It could be used
in the planning, detection and response phases in emergencies in any organization. During the
demonstration session, we will present several EMERTIC functions, taking as an example a complete
interactive emergency scenario with different roles (Figure 1): In this demonstration, EMERTIC provides
notification of an incident detected by any observer through a mobile application, informing the magnitude
of the incident, the number of possible victims and their geolocation. In a second instance, the coordinator,
who receives a notification of the alert in the application, makes the decision to activate the emergency
response plans specified in the information and the location of the incident. Once the plan is activated, the
system sends an alert to all members of the emergency response teams, who must confirm its availability.
EMERTIC sends to each member of the response team the instructions of the planned response program and
the location of the incident. EMERTIC allows the emergency control to monitor the location of the
intervention team members, as well as to monitor the progress of the response. On the other hand, the head
of the intervention team informs the emergency control of each of the steps completed in the action plan
through the application. While all this happens, EMERTIC automatically records not only the progress time
of each intervention state (arrival at the site, start, control and completion of the intervention), but also each
step of the action plan by facilitating the subsequent evaluation of the emergency.
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Single-handed gesture UAV control for first responders - usability and performance testing in a 3D
simulated environment
-

Konstantinos Konstantoudakis; Georgios Albanis; Emmanouil Christakis; Nikolaos Zioulis; Anastasios
Dimou; Dimitrios Zarpalas; Petros Daras (Centre for Research and Technology Hellas – CERTH)

We will demonstrate two modes of gesture control for a simulated drone. The audience will be invited to
participate, taking turns at the controls and discussing their experience. Users will sit or stand in front of a
laptop equipped with a small peripheral that captures hand gestures. The screen will show a game-like
simulated 3D environment, with the camera following a small quadcopter drone. Users will be able to try
both modes of control, attempting to navigate the drone with their gestures, collect in-game items, and avoid
collisions. User feedback on preference, ease and usability, as well as suggestions for future work, will be
very welcome and encouraged.

TwiRole – A user classification tool for supporting user-centered analysis on Twitter
-

Edward A. Fox; Liuqing Li (Virginia Tech)

1: We demonstrate the use of TwiRole, through the web application we built to connect with our hybrid
machine learning model. Everyone can access the website at http://vis.dlib.vt.edu:3001. The online user
classification service handles a wide range of Twitter users, giving visual feedback that illustrates some of
the inner workings of the classifiers. The only input required from users is the screen name of a Twitter
account. After crawling relevant information, the application shows the account's screenname, along with
her/his/its profile image. The role prediction results of the three sub-modules are shown through stacked bar
charts, while the final prediction result is presented through a donut chart.
2: We demonstrate the reproducibility of our TwiRole technology and software. We published a compute
capsule (https://codeocean.com/capsule/9584745/tree/v4) on Code Ocean; see Figure 2. The capsule
contains not only the code, but everything else that the code needs in order to run, namely: 1) pre-trained
classifiers; 2) three Twitter accounts’ information for testing; 3) a specification of the computational
environment, including the operating system, packages, and dependent libraries. Our work has been verified
to be computationally reproducible, generating the correct prediction results for the three Twitter users. We
demonstrate the sharing of our source code with pre-trained models on GitHub. This would allow
researchers to engage in further deployment and development, so that they can adapt TwiRole to their
specific research scenarios and applications.
3: Regarding the GitHub project (https://github.com/liuqingli/TwiRole), we describe how to install essential
libraries, request Twitter credentials, and extend the configuration. We also present how to run single and
multiple user classification tasks from the command line.
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