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ABSTRACT

In emergency response, parallel working coordination groups and command and control centres are responsible
to deal with complex events. A well-functioning exchange of information between organizations, officials and
these coordination groups is the basis for an efficient risk management. This paper describes a methodical approach for field observation to understand and improve the inter-organizational information management between
the involved partners. The method was tested within a practical approach and possible occurring problems during
the observation were identified and solutions for these problems are provided.
Keywords

Information Management, Field Observation, Coordination Groups, Command and Control Centres, Risk and
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INTRODUCTION

Both planned and unplanned events can have a significant impact on public safety. These events challenge the
infrastructure of various public system and require special strategies so-called risk- and crisis-management. This
management takes a lot of additional effort besides the usually day by day work. Grouping and collaboration of
all authorities and organizations with security tasks are essential. For this purpose, coordination groups are installed. These coordination groups are responsible for an effective coordination of all involved partners and shall
ensure the communication. In Germany, an often-used approach for unplanned events proposes the use of two
different coordination groups. A so called “operativ-taktischer Einsatzstab”, which deals with all operationally
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and tactically relevant tasks of response1 and a “Krisenstab”, a crisis unit, with the focus on administrative tasks 2
to ensure the capacity to act. (Lamers 2016, pp. 83ff.)
For events which are planned (e.g. a public mass rally) and need special surveillance usually another approach is
used instead of activate emergency response groups for not-yet incidents. A central coordination group with liaison officers of the important authorities and organizations (such as event organizer, fire brigades, medical relief
organizations, event promoters, city administrations, transport services) is formed. The main purpose of this coordination group is to ease information exchange and to shorten arrangements and central orders in order to avoid
unintentional developments. Furthermore, the group is responsible for the overall strategic orientation.
Complementary to this group, usually other staff from involved partners is working in the background as well.
However, they only focus on their own field of operation (e.g. the command and control centre of the fire department is focusing on disposition of fire engines or ambulances).
An example for planned events with not-yet incident character and the need for higher attention are medium/large-scale cultural or sports events. Such events can attract many people and have additional security issues.
Besides the organization of such events, the biggest challenge in event management is indeed to ensure security
of all participants and staff. This poses challenges such as the comprehensive information management all around
the coordination groups. Along the in- and outgoing information flows, information might get lost or stuck. In
case of sudden situation changes such as (e.g. unpredictable weather situation or mass casualty incidents), a good
information management in the coordination group is indispensable. (Badke-Schaub et al. 2012)
Within the coordination groups, several stakeholders communicate. These stakeholders send and receive information from their institutions and share them in the coordination group. Other stakeholders need these information, sift through it and forward it to their institutions. Ideally, all these information is shared with all of the
partners who need them. Normally, this is realized by briefings with all actors. Figure 1 shows an example for
information contribution via a briefing of all involved actors.

Figure 1. Exemplary and simplified model for information flow (Lotter et al. 2019)

As described above, large information flows arise in complex situations. These sensitive information flows are
prone to errors in practice. In order to prevent such errors it is important to identify (possible) weak points in the
information processes and to largely address them. For this reason, it is essential to understand how the information is collected and distributed. However, the problem is that information flows have features of black boxes.
It means that inputs (e.g. critical incidents) and outputs (e.g. decisions about the number of operating crew resources) are visible, but the intermediate steps are not, because of a complex system, a lot of different actors,
positions, functions and (formal and informal) information channels. It is therefore a key challenge in the research
process to find the right method to illuminate the black box without disrupting the information flows. This method
paper deals with these information flows and their exploration, using field observations along the whole process
chain as an appropriate research approach. (Fiedrich and Schwickerath 2016; Lotter et al. 2015; Lotter 2015;
Lotter et al. 2016)

1
Members of the fire brigades usually form this group. The police in Germany has its own coordination group for operational
and tactical tasks, which works similar.
2 This coordination group is formed by members of different administrative authorities and usually includes liaison officers of
authorities and organizations with security tasks (e.g. fire brigades, police, medical relief organizations).
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PURPOSE

The purpose of the field observation is to understand the collection, processing and distribution of all information
in the different coordination groups. This study shows a detailed overview of an entire process from the planning
to the implementation and follow-up of information and their flow. Furthermore, it is observed how the information is processed, evaluated and retransmitted from the coordination groups. In 2012, MACKWAY-JONES AND
CARLEY also dealt with an organizational flow of information as a priority area of research for large-scale accidents (Mackway-Jones and Carley 2012). A similar approach has been taken on two county-level exercises in
Ohio, USA by MILITELLO ET AL. in 2007. The observed exercises were dealing with the unplanned events tornado
and train derailment and focusing the set on emergency respond organizations. The exchange of information between different executive coordination groups or command and control centres were not investigated. (Militello
et al. 2007) This is a research gap. Such crucial processes may hide breaking points that have the potential for
either failure or success of decisions and operations. One difficulty is to determine the process steps and possible
breaking points in the situation on site to avoid subjective or retrospective distortions. A successful observation
therefore ideally takes place in real time, so that the black box of the information flow is not only explored theoretically or under laboratory conditions.
According to HOUGHTON ET AL., there is a growing interest in the use of social network analysis as a tool to study
the performance of teams and organizations. (Houghton et al. 2006) In one of his works, processes of leadership
and control in emergency services are studied from the perspective of social network theory. His studies show
that the analysis of social networks can play a valuable role in the general study of command and control.
Planned events and their course of actions might have a major impact on the infrastructure of various public
system. The advantage of these planned versus unplanned events is that unwished developments can be anticipated
and being contained in time and space. For the study, this gives the opportunity to integrate observers in different
coordination groups or command and control centres and observe information flows and possible switches from
planned events into unplanned developments. This is the reason why the authors decided to observe the largescale mass event “Kölner Lichter” to ensure that the method is applicable in practice. This event, which takes
place in Cologne (Germany), is one of the largest public firework shows in the country. It also has a big impact
on the whole city infrastructure and attracts 500,000 visitors annually. In addition to the general emergency response a coordination group is convene for this major event.
METHODICAL APPROACH

Observations are classic methods of empirical social research. Compared to interviews and other methods that
focus on the collection of verbal data, observations offer opportunities to grasp a situation “with all senses”. Besides spoken words, also non-verbal, visual, physiological, emotional data and other perceived situational stimuli
of the context can be scientifically recorded using the method of observing. (Adler and Adler 1987, 1998; Flick
2016; Ruso 2009; Steffen and Doppler 2019) Therefore, it fits for settings of information flows as described above.
Information is usually shared verbally between different people and groups. But also e.g. non-verbal, visual and
situational aspects influence the information processes (often also with regard to their success). However, these
can hardly be collected without an observer. The role of the latter is crucial for this method. (Adler and Adler
1987, 1998) In the present case of an open and non-participating observation the observers do not become part of
the field, but obviously remain researchers for the people observed.
This approach has some specific advantages. The observers remain at a distance from the observed processes and
persons. This enables them to keep an overview of various aspects and influences which are relevant for research.
Since multiple observers are deployed here, multiple perspectives can also be introduced and put together, which
can increase the validity of the data. Ethical difficulties and problems that can arise from covert observation do
not exist because the observed persons know about the observers. If role and goals of the observers are explained
in a comprehensible manner, the observed may trust the observers and ideally do no longer pay attention to their
presence in the observation situation. Sometimes the observers then get even more insights because the observed
persons e.g. show their behaviour more clearly than usual. But there are also disadvantages. In the closed group
considered here, every external person who does not belong to the group is noticed. At least at the beginning of
the observation, this can influence the behaviour of the observed. They may feel watched and controlled. Some
may also be afraid that things are being observed that should not be noticed (e.g. mistakes, private moments).
Others also are sceptic about researchers and how they use the information they collect. In the worst case, this
leads to changed behaviour, which can massively disrupt the actual work processes. Research then becomes a
disruptive factor and the observers have to leave the group and the situation. (Adler and Adler 1987, 1998; Flick
2016; Ruso 2009)
In order to minimize the negative effects and instead get the best possible results of observations, detailed planning
and careful preparation are essential. There are different approaches for scientific observations that can serve as a
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design template. It is a method used in many disciplines and research areas (e.g. psychology, sociology, organizational, labour and market research). Therefore, only a few approaches are addressed here. As an example, BALES
introduced an approach for observing small group interactions about seventy years ago. His method was focusing
on the behaviour of people interacting in small face-to-face groups. He tried to scale and rate the conduct by using
categories as “shows solidarity, raises other’s status, gives help, reward” (Bales 1950, p. 258). Because his method
is focusing on the direct behaviour of one person in a group towards others in the same group, this approach is not
applicable to observe the information flows between different groups. Instead, it could be used to observe single
coordination groups and their members. But BALES already set some standards for observation, which can be used
for other fields, such as qualifying the observers by defining their tasks. (Bales 1950)
Another approach to observe and rate the performance of coordination groups is presented by GIßLER. He also
introduces the use of observers and trainers to train coordination groups. To evaluate the work of the team, the
trainers and observers use a catalogue of different indicators such as reliability, work and communication equipment or staff and routine. (Gißler 2019, pp. 180ff.) Nevertheless, similar to BALES he is focusing on the performance of one coordination group, although he is also rating their communication skills. (Gißler 2019) However,
as explained further below, a rating of the performance of the coordination group is not expedient for the purpose
of the presented method.
BÜTTNER AND FLORACK describe an approach for marketing and management research (2009). Because they are
focusing on the management part, this approach seems to fit for observing information flows between different
coordination groups. The distribution of information among different groups is similar to a management process.
Their approach is also adaptable for different situations. (Büttner and Florack, 2009; Lotter, 2015; Lotter et al.,
2016)
BÜTTNER AND FLORACK describe their approach as usable to gain quantitative, comparable data. They divide the
observation process in four steps. These steps are shown in Figure 2.

Preparation

Execution

Evaluation

Dissemination

Figure 2: Four steps of observation process (cf. Büttner and Florack 2009, p.177)

A different approach is followed by TRNKA in 2009. Real-time role-playing simulations are used to simulate and
study the leadership of coordination groups in the initial phase of crisis response operations. The work provides
new insights into command and control work in terms of adaptive behaviour and improvisation. Furthermore, it
shows that the work of the coordination groups and their information management depends on the work of the
respective coordination group leaders. The various scenarios, which have been run through, show the complexity
of the work of the coordination groups. (Trnka 2009) The presented method of the paper intervenes before the
approach according to TRNKA. Before role-play simulations can be carried out, field observations show how interorganizational information management between the partners involved works. However, it is possible to carry out
role play simulations for small coordination groups consisting of only a few organizations. In this way, additional
information flows for training can be derived and discussed.
Preparation

In preparation for the field observation, a precise definition of the task, the occasion and the context must follow.
The precise definition of the target of the observation is also part of this. One of the first targets is the comprehensive collection and distribution of information within a management structure. It is important that the information
flow and the information channels become visible. Another target is to identify all stakeholders witch are involved
in the observation. Organization-adjusted targets for the individual additional steps should also be described in
detail. In addition to the targets, it should also be emphasized what the benefits of observations are. After the basis
has been described, elementary conditions such as location, time or event are determined. The examination of the
time budgets that are available for preparation and implementation are also elementary.
Additionally, documents for the observation, which help the observers to document their observations correctly,
must be created. These include checklists, which describe special observation points and irregularities. The start
of the observation, the assumption of the coordination group and the special incident are recorded on a schedule.
Figure 3 shows an exemplary observation sheet with a (fictional) information flow during an observed event.

WiP Paper – Command & Control Studies
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

306

Lotter et al.

Field Observation of Interorganizational Information Management

Figure 3. Exemplary observation sheet

Scheduling and personnel planning for the observation takes time. At least one observer must be determinded for
each coordination group. Additional observers shall be determinded for an observation with several coordination
groups at a lager event. It is important to instruct and train observers before observing. The research question has
to be explained to the observers with the help of a presentation. In particular, a compact introduction to internal
staff organization and the work in the coordination group should be worked out. Planned deployment points of
the individual observers should be presented and discussed. The handling of the previously created documents
and checklists should explained using examples. An additionally short briefing close before the observed event is
an advantage On the one hand, you can react to short-term changes and on the other hand, the content of the
briefing is more accessible.

Figure 4. Comparison between different approaches for decision making – Management process for operators of critical infrastructures as shown in the guidelines for emergency management 100-4 (left) and management circle for
emergency response organizations as shown in the German Regulations 100 (DV 100) for emergency response organizations (right)
(cf. AFKzV 2007, p. 20; BSI 2008, p. 74)
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As far as possible, experienced observers should be deployed. Experienced in this context means, that the observers have knowledge about the basic working principles in coordination groups or command and control centres.
It is not necessary for them to know about the specific tasks of different fields. It is also due to the fact that the
general procedures are the same and do not differ in different fields. This is shown in Figure 4. The two depicted
processes consist of the same partial steps to gain information and use this information to make a decision.
However, if the observers have no prior knowledge of the basics of coordination group work or similar qualifications, they still can be of value but have to be trained more detailed. The findings of the observers serve to collect
data and contribute it to a larger data set. In addition, experiences can be gathered from a different perspective.
On the contrary, observers should not be too deeply experienced in the subject matter, since there is a risk that
many things could be taken for granted and therefore not be included.
Execution

First, the exact designation of the coordination group should be determined. Since the observation is carried out
in several coordination groups, incorrect titles can lead to misunderstandings. The groups of people and liaison
officers involved are also listed to illustrate the situation. The exchange of information can be handled more
easily and without major communication barriers if the contact persons of the different organizations are in the
same room. For this reason, the initial overview of the actors involved is required. The structure of the coordination group should be established before the event begins. The observer creates a scheme with an organizational
chart. It should be checked where the individual specialist areas and leadership are located. In addition to setting
up the coordination group room, a seating plan must sketched out. The arrangement of the respective specialist
areas, as well as communication media such as canvases and location maps, should documented. With the help of
this data, conclusions about the structure can be drawn in the future.
The rooms in which the coordination groups are located are usually not ideally sized. The number of members is
limited and increases by the number of liaison officers. More members lead to more misunderstandings and to
high noise levels. For this reason, the leadership usually keeps the number of people present as small as possible.
This situation could conflict with the observation because the observer needs his own workplace. It should be
possible to fill out documents properly. At major events, the documents must be filled out precisely and in a
concentrated manner. In addition, the observer should be able to move freely in the room without restrictions.
This freedom enables that all information can be obtained even in larger rooms.
In order to maintain the flow of information in the coordination group, communication between the involved
organizations is of particular importance. Every flow of information is subject to the evaluation scheme (cf. Figure
3). The observer notes the time, the content and the location of the incoming information. Thereafter, the further
course of the information is drawn. For every observed information, a separate sheet is used. During the observation, a large number of sheets might be completed. These sheets will be collected, compared and put together to
gain an overview about the information flow (see chapter Evaluation for further details). Additionally, a timeline
for the entire duration of the observation has to be designed. This timeline contains important occurrences such
as the start of the work of the coordination group, special incidents, possible changes of personnel or single members and restructures of coordination groups or even the implementation of additional structures.
Evaluation

The first step of the evaluation contains collecting of the filled observation sheets and analysing them under quantitative aspects. In detail, this means that all sheets are analysed with regard to the sender and recipients of single
information. These datasets will be put in an overview table as shown in Figure 5. Additional to the details about
sender, receiver, timestamps and content of the information, a unique tag is given to each information. These tags
are used for linking different pieces of information together and to provide an anonymous evaluation of the information flow (without the content of the information).
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Figure 5. Exemplary and fictional table-sheet for different information flows

In a next step, the generated tables are compared to link same information-packages. Information that is exchanged
between different coordination groups or command and control centres with observers shall appear in different
tables and will be connected for the evaluation. Based on the generated overview of information-flows, a flowchart
of the information exchange between the involved partners is developed. Figure 6 shows such an exemplary (and
fictional) flowchart.

Figure 6. Exemplary and fictional flowchart for information exchange3

In a last step, related information packages are examined. The purpose is to gain an understanding of how the
information is distributed between the involved partners. Therefore, the information flow is split into sub-processes and pictured as an interaction model with different timestamps and all involved partners. This step provides
the users of the observation outcome data with information about the behaviour of single or connected information
packages in the system and can be used to detect possible weak points e.g. spots in the system where information
is getting lost, or needs a long period to be transferred. Figure 7 shows a possible interaction model.

3
This flowchart shows the information packages which are transferred between the different partners. It is similar
to a social network analysis.
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Figure 7. Exemplary and fictional interaction model of connected information packages
PRACTICAL APPLICATION4

The examined event “Kölner Lichter” is a fireworks event in the middle of the city centre of Cologne (Germany).
This event attracts about 500,000 visitors annually. Events of this size often lead to medical emergencies. For this
purpose, in addition to the organizational coordination group, a coordination group of a medical relief organization
was set up. The majority of the visitors use local public transport. For this reason, the command and control centre
of the public transportation provider is in constant contact as the third group. The organizer's coordination group
is responsible for official communication. Liaison officers from other organizations that are also involved in emergency response communicate here. Figure 8 gives an overview of important involved coordination groups and
command and control centres. Nevertheless, almost every organization represented in the coordination group had
individual structures in the background.5
During “Kölner Lichter”, two coordination groups were observed, the municipality coordination group and the
coordination group of the medical relief organization. Both groups consisted of members with experience from
past events. Most of them have been working together since years in the same or similar situations. Therefore, the
observers could focus directly on the information flows, because the groups were working in a well-structured
way from the early beginning. One observer was deployed in the municipal coordination group and two in the
coordination group of the medical relief organization. The main reason for this was the spatial conditions required
the use of two rooms for the medical coordination group.
Due to the different accommodations of both coordination groups the observers had to deal with different framework conditions. As mentioned above, the coordination group of the medical relief organization was located in
two small separated rooms (one room for the actual coordination group and the other room for the information
and communication staff). Therefore, the observers could be close to the groups and gain a good overview about
their activities. The municipal coordination group was located in a large room which fits perfectly for this big
group, but made it complicated for the observer, to perceive every in and outgoing information.

4

Due to the fact, that the observation was only possible on condition that the obtained results are treated confidential, this chapter focuses on the general assessment of the applicability of the method.
5
Account of the fact, that these structures are working on a basic day level (or with similar workload) they are
not necessary for the findings of the observation. They are mostly responsible for the coordination of their own
forces (e.g. the command and control centre of the fire departement is working in a “business as usual” state until
the municipality coordination group is supporting them with information about an incident or other scenarios)
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Figure 8. Important coordination groups during “Kölner Lichter” (Lotter et al. 2019)

Nevertheless, the gained outcomes of the observation have shown, that the method is applicable for the purpose
of understanding and monitor inter-organizational information flows, although there are still some challenges for
the observers. These challenges will be addressed in the following chapter, and some approaches to deal with
them will be presented (cf. Table 1).
CONCLUSION

The described method is applicable to observe and understand information flows between different coordination
groups and command and control centres. It was possible to track in- and outgoing information and create an
overview scheme about the information flows. The evaluation demonstrated, that related information packages
observed in both coordination groups could be linked together. Based on this data the process of the information
distribution becomes possible to understand and it was proven that the central coordination group serves as an
“information distribution hub” where all involved partners are provided with the necessary information for their
work. Furthermore, the coordination group provides short communication ways between the participating organizations. Nevertheless, the obtained data should be verified in further observations
One of the additional observed and interesting phenomena was some kind of “bypass” communication between
involved organizations. Especially organizations, which are working close together on a regular basis, tend to use
their established communication paths. The conflict here is, that organizations only communicated directly with
each other and do not involve the coordination group in their information sharing. The information between the
direct communication organizations is transferred in a short time, but this bypass communication disrupts the even
distribution of information to all partners. Some situation (such as critical in time decisions) require a direct communication, however, it is necessary to ensure, that the information are transmitted to the coordination group at a
later time. If the coordination group does not receive all the necessary information, this miscommunication may
lead to further malfunctions and conflicts.
Table 1 shows possible occurring problems during observation and imaginable solutions for these problems. Some
of them occurred also during the practical approach and will be described with suggested solutions in the following
paragraph.
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Table 1. Problems during the observation and possible solutions
(cf. Ehrenberg 2019)

Problem

Approach
Complexity

-

Large number of people involved in the coordinationgroup work

Obtain the structure of the coordination group in advance

-

Coordination group distributed over several rooms -

Pre-allocation of tasks to observers

-

Sending several observers to the coordination groups

Invisible information
Message transmission not always visible

Evaluation of the operational journal

Information content sent hidden

Evaluation of emails and software

Recipient sometimes unknown

Evaluation of other documents
Long duration of information exchange

Many transmitters and receivers until the information
reaches its destination

Evaluation of the operational journal

Exact information flow sometimes not clearly visible

Obtain a detailed organization chart in advance

Different precondition
Different experiences in coordination group work

Comprehensive literature-based briefing

Failure to collect information at the initial stage

Pairing and deploying inexperienced observers with
experienced observers

Unequal work distribution
Environmental factors

Multiple observer approaches

Situation-related changes in the course of the event

Division into work areas
Imbalance feedback

A first central problem reflects the complexity of work in coordination group work. The complex structures and
organizational cultures of the coordination group must be determined in advance. Only by knowing how the coordination group works the number and positions of observers can be determined. Especially the observers have
to understand the complexity of the coordination group. Different scenarios or events involve other characters
from the organizations. On-site technical consultants can be outsourced from the actual coordination group,
housed in parallel rooms. Comprehensive training and the appointment of several observers can relax the complexity of observation.
The information that coordination groups transport between organizations or internally comes in various forms.
Some of them are "invisible" because they are guided past the observers. Some technical tools for transmitting
information are only visible to the observer if a staff member is operating them. An example of this is the use of
e-mails or telephone calls. The contents of this message are only documented on the observation sheet by subsequent enquiries by the observer. Therefore, it makes sense to embed methods such as observations in examination
designs with other methods (e.g. document analyses, interviews) and thus to validate or relativize observation
results. One approach to solve this problem of “invisible” information is to use the Operation Journal. This approach is explained in more detail below.
Another problem can be a high temporary workload of the observers. For example, environmental factors such as
weather-related changes or a conflict scenario on the event site can increase the communication rate. This means
that the observers have to focus their observation on different work areas of the coordination group repeatedly.
This can lead to errors in the documentation. The temporary unequal workload of the observers and the resulting
overload of individuals can be counteracted by using several observers. Precise work areas should be defined for
this purpose.
The information is often passed on via several staff members until it arrives at its destination. The exact route of
the information is sometimes not obvious to the staff members and therefore not known to the observers. This can
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lead to errors in the documentation. Again, knowledge of the organization chart and the later use of the Operation
Journal can help. Documentation errors can also occur from unprepared observers. As described above, a comprehensive briefing should be carried out. At this point, already existing deficits can be taken up. Additionally,
literature or expert knowledge can be imparted to inexperienced observers.
Another source for checking the results of the observation is the operation journal. This journal provides a chronological record of the activities of the coordination group. It also documents the decision-making and changing
conditions or occurring incidents. Additionally the documentation of reception and issue of orders and reports can
be used. This document contains all incoming and outgoing information in a chronologically order. (AFKzV 2007)
Additional to the observation interviews with experts are executed to understand the structure of the inter-organizational communication. The focus of the interviews is set on the gaining of knowledge of planed structures for
the cooperation of inter-organizational coordination groups and command and control centres.
The work in coordination groups, command and control centres and the associated communication are continuously developing. For a current state of the art, this observation concept is applicable but it has to be revised in
regular intervals to stay up-to-date.
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