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ABSTRACT

Quantum Key Distribution (QKD) is an approach for establishing symmetrical binary keys between distant users in
an information-theoretically secure way. In this paper we provide an overview of existing solutions that integrate
QKD within the most popular architecture for establishing secure communications in modern IP (Internet Protocol)
networks - IPsec (Internet Protocol security). The provided overview can be used to further design the integration
of QKD within the IPsec architecture striving for a standardized solution.
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INTRODUCTION

Achievements in the field of quantum computing are raising concerns about security mechanisms employed
today (Arute et al. 2019). Quantum computers should provide higher computing power and some already described
quantum algorithms (Yan 2013; Shor 1994) for such computers, suggest that they will be able to solve many
mathematical problems in polynomial time that are now considered to be of exponential time complexity. This
would imply that quantum computers would be able to break many known public key cryptosystems (Grimes 2019).

Public key cryptosystems are often used to securely establish a shared symmetric keys between distant parties. The
examples of such systems are Rivest, Shamir, Adleman (RSA), Diffie–Hellman (DH), Elliptic Curve Cryptography
(ECC), and ElGamal. Among them, the DH key exchange denotes the beginning of development for the asymmetric
cryptography (Diffie and Hellman 1976) and is widely used today in a security protocols such as TLS (Transport
Layer Security), IPsec (Internet Protocol Security), SSH (Secure Shell), and many others (Grimes 2019).

In recent years, notable efforts have been made in development of the quantum safe networks based on Quantum
Key Distribution (QKD). QKD, as a name would suggest, is a method for secret key distribution that is based on the
laws of quantum physics. It allows distant parties to establish a shared symmetric keys for which secrecy can be
guaranteed. As it is not a complete quantum-safe network solution but rather a concept for secret key establishment,
QKD’s integration with some existing and well-established security architectures is of great importance. IPsec has
been used for more then 20 years to establish secure tunnels over public Internet infrastructure. It is considered as
the most popular technique for establishing secure communication in the modern IP networks. In this paper we
provide an overview of solutions that integrate the QKD method within the IPsec architecture. The main goal of this
integration is to provide an IPsec engine with the secret keys generated by the QKD. Using QKD keys instead of
DH keys to establish QKD secure IPsec tunnels provides a unique way to converge QKD technology with modern
IP networks.

The remainder of this paper is organized as follows: In Section Quantum key distribution a brief description of the
QKD technique is provided. Section Internet Protocol security describes the IPsec architecture and its individual
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components. An Internet Key Exchange (IKE) protocol, as an important component in the overall IPsec architecture
is described in Section The Internet Key Exchange protocol. An overview of existing solutions that integrate the
QKD technique within the IPsec architecture is given in Section Existing solutions that integrate QKD with IPsec.

QUANTUM KEY DISTRIBUTION

Quantum key distribution with quantum safe symmetric encryption, is one of the very few methods that can provide
provable security in the post-quantum era. QKD has a potential to provide an information-theoretically secure (ITS)
way of establishing secret keys between two distant peers, thus, giving an alternative solution to the secret key
agreement problem (Islam 2018; Alléaume et al. 2014). In 1984, Charles Bennet and Giles Brassard described
the first QKD scheme (Bennett and Brassard 1984), now known as BB84 protocol, for secret key distribution by
exploiting the laws of quantum physics. Few years later, in 1989, Bennett and Brassard demonstrated the first
QKD experiment over a distance of 32.5 cm in freespace (Bennett and Brassard 1989). This experiment stimulated
interest in the integration and wider application of this technology, which is still present today.

How Does It Work?

The establishment of a secret key using the QKD technique requires special purpose equipment. The two parties
involved in the key establishment process require a connection with a QKD link, which is a logical link consisting of
a public and a quantum channel. On the quantum channel the secret key is distributed via a stream of independent
photons, where each photon carries information about one secret key’s bit. Photons, particles of light, show quantum
behaviour and those that carry information in their quantum states, such as polarisation, are known as qubits. The
quantum behavior of photons allows legitimate parties to detect the presence of an eavesdropper on the quantum
channel. This useful property comes from the Heisenberg uncertainty principle. To obtain information carried by
the qubit one must perform a measurement, and stated by the uncertainty principle, every measurement perturbs the
state of the quantum system - the qubit, thus revealing the presence of the eavesdropper. Moreover, the “no cloning”
theorem states that it is not possible to create a perfect copy of the unknown quantum state which further prevents
the eavesdropper from obtaining any information without being noticed. However, due to the characteristics of a
quantum transfer - the key distribution over the quantum channel, imperfections of the communication medium and
the quantum devices, further discussion on the distributed secret key is necessary. This discussion between peers is
carried over the public channel, and is know as a post-processing stage in the QKD scheme. In the post-processing
stage the parties align the information on the distributed secret key, estimate a quantum error rate, correct the
errors, and further strengthen the secrecy of the key. After the post-processing stage, the peers have established the
symmetric, shared secret key. As the discussion over the public channel is conveyed in a classical way, it must be
authenticated to prevent man-in-the-middle attack. (Kollmitzer and Pivk 2010; Gisin et al. 2002)

Limitations

QKD has several limitations that are worth mentioning. Firstly, although in theory it is the technology that provides
the highest degree of security, practical implementation shows noticeable challenges and shortcomings. There is a
number of described and demonstrated attacks (such as a Photon Number Splitting (PNS) attack (Huttner et al.
1995), a Trojan Horse attack (Bethune and Risk 2000), and a Fake states attack (Makarov* and Hjelme 2005)) on
QKD that show how limitations of today’s technology can be exploited to successfully obtain information on the
secret key without being detected. However, with every presented attack, the engineers come up with a solutions
patching exploited loopholes in the QKD system. Another significant limitation of the QKD systems arises from
the fact that the key generation rate is interconnected with a distance between two parties involved in the quantum
key distribution. A longer distance implies a lower key rate due to imperfections of the communication medium,
such as an absorption and scattering of photons in optical fibers (Gisin et al. 2002). The key rates in an advanced
QKD systems are only few hundreds of kbps while the length is roughly limited to 150 km (Lucamarini et al. 2018;
Yuan et al. 2018; Zhang et al. 2020), which is significantly low compared to data rates in the current networks.
Furthermore, a standalone QKD system is vulnerable to Denial of Service (DoS) attacks. DoS attack can result in a
shortage of the QKD keys and force the parties to either stop the secret communication or to use less secure keys
that are likely established by public key cryptosystems (Rass and König 2012).

A limitation on the key rates can be soothed by implementing buffers, storages of generated keys at the both ends of
the QKD link. In this manner, QKD can continuously generate keys in advance and store them in buffers from
where they can be easily accessed and used (Mehic, Maurhart, et al. 2017). Furthermore, a limitation on distance,
and vulnerability on DoS attacks of the standalone QKD systems can be overcome by building quantum networks.
In such networks, the secret keys between arbitrary, distant peers can be established in a hop-by-hop or key-relay
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manner (Elliott and Yeh 2007; Kollmitzer and Pivk 2010). However, this implies that all network nodes in the
QKD network must be trusted. The quantum networks are heavily researched, and a number of testbeds were
implemented. For interested readers we recommend (Mehic, Niemiec, et al. 2020) that provides an overview on a
quantum network architectures and testbeds.

INTERNET PROTOCOL SECURITY

The IPsec is a protocol suite that provides a variety of security services such as integrity, authenticity, confidentiality
and more, to the IP traffic. The first standardized specification of the IPsec protocols was published in 1995, in
an RFC1825 document called Security architecture for the internet protocol (Atkinson and Kent 1995). IPsec
operates on a network layer of a TCP/IP (Transport Control Protocol/Internet Protocol) protocol stack 1, and thus
provides end to end security at all levels of connectivity. Applying security on the network layer has some additional
advantages, and probably the most important one is that multiple transport protocols and applications can share a
key management infrastructure provided by the network layer (Doraswamy and Harkins 2003).

IPsec Architecture

The IPsec architecture consists of a several databases and protocols. The major databases in the IPsec architecture
are:

• Security Policy Database (SPD), and

• Security Association Database (SAD).

The IPsec protocol suite consist of the following protocols:

• Encapsulating Security Payload (ESP),

• Authentication Header (AH), and

• Internet Key Exchange (IKE) protocol.

Security Policy Database

The SPD database maintains a number of policies that determine which IP traffic flow needs protection, what level of
protection should be applied and with whom the protection is shared. Each packet passing through the network layer
is first mapped to the IPsec policy based on IP and next layer header information. A policy determines whether the
packet should be protected with the IPsec security services, discarded, or bypass the IPsec protection. (Doraswamy
and Harkins 2003)

Security Association Database

The SAD is a database in which Security Associations (SAs) are maintained. SAs are an agreement between two
parties on how to apply security services to the IP packets. They determine the IPsec protocol used for securing
the packets (ESP or/and AH), transforms - bundle of cryptographic algorithms or the protection suite (encryption
and/or authentication algorithm for the example), and the secret keys. They are uniquely identified using a Security
Parameter Index (SPI) value and the destination address to which they apply. The source can identify the SA using
IP and next layer header information, while the destination must resort to the SPI values because it does not have
access to such information in a protected packet (this information could be encrypted, and therefore is not available
on the destination). Therefore, the SPI value that uniquely identifies the SA on the destination is sent with every
packet. To each SA a value of lifetime can be assigned which determines for how long they are valid. This value can
be expressed in seconds or kilobytes. If a given time passes, or a given amount of traffic is protected with the SA, it
will be replaced by a new one. This process is called rekeying, because a fresh secret key material will be assigned
to the new SA that will be used to protect the same underlying traffic as the old one. (Doraswamy and Harkins 2003)

1The TCP/IP protocol stack is the world’s most widely-used suite of protocols that are grouped in 4 different layers (application, transport,
network and data link layer in that particular order) where each layer has well defined functions and capabilities. Every layer in the stack provides
services to the layer above, and uses services offered by the layer below it.
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Encapsulating Security Payload

TheEncapsulating Security Payload protocol is in charge of providing confidentiality, data integrity and authentication
to the data traffic in the overall IPsec architecture. These tasks are achieved by adding a new protocol header (an
ESP header) after an IP header and before data being protected. Moreover, the ESP protocol defines an ESP trailer
that is added at the very end of the IP packet. The data between the ESP header and the ESP trailer is protected
(see Figure 1) and can either be an entire IP datagram or an upper-layer protocol depending on defined IPsec
mode2. (Doraswamy and Harkins 2003)

IP header ESP header Protected data ESP trailer

Encrypted

Authenticated

Figure 1. An ESP-protected IP packet

The ESP protocol is a generic and extensible security mechanism. It relies on the construct of the SA which
describes the actual cryptographic algorithms and the secret keys for the encryption and/or authentication. Each
ESP protected packet will in its header have the SPI value that the destination can use to find the corresponding SA
to properly process such packet. In this manner, it is possible to use a newly invented algorithms for the encryption
and the authentication and define them in the SA without introducing any changes to the ESP protocol. (Doraswamy
and Harkins 2003)

Authentication Header

The Authentication Header protocol provides data integrity, authentication, and protection against replay attacks
to the IP traffic, however it does not provide confidentiality. Like the ESP, the AH protocol provides mentioned
security services to the IP packets by adding an AH header after the IP header and before the data being protected
(see Figure 2).

IP header AH header Protected data

Authenticated

Figure 2. An AH-protected IP packet

The authentication coverage of the AH differs from that of the ESP. The AH authenticates portions of the outer IP
header, or more precisely it authenticates those fields of the outer IP header that are not mutable in addition to the
authentication of the data being protected. (Doraswamy and Harkins 2003)

Internet Key Exchange Protocol

IPsec uses an Internet Key Exchange protocol as a default protocol for the establishment and the management of the
SAs. IKE was originally described in RFC2409 (Harkins, Carrel, et al. 1998) as a hybrid of the Oakley and SKEME
protocols that is based on an Internet Security Association and Key Management Protocol (ISAKMP) framework
originally described in RFC2408 (Maughan et al. 1998). It is a general-purpose security exchange protocol and thus
can negotiate parameters and exchange the secret keys for a different services, including IPsec. More details about
the usage of IKE in IPsec can be found in RFC2407 (Piper 1998).

To exchange the secret keys, IKE uses the DH key exchange method. Therefore, as one of the purposes of the IKE
protocol (exchange of the secret keys) overlaps with the main purpose of QKD, one can come to the conclusion
that the IKE protocol is the main component of interest in the overall IPsec architecture that should be replaced or
modified to integrate QKD with IPsec.

2IPsec defines two modes: a transport and a tunnel mode. The transport mode protects the upper-layer protocols, while the tunnel mode
protects the entire IP packets. In case of the tunnel mode being used, the entire protected packet is encapsulated with an outer IP header and sent
trough the public network.
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THE INTERNET KEY EXCHANGE PROTOCOL

The main purpose of the IKE protocol in the overall IPsec architecture is to negotiate the IPsec SAs. In general, the
establishment of the IPsec SAs in the IKE protocol is performed in two phases, simply referred to as a phase 1 and a
phase 2, and can be described as follows:

• The phase 1. In the phase 1, an IKE SA (often referred to as an ISAKMP SA) is negotiated between endpoints
and the secret keys are exchanged. Furthermore, a mutual authentication of the identities and the exchanged
secret keys is performed. The construct of the IKE SA is similar to the IPsec SA, however one must not
confuse one with the other. The IPsec SA protects the actual data on the network layer, while the IKE SA
protects the IPsec SA negotiations. Therefore, as a result of the phase 1, a secure control channel between
two endpoints is established.

• The phase 2. Under the protection of the IKE SA, the negotiation of the IPsec SAs is performed in the phase
2. The secret keys for the negotiated IPsec SAs are derived from the IKE SA secret key if a Perfect Forward
Security (PFS)3is not requested. Otherwise, a new exchange of the secret keys will take place in the phase 2.
The negotiated IPsec SAs protect the IP traffic for a certain time that is defined by the value of their lifetimes.
When the IPsec SA expires, a new one is negotiated under the protection of the same IKE SA.

IKE Version 1

The IKE version 1 (IKEv1) defines a main and an aggressive mode exchange for the phase 1 negotiation and a quick
mode exchange for the phase 2 negotiation. The main mode can provide a better security while the aggressive mode
can be completed much quicker. The IKEv1 protocol defines two additional exchanges: an informational exchange
in which endpoints can communicate error and status information, and a new group exchange that allows endpoints
to negotiate the use of custom DH groups (Doraswamy and Harkins 2003). Here we describe the main and the
quick mode exchange in more detail.

Main Mode Exchange

In the main mode exchange there are a total of six ISAKMP messages exchanged between peers to complete
the phase 1. The ISAKMP messages are constructed by chaining multiple ISAKMP payloads together to an
ISAKMP header. The ISAKMP header and the payloads are described by an ISAKMP framework and their format
will not be discussed in this paper. Important features of the main mode exchange are identity protection and
the ability to negotiate DH groups, at least those that are specified by the IKE protocol. IKE allows different
authentication methods to be employed, thus the main mode exchange will slightly differ based on the agreed
method. The acceptable methods of the authentication are: preshared keys, digital signatures using the Digital
Signature Algorithm (DSA), digital signatures using the Rivest-Shamir-Adelman (RSA) algorithm, and two similar
methods of authenticating via exchange of encrypted nonces. (Doraswamy and Harkins 2003)

In this paper, the main mode exchange with the preshared authentication method being employed is described, as it
has the greatest potential to be used with QKD. The sequence diagram of the main mode exchange with preshared
authentication is shown in Figure 3. The ISAKMP header is denoted with HDR, and a symbol * that follows HDR
is an indication that the payloads that follows are encrypted. The main mode exchange shown in the Figure 3 can be
described as follows:

(1)(2): The initiator and the responder exchange cookies, CKY-I and CKY-R respectively, via corresponding fields
of the ISAKMP header. These values are later used to uniquely identify the established IKE SA. Furthermore, the
IKE SA negotiation takes place. The initiator can propose a complex SA offers and the responder chooses one of
the multiple proposals.

3The PFS is defined in RFC 2409 (Harkins, Carrel, et al. 1998) as a restriction of deriving any additional keys from the previously used key.
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Initiator Responder

(1)
HDR, SAproposal

(2)
HDR, SAchoice

(3)
HDR, gxi, NI

(4)
HDR, gxr, NR

(5)
HDR *, IDI, HASHI

HDR *, IDR, HASHR(6)

Figure 3. Main mode exchange with preshared authentication

(3)(4): The initiator and the responder exchange the DH public values, gG8 and gGA respectively, and a pseudo-random
numbers, N� and N' respectively. Based on these values both peers form a secret, called SKEYID. The calculation
of the SKEYID is dependent on the authentication method being employed, and for the preshared authentication is
given as follows:

SKEYID = PRF (preshared-key, N� | N')

where PRF is a pseudo-random function, usually the HMAC version of the negotiated hash function, and | denotes
concatenation. Three keys are further derived from the SKEYID: SKEYID_d - from which the session keys for the
IPsec SAs are derived, SKEYID_e - used for the encryption of the messages on the control channel, and SKEYID_a
- used for the authentication of the messages on the control channel.

(5)(6): The initiator and the responder exchange their identities, ID� and ID' respectively. Furthermore, the
authentication of the main mode exchange as a whole is performed using a keyed hash values. As the payloads are
encrypted, the identities of the peers are protected. (Doraswamy and Harkins 2003)

Quick Mode Exchange

The negotiation of the IPsec SAs is performed in the phase 2 using the quick mode exchange. The sequence diagram
of the quick mode exchange is shown in Figure 4, where the brackets indicate an optional payloads, and IDD8 and
IDDA indicate a proxy negotiation.

Initiator Responder

(1)
HDR *, HASH1, SAproposal, NI, (g

xi), (IDui, IDur)  

(2)
HDR *, HASH2, SAchoice, NR, (g

xr), (IDui, IDur)  

(3)
HDR *, HASH3

Figure 4. Quick mode exchange

The payloads are encrypted using the SKEYID_e and an encryption algorithm negotiated for the IKE SA.
Furthermore, in the quick mode exchange, a hash payload always follows the ISAKMP header, and authenticates
the message. The authentication is achieved using the SKEYID_a and a hash algorithm negotiated for the IKE
SA. If the PFS is not requested, the peers will not exchange the DH public values and the session keys for the
negotiated IPsec SA will be generated using the SKEYID_d as the main source of the entropy. The session key of
the negotiated IPsec SA is usually denoted as KEYMAT and is calculated as follows (the variables in the square
brackets are optional):

KEYMAT = PRF (SKEYID_d, [ gGH | ] protocol | SPI | N� | N')

where the SPI values are exchanged during the SA negotiation, a protocol is a value of the IPsec protocol being
negotiated, and gGH is the secret key derived from the DH key exchange. The SPI and the protocol value make
the IPsec SA unidirectional and protocol specific. The quick mode exchange can be considered as not only a way
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to negotiate the IPsec SAs, but also as a rekeying mechanism. However, rekeying is technically a new IPsec SA
negotiation that is performed when an already existing IPsec SA expires. (Doraswamy and Harkins 2003; Cheng
2001)

IKE Version 2

The IKE version 2 (IKEv2), introduced in 2005, brought some major changes to the operation of the IKEv1 protocol
that made them incompatible. IKEv2 defines four exchanges : IKE_SA_INIT, IKE_AUTH, CREATE_CHILD, and
INFORMATIONAL. In IKEv2, the IPsec SAs are referred to as Child SAs. The concept of the two phase operation
still holds, however in IKEv2 there is no clear line as in IKEv1.

For the establishment of the IKE SA, both the IKE_SA_INIT and the IKE_AUTH must be performed, and in that
particular order. In the IKE_SA_INIT exchange, the IKE SA negotiation takes place, the DH public values and the
pseudo-random numbers are exchanged, and a shared secret SKEYSEED is generated. A seven other secrets are
further derived from the SKEYSEED: SK_d - from which the session keys for the Child SAs are derived, SK_ai and
SK_ar - used to authenticate messages on the established control channel, SK_ei and SK_er - used to encrypt/decrypt
messages on the control channel, and SK_pi and SK_pr which are used during the IKE_AUTH exchange. In the
IKE_AUTH exchange, peers exchange their identities and perform a mutual authentication. Furthermore, they
negotiate the first Child SA. Therefore, in particular cases, a total of four messages, that is two exchanges, result
in the establishment of the IKE SA and the first Child SA. Additional Child SAs can be established using the
CREATE_CHILD exchange. Furthermore, the CREATE_CHILD exchange is used to rekey both the IKE SA and
the Child SA. (Kaufman et al. 2010)

EXISTING SOLUTIONS THAT INTEGRATE QKD WITH IPSEC

There are many known approaches to the IPsec implementations that employ QKD derived keys. Several selected
approaches that are based on modification of IKEv1 and IKEv2 are discussed.

DARPA Quantum Network

In (Elliott, Pearson, et al. 2003; Elliott and Yeh 2007), extensions to IKEv1 and IPsec are briefly described to
support the use of QKD derived keys in the world’s first quantum network - DARPA quantum network. Modifying
a kernel and a ‘racoon’ IKE daemon, the following QKD extensions were introduced: a rapid-reseeding and an
one-time pad extension. In the rapid-reseeding extension a simple modification in the IKE phase 2 was presented.
Distilled QKD bits are negotiated and included in the hash function from which the session keys - KEYMATs are
derived. The session keys are then employed as seeds for conventional symmetric ciphers and are updated about
once a minute. The use of DH or QKD is completely independent and one can employ the both techniques to
generate KEYMAT. In the one-time pad extension, IKE and IPsec were modified to support the use of the one-time
pad encryption using a sequence of QKD bits. To serve the IKE daemon with the QKD keys, an IKE / QKD
interface was developed. This interface allowed the IKE daemon not only to reserve and obtain the secret QKD
keys, but also to obtain a relevant information about the states of the QKD links. The overview of the IKE / QKD
interface is shown in Figure 5, where a Qblock is a fixed-size block of shared secret bits. It is important to note that
no modifications were introduced to the IKE phase 1 at the time. It is stated that the level of security offered by
QKD is not required for the IKE SA as it only provides protection to non-confidential control messages.

MagiQ Technologies

MagiQ Technologies, a research and development company, holds a patent (Berzanskis et al. 2009), solution to
achieve a higher frequency at which keys can be changed in the IPsec implementation to improve the overall
security. In the standard implementation of IPsec, the two SA tables are created for the particular IP flow, one for
the outbound and one for the inbound direction. However, each SA table contains a maximum of two SAs at a
time. Extending capacity of each SA table to up to a maximal 216 SAs, this solution allows the fast rekeying. The
presented solution combines (e.g., XOR) QKD derived keys with the classical keys generated by the IKE protocol
creating multiple SAs in each SA table (see Figure 6). This is a local operation and therefore multiple SAs can be
created in a very short time. The resulting keys have a greater or equal entropy compared to the classical keys, thus,
providing stronger security. Furthermore, a large number of the SAs in the SA tables ensures that the SAs are not
being removed before the all reasonably delayed packets are decrypted.
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 get_peer_set
Return list of all possible 
QKD peers 

Setup Phase

Return up/down status of 
QKD peers 

Return list of available Qblocks 
for the indicated peer 

Return detailed information about 
a given qblock 

Reserve a specified qblock for 
later use 

Get contents of qblock, and 
delete it from the QPD’s memory 

Operational Phase 

Determine current
number and quality of

shared secret bits with a 
given QKD peer 

Reserve an identified 
block of QKD bits in this 
node, then negotiate with 

IKE peer to see if it can 
reserve the same bits 

from its QKD Daemon 

If both IKE peers can 
obtain the same QKD 
bits, use these bits as 

part of IKE key 
agreement  

IKE - Internet
Key Exchange

Daemon

QPD - Quantum
Protocol Daemon

reply_peer_set

get_peer_status 

reply_peer_status 

get_qblock_set 

reply_qblock_set 

get_qblock_status 

reply_qblock_status 

reserve_qblock 

reply_reserve_qblock 

get_qblock 

reply_qblock 

Figure 5. The overview of the IKE / QKD interface in DARPA quantum network

QKD
IKE

QKD Key 1
QKD Key 2

Control Unit

Classic SA

Classic Key Set

Final SA i

Key Set i

Final SA i + n
Key Set i + n

SA Table

Classic Key Set
XOR

QKD Key 1

Classic Key Set
XOR

QKD Key n

QKD Key n
QKD Key n + 1

Figure 6. A schematic diagram illustrating establishment of the multiple (n) SAs combining the QKD keys with
the classical key generated by the IKE protocol (MagiQ Technologies solution)
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Secure Quantum Key Exchange Internet Protocol

In (Sfaxi et al. 2005), an ISAKMP based protocol is proposed by the name of SeQKEIP (Secure Quantum Key
Exchange Internet Protocol). It couples quantum derived keys with IPsec to secure MAN (Metropolitan Area
Network) communications. The SeQKEIP runs similar to the IKE protocol but it has additional phase - a phase 0,
and a modified IKE phase 1 and IKE phase 2. The phase 1 of SeQKEIP defines a main mode exchange, while the
phase 2 defines a quick mode exchange, similar to the IKEv1 protocol. For the phase 0 a new exchange mode, a
quantum mode, is presented. In the phase 0, the secret key is exchanged between the nodes using the QKD technique.
This key is used as a pre-shared secret in the IKE mechanism. The SeQKEIP uses a pre-shared secret method of the
authentication during the phase 1, and it does not define DH groups, nor does it exchange any DH values during this
phase. The exchanged key in the phase 0 is used for encryption and authentication of the messages. To support the
quantum cryptography concept to full extent, the one-time pad encryption is supported.

AQUA

Under the Advancement in Quantum Architecture (AQUA) project, Nagayama and Van Meter produced an Internet
Draft document (Nagayama and Van Meter 2009), a solution to integrate QKD with IPsec based on a modified
IKEv2 protocol. In 2014. they produced an update to the original draft (Nagayama and Van Meter 2014). The
proposed solution defines two new payloads in the IKEv2 exchanges: a QKD KeyID payload and a QKD Fallback
payload. Furthermore, a new transform field in the SA payload is defined to indicate the use of QKD derived keys.
The QKD KeyID payload exchanges a unique identifier (KeyID) of the secret QKD key and an identifier of the
QKD device that generated the corresponding key. The secret key is uniquely identified by those two values. If
there are no available keys generated by the quantum key distribution protocols, the negotiation in IKEv2 resorts to
a fallback method defined in the QKD Fallback payload. The following fallback methods are defined: WAIT_QKD,
CONTINUE, and DIFFIE-HELLMAN. The WAIT_QKD indicates that IKE must wait for the QKD protocol to
generate a new key. The CONTINUE indicates that the most recent key may be used until a new key becomes
available, and the DIFFIE-HELLMAN method indicates that IKE shall generate a new key using DH key exchange.
It is important to note that the fallback feature is disabled during the IKE_SA_INIT and IKE must wait for QKD
to generate keys in this case. The IKE_SA_INIT exchange, in case when the QKD level of security is desired,
includes the KeyID payload and omits the key exchange (payload that carries DH values) and nonce payloads from
the standard IKE_SA_INIT exchange. Furthermore, it is important to include the new transform payload in the SA
proposal. The fallback method is negotiated during the IKE_AUTH exchange with the use of the QKD Fallback
payload.

QIKE

In (Neppach et al. 2008), a key management solution for the QKD networks is proposed with a primary focus
on the fast rekeying in the implementation of IPsec. In the proposed design for the key manager, an application
first registers submitting an application ID and then sends connection request which includes the maximum key
length that will be requested and the desired key rate. If the requested key rate can be satisfied, the key manager
establishes a dedicated key buffer, filled with the QKD key material, for the application. After the connection
phase, the application can request the secret QKD keys of desired length, or the information about the state of
the key buffer. Further, this paper propose an adaptation of the IKEv1 protocol, called QIKE, to negotiate the
SA parameters and requirements on the quantum generated keys. From the key manager point of view, the QIKE
protocol is an application that consumes the secret QKD keys. The connection to the key manager is triggered by
the QIKE protocol during the phase 1. Therefore, in addition to the standard parameters being negotiated, a QKD
key rate and an application ID parameter negotiation in the phase 1 is introduced to establish the IKE SA. The
phase 1 messages are authenticated using the configured shared secret (the pre-shared method of authentication). In
QIKE phase 2, similar to the phase 1, the QKD key rate and the application ID parameter are negotiated to establish
the IPsec SA. Additionally, a number of the maximum SAs supported by the SAD is negotiated to enable the high
speed IPsec implementation. The phase 2 results in a separated buffers for each direction that are allocated at the
key manager. The value of lifetime assigned to the each SA in the SAD is given in bytes to solve the synchronization
problems of the lifetime defined in milliseconds. If the lifetime of the SA expires, the QIKE protocol does not
perform renegotiation of the expired SA. Instead, QIKE uses the ISAKMP informational messages that carry delete
payloads to inform a remote QIKE daemon of the expired SA (see Figure 7). The expired SA is replaced with a
new SA that will have the same parameters as the old one, but with a new SPI identificator and a newly assigned
QKD key. To deal with the lost of the informational messages, the SPI value is increased per connection to allow a
resynchronization of keys in the buffer.
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Figure 7. Delete messages and SAD synchronization in QIKE protocol

Rapid Rekeying Protocol

Different approach to implement QKD with IPsec was presented in (Marksteiner 2014; Marksteiner and Maurhart
2015) by introducing a specialized, lightweight key synchronization protocol - a Rapid rekeying protocol. The main
idea was to refrain from the IKE protocol as there is no need for the classical key exchange to take place. The goal of
the designed protocol is to achieve the fast rekeying with purely quantum derived keys in the IPsec implementation.
Described protocol uses two channels: an AH - authenticated control channel and an ESP - encrypted data channel.
On the control channel a non-secret information is exchanged to ensure a synchronization of the QKD keys during
the key change procedure. While the non-secret information on the control channel does not require confidentiality,
the authenticity is crucial for the security, and therefore the AH protocol is employed. The rapid rekeying protocol
follows master/slave paradigm, where every peer assumes the master role for its outbound connections. The master
maintains two queues, one for the precalculated SPI values, and the other for the QKD keys. When the key change
procedure takes place, a new pair of the QKD key and the SPI value is added to the queues, and the oldest pair in
the queues is assigned to a new active SA. All the other parameters of an expired SA are inherited to the new one.
The expired pair is removed from the queues, and the key change request is sent to the peer. Every key change
request contains a new SPI value, thus, the receiver can install the SA beforehand. Moreover, a number of SAs exist
simultaneously on the receiver side, allowing it to process packets protected with both an older or newer SA then
the current one. The oldest SA is deleted on the receiver side, and acknowledgement is sent as a response on the key
change request. The acknowledgement serves as keepalive mechanism, as the receiver can compensate the lost of
the key change request, and the sender can continue with secure communication without receiving response. The
key change procedure is shown in Figure 8.
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Figure 8. Rekeying procedure in Rapid rekeying protocol

DISCUSSION AND CONCLUSION

IPSec is the most popular solution for secure communication over a public network. It consists of several
subprotocols that are in charge of negotiation and establishment of a secure channel for the IP traffic flow. The
main drawback of the IPsec protocol is a dependence on asymmetric cryptographic solutions that are at risk with
the upcoming development of quantum computers. In this paper, we provided a detailed overview of the existing
solutions that enhance the security offered by IPsec with QKD which offers an approach to the realization of secure
communication in the post-quantum era.

The DARPA Quantum Network solution provided an IKE / QKD interface, and an ability to derive the session keys
from the QKD keys. However, this solution did not address the slow rekeying rates. Moreover, the security provided
on the control channel relies on the classical cryptography. The Secure Quantum Key Exchange Internet Protocol
utilize the existing method of the preshared authentication supported with the QKD keys providing security even
on the control channel. The session keys can be changed at the rate at which the keys are generated by the QKD.
However, this approach significantly impacts data rates if the one-time pad encryption is employed as the QKD
keys are exchanged on demand (all other solutions assume the QKD keys are exchanged in advance and stored
at the endpoints). The MagiQ Technologies solution allows the fast key change rates by allowing a large number
of the SAs in the SA tables. Multiple SAs can be established in a very short time, combining the classical keys
with the QKD keys. Similar, the QIKE protocol allows multiple SAs to achive the fast rekeying. The operation
of the QIKE protocol is supported with the key manager solution that allows reservation of the QKD keys by the
applications. QIKE relies on the ISAKMP informational messages to synchronize the SAD databases, where it is
sufficient to exchange the SPI values of the expired SAs. The AQUA solution provides extension to the IKEv2
protocol to negotiate the QKD keys. Moreover, this solution allows negotiation of the fallback methods. However,
as in the DARPA Quantum Network solution, the issue of the slow rekeying is not addressed. The Rapid Rekeying
Protocol takes a different approach to couple QKD with IPsec. It is a lightweight key synchronization protocol,
with the main purpose to keep the QKD keys at the both endpoints synchronized. However, the parameters of the
SAs must be known in advance at the both endpoints, as the protocol does not support the negotiation itself.

The presented solutions show that the use of the QKD keys is achievable in the IPsec architecture. Thus, IPsec
could maintain its popularity in protecting critical infrastructures in the post-quantum era. However, to achieve the
high rekeying rates, the IPsec architecture should allow a number of the SAs in the SA tables and a mechanism to
keep the QKD keys synchronized at both endpoints.

The main contribution of this paper is providing a summary overview of techniques used for the integration of QKD
with common network protocols such as IPsec. Our further work will include practical experiments to convergence
QKD with common network applications and protocols used in everyday life.

WiP Paper – Enhancing Protection of Critical Infrastructures
Proceedings of the 18th ISCRAM Conference – Blacksburg, VA, USA May 2021

Anouck Adrot, Rob Grace, Kathleen Moore and Christopher Zobel, eds. 401



Dervisevic et al. Quantum Key Distribution Technique within IPsec Architecture

ACKNOWLEDGMENT

The research leading to the published results was supported by the NATO SPS G5894 project QUANTUM5 and
partly by the H2020 project OPENQKD under grant agreement No. 857156. This work was also supported by the
Ministry of Civil Affairs of Bosnia and Herzegovina, under Grant No. 02-7143/20.

The authors would also like to thank the anonymous reviewers for their suggestions on the clarity and coverage of
topics in the paper. The discussion was strongly improved through their careful reading and constructive input.

REFERENCES

Alléaume, R., Branciard, C., Bouda, J., Debuisschert, T., Dianati, M., Gisin, N., Godfrey, M., Grangier, P., Länger,
T., Lütkenhaus, N., et al. (2014). “Using quantum key distribution for cryptographic purposes: a survey”. In:
Theoretical Computer Science 560, pp. 62–81.

Arute, F., Arya, K., Babbush, R., Bacon, D., Bardin, J. C., Barends, R., Biswas, R., Boixo, S., Brandao, F. G.,
Buell, D. A., et al. (2019). “Quantum supremacy using a programmable superconducting processor”. In: Nature
574.7779, pp. 505–510.

Atkinson, R. and Kent, S. (1995). Security architecture for the internet protocol. Tech. rep. RFC 1825, August.
Bennett, C. H. and Brassard, G. (1984). “Quantum cryptography: Public key distribution and coin tossing”. In:
Proceedings of IEEE International Conference on Computers, Systems and Signal Processing. Vol. 175, p. 8.

Bennett, C. H. and Brassard, G. (1989). “Experimental quantum cryptography: the dawn of a new era for quantum
cryptography: the experimental prototype is working”. In: ACM Sigact News 20.4, pp. 78–80.

Berzanskis, A., Hakkarainen, H., Lee, K., and Hussain, M. R. (Oct. 2009). Method of integrating QKD with IPSec.
Bethune, D. S. and Risk, W. P. (2000). “An autocompensating fiber-optic quantum cryptography system based on

polarization splitting of light”. In: IEEE Journal of Quantum Electronics 36.3, pp. 340–347.
Cheng, P.-C. (2001). “An architecture for the Internet Key Exchange protocol”. In: IBM Systems Journal 40.3,

pp. 721–746.
Diffie, W. and Hellman, M. (1976). “New directions in cryptography”. In: IEEE transactions on Information Theory

22.6, pp. 644–654.
Doraswamy, N. and Harkins, D. (2003). IPSec: the new security standard for the Internet, intranets, and virtual
private networks. Prentice Hall Professional.

Elliott, C., Pearson, D., and Troxel, G. (2003). “Quantum cryptography in practice”. In: Proceedings of the
2003 conference on Applications, technologies, architectures, and protocols for computer communications,
pp. 227–238.

Elliott, C. and Yeh, H. (2007). DARPA quantum network testbed. Tech. rep. BBN TECHNOLOGIES CAMBRIDGE
MA.

Gisin, N., Ribordy, G., Tittel, W., and Zbinden, H. (2002). “Quantum cryptography”. In: Reviews of modern physics
74.1, p. 145.

Grimes, R. A. (2019). Cryptography Apocalypse: Preparing for the Day When Quantum Computing Breaks Today’s
Crypto. John Wiley & Sons.

Harkins, D., Carrel, D., et al. (1998). The internet key exchange (IKE). Tech. rep. RFC 2409, november.
Huttner, B., Imoto, N., Gisin, N., and Mor, T. (1995). “Quantum cryptography with coherent states”. In: Physical
Review A 51.3, p. 1863.

Islam, N. T. (2018). High-rate, high-dimensional quantum key distribution systems. Springer.
Kaufman, C., Hoffman, P., Nir, Y., Eronen, P., and Kivinen, T. (2010). Internet key exchange protocol version 2
(IKEv2). Tech. rep. RFC 5996, September.

Kollmitzer, C. and Pivk, M. (2010). Applied quantum cryptography. Vol. 797. Springer.
Lucamarini, M., Yuan, Z. L., Dynes, J. F., and Shields, A. J. (2018). “Overcoming the rate–distance limit of quantum

key distribution without quantum repeaters”. In: Nature 557.7705, pp. 400–403.
Makarov*, V. and Hjelme, D. R. (2005). “Faked states attack on quantum cryptosystems”. In: Journal of Modern
Optics 52.5, pp. 691–705.

WiP Paper – Enhancing Protection of Critical Infrastructures
Proceedings of the 18th ISCRAM Conference – Blacksburg, VA, USA May 2021

Anouck Adrot, Rob Grace, Kathleen Moore and Christopher Zobel, eds. 402



Dervisevic et al. Quantum Key Distribution Technique within IPsec Architecture

Marksteiner, S. (2014). An approach to securing IPsec with Quantum Key Distribution (QKD) using the AIT QKD
software.

Marksteiner, S. and Maurhart, O. (2015). “A protocol for synchronizing quantum-derived keys in IPsec and its
implementation”. In: 9th Int. Conf. Quantum, Nano/Bio, and Micro Technologies, pp. 35–40.

Maughan, D., Schertler, M., Schneider, M., and Turner, J. (1998). Internet security association and key management
protocol (ISAKMP). Tech. rep.

Mehic, M., Maurhart, O., Rass, S., and Voznak, M. (2017). “Implementation of quantum key distribution network
simulation module in the network simulator NS-3”. In: Quantum Information Processing 16.10, pp. 1–23.

Mehic, M., Niemiec, M., Rass, S., Ma, J., Peev, M., Aguado, A., Martin, V., Schauer, S., Poppe, A., Pacher, C.,
et al. (2020). “Quantum key distribution: a networking perspective”. In: ACM Computing Surveys (CSUR) 53.5,
pp. 1–41.

Nagayama, S. and Van Meter, R. (2009). “Internet-Draft: IKE for IPsec with QKD”. In: Internet Engineering Task
Force.(draft-nagayama-ipsecme-ipsec-with-qkd-00, expired work).

Nagayama, S. and Van Meter, R. (2014). “Internet-Draft: IKE for IPsec with QKD”. In: Internet Engineering Task
Force.(draft-nagayama-ipsecme-ipsec-with-qkd-01, expired work).

Neppach, A., Pfaffel-Janser, C., Wimberger, I., Loruenser, T., Meyenburg, M., Szekely, A., and Wolkerstorfer, J.
(2008). “Key Management of Quantum Generated Keys in IPsec.” In: SECRYPT, pp. 177–183.

Piper, D. (1998). RFC2407: The Internet IP Security Domain of Interpretation for ISAKMP.
Rass, S. and König, S. (2012). “Turning Quantum Cryptography against itself: How to avoid indirect eavesdropping

in quantum networks by passive and active adversaries”. In: Int. J. Adv. Syst. Meas 5.1.
Sfaxi, M., Ghernaouti-Hélie, S., Ribordy, G., and Gay, O. (2005). “Using Quantum Key Distribution within IPSEC

to secure MAN communications”. In: Proceedings of metropolitan area networks (man2005).
Shor, P. W. (1994). “Algorithms for quantum computation: discrete logarithms and factoring”. In: Proceedings 35th

annual symposium on foundations of computer science. IEEE, pp. 124–134.
Yan, S. Y. (2013). Quantum attacks on public-key cryptosystems. Springer US.
Yuan, Z., Plews, A., Takahashi, R., Doi, K., Tam, W., Sharpe, A., Dixon, A., Lavelle, E., Dynes, J., Murakami, A.,
et al. (2018). “10-Mb/s quantum key distribution”. In: Journal of Lightwave Technology 36.16, pp. 3427–3433.

Zhang, Y., Chen, Z., Pirandola, S., Wang, X., Zhou, C., Chu, B., Zhao, Y., Xu, B., Yu, S., and Guo, H. (2020).
“Long-distance continuous-variable quantum key distribution over 202.81 km of fiber”. In: Physical review letters
125.1, p. 010502.

WiP Paper – Enhancing Protection of Critical Infrastructures
Proceedings of the 18th ISCRAM Conference – Blacksburg, VA, USA May 2021

Anouck Adrot, Rob Grace, Kathleen Moore and Christopher Zobel, eds. 403




