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Abstract: During the past quarter century there have been many developments in scientific models and computer 
codes to help predict the ongoing consequences in the aftermath of many types of emergency: e.g. storms 
and flooding, chemical and nuclear accident, epidemics such as SARS and terrorist attack.  Some of these 
models relate to the immediate events and can help in managing the emergency; others predict longer term 
impacts and thus can help shape the strategy for the return to normality.  But there are many pitfalls in the 
way of using these models effectively.  Firstly, non-scientists and, sadly, many scientists believe in the 
models’ predictions too much.  The inherent uncertainties in the models are underestimated; sometimes 
almost unacknowledged.  This means that initial strategies may need to be revised in ways that unsettle the 
public, losing their trust in the emergency management process.  Secondly, the output from these models 
form an extremely valuable input to the decision making process; but only one such input.  Most 
emergencies are events that have huge social and economic impacts alongside the health and environmental 
consequences. While we can model the latter passably well, we are not so good at modelling economic 
impacts and very poor at modelling social impacts. Too often our political masters promise the best 
‘science-based’ decision making and too late realise that the social and economic impacts need addressing. 
In this paper, we explore how model predictions should be drawn into emergency management processes in 
more balanced ways than often has occurred in the past. 

1. INTRODUCTION 

Having lived through Chernobyl, the recent foot and 
mouth crisis in the UK and many similar events, 
there is a phrase beloved of politicians and terrifying 
to our ears: it is the promise of the ‘best Science-
based’ decision making.  Too many believe that 
Science can provide almost the sole basis for 
responding to major technological, health and 
environmental crises.  It is our thesis that this is far 
from the case.  While there will inevitably be a 
major scientific input, there are many other social, 
economic and political inputs that are equally 
necessary to make a balanced decision and these are 
often overlooked and unanticipated.  Moreover, the 
‘best Science-based decision’ is a phrase that implies 

that Science does have an answer; yet it may not or 
it may have several competing answers, without 
clarity on which is ‘correct’.  And any answer that it 
does have will be subject to a range of uncertainties.  
Add to that the modern public distrust of much 
Science, and one wonders why politicians place so 
much faith in its power to guide decision making. 

Thus our purpose is to explore a more balanced 
perspective on the role of scientific input in 
emergency management and to reflect on the use of 
models in the context of decision support systems 
(DSS) which have been developed to aid in such 
processes.  We shall argue that however complicated 
the consequence models built into such systems and 
however subtle the support they intend to provide; 
they, nevertheless, risk leading the decision makers 
(DMs) in overconfidence and subsequent loss of the 
public’s trust. 
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In the next section we introduce some recent 
thinking on decision contexts, the Cynefin model.  
This provides a framework which suggests that the 
course of events in complex situations may be far 
from that expected from a purely scientific 
perspective.  We show how this model explains the 
mishandling of the Three Mile Island and Chernobyl 
Accidents and the subsequent loss of public 
confidence in the authorities.  With this background 
we argue that the authorities need take a socio-
technical, rather then purely technical, i.e. ‘science-
based’, approach at the outset in planning their 
response to an emergency.  We suggest that they 
need to address communication issues at the outset, 
so that they address all stakeholders concerns and 
not just the immediate physical or health risks that 
they face.  There is a need to acknowledge 
uncertainty, however discomforting that may be to 
all parties.  We then note that the great majority of 
decision support tools have provided far too limited 
a perspective on the issues to be allowed to 
determine the emergency management process. 

Knowable
Cause and effect can 
be determined with 

sufficient data 
The realm of scientific 

inquiry 

  Known 
Cause and effect 

understood and predictable
The realm of scientific 

knowledge

Complex
Cause and effect may be 
explained after the event.  

The realm of  
social systems 

Chaotic
Cause and effect  
not discernable 

 
Figure 1: The Cynefin Model: (Snowden, 2002) 

We use the term science in its more general meaning 
of explicit human knowledge and do not limit it to 
the physical and biological sciences.  Similarly we 
use the term technology in the sense of the 
application of science to achieve human ends. 

2. THE CONTEXT 

Taking a knowledge management perspective, 
Snowden (2002) proposed a typology of decisions: 
the Cynefin model (Figure 1). Cynefin is Welsh for 
‘habitat’, including cultural and social as well as 
environmental aspects in its meaning.  We believe 
that this typology provides an revealing perspective 
on crisis response.  Snowden roughly divides 
decision contexts into four spaces: the known, 
knowable, complex and chaotic.  Note that neither 
he suggests nor do we that every situation may be 
placed unambiguously in a space.   

For contexts in the known space, all physical 
systems and behaviours are well understood and 
modelled. Relationships between cause and effect 
are known and thus the consequences of actions may 
be predicted with confidence.  This is the domain of 
scientific knowledge.  Snowden suggests that in the 
known space decision making tends to consist of 
recognising patterns in the situation and responding 
with well rehearsed actions: often called recognition 
primed decision making (Klein, 1993).  Emergency 
exercises are in part undertaken to rehearse and 
embed such recognition primed behaviours. 

In the knowable space, cause and effect relationships 
exist and are generally understood, but there is 
insufficient data available to make immediate firm 
forecasts of the consequences of an action.  To make 
a decision, there is a need for data acquisition and 
assimilation and for analysis rather than recognition.  
Decision support will include the fitting and use of 
models to forecast with appropriate levels of 
uncertainty the potential outcomes of actions.    

In the complex space, systems involve many 
interacting causes and effects.  Typically such 
complexity arises in social systems.  Our knowledge 
is at best qualitative: there are simply too many 
potential interactions to disentangle particular causes 
and effects.  We do not have the precise models to 
predict system behaviours that we have in the known 
and knowable domains.  Analysis is still possible, 
but its style will be broader, with less emphasis on 
details.  Decision support will be more focused on 
exploring judgement and issues, and on developing 
broad strategies that are flexible enough to 
accommodate changes as the situation evolves.   

In the chaotic space, things happen beyond our 
experience and we cannot perceive any candidates 
for cause and effect.  Decision support cannot be 
analytical because there is no concept of how to 
break things down into an analysis.  DMs will simply 
need to take probing actions and see what happens, 
until they can make some sort of sense of the 
situation, gradually drawing the context back into 
one of the other spaces. 

The context of crisis response can fall into any of the 
four spaces and can evolve into any of the others.   
Consider the evolution of events in the case of the 
Three Mile Island (TMI) and Chernobyl Accidents. 

In the early stages of the TMI accident (Commission 
on the Three Mile Island Accident, 1979), the on-site 
personnel believed that they knew what was 
happening, i.e. that they were operating in the 
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known space, and hence followed the well rehearsed 
and planned procedures. However, it became clear 
that the behaviour in the reactor lay outside their 
experience and to some extent outside their Science. 
The formation of a hydrogen bubble above the 
reactor core had not been foreseen. The situation 
passed into the chaos space. For a time the US NRC 
was unsure as to whether a hydrogen explosion or 
meltdown was imminent or if the public should be 
evacuated. It was then that the state governor 
suggested that all pregnant women and children be 
transported away from the area. Public reaction 
approached panic, fuelled by media speculation 
based on a lack of understanding and lack of 
appropriate briefing. The short chaotic period on-site 
was ended when the scientists understood the 
occurrence of the hydrogen bubble, and confirmed 
that such an explosion was not possible bringing the 
site under control, and the technical situation to the 
knowable state. However, social political issues 
dominated as the public reaction to nuclear energy 
and its safety completely changed, leaving the entire 
situation in the complex space.  

In the case of Chernobyl, the decision context in the 
early phase of the accident could be placed in the 
knowable space: causes and effects were understood, 
although there were gross uncertainties about the 
source term and the distribution of the contamination 
(International Atomic Energy Agency, 1991, Britkov 
and Sergeev, 1998). Successive post-accident 
strategies, which continued to be based upon 
assumptions belonging to the known and knowable 
spaces, failed due to their neglect of social and other 
non-technical issues (Karaoglou et al., 1996).  Thus 
the context passed into the complex space, but for a 
period was managed as if it were in the known or 
knowable domains.  The ETHOS project has 
identified the problems associated with applying 
procedures to complex problems and ignoring the 
social systems (Heriard Dubreuil et al., 1999). The 
project applied a new approach exploring social and 
cultural understandings along with more technical 
perspectives through multi-disciplinary teams and 
strong involvement of the local population to 
reconstruct overall quality of life. 

Similar stories can be told in relation to other 
emergencies and more extended technological 
disasters.  In the early years of the UK government’s 
handling of BSE (‘mad cow’ disease), it was assumed 
that the problem lay in the known or knowable 
spaces, only to discover the agents were prions, 
whose behaviours lay in part in the chaotic space.  
While scientific control may have been regained, the 
social, political and economic issues still keeps the 
context firmly in the complex space (Lord Phillips, 
2000).  More recently, the UK’s handling of a foot 

and mouth epidemic initially failed to anticipate the 
very wide social, economic and cultural impacts 
which took matters rapidly into the complex space.  

From these cases and many others, we believe that in 
the handling of major risk events and crises, the 
context will almost inevitably pass into the complex 
domain. Thus crisis response should anticipate that 
social, political and economic issues may increase in 
importance, becoming major drivers in the decision 
making process.  This necessarily has major 
implications for decision support and DSS. 

3. MODELS, CONFLICT AND 
UNCERTAINTY 

Snowden’s Cynefin model was developed in the 
context of understanding knowledge and knowledge 
management.  Models are an expression of 
knowledge.  We must be careful here because 
‘model’ is a portmanteau word which has an 
enormous number of interpretations.  To physical 
and biological scientists models are mathematical 
models which make quantitative predictions based 
on quantitative inputs.  Such models are used to 
encapsulate our understandings in the known and 
knowable domains and to predict effects from given 
causes.  To a social or management scientist models 
are much more qualitative, suggesting factors which 
may interact in particular circumstances but not 
making hard predictions about how they will interact 
(ten Have et al., 2003): cf. recent work on soft 
systems and soft modelling (Rosenhead and 
Mingers, 2001).  At best such models sensitise us to 
issues that need be addressed.   

Consider the quantitative models in the known and 
knowable domains.  Both of us have for many years 
been associated with the RODOS project, building a 
DSS for off-site nuclear emergencies (Ehrhardt et al., 
1997, French et al., 2000).  Moreover, we are aware 
of many environmental and crisis response DSS.  All 
have at their heart complicated quantitative 
consequence models: for examples of such models, 
see (Chan et al., 1998).  Such models are too 
detailed, confusing requisite modelling for 
prediction and decision support with more 
comprehensive modelling needed for explanatory 
and confirmatory science (French, 1997, French and 
Rios Insua, 2000, Phillips, 1982).  Requisite 
modelling to support decision making requires that 
the models used are sufficiently detailed to provide 
insights to the DMs, but no more.  To introduce 
further detail risks distracting the DMs with 
unnecessary details and science beyond their lay 
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understanding.  More seriously, the more detailed 
the model, the more time it takes to calculate, 
reducing the time for sensitivity analyses and ‘what-
if’ explorations, i.e. for analyses which bring the 
DMs much understanding (French, 2003).  Recent 
work on statistical approximation of complex 
computer codes provides cogent evidence of the 
excessive computing demands made by these all 
embracing consequence models (Craig et al., 1997, 
O'Hagan et al., 1998). 

But we digress; while we are concerned that 
modelling in the known and knowable spaces is too 
detailed, the real point that concerns us is that there 
is too great a confidence placed in the models.  
There are a number of reasons for this:     

• the models are necessarily poorly calibrated for 
major crises because such events are by their 
very nature infrequent, so there are insufficient 
past data against which to test the models; 

• there is a strong tendency for experts to be 
overconfident in their models and predictions  
(Goossens and Kelly, 2000, Lichtenstein et al., 
1982); 

• in crisis response the DMs are usually drawn 
from other ‘day jobs’ and have little experience 
of working with and assessing the import of the 
advice from their experts; 

• in particular, the DMs are not good at 
assimilating those uncertainties which the 
experts do admit, nor at dealing with conflicting 
evidence and advice (Bazerman, 2002, French 
et al., 2000); 

and, most importantly, 

• as we have argued, the emergency response 
team focus on the immediate issues which they 
perceive as lying in the known and knowable 
spaces without anticipating the likely move into 
the complex or even possibly the chaotic space. 

In short, culture, time pressures and inexperience 
lead DMs to focus on and believe in short-term, over-
detailed technical models of the potential 
consequences, ignoring the potential of complex 
social, political and economic issues to dominate in 
determining the ultimate impact: they believe in the 
models and so risk mishandling the emergency.  
Worse: our crisis management DSS which make 
scientific consequence models more accessible, 
encourage them in this.  Models are at their heart; 
and therefore they are based upon the supposition 
that the circumstances lie in the known or knowable 
spaces.  A DM under urgent demands to ‘do 
something’ is naturally tempted to focus on, e.g., the 

geographical display of risk on the computer screen 
– and quite possibly misinterpret it (French and 
Battson, 2003, Zerger, 2002).  There is no 
comparable stimulus to draw their attention to the 
longer term issues that are likely to draw them into 
the complex space.  They need to pause and reflect 
empathetically on the needs and perceptions of the 
public and other stakeholders, lest the immediate 
response constrains the future handling of the 
situation too greatly.  They need to keep public trust. 

4. IMPLICATIONS FOR CRISIS 
RESPONSE INFORMATION 
SYSTEMS 

In designing information systems to support crisis 
response, it might be wise to look not just at 
developments in DSS (Marakas, 1999), but also at 
complementary developments in knowledge 
management systems (Lee and Choi, 2003, 
Marwick, 2001, Walsham, 2001).  Knowledge 
management systems use two technologies to 
address issues of sharing and deploying both explicit 
and tacit knowledge:   

• very flexible data and information management 
systems to allow storage and access to material 
stored in a variety of formats and databases 
distributed across one or more computing 
systems, together with very flexible querying 
tools to access such data, ideally using natural 
language or at least graphical interfaces; 

• collaborative working tools to share and work 
synchronously and asynchronously on materials 
together with full project, workflow, financial  
and diary management. 

The former provide the means to manage explicit 
knowledge, i.e. that which can, in a broad sense, be 
written or drawn and hence stored and analysed 
electronically.  The latter allow users to share and 
work with tacit knowledge, i.e. empathy and other 
feelings, values, intuitions, skills and other 
knowledge difficult if not impossible to articulate. 
For discussions on the distinction between tacit and 
explicit knowledge, see, e.g., Garvey and 
Williamson (2002) and Polyani (1962). Working 
with tacit knowledge requires the process of 
socialisation and hence the need for collaborative 
tools (Gallupe, 2001, Nonaka, 1999).  Explicit 
knowledge relates mainly to our understanding in 
the known and knowable spaces and tacit knowledge 
relates more to our (limited) understandings in the 
complex and chaotic spaces.  This provides another 
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perspective on why many current developments in 
crisis response DSS, based as they are on data 
analysis and quantitative modelling, fit more with 
the needs of working in the known and knowable 
spaces, whereas to work in the complex and chaotic 
spaces we need to look to more collaborative, 
creative tools to draw together and build a variety of 
perspectives on the issues. 

Thus we believe that we need add collaboration tools 
to the information systems used for crisis response, 
so that the DMs can build and explore shared 
perspectives on how the situation may evolve, 
particularly in relation to the social, political and 
economic aspects.  This exploration would use soft 
modelling and discursive techniques (Rosenhead and 
Mingers, 2001) to draw out the DMs and their 
advisors judgements about how the public and 
stakeholder bodies will see the situation and expect 
the response to be handled. 

There is a further point which builds upon the need 
to anticipate the evolution of events into a complex 
space.  Many studies have shown the need to 
maintain public and stakeholder trust (Lord Phillips, 
2000, Renn and Levine, 1991).  This requires, inter 
alia, that risk communication is addressed 
throughout the crisis management process.  The 
design of our crisis response processes at present 
often tacks risk communication and public 
information on at the end, with the simple 
responsibility of conveying the decisions already 
made to the public and stakeholders.  Yet 
communication is an action just as much as, e.g., 
evacuation (French and Maule, 1999).  It should be 
planned in an integrated fashion throughout the 
decision making process.  Thus the supporting 
information systems infrastructure for crisis 
response should include support for developing 
sensitive, informative communication process with 
the public and stakeholders.  At the trivial level, it 
should be recognised that maps and plots produced 
for DMs may easily find their way into press releases 
and thus there should be options to present the 
information in cognitively accessible ways to a 
variety of audiences.  More fundamentally, the 
infrastructure should stimulate consideration of 
communication issues alongside, not after decisions 
on more tangible responses.  Public trust is vitally 
important in determining levels of compliance and 
hence in determining health and other impacts. 

Lastly, we have a message for the designers of crisis 
response processes.  Since the dreadful events of 
9/11, many countries have redesigned their 
emergency management processes and systems.  It is 
encouraging that they have been sensitive to many of 
the issues that we have discussed above.  But too 

often they have made the mistake of partitioning 
process and expertise.  Recognising the need to 
include perspectives on social, political, economic 
and other issues alongside the more technical, they 
have created ‘cells’ of expertise that report into the 
central decision making group.  However, there is a 
tendency for this reporting to happen one at a time.  
Yet they are imputing, by and large, tacit knowledge 
and perspectives about aspects of complex 
behaviours.  The DMs need to take an integrated 
view from these and experience in knowledge 
management suggests that such tacit knowledge 
sharing is best conducted through multi-disciplinary 
discussion, rather than a ‘hub and spokes’ interaction 
between the DMs and single discipline experts 
(Garvey and Williamson, 2002). 
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