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ABSTRACT 

Information systems for crisis response and management, including military Command & Control systems, are 
designed to support their users’ decision-making processes. Decision making can be rational or naturalistic. 
Psychologists have shown that experienced decision makers under time pressure prefer using naturalistic 
methods. Case studies of four implemented Command & Control systems show that most decision support 
assumes rational decision making. Some support for naturalistic decision making is becoming available. We 
identify a mix of rational and naturalistic decision support tools as being desirable for flexible Command & 
Control. 
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BACKGROUND 

Military Command & Control (C2) systems invariably support analytical or rational decision making (RDM), in 
which the decision maker selects the best immediate option. The preference for RDM is partly driven by the 
needs of integrating C2 systems to sensors and weapon systems, but the major attraction is that RDM is optimal. 
However, optimality is a mirage in military operations. RDM requires gathering complete information about and 
ranking an exhaustive set of options. This takes time and, for complex domains, requires computer-based 
support. Typically, the domain is so complex and dynamic that optimality cannot be guaranteed. More 
importantly, many researchers have shown that expert decision makers working under time pressure in their 
natural environment employ intuitive or naturalistic decision-making (NDM) (Zsambok et al, 1992). NDM 
focuses on gaining and maintaining situation awareness, matching the situation to patterns from previous 
experience, extracting a course of action from the matching pattern, and evaluating it by mental simulation. 

Neither RDM nor NDM are new to the military decision-making literature. RDM is frequently prescribed as the 
ideal for implementing C2 systems. NDM is often contrasted to RDM, with NDM being used to describe the 
way decision makers actually behave. Study shows that some of the decision support that C2 system users 
would like to have (e.g. what-if simulation) is NDM in character. The contribution that this paper makes is to 
propose that C2 systems users should be provided with the choice of both RDM and NDM decision-support 
tools. 

The work reported in this paper is part of a programme of research into C2 systems for Network Enabled 
Capabilities (NEC). NEC is aimed at improving operational effectiveness by exploiting computing and 
telecommunications network technologies. In the past, C2 systems design has been driven by the needs of 
sensor and weapon system integration. The emphasis has now shifted towards human factors and how the 
system contributes to operational effectiveness. In the NEC community, it is generally recognized that the 
technological (computing and telecommunications), knowledge (cognitive), and social networks must co-
evolve. Hence, one of our research projects, entitled “Beyond Situation Awareness: closing the OODA loop”, 
focuses on the following question: 

Is it feasible and advantageous in terms of operational agility to construct NEC-era C2 system architectures 
based on the human users’ needs, functions, and thinking processes? 

To date, the project has benchmarked the de facto standard empirical model for the military C2 process, Boyd’s 
(1996) Observe-Orient-Decide-Act (OODA), against other similar process models from cybernetics and 
psychology (Grant & Kooter, 2005). The identified shortcomings have been addressed in the rationally-
reconstructed OODA (OODA-RR) process model (Grant, 2005). A first-generation OODA-RR test-bed was 
developed and applied successfully to the two-agent, military-analogue domain of computer intrusion. The next 
step is to develop a second-generation test-bed incorporating planning and sense-making processes, with the aim 
of applying it to the events of September 11, 2001 (9/11 Commission, 2004). The events relating to civil Air 
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Traffic Control and military air defence have already been analysed in terms of how they should have happened 
under the standard operating procedures in force at the time, how they actually did happen, and how they could 
have happened if NEC had been available (Grant, 2006). A test-bed based on this analysis would contain some 
30 agents. 

In preparation for the next step, we have performed some case studies of implemented C2 systems. The purpose 
of this paper is to report the results. These show that the C2 systems studied largely assume RDM, They lag 
behind what is known in the scientific literature about NDM in the field. We identify a set of tools and 
technologies that would support a mix of rational and naturalistic decision-making for C2. 

This paper consists of five chapters. After this introduction, Chapter 2 outlines the relevant literature on decision 
making and planning. Chapter 3 briefly describes the four implemented C2 systems that form the case studies. 
Chapter 4 proposes a rational-naturalistic mix of tools that are needed to support decision making under NEC. 
Chapter 5 draws conclusions and recommends the way ahead. 

DECISION MAKING AND PLANNING 

Decision making is the cognitive process of selecting one option out of a set of possible options. The process 
begins when the decision maker detects that there is a need to do something but does not know what that should 
be. It ends when the decision maker has selected an option. The decision maker can be an individual (e.g. a 
military commander), a team (e.g. the command team), or a coalition of organizations. In crisis response and 
military C2, an option is an intended course of action, with actions occurring serially or (partly or wholly) 
concurrently. 

Decision making can be rational, naturalistic, or irrational, and decisions may be based on explicit and/or tacit 
knowledge. In this paper we confine ourselves to rational and naturalistic decision making. Irrational decision 
making falls outside the scope of this paper. Explicit and tacit knowledge will be addressed in a future paper. 

Rational decision-making 

Rational decision making (RDM) is performed by rational decision makers, i.e. those who select the best 
immediate option. The word “best” indicates that the decision is (or should be) optimal. To find the best option, 
each one of the complete set of possible options must be given a score, the set must be ranked on the basis of 
this score, and the highest-ranking option selected. The score given to an option is some combination of the 
values of its attributes. Hence, RDM requires that the decision maker has perfect information about the values of 
all attributes of all possible options. The word “immediate” means that the decision maker considers the current 
problem being influenced neither by any related decisions made in the past nor by any possible future 
consequences that the current decision may bring with it. In particular, this rules out using knowledge gained 
from previous experience to make decisions. Research into RDM focuses on the option selection process. This 
process is rooted in some logic or strategy, such as the maximization of the expected value or the elimination by 
aspects (Dastani et al, 2003). 

The optimality of RDM makes it attractive. However, it also has shortcomings. Knowledge about RDM has 
been largely gained by performing experiments in the laboratory using naive subjects (Wohl, 1981) (Klein, 
1998). As we have seen, the rational decision maker must have perfect knowledge. Moreover, when the 
numbers of options and/or attributes is large, then the process may take a substantial amount of time. For 
complex domains, this may require computer-based support. Military operations have become so complex that 
computer-based C2 systems are ubiquitous. 

The description of RDM shows that (computer-based) decision support must offer: 

• A database of known options with their attributes. 
• A mechanism for obtaining the values of the attributes. 
• An algorithm for computing each option’s score from its attribute-values. 
• An objective function for selecting the highest-ranking score.  

The laborious nature of RDM implies that it is applicable to domains in which the goals are well defined, the 
environment changes slowly, and no other active agents are present. 

Naturalistic decision-making 

There are domains in which (Klein & Klinger, 1991, Table 1): 

• Goals are ill-defined and shifting. 
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• The environment is highly dynamic. 
• Information is incomplete, inaccurate, and ambiguous. 
• Decision makers are under time pressure, and stakes are high. 
• Other active agents are present. 

Examples of such domains include aviation, nuclear power-plant operation, road traffic control, fire-fighting, 
crowd control, military operations, and crisis response and management. 

In these domains, several of the requirements for RDM are violated. Decision makers are often under so severe 
time pressure that, even with computer-based support, there is insufficient time to rank options exhaustively. 
The available information is in any case imperfect. In domains where other agents are adversaries, the 
information available may even be deliberately misleading. 

Researchers such as Rasmussen, Rouse, and Klein and their co-workers found that decision makers in such 
domains are invariable experienced, drawing on tacit knowledge from previous incidents. Decision makers state 
that they are not “making choices”, “considering alternatives”, or “assessing probabilities” (Klein & Klinger, 
1991). In their natural working environment, they construct a single option by matching the current situation to a 
store of patterns based on past experience (Klein, 1998). From the matching pattern, they extract a suitable 
course of action to respond to the situation, and implement it. The process is fast, and the option constructed 
from the first match is often effective. If matching is imperfect, then decision makers gather additional pieces of 
information specifically aimed at improving or rejecting the match. The extracted course of action is simulated 
mentally to check the fit to the situation. This may disclose the need to modify the course of action, e.g. by 
assigning alternative resources to some of the actions. If information gathering or mental simulation shows that 
the pattern should be rejected, then the process recourses to another matching pattern. 

Attempts have been made to encourage experienced decision makers to adopt RDM by giving them suitable 
training or by providing them with computer-based RDM support. Once out of the classroom, experienced 
decision makers go back to their old NDM habits. If the recommendation from an RDM decision-support tool 
conflicts with the decision maker’s intuition, then intuition wins. 

A leading model of NDM is Recognition-Primed Decision-Making (RPDM) (Klein & Klinger, 1991) (Klein, 
1998). In RPDM, a pattern has four elements: 

• Relevant cues that would indicate that the pattern matches the current situation. 
• Typical actions that should be taken in response to the situation matching this pattern. 
• Expectancies about how the situation will unfold if the typical actions are implemented. 
• Plausible goals describing what the typical actions are intended to achieve. 

An RPDM pattern can be viewed as an IF-THEN rule. The relevant cues represent the IF-part of the rule, 
because these are the conditions that the current situation must match if the pattern is to be selected as the 
response option. The other three elements represent the THEN-part of the rule. They become true if the IF-part 
matches to the current situation. The course of action is obtained by extracting the typical actions and 
expectancies from the matching pattern. As each action is implemented, the expectancies are compared to the 
unfolding situation to check that implementation is succeeding. Viewing RPDM patterns as IF-THEN rules was  
foreshadowed in Rasmussen’s (1983) model of human supervisory control. He states that (rule-based) behaviour 
“is typically controlled by a stored rule or procedure which may have been derived empirically during previous 
occasions, communicated from other persons’ know-how as instruction or cook-book recipe, or it may be 
prepared on occasion by conscious problem solving and planning” (ibid., p.259). 

Feature Rational decision-making Naturalistic decision-making 

Decision maker Novice or expert Expert 
Environment Well-defined goals 

Slowly-changing situation 
Perfect information 
Unlimited time 

Ill-defined & shifting goals 
Dynamic situation 
Incomplete & inaccurate information 
Time pressure 

Information needed Set of options 
Set of attributes for each option 
All attribute-values 
Objective function 

Current situation 
Situation patterns from previous 
experience 

Option construction & Score all options using objective function Match patterns to situation 
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ranking Compare all options to one another 
Select best option 

Construct single option 
No comparison or ranking 

Option selection Optimizing Satisficing (“good enough”) 
Option evaluation (none) Mental simulation 
Key processes Option selection Situation assessment 

Pattern matching 
Story generation 
Mental simulation 

Table 1.   Comparing rational and naturalistic decision-making. 

Table 1 compares RDM and NDM in terms of: 

• Whether or not the decision maker has relevant previous experience; 
• Whether the environment is well- of ill-structured; 
• What input information the decision maker needs; 
• How options are constructed, ranked, selected, and evaluated; and 
• The key cognitive processes involved. 

Planning 

The decision maker may have few or no possible options when decision making begins. In that case, he/she will 
have to create some  possible options, i.e. to plan, as a part of the decision-making process. Planning is the 
process of constructing or generating courses of action that, when executed, will turn the current or initial state 
of the domain into the desired goal state. In Operations Research (OR), this process is known as sequencing 
(Baker, 1974), and in Artificial Intelligence (AI) it is known as plan synthesis or plan generation (Ghallab et al, 
2004). Planning may include assigning resources and start and end times to the actions, i.e. resource allocation 
and scheduling sub-processes. 

In crisis response and military operations, situations are often novel. If options pre-exist, then they are unlikely 
to fit the actual situation precisely. This means that planning becomes essential. This is confirmed by the 
predominance of the operational planning process in military C2 doctrine. The majority of the chapters and 
annexes in the Royal Netherlands Army’s (RNLA) manual on C2 (AFM1, 2000) concerns the formal planning 
process. By contrast, only one chapter is devoted to executing these plans and improvising if they fail. 

In OR and AI, planning is a rational process, because it involves the search of a space of possible plans. This 
space can easily become astronomically large. AI research has shown that generating plans that are guaranteed 
to be complete and correct is an NL-hard problem (Ghallab et al, 2004). The usual solution for planning in real-
world domains is to forego the guarantee of completeness and correctness. 

Several researchers have applied NDM approaches to planning. Schmitt and Klein (1999) review eight studies 
of planning at various organizational levels in US Army, Navy, and Marine Corps units. They found that formal 
planning models in military doctrine are inconsistent with the actual strategies used by skilled planners, and 
slow down the decision cycle. Similar results have been found in The Netherlands. Holewijn (2005) confirms 
that experienced Air Force officers prefer using Klein’s (1998) RPDM to the formal planning process prescribed 
by doctrine. Groenink’s (2008) operationally-experienced interviewees all report using NDM methods, while 
the formal planning process is regarded as “pure show” or a “checklist”. Schmitt and Klein propose the 
Recognitional Planning Model (RPM) that is consistent both with the actual strategies that skilled planners use 
and with NDM research. Like its RPDM brother, RPM incorporates pattern matching, single option 
construction, and simulation (in the form of war-gaming). It assumes that situation assessment has been 
completed before planning begins and that the commander can identify a course of action early in the planning 
process. Thunholm (2006) proposes the Planning Under Time-pressure (PUT) model that extends RPM. It 
incorporates situation assessment as a step in the planning process, and it provides guidance when a course of 
action cannot be identified early on. PUT is conceptually related to Brehmer’s (2005) Dynamic OODA model of 
C2. In this paper, we use PUT as the planning process, but OODA-RR rather than DOODA to model C2. 

Mixing RDM and NDM 

Mixtures of RDM and NDM are possible, including: 

• RDM can be used to produce a shortlist of options, with NDM being used for the final selection. Klein 
(1998) gives the example of buying a house or car, which most people do infrequently. 
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• A single option can be constructed using NDM, and then RDM used as a checklist to ensure that all 
aspects have been considered. This has been reported by experienced military planners (Groenink, 
2008). 

• In an emotional response to a dangerous situation a decision maker could act irrationally. Even though 
he/she may have appropriate knowledge, under the stress of the moment that knowledge could be 
temporarily inaccessible. To avoid this happening, decision makers that may encounter dangerous 
situations are given drill training. Drills are a combination of rational, trained actions with naturalistic, 
rule-based recall of the drill in a stressful situation. Examples include pilot’s drills for reacting to 
engine failure on take-off and soldier’s drills for finding safety when under enemy fire. 

In this paper we take the view that users of C2 systems should have both rational and naturalistic decision 
support for maximum flexibility in high-stake situations. In the next two chapters we assess the extent to which 
existing C2 systems already provide such a mix of tools and what the desired mix should be. 

CURRENT C2 

We studied four implemented C2 systems. We structured the study using the operational- and systems-view 
parts of the Control Centre Visit Checklist (CCVC) (Grant, 2008). Each case study is described in more detail in 
the following sections. 

RNLA’s ISIS and BMS 

Since 2000 the RNLA has developed a suite of C2 systems. The Integrated Staff Information System (ISIS) is 
designed for command staffs in fixed locations, such as headquarters. The Battlefield Management System 
(BMS) is designed for mobile, vehicle-mounted use. More details of BMS can be found in Grant (2008). Both 
ISIS and BMS are operational. A third C2 system known as the Soldier Digital Assistant (SDA) is intended for 
dismounted soldiers, i.e. individual soldiers and platoons on the battlefield. Since SDA is still under 
development, it has not been included in this study. 

 

Figure 1.   RNLA's Integrated Staff Information System (ISIS). 

Functionally, all three C2 systems are similar. They are all designed primarily to support their users in gaining 
and maintaining situation awareness (Endsley, 2000). Using Geographical Information System (GIS) technology 
they depict the location of own and enemy units as NATO-standard symbols on transparent overlays displayed 
as a map. The overlays can be automatically shared via radio or satellite communications links. The GIS map 
display in ISIS is shown top right in Figure 1. Details of military units can also be displayed in the form of an 
organization diagram (bottom) or of a list (top left). The tool for managing a hierarchy of resources is known as 
an “order of battle” (ORBAT) browser. Operations Orders (i.e. plans) can also be disseminated using the 
overlay mechanism. Only the form and capabilities of the host hardware device differs according to the physical 
environment in which it must operate. For example, ISIS can be hosted on an office-standard desktop, BMS 
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hardware must be interfaced to the vehicle’s GPS receiver and ruggedized to cope with shock and vibration, and 
SDA hardware must be hand-held and battery-powered. 

Both ISIS and BMS are rational in character. The decision support that they provide centres on sharing their 
users’ pictures of the current and planned battlefield situations. There is no support for assessing the situation or 
for selecting a course of action. They do provide support for drawing courses of action on a map overlay and 
then for sharing it with other users. In essence, they can be viewed as domain-specific “drawing packages”. 

 

Figure 2.   RNLN's air defence frigate and Combat Management System. 

RNLN’s CMS 

The Royal Netherlands Navy (RNLN) develops its own ships’ Combat Management Systems (CMS). We 
studied the Sewaco X CMS on the RNLN’s air defence frigates. There are three control centres on-board the air 
defence frigate: the ship’s bridge, the command centre from where operations (possibly involving a task force of 
several ships, submarines, and aircraft) are controlled, and a centre for controlling the ship’s technical systems. 
If necessary, any one control centre can take over the tasks of any other. Figure 2 shows a CMS workstation (top 
left), screen-dump (bottom left), the command centre (top right), and one of the frigates (bottom right). 

The CMS is closely integrated with the ship’s sensors and weapon systems. Inputs are received as digital 
messages from radar, sonar, and other electro-optical sensors. The CMS can generate digital commands to 
launch missiles and torpedoes and to fire guns of varying calibres. Communications systems can be controlled 
by the CMS, e.g. to cease transmission if an enemy aircraft or ship comes within range. The ship’s technical 
systems are also heavily instrumented and can be controlled remotely. In this respect, naval C2 systems, such as 
the CMS, have a distinction advantage over Army C2 systems, such as ISIS and BMS, because they can close 
the control loop from sensors to effectors. Army C2 systems must rely to a greater extent on non-digital sensors, 
such as the soldier’s “Mark I eyeball”. The price that must be paid for this advantage is that naval C2 systems 
must be distributed, hard real-time systems. Moreover, they must have built-in redundancy to ensure resilience 
to failure or battle damage. This makes the architecture of a naval C2 system highly complex; see Figure 3. 

The CMS functionality covers more of the OODA loop than do Army C2 systems. As well as acquiring sensory 
data and displaying the perceived picture in GIS form (see the screen-dump in Figure 2), the CMS assesses the 
threat posed by targets, selects a suitable response by allocating an appropriate weapon system, and recommends 
that response to the captain. If the captain authorizes the employment of the weapon, then the CMS commands it 
to launch or fire. Closing the control loop is imperative in naval C2 because engagements occur much faster 
than on land. For example, HMS Gloucester’s engagement of an Iraqi Silkworm missile in the 1991 Gulf War 
took no longer than 90 seconds from detection to shoot-down (Klein, 1998). 
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Figure 3.   CMS architecture as block diagram. 

NATO’s TOPFAS 

NATO’s Effects Based Tool for Operational Planning, Force Activation and Simulation (EB-TOPFAS) is part 
of their Joint Planning & Engagement (JPE) tools suite. EB-TOPFAS is a campaign planning tool now being 
fielded for operational use that provides causal, geo-spatial, temporal and resource views on the prospective 
operation (Thuve, 2001). It supports NATO’s Operational Planning Process (OPP), creating plans in terms of 
resources, actions, effects, and states. It provides a variety of views and editors, as follows: 

• Causality views enable the planner to create planning objects representing own, enemy, and neutral 
entities and the activities to be performed. 

• Geo-spatial views (see Figure 4) enable the planner to place these planning objects in the geography 
and terrain of the battlefield area. 

• Temporal views in the forms of Gantt charts and synchronization matrices enable the planner to place 
planned activities into timelines. 

• Resource views allow the planner to allocate resources to the planned activities. 
• The C2 arrangement view permits the planner to arrange planning objects in an organizational 

hierarchy. 
EB-TOPFAS is rational in emphasis, supporting situation display, the management of goals and resources, and 
planning, scheduling, and resource allocation. 
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Figure 4.   NATO's EB-TOPFAS, showing geo-spatial views. 

Results 

The CCVC instrument (Grant, 2008) can be used to assess C2 systems at the operational, systems, and technical 
levels. OODA-RR provides the categories at the operational level (Grant, 2005), and details on the categories at 
the systems level can be found in Grant (2008). The technical level is not relevant to this paper. 

The results of analyzing the four case studies using the CCVC instrument are shown in Table 2, with “Y”, “N”, 
and “P” standing for “Yes”, “No”, and “Partly”, respectively. In the CMS column, “CEC” refers to the 
Cooperative Engagement Capabilities that allows ships equipped with the Link 11 data-link to exchange 
information on goals and resources. Under TOPFAS, “Gamma” refers to the associated simulation tool in the 
JPE suite that will enable “what-if” predictions to be made. 

CCVC 
(ops view) 

CCVC 
(systems view) 

ISIS BMS CMS TOPFAS 

Observing Data Acquisition P Y Y P 

Orienting Status Monitoring Y Y Y Y 

Orienting Situation Assessment N N Y N 

Orienting Abnormality Detection N N Y N 

- Goal & Resource management P P P (CEC) Y 

Deciding Abnormality Isolation N N Y N 

Sensemaking Abnormality Recovery N N N N 

Planning Planning & Scheduling P P N Y 

Planning Prediction N N N N (Gamma) 

Acting Procedure Execution N N N N 

Acting Commanding P P Y P 
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Table 2.   CCVC assessment of ISIS, BMS, CMS, and TOPFAS. 

The four case studies have also been analyzed in terms of the NDM cognitive processes that they support. The 
results are shown in Table 3. As in Table 2, “Y”, “N”, and “P” stand for “Yes”, “No”, and “Partly”, 
respectively. 

Cognitive process ISIS BMS CMS TOPFAS 

Identifying situation:     

Feature matching N N Y N 

Pattern matching N N Y N 

Diagnosis:     

Information gathering P Y Y P 

Belief updating P P Y N 

Situation awareness Y Y Y Y 

Story generation P P N Y 

Analogical reasoning N N N P 

Construction:     

Single option construction N N P P 

Evaluation:     

Mental simulation N N N N 

Table 3.   NDM cognitive processes supported by ISIS, BMS, CMS, and TOPFAS. 

There is some overlap between the CCVC systems-level processes and the NDM cognitive processes: 

• Situation assessment is wholly naturalistic, combining feature and pattern matching, information 
gathering, and situation awareness. 

• Abnormality detection is partly naturalistic, incorporating feature matching when abnormalities are 
detected using threshold breaking or when expectancies are violated. It is rational when the 
abnormality has been reported by a sensor or effector. 

• Abnormality isolation is wholly naturalistic as it is based on pattern matching. 
• Abnormality recovery is partly naturalistic because diagnosing the abnormality involves belief 

updating, story generation, and analogical reasoning. Recovering from the diagnosed cause is rational. 
• Planning and scheduling is naturalistic when it involves single option construction. 
• Prediction is naturalistic when it using (mental) simulation techniques. 

The remaining CCVC processes (data acquisition, status monitoring, goal and resource management, procedure 
execution, and commanding) are wholly rational. 

MIXED C2 TOOLS & TECHNOLOGIES 

The results show that the C2 systems studied largely assume rational decision making. They focus on supporting 
their users in gaining and maintaining situation awareness by displaying sensory information in a geographical 
context. Nevertheless, Table 3 shows that NDM cognitive processes are partly supported in modern C2 systems. 
All four case studies show some mixture of rational and naturalistic decision making. This is lowest for ISIS and 
highest for CMS. 

Tools from existing systems could be supplemented by new tools to yield a mixed rational-naturalistic C2 
system. Several tools supporting RDM could be used unchanged from existing C2 systems, including: 

• Data acquisition as in BMS or CMS. 
• GIS-based map display for monitoring the status of objects of interest. All C2 systems studied included 

a map display. 
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• Data fusion is needed to combine information gathered from different sensors. This can be done using 
statistical and templating techniques. None of the C2 systems studied included data fusion. 

• Although none of the C2 systems studied included a procedure execution tool, these do exist in control 
systems in other domains, e.g. in spacecraft mission control systems. 

• Commanding as in CMS. 
Other RDM tools from existing C2 systems would be enhanced, including: 

• The ORBAT browser, for displaying and managing resources, as in ISIS, would be enhanced by adding 
collaboration tools, such as white-boarding and social network analysis techniques. 

• A planning tool could be based on the PERT algorithm and Gantt chart and/or synchronization matrix 
display. Only EB-TOPFAS includes such a tool. This could be enhanced with AI-based plan 
generation (Ghallab et al, 2004) and evolutionary computing technologies. The tool could support both 
single- and multiple-option generation. 

The following new tools would need to be developed to support NDM cognitive processes: 

• A situation matching tool could be implemented using expert systems technology. It would use the 
output from data fusion and have an underlying pattern database. It would embody feature and pattern 
matching and situation awareness processes. 

• An information-requirement generator is needed to support information gathering. Further study is 
needed to identify suitable technology for implementing it. 

• An alarm generator would detect abnormalities using parameter thresholds, expectancies from feature 
and pattern matching, or model-based representations (Woods et al, 2002). 

• A safeing tool would react to alarms to limit the propagation of abnormalities and to bring the system 
under control (e.g. a group of military units) speedily to a safe state. It would implement a pattern 
matching process using expert systems technology. 

• A diagnostic/prognostic tool would identify the root cause of abnormalities so that recovery procedures 
could be initiated. Diagnosis occurs after the abnormality has occurred. Prognosis occurs when an 
abnormality has been predicted (e.g. using parameter trend analysis), allowing damage to be avoided. 
The tool would implement belief updating, story generation, and analogical reasoning processes. 

• War-gaming could be implemented by means of modelling, simulation & gaming technologies. 
Using Thunholm’s (2006) basic PUT model we see how the mixed rational-naturalistic toolset would be brought 
into play during the planning process: 

1. Understanding the mission. The higher commander’s intent would be ingested by the data acquisition 
tool, with the assigned resources being represented in the ORBAT browser. The map display would 
visualize the preliminary goal state. 

2. Situation assessment. The data acquisition tool would ingest information about the situation, and data 
fusion would combine information from diverse sources or sensors. Familiar patterns would be 
recognized by the situation matching tool, and the diagnostic tool would identify unfamiliar situations. 
Where immediate action was needed, the alarm generator would alert the users, and the safeing tool 
would bring the system under control to a safe state. 

3. Generating concept COAs. The planning tool would generate concept COAs, with the results being 
shown in the map display. 

4. Define criteria for success. The planning tool would also contain functionality for defining the success 
criteria. 

5. Develop credible plan. The planning and map display tools would be used to develop a credible plan, 
supplemented by detailed information drawn from the ORBAT browser. 

6. Simulate. The war-gaming tool would simulate the developed plans, with these being animated in the 
map display for validation and rehearsal purposes. 

7. Decide. The commander would select the desired plan using the map display tool. 

8. Develop mission order. The commanding tool would develop the mission order, supplemented by 
information drawn from the ORBAT browser and SOPs from the procedure executor. 

9. Develop opportunities for proactive decision making. The planning and map display tools would be 
used to develop opportunities for proactive decision making. 
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CONCLUSIONS & WAY AHEAD 

Conclusions 

We conclude that the implemented C2 systems we studied largely assume RDM. We observe that RDM is itself 
only partly supported. All case studies included support for situation awareness, usually in the form of a real-
time map display using GIS technology. The naval C2 system we studied provided the most complete set of 
RDM support. Modern C2 systems provide some limited support for NDM. The degree of NDM support is least 
for ISIS and greatest for CMS. 

We identified RDM tools that could be used unchanged from existing C2 systems, including data acquisition, 
map display, data fusion, procedure execution, and commanding. Other existing RDM tools could be enhanced, 
including ORBAT browser and planning tools. New tools supporting NDM cognitive processes would include 
situation matching, information-requirement generation, alarm generation, safeing, diagnosis/prognosis, and 
war-gaming. 

This research contributes to the identification of a mixed set of C2 system functionalities that would support 
both rational and naturalistic decision-making for military operations. However, the underlying case study was 
limited to just four implemented C2 systems. In particular, no air force C2 system has been studied to date. The 
proposed enhancements and tools have not yet been demonstrated. 

Way ahead 

Further research will centre on: 

• Studying additional C2 systems and military doctrine on planning military operations. 
• Refining the Control Centre Visit Checklist to include checklist items on NDM support. 
• Studying in more detail the relationship between military C2 and information gathering. 
• Constructing and evaluating a second-generation, agent-based C2 systems test-bed using the events of 

September 11, 2001, as an illustrative scenario. 
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