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ABSTRACT 

The use of portable ultrasound devices enables a better and immediate diagnostics at the scene of a mass casualty 
incident. The detection of free fluid in abdomen and thorax is an important indicator for the further treatment. The 
gained information affects the triage of casualties, the pre-clinical medical attendance and the patient management. 
The presented article describes an innovative approach to transmit sonographic video streams over wireless 
networks to a remote hospital, where the medical data is used for diagnostics.   
For the secure transmission of data a new network unit is designed, which gathers information with regard to the 
network status and the character of transported data. This "Intelligent Network" is located in the transport layer of 
the OSI reference model and enables a dynamic interconnection between network and application, provides an 
interface for functional transparency and the disclosure of parameters and establishes the basis for an universal 
security system. 
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1 INTRODUCTION 

Diagnostic medical imaging techniques are fundamental for modern medicine. In the indoor use the devices are 
proofed and furthermore the basis for precise diagnostics.  The miniaturization of computers and medical devices 
enables the use of these techniques in mobile scenarios and outside of hospitals. It is now possible to bring the 
device to the patient and not the patient to the device. An interesting imaging technique is the diagnostic 
sonography. It does not use ionising radiation and is one of the first diagnostic procedures performed in the 
emergency room. In particular the use of ultrasound is adequate for the evaluation of acute blunt abdominal trauma 
(Bakker, Genders, Mali and Leenen, 2005). Nowadays portable ultrasound devices are small and weigh less than 
1500 gram. 

Studies and field trials prove the successful use and show that the management of abdominal trauma is improved by 
pre-hospital ultrasound imaging  (Walcher, Weinlich, Conrad, Schweigkofler, Breitkreutz, Kirschning and Marzi, 
2006). The execution of screening follows the FAST protocol (Focused Assessment Sonography of Trauma) and 
takes only a short time. The gained information about intra-abdominal bleeding can be used to optimize the mass 
casualty triage (Sztajnkrycer, Baez and Luke, 2006). 

All present uses of sonography in the pre-hospital setting have in common that the person who performs the 
screening is also responsible for diagnostics. This procedure implies a comprehensive and expensive education for 
the rescue staff at the spot of the incident. By separation of the screening and diagnostic processes the rescue staff 
only needs an adequate training to perform the screening protocol and a high qualified expert at a remote hospital is 
responsible for diagnostics. 
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Figure 1.  Pre-clinical Ultrasound 

The presented approach focuses on the transmission of multimedia data over wireless networks to separate the 
screening and diagnostic processes as shown in figure 1. The ultrasound video signal is transmitted from the scene 
of the mass casualty incident to the remote hospital. A bidirectional voice communication is established to allow a 
cooperation of the involved persons. Additional the interchange of documents is provided. 

The handling of the communicated data is different. The involved personal data has to be transmitted secure, the 
time-critical data has to be transmitted in real-time and the connection has to provide a flexible data transfer. These 
three attributes are conflicted with themselves. To solve this problem a new network component is designed and 
evaluated. This "Intelligent Network" is located in the transport layer of the OSI reference model and responsible for 
the processing of the outgoing data. Processing of data implies cryptographic and compression algorithms and 
negotiation and rescaling of security parameters. It enables a dynamic interconnection between network and 
application and provides an interface for functional transparency and the disclosure of parameters. In addition a 
modern network protocol is used for the transport of data. The Stream Control Transmission Protocol (SCTP) 
merges the advantages of classical transport protocols TCP (Transmission Control Protocol) and UDP (User 
Datagram Protocol) (Stewart, Xie, Morneault, Sharp, Schwarzbauer, Taylor, Rytina, Kalla, Zhang and Paxson, 
2000). It provides a reliable, ordered delivery of data comparable to TCP, is message-oriented comparable to UDP 
and has the new features multi-homing and multi-streaming that can be used for an innovative approach for the 
secure real-time transmission of hi-volume data. 

The remaining sections of the document are organized as follows. First the classification of mass casualty incidents 
in Germany and the FAST protocol is considered in Section 2. In Section 3 a short overview of wireless network 
communication is given. The SCTP protocol and the interaction with the Intelligent Network is presented in Section 
4. Finally a conclusion is given and additional applications are summarized in Section 5. 

2 MOBILE ULTRASOUND AT THE SCENE OF A MASS CASUALTY INCIDENT 

In the case of a mass casualty incident medical resources are limited. The use of mobile ultrasound can help to 
optimize the medical attendance in different ways conditional on the extent of the disaster. In Germany a mass 
casualty incident is classified in four  MANV (Massenanfall von Verletzten) levels depending on the number of 
affected persons, the local eventualities and the concerned area. In each level the use of mobile ultrasound has 
different benefits that are described in the following. 

• Level 1: Up to 50 persons are affected and the attendance and the transport of these patients can be handled 
by the local and near-by rescue services. 

• Level 2: Between 50 and 500 persons are affected and trans-regional assistance is needed. 

• Level 3: More than 500 persons are affected and cross-border assistance is needed. 

• Level 4: The infrastructure is destructed and the situation is not manageable in spite of international 
assistance. 

All levels have limited medical resources and the necessity of triage in common. This triage is used to treat those 
patients in most need of treatment who are able to benefit first. There are several algorithms to select the order of 
treatment. START (Simple Triage and Rapid Treatment) is one of this (Sztajnkrycer, Baez and Luke, 2006). Here 
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the additional information about the condition of abdomen and thorax optimize the decision-making and the entire 
algorithm, so patients can be transported to special hospitals, where they get best medication. 

If additional remote assistance is needed (Level 2-4) the use of mobile ultrasound disburdens the local resources. 
The distance between hospital and accident site gets negligible. Special hospitals can offer their help all over the 
world. 

If the infrastructure is destructed (Level 4) not only roads are unusable, also the telecommunication infrastructure is 
impaired. By the use of a mobile ultrasound device over satellite networks the provided connection can be used for 
additional communication. 

Sonography is an important primary screening method in evaluating blunt abdominal trauma and a specific protocol 
for the pre-hospital use is established. Blunt abdominal trauma refers to a type of physical trauma caused to the 
abdomen by an impact or injury. Diagnostics shows a rupture or damage of free and relatively fixed organs in the 
area of the abdomen. The focused assessment sonography of trauma (FAST) is used for a rapid patient assessment 
and immediate diagnosis in the pre-hospital setting and leads to a better patient management. At the scene of a mass 
casualty accident it provides an objective triage of patients and allocation of resources. The scanning protocol 
implies five standardized screening profiles that are completed by an echocardiography scan. The anatomy of 
interest covers three areas of the abdomen and one of the thorax. In cause of the fixed procedure the protocol can be 
processed during some minutes (2.8+-1.2 min) (Walcher, Kortüm, Kirschning, Weihgold and Marzi, 2002). In 
figure 2 the different screening profiles are shown. 
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Figure 2.  Focussed Assessment Sonography of Trauma 

The generation of the five tomograms allows an examination of free liquid at the spleen, diaphragm, liver, kidneys 
and massive cerebral hemorrhage at the hypogastrium. The compliance with the order of screens facilitates the 
immediate diagnostics.   

3 WIRELESS NETWORKS AND TECHNICAL DATA 

In general there are several wireless network technologies for remote communication, where WirelessLAN, satellite 
communication and UMTS are the most important ones. Depending on the location of the scene of the mass casualty 
incident different network technologies are suitable. The advantage of WLAN technology is the large data rate 
which contrasts with a short range. In first projects WLAN hotspots are connected to install a single network over a 
big city. Here the WLAN communication is eligible, but it is debateable whether this first projects extend in the near 
future. Also the communication out of the town is not practicable. Satellite communication has the advantage of a 
location-independent data transfer, but the installation of the necessary equipment may clash with the limited 
resources of space in ambulances. 

The implementation of the mobile ultrasound communication is focussed on the Universal Mobile 
Telecommunications System (UMTS). It is one of the third generation mobile phone technologies and the coverage 
area is widely expended. The UMTS operators in Germany were covenanted to offer UMTS coverage to at least half 
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of the German population by the end of 2005. All operators achieved the given aim and the expansion of coverage is 
still in process. There are different methods for the data transfer. 

In Germany the FDD (Frequency Division Duplex) is prevalent. The communication of a terminal and the base 
station is implemented by two separated frequency ranges. One is responsible for the data transfer from the base 
station to the terminal (downlink) and the other for the transfer from the terminal to the base station (uplink). The 
maximum transfer speed is 384 kbit/s in the downlink and 128 kbits/s in the uplink connection.  

Release 6 of the UMTS standard offers upgrades to increase the transfer speed. The use of HSDPA (High Speed 
Downlink Packet Access) on optimal conditions enables downlink connections of up to 14,4 Mbit/s and HSUPA 
(High Speed Uplink Packet Access) increases the uplink speed to 1.4 Mbit/s in the first instance, later an uplink of 
5.8 Mbit/s is aspirated. In the year 2007 HSDPA will be launched with a maximum rate of 7.2 Mbit/s. 

Latency is a further important parameter for the transmission of data over packet-switched networks and defined by 
the time a data packet takes from the source to the destination. The latency of present UMTS is 180-300 ms and the 
latency of HSUPA is 85-100 ms.  

Modern portable ultrasound devices provide several data formats and interfaces. The provided output is given by 
single images, sequence of images and videostreams. The regarded sonographic data is dimensioned by 
approximately 950 kB for single black-and-white images, 6.4MB for a sequence of images and some hundred MB 
for videostreams. This dimensions are decreased by the use of appropriate compression methods. 

By the increasing network coverage of UMTS and the technical implementation of the pictured upgrades, UMTS 
becomes the favoured transmission technique for the transfer of sonographic image data. 

4 DESIGN OF AN INTELLIGENT NETWORK TO PROVIDE SECURE REAL-TIME TRANSMISSION  

The basis for the communication of data between the scene of a mass casualty accident and a hospital is a mature 
technical concept. Several data streams have to be transmitted secure and efficiently. Apart from voluminously 
sonographic video data the speech data for remote instructions and additional text data has to be processed. For the 
transmission the established IP infrastructure has to be used to pare down expenses. At present the TCP and UDP 
transport protocols are mostly used.  Both protocols are not optimized for the real-time transmission of high-volume 
data. The SCTP protocol is a new designed promisingly transport protocol with interesting new features (Stewart 
and Xie, 2002). There is a mechanism that allows the transportation of multiple streams, so several message streams 
can be transmitted in parallel. Further on there is a mechanism to provide the use of multi homed hosts. The hosts 
can have more than one IP address, so a transparent fail-over between hosts or network cards is enabled. The partial 
reliability extension of the protocol is designed to handle real-time multimedia data. 

A SCTP association can handle several paths. One of these paths can be declared as a primary path to transmit the 
payload, the other paths are sustained and their quality is recurrent validated. If the quality of the current primary 
path is decreasing or the path is broken down, another path can be declared as primary path immediately. So the 
transmission of data is minimally affected. Another use of multi homing is to transport the payload over several 
parallel paths to increase the throughput or to send different types of data over different paths. Last but not least the 
multi homing feature can be used to enable mobility. When a mobile device changes the responsible cell, the 
connection maintains by switching data paths. 

Due to the transmission of personal data a secure communication has to be established. The secure communication 
implies the authentication of the participated devices and users, encryption of relevant data and the integrity of the 
content. There are several general and specific standards to satisfy the requirements of a secure data transmission, 
emphasized are SCTP over IPSec (Bellovin, Ioannidis, Keromytis and Stewart, 2003) and Secure-SCTP (Hohendorf, 
Unurkhaan and Dreibholz, 2006) a protocol that integrates cryptographic functions into SCTP.  

The communication data is of the type video data, speech signal or document. Each type of data can be processed in 
different ways. So the video data and speech signal have to be transmitted in real-time, documents are transmitted 
secondarily. The compression algorithms differ, the video date is compressed by a lossy compression scheme 
whereas the documents are encoded by a lossless compression scheme. Also each type of data can be treated under 
different security aspects. Personal data has to be encrypted - other data may be transmitted in an anonymous way or 
without encryption. 

A decisive aim of research is flexibility and adaptation of the network. Flexibility of the network management is 
related to the supported functionality. The functionality reflects the supported protocols for the transmission and the 
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set of applicable encryption and authentication algorithms with the associated key length. If a change of parameters 
occurs, the network has to respond autonomously. This is the case when the parameters of transmission drop to a 
critical level or a path breaks down. Then the system has to perform a self reconfiguration and to continue the 
transmission.  

The three aspects real-time transmission, secure communication and flexibility are conflicting. The conflict is shown 
graphically as the triangle of conflicting aspects in Figure 3. To solve this conflict a new concept is designed to 
optimize the overall performance of transmission. Core of this new concept is an Intelligent Network (IN). The IN is 
responsible for the management of the different connections and the transparent communication. It negotiates and 
rescales the security parameters, decides how many and what kind of paths have been opened. It is placed in the 
transport layer, here the system taps all significant information for useful decisions. Figure 3 presents the IN 
together with the additional components.  

 

Figure 3.  Intelligent Network Communication and the triangle of conflicting aspects  

There are tree inputs of the IN, a performance index (1), state of the network (2) and the type of communicated data 
(3). The performance index maps the attributes of input data on a real number between 0 and 1 by knowledge and 
experiences. The state of the network provides information about the present network parameters like the round trip 
times and the current data rate. The communication to the lower network layer is realised by signalling messages. 
The messages are used to get the current network parameters (a) and information about the set of supported security 
algorithms (b).  

The determination of the optimal network setting is done by artificial intelligence respectively data mining 
procedures. Connection relevant attributes are specified and used to optimize the network setting at run time. Here 
the connection establishment and the error control procedure have to be considered separately. At the connection 
establishment the encryption algorithm and the key length are dedicated by the simple Bayesian classifier. The 
classifier is a function b that maps network parameters, type of data and the performance index to a set of classes. 
The classes are given by the encryption algorithm and the key length (AES-128, AES-192, AES-256, 3DES, …, 
IDEA-128). The function can be written as 

b: (data rate, latency, performance index ) → (AES-128, AES-192, AES-256, 3DES, …, IDEA-128). 

This classifier is used due to performance; it is fast, simple and effective. The policies for the decision-making 
process are not completely determined, so it is uncomplicated to add new attributes. Missing combinations of 
attributes are generated by the use of a learning process to classify all kinds of contingencies. 
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The error control procedure acts when a network parameter decrease to a critical point and is responsible for the 
management of the unused and available alternate paths. When the critical point is reached, the transmission path 
will be switched. So the transmission can be continued immediately. 

The above mentioned aspects on processing the payload and the possibilities to establish and to manage the 
connections open a wide range of impact for the IN. It communicates with the lower network layer by new 
signalling messages and is responsible for the overall data processing in the network layer. 

The IN is framed and feasible protocols and methods are specified. The adaptive system is constituted by the 
performance index to describe the potential states. All states are deducible from the performance index. Each state 
pictures authentication, encryption, compression and transfer features respectively parameters of the concrete data 
transmission. The cooperation of the standardised components is constituted and a concept for evaluation of results 
is acquired. 

5 CONCLUSION 

The technical progress allows to communicate high-volume date over wireless networks. But the use of modern 
hardware and network technology only establishes the basis for the real-time transmission of sonographic video 
data. A concrete implementation is required, so the participated components have to be optimized. To negotiate the 
conflict between real-time transmission, secure communication and flexibility a new network element has been 
designed.  

The presented Intelligent Network is appropriate for the transmission of sonographic data from the scene of a mass 
casualty incident to a remote hospital in a secure and manageable way.  

There are additional applications for the IN. The design allows to transfer these results to other scenarios. Other 
picture giving methods can be focussed, the transmission over alternative wired and wireless networks is 
conceivable.  

The innovative network unit is more than a specific solution for the transmission of ultrasound data and speech data. 
It enables a secure transmission for every kind of data. Particular at the scene of a mass casualty incident the 
presented approach establishes the basis for a universal security system that allows a reliable, effective and secure 
communication between emergency-services, governmental authorities and non-governmental organizations. 
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