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ABSTRACT 

Cell Broadcasting has been an existing feature of GSM, UMTS, CDMA and PDC for many years, which however is 
rarely used. It has three attributes that make it very good for Government to Citizen mass communications in 
emergencies.  1) It uses reserved capacity for this feature; traffic does not take its bandwidth. Therefore it works even if 
the cellular system is in full overload, as it always is during disasters. 2) It can place millions of text messages on mobile 
phone within seconds, and is scalable to any size of broadcast including international scale without any additional time 
penalty. Most mobile phones have the capability now, so there is no need to build more infrastructures or replace phones.  
3) By selecting the individual cells to be used, specific areas can be targeted with different messages, so that people in 
one area can be asked to evacuate, while in another they can be advised to stay.  

The government of Holland is the first in the world to adopt the technology, which will be operational by May 2005. 
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INTRODUCTION 

The recent Tsunami in Asia, 26 DEC 2004, showed that we still lack a really effective government to citizen mass 
communications system that can put warning messages in the hands of vulnerable populations in harm’s way, on a mass 
scale of millions or hundreds of millions of people, in a time scale that is anything like useful. The UN International 
Decade for natural disaster reduction (IDNDR) set up the Working Group on Emergency Telecommunications (WGET) 
to study the behavior of telecommunications systems and their use for disaster mitigation, culminating in the Tampere 
Convention. Another result of this study was the discovery of ‘Cell Broadcast’ feature that is embedded in most 2nd and 
3rd generation mobile systems, and is described in 3GPP TS 23.041.  

The Cellular Emergency Alert Systems Association (CEASa) http://www.ceasa-int.org is a voluntary Non Governmental 
Organization which seeks to turn this feature into a practical tool for disaster management. The system they developed is 
known as ‘Cell@lert’. CEASa’s volunteers are Engineers, Diplomats, Businessmen, Legal professionals from all over 
the world, who share the vision of better citizen protection through this technology.  

Because of its ability to target a single neighborhood or a whole region, it can be used both for international disasters 
such as the tsunami, or more localized emergencies such as fires and local flooding.  
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Figure 1. The Cell@lert System 

 

Scenario  
 
It is late at night and a river level is rising to dangerous levels. The local police want to warn the population at risk, the 
people who live in the area likely to flood. However since it is night time, they are not watching their TVs or listening to 
the radio. How will we work out which people are in the area at risk and contact them all in a short time?  If the 
community is protected by a Cell@lert service, they do have a chance. The senior police officer, or disaster manager, can 
go to his emergency management GIS tool, or to  the Cell@lert web site. Here he selects a map of the area in danger. By 
using the mouse, he can draw a warning box around the area in trouble. After defining the area, he can then type in a 
short text message indicating the nature of the danger and suggested actions. Such as ‘Flood warning in this 
area, protect property at low elevations”.  
 
The officer then needs to press the ‘Go’ button, and that’s it, he can then get on with planning the action required! 
 
Meantime the Cell@lert Cell Broad cast Broker (CBB) has been sent the message. It checks that the person who proposed 
the message is indeed authentic, that the communications link is secure, that the sender has followed all national and 
regional policy and is working within his jurisdiction. If so it speeds the message to all the networks which cover that 
area, so that every citizen is protected no matter which service provider they have chosen. In about a minute, every 
participating mobile phone in the area is ringing to wake up the vulnerable population. They can read the message and 
decide to take action to reduce their danger.  
 

Cell Broadcasting 

The secret of the success of Cell@lert, is the use of ‘Cell Broadcasting’. Cell broadcast messages can be employed in 
several ways when a number of cell phone users in a certain geographical area need the same urgent information. Such 
information may include text messages relating to emergency situations and, for 3G cells and phones, pictures of wanted 
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or missing persons or maps of areas to avoid and best escape routes. Cell broadcasting is an already existing function of 
cellular networks and is defined by the official standardization bodies, such as GSM MoU,  (GSM 03.41) UMTS, 
3GPP/3GPP2 (3GPP TS 23.041) PDC and  IS95CDMA. Many networks have cell broadcast channels defined for their 
networks which are unused at present for lack of a suitable application. 

Attributes 

Cell Broadcasting has a number of attributes, interesting to disaster managers; 

Conventional wisdom is that Cellular systems must never be used for disaster management, because they are 
prone to overload which makes them very unreliable during even small scale emergencies.  CB is carried on a 
logical channel in the Broadcast channel, and its capacity is reserved for this purpose and is never taken by 
traffic. This means that it will work perfectly even when the network is in full overload. In addition there is no 
signaling demand on the SMS center, HLR, VLR, or paging system. It also means that there is no limit to the 
scale of the waning message; you can transmit to hundreds of millions of people well within a minute 

In cell broadcast, we target the towers (Cells). This has two beneficial effects. Firstly we can specifically 
select which cell or group of cells will receive the message. Thus we can tell this neighborhood to evacuate, 
but that neighborhood to stay where they are. No disaster manager wants millions running in panic, but with a 
tool like this, specific instructions can be given.  Secondly, we don’t need to have an updated data base giving 
the phone numbers of the terminals that are in the affected areas. This obviates both a beurocratic problem and 
also citizen privacy issues.  

Cell broadcast allows 64000 channels of information. This means that we can transmit in several languages at 
the same time. It can also be used simultaneously for government to government purposes such as calling out 
off duty reservists of off duty medical personnel, even in full overload, without causing any load.  

 

Political problems, how solved 

The power of Cell Broadcasting, that of reaching millions of members of the public within minutes, means great 
responsibility for the operators of any service which uses Cell Broadcasting. To meet those responsibilities the Cell 
Broadcast Broker (CBB) has been developed. Government want to be sure that public messages are sent only by 
authorized persons, and the public need to know that the advice they are getting has come from an authorized source and 
not rumor or spam. The Cell Broadcast Broker (CBB) solves these issues. Firstly, there are two ways in which the 
government officer can access the system. Many large metropolitan authorities have invested in GIS based disaster 
management systems, or have systems like Intergraph ICAD, Warncommand etc. If so then that system needs to have a 
feature added to format the message into the OASIS CAP open standard protocol. The CBB will only speak to 
information providers that it knows, and has secure tunnels into. Only if it is satisfied with the security of the link will it 
accept the proposal. Then it will check against a user data base that the proposal has been made by an authorized source 
compliant with national regulations. The national government will dictate who this is. Then the proposal is further 
checked against national policy to see that jurisdictional rules have been followed so that no one exceeds his/her 
authority by sending a message to a place where they don’t have jurisdiction. Following this contracts with the networks 
are checked to see that any contractual obligations with each network concerned have been followed. If all is well, then a 
copy of the message is sent to the Cell Broadcast Center for each network which is under the polygon that the officer has 
defined.  If all is well, then the message should arrive at user terminals about 20 seconds after it has been generated. Also 
a copy of the message is sent to the monitoring center for public record, accountability and statistical analysis.  The 
second method of access is by a Web portal that the CBB supports. This is for the benefit of small municipalities or 
developing countries that may not find the expense of a large system to be justified. In that case the user will authenticate 
over SSL secured IP links, and use password identification to gain access. In addition the CBB will scan for forbidden 
words that may indicate mischievous use of the system by a hacker, and block any compromised accounts.    

Technical Problems, how solved.  
 

There will probably be many mobile phone companies covering the same area, at least two and up to eight in some cases 
(taking 3G licences into account). There is no co-ordination of cell planning between competing operators, so the Cell 
layouts and Cell_IDs of different networks will be very different. In addition, due to constant improvements in Cell 
coverage and capacity, the size and layout of the cells covering a geographical area can be highly dynamic. The Cell_IDs 
that were true for a town last month may not be true now due to cell splits or switch cut-overs. Also, many networks have 
a hierarchical cell structure system, with overlapping patterns of cells of different sizes, Umbrella Cells, Macro Cells, 
Overlaid cells, Micro Cells and Pico cells,  and up to 8 layers of sub band structure in different frequency bands, (850-
1900 or 900-1800-2Ghz) each having very different Cell_IDs and different base station spacing. The situation will get 
much more complex by the end of 2003, with the introduction of 3G GPRS, EDGE, CDMA2000, and UMTS.  3G cell 
broadcast messages will be much more capable, so different Cell_ID tables will be needed for a ‘plain text’ version of the 
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broadcast than for a ‘multi-media’ version. The solution lies in the use of the cell Broadcast Centre (CBC), an off the 
shelf solution from CMG/Logica that has been used in 50 networks all over the world, and is a mature technology now. 
This device accepts the signal from the CBB, and then looks at the polygon that was defined in the message. It then reads 
a Cell Data File provided by the networks cell planning subsystem. This will tell which cells are under the polygon. The 
CBC then addresses these cells. The network provides this information for all of its cells in each band and each mode, so 
we can resolve the cells for each and every network regardless of how complex the cell plan is or how many operators or 
technologies are deployed. 
 
Further harmonisation work to be done 
 
We can deploy a Cell@lert system today and Holland will deploy the first one in the world in May 2005. However there 
is further work to be done in harmonisation to get the best out of this opportunity.  One problem is that many countries 
have several official languages. Many countries, particularly developing ones, have large numbers of tourists who are 
increasingly demanding better security from their hosts. Therefore we need to pay close attention to the issue of 
languages. CEASa have proposed that certain channel codes (identification codes) be assigned for public warning in 
certain languages. This will ensure that as travellers move around the globe, they can pick up messages in their own 
language without needing to reset their phone. The EU commission is now proposing to mandate such a harmonisation.  
Terminals (mobile phones) behave in slightly different ways when they receive a CB message. This happened because 
CB was not a big success commercially, and so there was not the incentive to standardise behaviour. As a result every 
terminal manufacturer does what he pleases. The result is inconsistent terminal behaviour that needs addressing.  SIM 
cards can be programmed to ‘hide’ the feature from the user, so that the user does not know that his phone has the feature 
at all. This practice must be stopped. Networks have the option to disable the feature, and as very few networks use the 
feature now, some have done so. When CB becomes accepted as an important national security resource, networks will 
have to enable it again if they switched it off. In some cases this involves a software upgrade (but no hardware). As to 
who should pay the cost of this, this is a matter for the government and the networks to resolve. Many international 
professionals such as medical practitioners working on outbreaks, need to have a communications system that works 
everywhere in the world. In this case a channel should be allocated to this purpose and use for that purpose all over the 
world. It could be used to indicate which areas are in quarantine and which symptoms to report. International disaster 
relief workers are another example as are seamen or air pilots. CEASa has proposed some channels that could be so used.  
 

Cell Broadcast reporter 

The Cell@lert system would collects public transmissions from around the world, and integrates them into a tool called 
the ‘Cell Broadcast Reporter’. This tool can be used by disaster management professionals, civic groups, journalists or 
students to study, in near real time, how the disasters are being managed. It will give senior planners an accurate view of 
what is happening over a wide scope, and make decision making more informed.  

The business model 

The CBB service could be purchased on a subscription basis by the users, such as the Police Force or River Authority. 
This would finance the operation of the broker service. Or there could be surcharges on a per request basis. The Cellular 
network operators could levy charges to CEASA on a ‘Per-message-per-cell’ basis, or on a basis as to what size of area 
has been covered. Charging on a basis of population density covered is also possible. CEASA CBB would be acting as 
the billing gateway broker as the CBB knows the geographical coverage requested by the user and is also capable of 
calculating population density if so desired. CEASA would also manage customer account management, authentication, 
security and applying of any restriction on the customer, such as what jurisdiction may be addressed. Commercial 
applications for this technology will naturally follow; in which case the fees levied upon them will offset the costs to the 
networks for providing the facilities. CEASa advocates a public/private partnership arrangement which will reduce or 
remove the burden on the public purse for this valuable facility.   

CONCLUSION 

CEASa’s aim is to provide a valuable humanitarian service which will protect citizens and their property, save lives, and 
do so at very low cost. However it is not a magic bullet and has many weaknesses. Cell@lert should be seen in the 
context of plugging a large hole in our emergency management toolbox.  
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