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ABSTRACT

Various sources report a low adoption of IT-based tools in emergency response, as well as a negative attitude of
responders to such tools. The responders’ needs, simply put, are not met by the IT-based tools offered to them.
Observing this situation through a user-centered design lens, we note that such problems typically stem from
insufficient or erroneous context analysis. The deficiencies become even more pronounced when considering that
emergency response represents a complex, adaptive socio-technical system. We also note that the appropriate
methodology for designing ER systems is rarely discussed in literature and in research papers. To fill that void, the
present paper discusses a minimal set of techniques that, both in our experience and according to state of the art
practice, can guide developers towards positively-accepted IT systems for emergency response.
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PROBLEM STATEMENT AND INTENDED AUDIENCE

The allure of using IT in emergency response has long been recognized by both researchers and practitioners.
(Turoff et al. 2004; Ganz et al. 2013; Adler et al. 2011; Elmasllari 2018a) propose complete frameworks for
emergency-related IT systems, whereas (Elmasllari and Reiners 2017) report 111 articles on electronic triage alone.
Paradoxically, even though both "supply" and "demand" for IT in emergency response are high, the actual adoption
of IT-based tools is very low and the attitude of responders to them is negative (Paul et al. 2008; Orthner et al. 2005;
Adler et al. 2012; Ammenwerth et al. 2006; Elmasllari and Reiners 2017). (Elmasllari 2018b) has identified 12
problematic areas at the root of this attitude, whereas (Schmitt et al. 2007; Wu 2009; Jennings et al. 2017) note
several hindrances due to the technology itself. The increasing discrepancy between what is offered and what
emergency responders need was also a pressing topic in the previous ISCRAM conference (Tapia 2018).

From a software engineering perspective, the current situation represents a discrepancy between what users need
and what IT systems implement. This problem, stemming from missing or wrong requirements, is a classic in the
IT industry (see figure 1). It arises from the use of inappropriate or insufficient methods to elicit and understand
user needs in the first place. Already in 1993, (SW Thames 1993) identified the correct methodology as crucial for
the success of emergency response systems. Five of the six acceptance dimensions and 8 of the 12 problem areas
for acceptance of IT identified by (Elmasllari 2018b; Elmasllari and Reiners 2017) can be completely avoided by
using the correct analysis and development methods.

Given the above, there is a clear need to educate system designers about good methods for eliciting user needs
in emergency response. Such knowledge, however, is not freely published by commercial suppliers, who prefer
to keep their methods secret, nor by academic researchers of ER systems, who include very little details about
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Figure 1. The mismatch between user needs and IT system implementation. Source: (The Standish Group 1995;
Fowler 2002)

methodology in their papers – just enough to describe the study. To fill the void, the present paper is dedicated to
educating system designers about good methodologies. We do not aim to produce a tutorial on the methods we list,
but we do aim to discuss a minimal set of techniques that, both in our experience and according to state of the art
practice, can guide designers and developers of ER systems towards positively-accepted products. We also provide
recommended readings to further the proficiency in the details of each technique.

This paper is based on our decade-long, hands-on experience developing various complex socio-technical systems
related to emergency response, security in large events, work in dangerous factory environments, sterilization of
surgery tools, etc. The methods we propose were all successfully used in the research and development of 10
different IT-based systems in all areas of emergency response as part of the EU FP7 BRIDGE project. By the end
of development all systems passed rigorous tests by real users in real conditions; at least four systems became
commercially available, while the rest had reached TRL7/8.

FUNDAMENTAL CONSIDERATIONS ON EMERGENCY RESPONSE SYSTEMS

To better understand the problem, a short discussion on complex systems is necessary. (Simon 1962) defines
"complex systems" as "made up of a large number of parts that interact in a non simple way", and where "system
properties and behavior are hard to infer based on the properties of the parts". Complex socio-technical systems
(CSTs) are complex systems where some of the components are humans or organisations, i.e. the social and
technical aspects are equally important. Finally, complex adaptive systems are complex systems that adapt and
organize themselves without being deliberately managed or controlled (Holland 1995).

Complex systems are not merely "big and complicated". They have particular characteristics and behaviors that
make them very particular:

1. The properties and behavior of a complex system are hard to infer, even when the properties and behavior of
each part or component are well-known (Simon 1962).

2. Complex systems cannot be studied or designed using a reductionist approach, such as decomposing the
system top-down in parts and studying or designing each part separately.

3. The behavior of a complex system is nonlinear: tiny changes can lead to large differences in the outcome
(Waldrop 1993).

4. CSTs have very tight coupling between people and technology, especially in regard to social, communication,
and interaction aspects.

5. CSTs emerge over time and organize themselves without being under the full control of any singular entity
(Holland 1995).

6. Complex adaptive systems are intrinsically resilient and will try to sustain their operation under all conditions
(Hollnagel 2013).

When considering the emergency response effort as a complete "system of response", it can be shown that ER is a
complex socio-technical system with a very strong adaptive element (Elmasllari 2018a). The traditional software
engineering approach – split the problem top-down into parts, solve the parts, then combine the solutions – clashes
directly against point 2 above. As a result, traditionally-developed solutions either do not match users’ needs and
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get rejected, or they exhibit unexpected and emergent behaviour, undermining both the capability of the engineer to
understand the system and the trust of the users on the system.
Characteristic 6 above, resiliency, implies that complex adaptive systems will protect themselves by resisting
external efforts to change the system. This means that efforts to impose a new tool or technology in ER will be
met with resistance and rejection. The best illustration of this is the failed introduction of the dispatch tool for the
London Ambulance Service, which was sabotaged by users (SW Thames 1993; Shapiro 2005). The implication is
that successful, well-accepted IT tools for ER must arise from within the ER system, i.e. must be developed by the
responders themselves.
One objection to our view of emergency response as a single system is that, in practice, commercial suppliers focus
only on aspects of ER, such as "logistics management", "communications", etc. This objection misses the point.
It does not matter that the supplier addresses only a tiny part of the response. What matters is the view from the
responders’ side. The responders’ context is the complete response, which is a complex system. To gain trust and
acceptance, any IT solution deployed in this context has to take the complexity characteristics into account.
A second objection is that "there is a difference between a methodology to develop one specific functionality (e.g.
detect a crisis location from tweets) and a methodology to develop a tool for use in emergency response". Strictly
speaking this is true, but as soon as the specific functionality is used in a complex context, the argument reduces to
the previous objection and is similarly rejected.
The correct way to design IT systems for emergency response was outlined already by (SW Thames 1993; Shapiro
2005), who recommended that, when designing emergency systems in the future:

• The emergency response context and users need to be studied very carefully.

• Emergency professionals’ trust in the system needs to be earned, otherwise they will distrust and sabotage
systems imposed on them.

• Emergency-related IT systems must be designed with constant and wide participation from the users.

Seeing that acceptance of IT in emergency response has changed little in the last 25 years, the aim of this paper is to
extend those recommendations and show concrete methods how to study the ER context, how to involve users, and
how to design systems that easily gain the responders’ trust for successful adoption in the ER practice.

HIGH-LEVEL APPROACHES AND PARADIGMS

Only two commonly-used development paradigms match the recommendations from (SW Thames 1993). We
present these paradigms shortly below; an in-depth view is provided by (Norman and Draper 1986; Ritter et al.
2014; Ehn 2008; Shapiro 2005).

User Centered Design

User Centered Design (UCD) is a design and development paradigm that puts the end-user at the center of the
"design universe" (Norman and Draper 1986; Norman 1988). The UCD paradigm first analyses the context:
capabilities, characteristics, and goals of the user, as well as the environment within which the system is to work (see
Figure 2). This analysis is then expressed as requirements and further, in step 3, is implemented in a prototype to be
tested with actual users in real conditions. The test insights are used in a new iteration, deepening the understanding
of the context, clarifying the requirements, and making better prototypes until all user needs and expectations are
fulfilled and the system can be successfully used in the intended environment.
UCD does not draw a distinction between the technological part and the social part of the system, but considers both
of them holistically (Ritter et al. 2014). With UCD, the development effort cannot stray too far from users’ needs;
the resulting systems tend to match the users’ workflow, capabilities, and needs extremely well. These qualities
make UCD appropriate for the complex, critical, and change-sensitive systems related to emergency response.
UCD also has some drawbacks, but these can be easily avoided by Participatory Design (details in the next section):

• UCD was meant for human-machine interaction, but the dominant interaction today is human-human,
mediated by machines.

• When the user is at the "center of the design universe", she is unaware of how the system itself interacts with
the world (Slavin 2016).

• Users do not live isolated from other technology, nor do they keep a coherent set of beliefs and preferences
(Visciola 2003). A pure-UCD development can waste time catching-up with shifting preferences.
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Figure 2. The ISO 9241-210 human-centered design process. Source: ISO9241.

Participatory Design

Participatory design (PD) keeps UCD as its foundation, but postulates that, because the system affects how users
work, users themselves should take part in designing that system, i.e. responders must be part of the design team.

PD is ideally suited to emergency response. The responders’ mistrust against IT can be entirely overcome by letting
them shape the new tools. This way, the resulting product is "designed by them" as opposed to "forced upon them".
The responders who participate in the design effort also become the initial, most vocal supporters of the new product.
Such "social proof" leads to much higher acceptance rates than mandatory usage (Venkatesh and Davis 2000).

METHODS FOR DESIGN AND DEVELOPMENT

The following methods, grouped below by the step of UCD in which they are used, have been the most effective, in
our experience, for the design and development of complex systems in emergency response. For deeper insights and
details on the methods, readers are suggested to consult (Hollnagel 2013; Rasmussen et al. 1994; Endsley 2011).

Methods for analysing the context of use

Methods for context analysis can be broadly organized into two categories: analytic methods, whose basis is
the analysis of formal documents and other available data, and ethnographic methods, whose basis is inquiry by
interacting with users and their environment. Analytic methods are good at finding out the "formal" context, or how
things should be done "by the book", but are blind to the informal "bending of the rules" by practitioners in the real
world. Ethnographic methods are good at finding out how things are really done on the ground (i.e. informally),
but they are blind to those requirements and processes that practitioners neglect or circumvent. Analytic and
ethnographic methods must always be used together, because only so can all user needs and requirements towards a
tool or system be identified1. Details on the best ways to combine the proposed methods under a tight budget can be
found in (Elmasllari 2018a).

Analytic methods

Document analysis focuses onwritten documents and rules, for example laws, standards, process descriptions, codes
of conduct, etc. These are necessary for understanding what would be a legally acceptable solution. Literature
research, instead, learns from existing research and production efforts, i.e. from the experience, insights, and
mistakes of others. Both methods should be used together in order to identify "spaces of opportunity" – areas where
new approaches can be tried without conflicting with existing rules.

1 Not all needs are equally easy to identify. Explicit needs, such as "The stretcher must be 2m long" are easily recalled and expressed by users
when you ask them. Observable needs are not expressed in words, but they are obvious to an observer, e.g. "The stretcher must have a handle".
The so-called tacit and latent needs are the most difficult to identify: users either cannot express them in words, or they are not even aware of
having such a need.

WiPe Paper – Open Track
Proceedings of the 16th ISCRAM Conference – València, Spain May 2019

Zeno Franco, José J. González and José H. Canós, eds. 1303



Elmasllari Methods for improving IT acceptance among emergency responders

Ethnographic methods

It is only thanks to informal, gray-area behavior, that organizations – especially emergency response organisations –
can function. Understanding this behavior is crucial and can be facilitated by the ethnographic methods below.

The study of incident reports and ER case evaluations straddles the border between analytic and ethnographic
methods. It is obviously similar to document analysis, but due to the detailed nature of incident inquiries and case
evaluations, a good amount of ethnographic information is included. As a system designer, these reports do a great
job of teaching you about past failures and events, but include little detail about behaviors that have not (yet) caused
an incident or are not (yet) seen as problematic. Additionally, these reports can never transmit the visceral feeling
and first-hand experience of the context, which is extremely helpful for complex system designers. This feeling and
experience must be acquired through one or more of the methods below.

Observation methods (Participant and Non-participant Observation) are based on observing users as they go about
their work. Behavior and movement patterns, tools, and interactions among users are noticed and documented.
A non-participant observer tries to not influence the users’ actions in any way. In participant observation, the
observer takes part in the process as a guest and can ask questions, can experience the same physical and emotional
environment, can listen to the communications more closely, and can achieve a holistic understanding of the users
and their context. Participant observation is good for finding out latent and tacit needs, whereas non-participant
observation uncovers the observable needs. In our experience, participant observation is best when the time for
research is short and there are not many opportunities to observe responders from afar. In addition, participant
observation helps with creating a rapport with the responders.

Observation-based methods have two drawbacks: i) the observer’s own background and emotions may influence
how he/she interprets the observed events and ii) the results may be tightly related to the individual responder, i.e.,
they may be non-generalizable.

Interviews span the complete spectrum from informal and spontaneous, to formal, with a list of questions known in
advance to the subject. Two techniques, semi-structured interviews and contextual inquiries, have proven to be
especially useful for understanding the context of emergency response.

Semi-structured interviews are built around a list of questions drafted before the interview, based on document
research, prior knowledge of the context, or standardized question sets, e.g., (DAkkS 2010). The order of the
questions is not important; they are just a checklist of what not to forget to ask.

The contextual inquiry method is a variation of an interview that is appropriate for tacit needs, i.e., needs that
cannot be verbalized. The responder is interviewed in his or her work environment, while working. The researcher
or designer becomes thus an "apprentice", asking questions and learning how to do the work. The needs and
behaviors that responders take for granted because of their experience, become obvious and explicit to the researcher
who is struggling to learn. As a beneficial side effect, contextual inquiries help establish trust and rapport with
responders, because they feel more at ease "teaching an apprentice" than being interviewed.

Interview-based methods require a skilled interviewer (Hamill 2016). Even so, interview write-ups should always
be validated with the responders, so that they can correct misunderstandings. To maximize the amount of useful
data, interview subjects should be carefully chosen to have as diverse fields of expertise as possible, but they should
also span all levels of experience. It is counterproductive to interview, e.g. only very experienced responders,
because then the needs of younger or less experienced ones would be ignored.

Affinity diagramming, sometimes known as card sorting, is a method in which keywords that come up during
discussions, interviews, observations, and other activities are first written on post-it notes, then grouped on a
whiteboard according to similarity and other relatedness criteria (see figure 3). This helps identify topics of
particular importance. We have had very good results organizing affinity diagramming "workshops", where we
invite several emergency responders from various backgrounds and let them group the post-its. Because of the
participants’ different backgrounds and viewpoints, the sorting and grouping stimulates discussions about how the
topics influence their work and how they really relate to each other. This provided us with much more domain detail
than we could have inferred by interviews and observations alone.

Participatory Design methods for analysing the context of use

The methods presented below require the participation of responders in the design and development team and help
elicit expertise and ideas from the responders themselves. For further approaches, see also (Klann 2007).

A focus group is a discussion with a small group of participants, which centers ("focuses") on certain topics and
questions of interest to the designer or developer. Focus groups have an inherent advantage over interviews, because
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Figure 3. An affinity diagramming session (left) and resulting topic relations (right).

they highlight important points better. When doing an interview, the researcher may not recognize some points as
important, but those same points will be obvious in a focus group: they will stimulate lively discussion, related
thoughts, and experience exchanges among the participants.

Our experience using the focus group technique with emergency responders showed that it is best to a) invite
responders from different backgrounds and response entities, but b) at the same level of experience and c) at the
same level of "power" or hierarchy within the respective organisations. Point a, having experts from different
backgrounds, ensures that the discussed topics will be new or unfamiliar to some of the participants. The needs that
are tacit or latent for the "experts" of one field will be explicit – hence verbalizable – for participants from the other
fields. Points b and c, having the "same power level" and "same experience level", are necessary so that participants
can discuss as equals and are not shy to express their thoughts in front of higher-status peers.

Just like interviews, focus groups require a skilled moderator. The knowledge achieved from focus groups should be
verified by testing a prototype or by administering questionnaires to a larger group of users. Academic literature
points out that people in focus groups tend to give "socially desirable" answers and skirt around controversial topics,
but we have found emergency responders to be immune to this problem. It is, after all, part of their job to take the
right action, even when it is not socially desirable or comfortable.

Sandbox sessions are discussions where participants use play figures and toys to explain their part, role, or view of
a complex activity (see figure 4). This method provides a way to access users’ knowledge independently of verbal or
memory skills, which other methods require. Sandbox sessions are particularly useful with emergency responders,
because the latter are familiar with using play figures to plan exercises.

Figure 4. Toys and play figures used in a sandbox session.

Requirements specification

While we have successfully used both "The Working Model for Usability Engineering" (ProContext Consulting
GmbH 2003) and "The Volere template" (Robertson and Robertson 2018) to distill requirements from the context
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analysis, we find that the exact process of extracting requirements is not as important as doing the context analysis
correctly in the first place. Furthermore, our experience with different development teams has shown that each team
has its own, often deeply ingrained and formalized methods for requirements engineering. As long as those methods
are correct, we see little advantage in switching to another method; the cost and delays from the changeover often
offset the benefits.

That said, user requirements in UCD subtly differ from traditional, system-centered requirements. UCD user
requirements do not describe how the system will be implemented (e.g. "The system must have a textbox for
the username"), but what the user must be able to do at the system when it is implemented (e.g. "At the system
the user must be able to input his identity"). The distinction is powerful: whereas system-centered requirements
define one single solution (the textbox), user-centered requirements define the outcome but allow for multiple
solution possibilities (textbox, voice, fingerprint, etc.). We have found that the "Working Model" from (ProContext
Consulting GmbH 2003), despite a steeper learning curve at the beginning, does a better job of forcing the designer
to think in user-requirement terms and to see things from the user’s point of view. The model, therefore, makes
visible many more design opportunities that would otherwise be missed.

Methods for prototyping

Prototyping is required by the UCD process, and is, in our view, indispensable when designing tools for emergency
response.

Scenarios are the simplest prototypes: a high-level, textual description of how a proposed tool can be used to fulfill
a certain task. Storyboards do the same job as scenarios, but are presented as a drawn comic strip. They encourage
visual thinking and can present spatial and physical-size relationships much better, e.g. the size or handling of the
tool or system. Both methods invite critique and feedback from users and help understand domain requirements
better. We have successfully used both scenarios and storyboards in our work with emergency responders, but we
found these techniques to be most useful in the first iterations of the process, for presenting initial ideas. For later
iterations we found that observation, focus groups, and contextual inquiry worked much better.

Interface sketches, wireframes, and physical prototypes make ideas concrete and graspable, both physically and
figuratively speaking. They set a baseline for discussion between users and developers, they help train users, and,
when created via participatory design, they make users accept and advertise the system to their peers instead of
opposing it. Prototypes can (and should) be created at various levels of fidelity, from simple sketches on paper,
to mock-ups of interfaces and devices with simple materials, to partially-implemented IT systems. The level of
fidelity depends on the phase of development (earlier = lower fidelity) and on the questions for which developers
need answers (rough estimates = lower fidelity; detailed questions and interactions = higher fidelity).

It is crucial to see the prototype as a throw-away item; the only features implemented in the prototype should be
the ones necessary for getting an answer to specific questions about the domain and user needs. The prototype
should look unfinished, cheap, temporary, and open to criticism; if it "looks finished" or "looks too good", users
will withhold negative feedback in order to "be nice to the designer".

Methods for evaluation

The Scenario Walkthrough method is the cheapest, easiest method to evaluate the design of a tool or system.
It consists in having one or two domain experts enact a typical task with the tool and noting difficulties or
inconsistencies. The evaluation is usually done in a lab or office, not necessarily in the real environment where the
system will be used. It is crucial that the experts have extensive and practical knowledge of the emergency response
domain, because nobody else can put themselves in the responders’ shoes.

Prototype workstations are stands in a simulated "fair", where all the developed prototypes are shown and "pitched"
to small, multidisciplinary groups of domain experts and users (see figure 5). The experts give feedback and critique
the proposed system, pointing out both positive features to be kept and problems to be solved. The "prototype
workstations" method is more intensive than simple scenario walkthroughs, but it delivers much more feedback and
can point out many more problems, thanks to its multidisciplinary approach.

As reported in (ISO9241) and (Simon 1962), the complex behavior and problems of a system do not stem from any
single part in isolation, but from the interplay between the parts: users, tools, tasks, and the environment. By the
above reasoning, to properly test a new tool or IT system for emergency response, the actual users must use the tool
in the actual context to do their actual job. This is called user testing under realistic conditions and is the single
most important of all evaluation methods used when designing for emergency response. Unlike business systems,
which can be tested in a lab, testing emergency response tools in a lab is worthless. The pain, suffering, destruction,
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Figure 5. A "Prototype workstations" session.

and chaos that one typically finds in a crisis area create heightened levels of stress that alter the responder’s behavior
or his/her mental ability, so that test results gathered in the lab are not transferrable to the actual incident field.

As a staple method of usability research, user testing with thinking aloud is distinguished by having users
verbalize their thoughts while working with the tool or system. This allows the researcher to notice discrepancies
between the user’s mental model (i.e. the user’s expectations) and the actual implementation. The method is not
appropriate in task-loaded environments, or when the user is hurrying, because the user’s behavior, speed, and
actions are influenced or slowed down by having to think aloud. Such environments, which include the front lines
of emergency response, benefit most from silent, non-participatory observation, combined with a retrospective
review. The latter is just an interview: After having observed the responder work with the new tool or IT system,
the researcher asks questions to clarify what was going on at certain notable points during the observation, esp. if
the user seemed to have problems with the tool.

As a final note on evaluation, it is tempting to test prototypes only with the responders that are part of the design
team (assuming participatory design). This kind of testing is indeed cheaper, but is guaranteed to give wrong results,
because those responders know the prototype too well. For this reason, testing is always done with responders from
outside the development team.

CONCLUSION

While there is no doubt that IT can revolutionize emergency response, practitioners have made it clear that IT
tools and systems being offered to emergency responders are not satisfactory and helpful enough to be widely
accepted. Existing research, too, has confirmed that the causes of rejection lie with the IT systems themselves
(Paul et al. 2008; Orthner et al. 2005; Adler et al. 2012; Ammenwerth et al. 2006; Elmasllari and Reiners 2017;
Elmasllari 2018b). The present paper posits that the root of the problem lies in the wrong or insufficient context and
requirements analysis. This, in turn, stems from using development methodologies that are not suitable for the
emergency response domain.

As a special characteristic of emergency response, we argued that the response effort is a complex, adaptive,
socio-technical system. A reductionist, top-down mindset and system architecture, as is typical from common IT
engineering, is counterproductive for this domain. A holistic approach which takes both social and technical parts
of the system into account was argued to be necessary.

This paper presented two such holistic approaches, which we have successfully used in designing for emergency
response and other complex systems. A variety of concrete methods and techniques were also presented together
with their drawbacks, our critique on them, and our experience on when and how they could be best used. Far from
being a detailed tutorial on any particular technique, this paper positions itself as a high-level analysis of the how,
when, why, and what approaches and methods to use when designing IT systems for emergency response.
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