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ABSTRACT 

To observe psychosocial effects of the Covid-19 pandemic on the population, multiple retrospective studies have 
been performed in Germany. However, this approach may lead to response bias regarding affective and cognitive 
processes as it fails to capture situations as they occur (‘in situ’). Identifying those situations in daily life where 
individuals are emotionally and cognitively affected by Covid-19 can provide valuable insights for mobile 
experience sampling method studies (MESM) that evaluate participants’ affective and cognitive processes. This 
study presents an MESM solution (a self-developed smartphone app and server backend) to detect Covid-19 
induced ‘in-situ frames’ which was successfully used in a long-term psychosocial study in Berlin (Germany) from 
November 2021 to January 2022. As highly sensitive personal data (e.g., emotional state, vaccination status and 
infection state, socio-demographics) have been collected, the solution places a strong emphasis on privacy, 
pseudo-anonymization, data-minimization, and security. To support long-time motivation for the participants, 
good usability and user experience containing gamification elements were also realized. The results indicate that 
Covid-19-related situations expressed by means of a high emotional risk perception could be identified even 
though participants located themselves in “rather Covid-19 free” private spaces.  
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INTRODUCTION 

The Covid-19 pandemic starting in early 2020 has created a multitude of challenges regarding health, social, 
economic, and political dimensions worldwide, and is continuing to exert psychological stress on large numbers 
of people. One aspect of public safety and security in our field of research is to study the impact of large-scale 
crisis situations – such as the Covid-19 pandemic1 – on the safety and health of the public in Germany, and how 
to mitigate negative impacts on individuals and society. 

Global health crises that pose an immediate threat to the public, such as the Covid-19 pandemic, exceed individual 
and societal resources. Besides physical consequences, they affect psychological well-being and constitute a 
mental stressor that needs to be countered by means of problem-oriented or emotion-oriented coping strategies 
(Lazarus & Folkman, 1984; López-Vázquez & Marván 2003). This study considers Covid-19, a catastrophic 
event, as a stressor that requires a response by the individual to cope with it. 

1 In Germany, Covid-19 is usually referred to as ‘coronavirus’ or ‘corona’. 
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The key research question during one of our research projects called “Psychosocial situation of the population 
during the corona pandemic” (LaBeCo) (funded by the German Federal Ministry of Education and Research) was 
to identify the intra-personal psychological impacts that Covid-19 exerts on individuals regarding their risk 
perception, especially when and how Covid-19 (coronavirus) affects the subjective feelings/emotions and 
reactions/behaviors of individuals during the pandemic in their day-to-day lives. 

Each time a situation or an action of an individual is directly (“must wear a face mask”) or indirectly (“listen to 
new pandemic developments on the news”) influenced by the Covid-19 pandemic, we call it a ‘Covid-19 relevant 
situation’ that spans a certain amount of time (called ‘in-situ frame’). Any given moment of the day at any given 
place could be a relevant in-situ frame. Depending on the situation and on psychological factors, an in-situ frame 
is perceived differently by various individuals (e.g., threatening situations versus non-threatening situations). 

Common research strategies use cross-sectional or longitudinal study designs (e.g., Glöckner et al., 2020, Dohle 
et al., 2020, and Hertwig et al., 2020) to measure risk perception and coping strategies within the population. 
These studies usually focus on (more or less) representative samplings and face the problem that respondents are 
asked to rate their experiences retrospectively. Risk perception in these studies appears as relatively stable, while 
previous MESM studies by the authors were able to show that risk perception depends to a great extent on a 
situational frame (Gerhold et al., 2020). 

A position paper published in March 2021 by 65 experts from the field of psychosocial crisis management (Hering 
et al., 2021) outlines the requirements that a psychosocial situation report (or situation picture) must include with 
regard to managing the challenges presented by this novel coronavirus. The authors state that “Psychosocial 
situation pictures must record the experience and behavior of the population or individual population groups and 
analyze risks, resources, needs and requirements so that concrete recommendations for action for interventions 
and, if necessary, supporting measures can be derived from them” (p. 2). Data on the psychosocial situation of the 
population should therefore be added to current situation reports emanating from the field of crisis management 
in the form of “information, figures, data and facts” (Hering et al., 2021).  

The approach presented in this contribution aims to offer a new type of data on the psychosocial situation that can 
support crisis management. In our study, we conducted a long-term smartphone-based survey derived from the 
mobile experience sampling method (MESM) from November 2021 to January 2022 in Germany (during the 
Delta wave and at the beginning of the Omicron wave) spanning multiple weeks to identify the impact of those 
Covid-19 induced ‘in-situ frames’ on the participants. For our study, it was important to gather as much unfiltered 
real-time data about participants’ feelings – i.e., the participants had to fill out short experience surveys during in-
situ frames answering varying questions regarding affective, cognitive, and conative processes. The information 
gathered in the survey can help to extend the overall psychosocial situation report and its dynamics as they play 
out among the German population, which in turn can be used to provide support to decision-makers on a local, 
regional, or federal level. 

Prior to conducting the field study, we designed and implemented the mobile experience sampling toolchain 
(algorithm, smartphone app, and server backend) addressing the following challenges: 

(1) Identify potentially Covid-19 induced ‘in-situ frames’ to trigger surveys to be sent to the participants at
the right moment.

(2) Allow a long-term study that can adapt within an ongoing and rapidly changing pandemic situation.
This includes (a) providing long term motivation for the participants, and (b) supporting the updating
of questionnaires to reflect the latest insights that may impact criteria for identifying Covid-19 induced
situations.

(3) Assure data protection and privacy due to collection of sensitive personal data.

In this paper we present our concept and implementation of a privacy-friendly MESM toolchain (smartphone app 
and server backend) for long-term surveys that can identify Covid-19 induced situations in order to provide 
matching surveys to these in-situ frames to the participants. The MESM toolchain was successfully used in a study 
carried out in Germany that served as a proof-of-concept, and findings from this innovative study will be presented 
in the evaluation chapter. 
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STATE OF THE ART AND RELATED WORK 

The mobile experience sampling method (MESM) is a digital adaption to the experience sampling method (ESM)2 
facilitating applications on mobile devices (such as smartphones). Smartphones are widely used in modern life 
and, acting as a daily digital companion, they are easily available at almost any given time in any place or situation. 
Push notifications on smartphones are a feasible way to gain users’ attention. With just a fingertip, the new piece 
of information is consumed, and responses can be produced at short notice. Conducting surveys for collecting 
multiple data points per day using a smartphone instead of pen and paper is easy and efficient and is an unobtrusive 
and low-cost effort to the daily routines of digital citizens. Combined with push notifications as a trigger, 
smartphone apps are a feasible instrument for performing in-situ studies, i.e., studies carried out in a real-life 
setting in contrast to studies undertaken in a laboratory setting. The noticeability and short reaction time is 
essential for collecting responses and reactions for situation-based affective and cognitive processes to track the 
thoughts, feelings, and behaviors of individuals (Karnowski et al., 2013; Restel et al., 2017). 

Over time, several smartphone-based MESM tools have been developed. An extract is depicted in Table 1 listing 
modern MESM apps (running on iOS and/or Android) that are still in use or under active development. An 
emphasis is placed on the license/pricing model, GDPR compliance (General Data Protection Regulation of the 
European Union), operating environment, as well as features like the trigger mechanism for new surveys, and 
whether and how long-term motivation is supported. The table also contains some commercial MESM tool 
providers, although our research project is mandated to use a free and/or open source solution. Of all the existing 
solutions, none were a fit for the requirements of our project, which is why a new solution was created. 

Table 1.  Overview of existing MESM tools 

License/ 
Pricing 

GDPR 
compliance 

Operating environment Trigger Long-term 
motivation 

AWARE 
Framework  

Open/ 
free Unknown Self-hosted Time-triggered No 

eMoodie Labs 2.0 
Closed/ 
unknown Unknown Public cloud Time-triggered Gamification 

Ethica 
Closed/ 
paid No Public cloud 

Mobile sensing, 
notifications No 

Experience 
Sampler 

Open/ 
free Yes Self-hosted Time-triggered No 

ExpiWell 
Closed/ 
paid Unknown Public cloud 

Time-triggered 
notifications 

Gamification, 
progress charts 

KoBoToolbox 
Open/ 
free Unknown Self-hosted Spatial-triggered No 

LifeData 
Closed/ 
paid Yes Public cloud 

Time-triggered 
(activation slots) No 

MetricWire 
Closed/ 
paid Yes Public cloud Mobile sensing No 

movisensXS 
Closed/ 
paid Yes Public cloud 

Mobile sensing, 
notifications Progress charts 

murmuras  
Closed/ 
free for education Yes Public cloud Mobile sensing No 

ohmage 
Open/ 
free Unknown 

Public cloud, 
Self-hosted 

Time-triggered, 
Spatial-triggered No 

PIEL Survey 
Closed/ 
free Yes 

Self-hosted 
(No server necessary) Time-triggered No 

Samply 
Closed/ 
free Unknown Public cloud 

Time-triggered 
notifications No 

Teamscope 
Closed/ 
paid Yes Public cloud Time-triggered No 

2 Experience sampling is sometimes called ecological momentary assessment (EMA). 
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PRIVACY-BY-DESIGN BASED DETECTION OF COVID-19 RELEVANT SITUATIONS 

Privacy-by-Design (PbD) is a well-known term in computer science and research, especially in software systems 
that process user information. It is characterized as more than just a way of maintaining security but rather as 
requiring systems and their components to minimize the amount of personal information processed (Schaar 2019; 
Langheinrich, 2001). This implies that personal data should only be clearly visible when essential. The amount of 
clearly visible data should be minimized and only be visible to whomever it concerns e.g., system components, 
system/application users, or operators. The principal idea of PbD is to integrate privacy preserving characteristics 
into the design and planning phases of system development. This approach is described as “taking proactive 
measures rather than reactive measures by designing the system architecture” (Cavoukian, 2019). 

Due to the sensitivity of the data collected in this study, PbD is fundamental, particularly when it comes to health-
related data that will be collected including the current health state of users, their friends or families as well as 
users’ vaccination status. The “7 Principles of Privacy-by-Design” (Cavoukian, 2019) is a guide for integrating 
privacy principles, encryption, and obfuscation into a system without losing functionality. Out of the principles 
presented in this guide, the following were most relevant for our approach: 

(1) Proactivity
Since the duration of the survey was only a couple of weeks with a single release build, all privacy
related issues had to be proactively solved pre-release rather than post-release within a single update
cycle.

(2) Privacy Embedded into Design
The system architecture is designed in such a way that all data are processed in the most privacy
preserving way possible by using end-to-end encryption of survey responses, obfuscation of data, and
anonymization and pseudonymization of users. Data are processed on the device and only uploaded to
servers fully encrypted and with the user’s consent.

(3) Full Functionality
Sensing of day-to-day activities of participants and Covid-19 relevant situations is addressed less
invasively by renouncing the use of location-based services.

(4) End-to-End Security
End-to-end security is deeply integrated into the data processing with predefined concept of rights and
roles enabled to either encrypt or decrypt data. Privacy preserved sensing of personal everyday
situations.

In-situational timeframes (‘in-situ frames’) 

As defined by basic PbD principles, sensing of people’s everyday situations had to be conducted in a 
data-friendly way. We therefore developed an algorithm within the app that is mainly responsible for 
how the survey functions. The requirements of the algorithm were defined as follows: 

• The application should wake up regularly in the ‘right’ situations, defined as situations that might be
Covid-19 relevant for a user. The decision as to whether a situation is Covid-19 relevant or not is left
completely up to the user.

• The application should not be annoying by randomly prompting too often, as this would lead users to
uninstall the app and stop participating in the survey. They should further be motivated to participate
on a regular basis.

• Situations missed by the mechanism should still be capturable individually by users.

• Because the survey is designed to accompany the participant over several weeks, users should be
motivated to fill out forms on a weekly basis.

In order to meet these requirements, the algorithm realizes in-situational timeframes (‘in-situ frames’) that are 
used by the mobile application aiming to capture as many responses as possible while the user is in a Covid-19 
relevant situation. The app uses these in-situ frames, realized by the algorithm, to autonomously wake up with a 
local push-notification prompt that requests the users’ attention to fill out a survey form regarding their current 
situation (see Figure 1). 
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Figure 1.  In-situ push notification 

Regarding the development of the algorithm, there was a design decision to be made as to whether to use active 
and regular location sensing to wake up the application, as well as whether to use a time-based approach. 

Renunciation of location-based services 

We decided to renounce location-based sensing while preserving full functionality for the following reasons: 

(1) Due to the requirements of data protection and with regard to the survey demand, asking someone to
use an app regularly over several weeks, we assume that active location sensing over a long period of
time is not beneficial for our approach. By deciding not to use location-based services, we aimed to
develop an application that establishes a privacy preserving behavior that is less intrusive regarding
privacy permissions on the app. This is intended to further rely on PbD principles and to increase
participants’ trust in the app as well as in the study. Recent research findings indicate that users are
more likely to uninstall an app or to not use an app if location-based services are integrated into it
(Poikela, 2020).

(2) Due to the nature of a pandemic as a worldwide spread of a virus, we concluded that Covid-19 relevant
situations might be found everywhere a person can be in his or her daily life and are thus not locally
restricted. We therefore refrained from using specific sites such as event locations, shopping malls, or
hotspots like train stations due to the all-encompassing characteristic of the pandemic. We preferred
instead to let users independently decide about relevancy by taking their current situation into
consideration rather than with the app using a location-based prompt.

We further decided that a location-based triggering of surveys by the app was not the right approach to detecting 
highly subjective and individual situations that are perceived as Covid-19 relevant by a participant over a long 
period of time. Our assumption may be clearer with an example: 

A participant may feel unsecure or uneasy while reading Covid-19-related news in an article, regardless of a 
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situationally very low risk of infection while being alone at home. However, the safe place at home might turn 
into somewhere perceived by the user as Covid-19 relevant when, for example, a visitor turns up or a plumber, 
who may be unvaccinated or untested, arrives without a mask. Both situations may be perceived completely 
differently by someone who is usually unafraid of the virus when alone or with close family at the same location. 

To still be able to capture multiple moments, we decided to use a time-based design to wake up the mobile 
application in semi-randomly selected in-situ timeframes (‘in-situ push’) as well as offering the possibility for a 
user to fill out a questionnaire as needed (‘in-situ pull’). 

Figure 2.  Scale answer format evaluating the current perceived danger of Covid-19 

‘In-situ push’ notification-based approach 

The in-situ push algorithm defines three ‘in-situ frames’ per day as the trigger to prompt a push notification to the 
user requesting answers for a survey form (see Figure 1). Each in-situ frame triggers at most once per day within 
a maximum timeframe from 0:00h to 23:59h. The hours are assigned by the algorithm to each in-situ frame 
initially on a random shuffle basis. This will result in the participant being prompted three times a day. Multiple 
prompts within one hour are prevented since the timeslots for the frames are chosen in such a way that they occur 
at least one hour apart. The in-situ frame has a span of five minutes. If the user reacts to the push notification 
prompt within the in-situ frame, he or she can fill out the prompted form to describe their current situation by 
responding to a range of questions (see Figure 2) and then sending the response to the server. Once this has been 
done, the current situation is considered as captured. A new trigger timeslot will then be assigned randomly to the 
frame for the next day. Reshuffling the timeslots for each in-situ frame after capturing a situation means that 
prompts do not appear every day at the same time but rather at varying times across different days. This 
functionality is expected to increase the chances of capturing multiple situations throughout the day without 
researchers knowing where a user is currently located. 

Prompting a notification cannot be muted within the app. Instead, the user is encouraged to adapt the timespan to 
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periods that are perceived by the user as individually appropriate (see Figure 3). The user always therefore has the 
choice to individually change the timespan that is used by the algorithm to assign random hours to the in-situ 
frames. The app provides settings for either decreasing the timespan to at least three hours or increasing it to a 
maximum of 24 hours. An active participant who recognizes several missed prompts within a day or who clearly 
sees the app always prompting at times when the user sees no Covid-19 relevancy at all may reduce and shift the 
timespan according to their individual lifestyle. For example, the possibility of being prompted by the app can be 
changed to a span between 7:00h to 16:00h, to not being notified at night but rather when travelling to work or 
school, or during working hours or while shopping. 

In-situ frames that are not reacted to by the user are not reshuffled and trigger every day at the same hour. This is 
intended as an intrinsic communication to the user. If the user recognizes multiple missed prompts over several 
days, he or she should feel motivated to adapt the timespans using the setting. Although this feature may benefit 
from further tweaking, our intention is to prevent the loss of data and increase the possibility of prompting the 
user according to the information the user gives to the algorithm. 

Figure 3.  Settings to increase or decrease the timespan in which in-situ frames are defined 

‘In-situ pull’ affordance-based approach 

Although the user is prompted multiple times per day, it must be considered that not all situations might be 
autonomously capturable via this technical mechanism. Further, we expect interesting situations as likely to occur 
spontaneously. We therefore provide the users with the ability to open a form whenever they want (‘in-situ pull’), 
enabling them to describe the situation they are currently in without being prompted by the ‘in-situ frame’ 
algorithm. The situational questionnaire form that is then opened by the app is the same as the form presented in 
an ‘in-situ push’ situation except for one additional answer, giving the user the possibility to explain why he or 
she wants to fill out a form (see Figure 4). 
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Figure 4.  Users may open three different questionnaires regarding personal information, situational 
information and weekly contributions 

‘Weekly push’ notification-based approach 

Since the survey is designed as a long-turn study that accompanies the participant over several weeks, the user 
will be nudged once a week with a ‘weekly prompt’. This prompt opens a weekly specific form that gives the user 
the chance to answer health-related questions as well as measures taken by describing the last week. The user was 
prompted with different forms each week after the initial week. These forms support dynamic content and can be 
used to re-evaluate the personal perception of the pandemic based on answers given in previous weeks as well as 
updates the participants provide about their own state of health. For example, if a user is asked to cite measures 
that could be helpful in containing the pandemic, a predefined selection of choices can be adapted with a user-
generated response. This response can be re-evaluated in the following weeks (see Figures 4 and 5). 
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Figure 5.  Weekly question asking users to evaluate their own measures against Covid-19 

Motivation and feedback using gamification tools like progress bars 

Because this research has been conducted as a long-term study with participants actively using an app over a long 
period, we see the need to implement a feedback mechanism related to the given responses over the course of the 
study to maintain motivation. The app therefore integrates an incentive system implemented as circular progress 
bars. Similar to closing circles based on activities done by wearables such as the Apple Watch, each time a user 
fills in a form and sends it back to the server, the specific circular progress bar grows until the circle is closed. As 
a visual mapping for in-situ framing, with weekly and personal questionnaires each having their own progress bar 
and thus their own circle to close, the colors of the circles match those of the forms shown below (see Figure 6). 
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Figure 6.  The circular progress bars show users how much they have already contributed to the study 

PRIVACY PRESERVING DATA OBFUSCATION 

A basic concept underlying Privacy-by-Design principles of this survey is the definition of the roles of those 
taking part in the end-to-end system architecture. Each of these roles is accompanied by various rights and 
obligations. The roles correspond to the participants of the study (or app users), the operators of the survey 
ecosystem (i.e., backend services) or the data analyst who is conducting the survey. We therefore defined the 
following three personas: app user, data host, and data analyst. Based on each role, who creates, reads or 
manipulates data can be defined, as well as with regard to whom the data should be obfuscated (see Table 2). 

Table 2.  Data obfuscation scheme 

App User Data Host Data Analyst 

Personal Data 

Survey responses 

Personal information 

Health state 

Vaccination status 

Create 

Read 

Manipulate 

Obfuscated Read 

Device 
Pseudonym 

Device identifier 

Create 

Read Read Obfuscated 

User Pseudonym 

User identifier Create Obfuscated Read 
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App user (survey participant) 

The app user (survey participant) is entitled to provide personal information such as age, proficiency, income, 
current health state as well as current Covid-19 vaccination status and infection state. Participants are also 
requested to continuously provide survey responses by filling out questionnaires. Health state and vaccination 
status, for instance, are queried on a weekly basis. Once the mobile application has been initially installed, a 
unique user identifier (UserId) and an unequal unique device identifier (DeviceId) is created. Neither of these can 
be manipulated by the participant. Only the DeviceId is visible to the participant. Each time a participant completes 
a questionnaire, the UserId is attached to the response and encrypted within an encryption envelope. The DeviceId 
is openly attached to the envelope and sent as one blob to the data host. Encryption of personal information and 
user identification anonymizes the participant with regard to the data host. The device identifier acts as a 
pseudonym linked to the anonymous data provided to the data host. 

Data host 

The data host is entitled to receive and store anonymized data sent by participants. To successfully and correctly 
aggregate data that is received over multiple weeks by several participants, the DeviceId is used as a pseudonym 
for each participant. This distinguishes the anonymized participants and aggregates and stores their data 
accordingly. The data host can neither read the UserId nor the personal information since these are encrypted 
within the encryption envelope. The pseudonym is further used to comply with deletion requests by participants, 
in accordance with current General Data Protection Regulation (GDPR) requirements. Without the need to gain 
access to personal information, a data host can remove user-related information upon request using the provided 
DeviceId as reference to the data that has to be deleted. 

Data analyst 

The data analyst receives the encrypted responses from the data host excluding the DeviceId. While the data 
analyst is entitled to gain access to the UserId and survey responses within the encrypted data, a one-to-one relation 
between a specific device and captured personal information is impossible. Hence, devices used by the participants 
to send data are obfuscated. The readable UserId, however, will be used as a pseudonym in order to aggregate 
responses to one participant. It should also be mentioned that the data analyst is the holder of the private key that 
is integrated into the app. This ensures integrity since only matching public keys can participate in the survey. 

ASSYMETRIC KEY ENCRYPTION FOR DATA OBFUSCATION 

To achieve the obfuscation of data between all participating system entities as well as to undertake information 
exchange within the framework of perfect forward security (Cremers & Feltz, 2011), the communication 
architecture implements an asymmetric key encryption scheme to protect the highly sensitive data against 
malicious users or attackers (see Figure 7).  

Here the data analyst generates a unique public/private ED25519 keypair which conforms to the EDSA (Edwards 
Digital Signature Algorithm) signature algorithm (Brendel et al., 2021) as a preparatory step. The public key is 
integrated into the app before the survey is started to confirm mutual acceptance between each user and data 
analyst.  

Whenever the user finishes a questionnaire, the answers and the UserID are encrypted within a response package. 
To encrypt the package, the public key – converted into an X25519 key (based on ECDH, or Elliptic Curve Diffie–
Hellman key agreement protocol) – and a session-based ephemeral key are used simultaneously for the encryption 
(Haakegaard & Lang, 2015). Further, the ephemeral key that has previously been used to encrypt the package will 
also be encrypted with the X25519 public key. Because the ephemeral key is generated each time a response has 
to be sent, it serves as a session-based shared secret between app user and data analyst. Both – the encrypted 
ephemeral key and the encrypted response – are then wrapped into an encryption envelope. The envelope and the 
visible DeviceId are sent to the data host which, without having the private key from the data analyst, is unable to 
extract sensitive information. The data is therefore obfuscated. 
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As soon as the data analyst receives the data from the host, the personal private key and the encrypted ephemeral 
key are used in combination to recreate the session key. This key is then used to decrypt the users’ responses and 
the UserID for further processing and analysis. 

Figure 7.  Shared-secret encryption scheme 

STUDY DESIGN AND EVALUATION 

As part of our research project “Psychosocial situation of the population during the corona pandemic” (LaBeCo) 
funded by the Federal Ministry of Education and Research in Germany, the implemented MESM smartphone app 
was used to carry out a long-term MESM study in Germany during Nov 2021 – Jan 2022. A preliminary study 
was also carried out in July 2021. Participants were recruited among students from various universities in and 
around Berlin. The field study was not incentivized, i.e., no money or other forms of compensation were given to 
the participants. Participants took part in the study by downloading the app after following a link (also provided 
as a QR code). Upon first start of the app (onboarding process), the license agreement and user consent needed to 
be accepted, and a tutorial about how to use the app was presented. After that, each participant filled out and 
entered a one-time personal questionnaire to establish a baseline. Each week, a ‘weekly questionnaire’ also had 
to be filled out. In this contribution we will focus on the in-situ surveys that were pushed to the participants three 
times a day. Additionally, surveys were actively triggered by the participants at any time (‘pull survey’), for 
example if a participant missed a push notification by more than 60 minutes, or because the participant wanted to 
report a relevant situation. In total, 243 in-situ surveys were answered by 20 participants (pushed: 95, pulled: 148) 
from 29 November 2021 to 14 January 2022. The average number of days of participation is 7.4, whereas the 
median is 3.5. The min-max distance ranges from 1 to 36 days. Figure 8 shows the dropout rate and number of 
completed in-situ questionnaires averaged over all participants per day. On day 1, 20 respondents started and after 
4 days 50% had dropped out. From day 27 onwards, only one person was still contributing to the survey. In the 
second graph, the average number of in-situ questionnaires filled out is about 1.5 to 2.5 per day, whereas the share 
of pulled questionnaires exceeds those of pushed ones on most days (it should be noted that from day 27, the mean 
is equal to the total number of completed in-situ questionnaires as only one person was still participating). In-situ 
surveys took little time to fill out (1-3 minutes). For most questions, a Likert scale from 1 to 7 needed to be 
answered. Depending on a previous answer, follow-up questions were sometimes asked (‘skip logic’). The in-situ 
survey asked for data about objective context (e.g., “where are you right now?”, “how many (un)known people 
are around you?”, “what percentage of people around you are wearing face masks?”) as well as intra-personal 
affective and cognitive questions (e.g., “The coronavirus worries me right now.”, “Right now, I’m afraid of 
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contracting the coronavirus.”). 

Figure 8.  Dropout rate and number of completed in-situ questionnaires 

General Observations 

In the following remarks we present our general observations from the study, followed by a section that addresses 
those ‘in-situ frames’ that were especially relevant for our research. 

The surveys were answered based on time-triggered notifications (‘push’) within a timeframe of 5 minutes after 
receiving a push notification, as well as participant-triggered surveys at any time (‘pull’). When actively initiating 
a pull survey, participants needed to give a reason for initiating the survey (see Figure 9).  
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Figure 9. Reasons for actively answering a pull survey 

During our analysis of the specific behavioral patterns for risk perception, we also delve into the cognitive and 
emotional dimensions, because “Risk perception cannot be considered without the cognitive and emotional 
dimension; that is, the individual and social assessment of the dangerous object which determines each person’s 
approach to risk” (López-Vázquez & Marván, 2003, p. 62). While the cognitive items asked respondents to give 
a personal rating of the likelihood of contracting Covid-19, the affective item focused on fear and general concerns 
(Krasman et al., 2014; Sjöberg, 2000; Yildirim & Güler, 2020). Therefore, within our MESM approach three 
aspects were addressed in detail: being worried (affective dimension on the general level), being afraid of 
contracting (affective dimension on a personal level), and the perceived likelihood of contracting (cognitive 
dimension on a personal level) the coronavirus. 

The question “The coronavirus worries me right now” is a key one regarding affective risk perception, as it 
identifies the current state of mind of the participant. Whenever a participant answered “5 - Rather true”, “6 - 
True”, or “7 - Completely true”, the current situation was interpreted as ‘Covid-19 induced’, and therefore an ‘in-
situ frame’ is met (see Figure 10). Around 46% of all answers refer to the respondent being in a ‘Covid-19 relevant 
situation’.  
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Figure 10.  Affective risk perception: worrying about the coronavirus in the current situation 

Complementary to this, participants also answered “Right now I’m afraid of contracting the coronavirus” in the 
given situation (see Figure 11). Despite only 11.5% of all answers showing that participants are afraid of 
contracting the virus, 40% were still generally worried about Covid-19 in that situation (see Figure 10 and 11).  

Figure 11.  Affective risk perception: being afraid of contracting the coronavirus in the current situation 
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Another survey question asked “How likely do you think you are to contract the coronavirus right now?”. To 
answer this, participants needed to actively process (“think about”) that question, thus multiple factors were put 
into consideration other than feelings. As shown in Figure 12, only 5% of the answers indicate a (rather) likely 
chance of an infection.  

 Figure 12.  Cognitive risk perception 

To identify the context of risk perception, participants were also asked about their current location gathered in 
private spaces (at home, in the own car, or visiting family or friends) and public spaces (e.g., outside, public 
transport, hospital, restaurant). As shown in Figure 13, participants were in a private space roughly 73% of the 
time while taking the survey. 

Figure 13.  Current location of the participants 
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Observations on ‘in-situ frames’ 

It is not the aim of this contribution to deep-dive into the psychosocial analysis of the collected survey data itself, 
but rather to evaluate the feasibility of our approach to identifying Covid-19 relevant situations by means of ‘in-
situ frames’. Figure 14 therefore depicts the confidence intervals of participants’ risk perception depending on 
their current location while taking a survey (‘private space’ and ‘public space’). Private spaces are interpreted as 
“safe” places (i.e., much less perceived risk of contracting the virus) than are public spaces (e.g., being in contact 
with unknown people). Cognitive risk perception for private spaces is M = 1.99 (SD = 1.10) of 7 on average on 
the Likert scale in contrast to M = 3.52 (SD = 1.28) for public spaces. Being afraid of contracting the virus shows 
a similar pattern compared to the cognitive component with respect both to private space (M = 2.02, SD = 1.27) 
and to public space (M = 3.58, SD = 1.58). Yet the overall affective feeling of being worried by the virus itself is 
definitively present even for private “safe/secure” spaces; this element of affective risk perception between private 
space (M = 3.40, SD = 1.66) and public space (M = 4.03, SD = 0.38) varies only slightly. 

Being able to measure affective risk perception (as the state of ‘being worried’), even while dwelling in a private 
space, is a good indicator that our approach to MESM is indeed a feasible solution for recognizing and tracking 
the targeted in-situ frames. In contrast to a different approach that would have only triggered a new survey while 
users were moving through or remaining in public spaces, our approach gathered 56% more results by collecting 
surveys in “at home” situations. 

 Figure 14.  Covid-19 relevant situations in public and private spaces 

Personal concern (i.e., the perceived likelihood and fear of being concerned) can be explained by various factors 
such as individual heuristics and mental representations resulting from knowledge about the subject, by 
characteristics of the cognitive and motivational system, and by the social reality in which a person lives (cf. the 
fundamental work of Jungermann & Slovic, 1993 and Slovic et al., 2000). The social level of risk perception, on 
the other hand, is rather an expression of a normative negotiation by different actors of what is considered 
acceptable or unacceptable in a social value system and which, in turn, is perceived as sufficiently relevant with 
respect to limited available cognitive resources (Gerhold, 2011). This effect supports our observation that “being 
worried about” might not be linked to the space a participant is currently occupying (“safe” private space vs 
“unsafe” public space). 
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CHALLENGES AND LIMITATIONS 

The evaluation from the field study shows that our approach of an MESM solution to capture Covid-19 relevant 
situations with in-situ frames produces feasible results, so the proof-of-concept has been provided. Even though 
various challenges had to be addressed, our solution still shows limitations that are discussed in this chapter. 

Challenges 

Due to the dynamic and uncertain nature of the Covid-19 pandemic and its changing effects on people’s 
psychosocial responses, the MESM solution needed to be designed, built, and tested in a short period of time in 
order to start the field study as early as possible, while incorporating new developments such as changes in 
vaccination status, new virus variants, and evolving regulations. Several challenges on the technical, 
methodological, and organizational level had to be overcome. After identifying a methodology governing how to 
identify in-situ frames, the timeframe itself needed to be defined, so that it still is ‘in the situation itself’ (thus ‘in-
situ’) on the one hand, but sufficiently broad so that relevant situations are not missed by the participants. We set 
this timeframe size to 5 minutes and introduced the pull mechanism, so that participants were able to actively 
trigger surveys on demand. 

To reduce technological uncertainties, it was decided to (re)use an existing open source framework – 
‘ResearchKit’ 3– that is only provided for iOS devices, to integrate all types of questionnaires and survey elements 
required to collect data. However, the source code of the framework had to be extended by us to circumvent 
limitations and even some inaccuracies. Finally, to design and implement the highly sophisticated encryption 
system adhering to data safety and data protection regulations by developing a Privacy-by-Design approach was 
a challenging and time-consuming task. We incorporated numerous elements from data minimization, data 
obfuscation, message encryption, channel encryption, and strict separation of concern between the different 
roles/actors present while producing, transmitting, processing, and analyzing the data. 

Limitations 

This section provides an overview of the current limitations of our solution. The current technical implementation 
of the MESM solution has been successfully deployed and used during the field study. Yet it has not reached a 
sufficient level of technical readiness to be termed a product. In designing the study, demographics could not be 
completely taken into consideration since the study was a ‘first approach’. We were limited in (a) the user numbers 
due to our survey only being supported by iOS as a smartphone platform, (b) the locality by only having 
participants in/around Berlin, and (c) mostly participants having an academic background took part. While those 
(deliberate) limitations do not constitute a fully representative socio-demographic, it was a valid approach for 
testing our hypotheses. 

Further, we observed a rising dropout rate after the first week. During the specification step of our methodology, 
multiple features were designed that have not yet been implemented. Our MESM solution currently only supports 
one study at a time and is only available in German. The direct creation and management of studies by non-
technical staff is envisioned, but has not yet been fully put into place. Finally, updates of surveys/questionnaires 
during the course of a long-term study are not yet implemented, for instance to reflect new developments during 
a pandemic but postponed to future work.  

CONCLUSION AND OUTLOOK 

In this paper we presented a Privacy-by-Design based MESM smartphone application used to conduct Covid-19 
research. In detail, we conducted a survey aiming to investigate the psychological effects of the pandemic on 
people in Germany using the MESM application we developed. Our approach shows how users can be equipped 
with a survey app that is sensitive to their daily lives, detects Covid-19 relevant situations, and collects data in a 
privacy preserving way without using location-based services. The created algorithms suggest that it is possible 
to measure affective and cognitive risk perception regarding the Covid-19 pandemic while the surveyed 
participant is in a private space. Using strong privacy preservation and perfect forward security we achieved a 
Privacy-by-Design system architecture without restricting functionality. The findings presented in this paper show 

3 ResearchKit is an open source framework introduced by Apple Inc. (http://researchkit.org) 
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that our method is an innovative way to conduct research into risk perception in the Covid-19 pandemic. 

Our MESM solution is a valuable data provider for situation reports and may help decision-makers 
and crisis management professionals to gain greater understanding of the effects of politics, measures 
and Covid-19-related effects on individuals and their perceptions and behaviors. Regarding the 
presented results it should be mentioned that cognitive and affective risk perception is always highly 
situational. Its salience should always be subject to discussion, especially in research. However, the 
results conducted by our MESM tool can be viewed at least as a significant extension to other data 
such as retrospectively collected survey data on larger populations. People do not perceive a high 
risk of contracting an infection or are more afraid in general. Perception itself and fear generally 
depend on rather specific situations. These situations can be detected, analyzed for alternative 
reactions, and used for improved crisis management.  

The presented solution further represents a proof-of-concept for the proposed methodology for 
conducting MESM-based psychosocial studies incorporating in-situ frames. However, the 
implemented smartphone app is currently limited to the iOS platform and only supports one survey 
at a time. As a future task, we intend to enhance our solution to make it a more scalable approach. 
This includes extending the solution to the Android platform and introducing multiple languages. We 
further aim to make the survey more dynamic by making it possible to update, change or introduce 
new questions within the survey at runtime. This will enable data analysts to adapt the content and 
react to changes in the real world without an update cycle of the app needing to be performed. The 
modularity of our system architecture enables our solution to be seamlessly integrated into existing 
widely used apps in the field of public safety (e.g., so that it can be integrated into an official Covid-
19 app or public warning app) to expand the range of potential users further. Also, supporting 
multiple studies at a time are planned that are being created and managed by researchers on their 
own (instead of technical experts). Finally, in future projects we plan to extend the MESM 
methodology and app itself to psychosocial studies and public safety studies other than those that are 
exclusively related to the Covid-19 pandemic. Those studies could include analyzing long-running 
and enduring crises as well as comparative studies undertaken across multiple cultures, countries, 
and languages. 

In summary, the Privacy-by-Design based MESM survey represents a valuable tool for creating a psychosocial 
situation picture of the population within a pandemic. It can be expected that a knowledge base created by our 
tool may help decision-makers in crisis management by leading them to a more detailed understanding of various 
situations in the public realm as well as bolstering their strategic decisions. 
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