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ABSTRACT 

Mass incidents represent a global problem, putting potential threats to public safety. Due to the complexity and 
uncertainties of mass incidents, law enforcement agencies lack analytical models and structured processes for 
anticipating potential threats. To address such challenge, this paper presents a threat analysis framework 
combining the scenario analysis method and Bayesian network (BN) reasoning. Based on a case library of mass 
incidents in China, a BN capturing the interaction of twelve key factors in mass incidents is developed, where 
the network structure is determined by data and expert knowledge. The model is compared with two base-line 
BN models (use only expert knowledge or data) and a logistic regression model, proving to be the most robust. 
Using sensitivity analysis, we further identify a more critical subset of those threat-predicting factors. Finally, 
we present a case study to demonstrate how to apply the proposed framework to assessing the threat of ongoing 
mass incidents. 

Keywords 
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INTRODUCTION 

Mass incidents refer to a group of people coming together for a common purpose of requesting actions from 
authorities (Shao, 2016).  Examples are demonstrations, protests, strikes, or petitions for government actions. 
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Depending on the degree of social harm, a mass incident can be categorized as unusual major, major, large or 
general. Conflicts of economic, social, and political interests are the main reasons triggering mass incidents 
(Wei et al., 2014). Although the majority of the mass protests are peaceful gatherings at their initiation, some of 
them may evolve into advocating criminal activities (such as riots) and create significant public security threats 
(Wood, 2014). The transition from peaceful gatherings to violent states is hardly predictable and contingent 
upon many known and unknown factors. Traditional police responses were typically based on experiences and 
passive reactions to threatening events, and they were not effective for mass protest events. The threat-minded 
policy strategies tend to lead to militarized police action and pre-emptive policing, which have been observed in 
the US (Starr, Fernandez and Scholl, 2011), Canada  (Rafail, 2010), and China (Tong and Lei, 2010).  Recently, 
law enforcement officials have developed many innovations and strategies for preventing disruptive and violent 
protests. One of them is Intelligence-Led Policing (Ratcliffe, 2008), which emphasizes the use of information 
and intelligence operation on threat and risk assessments and aids law enforcement agencies in identifying 
threats and developing responses to prevent or reduce those threats. 

Effective threat assessment provides decision-makers with a picture of the situation including the nature, extent, 
and trends of the problems, allowing them to create response plans with priorities and resource commitments 
(De Lint and Hall, 2009). Preparing for contingencies in mass incidents requires a good understanding of the 
patterns and evolutions of those incidents and what factors influence the processes. Wood, et al (2014) found 
that (1) top three of the threat-predicting variables are the most significant: protest size, the use of 
confrontational tactics, and advocating radical goals; (2) events that include confrontational tactics are seven 
times more likely to result in violence; and (3) if the size of the protest increases by one standard deviation, the 
level of police presence needs to be 54 percent greater. Similarly, events that include radical goals are almost 
twice as likely to result in violent behaviors. Although these findings are insightful for typical crime scenarios, 
mass incidents have much more complexity and we are still far from being able to characterize the process of 
evolution of mass incidents. 

Assessing threats for mass incidents is inherently challenging for several reasons. First, there exist great 
uncertainty and complexity of group behaviors that we have limited methods to model and predict. Second, 
mass incidents involve risk factors (like the number of participants and the extent of violence) that are 
unforeseeable at the incident preparedness stage. This leads to great difficulty in anticipating the evolution of an 
incident. Typically, a threat evaluation involves two tasks (Vellani, 2014): (1) an analysis of past performance, 
and (2) an analysis of ongoing organizing. Both of these tasks are difficult for mass incidents.  While it is 
relatively easy to evaluate police records for individuals, mass incidents are usually organized by networks of 
individuals and small groups, as well as large formal organizations from various towns and cities.  This creates 
difficulties in deciding whose past records and performance are to be evaluated. It is even more difficult to 
analyze ongoing organizing, because a mass incident tends to have multiple events and sites that are impossible 
to observe and monitor. Although studies from sociology and social psychology have revealed some of the 
important factors that contribute to threat of mass protests (Tong and Lei, 2010; Qiu et al., 2015; Huang et al., 
2017; Xiao, 2014; Wei et al., 2014; Lee and Zhang, 2013; Shao, 2016), their methods are primarily based on 
survey and regression analysis. For example, Earl et al. (2003) used multinomial logistic regression analysis to 
explain policy actions in 1905 events happened in New York. Such methods can be useful for explaining 
incidents of the past, but they are not feasible for assessing the threats of ongoing incidents. An alternative 
paradigm for modeling threat of mass incidents is to use past cases as a rich knowledge source that informs the 
reasoning of threats in the current incident based on the anticipation of possible future scenarios. Combining an 
analysis of “past activity” records of incidents with intelligence gathering or current organizing, threat 
assessment does not have to go with “one size fits all” approach (Wood, 2014).  This is the direction that our 
work is designed to explore. 

This paper constructs a Bayesian Network for Scenario Generation (BNSG) framework to assess the threat of an 
ongoing event. The framework can generate possible scenarios of a mass incident given partial knowledge of 
what has happened. An important resource for our study is the availability of a digitally curated library of 3394 
mass incidents in China from 1998 to 2016 collected from news sources (Huang et al., 2017). To configure and 
train a reliable Bayesian Network based on the K2 algorithm (Cooper and Herskovits, 1992), we applied a 
structure learning method that combines domain knowledge and observations from a case library. The domain 
knowledge is determined by interviewing public safety experts using the interpretive structural modeling (ISM) 
method (Warfield, 1974). We evaluate our K2-ISM-BN model using a test set of mass incident cases and 
compare the results with three other models (including the logistic regression (LR), a BN learned only by 
domain knowledge (BN-ISM), and a BN learned only by training data (BN-TAN)). The result shows that K2-
ISM-BN is the most robust one. Using sensitivity analysis and critical node analysis on our BN, we further 
identify a subset of those threat-predicting factors as more critical than others. Finally, we present a case study 
to demonstrate how our model can be used to generate future scenarios as the basis for assessing the threat of an 
ongoing mass incident. 
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PROBLEM FORMULATION 

We take the perspective that a protest is a process that tends to develop over social space and time from a small-
scale, peaceful demonstration into a larger crowd of participants and further into possible disturbance and riots 
behavior (Wood, 2014).  An example is the large-scale mass incident in Dongzhou village, Shanwei County of 
Guangdong Province, China (Tong and Lei, 2010).  

The electricity plant built in 2002 occupied a large land area in Dongzhou village. The villagers believed that they were not 
properly compensated and protested. After receiving no satisfactory response, they started to build sheds outside the factory and 
attempted to stop the construction. The arrest of three villagers in the effort to demolish the sheds escalated the protest and the rank 
of protestors soared to several thousand. Armed police were dispatched. Tear gas was used to dispel the crowd and the riot became 
violent in December 2006. There were explosions and the major part of the plant was blown away. 

This incident shows that the development of the mass incident may cause a ‘chain reaction’, which will 
probably trigger the incident to develop into a more serious crisis (Wei et al., 2014). We define threat analysis 
on mass incidents as the problem of generating future scenarios that simulate the possible development of an 
ongoing incident from its current state to sometime in the future (Tucker, 1999). 

Suppose that each mass incident Ø can be characterized by a set of attributes {Aj} where j=1, 2, …, n.  At any 
moment t, we assume that we have a library of cases as records of past incidents Ψt ={ Øi}, where i=1, 2, …, m.  
In the meantime, we suppose that there is an ongoing incident φ, that was started at a time before t and is still 
developing. We use φt = {Aj}t to represent the current state of the incident. Then, a threat analysis is to predict 
φt1, the state of the indent φ at a future time t1, based on what we know at time t, thus, Ψt and φt. 

METHODOLOGY 

We follow a scenario-based approach (Punjabi, 2005) to develop a framework for assessing the threat of mass 
incidents. Scenarios are plausible, consistent and coherent descriptions of the different possible future 
development of situation (Comes and Hiete, 2009). This approach fits especially the situations where the 
prediction of the future state of an event faces a great amount of uncertainty. 

Typically, a scenario-based approach involves three main steps (Punjabi, 2005): (1) identify the driving forces 
that affect the system; (2) divide the driving forces into possible trends and uncertain elements; (3) develop 
scenarios based on uncertain elements and their possible consequences. We extend this approach by the use of 
Bayesian Network (BN) for knowledge representation and reasoning. BN is a probabilistic graphical model 
(PGM) that is able to reason under uncertainty and has the unique capacity to represent knowledge of causal 
relationships among a set of variables. The result is a structured framework specialized for threat assessment. 
We refer to this framework as BNSG (Bayesian Network for Scenario Generation). The general idea of this 
framework is to use a multi-layered Bayesian network to capture the identified driving forces (or key elements) 
of mass incidents as the input variables, configure the topological structure of the BN to represent the causal 
relationships among those key elements through training the BN with expert knowledge and data, and finally 
use the BN to reason about the future states of an ongoing mass incident. 

 
Figure 1: The Process Flow of Scenario-based BN Reasoning 
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Using the BNSG framework for threat assessment involves three phases of activities (as illustrated in Figure 1): 
In Phase Ι, we use a BN to capture the identified driving forces of mass incidents as the input variables and 
assign the input variables with different states. In Phase Ⅱ, in order to identify interactions among different 
variables, we construct the BN model, where the structure is learned with the K2 algorithm combining the 
domain knowledge and historical cases, and parameters are obtained using the MAP algorithm. In Phase Ⅲ, 
based on BN reasoning, we get the subset of threat-predicting factors and assess the threats of ongoing mass 
incidents. The specific methods to implement this process will be described in detail below. 

[Phase Ι] Identify the driving forces that influence the development of mass incidents, and represent them as 
Bayesian Network variables. 

This is accomplished by a deep analysis of the domain of mass incidents to understand the key social, 
organizational, environmental, economic, and psychological factors that play roles in the evolution of mass 
incidents. The literature on mass incidents research recognizes four types of factors: background factors, 
organization factors, process factors and result factors. Background factors describe the formation environment 
of mass incidents, including the class of trigger events (Shao, 2016), the location, and the object of protest 
(Xiao, 2014). Organization factors refer to the organizational elements of people in the fermentation period of 
mass incidents, including the scene (Chen, Hong and Zhang, 2015), relationship (Pruitt, Kim and Rubine, 
2004), and organization (Yu, 2006). Process factors mean the scale and violence extent of people and police 
disposal measures during the development period, including the participant number, violence extent of group 
behaviors, the police number, and the police strategy (Martin, McCarthy and McPhail, 2009)(Skolnick, 
2010)(Wood, 2014). Result factors mean the duration and casualties of mass incidents, including the duration 
and casualties.  Although literature can suggest what key factors should be included in our BN model, we must 
also find out what values can be assigned to each variable. We answer the BN variable value assignment 
question by manually coding records of historical incidents. This process involves interpretive analysis of all 
possible states of those BN variables to discover a reasonable coding scheme to tag observations in the data.  
This process is guided by the Grounded Theory (Glaser, 1978). 

[Phase Ⅱ] Develop an influence diagram that captures the knowledge of how those key factors interact and 
represent such knowledge as a probabilistic directed graph of BN variables.  

Bayesian networks have two main inference processes, structure learning, and parameter learning. 

Step 1: Structure learning 

In order to learn the BN structure from data, we adopt the K2 algorithm (Cooper and Herskovits, 1992) which is 
the most impactful algorithm that can heuristically search for the most probable belief-network structure given a 
database of cases. Without any other knowledge, a search algorithm has to do an exhaustive search on all 
possible links of a complete graph structure, which turns out to be computationally intractable (Amirkhani and 
Rahmati, 2015). To reduce the computational complexity, the K2 algorithm adds two auxiliary messages to limit 
its search space, the ordering information and the maximum number of parent nodes. The ordering information 
is applied by choosing the parents of the node only form those nodes that precede in the input order. The 
information about the maximum number of parent nodes is used to restrict the maximum number of incoming 
connections to a node.  

The K2 algorithm is highly sensitive to the input order.  To obtain a rational ordering of BN variables, we use 
the interpretive structural modeling (ISM) method (Warfield, 1974) to transform unclear mental models of a 
system into visible hierarchal models. ISM is a process that turns knowledge about a series of one-to-one 
relationships among all elements into a hierarchal model. Specifically, in our study, ISM can help to decompose 
the complex relationships among BN variables into the ordering information and the max number of parent 
nodes in the network. In order to confirm that BN-K2-ISM model is a better choice over other alternatives, we 
compare the results with three other models, the logistic regression (LR), a BN learned only by domain 
knowledge from ISM model (BN-ISM), and a BN learned only by training data using TAN algorithm (BN-
TAN). 

Step 2: Parameter learning 

BN parameters are the set of probability distributions associated with each variable. For discrete variables, the 
probability distribution is described by a conditional probability table (CPT) that contains the probability of each 
value of the variable given each instantiation of its parent values. We use the MAP (maximum a posteriori) 
(Zhou, Fenton and Zhu, 2016) to determine these parameters using the Maximum Likelihood Estimate (MLE). 

[Phase Ⅲ] Scenarios analysis and reasoning to anticipate possible consequences of policing strategies. 

This involves evaluating the effects of different process parameters on the results and generating possible future 
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scenarios for an ongoing mass incident. In our study, BN reasoning is used to answer two questions:  

(1) What variables are more important to mass incidents threats? we use sensitivity analysis to identify the 
highly sensitive parameters that affect the reasoning results more significantly. 

(2) How can we assess the threat of an ongoing mass incident and provide advice to the government? We 
set some variables that are already certain in an ongoing mass incidents as evidence, and generate the 
posterior probability distributions of other uncertain variables, based on which we can assess the threat 
of consequence. Over the course of the development of a mass incident,  new observations or evidence 
appears and the posterior probability distributions of the BN representation is updated accordingly.  
This allows us to ask “what-if” questions on the potential effects of alternative policing strategies and 
help police make the best decision under the current situation. 

MODELING THREATS OF MASS INCIDENTS IN CHINA 

In this section, we will apply the BNSG framework to construct a BN network model of mass incidents using 
historical records of 3394 mass incidents in China from 1998 to 2016 (Huang et al., 2017).   

Phase I: Identify BN variables 

We analyzed the literature of mass incidents in both English and Chinese journals and conferences and 
identified 12 factors that that play critical roles in the evolution process of mass incidents. These factors are 
captured as 12 BN variables (the second column in Table 1). In the previous study, we organized 3394 mass 
incidents in China from 1998 to 2016 (Huang et al., 2017). Then we need to code this case library with the 12 
BN variables and their discrete states, which is guided by the Grounded Theory (Glaser, 1978). The Grounded 
Theory is an inductive methodology for discovering themes or categories through qualitative analysis. We 
recruited 20 coders, who are graduate students with some understanding of emergency management. The 20 
coders randomly selected 10 cases of our data and independently labeled each one. Then, the coders discussed 
the states of variables they generated and agreed on an assignment rule. This rule is used by all the coders in 
labeling the remaining 3194 cases. Finally, another independent coder sampled and reviewed the coding. At last, 
all 3394 cases were coded. The 12 variables and their states are briefly shown in Table 1. 

 

Table 1.  States of BN variables Set 
Type BN variables States of variables 
Background 
factors 

Class of trigger events(C1) s1 Land dispute; s2 Project dispute; s3 Chenguan (city management 
officials); s4 Law-enforcement dispute (expect for those caused by 
Chengguan); s5 Accident; s6 Business issue; s7 Property dispute; s8 Local 
governance; s9 Labor dispute; s10 Industrial action (like taxi strikes and 
veterans’ appeals); s11 Pollution; s12 Sport/party; s13 Flight delay; s14 
Disaster; s15 Ethnic and religious conflict; s16 Looting 

Location (L) s1 Village; s2 Town; s3 City 
Object of protest (O1) s1 Government sector; s2 Law-enforcement officer; s3 Public institution 

(like schools and hospitals); s4 Company; s5 Group (like football fans and 
gangs); s6 Person 

Organization 
factors 

Scene (S) s1 in front of the government; s2 Street; s3 Open place; s4 Un-open place 
Relationship (R) s1 Geo; s2 Families & friends; s3 Colleagues; s4 Spontaneous; s5 Group; 

s6 Student; s7 Comrades-in-arms 
Organization (O2)  s1 Unorganized; s2 Organized 

Process factor Participant number (N) s1 <10; s2 10-100; s3 100-1000; s4 1000-10000; s5 >10000 
Violence extent of group 
behaviors (V) 

s1 Non-violent (like sitting quietly, putting out banners, and strikes); s2 
Low-violent (like blocking roads, and disorderly conducts); s3 High-
violent (like beating, smashing, looting, and burning) 

Police number (P1) s1 0; s2 1-10; s3 10-100; s4 100-1000; s5 >1000 
Police strategy (P2) s1 No police or no control measure; s2 Communicate; s3 Physical force; 

s4 Weapon; s5 Arrest 
Result factors Duration (D) s1 1-2h; s2 2h-1d; s3 2-7d; s4 >7d 

Casualties (C2) s1 None; s2 <10 injured; s3 >=10 injured or >0 dead 
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Phase II: Construction of Bayesian Network Model 

We randomly select 2545 cases in our case library as training data to learn the BN structure and parameters, and 
the other 849 cases are reserved for testing the effectiveness of the BN model. The ratio of training data to 
testing data is about 3:1. 

Step 1: Structure Learning 

To learn the BN structure with the K2 algorithm, the ordering information and the maximum number of parent 
nodes are needed. As mentioned before, we adopt ISM to obtain these messages. The specific procedures are as 
follows: 

(1) Establish the influential relationship between any two BN variables from domain knowledge, which 
represents whether one variable leads to another. Figure 2 shows the interactions among various variables. There 
are 79 pairs of relationships needing to be evaluated. 

 

Figure 2.  The Interactions among Various variables 

The initial relationships are obtained from the findings in published literature. For examples, the location (L), 
relationships of participants (R), and organization (O2) would influence the violence extent (V) (Xiao, 2014); the 
scenes (S) would affect the participant number (N) (Chen, Hong and Zhang, 2015). For those relationships that 
can be not found in the published studies, they are determined by consulting an expert in the public security 
system. For examples, given that the relationship between the police number (P1) and the police strategy (P2) is 
not clear, to make it sure, we ask the expert whether there is a relationship between P1 and P2; if yes, P1 
influences P2 or P2 influences P1. 

(2) Based on the influential relationships derived from step (1), we establish the adjacency matrix [ ]ij n na ×=A , 
which denotes the direct relationship between two elements.  
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V 0 0 0 0 0 0 0 0 1 1 1 1
P 0 0 0 0 0 0 0 0 0 1 1 1
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0   no relationship between  and 

i j
ij

i j

s s
a

s s
= 


 

Dimensions of this matrix, {C1, L, O1, S, R, O2, N, V, P1, P2, D, C2}, correspond to those defined in Table 1. 

(3) Calculate the reachability matrix M , which denotes whether there is a connected path between any two 
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elements. M can be obtained by 1 2( ) ( ) ( ) ( )n n I+= = ≠ ≠ ≠M A + I A + I A + I A +L . 

(4) Partition M into different levels, which in our research is seven levels. 

(5) Draw the direct links and derive the directed acyclic graph, shown in Figure 3. 

 
Figure 3.  ISM model of Mass Incidents 

The ISM model in Figure 3 has seven levels, from which we can infer the following information: 

• The order of the nodes is the class of trigger events (C1), location (L), the object of protest (O1), 
relationship (R), organization (O2), scene (S), violence extent of group behaviors (V), the number of 
participants (N), police number (P1), police strategy (P2), the duration (D) and casualties (C2). 

• Some nodes are not related to other nodes in the same levels, including L and O1, R, O2 and S, V and N, and 
C2 and D. 

• The max number of parent nodes is 10 (which equals the max parents number of D and C2). 

All this information is used as input to the K2 algorithm. Then we construct a BN structure through learning the 
2545 training data cases. The result of the K2 structural learning is shown in Figure 4. 

 
Figure 4.  BN structure of Mass Incidents 

Comparing Figure 4 with Figure 3, it can be seen that some connections disappear (e.g., the connection between 
the scene and participants number), while some new connections emerge (e.g., the connections between 
organization and duration), which indicates the discrepancy between expert cognition and the real cases. 

Step 2: Parameter Learning 

Based on the BN structure and the 2545 training data, we use the MAP (mximum a posteriori) algorithm with 
GeNIe 2.2 software (BayesFusion, 2017) to learn conditional probability table. The final Bayesian Network 
model is shown in Figure 5. 
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Figure 5.  BN model of Mass Incidents (BN-ISM-K2) 

Confirming the Choice of BN-ISM-K2 model 

We would like to show that there is some benefit of choosing BN-ISM-K2 algorithm for learning the BN 
structure.  For this purpose, we compare our BN-ISM-K2 model with two other models, including the logistic 
regression (LR), the BN constructed only by domain knowledge, and the BN constructed only by data learning 
with the Tree Augmented Naïve (TAN) algorithm (Friedman, Geiger and Goldszmidt, 1997). For convenience, 
we use BN-ISM to represent the BN learned only by domain knowledge from ISM model, BN-TAN to represent 
the BN learned only by data using TAN algorithm, and BN-ISM-K2 to represent the BN learned by our 
approach.  Figure 6 shows the two base-line BNs where conditional probabilities tables are computed by GeNIe 
2.2 software.  The figure shows that BN-ISM and BN-ISM-K2 have similar topology structure, while BN-TAN 
is quite different. 

 

  

(a) BN-ISM (b) BN-TAN 

Figure 6.  Base-line BNs of Mass Incidents 

We also provided a comparison of the training performance and prediction performance of LR model and all 
these three BN models, as shown in Table 2 and Table 3. Performance is measured by the level of casualty of a 
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crime event since it is significant for characterizing mass incidents. We use predicted casualty to compare the 
performance of different models. The performance measures are overall accuracy (OA) of all casualties states, 
recall, precision, F1 score and area under the curve of receiver operating matrix (AUC) (Hu, Tang and Qiu, 
2015). OA is the proportion of correctly predicted instances among all of the data. Recall is the same as the true 
positive rate, which means the proportion of relevant instances that have been retrieved over the total number of 
relevant instances. Precision is the proportion of relevant instances among the retrieved instances. The F1 score 
is the harmonic mean of the values of recall and precision. AUC equals to the probability that a randomly 
chosen positive instance is ranked higher than a randomly chosen negative one (assuming positive ranks higher 
than negative) (Fawcett, 2006). 

 

Table 2.  Training Performance of 2545 Cases 
  s1: none s2: <10 injured s3: >10 injured or >0 death 
Model OA Recall Preci-

sion 
F1 

score 
AUC Recall Preci-

sion 
F1 

score 
AUC Recall Preci-

sion 
F1 

score 
AUC 

LR 0.68 0.79 0.78 0.78 0.80 0.74 0.60 0.66 0.73 0.24 0.54 0.33 0.60 
BN-ISM 0.56 0.72 0.64 0.68 0.73 0.57 0.47 0.52 0.64 0.06 0.46 0.11 0.69 
BN-TAN 0.73 0.82 0.81 0.82 0.89 0.76 0.62 0.69 0.82 0.27 0.57 0.37 0.82 
BN-ISM-

K2 
0.68 0.77 0.80 0.78 0.83 0.79 0.59 0.67 0.78 0.20 0.59 0.30 0.79 

 

Table 3.  Prediction Performance of 849 Cases 
  s1: none s2: <10 injured s3: >10 injured or >0 death 
Model OA Recall Preci-

sion 
F1 

score 
AUC Recall Preci-

sion 
F1 

score 
AUC Recall Preci-

sion 
F1 

score 
AUC 

LR 0.72 0.80 0.81 0.80 0.80 0.77 0.64 0.70 0.76 0.28 0.57 0.37 0.62 
BN-ISM 0.58 0.73 0.65 0.69 0.72 0.60 0.49 0.52 0.66 0.05 0.35 0.09 0.66 
BN-TAN 0.70 0.79 0.82 0.80 0.87 0.75 0.60 0.67 0.81 0.19 0.43 0.27 0.77 
BN-ISM-

K2 
0.71 0.77 0.83 0.80 0.83 0.81 0.61 0.70 0.80 0.21 0.59 0.31 0.78 

 

Comparing Table 2 and Table 3, firstly, it is obvious that BN-ISM performs worst in both training and 
predicting, which infers we cannot get a reliable assessment by relying only on expert knowledge. Besides, we 
can find that BN-TAN has the best training performance. However, for the prediction performance, it seems that 
BN-ISM-K2 and LR work better than BN-TAN. That is because when learning only from data, BN-TAN is easy 
to over-fit for the goal of a better fitting result. 

In Table 3, it can be seen that for all test data, LR has the highest value of OA, followed by BN-ISM-K2, and 
BN-ISM has the lowest value. For events without casualties, BN-TAN has the highest value of AUC, and the 
followings are BN-ISM-K2 and LR. For events with less than 10 injured, BN-ISM-K2 has the best predictive 
performance, followed by BN-TAN, LR, and BN-ISM. For events with more than 10 injured or some deaths, 
BN-ISM-K2 with the obviously highest AUC and precision is the best mode. In general, BN-ISM-K2 performs 
best in predicting, especially for the mass incidents with heavy casualties. That is to say, in the early stage of 
mass incidents, BN-ISM-K2 can accurately determine the events that may lead to severe threats, which is 
important to emergency preparedness and response. 

Phase III: Scenario Analysis and Threat Assessment 

Critical Nodes Analysis 

Identifying highly sensitive parameters allows for a directed allocation of effort to get accurate results of a BN 
model. In our research, we use sensitivity analysis to investigate the effect of small changes in prior probabilities 
on the posterior probabilities. Findings from such analysis can help law enforcement agencies to identify the 
critical nodes of severe consequences and make a advanced preparation for mass incidents. 

GeNIe software provides sensitivity analysis based on an algorithm proposed by Kjaerulff (Kjaerulff and van 
der Gaag, 2000). In a nutshell, given a set of target nodes, the algorithm derives a complete set of derivatives of 
the posterior probability distributions for each node of the BN. If the derivative is large for a node P, then a 
small deviation in P will lead to a large difference in the posteriors of the targets. Otherwise, even large 
deviation in a node with a small derivative makes little difference in the posterior. 
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Figure 7.  Results of Sensitivity Analysis about Casualties (The blue node means the target, the red nodes 
mean the most sensitive parameters, the light red ones mean less sensitive, and the grey one mean 

insensitive) 

Figure 7 shows the results of sensitivity analysis about casualties. Nodes colored in red are the sensitive 
parameters. The most sensitive variable is the violence extent, followed by the participant number and the class 
of trigger events. It can also be inferred that violence extent is sensitive to the scene and organization.  These 
findings are consistent with the literature (Xiao, 2014). 

In addition, if we want to identify the most likely situations of severe mass incidents, BN can help us with the 
most probable explanation (MPE). As shown in Figure 8, for a high-violent mass incident involving more than 
10,000 participants with severe casualties, the MPE is that the class of trigger event is s3 (city management 
officials) or s5 (accidents), the location is s3 (city), the object of protest is s2 (law-enforcement officer), the 
scene is s3 (open place), the relationship is s4 (spontaneous), the organization is s1 (unorganized), the police 
number is s5 (more than 1000 police officer), the police strategy is s5 (arresting leaders), and the duration is s2 
(2h-1d). In other words, for all mass incidents, the disputes caused by city management officials or accidents 
happened in the open places of a city, participated by unorganized spontaneous people are most probable to 
have severe consequences, and it is most likely to involve more than 1,000 police officers, with the strategy of 
arresting the protest leaders; the duration of these mass incidents is probably 2h-1d. These scenarios call for  
more attention. 

 

Figure 8. The Most Likely Situations of Severe Mass Incidents 
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THREAT ASSESSMENT 

In this section, we will develop an example scenario to show how the BN-ISM-K2 model can be used to assess 
threats of mass incidents. 

Suppose that there was a serious traffic accident in a town a while ago. The victim died on the spot, however, 
the perpetrator was very insolent and rude. A crowd of people block and blame the perpetrator. As shown in 
Figure 9, at the time t1, police receive the alarm, and they only know that the trigger of the incident is an 
accident, the location is a town, the protest object is a person, and the scene is on the street. All these evidences 
are circumscribed with black strokes. At this time, the authorities want to know how many police officers should 
be dispatched. Suppose they have two choices, 5 or 20, which are circumscribed with orange strokes. Then we 
generate scenario S1-1 and S1-2 and calculate their corresponding posterior probability distributions. It can be 
seen that in scenario S1-1 (where police number is 5), the event is most likely to rest within 2 hours, however, in 
scenario S1-2 (where police number is 20), it offers a relatively high probability to last more than 2 hours. That 
is to say, at time t1, the better decision is dispatching 1-10 police officers to the scene. 

 

 

Figure 9.  Scenario Inference of a Mass Incident Caused by an Accident (We use a black stroke to circumscribe 
the evidence, and an orange stroke to circumscribe the alternative policing. The different results are 

circled by the red dotted line.) 

 

Then, as time goes by, more and more people gather spontaneously, and the five police officers could not 
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control the situation. The growing discontent of the crowd towards the law enforcement officers was gradually 
transformed into an intent to march toward the government. At the time t2, the protest object becomes law 
enforcement officers, people are spontaneously unorganized, and the scene is in front of the government. 
Suppose that we would like to assess the consequence if the strategy is to dispatch 100 police officers to the 
scene. We generate S2-1 and S2-2 to compare two police strategies, communication (s2) and arresting protesters 
(s5). From Figure 9 it can be seen that S2-2 has higher probabilities to result in heavier casualties. That is to say, 
at time t2, it is better for police to communicate and negotiate with the protesters rather than to arrest them. 

Through above hypothetical scenario, we showed that our model can be used to assess potential threats of an 
ongoing mass incident.  Law enforcement officers can update the BN model based on real-time evidences, 
generate possible future scenarios, and assess the nature and degree of threats given the choices of intervention 
strategies. Our BNSG framework has the potential to be implemented as part of a decision support tool that can 
provide support for their possible policing strategies. 

CONCLUSION 

Mass protests and similar incidents require careful design of response plans informed by threat assessment.  Due 
to the complexity and uncertainty of modeling many interacting factors in the process of mass incidents 
evolution, formal approaches for threat analysis have been less successful. This paper extended the scenario-
based method by a Bayesian Network knowledge representation and reasoning to propose a principled and 
scalable framework for analyzing threats of mass incidents. This BNSG framework features three aspects 
innovations: (1) we identified twelve driving factors of mass incidents evolution and represented them as 12 
variable with different state values; (2) we constructed a Bayesian Network model for mass incidents scenario 
generation using domain knowledge (elicited from experts using ISM) and supervised learning from historical 
data; (3) among the twelve variables of our BN model, we found that “violence extent” and “class of trigger 
events” are the most critical nodes in the causal chain that led to casualties. The utility of our model is 
demonstrated through a case study on the threats of China mass incidents, where a BN model was trained using 
historical data and used to generate future scenarios as the basis for assessing the threat of an ongoing mass 
incident. 

Our BNSG framework is flexible and effective in dealing with the complicated situation in the crisis preparing 
stage. Given some evidences of mass incidents, law-enforcement officers can implement it to generate possible 
scenarios, assess potential threats, explore the what-if analysis and compare different alternative intervention 
strategies. Besides, the BN model proposed in this paper is easy to can be updated with new cases extend with 
new BN variables, which means it has good expansibility and high availability. 

Our approach still needs to be further refined before it can be applied in practice. First, the case library is 
compiled from contents of publicly available online news. Such data sources only provide partial descriptions of 
the stories in each case. We plan to enrich the descriptions of historical cases by incorporating other data sources 
in the future. Second, due to the limited time, the domain knowledge in the ISM construction is obtained from 
the literature and one expert, which may be influenced by the subjectivity of the expert. In subsequent work, we 
will consult more experts and integrate their opinions. Finally, we plan to build an interactive decision-support 
system that is enabled by our BNSG model and can be used by law enforcement agencies to conduct scenario-
based planning. 
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