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ABSTRACT 

The article presents first research-in-progress results of an initial assessment of the IT-security awareness of five 
exemplary German-language emergency-alert apps. Emergency-alert mobile applications became part of many 
modular-oriented warning systems around the globe. Warning and intended population behavior relies on trust 
upon the integrity of any warning institution, be it governmental or private. IT-security is crucial in order not to 
undermine trust. Emergency apps do not fit into the typical entertainment purpose of mobile applications, and we 
show that their primarily focus on keeping the user safe from harm can cause a conflict of interest about 
distribution of scarce technical resources on a mobile device, which may again endanger IT-Security. We therefore 
promote a better integration and standardization of disaster management functionality on the operating system 
layer.   
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INTRODUCTION AND MOTIVATION 

In recent years, mobile devices have become a more and more popular channel for emergency alerts of 
governmental and private sources. Dozens of mobile applications, specifically designed for emergency warnings 
addressing the general population, are in place around the globe (Groneberg et al., 2017). Their reliability depends 
on human and technical factors. Given the sensitive contexts emergency alert apps are intended to be useful in, 
full attention must be paid to their accurate functioning, avoiding non-alarms, false positive, and false negative 
alarms. No institution can afford a series of false alarms or non-alarms without losing compliance to their warnings 
and recommendations. 

Furthermore, security flaws are potential entry points for fraudulent intents. Since emergency warnings are 
generally issued by trusted institutions in order to demand a certain behavior from the warned population, 
fraudulent misuse may evoke problematic scenarios such as civil unrest, a boost sale of products and others. 

Recently, two specific incidents received special attention not only by the affected population but also from media 
worldwide.  

On January 12, 2020, 0730 am E.T., the Canadian province of Ontario released an emergency alert in error, which 
led to widespread confusion: “An incident […] at the Pickering Nuclear Generating Station” was reported. About 
one hour later, the public was given the all-clear: The Ontario Power Generation tweeted, “the alert […] was sent 
in error”. The mayor of Toronto demanded a full investigation to take place (Mansoor, 2020). 

396



Schönefeld et al. IT-Security Awareness of Emergency Alert Apps 
 

WiP Paper – Data and Resilience: Opportunities and Challenges 
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020 

Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds. 

 

 

Figure 1. Emergency alert issued by the Canadian province of Ontario reporting an incident at a nuclear generating 
station on January 12, 2020. 

 

When taking note of this error, residents of Hawaii must have had a déjà-vu-feeling. Almost exactly two years 
earlier, they experienced a similar situation: 

"BALLISTIC MISSILE THREAT INBOUND TO HAWAII. SEEK IMMEDIATE SHELTER. THIS IS NOT A 
DRILL." (BBC.com, 2018)1 

This message sent by the Hawaii Emergency Management Agency (HI-EMA) to the mobile phone users of Hawaii 
around 08:07 AM on 13 January 2018 (local time) deeply scared many recipients and urged them to follow the 
advice, seeking shelter wherever seeming appropriate in such an apparently life-endangering situation. However, 
it was false alarm. The civil danger warning message, triggered state-wide by the State Warning Point HI-EMA 
via its Emergency Alert System including the Wireless Emergency Alert, was cancelled shortly after at 08:13 AM 
via the same channel. The public was also notified of the cancellation via HI-EMAs Facebook and Twitter 
accounts. It took a while until the cancellation message trickled down. Later the same day, according to a 
preliminary first statement of the Department of Defense (DoD), which HI-EMA is part of, "there was no ballistic 
missile and that there were no computer hacks to the HI-EMA system. The cause of the false alarm was human 
error." (Department of Defense. Hawaii Emergency Management Agency, 2018). 

 
Figure 2. Presidential Alert test event 

 

The purpose and the dilemma of using Emergency Alert apps in the context of German Disaster Protection was 
described in an article of the German quality newspaper “Frankfurter Allgemeine Zeitung”. The impact was 
summarized with the title of “Warning, you won’t be warned”, as according to the paper political hurdles and 
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practical problems, such as application and backend design did not scale well for larger emergency scenarios. 
Also, communities were opposing the apps, since they wanted to retain control about emitting warnings while 
handling incidents.  

 
Figure 3. Warning you won't be warned (Spehr, 2017) 

 

REQUIREMENTS 

From a user perspective, emergency alert apps may deserve more scrutiny than software serving purposes in other 
domains (entertainment), as users expect that the app supports them in disaster scenarios, and targeted and correct 
warning features are guaranteed to function. Additionally it is helpful to avoid non-alarms, false positive and false 
negative alarms to maintain the credibility of the warning infrastructure. Additional outdated disaster apps or their 
embedded components can impact correct functionality or even endanger the users or their devices, therefore 
vendors should aim at regular maintenance for correctness and security, and update the core functionality but also 
any bundled third-party libraries: A typical example could be an embedded copy of OpenSSL with failure to 
update that could result in weak encryption, date leakage (as experienced with the HeartBleed vulnerability) or 
even complete failure to connect to contemporary variants of the TLS protocol (such as TLS 1.3).  

SOFTWARE WEAKNESSES 

From a software security perspective weaknesses are typically categorized into three categories, which are 
confidentiality, integrity and availability: 

• Confidentiality (C) 

o Keeping data private.  
Example: Protect personal information being exfiltrated by attackers 

• Integrity (I) 

o Maintain a healthy state of the app. 
Example: Prevent attackers to harmful alterations of code or data 

• Availability (A) 

o Design the app resilient against malicious input to block the app.  
Example: Design efficient filters to block unwanted data early 
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INSPECTING APPS FOR WEAKNESSES 

Users typically install their apps from a trusted software store, and the two major platforms iPhone and Android 
respectively have their own app store, where the official and current versions of apps are available.  

Therefore, before inspecting emergency alert apps on mobile devices for vulnerabilities, the choice for limiting 
the analysis on the platform was made. The choice was Android, first for the platform based on the open-source 
principle, and second documentation and tools are available in abundance. 

In order to inspect the applications they were downloaded from the store itself or a trustworthy mirror when there 
were technical hiccups with APIs to download the application packages.  

Testing the correct functionality of computer programs can be divided into static and dynamic analysis. Where 
the static analysis checks for proper structure (such as correct implementation of program code), the dynamic 
analysis approach tests the state of a running program to be correct.  

The inspection applied in this research was performed using self-written analysis tools on top of  Python, grep 
and OpenSSL alongside standard static reverse engineering tools like Qark, Apktool, Exodus, Radare. 

MEASURING IT-RELATED WEAKNESSES 

On a conceptual level, we chose to categorize the encountered software weaknesses using a well-accepted 
standard, so the methodological choice was to apply the entries of CWE (Common Weakness Enumeration) (The 
MITRE Corporation, 2020a). “CWE is a community-developed list of common software security weaknesses. It 
serves as a common language, a measuring stick for software security tools, and as a baseline for weakness 
identification, mitigation, and prevention efforts.“ A typical weakness that is described by CWE is the possibility 
of SQL injections, which is categorized under CWE-89.  

On a per-vulnerability basis, findings are categorized using the CVE standard.  The CVE (short for Common 
Vulnerabilities and Exposures) “is a list of entries—each containing an identification number, a 
description, and at least one public reference—for publicly known cybersecurity vulnerabilities“ (The Mitre 
Corporation, 2020). CVEs are not frequently assigned for mobile apps, but they often exist in the third party 
components of the apps.  For example, if the app uses a vulnerable Libxml 2.9.4, the app may also inherit its 
vulnerabilities.  

The following table lists the CWEs encountered in the later analysis:  

Table 1. Frequently encountered CWE categories 

Weakness Description   

 CWE-89  SQL-Injection (CIA) 

CWE-200  Information exposure (C) 

CWE-250  Execution with unnecessary Privileges (CIA) 

CWE-256  Cleartext passwords (C) 

CWE-295 Improper certificate validation (CI) 

CWE-311  Missing encryption of sensitive data (C)  

(CWE-937)  Components with known vulnerabilities (CIA) 

CWE-89: SQL-Injection 

The SQL-Injection weakness affects confidentiality, integrity and availability of an application. We found this to 
be present in several apps, allowing data from input channels such as intents, UI controls to modify the semantics 
of database-related commands, written in the SQL (structure query language). Naïve construction of SQL 
statements uses string concatenation to combine statements and data, and attackers aim to turn data into statements 
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using quote characters. A safe alternative to string concatenation are advanced SQL constructs like 
PreparedStatements which allow data only to appear in well-defined placeholders as part of a statement template.  

CWE-200 : Information Exposure  

Information exposure can appear when data is unintentionally presented to actors who are not supposed to have 
access to it. Exposed data can be personal, as an example, personal data could be available via the backend to an 
attacker. Allowing access to geographical preferences could allow attackers to create profile movement activities 
of users. Generally, leakage of technical data (such as exposed by exception to the UI) could allow attackers to 
achieve escalation of their privileges by manipulation of predefined program workflows. Technical data leaks 
such as developer names in program binaries could allow attackers to conduct social engineering on those 
developers to extract business secrets. 

CWE-250: Execution with unnecessary Privileges 

In mobile operating systems, executable code is typically controlled to perform elevated operations only when 
allow doing so. For that purpose, Android defines permissions to control special actions such as storing or 
modifying transient or persistent data, making a call or sending a text message. A rogue application granted 
permissions without caution could therefore cause damage to the user with regards to data safety or even cause 
direct financial loss.  

CWE-256: Unprotected Storage of Credentials  

Access to passwords in clear text could allow attackers to perform privileged actions under the identity of a valid 
user. An emergency application that exposes passwords to the backend push functionality could be tricked into 
sending incorrect emergency alerts. Additionally storing credentials to third party services such as social networks 
could trigger actions in these networks beyond what is intended by the program code.   

  
Figure 1. CWE-256: Cleartext passwords 

 

CWE-295: Improper certificate validation  

Certificates are typically used to only allow access to functionality or data when the request comes from a third 
party which is considered trusted, based on the certificate. Improper validation of the certificate by the application 
of a communication partner could therefore impair integrity of the operation of the application, or allow attackers 
to monitor application data traffics via a MITM (man-in-the middle) attack. The code in Figure 2 is taken from an 
application that connects to a backend services protected by TLS, however the host name of the endpoint 
certificate is not further validated to be correct in the given context.  
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 Figure 2. CWE-295: Improper certificate validation 

 

 

 

CWE-311: Missing Encryption of Sensible Data  

When software exchanges data with a communication partner, sensible data typically needs protection to avoid 
attackers along the connection to sniff or modify the content. Software that uses an unencrypted communication 
endpoint, when an encrypted one is available also falls into this category. In the context of emergency alert 
applications, unencrypted data sources typically lack the credibility that encrypted ones have, and false 
information to cause malicious effects is typically easier to inject.  

CWE-937: Using Components with Known Vulnerabilities  

Software typically builds on the functionality of existing standard libraries. However, as being software these 
libraries have their own vulnerabilities and patch release management. Software that falls under this category may 
become vulnerable by not updating their third party dependencies. This may technically be not always a problem, 
such as when the vulnerable parts of the imported library code are not reachable in the context of an application, 
however a full proof of this property is often not feasible. Therefore, in case of doubt, adopting the upstream 
patches is the safer choice. Figure 3 shows the output of one of the scanning tools written for this research. It shows 
that one of the analysed emergency alert applications makes use of the functionality of a native library. However, 
the source code versions of the embedded libraries are outdated, and also known affected by vulnerabilities listed 
in the CVE catalogue. Here we found the application to import Libxml version 2.9.4, and this version is affected 
by CVE-2016-9318.     

 

 

 
 

 Figure 3. CWE-937: Using components with known vulnerabilities (SecuriTeam, 2017) 
 

Research Corpus  

401



Schönefeld et al. IT-Security Awareness of Emergency Alert Apps 
 

WiP Paper – Data and Resilience: Opportunities and Challenges 
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020 

Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds. 

The focus of the following research is targeted towards the major applications to provide emergency alert 
warnings, and the top five examples in Germany and Switzerland were chosen from the Google Play Store, as 
shown in Table 2:  

Table  2. Research corpus 

Name  Google play ID Last  update Downloads 

NINA  de.materna.bbk.mobile.app Dec 6, 2019 1M+ 

KATWARN  de.combirisk.katwarn  May 9, 2019 1M+ 

BIWAPP  de.mplg.biwapp  Nov 12, 2019 100K+ 

Warnwetter de.dwd.warnapp Nov 18, 2019 1M+ 

AlertSwiss  ch.admin.babs.alertswiss Nov 20, 2019 100K+ 

NINA 

The first application to be analyzed is called “NINA” (Notfall-Informations- und Nachrichten-App [Emergency 
Information and News App]) (NINA, 2019), which is offered by the German Federal Office for Civil Protection 
and Disaster Management (“Bundesamt für Bevölkerungsschutz und Katastrophenhilfe”). The package name 
suggests that it is actually written by third-party company “Materna”. The software allows the user to subscribe 
to push messages for certain geographical regions within Germany.  

KATWARN  

The KATWARN (KATWARN, 2019) application offers similar functionality as NINA, it was written and 
maintained by the CombiRisk corporation. Emergency alerts can be received based on subscription to a topic or 
geographical criteria.  

BIWAPP 

BIWAPP (Bürger Info- und Warn-App [Citizen Information and Warning App]) (BIWAPP: Bürger Info- 
& Warn-App, 2019) has a broader scope than broadcasting emergency messages, and also transmits information 
about speed limit controls, which may contribute to overall passive road security.  

DWD-WarnWetter 

While the previous apps have a general approach towards emergency messaging, the (WarnWetter, 2019) [Warn 
Weather] application focuses on weather events. It is provided by the DWD (Deutscher Wetterdienst, German 
Weather Service). In contrast to the other apps in the analysis, DWD also provides a paid app including advanced 
features.  

 

AlertSwiss 
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The application AlertSwiss (AlertSwiss, 2019) allows users from Switzerland to subscribe to emergency messages 
for a free to chose set of Swiss cantons. The reported categories are primarily related to weather incidents.   

 

RESULTS 

In order not to expose the programs to targeted attacks we decided to anonymize the results in the following 
paragraph.  

Table 3. Detailed results per app 
Results App 1 • Current:  

– CWE-937: Bundles outdated amazonaws-adapted copy of Apache HTTPClient 4.2.3 
(version.properties) Æ CVE-2014-3577 (CWE-295) / CVE-2015-5262 (CWE-399) 

– CWE-250: READ_EXTERNAL_STORAGE and WRITE_EXTERNAL_STORAGE 
permissions are dangerous (injection) 

– CWE-311: References own homepage and WCF backend via HTTP. This could be 
misused in a man-in-the-middle attack (such as malicious redirect)  

– CWE-256: Hardcoded shared credentials to service backend  
• Fixed since 2018: 

– CWE-200: Exports receiver with custom permission, could have been obtained earlier by 
malicious app (Murphy, 2015) 

• Privacy: 
– Zero trackers detected  

• Fun fact: 
– Only app that had zero @SuppressLint annotations (to waive warnings)  

Results App 2 

 

• Current: 
– CWE-89: ExecSQL not always built with a CompiledStatement, instead using string 

concatenation, which may give way to SQL injection if value is used volley from 
untrusted input 

– CWE-295: Connects to multiple API endpoints which have self-signed certs 
(NET::ERR_CERT_AUTHORITY_INVALID) 

– CWE-311: A GUI element grabs application data from a HTTP URL, which can allow 
MITM-scenarios   

– CWE-937: Subdomain serving warning updates runs on Nginx 1.14.2. This is a legacy 
version, which is no longer receiving updates 

• Privacy: 
– Needs Play Store Services  
– Uses Google CrashLytics and Firebase Analytics 

• Fun fact: 
– notBefore=Jun 20 13:37:53 2013 GMT  
– notAfter=Nov  5 13:37:53 2040 GMT 

Results App 3 

 

• Current: 
– CWE-937: 

• Native SQLite 3.27.2 =>  CVE-2019-8457 ? 
• Bundles obfuscated partial copy of Apache HTTP client of unknown version 

– CWE-250 ?:  
• Implementation of large parts of the functionality in native code (JNI libraries). 

Could be more prone to memory errors than pure DEX (Java/Kotlin) 
• Fixed: 

– Native SQLite 3.8.2 implementation comes from 2013, which is affected by  a wide range 
of CVE-listed vulnerabilities (2018) 

• Privacy: 
– Tracks with Google CrashLytics, Google Firebase Analytics 

• Fun Fact: 
– App full access is cheaper for firefighters (and reverse engineers?)   

Results App 4 • Current: 
– CWE-256: App shares API Key & password to backend service  

• Potential misuse of these credentials may impact infrastructure 
• Vendor informed in early 2018, “works as designed”, but will go away with 

upcoming major version 
– CWE-937: 

• Outdated Nginx backend servers 
– CWE-250: WRITE_EXTERNAL_STORAGE permissions are dangerous (injection) 

• Fixed: 
– APK on Vendor site was half year behind Google Play version (reported & fixed Dec 

2019) 
• Privacy: 

– Requires Google Play Services 
– Tracks with Google Analytics Tracker, Matamo (Piwik) 

• Fun fact: 
– Had the most @SuppressLint annotations (to suppress warnings) 
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Results App 5 • Current: 
– CWE-937:  

• Bundles Libxml 2.9.4 from 2016 in embedded native library (CVE-2016-9318) 
• Bundles native SQLite 3.27.2 (CVE-2019-8457) 
• Bundes OpenSSL and LibXslt of unknown version  

• Fixed: 
– Bundled native SQLite 3.17 

• Privacy: 
– Needs Google Play Services 
– Trackers: Google Firebase Analytics, Acra, Matomo (Piwik) 
– Developer name in binary  

• Fun fact:  
– throw new UnsupportedOperationException("what the heck man..") } 

 
Table 4 summarizes the CWE findings per app: 

Table  4. Analysis summary

 

Results Interpretation 

As the results table (Table 3) suggests, proper handling of SQL and certificate seems to have arrived in the 
developer community with only one exception. The majority of other weaknesses types are still present in 
applications. The weakness with the highest occurrence are the “components with known vulnerabilities”, as every 
app comes at least with one outdated third party component. The @SuppressLint shows how many Lint warnings 
the developers actively silenced. Lint tools alert developers of bad practices, therefore fixing the root problem of 
the warning instead of ignoring it would be expected practice for applications that aim to protect the users. 
Furthermore, we checked each application for user privacy trackers, small pieces of software that are capable of 
tracking and reporting user behaviour. For the count, we only checked the presence of the library, and not whether 
it is actually enabled.  

What is not shown in the table are the outdated parts of software we found by analysing the versions and states of 
software that is used in the backend services of the presented apps. In addition, here we found outdated versions 
of communication components such as old versions of OpenSSL or the Nginx webserver.  

In compliance with a responsible disclosure process, all findings were reported to the contact address listed in the 
respective Google Play Store product page. However, a reaction to the reports in 4 of 5 cases never happened, or 
contained context-free boilerplate code. Only the NINA project team took the time for a longer conversation and 
even transferred some of our suggestions into code or configuration changes. 

FURTHER STEPS  

Security is a constant iterative process, and new version may bring new surprises. Therefore, the plan is to track 
new versions of the above research corpus for changes, as new functions can always impact the attack surface. 
The next announced version is NINA 3, and the plan to move towards international applications seems 
straightforward.  

We hope that vendors improve incorporating security practices in the development cycles, even though mobile 
applications have typically short living versions, but we propose (as used as best practice in traditional application 
development), to start with a requirements phase and  defining security goals from the outset, then during 
implementation to apply secure coding and deployment practices. When the product is ready to be used constant 
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testing should include verifying for security issues during runtime, but also when patches were applied. After the 
product has been deployed, security bug reports need to be taken seriously and not as seen above, ignored by the 
majority of vendors.  

With emergency alert application reaching a large number of deployments they would become a more important 
part of an alert distribution network, and by that critical infrastructure having a broad steering potential during 
emergency scenarios. To function in compliance with state design regulations and best compatibility with police 
and fire fighter procedures, application could benefit by a certification by these authorities. The current 
distribution channel via commercial vendors (for Android this is Google, but the same applies for the Apple 
environment), could cause conflict of interest between the business goals of the Play Store provider and the 
protection goals of the app vendors. A vendor-neutral distribution channel run by a non-profit organization could 
prevent such conflicts.    

Finally, the inclusion of tracking software into alert applications could cause delays in applications being busy 
with utilizing CPU resources and network bandwidth by displaying ads instead of updating to the current 
emergency warnings.    
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