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ABSTRACT 

The present work is part of the project RE(H)STRAIN1 which investigates security and its impact on the 
resilience of the Franco-German high-speed train network in case of terrorist attacks. To improve the capacity of 
this network to recover a normal functioning after a terrorist attack, appropriate security measures must be 
determined. To do so, the project investigates, in a scenario-driven holistic approach the entire terrorist sphere of 
possible actions. Terrorism threat is first defined as a set of single attacks called vignette attacks represented by 
the triplet actor – weapon – target, then complex attack scenarios are built considering combination rules 
detailed in this article. In this regard, this work aims at providing end-users with an approach to automatically 
deduce a set of formalized, consistent and plausible complex attack scenarios to allow in further steps to analyze 
and improve the resilience level of the high-speed train transportation infrastructure. 
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INTRODUCTION 

In the last decades, terrorist attacks have increased in Europe and are even more frequent in the last years 
(Neubecker et al. 2016). Attackers seem to act with intelligence; they plan their assaults and select their targets 
according to strategic and tactical goals: achieving a maximum of damage (human, organizational and 
economical), generating fear and horror and obtaining a powerful impact in the media. According to these goals, 
transportation infrastructures represent appealing targets. The Franco-German high-speed rail transport system 
is such an attractive target because of its strategic European dimension: its worldwide known advanced 
technology provides it with a high symbolic impact and the economic consequences it may engender once 
attacked can be very important.  

The high-speed rail system is also very vulnerable. It comprises several potential targets: a large proportion of 
tunnels and bridges, high density of people in stations and in trains and the technical gaps linked with high 
speed (signaling, cyber-attacks, derailment, etc.). The cross-border characteristic of the high-speed rail network 
also emphasizes its vulnerability because it implies collaboration of systems which are different both technically 
and organizationally. The train network is above all an open system that must be available and accessible 

1 «Resilience of the Franco-German High Speed Train Network » Franco-German R&D project funded by the French 
National Agency of Research (ANR) and the German Federal Ministry of Education and Research (BMBF) 
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without restrictive individual controls, this makes it a target that is very hard to protect. Compared with the high 
safety standards of the Franco-German high-speed rail system, the deployed security means against terrorism 
need to be improved. In this regard, and in the continuity of Europe’s effort to coordinated counter-terrorism 
programs (Fritzon et al. 2007), the RE(H)STRAIN project investigates how the resilience of trains and related 
infrastructure of the Franco-German high-speed public passenger-transport network can be increased against 
terrorist attacks and ultimately how to make the rail network a less attractive target.  

To improve the capacity to recover a normal functioning, of the high-speed rail network, after encountering an 
attack or a sequence of attacks, the project investigates, in a scenario-driven holistic approach, the entire terrorist 
sphere of possible actions. All security measures and systems aiming at prevention2, mitigation3 and recovery4 
are also considered. The aim of the project is to provide the system with a line of defense to prevent the attacks 
from occurring and, should it happen, to mitigate their consequences as much as possible. Security measures 
will be defined and evaluated against different terrorist attack scenarios derived from historic terrorist attacks.  

In order to determine appropriate security measures and analyze their effects, terrorism threat has to be 
considered in its most complex manifestation as attacks are very likely to happen simultaneously or in a short 
interval of time (9/11 New York attacks, 11/2015 Paris attacks). Therefore, the present work aims to build 
complex attack scenarios. Each complex scenario represents a set of parallel and/or sequential attacks with their 
corresponding defense measures. It addresses certain threats and risks upon which the resilience of the railway 
system can be analyzed and enhanced.  

The aim of this work is to provide end-users with an approach to automatically deduce a set of formalized, 
consistent and plausible complex attack scenarios, analyze and test the impact of the performance level of the 
defense measures to allow in further steps of the project to analyse the resilience of the high-speed train 
transportation infrastructure considering the resulting scenarios. The remainder of this paper is organized as 
follows. In Section 2, a brief review of studies considering the terrorism risks and enhancing the resilience of 
transportation infrastructures against such risks is presented. Section 3 depicts the preliminary works to 
determine the terrorism threat and the train network vulnerabilities conducted in the RE(H)STRAIN project. 
Section 4 presents the complex scenario deduction approach applied on a set of identified attack scenarios 
against the railway transportation systems. The paper closes with a conclusion and the presentation of future 
works in Section 5. 

RESILIENCE TO TERRORISM RISK - A BRIEF REVIEW 

Transportation systems are considered as critical infrastructures (Moteff et al. 2003). Their networked character 
makes them highly vulnerable to any disturbance as the latter can result in widespread and important losses. 
Many studies have analyzed the damages related to terrorism related events threatening the well-functioning of 
such infrastructure typically through risk and crises management studies (RiKoV 2015; Khoudour et al. 2011; 
Milazzo et al. n.d.; Willis 2007). In the last decade, studies of more overarching approaches are aiming to 
improve the resilience of these critical infrastructures. Against uncertain events, prevention, planning and 
traditional top-down crisis management are limited and there is a real need for resilience (Boin and Mcconnell 
2007) especially against terrorism threat (Cox 2008). To be resilient, the infrastructures are engineered or 
improved to inherently absorb disturbance, safety and security measures are analyzed and chosen to be 
implemented in accordance to their ability to achieve a quick and efficient recovery. Several studies aim to 
assess the level of resilience of transportation systems (Berche et al. 2009; Cox et al. 2011;  Dorbritz 2011; Leu 
et al. 2010; Miller-Hooks et al. 2012; Jin et al. 2014; Bruyelle et al. 2014) providing strategies to reach an 
acceptable level of resilience.  

The high speed train network is a Transportation Infrastructure of particular importance. Its vulnerability to 
terrorism threat is an issue that is widely tackled because of past events (White 2003) and its high symbolic of 
the European modern society. The need for the development of an effective and acceptable engineering response 
to terrorist attacks on railway systems was emphasized in (Powell and Fletcher 2011) by examining past terrorist 
attacks information, proving it to be the potential target to upcoming attacks. Therefore, a number of studies 
focuses on the protection of train networks infrastructures against attacks aiming for instance to determine the 
risk due to explosions (Larcher et al. 2011) or to improve the design of railway stations to reduce such risks 
(Jones 2011). Moreover, developments of remote detection and protection sensors that can be implemented for 
rail security system against terrorist attacks are currently being undertaken (HAMLeT 2016). In fact, the 
RE(H)STRAIN project emphasizes on not violating societal standards in the matter of accepting security 
                                                           
2 The act or practice of avoiding the arrival of a malicious act  

3 To make (something) less severe, harmful, or painful. To minimize its effects.  

4 The act or process of coming back to an acceptable state after a period of difficulty.  
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measures in the context of public transportation (Brauner et al. 2013). A security system which includes such 
remote technologies, would allow detecting terrorists on their way to their point of attack, without implementing 
individual security control of all passengers, thus maintaining the character of an “open” system that 
characterizes the railway network. Insofar, the implementation of airport-like security in the railway network 
would fail and disturb the functioning of the system. Today, no preventive security measures are implemented in 
the Franco-German high-speed rail system allowing it to maintain its “open” mass-transport system 
characteristic. The focus of the resilience strategy in the RE(H)STRAIN project is to enhance prevention and 
mitigation by means of a remote sensor network along with organizational security measures which allow 
combining preventive security of a closed system with the convenience of an open system for passengers. 

PRELIMINARY WORKS FOR SCENARIO-BASED RISK ASSESSMENT OF THE HIGH SPEED TRAIN 
NETWORK 

Increasing the resilience assumes decreasing the risk by, in the best cases, avoiding its origin, or should it 
happen, minimizing its effects. Accordingly, a risk assessment analysis is conducted in the RE(H)STRAIN 
project, along with recovery and mitigation strategies, as a basis for the resilience analysis (Schmitz 2016). The 
risk assessment is performed applying a method developed in the RiKoV project (RiKoV 2015), a study about 
risks and costs of terrorist threats against the rail-bound public transportation in Germany. It is advocated that 
the conventional view on risk determines the risk as a product of the occurrence probability of a damage event 
and the amount of damage. But since it is rarely possible to draw conclusions from past terror events to make 
predictions about possible future events, there are no meaningful statistics regarding the frequency of terrorist 
attacks to determine the occurrence probability of a terrorist attack (Wiens et al. 2014). Therefore, the 
occurrence probability is replaced by a function of the parameters “terrorist threat” and “vulnerability” where 
terrorist threat is a function of intention and capability of a terrorist.  

The risk assessment in RE(H)STRAIN relies on a scenario-based threat analysis to cope with the scarcity and 
non-availability of statistic information. The spectrum of threat is defined in terms of plausible scenarios 
depicting the sphere of the terrorists’ possible actions as well as possible security measures for the prevention 
and mitigation of the consequences of different terrorist scenarios. Furthermore, the scenarios help to point out 
possible interdependencies and weak points. In fact, the vulnerability of the targets in the high speed train 
network depends not only on the problem of free access but also on the susceptibility of the target to the 
effectiveness of the attack means. The latter depends on the performance level of the implemented security 
measures.  

In this regard, we present, in the following, the working method for the threat and vulnerability analysis 
conducted in the RE(H)STRAIN project. Threat and vulnerability of the system are investigated using a 
“Vignette”-approach for scenario-based threat analysis, where a Vignette represents the attack of a particular 
terrorist type on a particular target with a particular type of weapon susceptible to be used by the attackers. It is 
the smallest basic scenario (atomic). A set of vignettes is defined and a general execution process of an attack 
scenario is proposed to determine possible points of intervention for security measures. These information 
represent the input to our complex scenario deducing approach that allows, in further steps of the project, to 
determine not only the vulnerability of the high speed train network against a single attack, but also its 
vulnerability to a set of attacks happening simultaneously or in sequence in a short interval of time.  

Attack Vignettes  

In the Vignette approach, the set of potential targets, weapons and attackers’ profiles is defined on the basis of 
an evaluation of historical attacks and emerging trends performed against railway systems (Neubecker and 
Steyer 2016) crossed with the analysis of the Franco-German high speed train infrastructures (Lotter et al. 
2016).  

The train network infrastructure has been analyzed, considering its different constituents, their characteristics in 
term of function, location, capacity, responsibilities, etc. The retained potential terrorist type of targets are: high 
speed trains en route, train tunnels, train bridges, train platforms, train air conditioning systems, stations’ 
concourse, elevated train stations, escalators, lockers, control and command centers and signal boxes. The 
historical analysis of 158 past assaults against railway systems perpetuated, all over the word, from 1990 to 
2015 (such as the sarin attack on the Tokyo subway 1995, the 2004 Madrid train bombing, the 2005 London 
bombings, the 2008 Mumbai attack etc.) concluded that attacks are executed by intelligent actors, operating in 
groups or individually with possible suicidal intentions. A spectrum of weapons was identified, ranging from 
mechanical means over all types of explosives, small arms and chemical means. Considering emerging trends 
and vulnerabilities, additional means of attack are added, such as cyber/hacker techniques, dirty (radioactive) 
bombs and bacteriological means.  
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Based on the selected set of targets and weapons, more than 30 reasonable combinations of the elements actor 
target and weapon have been defined (Neubecker 2016). For example, a vignette describes the attack of a group 
of terrorists over a high speed train en route using mechanical means to interrupt tracks and cause the derailment 
of the train. Because the number of combinations is very large, the identified set of vignettes is only a small 
representation of plausible scenarios. The set of vignettes are supplemented by the description of the 
environment and a description of the terrorists’ motivation, intention and activities when approaching an attack.
Furthermore, the consequences of the attack (damage on infrastructures, injury to persons, time to recover the 
railway traffic) are defined based historical numbers and on the application of lethal ratio calculation techniques 
for a rough estimation of the losses.

Attack process and defense system

In order to determine the vulnerabilities and week points of the train network infrastructures against terrorist 
attacks and eventually, position appropriate security measures accordingly, the process steps defining the course 
of planning and executing of a terrorist attack is identified (Gabriel et al. 2016). Terrorists have proofed to be 
able to devise sophisticated operation plans and do long-term planning to achieve strategic and tactical goals. An 
intelligent actor enriches his prospects of success by a careful exploration of the target and assesses his approach 
to the place of impact. He may also practice his actions and correct them. Accordingly, based on a common 
planning cycle, the “Plan-Do-Check-Act” cycle, and TRADOC terrorist planning cycle (STRATFOR 2012;
TRADOC 2007), a general attack process model was defined. It depicts in detail the different phases of a 
terrorist assault for any target environment, it roughly comprises:

 The planning phase, during which objectives are defined and information is gathered.
 The doing phase, during which approaching the target and executing the attack are practiced.
 The checking phase, which serves to identify problems and consider those during the planning.
 The acting phase eventually represents the actual execution of the real assault (Gabriel et al. 2016).

The process model represents attacks performed by an individual or by a group. It applies to suicide assaults as 
well as assaults with subsequent escape. It also considers the fact that the actors will analyze the circumstances, 
including possible security measures, which may represent too much risk for the actors and thus could endanger 
the success of the assault. Figure 1 represents the main steps of the attack general model, and this in case of a 
physical attack, knowing that attack patterns for physical and cyber-attacks differ decisively from each other 
(Stewart 2012). 

Figure 1. Main steps of the attack general model

In every phase of the process, the actor, and thus the attack, can be stopped by an appropriate line of defense;
accordingly, 30 potential intervention points in the general attack process have been identified as positions to 
implement security measures. Also, for every intervention point, a set of potential security measures were 
identified. In total 110 preventive and mitigating security measures have been identified, to counter the 
evolution of the attack process or to attenuate its consequences. They include organizational measures such as 
preventive measures from radicalization, emergency management, preparedness and training of security staff, as
well as technical measures of several types: video surveillance, access and baggage control, detectors, 
communication equipment, etc. It is of course important to investigate the effectiveness of these security 
measures against the terrorists’ assaults, the assessment of their feasibility and performance will be undertaken 
in upcoming steps of the project. 

On the basis of these findings, we examined and crossed the information related to the attack vignettes with the
attack general model. We considered the detailed description of the proceeding of each attack vignette and 
deduced the corresponding activities from the attack general model that intervene in the attack vignette. Thus, 
we identified a set of sub processes (different versions of the attack general model) corresponding to the 
particularities of each attack vignette. Then, we deduced the set of intervention points included in each sub-
process. As a set of security measures are identified for each intervention point, we identified the set of potential 
security measures along with their positioning during each attack sub-process, defining this way the 
corresponding defense system to be implemented against each attack vignette. 

467

https://iscram2017.mines-albi.fr/T09-ISCRAM%202017-Track%20Resilience%20Engineering.pdf


Amokrane et al.  Deducing Complex Scenarios for Resilience Analysis of 
Train Network  

 
 

WiPe Paper – Resilience engineering and management  
Proceedings of the 14th ISCRAM Conference – Albi, France, May 2017 

Tina Comes, Frédérick Bénaben, Chihab Hanachi, Matthieu Lauras, Aurélie Montarnal, eds. 

DEDUCING COMPLEX ATTACK SCENARIOS 

Based on the set of vignette scenarios, their according process models and the defense system identified against 
each attack scenario, we propose to develop a set of complex scenarios. Each scenario addresses certain threats 
for civil security in the Franco-German high speed train network. Insofar the latest attacks that target the train 
network are acted as a set of attacks, each one is considered in this work as a single attack vignette. For instance, 
the July 2005 London attacks, where two underground suicide bomb attacks were perpetuated or the March 
2004 Madrid bombings where 10 bombs exploded in a train and 3 additional bombs that were to explode with 
delay were neutralized in Atocha station. It is therefore important to represent terrorism threat in its most 
complex manifestation and consider attacks perpetuated as a set of triplets actor – weapon – target.  

We propose to rely on a model-based simulation for resilience engineering and assessment, to tackle the 
uncertainty dimension arising from terrorist risks. Our approach aims to automatically deduce a set of 
formalized, consistent and plausible complex attack scenarios in order to allow analyzing and understanding the 
threats and effects of complex attacks and, in further steps of the project, allow using simulation of the retrieved 
complex scenario models to test defense measures and thus support the resilience assessment and enhancement. 
We defined modelling and analysis concepts, adopting a systemic approach where the aspects to be considered 
and the knowledge that has to be captured for the resilience analysis of the train network are represented in 
several different modeling views (structural-informational (rail network), functional-behavioral, risks 
management, resilience analysis…).  

 
Figure 2. Attack and defense behavioral view model  

The attack scenarios are represented with the use of the behavioral view model concepts (Figure 2.). The latter 
allow representing single attack vignettes by defining: (i) the opponent actors (terrorists) that perpetuate the 
attack; (ii) the targeted train network infrastructure and its characteristics, where the attack has only one target 
and (iii) the utilized type of weapon along with the effects it induces on the target. Each attack vignette is 
opposed by a defense system represented by a set of security measures each engendering an effect on the 
different points of intervention identified for the opposed attack vignette. A complex scenario is a process, i.e., 
a set of organised activities (sequence, parallelism) where every the activities depict attack vignettes followed 
by their corresponding defense systems.  

A complex scenario must be a plausible, consistent description of the proceeding of attacks. Accordingly, we 
use the model as a support upon which we perform a consistency analysis to detect inconsistent situation where, 
for example, an actor is performing two different attacks on different targets in the same time frame. We 
combine attack vignettes according to composition rules determining the conditions that permit the construction 
for now of two types of combination of attacks: parallel attacks and sequential attacks.  

The aim here is not to put all possible future attacks in each complex scenario. We define a set of complex 
scenarios each including a representative, likely to happen, sample from the total attack vignette space. In this 
regard, we rely on hypothesis presented in the following:  

 In a complex scenario, parallel or sequential attacks are perpetuated in the same geographic area, i.e., 
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one that requires the deployment of the same defense actors and efforts, for example attacks targeting a 
station and a train en route in the same city and not attacks happening in 2 distinct stations one in 
France and the other in Germany. Otherwise they are considered as independent attacks happening in 
the same time frame for perhaps a more important media impact. Thus, in order to consider all possible 
threats we assume that all the identified attack vignettes include targets of the same geographic area.  

 Because of lack of information regarding cross border situations, we consider the attacks regardless of 
the country where they can be perpetuated (France or Germany).  

 We suppose the parallel attacks to be executed by different actors or group of actors and the sequential 
attacks to be executed by the same actors or group of actors. The parallel attacks starts either 
simultaneously, within a short delay or even one after another (configuration 1. Figure 3.). In fact, even 
if attacks are perpetuated in a sequence, they are perceived as planned to happen in parallel. It may 
even be the case, where the actors firstly plan to execute synchronized attacks but end up having 
delays. A representation of a complex scenario in a sequence is only interesting if the attacks are 
perpetuated by the same actor or group of actors, where we can consider the threat that they represent if 
not captured. Therefore, we consider the sequence of attacks by more than one actor/group of actors as 
desynchronized parallel attacks. 

 The possible process configurations of complex scenarios are attacks happening in parallel 
(configuration 1. Figure 3.), attacks happening in sequence (configuration 2. Figure 3.) or sets of 
sequential attacks happening in parallel (configuration 3. And 4. Figure 3.). Where, in the latter, an 
actor or group of actors involved in parallel attacks perpetuate more than one attack. Combination wise, 
it is of course possible to go further and build sequences from parallels of sequences… etc. but this 
would not be very meaningful for our context. As in the reality, attacks are eventually seen as several 
attacks happening on parallel or in sequence. Besides, a complex scenario is planned to be executed in 
a short interval of time (6 hours). We consider a situation such as the configuration 5. (Figure 3) as 2 
complex scenarios that occur delayed by a larger period of time. They are then 2 different attack 
operations.  

 Considering the effort (coordination, synchronization, logistics) needed to plan parallel attacks, the 
speed of spread of information nowadays, the possibility that the actors can be captured and the 
analysis of historical terrorism events and latest trends (9/11 New York attacks, 11/2015 Paris 
attacks…etc.) we follow the assumption that the plausible number of possible parallel or sequential 
attacks to be three attacks. In this case, configuration 4. (Figure 3.) represents the worst case scenario 
of attacks. 

 Each attack vignette is opposed by a defense system (considered to follow the attack in the complex 
scenario process) consisting of a set of security measures. In the current stage of the project, we do not 
address the assessment of the effects of security measures, i.e., their performance level regarding the 
attack. Therefore, we represent the success of the defense system in a very simple way. Ten levels of 
success are defined. They correspond to the ten main phases of the attack vignette process (Figure 1.). 
For example, the value of the level of success of the defense system against a given attack is 8 means 
that the step of the attack “actions on objective” couldn’t be achieved, i.e., the opponent actors couldn’t 
trigger their weapons and perform the attack. Accordingly, there are no damages to deplore as a 
consequence of this attack and the opponent actors are captured.  

Following these assumptions, we developed an analysis algorithm (Figure 4.) to automatically deduce complex 
scenarios from the set of 33 identified attack vignettes (Neubecker 2016) and their identified defense systems. 
To guarantee the plausibility and consistency of the complex scenarios, the algorithm implements the following 
constraints or rules to build the attacks combinations:  

 An opponent actor or group of actors perform one and only one attack in a set of parallel attacks.  
 If it risks to be destroyed or contaminated by a first attack, a target is attacked only once in a set of 

parallel attacks i.e. no other attacks perpetuated on this target are considered for the current complex 
scenario. In fact, the risks of decreasing the prospects of success of the other attacks are high. There is 
also the fact of putting in danger the other attackers which may be in the lethal radius of the first attack. 

 No derailment in parallel with another attack on the same train as it is very unlikely to plan such 
synchronized attacks, also the actors will not “risk” sabotaging the ultimate attack of derailment by 
performing another attack in the same train risking this way to stop the train before arriving to the 
derailment point. 
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 A single actor, once captured (the step “escape and evasion” didn’t succeed – knowing that “actions on 
objectives” could have succeeded) and checked if he is not representing a threat any more (he is not in 
the possession of potential means of damage to his surroundings) cannot be the executer of any 
following attacks.

 No derailment (obstacles on a train en route) before a second attack on the same train en route. It is in 
fact more likely for attackers to preserve a target for an ultimate attack and not risk to be caught before 
the execution of this attack.

Configuration 1.

Configuration 2.

Configuration 4.

Configuration 3.

Attack vignette

Parallel gateway

Configuration 5.

Figure 3. Complex scenarios configurations

 No chemical or bacterial attacks after explosion attacks on the same train en route. Of course, attackers 
do not plan attacks that risk decreasing the prospects of success of other attacks.

 If destroyed, i.e., the means of the attack can cause the destruction of the target and the step “actions on 
objective” of the attack succeeded, an infrastructure is no longer be the target of another attack.

 Suicidal actors, once checked if he is not representing a threat any more, can no longer be the executers
of any following attacks.

We use these rules to determine whether or not attacks can be put in parallel or in sequence in each complex 
scenario. The algorithm consists of three main procedures used to combine the activities into different possible 
configurations to help build up the final set of complex scenarios. We first build a set of scenarios each 
constituted by parallel attacks (“Build parallel attacks” in Figure 4.). To do so, insofar the size of attacks does 
not exceed 3 parallel attacks in each complex scenario, we verify rule 1 to 3 for each vignette with each vignette 
of the set of remaining vignettes. If rules 1 to 3 are verified the vignettes are put in the same complex scenario of 
parallel attacks, knowing that if both the configurations of vignettes A and B: A parallel B and B parallel A exist 
only one is considered – the same in the case of 3 vignettes is parallel. Similarly, in the second procedure, we 
build sequences of attacks. We apply the rules 4 to 8 on the set of attacks to verify the possibility for these 
attacks to happen in sequence. After that, we consider the third possible configuration (configuration 3. Figure 
3.) of attacks. In fact, the proceeding of the attack scenario can be more complex. We therefore propose to build 
parallels from the set of sequence attacks that are retrieved in “Build sequential attacks”, where sets of 
sequential attacks can happen in parallel if their corresponding attacks verify the rules 1 to 3. Finally, we 
exclude, from the final set of complex scenarios, scenarios composed of only one attack vignette and 
duplications of scenarios.
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Begin «Build 
complex 

scenarions »

Build parallel attacks

Build sequential attacks 

Build parallels from sequential 
attacks 

End «Build complex 
scenarions »

Set of 
complex 
scenarios

Set of attack vignettes 
with their corresponding 

defense systems

Figure 4. Deducing complex scenarios algorithm

The automatic generation of the complex scenarios facilitates significantly the task of combining attacks. 
Manually, it is difficult and time consuming to depict, or know when to stop, the possible attack configurations 
considering the important number of attack vignettes and the set of hypothesis and combination rules. From the 
initial set of 33 attack vignettes, considering the current configuration of the input data, the algorithm allows to 
deduce a set of 1563 complex scenarios. The results depend very much on the configuration of the input data. If 
all the attack vignettes are acted on different targets and by different actors, most the rules will be verified on the 
set of the vignettes and will not allow eliminating a lot of combination cases, resulting this way in a much higher 
number of possible complex scenarios. Moreover, the algorithm can integrate new attack vignettes that can be 
added to complete the initial set of attack vignettes. Other combination rules can be added and some can be 
loosened providing this way a different set of complex scenarios. 

For such complex attacks a complex defense response must be implemented where defense actors and efforts 
have to be coordinated and deployed. Each complex scenario describes the frame conditions for several possible 
duels between attacks and defense systems. These scenarios represent a test base, for the resilience analysis,
from which we can draw to perform simulations and test the selected security measures. Most importantly, the 
definition of such complex scenarios allows predicting the potential risks that the train network encounters after 
the occurrence of an attack, as all the possible following developments of an attack are depicted in the set of 
complex scenarios.

CONCLUSION AND FUTUR WORK

Threat and vulnerability analysis is a preliminary step towards resilience analysis. The present work contributes 
to a joint work conducted in the RE(H)STRAIN project. It aims at defining the threats against civil security in 
the Franco-German high speed train network by considering possible proceedings of attacks generated 
automatically into a set of formalized consistent complex attack scenarios.

In order to fully determine the vulnerability of the rail network we propose to analyze, in the next step of the 
project, the performance level of the selected security measures against each attack. To do so, operational 
decisional and technical performance indicators have to be identified for each security measure (such as:
availability of the actors, accessibility, time of propagation of the information, detection probability… etc.). This 
allows measuring their performance level and thus their effectiveness against terrorist weapons considering the 
target environment.

The impact of the security measures have to be tackled in a lower level of granularity in the complex scenario 
process. In fact, the defense system can influence the actions of the attackers during the different phases of their 
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attack plan and execution (Figure 1.) forcing the attackers to change their initial plan and producing this way an 
impact on the consequences of the attack. Accordingly, we propose to consider in future works detailed complex 
scenarios, where it is possible to zoom in the attack and detail the course of the attack considering the attackers 
reaction and behavior depending on the effectiveness of the implemented defense system. This implies 
considering conditional elements (exclusive gateway) in the proceeding of the generated complex scenarios.  
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