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ABSTRACT

In this article, we want to present the concept for a risk management approach to assess the condition of critical
infrastructure networks within metropolitan areas, their interdependencies among each other and the potential
cascading effects. In contrast to existing solutions, this concept aims at providing a holistic view on the variety of
interconnected networks within a city and the complex dependencies among them. Therefore, stochastic models
and simulations are integrated into risk management to improve the assessment of cascading effects and support
decision makers in crisis situations. This holistic view will allow risk managers at the city administration as well as
emergency organizations to understand the full consequences of an incident and plan mitigation actions accordingly.
Additionally, the approach will help to further strengthen the resilience of the entire city as well as the individual
critical infrastructures in crisis situations.
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INTRODUCTION

Nowadays, metropolitan areas are home to a large number of critical infrastructures (CIs) from different domains,
which are required to maintain essential services and the social life in these cities. Among them, there are the
general utilities like electricity, gas or water, information and communication technologies (ICT), distribution
networks for food or as well as road or railway transportation networks. These networks typically span over the
entire city area and but are bounded within a geographically narrow space. This leads to manifold physical and
logical dependencies among those infrastructure networks (Rinaldi et al. 2001), turning them into a complex and
highly sensitive multi-domain CI network. Hence, any incident happening at one part of those networks (e.g., an
impairment or even the total failure of a system due to external influences) can have far-reaching consequences, i.e.,
cascading effects, on other domains and thus on the economic and social well-being of the entire city. Consequently,
a detailed risk analysis with a strong focus on the interaction of these networks and potential cascading effects for
the population, as part of the Network and Information Security (NIS) Directive in Europe European Comission
2016, is a central aspect for the protection and further the resilience of these CIs.
To obtain an overview on the current state and the behavior of their networks, CI operators use simulation tools,
which are based on mathematical models and live monitoring data from their networks. However, these tools usually
do not provide information on networks from other domains, i.e., do not take the interdependencies among the
corresponding author
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networks into account. Thus, despite collecting information from simulations of the individual networks, a detailed
understanding of the dynamics in the overall system of all networks within a city is missing. In other words, even
though the risk behavior and resilience of a subsystem may be well understood, such a local view is insufficient for
an assessment of cascading effects, unless there is also a global view that reveals potential cross-domain effects.
In this article, we conceptually describe a risk management approach for the CI networks located within a
metropolitan area to tackle the challenge of systematically gaining a global view on a network of interdependent
CIs. This framework is developed as part of the currently running project ODYSSEUS 1 with the goal to provide
a support tool for CI operators as well as city administration and emergency organizations in (or in preparation
of) crisis situations. At the heart of the framework are the multi-domain CI networks and their interdependencies
as well as the potential cascading effects that can arise from them. These interdependencies are identified and
analyzed in close cooperation with CI operators to obtain an extensive CI interdependency graph. Further, a
multi-domain simulation tool is developed, which uses stochastic models (e.g., Markov chains and probabilistic
automata) to couple the individual domain networks and thus realizes a flexible yet realistic representation of the
overall network of networks. This allows simulation of potential threats and evaluates their effects on the entire
city. To obtain a realistic assessment of those consequences, the framework integrates a model on the spatial and
temporal distribution of the city population.
Based on the output of the framework, risk experts in the city administration as well as within the CI operators will be
able to see, which potential compensation and displacement mechanisms can be expected within the multi-domain
network of CIs in case of an incident. From this data, targeted preventive safety measures can be derived and
evaluated using the framework; their implementation will support minimizing the effects in the event of an incident.
Accordingly, this will help to improve the preparation of emergency organizations and further increase the resilience
of the entire city as well as the individual CIs in crisis situations.
The remainder of the paper is structured as follows: in the next section, we will provide an overview on existing
methodologies and approaches for the core parts of the ODYSSEUS approach. Then, a detailed overview on the
specific concepts of the ODYSSEUS framework and their interplay is provided. Finally, we discuss how this
framework can support the resilience of CIs within a city as well as the resilience of the entire city itself.
EXISTING APPROACHES IN THE LITERATURE
Modeling Cities and Population Distribution

Many large European cities maintain Geographic Information Systems (GIS), which are used in a wide range of
areas in the context of their administration. Much of this data is publicly available within the framework of Open
Government Data and can be used for various applications. This includes, on the one hand, basic geometries
describing physical objects of the city such as transportation networks or building structure models, and, on the
other hand, socio-economic information, such as the use of the buildings or the distribution of the population in
the urban space. In general, such information on the spatial distribution of the population within a city is only
available in aggregated form for reasons of data protection. It can be given in the form of raster data, which is
a representation of the resident population, or at the level of administrative units, where more detailed data on
demography is available. Therefore, modelling approaches like spatial disaggregation (Mennis and Hultgren 2006)
must be applied to achieve a more precise spatial distribution of the population. This means that the population
figures that are available, e.g., per counting district, are distributed to a higher-resolution unit such as buildings
(Aubrecht et al. 2009; Widhalm et al. 2015).
In general, this approach is not sufficient to provide a realistic impression of the population distribution of a city.
Besides the resident population – i.e., those people who live there and thus also spend the night (”night population”)
– but also the so-called ”day population” needs to be modelled (cf. Figure 1). Further, a distinction between
the working and non-working population must be made; commuters to and from the urban area also need to be
considered (Martin et al. 2015). In this context, time profiles can be helpful, which describe typical spatio-temporal
activity patterns of the population and provide a plausible estimate of the population distribution that is sufficiently
accurate for applications such as in the event of a disaster. An alternative to modelling the daily population is
the analysis of mobile phone data for the spatio-temporal recording of population densities (Deville et al. 2014).
The advantage of this method is the worldwide high penetration rate of mobile phones in urban agglomerations.
However, it should be noted that in addition to the enormous amounts of data that have to be processed, the spatial
accuracy of the data is still limited.
1National project funded by the Austrian Research Promotion Agency under grant no. 873539
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Figure 1. Illustration of the variation between day population and night population of New York

Interdependency Graphs

In the literature, relations and dependencies among CIs are mostly described using graph models, where CIs are
represented as nodes and the dependencies, also differentiated in various types (Haimes 1981; Rinaldi et al. 2001),
are represented as directed edges. Such a graph model provides a simple overview and a basic understanding of
the interactions between CIs and can further be used as a solid basis for investigations and analyses (cf. Figure
2). For example, the Input-Output Interoperability Model (IIM) (Haimes and Pu 2001) uses the structure of
interdependency graphs and linear equations to estimate the consequences of incidents on the network of CIs.
Moreover, the Hierarchical Coordinated Bayesian Model (HCBM) (Yan et al. 2006) combines the information
on interdependencies with incident data from different sources to improve the accuracy and variance in impact
assessment and estimate low-probability-high-impact events (also know as ”black swans”) more precisely.
Other concepts include stochastic processes to improve the modeling of partly unknown dynamics and relations
among the CIs. Therefore, the graph structure of the interdependencies among CIs or critical systems within them
is used as a starting point for the analysis. Among them, techniques based on Bayesian networks are also applied
to describe interdependencies between critical infrastructures (Schaberreiter, Kittilä, et al. 2013; Schaberreiter,
Bouvry, et al. 2013). Additionally, percolation theory (Sander et al. 2002; Newman 2002), an approach coming
from the field of epidemics, has been applied to analyze the spreading of the effects of an incident in critical
communication networks (König, Gouglidis, et al. 2018).

Figure 2. Schematic illustration of the interdependencies among CIs of the different domains (sectors).

Cascading Effects

When looking at the interdependencies among CIs, the question arises on how to identify and assess cascading
effects among those infrastructures. The first approaches to solve this were looking at specific events and how
they will influence future events (like the Cross Impact Analysis (CIA) (Gordon and Hayward 1968; Turoff 1971)).
Currently, more complex concepts are applied to analyze cascading effects within CIs (e.g., Interdependent Markov
Chains (IDMCs) (Wang et al. 2012) and their extensions (Rahnamay-Naeini and Hayat 2016)). However, Bayesian
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models and Markov chains are more difficult to apply in realistic scenarios compared to percolation theory because
of the large amount of data required to analyze and understand the system as well as to instantiate the model.
In (König and Rass 2018), a stochastic model has been developed that not only identifies potential cascading effects
within a network of interconnected CIs, but also supports the assessment of such cascading effects. To achieve that,
a combination of Markov chains and percolation theory is used, which has been further implemented to simulate
the cascading effects among CIs within a region and evaluate their impact (Schauer et al. 2018; Grafenauer et al.
2018). The concept of Markov chains has been further extended to probabilistic Mealy automata (König, Rass,
et al. 2019). Such an automaton describes a system which can be in one of finitely many states. Upon receiving an
external signal, the Mealy automaton undergoes a state transition with a certain probability (cf. Figure 3). This
representation facilitates a more detailed simulation of a CI (or systems therein) together with the cascading effects
a specific incident might have on the entire system. Mealy automata are a core aspect of the ODYSSEUS approach,
where each automaton describes a critical system within a CI and the signals represent incidents coming from
another (dependent) system. Hence, we will describe their application in further detail below.

Figure 3. Schematic illustration of a Mealy automaton of some system with three operational states and transitions
for the events ”fire” and ”virus”.

Simulation of Sub-Networks of Different Domains

In practice, CI operators usually run simulations of their respective networks to identify the above mentioned
(cascading) effects of an incident. Such simulation frameworks are based on a combination of mathematical models
of the physical processes and monitoring data gathered from the network itself. Thus, they provide an up-to-date
picture of the network and a good estimation of its behavior (e.g., in a crisis situation). Among those mathematical
models, various approaches exist (just to name a few): the simulations of power networks are based on Maxwell
equations and Ohm’s law (cf. for example (Kelley et al. 2015)), communication networks can be modeled using
waiting lines (e.g. (Reiser 1979)); granular flows (Haut et al. 2005) or agent-based models (Yuhara and Tajima
2006) are used to simulate traffic within a city, and so forth.
Although these simulation frameworks can represent the behavior of an individual network, the important
dependencies and resulting cascading effect across different domains (as discussed in the previous sections) are
not considered in those simulations. In other words, incidents originating beyond the boundaries of a CI network
as well as their effects are not part of the simulation. In the literature, co-simulation approaches (Lin et al. 2011;
Kelley et al. 2015; Wen et al. 2015) can be found, where two domains – most commonly the power and ICT network
– are coupled. However, a holistic view of all supply networks within a city is required to be able to perform
comprehensive analyses of incidents and their cascading effects on the entire interdependent network of CIs.
Risk Management and Data Processing

The above mentioned results from the infrastructure graphs, cascading effects modelling and simulation are
integrated into risk management processes. In classical risk management, and particularly when considering
CIs, data preparation mainly focuses on presenting risks in such a way that results can be used as a support for
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decision-making. However, in an increasingly dynamic business environment this type of risk management soon
reaches its limits due to the large amount of data coming from constant monitoring of critical systems. Additionally,
technologies and business processes nowadays have an increasingly fast cycles that require a more dynamic
identification and assessment of risks. Hence, risk management needs to adapt to this situation and integrate the
benefits coming from this large amount of available data into the decision-making to improve the prevention or
mitigation of risks.
In the literature, the concept of dynamic data preparation has been discussed parallel to the increasing relevance of
Big Data Analysis and mainly under the umbrella of data-driven management. In this context, a framework has been
presented that attempts to overcome the limitations of risk management based on asset management by using big
data methods (Middleton 2012). Other innovations in the field of crisis management, which apply Big Data analysis
in the general corporate environment, are also examined (Zhang and L. Yang 2017). For Smart Cities, a similar
method is discussed, which improves crisis intervention and disaster resilience (C. Yang et al. 2017). Novel risk
management approaches for CIs that specifically rely on simulations (Schauer 2018) can apply these methodologies
to effectively use the large amount of data. Additionally, more fine-grained data on the behavior of critical systems
can help to make alternative concepts for risk minimization much more effective, as for example by applying game
theory (Rass et al. 2015).
ODYSSEUS RISK MANAGEMENT APPROACH
GIS Model Development

As a first step towards a GIS model of a city, the relevant data needs to be collected. Therefore, a number of publicly
accessible information sources are available (e.g. OpenStreetMap, OpenInfrastructureMap, etc.) to support the
geo-referenced modelling of an urban area (cf. Figure 4). These information sources provide data about various
different CI networks, e.g., road, railway, electricity. However, this data usually only contains a specific level of
detail, i.e., the CI networks will not be displayed in their finest granularity; missing data can be gathered from
experts within the CI operators. In this context, it is important to find a level of abstraction that remains useful
in terms of the amount of data required, but without revealing sensitive data of the infrastructures, yet still offers
enough detail to provide realistic statements later on in the risk assessment.

Figure 4. Schematic illustration of the overall ODYSSEUS Risk Management Approach.
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The main goal of this step is to create a GIS-based representation of a city, where the different CI domains can be
shown as individual layers in the GIS model. All the elements of the different CI networks up to a specific level of
abstraction are geo-referenced, which allows an overview of the entire urban area with all the different CI networks
located within it. In addition, the population distribution will be modelled in the same representation in a spatial
context and under consideration of the time component (details follow below).
Threat Identification

In this step, the threats relevant to urban area in general and to the CIs in particular are identified and compiled in a
catalog. As a basis, domain-specific threat catalogs as well as national risk analyses can be used. The resulting
catalog should include natural and technical as well as intentional and non-intentional threats for the CI networks.
The identified threats are backed with reliable data from historical events or current studies. This is achieved using
incident databases from the CI operators (e.g., about road accidents, asset malfunctions, hacking, etc.) as well as
public threat databases (cf. Figure 4). Subsequently, security controls for the identified threats are derived from
publicly available guidelines as well as from best practice approaches from the CI operators.
Based on the resulting threat catalog, complex threat scenarios are defined in a next step, which reflect current
concerns of the CI operators and thus establish a clear practical relevance. In detail, the prevailing circumstances
and the chronological sequence as well as the affected infrastructures and areas of the city are specified for each
scenario. To represent a broad spectrum of potential incidents, the scenarios are selected from different threat
categories. It should be pointed out that the more information on one scenario is available (and the more precise this
information is), the more realistic the outputs will be. Hence, experts from the CI operators are consulted through
workshops to formulate the threat scenarios as detailed as possible without revealing any sensitive information on
the CI networks.
Cascading Effects Simulation

The simulation of cascading effects which span across the different CI networks is the core feature of the cross-domain
risk analysis framework that is going to be developed in ODYSSEUS. In general, this simulation is based on a
directed graph model, consisting of nodes and edges, representing the individual assets and links within the CI
networks. This is formalized in a generic way such that it can be applied to single domains, e.g., the power or
ICT network, as well as to the overall system, i.e., including all CI networks as well as their interdependencies.
Accordingly, we speak of two different views or levels of the simulation model, i.e., the intra-domain and the
inter-domain level (cf. Figure 5). In a way, one may think of the intra-domain model as a risk assessment simulation
model that is specific for a certain domain (e.g., energy, water, etc.). It describes the physical behavior of the
CI subnetwork. On top of this, the inter-domain model represents the interdependencies among the individual
domain-specific physical networks. The model then operates on abstract information about the operational states of
the assets, which is exchanged across those interdependences (cf. Figure 5).
As the name indicates, the intra-domain level focuses on the simulation of one individual network for a specific
domain, e.g., the power network. On the one hand, established physical models from the literature can be used
to implement the simulation and describe the behavior of a network. Since we are mostly operating on publicly
available information and thus often cannot drill down to the last system of a network, there might not be enough
data available to instantiate the physical model properly. Hence, a more promising approach for this scenario is
finding an approximation for the dynamics of the individual systems in a CI network. Such an approximation can be
achieved by using machine learning and building an artificial neural network (ANN) for each system. The ANN
representing a node is trained based on real-life historic data of that node, or from artificial data obtained from
simulation software (the latter may be particularly valuable as a rich source of data, in cases where experts are
not available or human domain knowledge is scarce or difficult to obtain). The ANN learns to mimic the physical
processes and behavior of a node based on the combination of input and output values coming from log files or
other system monitoring tools and can later on simulate the node in a realistic way. Each ANN is thus a digital twin
for some CI subnetwork. It has to be noted that the monitoring data required for this training needs to come from
the CI operators. Since this data is sensitive in most cases, one option is that the CI operator trains the ANN itself
without providing the monitoring data to someone else and only gives the resulting ANN to the simulation model.
The inter-domain (or cross-domain) level focuses on the simulation of the overall system, i.e., the dynamics between
the individual CI networks. Therefore, the information on the interdependencies between the individual networks
are required, i.e., which node in one domain influences a node in another domain. Since these effects are highly
complex, including physical as well as organizational mechanisms, we are using Mealy automata as a particular
formalization of stochastic dependencies to approximate them in an abstract way (cf. (König and Rass 2018;
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Figure 5. Illustration of the interplay between the intra-domain and inter-domain model.

Grafenauer et al. 2018; König, Rass, et al. 2019) for more details on the approach). In this formalization, a node is
taken as a black-box that undergoes changing risk states over its life time, ranging from “undisturbed operation”
up to “total failure”. A change of state is triggered by external influences, and may result in different new risk
states with distinct probabilities (stochastic model). Mealy automata are exactly such state machines that change
their internal state, here a risk status, based on external signals and with prescribed probabilities. In our case, an
external influence can be an incident happening to the node (e.g., an attack or a technical failure) or the change of
the operational state of another node, on which it is depending on. The states represent the current risk level to
which a CI is exposed, and the probability is determined by the CI’s own resilience or inner dynamics to react on
the new situation.
To combine those two levels to form a cross-domain model, the model in (König, Rass, et al. 2019) is extended in
ODYSSEUS. In detail, a mapping is introduced from the intra-domain representation of nodes by ANNs to the
representation by Mealy automata. Since the ANN reflects the behavior of a node, it can determine the implied
risk level and thus the state change of the Mealy automaton. Additionally, both the technical and organizational
information flow between depending components of different domains are analyzed using domain-specific expertise
from the CI operators. The results then describe the interdependencies and define the cross-domain influence
between the Mealy automata. In this way, the individual CI networks are connected and a cross-domain simulation
can be implemented, which provides a holistic understanding of the impact of potential threats across multiple
interrelated networks.
Societal Impact Assessment

The simulation of cascading effects is only one input to risk management; the other one is to assess the impact of
those effects. To obtain a valid assessment, highly accurate spatio-temporal information, both on structures within
the city and on the affected population, is required. However, demographic data are only available at a rough spatial
level and not in a chronologically differentiated manner (as already mentioned above). This results in the need to
refine the distribution of the population both in a spatial and in a temporal context. To achieve that, we are applying
methods of disaggregation in the ODYSSEUS approach, which allow an estimation of the necessary differentiation
in the form of quantitative spatio-temporal population models. These models are subsequently used as a basis for
impact analyses and assessment of the effects on the population.
To measure the consequences on a diverse and complex ecosystem like a city, several different impact indicators
and impact classes are defined, which need to cover the broad spectrum of social influencing factors. Such impact
classes can be, for example, ”people”, ”economy”, ”environment” or ”society”, with indicators measuring the
number of wounded people during an incident, the monetary value of the direct and indirect damages, the amount
of polluted water or the degree of discontent in the population due to the incident. In this context, the population
distribution model of the city provides useful inputs to all these indicators. The final assessment scheme consists of
WiP Paper – Resilience in Critical Infrastructures
Proceedings of the 17th ISCRAM Conference – Blacksburg, VA, USA May 2020
Amanda Lee Hughes, Fiona McNeill and Christopher Zobel, eds.

658

Schauer et al.

Cross-Domain Risk Management

a function which receives as input the current state of the critical supply networks in the city and calculates an
abstract impact measure on this basis.
Integration into Risk Evaluation

The data and results obtained from the simulation and the impact assessment need to be integrated in the risk
management process, more specifically into the risk evaluation. Hence, a core focus of this approach is the dynamic
estimation and continuous reassessment of the risk based on new information. To achieve that, the processing of
the results adapts to the changing environment and takes advantage of the additionally available information. This
includes the detailed data on the effects of an incident on the overall system coming from the simulations as well
as the extensive information from external sources (e.g., from threat intelligence providers or the CI operators
themselves). After a reasonable processing, the aim of the approach is to support CI operators with tailored
assessments of risks as well as recommendations to prevent or mitigate them, which can significantly speed up
corrective actions.
In addition, the results as well as their visualization needs to be optimally adapted to different personal profiles. In
ODYSSEUS, this is targeted by a methodology for data representation and visualization that builds on the data
provided by the project’s dynamic risk management approach (cf. Figure 4). Since many roles from within an
organization (e.g., managers, technicians, administrators, etc.) need to be involved into the risk management process
in one way or another, the aim is to tailor the representation of the results to the different organizational roles.
Only in that case, they are able to complete their risk management tasks in an efficient manner and based on a
comprehensive understanding of the data presented to them.
Risk Minimization

In order to further support decision-makers in implementing security controls for specific threat scenarios, a
game-theoretical model is extending the ODYSSEUS approach to identify the optimal allocation of resources (cf.
Figure 4). In detail, a CI operator is facing a (intentional or natural) threat and has several security controls (coming
from the threat catalog compiled in the beginning) for this specific threat scenario at hand. Using the simulation for
cascading effects and the societal impact assessment, the effectiveness of each of these strategies, i.e., to which
degree (if at all) they reduce the impacts of an incident, is evaluated.
Based on the methods developed for the dynamic estimation and continuous re-assessment of the threats refine
and prepare the data for the game theoretical framework. Accordingly, the framework is designed in such a way
that it allows direct integration of simulation results by using distribution-valued payoffs. This eliminates the
need of aggregating complex data into a single numbers and thus losing information in that process. Additionally,
the approach allows the integration of potentially contradicting expert opinions, i.e., there is no need to find a
compromise on the expected impact but rather all views are taken into account. In this way, the game theoretical
framework facilitates an optimal fine-tuning of different variants of security controls and thus realizes an improved
resource allocation for the individual controls, which are then carried out by the CI operators.
EFFECTS ON RESILIENCE

When looking at the resilience of the individual CI networks as well as the entire city, the city administration and
the emergency organizations might not be prepared for consequences stemming from cross-domain effects. In case
of an incident or during a crisis situation, this might increase the time until all CI networks can be brought back to
full operation, i.e., the resilience of the individual CIs and also of the overall city. To reduce that time span, the
outputs coming from the ODYSSEUS framework can support the administration and emergency organizations in
different ways:
1. the results from the simulation framework, i.e., which assets from the different domains are affected by a
specific incident, provide a holistic view to the organizations on the potential cascading effects a specific
incident might have on individual CI networks as well as on the whole city. This supports them in obtaining a
clear impression of the cross-domain effects and avoids missing out on dependencies that are not explicitly
visible.
2. the overall impact of an incident (including the cascading effects indicated by the simulations) coming from
the risk assessment will give them a realistic estimation of the damage a specific incident might have on
the entire city, i.e., including consequences to the individual networks as well as to social life in the city (in
contrast to the impact on a single network). The usage of different impact indicators allows them to assess the
impact in various terms and thus obtain a better insight into multi-domain consequences.
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3. the list of security controls coming from the risk minimization will indicate those measures, which should
be implemented first since they will reduce the overall impact of the considered incident to a minimum.
This enables the organizations to appropriately prepare to specific incidents and efficiently react in a crisis
situation.
Using this information from the ODYSSEUS framework, the compensation and displacement mechanisms within
the multi-domain network of CIs can be better anticipated compared to an analysis which only considers the
respective networks individually. Hence, this strengthens the resilience of the CIs and the entire city by reducing
the time infrastructures as well as people are affected by the cross-domain effects of an incident.
CONCLUSION

In this paper, we presented a general concept for a risk management approach, which is able to support the
assessment of cascading effects among CIs located within a metropolitan area. Therefore, a GIS model of the
area is created using open-source data, CIs and their interdependencies are identified therein and a network of
CI networks is built. A simulation framework is using this information to simulate cross-domain effects. Those
effects are further assessed according to their societal impact; additionally, mitigation actions are evaluated. The
output of the framework can then be used by city administration and CI operators to improve their activities in crisis
situations in terms of efficiency and effectiveness. This shall ultimately lead to an improvement of the resilience of
the individual CIs and accordingly of the entire city.
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