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ABSTRACT 

Designing mHealth applications for mental health interventions has largely focused on education and patient 

self-management.  Next generation applications must take on more complex tasks, including sensor-based 

detection of crisis events, search for individualized early warning signs, and support for crisis intervention. This 

project examines approaches to integrating multiple worn sensors to detect mental health crisis events in US 

military veterans.  Our work has highlighted several practical and theoretical problems with applying technology 

to evaluation crises in human system, which are often subtle and difficult to detect, as compared to technological 

or natural crisis events.  Humans often do not recognize when they are in crisis and under-report crises to 

prevent reputational damage.  The current project explores preliminary use of the E4 Empatica wristband to 

characterize acute aggression using a combination of veteran self-report data on anger, professional actors 

simulating aggressive events, and preliminary efforts to discriminate between crisis data and early warning sign 

data. 
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INTRODUCTION 

This project applies general crisis theory to psychosocial crisis events in US military veterans (DiGiuseppe and 

Tafrate 2003, Novaco and Chemtob 2015). After serving in the military, many veterans experience several 

psychosocial disruptions at once, ranging from post-traumatic stress disorder (PTSD) to learning how to fit into 

civil society (Semaan, Britton et al. 2016). Here, we are focused on one specific form of personal crisis, the 

expression of intense interpersonally directed anger – often referred to as rage to denote its ferocity and acute 

onset. These angry outbursts occur in the home, in the workplace, or in college for veterans returning from 

military service. Such issues are often an emergent property of PTSD and can profoundly damage important 

social relationships, paradoxically the very relationships that are critical to helping the veteran adjust to post-

military life (Semaan, Britton et al. 2017). As such, developing systems that detect and inform rapid mental 

health crisis intervention for veterans is of utmost importance. 

At every level of human experience, crisis situations defy simple solutions because of their complex, 

interlocking nature. What appear to be dissimilar events, like major natural disasters and individual mental 

health (MH) crises, actually share important characteristics (Franco, Hooyer et al. 2016). These include: 1) pre-

existing system vulnerabilities which may be known or unrecognized (Lipscy, Kushida et al. 2013); 2) early 

warning signs that are difficult to detect against background noise (Saleh, Saltmarsh et al. 2013); 3) cascading 

impacts as resources and options degrade (Berariu, Fikar et al. 2015); 4) a point of criticality beyond which 

degrees of freedom to act are profoundly constrained (Sornette 2002, Arnal 2015); 5) a clearly recognized crisis 

event (the period beyond the point of criticality) which requires significant external resources in order to recover 

or restore order (Quarantelli 1985, O'Sullivan, Kuziemsky et al. 2013). True crisis events have proven quite 

difficult to accurately predict and intervene on before the point of criticality using human intelligence or 

computational methods (Boettiger and Hastings 2012). Moreover, failures in crisis alerting in healthcare (i.e. 

false positives or false negatives) can lead to complex legal, ethical and clinical problems (Drake 2013, Cajita, 

Gleason et al. 2016). 

Multiple sensor networks in an Internet of Things (IoT) environment, including wearable and/or mobile devices, 

can be used to develop a much more detailed view of the behaviors that precede MH crisis, the moment of crisis 

itself, and its immediate aftermath. Anger is one of the least researched emotions in psychology, and sensor 

driven research for this emotion has the dual pay-off of examining human systems crisis and also more deeply 

informing a detailed behavioral picture of anger. PTSD associated anger and aggressive outbursts plague a 

subset of veterans trying to reintegrate into civilian society (Novaco, 2015). This subgroup, i.e. veterans with 

anger management problems, is targeted because of the comparatively high base rate of future anger episodes 

(Hartl, Rosen, Drescher, Lee & Gusman, 2005). This elevated base rate for overt aggression (i.e. vocalized, 

physical expression of anger) makes the immediate research goals feasible, as the number of crisis and early 

warning sign observations are maximized.   

Despite the advantages of examining human systems crises through this lens, several theoretical and procedural 

issues remain to be solved.  We address several of these issues here:  First, a very brief summary prior work that 

informs the current project; Second, data from focus groups with high risk veterans is presented; Third, 

preliminary laboratory simulated aggression scenarios with actors wearing the E4 Empatica wrist band are 

discussed; Fourth, several practical, ethical and theoretical problems for crisis research in this context are 

identified as one form of results from this work; Fifth, based on these problems, a proposed method for 

improved marking of crisis events in humans is offered.  Finally, we discuss this work as it relates more broadly 

to the various types of crises, and how interactions between human systems level crisis and larger scale crises 

may interact. 

PRIOR WORK 

This effort builds on our ongoing work describing a collaborative mobile health (mHealth) design process with 

veterans.  The community partnership responsible for this effort, the existing Quick Reaction Force (QRF) 

smartphone application, and the collaborative design approach used to construct this existing system are briefly 

summarized here to set the stage for the current work which moves us toward more complex, IoT based real 

time crisis detection.  All work described here received IRB approval for human subjects research. 

Veteran Community Engagement for Research 

This work is driven from a Community Based Participatory Research (CBPR) perspective.  We have partnered 

with Dryhootch of America, a non-profit veteran led, veteran serving community organization headquartered in 

Milwaukee, Wisconsin for about 5 years to develop a smartphone app to support veteran-to-veteran mental 

health intervention. Dryhootch leaders and faculty from the Milwaukee VA Medical Center and the Medical 
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College of Wisconsin. Descriptions of this community-academic partnership, the Dryhootch Partnership for 

Veteran Health, its formation, and lessons learned are detailed elsewhere (Franco, Logan et al. 2016).  One 

common area of interest within the partnership was improving outreach to younger veterans returning from 

Operation Enduring Freedom (Afghanistan) and Operation Iraqi Freedom (often referred to as “OEF/OIF 

veterans”) using technology.  OEF/OIF veterans have different expectations about connecting with systems of 

care often preferring technology mediated contact as compared to veterans from prior US military service eras.   

Dryhootch QRF Smartphone App 

The Dryhootch QRF smartphone application was developed to mimic a human-to-human peer support model for 

veterans struggling with civilian reintegration, with US military veterans participating in an intensive, multi-

month collaborative design process to provide initial user requirements and interface ideas, ongoing feedback 

for app refinement, and finally to recruit veterans to use the system.  The app and design process are detailed 

elsewhere (Rizia, Johnson et al. 2014, Rizia, Franco et al. 2015, Rizia, Franco et al. 2015). Figure 1 depicts the 

(a) veteran app used to collect basic self-report information using an Ecological Momentary Approach and (b) 

the peer mentor version of the app, which visualizes this self-report data to facilitate intervention decisions are 

shown in Figure 1. 

 

 

 

 

 

a) Veteran app 

interface 
   b) Peer mentor app 

            interface 
 c) Veterans using the QRF app 

Figure 1:  QRF Smartphone App Development 

METHOD 

Once the QRF app was built, the veteran MH peer mentors asked if it would be possible to use onboard sensors 

to also collect information that could be used to deepen our insight into early warning signs and crisis events 

that the veteran might not self-report.  Thus, we focus here primarily on our initial efforts to capture meaningful 

sensor information about angry outbursts. Broadly, our research goals are to use a “bottom” up approach 

(Landgren 2010) to understanding veteran crisis through the lens of behaviors that can be captured by IoT 

sensors, to optimize the detection of these behaviors through machine learning techniques, and ultimately to 

reliably discriminate these behaviors from sensor signatures that are similar, but do not represent human crisis 

events (i.e. to minimize false positives). Our initial work unfolded in three stages: 1) ethnographic research from 

small focus groups with high risk veterans to examine “lived experience” of veterans with anger problems; 2) 

exploring the potential use of sensor systems through simulated aggressive crisis events, data visualization, and 

computational approaches. This phase involved working with professional actors as part of the research team to 

carefully simulate rage and other high emotional intensity events in the laboratory with the E4 Empatica sensor 

wristband; and 3) developing an approach to maximize real world crisis observation in an IoT environment with 

veterans using a 360-degree evaluation design, integrating psychometric data, self-report, observer-report (e.g. 

family member, other veterans, etc.), and sensor data. 



Franco, et al.  Detecting & Visualizing Crises in Human Systems 
 

WiPe Paper – Community Engagement & Healthcare Systems 

Proceedings of the 15th ISCRAM Conference – Rochester, New York, May 2018 

 

 

Focus Group Data and Analysis 

Preliminary information was collected via weekly focus group sessions (45-60 minutes each) with three at-risk 

veterans. In these sessions, the social scientists used open-ended interviews to elicit the contexts and bodily 

experiences leading up to angry outbursts. During these interviews, the entire study team used “small story” 

(Georgakopoulou 2007) field note worksheets to document warning signs, triggers and social contexts of anger 

with these veterans. After seven focus groups saturation of data was reached. Saturation was determined through 

ethnographic analysis identifying recurrent topics in language and actions. 

From the field notes, the anthropologist on our team used descriptive coding to develop a list of dimensions to 

design a general taxonomy of warning signs (scenarios, social settings, and gestures). This taxonomy was 

further developed in detail by the entire team by reviewing and commentary on the fieldnotes (Figure 2). We 

classified the various types of cues leading up to an angry outburst in each of the general categories, both social 

(external) and individual (internal). A selective summary of these data are offered here and data analysis 

continues (table 1). 

 

 

 

Veterans noted subtle, 

involuntary movements as 

one precursor to anger.  

Also noted were dominance 

behaviors like “cocky 

stare”.  None of these early 

warning sign behaviors are 

easily detected by wearable 

sensors. 

Subvocalizations and 

sarcastic gestures noted as 

early warning signs for 

explosive anger 

Veterans note that other 

veterans are probably better 

at human driven detection 

of anger precursors than 

civilian observers. 
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Figure 2.  Small Story Fieldnotes Captured by Study Team. 

 

In the analysis of the focus group data, we consistently found that some early warning signs for aggression were 

not active behaviors, but rather the veteran’s attempt to bring impending aggression back under control.  

Interestingly, this gets at the definitional aspects of aggression taken from the psychological literature: 

aggression can be viewed as the uncontrolled behavioral expression of the emotion of anger; in contrast, anger 

is the emotion itself, not a set of behaviors (Deffenbacher, Oetting et al. 1996). 

 

Attenuated Behaviors - Angry 
Crisis Warning Signs 

Low Level Aggressive Crisis Behaviors High level Aggressive Crisis 
Behaviors 

Involuntary 
 Shaking 
 Facial twitch 
 Stiffening body 

Throwing gestures 

·      Money on bar 
·      Keys on table 
·      Phone across table   

  Grand gestures 
·      Sweep obj. off table 
·      Flipping table over 
·      Throwing lamp 

Voluntary 
 Cocky stare 
 Posturing (widen stance) 
 Stillness 

 Hand Gesture 
·      Knife hand 
·      Pointing 
·      Middle finger 
·      Making a fist/fist in air 

Melee 

·      Throwing bottle 

·      Throwing bar stool 

·      Throwing people 

·      Chasing people 

Vocalization changes 
 Talking louder 
 Talking over someone 
 Muttering under breath 

Foot gestures 
·      Tapping 
·      Shaking leg 
·      Kicking object 

 

Social Withdrawal 
 # of phone calls 
 # of texts 
 TCP/IP meta data 

Physical contact 
·      Poke 
·      Push 
·      Enter other’s personal space 

 

 

Table 1. Early warning signs leading up to angry outburst 

 

Thus, the early warning signs for aggression may be less expressed as overt behavior, but rather the individual’s 

attempts to disallow these behaviors until some threshold is met.  In our multidisciplinary discussion during the 

focus group sessions, these attenuated behaviors (see Table 1) were a constant area of concern as it became clear 

that many of them were at or beyond the physical limits of what the sensor on the mobile devices could detect 

and record.  For example, one of the veterans reported that he routinely used dominant behavior when he was 

very angry (but not yet aggressive), that included staring at the person he was angry with, physical posturing 

(e.g. widened stance), and physical stillness (as opposed to action) to express intimidation (Carney, Cuddy et al. 

2010). 

Simulated Aggressive Crisis Events 

Next, based on the summarized information about aggressive gestures, professional actors (also part of this 

research team) were asked to act out the gestures in a series of simulations.  One actor wore the E4 Empatica 

device, while another actor made provocative statements for the first actor to respond to.  The discrete low-level 

and high-level aggressive gestures were performed repeatedly as a first step.  Gestures involving feet were 

omitted because of the focus on the E4 wristband as the data source.  In order to provide both richer data and 

also to make the E4 data conform more closely to real-life, we next asked the actors to perform three brief (5-7 

minute) formal, scripted interactions using Shakespeare and modern theater scripts.   

These scenarios involved one high intensity anger condition, one graduated anger condition, and one non-anger 

but intense emotion condition. During both anger conditions a third actor prompted the two acting out the script 

to systematically incorporate all anger related gestures if any were missed.  However, the actors were also free 

to use other gestures and were encouraged to improvise.   
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Figure 2: Actors performing aggressive gestures with real-time data capture from E4 wristband 

 

Laboratory Data Capture Limitations 

Issues that arose initially with this approach included concerns such as the need to have time-synced video 

matched to the physiological data feed from the E4, a constraint that would not be surmountable with actual 

veterans in real-world data capture situations outside of the laboratory.  Additionally, the raw data from the E4 

onboard sensors sampled data at different rates, requiring sampling normalization to occur as a pre-processing 

step before any other analyses could be performed.  Finally, during the focus groups, the veterans repeatedly 

underscored the importance of sub-vocalizations, changes in vocal pitch, and changes in volume as key to 

understanding the transitions from aggression early warning signs to crisis.  However, we did not attempt to 

integrate data from another device (e.g. a smartphone’s microphone) as part of this initial pilot work. 

 

 

 

 Event  
Marker 1 

Event  
Marker 2 

 .  .  .  .  .    Event  
Marker n 

 

 

 

 

 Pointing  Throwing bottle    Hitting self on chest  

Figure 3. Real-time data from E4 wristband including accelerometer and physiological data 

RESULTS 

Computational Analysis 

The project focused on semi-supervised machine learning approach to detect gesture clusters from the data set. 

Over 11,000 data points were collected from the accelerometer sensor. Each data point consisted of the three 

axes (X, Y and Z) coordinates. The data points were labeled with the twelve respective gestures performed by 

the actors. Once the data captured from the E4 wristband was normalized the labeled data stream from the 

accelerometer sensor was fed to the expectation maximization (EM) machine learning model. The EM model is 
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an iterative artificial intelligence (AI) technique that evaluates the log-likelihood based on the existing value of 

the parameters. A 75:25 split was done for training and testing the AI model to find a cluster pattern. Knife 

Hand, pounding fist, pointing, Italian street talk and throwing keys were the five gestures among twelve that 

were successfully detected from the clustering model. Figure 4 below shows five clusters in colors deep blue, 

red, light green, cyan and pink respective. Five clusters 0 through 4 were detected with accuracy above 80%.  

 

 

 

Figure 4: Expectation Maximization Model for Angry Gestures 

Process Results: Some Reflections 

Theoretical or atheoretical approach? 

Not surprisingly, as part of a mixed social science and computer science team, each group brought with it its 

own disciplinary views and methods.  The social science view of this problem was largely regarded through a 

theoretical lens, first examining the emotion of anger, and next the expression of uncontrolled anger through 

aggressive behaviors.  The social science team sought to build up a body of academic knowledge, lived 

experience from veterans with histories of aggression, and to systematically characterize the specific behaviors 

that were assumed to be associated with early warning signs and crisis events in this population.   

In contrast, the computer science team viewed the problem as one that should be approached from an 

atheoretical, data-driven perspective, using machine learning approaches to search for early warning signs after 

crisis events had been clearly marked in the data. While neither approach is right or wrong, searching for ways 

to more effectively combine these theoretical/atheoretical approaches may yield important insights, and the 

divide in our thinking illuminated three other key considerations in this work: 

Which Comes first? Crisis or Warning Sign? 

While the answer to this question is clearly that by definition early warning signs precede crisis events, as we 

considered the situation of aggression the edge between these phases of crisis became fuzzy.  The simplest 

example is the distinction between a physical contact that expresses aggressive crisis versus a physical contact 

that is an early warning sign.  For instance, some punches may be thrown to signal that a crisis is about to ensue, 

while the individual is not fully committed to following through to serious aggression.  Other punches may be 

thrown in the midst of fully engaged melee combat. Questions arose about the ability of sensors to discriminate 

between these two types of activity without additional contextual information.  Numerous other examples of 

events that could, in one view, be taken as a crisis, while under another view be seen as an early warning sign. 

Can humans be trusted to mark their own crisis events? 

While detecting crisis events in most non-human systems is typically straight forward (i.e. once the point of 
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criticality has been reached the crisis is observable and obvious), humans typically do not want to disclose that a 

mental health crisis event has occurred, and memory or reporting biases often result in under-reporting  

(O'Leary and Williams 2006, Bone, Gelberg et al. 2016). This fundamental problem has historically plagued 

efforts to therapeutically address these crises after the fact, and is a problem that must be solved before advances 

in computational psychology to address these problems through predictive analytics can be achieved 

(Poikolainen 1985). The computer science team assumed that the event marking button on the E4 Empatica 

wristband would be used by the veterans to mark crisis events in real life situations.  However, through the focus 

group with veterans it became apparent that humans – even if they were willing to disclose that a crisis is 

occurring – do not always recognize the crisis event as such in the moment. In fact this issue goes to the heart of 

the problem: those who experience aggression are often initially not able to put words to their emotions and are 

so wrapped up in the aggression that they are unable to distance themselves from the emotion enough to reflect 

and take more productive actions.   Similarly, the professional actors became so wrapped up in the simulations 

that they forgot to stop and mark events using the E4 event marker button, even though they understood the 

value of doing so and there was no social stigma in disclosing this contrived crisis event.  Thus, the very intent 

of the system we are attempting to design must be to provide support to both help the veteran identify that a 

crisis may be occurring, and use the friction of this “check in” to learn more about what true positives (crises) 

and false positives (non-crisis, but anomalous data) look like. The system ultimately has to support crisis event 

detection independent of the human because of the inherent limitations of human systems in recognizing and 

responding to these events.   

Legal and Ethical Considerations 

Working with high risk populations presents several complex legal, privacy and ethical considerations in the 

context of mHealth application design.  In particular, while incremental progress toward identifying mental 

health crises and early warning signs was seen as acceptable by the computer science team, the practical and 

legal considerations around false positives and false negatives had to be concretely brought into the discussion 

(Klinkman, Coyne et al. 1998, Lalkhen and McCluskey 2008).  For example, in real-world use, a false positive 

(i.e. an indication of a crisis event is immanent or occurring) would likely require a crisis response protocol be 

initiated, potentially requiring a phone or in-person check-in between the veteran and a licensed mental health 

provider (e.g. a clinical psychologist or psychiatrist) to ensure that the veteran was not a threat to themselves or 

others.  With an insufficiently accurate machine detection approach, the veteran could be receiving many 

unnecessary, unwanted contacts to check on their status. Conversely, if the system fails to detect crisis events 

when they are in fact occurring, the veteran would be left without intervention, raising the risk of legal action 

against those designing and deploying such a system.  Even in the context of research, both of these problems 

are vexing and raise serious concerns.   

At the veterans’ request the initial QRF app was designed with an embedded privacy framework that 

anonymized data stored for research purposes, while making the veteran’s identities available to veteran peer 

mentors (mentor phones re-coupled names and IDs using a local database on the mobile device).  However, with 

the addition of behavioral data directly seeking to understand and identify high risk behaviors, the team came to 

the conclusion that any future work would require veterans to be consented to use a system that provided the 

research team with full access to their identities in the event that a crisis occurred and required emergency 

intervention.  With this decision also comes the burden that very intrusive data about routine daily activity at a 

very fine level of detail, coupled with identity and psychological functioning information could be breached. 

Methodological Results: Improvements in Human Crisis Marking 

After considerable back-and-forth between the social science/computer science teams, we abandoned the idea 

that veterans would be able to reflect on their own high-risk behavior in the moment.  We saw even with the 

professional actors that the dialogue with another person (i.e. the target of aggression), self-involvement with 

the emotion of anger, and the physicality of the expression of anger all made actively marking moments of 

personal crisis nearly impossible even in the laboratory environment.  These constraints would likely be 

exacerbated in real-world settings with high risk veterans because their ability to even recognize emotion and 

aggressive crisis events as such is likely limited (Laser and Stephens 2011). An alternative strategy that avoids 

the problems associated with self-report in a much later clinic visit (i.e. days or weeks after an aggressive 

episode has occurred) was clearly needed.   

EMA+360-Degree Assessment 

After discussion, a new procedure was mapped out with all parties (veterans, computer science, social science 

team), leveraging the existing QRF smartphone app for use with high-risk veterans.  This proposed approach 
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would involve 1) a single item question delivered daily via the QRF app asking the veteran, “Were you angry 

any time today?”; 2) a positive screen will result in an alert to their veteran peer mentor via the QRF mentor 

app, prompting a telephone base check-in; 3) during the telephone based check-in the veteran peer mentor will 

probe for the context the anger arose in, if it resulted in aggression, and if aggression was present a time point 

when it occurred; 4) in order to capture other moments of anger or aggression that may be missed in daily EMA, 

the veteran will complete a weekly reflection log on anger/aggression, asking the veteran to reflect on any 

incidents that came up for each day of the last week; 5) the veteran peer mentor will respond to a similar log, 

noting any incidents they are aware of for the veteran which the veteran may not be thinking of as rising to the 

level of crisis; 6) Finally, all of the available information from the logs will be discussed in a group meeting 

with the veterans, peer mentors, and social science team to carefully review for any unmarked moments of 

aggression, and also to determine level of intensity of aggressive acts using available dynamic risk assessment 

tools for aggression (Figure 5). 

 

FIGURE 5.  360-DEGREE CRISIS EVENT DETERMINATION STRATEGY WITH HUMANS-IN-THE-LOOP 

CONCLUSION 

Most mHealth applications, particularly for mental health conditions, implicitly attempt to prevent crises from 

occurring in individuals.  However, most first generation systems have focused on relatively simple tasks such 

as patient education, mobile resource and referral, or as supplemental support to traditional clinical care.  We 

argue here that addressing mental health emergencies requires a much more comprehensive approach, one that 

can be particularly well addressed by IoT based sensor systems.  To accomplish this, three things will be 

required: First, a deliberate effort to explicitly address mental health problems through the theoretical lens of 

crisis management; second, a social view that involves the patient, non-professional or para-professional social 

supports to the patient; and three, applications that leverage a wide range of data available from worn, in-home, 

vehicle, and other ambient sensor sets. Optimally such approaches will ultimately address not just population 

normative mental health crisis management strategies, but a personalized behavioral medicine strategy that is 

capable of identifying warning signs specific to each person. 

While seemingly straight forward, our attempts initial pilot work in identifying methods for using IoT systems 

to assist in the detection of mental health crisis with US military veterans presented a number of challenges.  In 

particular, addressing the natural, human filters that mask when mental health emergencies occur using robust, 

time intensive and expensive approaches may be initially required in order to build sufficiently accurate learning 
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data for computational approaches to be useful.  Relying solely on clinical or self-report well after the fact will 

obscure critical weak signals. Further, we have identified some important limits of existing sensor based 

approaches for primary data collection of attenuated or subtle behavioral markers, for example staring or 

subvocalized epithets may require alternative sensor set-ups.  For instance, use of wearable eye trackers or 

miniature microphones placed on the throat or near the mouth might assist in detection of subtle anger cues.  

Overall, our approach emphasizes the importance of combining ethnographic and machine learning techniques.  

To accurately re-create veteran lived experience in a controlled, laboratory environment, we incorporated skilled 

actors as part of the study team to re-create scenarios.  This, in our view, allowed us to generate very high 

quality training data, and timestamping through review of video also enabled granular markup of these training 

datasets for supervised and semi-supervised machine learning. The importance of ethnographically driven 

ISCRAM research has been suggested previously (Landgren 2010), and this effort attempts to embed them 

specifically in a machine learning context. 

We have proposed an approach to assist IoT based mHealth systems obtain accurate crisis marking data for one 

type of mental health crisis. The approach likely can be generalized to other human systems crisis events, and 

the observations and reflections offered can inform a broader discussion on the theoretical aspects of crises and 

early warning signs, as well as the practical implications of detecting these phenomena in complex, real-world 

settings. 
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